Response (rom Stop Smart Meters! (UK)

01: Do you have any comments on the proposed legal re-drafting (at Annex
4) to take account of the changes that were consulted upon in the Open
Letier consultation on proposed amendments to the roll-out licence
conditions? These should be read in tandem with guestion 2 in Part 2.

If the proposed obligation for Smart Metering were carried out, serious breaches
of human rights would result.

As has been acknowledged in parliament, Smart Meters are not obligatory - they
can be refused. The language used in this document to highlight obligatory
Intentions appears to promote something unlawful,

Part 2, Q2: Do you have any comments on the Government’s intention of
clarifying the licence conditions on installation of advanced meters under
the exceptions to the smart metering roll-out ohligation, and do you have
any comments on the proposed legal re-drafting (at Annex 4)7

Any intentions to make smart metering obligatory are, in fact, illegal.

A similar attempt by the Duteh Government to make such metering compulsory
failed as a result of mandatory smart metering being proven in law to breach
basic human rights. It had been intended by Maria van der Hoeven, who was the
Dutch Minister of Economic Affairs at the time, that refusing the installation of o
smart meter would have been punishable by either a 17,000 curos fine or six
manths in prison. (metering.com 2009).

The proposed obligatory Dutch rollout was opposcd by both privacy watchdogs
and consumer organisations, including Consumentenbond (the main consumer
organization in the Netherlands) which commissioned a special report into the
matter, which concluded that smart meters could give away sensitive
Information that might fall into the hands of third parties (including police and
insurance companies) on consumers’ encrgy usage habits, including when
individuals® [eave and return to buildings (which could be particularly useful to
burglars] (Cuipers & Koops 2008).

The special report, primarily looking into matters related to domestic
consumers, also stated that the insights these monltoring devices would provide
into occupational patterns and relationships could affect individuals’ freedom to
do as they please and therefore be in breach of the European Convention of
Human Rights. Similar claims may be brought in this country, with regard to the
UK Human Rights Act 1998.

Additionally, the fact also has to be taken into consideration in the legal re-
drafting that the European Court of Justice in Luxembourg has recently delivered
a judgment that means the European Charter of Fundamental Rights, which



contains a host of legally binding new rights over those previously applicable In
this country "is now valid in British courts” (Bentham 2013),

As noted by senlor judge Mr Justice Mostyn:

“The constitutional significance of this can hardly be overstated. The Human Rights
Act incorporated into our domestic law large parts, but by mo means all, of the
European Convention on Human Rights, Some parts were deliberately missed out
by Parliament. .. The Charter of Fundamental Rights of the Evropean Union
contains, [ believe, all af those missing parts and a great deal more. Moreover, that
the much wider Charter of Rights would remain part of our domestic law even if
the Human Rights Act were repealed.” (Bentham 2013),

“The Charter of Fundamental Rights is part of the EU's 2007 Lishon Treaty, which
sets out rights to envirenmental protection and medical treatment, as well as civil,
social and ether rights.” (Bentham 2013).

What follows are commentary abstracts taken from Jamieson 2011/2012 on just
somée of the human rights issues that could arise in Britain as a result of
obligatory smart metering:

UK - Human Rights Act 1998

“Human rights are required to be part af all UK poalicy making (DCA 2008). This Act
15 one of the most important statutes ever passed fn the UK (Hoffman & Rowe
201a)."

Article 2 - Right to life

“Everyone's right ta fife shall be protected by law. No one shall be deprived of his
life intentionally save in the execution of a sentence of a court following his
conviction of a crime for which this penalty is provided by faw.*

Right to Life: All EU States agree that the human embryo/ffetus belongs to the
human race (Hoffman & Rowe 2010). As research indicates that some
RF/microwave regimes (at levels lower than current limits) may raise risk of
infertility, miscarriage, and cause damage to both animal and human offspring
(Cherry 2000); claims might be brought that increasing invaluntary exposures to
such regimes may be against individuals’ right to life.

As shown In the case of LM & R v Switzerland [LMRS 1996), Article 2 is relevant
in situations where health may be put at risk, and is not restricted to risk of
death or actuwal death,

"When authorities are aware (or should be aware) of real risk to life they are under
obligation to take appropriate mitigative action to protect those at risk {Hoffman
& Rowe 2010)." DECC's apparent intention to mandatorily increase individuals'



exposures to a Group 2b carcinogen (microwave radiation) through the
introduction of wireless smart metering (and the creation of additional "dirty
electricity” on internal mains supplies from the switched mode power supplies of
smart meters) fails to meet this abligation and actually makes the situation

considerably worse.

At least ane provider recognizes its legally liability for death or personal injury
caused by negligence (Npower 2013). Other firms, invalved In communications
technolopy, are also aware of the likelihood of possible claims in the future
related to biological damage potentially caused by manmade radiation.

Article 3 - Prohibition of torture

"No one shall be subjected to torture or to inhuman or degrading treatment or
punishment” (HRA 1998)."

Article 3 embadies a fundamental human right. "... the right to freedom from
bodily harm is second anly to the right to life, and is equally based on the right
which all peaple have a level of basic respect and dignity as human belngs,”
(Hoffman & Rowe 2010)."

The European Court defines ‘degrading treatment’ as "... such as to arouse ...
feelings of fear, anguish and inferiority, capable of humiliating and debasing...
and possibly breaking... physical or moral resistance,” (IUK 1980). Thesc appear
very similar to descriptions provided by some electrohypersensitive (EHS)
individuals describing how their condition makes them feel.

The needs of "at risk” EHS individuals and others, whose health may be
detrimentally effected by manmade electromagnetic radiation (Le. everyone),
should be taken into account with regard to metering provisions for both
domestic and non-domestic situations.

Article 5 - Right te liberty and securiiy

*Everyone has the right to liberly and security of person. No one shall be deprived
of his liberty save in the following cases and In accordance with a procedure
prescribed by low. ..." (HRA 1998).

*Security of person’ (s legally defined as “The legal and uninterrupted enjoyment
by a man of his life, his body, his health and his reputation.”

Claims may be brought that ‘Security of person’ may be seriously comp romised
by the microwave regimes created by smart meters causing/exacerbating
conditions of ill health [As previously mentioned, at least one provider
recognizes its legally liability for death or personal injury coused by negligence
(Npower 2013). As it is alrcady known that many claims of adverse health effects
have arisen abroad as a result of smart meter installations, it appears highly
possible that claims of negligence may arise in Britain over the use of such



technology in both business and domestic situations and that such claims may
prove exceedingly costly to those found liable,

Additionally, the provision of sensitive fine prained data on the activities of
individuals and companies to third parties may also risk damaging reputations
and thereby breach this right. [t is admitted by at least one energy provider
[with regard to its domestic customers] that the data they will collect from smart
meters will also be supplied to members of thelr group “based In countries
outside of the European Economic area (EEA)... [which] may not have the same
data protection standards as we do in the UR® [Npower 2013). The risk of
sensitive commercial information from fine-grained data provided by smart
meters finding its way into the hands of undesirable third parties appears quite
high and may prove undesirable to many businesses.

Under Article 5, the rights of vulnerable individuals may be violated if emissions
from Smart Meters and other forms of electronie technolopy prevent them from
being able to go where they wish ... unhindered by man-made electromagnetic
field regimes detrimental to their well-being.

Article 5 suggests that the needs of those adversely affected by manmade
radiation should be more taken into account when metering structure is being
developed.

It also suggests that there is a need to ensure that metering should not adversely
affect liberty andfor security, Unfortunately, wireless smart meters greatly
exacerbate such problems. Commeoercially sensitive data may be revealed by the
fine-prained data that smart meters can provide to third parties, including those
in criminal fraternities invalved in burglary and for industrial espionage. Such
issues include: "data hijacking from Smart Meters thot may allow thieves to
determine the types of electronic cquipment they possess (as a result of thelr
unigue electronic signotures) and when fbuildings are unoccupied]”.

Article 3: “Everyone has the right to life, liberty and security of porson.”

Life - As mentioned by Jamieson (2011): "As research fndicates thal some
REfmicrowave regimes (ot levels substantially lower than [UK] current limits) may
roise risk af infertility, miscarriage, and couse damage to ... offspring (Cherry
2000); claims might be brought that increasing involuntary exposures to such
regimes (whether at work or at home) may be against individuals’ right to life.,”

Cyber-security issues of smart meters

*“fust as securing and managing the physical defence of the country is a unigue
challenge, so is protecting the UK's eritical infrostructure from threats of cyber
terrarism. ... Traditional security technologies are in no way up to the challenge.”
Mark Darvill, Director of security firm AEP Networks (AEPN 2010)."

Similar concerns are belng volced abroad. Experts at the IEEE Smart Grid Comm
2010 conference warned that consumers and utilities” infrastructures are



becoming more vulnerable to eyberattack due to increased security
vulnerabilities and the two-way communication of smart grids as compared to
existing systems. They predict that the smart grid will present up to 440 million
possible points to be hacked by 2015 [(Schwartz 2010),

“ft is recognised by the US Government Accountahility Qffice (U5 GAQ) and the US
Department of Energy (US DOE]) that the present transition to smort grids is
leaving electric grids apen to increased evbersecurity weaknesses that risk
damaging their efficient operation (Mills & LaMonica 2010, US GAO 2011).7

Built in security: The US GAD states that “increasing the use of new system and
network technologies can introduce new, unknown vulnerabilities. ... our experts
stated that smart grid home area networks .. do not have adequate security built
in, thus increasing their vulnerability to attack.”

To counter such risks, over $30 million (E18.62 million) has been awarded to
address these cyber-security and reliability issues. (Schwartz 2010). Even with
such massive funding, some experts still express grave concerns (Mills &
LaMonica 2010). Smart Meters being hacked could result in local and
widespread disruptions, sensitive facilities being “taken out’, loss of data privacy
(including information on the types of equipment individuals own, building
occupancy patterns and identity theft).”

Manipulation of smart prid data: Electricity theft is a cause of great concern to
utility companies, and already there are devices existing that allow Smart Meters
to be altered remotely to register less energy consumption than actually used
[Mills & LaMonica 20107, Assistant Professor Le Xie of Texas A&M University
notes that it [s likely that some attackers could be virtual traders seeking to
benefit financially through intercepting and manipulating smart grid data to
place safe bets on energy demands (Schwartz 2010,

Blackout attacks: Network security experts state that once a hacker gains
access to the smart grid he/she may pain control "of thousands, even millions, of
[smart] meters and shut them off simultaneously.” Individual hackers may also
be able to substantially raise or lower power demand, disturbing the local power
grid’s load balance and creating a blackout. They also state that such outages
would “cascade to other parts of the grid, expanding the blackout,” with no-one
being able to predict the possible scale of such damage (Meserve 2009).

“As o result of the remole off-switches currently specified for .. Smart Meters,
‘blackout attacks’ could be carried out by rogue natfons, terrerists or criminals
unless oppropriote covntermensures are taken. One of these is the option that
Smart Meters are designed to fail in the ‘on’ mode - human rights faws in Europe
stop defaulters simply being disconnected (Anderson & Fulorio 2010).7

There is a high cost to blackouts, the Northeast Blackout of 2003 in North
America cost $£3 billion (E1.86 billion). A coordinated attack on the grid "could
lead to even more signilicant economic damages™ (ICFC 2003 ).



“As the nature of our technology becomes mare complex, so the threat becomes
more widespread. ... However advanced we become, the chaln of eur security is only
as strong as its weakest link.” UK Defence Seeretary, the Be. Hon, Dr. Liom Fox MP
{Fox 201@)."

Article 8 - Right to respect for private and family life

“Everyone has the right to respect for his private and family life, his home and kis
correspondence.” (HRA 1998).

- Privacy. The UK povernment presently wishes access to all UK metering
information, with gas and electricity meter readings to be taken .. every half
hour. However, this is inconslstent with EU privacy law and, as mentioned
previously, has already been successlully contested in the Netherlands
(Anderson & Fuloria 2010).°

This waould also seem to hold true with regard to private matters and operations
undertaken by non-domestic customers.

The Government fails to adequately address human rights privacy issues related
to both domestic and non-damestic customers. It dresses up Its highly intrusive
and unwarranted “big-brother™ wish te obtain and retain fine-grained data on
everything customers do within individual smart metered premlses as "a
commitment to amending the roll-out licence conditions to ensure that non-
damestic customers with smart meters had @ minimum right of access to data from
smart meters - half-hourly for electricity, hourly for gas.” This would reveal ta it,
and other third-parties, whatever was happening in any such metered premises
in real time (as well as through collected and retained historical data of energy
Usage.

In the Draft Communications Data Bill (2012, it is declared that "it is well
established that ... communications are covered by the notion af private life and
correspondence ... The case of Malone v UK (1984) 7 EHRR 14 ... provides some
fimited guidance on the application of Article 8 fof the Human Rights Act 1998] to
State activities concerning communications deta.” 1t then goes on as follows: ".. a
meter check printer registers information that o supplier ... may in principle
legitimately obtain [data]” and clalms that ".. By its very nature, metering is
therefore to be distinguished from interception of communications, which is
undesirable and illegitimate in @ democratic society unless justified.”

However, when regulations are changed (and the use of new technologies
proposed) so that metering data can become so fine grained that utility
companies “have the technology to record ... (energy consumption) every minute,
second, .. more or less live ... From that we can infer how many peeple are in the
fbuilding], what they do, whether they're upstairs, downstairs, ... when you
habitually get up, when did you get up this merning, when do you have a shower:
masses of private dota ..." (Martin Pollock of Siemens Energy, quoted by Wynn
(2010)); it can be reasoned that access to such data, which could provide huge



amaounts of personal information on all individuals® past and present private
lives [and kept in perpetuity] is actually undesirable, unjustified, lllegitimate and
illegal.

Consumers should be allowed to maintain their privacy by default. They should
also be allowed to have any historical fine-grained data collected by smart
meters and AMI related to their properties, lifestyles, work practices, equipment
usape and appliance types, deleted from all records if they so wish, with only the
most basic of billing data being retained. The requirement in the industry
technical draft for Britain's smart meters In 2011 to provide real-time
information every 5 seconds is particularly worrying (SMDG 2011).

Article 12 - Right to marry

““Men and women of marriageable age have the right to marry and to found a
family, eccording to the natfenal laws geverning the exercise of this right,” (HRA
1998)."

Claims may be brought if the emissions from technology being employed in some
Smart Meters and related technelogy are proven to reduce human fertility and
increase risk of miscarriage therchy hindering individuals® dght to found a
family.

Article 14 - Prohibition of discrimination

"The enfoyment of the rights and freedoms set forth in this Convention shall be
secured without diserimination on any ground such as sex, race, colour, language,
religion, political or other opinfon, national or social origin, associotion with o
national minority, property, birth or other stotus,” (HRA 1998),

It may be contested by some - particularly those with EHS - that the widespread
introduction of some types of RF/microwave emitting Smart Meters (and related
wireless emitting technology) may be discriminatory, as it would interfere with
their basic rights and frecdoms.

The First Protocol
Article 1: Protection of property

"Bvery natural or legal person (s entitled to the peaceful enjoyment of his
possessions. No ane sholl be deprived of his possessions except in the public interest
and subject to the conditions provided for by law and by the general principles of
imternational faw,” (HRA 1998).

A growing body of peer-reviewed scientific research (and strong anecdotal
evidence) indicates that the microwave emissions from operational smart
meters can damage flora and fauna / biological systems at even very low
microwave exposures = thereby potentially causing loss of property ar
diminution of its worth. Furthermore, the increased overall exposure levels
caused by the addition of such infrastructure may raise background



RF/microwave exposures to a degree where detrimental biological effects may
bie seen in situations where they were not previously observed, (This has already
been the case in a nember of foreign countries where smart meters have now
breen installed).
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