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OVERVIEW

1.1 It is essential that the Board's attitude to risk is communicated to the whole
organisation and applied in decision making regarding the prioritisation of policies,
workstreams, programmes, projects, operational service delivery and the funding that
goes with them.

1.2 With the rapid improvement of risk management across Whitehall, many
Departments have already introduced a number of innovative and effective approaches
to incorporate risk management into their day-to-day business and reform delivery
management arrangements.

1.3 The aim of this guide is to help you to refine the application of your
organisation’s risk appetite so that risk judgements are more explicit, transparent and
consistent. As a practitioner you also need to understand your own risk appetite and
how it aligns to that of your organisation. We do not seek to replicate methodologies
that have already been covered by other publications, in particular the Orange Book!
and Green Book,2 which this guide is designed to complement.

What is Risk Appetite?

1.4 There are numerous definitions of organisational ‘risk appetite’, but they all boil
down to how much of what sort of risk an organisation is willing to take. Risks need to
be considered in terms of both opportunities and threats and are not usually confined
to money - they will invariably also impact on the capability of your organisation, its
performance and its reputation.

For the purpose of this guide we have adopted the Orange Book definition of Risk Appetite,
being:

‘The amount of risk that an organisation is prepared to accept, tolerate, or be exposed to at any
point in time.’

1.5 Risk appetite is about taking well thought through risks where the long-term
rewards are expected to be greater than any short-term losses. Indeed, it may even be
appropriate in some instances to incur a loss if this paves the way to success in the long-
run.

1.6 It is worth noting that the Public Accounts Committee supports well-managed
risk taking, recognising that innovation and opportunities to improve public services
requires risk taking, providing that we have the ability, skills, knowledge and training to
manage those risks well.3 This support has also been endorsed by the House of Lords
Economic Affairs Select Committee, which is concerned that the public sector reward
and assessment systems may emphasise the adverse impact of failure rather than the
gains from success and so encourage excessive risk aversion.

| The Orange Book: Management of Risk — Principles and Concepts.
2 The Green Book: Appraisal and Evaluation in Central Government.
3 Public Accounts Committee Report — HC444 — Managing Risks to Improve Public Services — March 2005

4 House of Lords Select Committee on Economic Affairs Report — HL Paper 183/1 — Government Policy on Management of Risk.
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1.7 By enhancing your approach to determining risk appetite you will be raising
your organisation’s capability to deliver on challenging targets to raise standards,
improve service quality, system reform, and provide more value for money. Risk
appetite needs to be considered at all levels of the business- from the Ministerial view,
which may be influenced by the political climate, down through the business from
strategic decisions to operational delivery.

Why do you need to determine your risk appetite?

1.8 If the managers are running the business with insufficient guidance on the levels
of risk that are legitimate for them to take, or not seizing important opportunities due to
a perception that taking on additional risk is discouraged, then business performance
will not be maximised, and business opportunities will not be taken. At the other end
of the scale an organisation constantly erring on the side of caution (or one that has a
risk averse culture) is one that is likely to stifle creativity and is not necessarily
encouraging innovation, nor seeking or exploiting opportunities. You need to be
steering a course where risk taking is clearly calculated with a view to achieving defined
rewards.

Clearly articulating your risk appetite will have definite business benefits through:

I. Supporting and providing evidence of the decision-making processes.

2. Demonstrating how each element of the business contributes to the overall risk profile.

3. Showing how different resource allocation strategies can add to or lessen the burden of risk.
4. Supporting the approvals process.

5. Identifying specific areas where risks should be removed.

6. Transparency and consistency of business decisions.

7. Improved understanding of risk-based budgets.

1.9 This Guide is the second part of a set of 3 documents.

1.10 The first part, a Board Paper entitled “Thinking About Risk — Setting and
Communicating Your Risk Appetite” explains what risk appetite is and how it depends
on the aims of the business. It needs to be considered not only for individual
programmes/projects, but also across business areas, units, functions, and in its
totality, to ensure that an organisation’s overall portfolio of risks is appropriate,
balanced and sustainable.

I.11 This second part, a Practitioner Guide entitled “Thinking About Risk — Managing
Your Risk Appetite” explains how to apply risk appetite and provides a guided walk
through of an assessment process at Chapter 2 that will:

e Help you to incorporate risk appetite into your risk framework

e Use the risk appetite when assessing whether risks are being appropriately
addressed.
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1.12  Annexes D-G provide graphical illustrations of how you might like to
diagrammatically represent your risk appetite in relation to the risks of your business.
Annexes H and I provide basic information that will help you to further refine those
judgements to quantify your risk appetite, if appropriate.

1.13  The final, third part “Thinking About Risk — Managing Your Risk Appetite: Good
Practice Examples” illustrates how some Departments have approached their own risk
appetite. Whilst no example will be suitable for adoption without modification, we
hope that they provide you with useful food for thought.
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APPLYING RISK APPETITE

Introduction

2.1 Each level of the organisation needs clear guidance on the limits of risk that they
can take. Risk appetite should be expressed in the same terms as those used in
assessing risk. An organisation’s risk appetite is not necessarily static; in particular the
Board will want to vary the amount of risk that it is prepared to take depending on the
circumstances at the time. The model below sets out these concepts in more detail:

- A.Define m
£ risk appetite M DAgrge responses,
Strategic potentially including
—— B Communicate reviewing risk »
Programme setgeneral appetite
i tolerances for risks ~—
>
5 Identify responses C.Report
Operational manage risk risks (outside
x tolerance tolerance level) -
>

2.2 Risk appetite is not a magic number, nor always quantifiable. It is dependent
upon the aims of the business and what risks have to be taken to achieve those aims.
However, those risks must be well-considered and well-managed. To be so, an
organisation must provide guidance on the acceptable level of risk that it considers
appropriate across the breadth of its business (i.e. risk appetite). Risk appetite needs to
be considered not only for individual programmes/projects, but also across operational
delivery areas and, in its totality, for the overall portfolios of risks to ensure that an
organisation’s risks are appropriate, balanced and sustainable.

2.3 At the organisational level risk appetite can become complicated, but at the level
of a specific risk it is more likely that a level of exposures (consequences) that is
acceptable can be defined in terms of both an impact if a risk occurs, and the frequency
of that impact. It is against this that the residual risk’ has to be compared to decide
whether or not further action is required. What is tolerable may be affected by the value
of assets lost or wasted in the event of an adverse impact; stakeholder perception of
such an impact; the cost of implementing actions to further manage the risk; the
likelihood of the risk occurring; and the balance of potential benefit to be gained.

Need for Guidance

24 If your Organisation has not made a formal statement on its risk appetite, you
will have a control problem. Without such a statement managers are running their
business with insufficient guidance on the levels of risk that they are permitted to take,
or not seizing important opportunities due to a perception that taking on additional risk
is discouraged. Your role is to help the board set and communicate the risk appetite as

5 The overall portfolio of risks that the organisation is exposed to = Risk Profile

6 Exposure = the consequences, as a combination of impact and likelihood, which may be experienced by the organisation if a
specific risk is realised.

7 Residual Risk = the exposure arising from a specific risk after action has been taken to manage it and making the assumption
that the action is effective.
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set out in the Board Paper “Thinking About Risk — Setting & Communicating Your Risk
Appetite”.

2.5 The need for guidance was underlined in the PAC Report,8 concluding that:

e Departments should signal clearly their commitment at Board-level to
taking managed risks that can deliver tangible improvements in services;
and

e Departmental management boards need to form an overall view on the one
hand, greater risk taking is justified (for example in new policy initiatives)
and where they need to minimise risks (for example in essential service
delivery on which citizens depend).

2.6 There is also a need for a management culture and supporting processes that
allow due consideration of risk before major decisions are taken to begin new policy
projects or corporate change initiatives and during the development and
implementation of programmes of work.

Steps towards embedding the Board's Risk Appetite

2.7 At its simplest, each risk needs to be assessed against the risk appetite that must
be determined by the Board and communicated. A framework is needed for describing
and analysing risks and assessing them according to a common currency or set of
metrics. An overview of the three issues of communication, assessment and metrics is
given at Annex C. This approach will give you the basis for improving the consistency of
risk decisions.

2.8 It is helpful to have risks classified into categories and mapped to business
areas. This allows you to see the way in which risks impact different parts of the
business and to what extent some parts of the business have an unacceptable level of
risk (either too high or too low). Risk registers that simply list risks individually with
their ratings may not indicate how the ratings compare to the risk appetite. They may
also fail to facilitate the identification of pressure points, imbalances and
inconsistencies in approach.

2.9 One solution is to assign risks to risk categories and then produce a matrix
relating categories of risk, such as operational or reputational, to the type of response,
on a scale of risk averse to risk hungry, which the different categories of risk would
typically evoke.

2.10 Annex A provides a basic framework for doing this showing the factors to
consider against each risk category. It also gives examples of the sorts of scales that can
be used to distinguish levels of risk appetite. Example 1 in “Thinking About Risk —
Managing Your Risk Appetite: Good Practice Examples” shows how DTI have applied
this technique.

2.11 Annex B shows a framework that describes the attitudes and behaviours the risk
appetite should give rise to for each risk category. This framework may be useful when
assessing the adequacy of the responses to risk and in communicating the Board's risk
appetite to the whole organisation.

8 Public Accounts Committee Report — HC444 — Managing Risks to Improve Public Services — March 2005
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APPLYING RISK APPETITE

2.12  With the risk appetite so defined individual risks can be assessed against the risk
appetite descriptors and decisions can be made about whether the optimum level of
residual risk has been reached. There are many techniques now in use for illustrating
this graphically and these are shown in Annexes D & E. A variety of tools are given at
Annexes F to I showing how the application of risk appetite can be demonstrated by
explicit decisions about the acceptability of specific levels of risk.
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PRELIMINARY CONSIDERATIONS TO TAKE
INTO ACCOUNT PRIOR TO DETERMINING

RISK APPETITE

I. Identify the group(s) of risks that you have:

For example:

Grouping / Business Area

Policy / Guidance / Strategic /
Political / Change

Factors to consider prior to determining your risk

appetite include:
Business Objectives.

Extent of Innovation.

Robustness of Control Framework.

Operational Delivery / Service
Delivery / People / Equality and
Diversity

Internal Systems /

Health & Safety

Constraints imposed by existing controls & systems.

Skill remits, stakeholders

Implementation of new systems/procedures and the risks

that will be ran to realise their full benefits.

Need to continue to deliver ‘business as usual’

Regularity / Propriety /
Compliance /

Accountability / Financial Loss or
Cost

Spending limits.
Regularity & propriety.

Value for money.

Accountability to Ministers and Parliament.

Reputation /
Credibility /

Public Perception /Confidence

Degree of experience.
Historical evidence.

Lessons learned from past crises.

External Factors /

Environmental /Social

The extent and robustness of continuity and contingency

plans, to ameliorate exposure to external factors, over

which there is limited control.
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2. Describe your Risk Rankings:

For example:

Ranking

Very High

Description and Action Needed

This is above the organisation’s defined tolerance level. The consequences of
the risk materialising would have a disastrous impact on the organisation’s
reputation and business continuity. = Comprehensive action is required
immediately to mitigate the risk.

High

The consequences of this risk materialising would be severe but not disastrous.
Some immediate action is required to mitigate the risk, plus the development
of a comprehensive action plan.

Medium

The consequences of this risk materialising would have a moderate impact on
day-to-day delivery. Some immediate action might be required to address risk
impact, plus the development of an action plan. Status of the risk should be
monitored regularly.

Low

The consequences of this risk materialising would have a minor impact. No
immediate action is required, but an action plan should be actively considered.
Status of the risk should be monitored periodically.

Very Low

The organisation accepts this risk / impact of risk would be insignificant. Status

of the risk should be reviewed occasionally.

3. Articulate your classifications of Risk Appetite:

For example:

Classification

Description

Averse Avoidance of risk and uncertainty is a key Organisational objective.

Minimalist Preference for ultra-safe business delivery options that have a low degree of
inherent risk and only have a potential for limited reward.

Cautious Preference for safe delivery options that have a low degree of residual risk and
may only have limited potential for reward.

Open Willing to consider all potential delivery options and choose the one that is
most likely to result in successful delivery while also providing an acceptable
level of reward (and value for money etc.).

Hungry Eager to be innovative and to choose options offering potentially higher

business rewards, despite greater inherent risk.

Thinking about Risk - Managing your risk appetite: A practitioner's guide
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A GUIDED WALKTHOUGH OF THE ASSESSMENT
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A GUIDED WALKTHOUGH OF THE ASSESSMENT PROCESS TO DETERMINE RISK APPETITE
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GRAPHICAL ILLUSTRATIONS

I ASingle Matrix Approach - where risk appetite is scored against a number of broad
categories that are specific to the Organisation/Area/Activity being assessec

2 A Hierarchical Matrix Approach - which recognises that risks occur at different levels in an
Organisation (from strategic down to operational). Unacceptable exposure to risk can occur at
any level and an effective escalation procedure needs to be in place to ensure that these risks
can be escalated to senior managers quickly.

I. RISK APPETITE - Single Matrix

Single-Matrix Approach [Graphical Method]
At root level, this can be used to plot each of the risks associated with a particular programmelproject.

Collectively, it can be used to plot the overall rating of each programmelproject, to illustrate the portfolio risk

LIKELIHOOD
Low...Medium...High

High.....Medium....Low Low....Medium....High
Negative/threat Positive/opportunity

IMPACT

Single-Matrix Approach [Tabular Method] - Version |
At root level, this can be used to plot each of the risks associated with a particular programme/project.

Collectively, it can be used to plot the overall rating of each programmelproject, to illustrate the portfolio risk

IMPACT
T=VL T=L= [3=M= VA=
Likelihood Insignificant Minor Moderate 4 = H = Major |Catastrophic

5 = VH = Almost

4=H=
3=M = Possible => Tolerability Level
2=L=
I=VL= Rare | |
Key: [Example - Would need to be adjusted to reflect delegation levels appropriate to each level]

VH = Catastrophic Consequences / Almost Certain to happen / Unacceptable unless external approval gained - eg. Govt Minister, OGC

Control: Urgent Remedial Action, Senior Level Monitoring

B H= Major Consequences / Likely to happen / Acceptable only with Board Authorisation Control: Remedial Action, Senior Level Monitoring

M= Moderate Consequences / Possible Occurrence / Acceptable with Group Director Approval Control: High Level Monitoring
I L= Minor Consequences / Unlikely to happen / Head of Team or Dept Approval Control: Low Level Monitoring

VL= Insignificant Consequences / Rare Occurrence / Line Mgr o Staff Approval

Thinking about Risk - Managing your risk appetite: A practitioner's guide 19



GRAPHICAL ILLUSTRATIONS
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Status

OGC's RiISK DASHBOARD

OGC'’s Risk Dashboard provides a pictorial representation of risks — individually or in
portfolio — showing the appetite for each and their relationship to the risk status
inherently [ie before management actions taken to control / mitigate the risk(s)] and
residually [ie after management actions have been implemented].

Red

Green

Where the appetite is
higher than the
residual risk, resulting
in too much being
spent on risk
reduction due to
Inherent status Residual status Appetite averse perception,

Thinking about Risk - Managing your risk appetite: A practitioner's guide 21






MCA RiIsK MATRIX

The Maritime and Coastguard Agency (MCA) is an executive agency of the Department
for Transport and is responsible for implementing the government’s maritime safety
and environmental protection policy. The MCA is also responsible for co-ordinating
search and rescue at sea through Her Majesty’s Coastguard, and checking that ships
meet UK and international safety rules.

In undertaking assessments of risk for technical maritime safety risk in the commercial
shipping sector the MCA follows good practice in the maritime sector. Other
approaches are currently used for assessing risk against appetite for cargo losses and
environmental harm.

One broadly acceptable measure is the equivalent fatality rate (EFR). This uses the
computation that 100 minor injuries and 10 major injuries are each equivalent to a
single fatality. The notion of an equivalent fatality rate is drawn from the ‘value of
preventing a fatality’ (VPF) and ‘willingness to pay’ (WTP), concepts which underpin the
economic evaluation of casualties in the UK. Coupling EFR with the As Low As
Reasonably Practicable (ALARP) and tolerability principles expounded by the Health
and Safety Executive, and the Formal Safety Assessment principles agreed by the
International Maritime Organization, provides a framework to explore the MCA'’s risk
appetite for commercial shipping, that is, whether a particular position on risk is
acceptable. As such the framework is also a useful tool for communication and
discussion with stakeholder groups. The framework is illustrated below.

Risk calculation matrix

frequency
per ship year
Likely to occur once per month on one ship = 10
frequent
Likely to occur once per year on one ship 1 \ Unacceptable —
Likely to occur once per year in a fleet of 10 4 o oc o Maximum Tolerability for Passengers
ships = reasonably probable . \
Likely to occur once per year in a fleet of 100 y \ A . _|
ships 10002 ~ ~ Maximum Tolerability for Crew
Likely to occur once per year in a fleet of 1.00E-03 \
1000 ships = remote . T~
Tolerable ~N
Likely to occur once per 20 years in a fleet of \
" 1.00E-04 v
500 ships ...
ALARP ~ |
Likely to occur once per 20 years in a fleet of Y .,
5000 ships = extremely remote L0005 Broadly '~...
Acceptable
Likely to occur once per 20 years in a fleet of “ee
50000 ships  --00E-06 -
0.01 0.1 1 10
People effects - EFR > Minor Significant Severe  Catastrophic
) Local Non-severe ship Severe
Effects on ship > : t P Total loss
equipmen damage damage

H damage

r_'lL" A Sources: IMO MSC1023 Circ Apr 02,

and HSE R2P2 pp 44-46
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MCA RisKk MATRIX

L}

MCA’S ‘COST, PERFORMANCE, REPUTATION, PROBABILITY

CRITERIA

Financial impact (In a given Financial Year)

Low I
Costing <£100k (as a guide)

It is likely to cost this much to
manage this risk/gain as much as
this from the opportunity
compared with similar projects

or programmes.

Significant stakeholder interest in
the level of loss/gain.

Impact on/improvement to
service delivery in other areas to
due to financial impact of this

occurrence.

It is very likely that the MCA
Executive Board will wish to
exercise management of this risk
until its financial impact is
reduced to medium or below.
The head of Finance and
Contracts is to be alerted when a
risk reaches cost impact 3.

Medium 2

Costing £100k to £1m (as
a guide)

It has often cost around this
sum to manage this risk/ gain
as much as this from the
opportunity in similar
projects or programmes.

Moderate stakeholder

concern.

Some impact on/improvement
to service delivery in other
areas due to the financial
impact of this occurrence.
The Head of Finance and
Contracts is to be alerted
when a risk reaches Cost
Impact Level 2.

High 3

Costing > £Ilm (as a
guide)

It is likely to cost about this
much to manage an
occurrence of this risk/we
might gain as much as this
from the opportunity.

Little stakeholder concern
and can normally be managed
in the
directorate/division/branch
concerned, with normal
reporting to the Head of
Finance.

Little impact on/improvement
to service delivery in other
areas due to the financial

impact of this occurrence.

Performance impact

Performance

Low I

Has a low level impact on the
ability of the Agency to deliver
key services.

Not the end of the world...

The impact would be significant
at the branch or area level, but
would be controllable and would
not affect the wider Agency.

An aspect of a Ministerial Target
may be affected but the overall
target is likely to remain
unaffected.

Medium 2

Has a medium level impact on
the ability of the Agency to
deliver key services.

Minor legislative or policy
requirement may not be
transposed/delivered.

Key milestones to major

project or initiative slip.

Would have a significant
impact at the directorate or
regional level that may lead to

a wider Agency impact.

High 3

Has a high level impact on
the ability of the Agency to
deliver key services.

Major legislative requirement
is not delivered with
potentially serious
implications.

Major failing in the delivery of
a key project or initiative.

Significant impact on the
delivery of Agency major
projects and initiatives.

Thinking about Risk - Managing your risk appetite: A practitioner's guide




MCA RisK MATRIX

REPUTATION IMPACT (ForMERLY TIME IMPACT)

Likelihood
Performance
Low I Medium 2 High 3
Negligible Medium level High level

criticism/negativity.

A low level interest in a
particular activity of the
Agency.

A sideline in specialist press.

Managed situation, with the
Department and the Minister

informed with briefings.

criticism/negativity.

Some national public or media
criticism lasting a week.

Sustained criticism over 3-4
months amongst local press
and public and/or specialist
press e.g. Lloyds List or
NAUTILIS Telegraph.

Could take up to 3 months to
restore credibility with parent
department or external
stakeholder such as shipping
companies.

Reputation tarnished in the
longer term, the Minister

maybe criticised for actions
undertaken by the Agency.

criticism/negativity.

Widespread criticism
originating from all quarters of
the press, the General Public
and other Ministers in
Government.

It will take more than 6
months to restore creditability
amongst stakeholders and the
parent department.

Reputation is irreparably
damaged. A massive downturn
in flagging-in and confidence
amongst existing stakeholders
for future decisions we take.

The future of the Agency could
be at stake.

Thinking about Risk - Managing your risk appetite: A practitioner's guide 25



MCA RisKk MATRIX

26

Probability

3 There is more It is highly likely that the risk will materialise.
than a 50%
. This occurrence is known to occur in similar projects and programmes. It
chance of this
. . happens frequently in other Government Departments. There is a strong
risk occurring.
and public history of occurrence. It has happened before in the MCA. It is
likely to happen more than once in the financial year. It has happened
recently and publicly. It is more likely to occur than not to occur.
Should have seen it coming.
The occurrence of this risk could be associated with poor management and
failure to judge the likelihood of it happening despite strong and public
evidence of its existence and the rate of incidence. Alternately, this might
be a risk that is completely unavoidable despite all management
intervention; effort is directed to minimising its impacts rather than its
likelihood of occurrence.
The emergence of this opportunity is associated with good management
and is an example of best practice and the ability to learn from past
programmes and to apply a careful analysis of the potential outcomes.
There was a clear opportunity that can be relied upon with reasonable
certainty. It has taken considerable work to accrue the benefits.
2 There is It is reasonably likely to occur.
between 25-
50% More likely not to occur than to occur. Much less public history of
(]
_— occurrence. Does not often occur in the MCA. Not normally associated
likelihood of
this risk with these types of programmes and projects. It sometimes happens in
. other government departments.
occurring.
Might have seen it coming. No data and very difficult to predict.
This could have turned out to be a risk or an opportunity depending on
many other factors.
| There is This has never occurred and it is very unlikely to occur.
below 25%
oo Has not occurred in the MCA. Unlikely to occur. Not associated with this
likelihood that ) ) o
chis risk will type of programme and project. Little public history of occurrence. It
occur does not often happen in other government departments.

Could not have seen it coming.

Most unfortunate if this risk occurs despite analysis and strong evidence of
it being very unlikely. Nasty shock.

Very lucky to have this opportunity emerge from a situation where there
was little expectation of such a favourable outcome. Nice surprise.
Alternately this could be an opportunity that is definitely there, but where
there is a low chance of reaping the benefits in full, or an opportunity that
cannot be clearly defined at this stage.

Thinking about Risk - Managing your risk appetite: A practitioner's guide



DVLA'S DARTBOARD

This is a prototype diagram that DVLA are currently looking to trial. Whilst this looks
complex hopefully the explanation will reveal how simple this is!

Think of the circle as a classic risk management traffic light (but with 2 ambers!!) each of
the lines relates to a specific risk off the corporate risk register, the 3 markers relate to, 1.
The worst case scenario- the black triangle is the inherent risk, 2.the white square is the
best case scenario — think of this as minimising the residual risk, and the purple symbol,
gives the current position.

So to take specific examples, is risk E being over managed as the activity, purple symbol,
is being managed down to a target that may exceed the organisations requirement.
Similarly, for risk ] do we want to manage this more aggressively, or perhaps be more
realistic on how much risk to accept?
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QUANTIFICATIONS AND ILLUSTRATIONS

H.1 Monetary quantification is not always possible or desirable.

However, if you

would like to refine the judgements that you have made through following the
Practitioner Guide (Chapter 2) it is possible to rate or rank those judgments according
to the likelihood that the risk will occur, and the impact that it will then have on your

business.

H.2  The preliminary considerations that you will need to take into account prior to
attaching numerical values to risk appetite are:

I. How do you describe the likelihood that a risk will

occur?

For example:

Rank Rating

Description

| Rare <W% (say less than 5%) likelihood of impact
happening

2 Unlikely W% to X% (say 5 to 20%) likelihood of occurrence

3 Possible X% to Y% (say 20% to 50%) likelihood of
occurrence

4 Likely Y% to Z% (say 50% to 80%) likelihood of
occurrence

5 Almost Certain >Z% (say over 80%) likelihood of impact happening

2. How do you describe the impact of the risks on
your business?

For example:
Rank Rating
| Insignificant
2 Minor
3 Moderate
4 Major
5 Catastrophic
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QUANTIFICATIONS AND ILLUSTRATIONS

3. How do you illustrate your Risk?
For example, pictured as black, red, amber/red, amber/green, or green

Before controls, the risk is classed as inherent. After controls/management
actions the risk is classed as residual. The inherent risk will determine the
original status of the risk, as below: (first rating is impact; the second is

likelihood)
Colour (Status) Rating [impact / likelihood]
Black 5/5, 5/4, 4/5
Red 5/3, 315, 4/4, 4/3, %4
Amber/Red 5/2, 4/2, 312, 3/3, 2/3 2/4, 2/5
Amber/Green 5/1,4/1,2/2, 1/4, 1/5
Green 3/1,2/1, 11, 172, 1/3

Risk Owners need to use this to assess whether their current exposure is
reasonable or is in need of attention - eg is “green” or “amber/green”
acceptable? — and if so for how long?

If the Residual Risk following management actions remains higher than the
Organisation’s Risk Appetite, it indicates that further actions are required.

30 Thinking about Risk - Managing your risk appetite: A practitioner's guide



NUMERICAL DIAGNOSIS - OVERVIEW
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