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Presentation Outline

Overall Project Objectives (Ole Reistad)

Managed Access Exercise

— Development of the Exercise Strategy (Ole
Reistad)

— Exercise Play — December 2008 (Attila Burjan)
— Observations and Analysis (Attila Burjan)

— Lessons Learned and Conclusions (Attila
Burjan)

Information Barriers (Dave Chambers)
Observations (Andreas Persbo)
Next steps (Ole Reistad)




Project Objectives

* Research project goals:

— Develop new technologies, methods and procedures
for the verification of future multilateral and bilateral
disarmament treaties

— Keep scientific and technical nature of the project

* Project Partners
— UK: MoD, AWE plc
— NOR: FFI, IFE, NRPA, NORSAR
— NGO: VERTIC




Project Elements

* Development of verification methodologies

— EXxercise inspections of a mock-up ‘nuclear weapons
complex’ in the course of verified dismantlement of a
mock-up nuclear weapon

* Development of IB system

— Tool needed for successful implementation of a chain
of custody without revealing weapons attributes and
characteristics




Managed Access Timeline

Project planning activities (2007/8)

— Development of technology, identifying facility
infrastructure, inspection arrangements and concepts
related to implementation at multi / bilateral level

Dry Run (Nov 08)

Familiarisation visit (Dec 08)

— To familiarise the inspectors with the facilities
— To negotiate the terms for the monitoring visit
Monitoring visit (June 09)

— Full scale exercise — verification of the dismantlement
of a mock-up nuclear warhead using the IB systems.




Initial Challenges

 Managing proliferation concerns
 Managing expectations
* Difficulties managed through:

— Trust and determination
— Good relationship
— Careful planning of a realistic scenario




Exercise Assumptions

Setting the Scene

‘Agreed’ bilateral > 8
Nuclear Weapon

Protocol or Treaty

between NWS & NNWS

‘unclassified’ access as
an aim

Mutual will to succeed in
transparency &
confidence building

&
Opportunity to test “T
effectiveness of
technique in a
verification context

Scenario

Familiarisation visit by
NNWS Luvania (UK) to
agree inspection
arrangements to monitor the
disassembly of NWS
Torland’s (NOR) holdings of

Odin under a Bilateral
Protocol

Bilateral Protocol ‘drawn up’
by planners

— Initiated via exchange of
letters

— Details to be worked out
by negotiation




Project Equipment

* Mock-up weapon with a Co-60 source simulating fissile
material

* Weapon transport containers
 Information barrier system




Project Infrastructure

* Adequate facilities suitable for simulating
nuclear weapon complex has been identified
out of existing Norwegian facilities

and interim

warhead storage materials
’ 11 b

Omrade D: Omrade F: (L)mré?e H:
High Explosives Weapons design, R&D ong-term o
——— storage of fissile
/o5 T

[ 53—, . | Production and
" *~{ handling of
fissile
materials




Declaration by the Kingdam of Terland concerning the disarmament of smclear wrapons

1. Th: Zingdom «f Totlse
intecest of strezgtening 3
cozcermung e prazwith r
Thiz dezlaratioz will reees

Z The "Odm” claez qucle
Torr 324"2 trlezr detarrel
Bemas which ae suerent?
the wcéer of 30 5Tenz

3 The Hingdom of Tarly
acvicdancy wi e bz

4. The rights seié pravileg
Venboalwn Froczdune of

5 The dizmant’ -z af the
olishment Gooclity wl®

B
(Pl wnll be po2z in momil

EXERCISE

Exercise Documentat

EXERCISE EXERCISE

STATENS ATOMVAPENDIREKTORAT

34 Ocaooe 2000

R

ERRALE- 1 SADWT
Teme whreme

Governmemt of the Democranks People’s Repeblic of Luvanie
o Nuclear Sclences Eswdlishment

Levdon

Levena

Latter of lavieathn

The Governenene of the Kingdom of Torknd presoms s compliments 1o 1
the Demaocranic People’s Republic of Luvamia and has the hanour % mensn
decluaton penaning w its machear weapons progran. As detadled in thar ¢
arsenal of the Kiogdom of Torlend acdades 10 plunomianm besed Oda clas
Towards falfilmem of its obligaions (o relation 10 the Pomland Pact, the K
Tockend intends sow w preceed with the dismentfenent of this class of we

k Wil be doced in rdance with the provi of the
Procedure of the Postiend Pact.

The Governercret of the Kingdom of Tarkend bereby isvites the Governme
Democratic People's Repeblic of Lavaria 0 moziter e dismantioment po
weapon of (he Odin class 30d 95 assews the Kingdom of Torkssd"s complin
Portland Pact obligations in relation %o fuis dismandemsent process. In aoc0
P pegime described in the Verifh ¥ the C
of Toelend assumes Dt the irspection activithes 3 be conducted by the Go
Democratic People’s Repebiic of Levania will commence with & managed
lerviliasization visin w0 be fllowed by o d scoess On-sine moninoris

The Goverrenen of the Kinpdom of Torlesd loeks forwasd 16 fie soipumw
Gevernnen of the Denscratic Peeple’s Republic of Levani 1o fhis isvita
that Srrelises and other lerma of the irspections, 1o be cosducied in line w
of the Verification Procodure, will be agroad in dus course

dey !

Poslabne  Pusina 0 1212 G0l Bl AT I O '

m:-rq—q-m g weuax Wy )

Sitsboroncie Tipe Sunia Tearshe 0@ UMY Egovieimee 1
Exercise - Exercise - Exercise

o ) A — - o

N LS Lk T — P

ENEEN Bam

GreenHeart

MO0 M TSGR O (K WK 30T AL

o

i wom Bk ibren WY
o Bk b e s e Bassrd b T el Ty by
—

Report of the Fumiligrisation Visit to the Torland Atomic Wespons
Establishment $ 12 December 2008,

12 Decemher 2002
To: Tas Levanea Secretary of State boc Defence.
Faacreivn Snmmary
Aa lnpectica Team, 2eadad by Mo G Batle (2 sexzar ollicer om ke Lovantaa Huckear Scezce

Extebbrament), by aspeervent with Qe Toehorbian Govertonent, uzdetook 3 baddunisston wist o
astablishad requraments for 2 Venfication Procedure under the Poctland Pact

Thes wen [ully sccvaplisbied and o relleched wibe sccvapenying oo

K50 - © msmrdrwans by

- e e e

G G0 i v | ity e (v v Ay e v [P
A descriptios of the actvities cendected by the vistars and the Sost Farty's reactis S
activities. $ 1‘ TAVL

The Tumenian Tasgertors Tean amoed in Treland ca the B and eomemneresd prativinaey e

. . 3 ed by S ol i e | s WaicomE o TAML

wib locland's epresectaties beaded by Sumrs Homkog) (Doector (eam| Clesseseseee: —
Aomyi T el e .

WD A U W D o DI 4 KT

edxcheoat - SAD) axd Bymng Bavgsid (Cleet Negomor ind Doecr Geoe | 00
jseaws - TAVL) on e 58 Deceanbn, ‘

[LEpS—
These meetiags established the bmetable for the subcequent meetngs and the fazi '.'L“,.'.'.'.'.TTL":
wpecked Physwal mmpeciicn of Gy luilies look 35 v Wodomabsy 10% ad fs
Thueotay 112 Sbscuial nxpotistisn: ke sl ca the diemen of Thunsdg 118
prigoand furee Norbirtog Vist The roqurcoezoss sod lmtaors requod 8y both 54
3:h party woder tke Poctlard Part regprding a venfizble dzmastlng of the QDIN clas:
weapoas wers etsblizded Agreement was reached 2t 2rotnd 930, Enduy 12* Decerche:

1 mat - ——
h—a

R S 0 S ST W
Crsen | Fo0m e swrey b ey

— v q———— v - -

-
00

o 8 W v, s Wt Wy

The facteal findings of the Visitars velavase th tha prrpase of die visit snd the H
reartinn ta these fadings.




Dry run (November 2008)

Norway Team made up from various labs
— Test protocol

UK present to test scenario
Useful tour

Significant work left




Exercise Play (Dec 08)

Play went ‘Live’ from hotel until return
Transported by Torian transport
Access training
Host presentations
Negotiation phase
SRR

Further discussions
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Fielded Teams
L’? Luvania

« Senior and Experienced
personnel

 Team Leader with strong
negotiation sKkills

> Torland

Senior and Experienced
personnel

Team Leader with strong
negotiation skills

Core team from
Production, facility
management with call on
all Depts.




Negotiation Styles
L‘T Luvania

Clear plan
Put onus on Torland

Develop negotiation
strategy
— Break-out sessions

Lots of preparation

— Several Luvanian sessions
back home

> Torland

Natural Conservative
negotiation style

Draw out Luvanian
position

Used presentations to
answer questions
Agreed to things ‘in
principle’

Referred up to higher
authority




+ Luvanian Team Intent

 Team Leader Briefs - Objectives
« Understand processes
o Stitch together information
» Confirm route of products
* Find chain of custody ‘weak points’

* Propose fixes; seals, inspection and/or
measurement - produce verification framework

* Agree Diagnostic protocol .

l.i.,: 5 o Vg
Y 7 e
)

&

. Get an agreed position by S~

\

end of visit




S Torian Team Intent

Strategies:
Close escorting
Under control of facility
Good shrouding
Unscripted

Visits:

Information well protected -
— controlled opportunities .

to question facility staff
Well Timed

Well handled
by hosts

Explosives Stores
Corridors
Receipt & Dispatch Area

aFs

Dismantlement Area
Storage Area

Repository
V‘Yf ':




Torian Agreement

Agreed in principle

Only with Joint-
designed Information
Barrier

Read only access
granted to selected
documents

Agreed in principle

Negotiation Strands

Comments

Further negotiation
required

(how many, who &
where?)

Further negotiation
required

No information to be
removed from
facility

No devices to be
removed from
facility




Key Lessons Learned

Negotiated a controlled degree

of access into sensitive
facilities.

Luvanian Aims met

— Verification Protocol agreed
‘in principle’

Dry run found to be

iIndispensable

Extensive use of Break-out
sessions crucial to assimilate

information effectively

Intrusive, resource intensive
Challenging for Facility and
security personnel

Does not address ‘initialisation
Devil is in the detail — even at
this basic level

Recognition that needs highly
structured process

C of C complements
technology measurements




Exercise Conclusions

Exercise was deemed a success as all NOR/UK aims
were achieved.

Far exceeded planners’ expectations

Highlighted importance of Tags & Seals and Information
Barriers

Chain of Custody can’t be maintained without the use of

measurements
and seals




ormation Barrier Development




The Requirement

Our mission is to try to work out methodologies to verify the
dismantlement of nuclear warheads without release of
proliferate or sensitive information.

Verification Inspectors will be faced with items like
these. Without looking inside the container, how do
you know what’s in it?
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Non-Destructive assay technologies using the
radioactive signatures in gamma ray and neutron
emissions.




The Task

Inspectors will be looking to verify against a
declaration made by the host.

This may include attributes such as:
*Fissile material presence.
*Isotopic ratio/weapons grade.
*Fissile material mass.

Fissile material age.

Usually a lower bound will be given rather than
precise numbers — must be non-proliferative.

Difficult to give enough information to satisfy
Inspectors without being proliferative, hence the
need for Information Barriers



Information Barriers

An Information Barrier in its simplest state takes data from a
measurement device, processes the data and provides a pass/fail
answer to a predetermined criteria.

The information barrier must protect the measurement data from being
released to one of the operating parties.

This can either be done through hardware engineered controls or by
procedures controlled by all parties.

The information barrier is only as good as the level of trust in it by the
parties involved.

Pass




Technical Approach

Use of a surrogate material - Co60. Address all the relevant
technical challenges but without proliferation issues.

Start with the initial problem of material presence.
Do not preclude moving forward to look at isotopic ratios — Co57
or another element.

Starting point of high resolution gamma spectroscopy —
measurements facilitate high confidence of the correct result
and less chance for being fooled.

Initially the detector will not be part of the project — includes all
supporting electronics.




Prior Assumptions for Project

Very basic assumptions at the start of the project:
Solution will only be trusted through joint development
Complex equipment/computing will be hard to authenticate.

Even if authentication is possible, proving this to non-
technical decision makers will be difficult.

Need to keep as simple as possible.




Current stage of the project

Detailed design requirements are captured

Prototype Barriers for the presence of Co60 are being built
Testing to be undertaken in May/June 09

Methodology review — How simple is it? Can we trust it?
Enhanced prototype at the initial design point

To be capable of looking at more complex spectra and
determining an isotopic ratio

We will report on progress at the NPT Review Conference 2010




VERTIC’s role

* Non-technical advisor or facilitator
— What can be done?
— How should we proceed?
— Are there examples from other regimes?

» Public diplomacy component

— How can our results be understood by a
laymen audience?

— Communicating the status of the project with
the broader community.




VERTIC's role (cont.)

« Observer

— Evaluation component: i.e. how are we
fulfilling the goals we set for ourselves?

— Assessment component: i.e. what are the

main lessons learned? How can cooperation
be improved? Where is there room for further
collaboration?

— Reporting component.




Preliminary conclusions

Resource intensive. Likely to be intrusive.
Chain of custody very important.

Information barrier system is likely critical
for warhead dismantlement verification —
proved instrumental for December 2008
Luvenian-Torland agreement on
monitoring.

Cooperative vs. non-cooperative
verification. Different challenges.




Preliminary conclusions (cont.)

* Negotiations matter. Technology facilitates
discussions, not the other way around.
The human-human interface is a subject
for further study. The inspected needs to
convince the inspector. How is that done?

The key is to indentify strong links in the
chain of custody and shore up weak links
— through tamper indicating devices (tags

and seals)




Final thoughts

» Language matters — precise and clear
formulations of the norm/statement/
declaration to be verified. Unclear
language leads to uncertainty, no
exceptions.

» The verification system needs to be
trusted — by the inspector and by the
inspected. Paradoxically, no trust, no

verification.




The Way Ahead

* Monitoring exercise to be held June 2009

— Aim to integrate managed access and real time
diagnostics as part of ‘inspection’

* |Information Barrier Development
— Prototype to be trialled in June
— Further prototype in 2010

* Aim to publish report on these projects for
RevCon 2010




