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CIPS Projects 2007 2008 2009

JLS/2007/CI1PS/007

Warsaw
Metropolitan Police

PL

Safe airports in the face of
terrorism threats in present
Europe

The project concentrates on a simulation exercise that will be organised during an international seminar in
Warsaw. The scope of the seminar is to discuss the security and preparedness system of European airports in
face of a potential terrorist attack. Additionally, security and rescue units working at the airport will be engaged
into the simulation exercise: Police, Boundary Guards, Fire Guards, Airport Security, Ambulance Service. The
simulation will consist of an evacuation procedure generated by a suspected luggage that is left in airport area as
well as a rescue procedure against explosion. During the exercise a movie is going to be made. It will contain
professional instructions of behaviour in critical situations and cooperation with rescue forces.

42,356.80

JLS/2007/CIPS/008

Telespazio

IT

Space Infrastructure through
Satellite Imagery

The project foresees activities such as: analysis of the use of EARTH OBSERVATION satellites for monitoring
and control human activities around critical infrastructure and borders; Earth Observation satellite based on
microwave and passive technologies present status and future development; non-satellite detection system for
human activities; data fusion and GIS technology integration; definition, classification and detection
requirements of typical human activities around critical infrastructure and borders; coordination with the ongoing
project on GMES and GMES approach to security; identification of GMES limitation; general architecture
identification and new possible satellite constellations; simulation of sensor detection and feasibility with present
technologies and evolution; definition of a viable satellite scenario in the next 15 years: related technologies and
cost estimation.

245,885.67

JLS/2007/C1PS/009

Telespazio

IT

SecureSPACE

Activities: description {leader, start month — end month]

WP110: Analysis of the use of satellite technologies in the overall economy structure [TPZ, IM-4M]
WP120: Analysis of satellite technology in Emergency Operations [DLR, 1M-4M]}

WP211: Analysis of the Risks on Comm. satellite disruption: Jamming, Earth segment, space segment
(Economy) [DIA, 3M-9M]

WP212: Analysis of the Risks on Comm. satellite disruption: Jamming, Earth segment, space segment
(Emergency operations) [DLR, 3M-9M]

WP221: Analysis of the Risks on Navigation satellite disruption: Jamming, Earth Segment, Space Segment
(Economy) [DIA, 3M-9M]

WP222: Analysis of the Risks on Navigation satellite disruption: Jamming, Earth Segment, Space Segment
(Emergency operations) [TPZ, 3M-9M]

WP310: Risk assessment of the disruption of Comm. satellite functionalities for the various economy sectors
[GMV, 9M-17M]

WP320: Risk assessment of the disruption of Navigation satellite functionalities for the various economy sectors
[GMV, 16M-24M]

WP410: Risk assessment of the disruption of Comm. satellite functionalities for the Emergency Operations

[DLR. SM-17M1
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CIPS Projects 2007 2008 2009

National Directorate

Integrated Management for
the Protection of the Activities

The basic aim of IMPACT project is the investigation of the vulnerability of critical infrastructure sectors (water,

. . L ication). Th Ivsis i )
JLS/2007/CIPS/018 General for Disaster| HU o _.:moﬁsmc.o: .noorso_wmv\ and communication) The analysis includes the mmmmmmBoE. and mmmim_.m o.m :wNEam and 9173535
of Critical Infrastructure its visualisation on risk maps as well as drawing conclusions from real case scenarios - with priority to wilfully
Management . . .
Technology of Hungary malignious human behaviour (terrorism).
The project aims to develop a methodological framework to identify and measure the (potentially critical)
interdependencies between PS & ICT infrastructures as vital input for network vulnerability and risk analysis.
. . Definition of a methodology | Work streams include: identification of the boundaries and interrelations of the ICT and Power systems;
Italian National o - o ) . .
Agency for New \for the assessment of mutual  |determination of the topological proprieties regarding network structure and nature of interdependency coupling
JLS/2007/CIPS/019 & IT |interdependencies between (local, non-local, global), based on the best practices in Graph Theory and Complex Systems Theory; definition 517.981,00
Technology, Energy o . . : . .. . .
. ICT and electricity generation |of the couplings at service level, analysis and definition of a suitable metric to assess the level of
and Environment o . . R o - .. .. .
/ transmission infrastructures |interdependencies for application in network security risk assessment and it’s application to the Italian identified
practical case study and finally, evaluation of application of the framework to a EU context and dissemination of
results.
Project activities will be focused on: providing an accurate assessment regarding energy sector control centres
. identifvi Do o ) s f L
Octaio: ey S |25 s s dnig by sl ere it or vy ol
JLS/2007/CIPS/021 Deloitte ES |Control Centres Security, an ety 2 & > g seourity audit p : . : 475.801,17
testing audit protocols in at least three different functionality levels; promoting collaboration schemes among
EU Approach e . R .
energy and ICT network operators and authorities; disseminating results around EU security and energy
communities.
The project is concerned with the development and transfer of a methodology created by the Coordinator and
University of developed in collaboration with the aircraft industry, the health profession, and with emergency services for
JLS/2007/CIPS/022 4 , FR |Alert Messages and Protocols |establishing standards concerning the writing of messages, alerts and protocols for safety critical applications 217.814,08
Franche-Comté . . . L L
and which can be easily translated. The project concerns the localisation and application to 4 of the Member
States' languages (ES, GB, FR, PL), with the possibility for extension to other Member States.
prosimity Emersency Nework| L B e et sty and development of a communication nebwork archtestar (e
JLS/2007/CIPS/023 Prefecture of Rome | IT |for Common European me ing - Y P 686.000,00
o following indicated as proximity network) to be used to broadcast to people and operators the contextual
Communication . .
multimedia messages.
The project focuses on methods to “produce well tested plans which can be used to evacuate people from danger
Evacuation Responsiveness: A |zones should an incident occur” (Pidd et al, 1996). Therefore, it develops a ‘preparedness toolkit’ to support
JLS/2007/CIPS/025 Aston University UK | Preparedness Toolkit for planning/preparation of mass evacuations using models to inform optimal preparedness. It also creates a central 440.041,59,

Europe

knowledge repository for preparedness of the public and Emergency Management Agencies (EMAs) to mass
evacuate, and initiates EU-wide collaboration across EMAs (e.g. security, rescue, health).
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CIPS Projects 2007 2008 2009

F.S.C. Security

Analysis of the Protection of
Energy Networks ™ Crucial

The project's main focus is on the safety of electricity supply systems. This is an aspect of high importance since
failure of such systems in one country as the consequence of crime or terrorist attack can influence significantly

L . itical infrastruct i ici
JLS/2008/CIPS/008 consulting joint | CZ |Objects against Terrorism an| 'S *Po1 economy of the EU. Other sectors of eritical infrastructure are depending on electricity supply systems,| ¢ 454 o
. so these systems must be consider as crucial points. In addition, the project foresees specific activities such as
stock company Proposal of Security . . i . . .
Standard status analysis, security vulnerabilities and risk analysis and subsequently, the proposal for standards regarding
anadras security of particular objects categories.
MASSCRISCOM addresses the need for improved protection of the public and infrastructure and two-way crisis
The County Mass Crisis C ication }communication between authorities and the public. It will build on the high risk conditions in Uppsala i.e. the
JLS/2008/CIPS/009 Administrative SE |1 S Lommunicatio i . . pubhie. & ppsata 1.¢. 943.453,70
with the Public Project main highway and rail transport chains between Northern Sweden and Stockholm, a nuclear power plant, several
Board of Uppsala . . . . .
Seveso sites and advanced biochemical and chemical research laboratories.
Improve knowledge of The project aims at improving critical infrastructure against terrorist attacks. To this challenge, IMPROVE aims
European Chemical effective critical infrastructure |at analysing the level of security of industrial installations in Europe and discerning shortcomings and
JLS/2008/C1PS/011 In az% Council BE |protection and facilitate weaknesses. Based on a theoretical and practical analysis, the final objective of this project is to deliver a clear 604.940,75
Ty exchange of experiences and |and handy toolkit to be used for filling in existing security gaps in critical infrastructure sites. IMPROVE builds
best practices on the SECURE-SITE project carried out in 2006/2007..
The EUMASS Project aims at developing an innovative solution for risk assessment and management in Mass-
European Mass-transit System transit System security applications, as part of the EPCIP. The proposed method will draw from the outcomes of
. ] ithin th .
JLS/2008/CIPS/012 D'Appollonia SPA | IT |Security Risk Assessment and | 12C 12test programmes developed within the EC, such as COUNTERACT, the EURAM project and the - 748.674,01
Audit Methodolo Protection of Transport Critical Infrastructure at EU Level”, the broad experience of the Applicant and its
ology Partners in the engineering of the transport sector. As well as in security and risk assessment projects for
transport, defence, and telecommunication applications.
Italian National The project's objective is the development of a Model and a Pilot Platform for a National and European
Asency for New National and European Information Sharing and Alerting System (NEISAS). This will be based on the results of various EU funded
JLS/2008/CIPS/016 Homogwa Ener IT |Information Sharing and projects; the Information Assurance Messaging Standard (Symantec), the ENISA Study on a European 1.034.119,13
and m:imuﬂaoﬁ 2 Alerting System Information Sharing and Alert System, the ENISA Data Collection Framework Study and the Availability and
Robustness of Electronic Communications Infrastructures Study (ARECI).
ASsessment of resilience to
ThReats of cOntrol and data | The project's aim is the definition and validation of an innovative methodological framework for the quantitative
JLS/2008/CIPS/018 CESI Ricerca IT |Management systems of assessment of the resilience of control and data management systems in electrical transmission networks towards |  990.499,14
electrical transmission external threats.
network (ASTROM)
The aim of the project is to realise an overview of strategies adopted in the EU in order to prevent terrorist
University Campus SECUFOOD - Security of attacks against the supply food chain. To this aim, SECUFOOD proposes to perform such an analysis in a
JLS/2008/CIPS/022 Bio-Medico of IT 4 . {methodological framework that allows the matching of the adopted strategies with the potential threats. This, in 341.115,00
European Food supply chain

Rome

turn, gives the possibility to better emphasize best practices, discover dangerous gaps and emphasise those

aspects that appear to be under or over estimate.

Page 6 of 12




Z1 jo ) ebed

SL'Y89EL

"S1eaiy] AJLINOAS Woy $199)39 2jqissod aonpal
01 pue Ajddns 1o1em SupjuLIp Jo A3LNoas a1y aaoxdur o} st (203 SY [, *SIBHHN Jo1em SuDuLIp 10j Juswadeurur
SISLIO PUE JUAUISSISSE YSLI U0 autjaping ueadong e dofaasp o} Ajanoe uonesiprepues e si 3osfoid oy

JUWZPUDU SIS1ID PUD
ystd 40f saurjaping - Lddng
121044 Suryur (] Jo A3ranoag

a4

NdO

TOO/NID/SAID/800T/SIL

00°181°68

‘[oa0] uzadoing 1e uondope oyy 103 JSE € JO SIDS pue syse; “d[yoid ojo1 oy auysp 03 ssa00id (VALD) 1uswISy
doyssptop, NHD © ySnoy) ‘prepuess e dojoaap 03 sy 199[01d a1y Jo 9An05{qo 241 ‘(dSg) [euotssajord Kayes

0iq Jusyedwion € jo jusunutodde sy pue weidord JusuwrsFeueur AJLINOAS 01q PUE A13JBS 01q © JO JUSWYSI[GRISd

3y} 2IMSUD 0] Sey 31 2I0JAI2Y |, “UonesIueSIo Y} Aq PoJpuURY SUIX0) pue sjuade [eor30[01q payIpow A[eonouss

pue [EINJEU JO SUI[PUBY SINO3S PUR 9JBS 1) 10 S[qeIUN00de pue d[qisuodsal S uonestueSIo ue J0 JUWaFeury

aouapaduio))
(dSq) wuoissafodd Aafvsorg
L0f aw22.43y doysyiom NI

a4

NHD

L00/NAD/SAID/800T/SIC

99°VTL LOY

“S2INSLIUL IIUIYSP $SISST PUB AN[IQRISUINA I} [T (1 JO AN[BOILID 21eNBAS
03 pakodop aq {jim (003 1] Surpepow v "SxIomIU JuspuadspIsiul Jay; pue () SUONOAUUODISI] [EUOTRLIIU]
ANo1L109]0 () 10§ SHSU S1ESNIW PUB SISSE 0] SABO[OPOYIA 23 BLISILID YSTqRISa [im 109{01d Uo100101g 10N

yovouddp

A31an22s pra8 Aoryoaps
231104 Y31y paroautoo.Lapuf
[1d uo122104 12N

Sd

antofa(q

970/Sd1D/800T/S1E

00°000°00€

"$20119e1d 150q pUE ‘SYSLI “SORPE UO UOLRULIONUI JO FULIRYS A[OUI] 211 10§ 21L1S JSGUISJN oes Ul pajuswo|du
3q ueo jey; AS0]0POIIOW PISLq-Gam DINISS € JUSNSOP pue dO[ASP 0) ST WITe ISB] OY ] “dINIoNnserul

SN 94! U0 S3oIIE SNOISIRL JO 30UJSP pue uonuaAdld o1} Ul pie 0 SIS IS [[8 JO A[fenpiarpu
uoyejuawsdun 1oy ssrgojounasy ay10ads Fuiknuept uerd uonim € sonpoid pue do[aasp o1 OS]y aImonmseym
SN 94} Ul SaIjIqRIdulnA JO SISA[EUR UR S [[om S ‘Salels I0qUISJN Uf aRUSNISeIyu SN( 943 IsureSe spoene
PajeUIpI003 13410 pue SO(] [EOLIOISIY JO SISA[RUR USNILIM ‘PaTIeIap & ystjqnd pue dojaasp 03 sune 109foid ay .

S2IDIS AOQUISIN
uotuf) uvadony Suouwv pun
ut a4mgonasvafur SN ay1 fo

ouaiIsay Jof sa130)0poy I
puv sa13010uyo3 |

fo uonpuip100,) puv
paudojaaa(q 2y 40f 2anvnup

"PYT 9010,
J[SB ], 90USIfISY
armonnsenul SN

ST0/SID/800T/STC

vS9T8'T9L

'SISLID UWI0] AI9A002] pue 0} 9su0dsal “0oudi[isal

s,ua)sAs oy pue uonesausd tomod oy 9A01dur 0] so1010d “PAIY) PUY "UONBISIFIULE SISLID SNOUONOUASE

a1} puE 5199332 SUIPLISED Ay PUOIDS 1D amod Jofew & J0 90B) UI SIOIAIOS [2ONLIO A19100S IDAI[RD 0} sjuade

Jo AN[Iqe 2y U0 SWISNIO0} HI0AISU UOHNQLUSIP pue tononpoid mod Juspuadapisiul UL JO [SPOW UOHE[NUIS
ad&y0301d 1d30009 J0 J0o1d B 1511} S108E) 100(01d DY} “IPACIIONN DT Y1 puR seTousTe JUoWeFeurL AousTIowD
[euoneU ‘sarpoq A1ojengal (1g pue euorey ‘sanrmn woy sjuedoied yim pey aq [im 1o emod ofeos sdre| e
Sunuraouod sdoysdpiom gS/GIND 991y ‘@lojasi], ‘yoreordde (gIND) Suipmg PPoJN dnoin e y3nony s3papmomy
1oe) d]qesuadsiput 5p1a0id e 1Y) SISPIOYRLIS TUAIBIIP JO JUSIIAJOAUT ST} U0 A[SAISSRW Sa1[a1 19f01d oy

(DOdWES)
§25140) IN7) 42MO ISDUDIN
0] 251049X5 UONVINULS

Sd

BLIBARN
Jo Ajs1aAtuny
NANOJEL

¥20/Sd1D/800T/SIC

00°000 60¥

1X23U00 (17 2y} 01 dIomsuIely 3y} Juriofie) pue swen) Iepy pue 10[1d 9y} WOIY PIUIEd] SUOSSI] UO paseq
A3ojopoyiew a4} JO UOHRIGI[EO-A1 ‘OLIBUIOS SISLIO B SuLINp $53001d JUSWISSIsSE ySLI oY) Surnurogiod 9A[OAUT [[1n
Tey) SwieD Ty 91310adS € JO uonnosxs pue 1uswdo[aasp ‘eoze jofid e ur AS0[0pOYIoW IPNE SISEAULIAIUNGD PUER
TUSLUSSASSE HSLI 2U Funsay :AF0[OPOYIU IPNE 2INSLOULIDIUNOD PUE JUIUWISSISSE YSLI © Jo uSisap ‘poruswajdur aq
0] S2INSLAULINUNOD [2NU}0d JO UOHBOYIUSP! SUTRYD AN[BA WIANSAS ALMIEI JISULI) SSPW puR S91F0[0poyIow Npne
“JUSLUSSASSE YSLI UO $3011081d 1S3q [BUONBWIANUI JO SISATRUR SE YONS SIMIANOR SPNOUI SUOHIE d193ds S1] "syoene
18110119} [enuajod woyy (sAemqns pue [1ex §2) SWOISAS JISURI) SSLUW JO SANI[IqeIaUmA oy Suissasse Jo ajqedes
ASo[opomaw Junpne AINSLIULINNUNOD PUR JUSLISSISSE YSLI € 10§ SIomawely & dojoasp oy surre 1oloxd oy,

SUaISAS 11SUDA ]

SSDJN UO SYOUNIY ISLIOLLD ]
[onuaiod 4of A3ojopoyrapy
HPRY 2ANSDIULIZIUNO])
pUp JUUSSISSY

ysty v fo wowdojoaacy

LI

0T eiel] uoyrwel|
ua[y zoog

€£20/Sd1D/8007/SIL

6002 8002 L00Z s¥oaloid SdID




CIPS Projects 2007 2008 2009

JLS/2009/CIPS/AG/C1-003

ISDEFE

ES

Priority Communications for
Critical Situations on Mobile
Networks

PROSIMOS assesses the needs for the best suiting technological solution, analyzes and simulates different
suitable business models for priority communications to finally disseminate the results to relevant bodies.

385.749,16

JLS/2009/CIPS/AG/C1-010

Police College

HU

Exch. of best crisis mgmt
pract., know-how of The Best
Practice of Training
Handbook & experiences of
EU agencies and participants
invd in the set of measures in
the fight against terrorism rel.
to the protection of electric
power plants & the review of
security standards and their
modification

The EU-ExTraH is focusing on the prevention of the malfunctions of the European Critical Electric Energy
Infrastructures and the prevention of risks related to emergencies (terrorist) attacks in order to provide the
continuity of industrial plants and to unify and improve the decision making processes.

116.282,10

JLS/2009/CIPS/AG/C1-013

CYPRUS POLICE

CcY

LEONIDAS - EXERCISE FOR
CYPRUS

Cyprus Police takes the initiative to carry out a large scale national exercise based on the scenario of a real
terrorist attack in Cyprus. The attack will supposedly take place during the meeting of the Heads of the Member
States during the EuCouncil presidency in Cyprus 2012, as a preparation action for Cyprus Police who is the
prime coordinator of the consequent management for all national authorities. Police units such as the Emergency
Response Unit (ERU), Counter-terrorism office(CTO), Operat.office, Police Aviation Unit, the Port and Marine
Police, Traffic department will take part in the exercise.

Cyprus Police takes the initiative to carry out a large scale national exercise based on the scenario of a real
terrorist attack in Cyprus. The attack will supposedly take place during the meeting of the Heads of the Member
States during the EuCouncil presidency in Cyprus 2012, as a preparation action for Cyprus Police who is the
prime coordinator of the consequent management for all national authorities. Police units such as the Emergeny
Responce Unit(ERU), Counter-terrorism office(CTO), Operat.office,Police Aviation Unit,the Port and Marine
Police, Traffic department will take part in the exercise. The Minister of Justice and Public Order and the Chief
of Police will signal the strategy for all operations of this exercise scenario which will include the coordination o
other authorities taking part in Cyprus such as Ministry of Health, Fire Dept, the Cyprus Telecommunications
Authority (CYTA), the Electricity Authority Cyprus (EAC)and the Cyprus Port Authority (CPA).The crisis
centre in Police HQ will operate at the highest level (GOLD).The management and coordination of the exercise
will be based on the recommendations of the European Council second peer evaluation mission report on Cyprus

221.987,34

JLS/2009/CIPS/AG/C1-016

Italian National
Agency for New
Technology, Energy
and Environment

Modelling Tools for
Interdependencies Assessment
in ICT systems

This project is aimed at developing a methodological framework for ICT network inter-dependencies analysis.
Special efforts will be devoted to identify critical system inter-dependencies as potential amplifiers of negative
impacts upon failures or deliberate attacks. A representative Italian case study will be deeply analyzed, whilst
providing general purpose tools. Generally speaking, one expects increases of inter-dependency among the
different systems to reduce resilience of the overall system. In this respect, one of the main objectives is to
define and implement alert-indicators for crisis prevention and mitigation policy purposes The analysis of
indicators may also help CERT's (Computer Emergency Response Teams) to take prompt and effective actions
in order to recover an acceptable operational state.

561.260,70
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CIPS Projects 2007 2008 2009

DTN/MANET Routing Study

The objective of this project is to define a new communication model capable of improving the security and
resilience of critical assets against man made (terrorism) or natural disasters. More specifically, the project

JLS/2009/CIPS/AG/C1-030 |Indra Sistemas, S.A | IT |for Nn:w.n& infrasiructure proposes to do research on how DTN and MANET technologies can be combined into an hybrid architecture 282.203.95
protection where implementing robust communications systems.
Objectives of the project: To develop, validate, use and maintain knowledge models in order to improve the
protection of officials and other individuals in Member States who have special police protection and are under
The Netherlands Modelling against Terrorist  |threat from individuals or groups motivated by terrorism. To achieve a better understanding of the resources
JLS/2009/CIPS/AG/C1-032 |National Police | NL 8 ag _ o group Y . eve & v 272.481,22
A Attacks by European Police  |preconditions and methodologies needed to develop, use and maintain the models. To develop common European
gency standards (‘a common language’) regarding models to facilitate their exchange between (police) organisations in
Member States.
The objective of this proposal is the development of a manual containing good practices for Critical
Netherlands . . . .
Oreanisation for CIP Good practices manual Infrastructure Protection (CIP) policy makers. The target audience of the manual are Member States, Candidate
JLS/2009/CIPS/AG/C1-036 gt o NL 00 P Countries, and EU-policy makers that are developing or reviewing their CIP programmes or that want to improve|  155.143,00)
Applied Scientific \for policy makers . . .
their CIP programmes based on effective and efficient CIP approaches developed by other Member States and
Research TNO p
other nations.
An innovative interdependency methodology and software tool useful to all MSs to perform ex-ante analysis of
domino effects due to CI failures will be implemented. Furthermore, an innovative stochastic and socio/economic
Fondazione Ugo Domino effects modelli model will be integrated in the software tool to evaluate the consequences of CI failures in terms of Cross Cutting
JLS/2009/CIPS/AG/CI-037 |~ * & IT :%\am%:ssmw o Mm Criteria (economic impact, casualties and public effects) as stated in the Directive. The models will be scalable, | 556.694,59
P i.e. applicable at European, National and Regional level. The input data to the tool will be gathered through a set
of interviews submitted to a sample of operators in each sector. Planning and analysis of interviews will be
supported by a robust statistic methodology.
FORMIT -
Foundation for . . . . | The output of this phase will be a questionnaire designed to gather useful information to assess the impact of
Video intelligence software in . . . : . . .
JLS/2009/CIPS/AG/C1-040 |Technology IT Furope domino effects. Data collected through the questionnaires will be used as input to the models to quantify domino 93.793,42
Migration and P effects
Research
CRITICISM is to establish a common simulation framework for ICT Critical Infrastructures in order to analyze
failure modes, detect critical points, inspect error propagation, mitigate and reduce failure effects, and prevent
GMYV Internet Critical ICT Infrastructures risks that would cause a major impact on the health, safety, security or economic well-being of citizens or the
JLS/2009/CIPS/AG/C2-42 Global Solutions ES |Simulation of Interdependency |effective functioning of government. Additionally the project will cover consequence management in topics such|  359.796,67
Models as procedures validation, improvement and impact of correction or upgrading plans, and establishment of
guidelines and action points to reduce reaction time and ensure an optimal recovery in a minimum time in case of
a failure or disaster.
. . top t i - Polish- . . . R . . . L. .
Voivodship wﬂmﬁ%ﬁwﬂﬂmﬂm BMHMWOMOE_A The project focus is on tightening the cooperation between the services engaged in crisis situations
JLS/2009/CIPS/AG/C2-46 headquarters of PL . . management/terrorist attacks. Joint exercises, initiation of situation scenarios and current solving of potential 66.871,00
preventing and fighting the acts

Police in Rzeszow

of terrorism.

problems will help to prepare for efficient actions in case of a real terrorist threat.
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CIPS Projects 2007 2008 2009

JLS/2009/CIPS/AG/C2-071

Prime Minister's
Cabinet Office of
the Council of
Ministers -
Department for
Information and

Security

IT

Network for Critical
Infrastructure Protection

Semantic Predictive Algorithm

The project aims at developing a comprehensive critical infrastructure protection (CIP) governance model based
on open source intelligence and novel approaches for information collection, analysis, and sharing. A key
objective is to establish a common level of understanding, expertise and awareness concerning the protection of
Cls in the entire EU. A real case implementation will demonstrate the effectiveness of the approach by offering a
software application suite with threat prediction, risk assessment and early warning capabilities.

672.000,00
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