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FREEDOM  OF INFORMATION REQUEST ABOUT INFORMATION
MANAGEMENT

Thank you for your letter of 27 February 2012 which was received by the Scotland
Office on 28 February.

You asked for the following information under the Freedom of Information Act 2000:

1. Please provide me with a copy of your department’s file plan (or plans),
corporate file structure (or structures) or any information that outlines the
approach used by your department to structure its record keeping.

2. Please provide me with a list of the metadata and /or content types used by
you department to manage records.

3. Please provide me with a copy of your department’s guidance to processing
freedom of information requests — ideally this would cover the end to end process
from receipt to closure, but please provide whatever you hold.

4. Please provide me with a list of the supplier and product detail for each
computer system and / or databases used by your department to manage
information and data; for example, Meridio, SharePoint 2010.

The Scotland Office is a small department of less than 60 officials. We do not provide
direct services to the public and do not hold databases of transactions with the public
or information about them. We use two standard Microsoft product to manage our
internal records:




o We use Microsoft folders on a common drive. Information is saved under
four fixed headings which cannot be changed by users: communications,
corporate functions, ministerial, and policy. Under these four heading
officials are free to save documents and create sub-folders.

o  We also use Microsoft Outlook public folders to manage our
correspondence. Correspondence is saved in the following areas: outgoing
correspondence, incoming correspondence for answer by a Minister,
Government correspondence that does not need a reply, incoming
correspondence to be answered by an official), and Government
correspondence that requires a Ministerial reply.

The metadata created by officials when saving documents is confined to the titie of
the document or item of correspondence.

| enclose seven items of current FOI guidance held by the Scotland Office. The
names of officials beneath the senior civil service are exempt under the Freedom of
information Act s 40 and have been redacted from these documents.

Other than those listed above, the Scotland Office does not use any specific
computer systems or databases to manage information and data.

I hope you find this helpful.

If you are dissatisfied with the decision made in relation to your request you may ask
for an internal review. A request for an internal review should be addressed to:

FOIl Officer

1 Melville Crescent
EDINBURGH

EH3 7HW

If you are not content with the outcome of the internal review you have the right to
apply directly to the Information Commissioner for a decision. The contact details
are;

Information Commissioner’s Office

Wycliffe House

Water Lane

Wilmslow

CHESHIRE

SKS 5AF

If you have any queries about this letter please contact me.
Yours sincerely



The Action Officers Checklist

Receiving FOI request

1

The majority of requests are received via the website and
acknowledged automatically. Requests received by email or
post are acknowledged by the FOI Team.

Statutory 20 working day period for responding starts
immediately.

The FOI Team records the request on the FOI database and
Progress Report and allocates it to the appropriate Action
Officer using a meeting request (which needs acceptance).

Certain types of request will require referral to the MoJ
Clearing House for advice — see Annex C(i) of the FOI
Procedure Note at GASCOTLAND OFFICE\Corporate
Functions\FONFOI Guidance\FQI Procedure Note. The FOI
Team will make the referral and will let the Action Officer
know when advice is received.

The FO! Team issues an electronic reminder to the Action
Officer on day 10.

If the deadline is likely to be missed the FOl Team
should be asked to send a holding response.

Handling of FOI request by Action Officer

2

Clarifying the request (if necessary):

Occasionally the Action Officer may need to ask the
requestor to clarify their request because:

i} itis not absolutely clear what information has been
requested or

i) answering the request as it stands is likely to exceed the
£600 limit

Please do contact the requestor as this may reduce the
amount of work involved in responding to the request.

Standard letters are available at GASCOTLAND
OFFICE\Corporate Functions\FOI\FOI Guidance\FOl Lette_r

Templates.

When clarification is received the statutory 20 working
days starts again.

If clarification is not received within 3 months the request will
be considered closed.




Establishing whether information is held:

Search relevant records and establish if information is held.
This stage must be completed. You must find the
information before you can decide whether or not to release
it. Itis not acceptable to apply an exemption before you
have examined the information, whether you suspect an
exemption will apply or not.

It is important to consider whether any other staff and/or
branches may hold relevant information — this can most
easily be done by email.

if no information is held the appropriate letter should be
issued — see FOI Letter Templates at GASCOTLAND
QFFICE\Corporate Functions\FONFOI Guidance\FOl Letter

Templates.

Considering whether the information held should be
released or withheld (fully or partially):

If the information requested is already publicly available, or
is intended for future publication, the requestor should be
advised using the appropriate letter — see GASCOTLAND
OFFICE\Corporate Functions\FON-Of Guidance\FOl Letter

Templates.

Otherwise, the Action Officer must consider whether any
exemptions apply —~ the procedure for exempting information
is outlined in the FOI Procedure Note at GASCOTLAND
OFFICE\Corporate Functions\FONOI Guidance\FOlI
Procedure Note and the FOI Team are available to provide
advice.

The Action Officer must consider whether there is a public
interest in disclosing the information and whether this
outweighs the public interest in withholding it?

The Action Officer should fully record their decision
making process.

An extension of time can be applied if the Action Officer
needs longer than 20 working days to consider the balance
of the public interest in releasing information - the
appropriate letter should be issued — see GASCOTLAND
OFFICE\Corporate Functions\FONFOI Guidance\FO! Letter

Templates.

Preparing a submission:




If the Action Officer concludes to either release or withhold
(fully or partially) information which relates directly to
Ministerial activity i.e. travel, meetings etc. the draft
response should be sent {o and
(c.c. |GG and & will decide
on a case-by-case basis whether a subm|SS|on needs to go
to the Minister invoived.

Note: where the information relates to a previous
administration of a different political colour the submission
should be sent to the Director rather than the new Minister.

Draft responses which do not relate directly to Ministerial
activity should be sent to - for clearance and
copied to

All requests for clearance and submissions should also
be copied to the Scotland Office Strategy Branch
Mailbox.

To ensure that the 20 working day deadline is met, it is
important to send submissions as soon as possible
after receipt of the request — by day 15 at the latest.

Drafting & issuing of response by Action Officer

6

A complete set of standard letters is available in
GASCOTLAND OFFICE\Corporate Functions\FON-OI
Guidance\FOl Letter Templates.

If exemptions have been applied, the response must explain
why and must also fully explain the application of the public
interest test.

All responses must include information on how the applicant
can request an internal review and also explain their right to
appeal to the Information Commissioners Office.

If the information requested involves other individuals
or organisations the Action Officer should advise them
and keep them informed of developments.

Unless specified otherwise by the requestor - if the request
was received by email, the response should be issued by
email and if the request was received by letter, the response
should be issued by letter.

All responses should be copied to the Scotland Office
Strategy Branch Mailbox to ensure that the database and
Progress Report are updated accordingly.




Information disclosed in response to specific requests will be
published on the Scotland Office website by the FOI Team.

The Action Officer should refer to previous FOI and
WPQ answers using the relevant databases.




The Internal Reviewers Checklist

Receiving request for review

1

Request for review received by FOI Team who send
acknowledgement and advise requestor of the date when
they may expect to receive a response.

20 working day period for responding starts
immediately.

- asked to nominate reviewer (either ||| GTEN

If deadline is likely to be missed FOI Team should be asked
to send holding response.

Re-assessment of case by reviewer

2

Reviewer obtains all paperwork about original decision,
and the information requested.

This should show:
+ whether the correct procedures were followed;
« what information was considered and how it was
identified;
how the request was answered,;
whether or any information was released:;
how any exemptions were applied;
how the public interest test was applied; and
whether the statutory deadline was met.

* & [ ] L)

Reviewer discusses the case with original request-
handler(s).

Discuss the case with the member(s) of staff who originally
handled it, and anycne else involved in the original decision,
to establish what searches were made for relevant
information, what procedures they followed, how and why
they arrived at their decision, etc.

If original request was not clear and adequate
clarification was not obtained by request-handler,
reviewer should write seeking clarification.

Occasionally, you may need to ask the applicant to clarify
their original request, if the original request-handler omitted
to do this. However, the clock does not stop when
clarification is sought, so the review response should still be
issued within 20 working days of receipt of the review
request.




Reviewer establishes whether procedures were properly
followed and all statutory obligations were met.

« was all relevant information found?

e was adequate explanation given of why any FOI
exemptions were applied?

+ was the public interest test correctly applied?

e was adequate explanation given of any other
reason(s) for refusal, e.g. information not held, cost
limit breached, request vexatious or repeated, etc?

o was reasonable advice and assistance provided?

« was the 20 working day deadline met?

« was the applicant told about their right to a review of
the decision?

Reviewer checks whether all relevant information was
identified.

Ensure that all relevant, recorded information from every
source was identified, including information held in paper
files, e-mail folders etc.

It is also important to consider carefully whether any other
staff and/or branches which may hold relevant information
were consulted.

Consider whether the request was correctly interpreted, in
the first place. It is not unusual for a request-handler o
interpret a request, either too narrowly or too broadly.

Reviewer re-considers any FOl exemption(s) and the
public interest test.

Consider afresh whether any exemptions apply — does the
information requested genuinely fall within the exemptions
cited in the response to the original request? Are there any
other more appropriate exemptions which should be applied
instead? Or should the information simply be released?

Re-apply the public interest test. Is there a public interest in
disclosing the information and does this outweigh the public
interest in maintaining the exemptions that have been
applied? Has there been any change in circumstances
since the time of the original decision, which would affect the
outcome of the public interest test?

Reviewer considers any points made by the applicant in
their review request.

Consider any additional points made by the applicant when




requesting the review, and reply to them in the review
response. For example, have they raised any issues which
were not considered originally, have they provided any
grounds for changing the original decision, etc?

Is it possible to provide additional information?

« not all the information may be covered by
exemptions, or the outcome of the public interest test
may have changed;

« it may be possible to redact documents {o remove
sensitive information, or to extract non-sensitive
information from documents;

« there may have there been some changes in
circumstances since the original response, which
mean information which had to be withheld previously
can now be released;

« it may also be possible to provide factual, statistical,
or alternative information that would help the
applicant.

10

Draft review response is prepared by reviewer.

Issuing res

ult of review

1

Reviewer clears response with Director hefore issue.

12

if information is to be provided, this should normally be
included with the response.

The review response should set out the conclusion of the
review — i.e. whether the original decision has been
confirmed, modified, or substituted with a different decision —
and give the reasons for that conclusion. It must also
explain the applicant’s right to appeal to the Information
Commissioner. [f the review has found that the request was
not properly handled, an apology should be given and steps
taken to avoid a recurrence.

13

If review finds procedures were not properly followed,
the reviewer should advise the area that originally
handled the case.

If you identify any errors or omissions, you must tell the
business area which dealt with the original request, so that
they can learn the lessons for future requests.

14

The reviewer must fully record the review process.




ACTIONING AN FOI REQUEST

Activity

FOI Team records request and sends to Action Officer

l

Action Officer clarifies request with requestor
(if necessary)

!

Action Officer considers the likely cost of dealing with
the request (does it exceed £6007)

L 4

Action Officer collects the information from all
branches of the Scotland Office

!

Action Officer considers

Is the information already in the public domain or
intended for future publication?

Are there any issues with disclosing it?

Is it necessary to refer to third parties?

Who needs to see the draft response?

Do | need to prepare a submission i.e. does
information relate directly to Ministerial activity?

v

Action Officer prepares draft response for clearance
and sends to ||| | B cc*

\

Action Officer prepares draft submission for

clearance and sends {o [N > N

l

Clearance received from [|ij or Private Office

!

Action Officer issues response and copies to
Scotland Office Strategy Branch Mailbox

Timescale

Day 1

> Day 2 - 12

Day 13- 14

Day 15- 18

Day 19 - 20



Freedom of Information Procedure Summary — September 2010

Full guidance on dealing with FOI requests is available in the Scotland Office FOI
Procedure Note which is located on the G drive at Scotland Office / Corporate
Functions / FOI. Advice can also be provided by the FOI Team.

FOI TEAM

FOI Manager:
FOI Officer:

Receiving FOI requests

1.

All FOI requests received before 31 December 2009 are recorded on a
spreadsheet which can to be viewed on the SO Intranet at:

http://intranet/scotoff/briefingservices/briefingservices.htm

From 1 January 2010 requests have been recorded on a database which can
be accessed on the G drive at Scotland Office / Corporate Functions / FOI /
FOI Database / FOI Database Remote Desktop Connection (you will see an
icon which looks like a sky dish) / OK / OK. The user name and password are
the same as the ones used to gain access to Scots every morning. To then
gain access to the information in the database you will be asked for another
password, this is the word - [JlJ. Atter entering this you will then be
asked to change this word. This you should do immediately and keep a note
of this password as it will not change. You will be able to look at previous FOI
requests in order to assist you with any current FOI requests. If you have any
problems in gaining access to the database, please approach Tony who will
help you with your problem.

The database is maintained by ] - the FOI administrator. The data is
used to submit monitoring statistics to the Ministry of Justice which are then
published; therefore it is important that we meet our deadlines!

if you receive an FOI request directly fo your mailbox or through the post,
please inform the FOI Team immediately and send them a copy of the
request. If the request is not for you to respond to, the FOI Administrator wili
forward the request onto the appropriate action officer.

If you are allocated an FOI request from anyone in the FOI Team, you will be
advised of the deadline for response. Please note that the statutory deadiine
is 20 working days from the date of receipt. If you do not think the request is
for you to respond to, please discuss this with the FOl Team as soon as
possible.

Any FOI requests received via the website will have been acknowledged
automatically. Any received by the FOI Team by email or letter will have been
acknowledged by the FOI team.




Responding to FOI requests

5.

Once you have been allocated an FOI request, you should identify and
examine the information requested (if indeed, the SO holds the information
requested) and assess whether you think the information should be released
or withheld. The FOI Team are available to provide advice and guidance as
required on making these decisions. The FOI Team will also be able to seek
further guidance from the MoJ Clearing House who are responsible for FOI

policy.

If you have concluded to either release or withhold (fully or partially)
information which relates directly to a Minister i.e. travel, mestings etc. a
submission should be sent to Minister involved seeking clearance. Requests
for information which does not relate directly to a Minister should be sent to
the Director for clearance. All submissions should be copied to the FOI Team
and the SO Strategy Branch mailbox. To ensure that the 20 working day
deadline is met, it is important to send submissions as soon as possible after
receipt. The FOI Administrator will send you a reminder 10 days after the
request is received..

You do not need to put up a submission if you have concluded that either no
information is held or if it is already available in the public domain or if the cost
of administering the request will exceed £600.

An extension of time can be applied (see Section 8 of the FOI letter template
document). If you need longer than the 20 working day deadline to consider
the balance of the public interest in releasing information please issue the
appropriate letter. If you think this is the case, please discuss with the FOI
Team at the earliest opportunity.

In all other cases, it is very important that we do not exceed the 20 working
day deadline to respond to a request. If for any reason, you do not think you
will have time to deal with a request within the statutory time limit, please
inform the FOI Team at the earliest opportunity so that consideration can be
given to how best ensure that the deadline is met.

Papers of a Previous Administration

10.

11.

Because of the complications that can arise, it may be worth noting the
position on papers of a previous Government. Two different processes apply
to requests involving information held before the serving Government came to
power.

Where the information relates to a previous administration of a different
political party the handling of the request is ultimately for the Director to
determine and the action officer must put a submission with analysis and
recommendation to him. [n these cases, the Director has the final say, as
would a Minister in comparable circumstances. He may choose to advise




12.

Ministers of the case and its outcome without giving access to the information
itself.

Where the request relates to information from a previous administration of the
same political party it should normally be treated as any other request as far
as Ministerial involvement is concerned. However, consultation with former
Ministers may also arise. It is best always to consult the MOJ guidance for
details on any aspect of requests that involve information from a previous
administration.

Standard templates for response

13.

14.

When responding to FOI requests, the standard letter templates contained in
the document entitled — “FOI letter templates” should always be used to
ensure consistency across the office.

A copy of your final response should be copied to the FOI Team and the
Scotland Office Strategy Branch mailbox to ensure that the database is kept
up-to-date. If required, the FOl Team can advise on draft responses before
issuing.

Publication

15.

16.

The FOI Team will arrange for ALL released information to be published on
the SO website. We only publish responses where the request is granted in
full. We will ensure that no personal information is published - including the
action officer's name.

For partial releases, only the part of the request to which we have released
information will be published. The rest of the request will be redacted.

Internal Reviews

17.

18.

If the requestor is dissatisfied with the response they receive they are entitled
to request an internal review. If you receive a request for an internal review
direct please pass it on to the FOI Team immediately. The FOI Team will ask
the Deputy Director to allocate an appropriate action officer to conduct the
internal review. The internal review must not be carried out by anyone who
has had input to the original request.

If you are allocated a case as an internal reviewer, you will receive details of
the original request, with the information that was considered for release.
While you are required to have not been involved in the handling of the initial
request, you are entitled to speak to the original action officer to understand
their decision. You are then required to assess the handling of the original
case and review the decision taken. If you decide not to uphold the original
decision, and would therefore wish to release information, Ministers should be
informed and clearance sought. The FOI Team will be able to provide advice
and guidance when required on conducting internal reviews.




Summary

19.  Finally, if you have any questions on FOI issues please contact the FOI
Team.

20 When dealing with any FOI requests please ensure that you are in regular
contact with the FOI Team and that they are kept informed of all progress and
decisions.




Guidance on FOIs Relating to Ministerial Diaries

There have been a number of FOI requests received recently from various
interested parties regarding Ministerial meetings and engagements. | thought
it might be helpful if |1 outlined the main points to bear in mind when
responding to such requests.

With any FOI request, regardless of the topic, you should check the following
as soon as the request is allocated to you:

1) Is the request for you to respond to - or might it be more
appropriately dealt with by another official? If you do not think it is
appropriate for you to respond you should contact the FOl Team
immediately so that the request can be re-allocated quickly.

2) Does the request make sense or does it require clarification? If it
requires clarification the sample letter at G / Scotland Office /
Corporate Functions / FOI / FOI Guidance / FOI Letter Templates (7)
should be issued and copied to the Scotland Office Strategy Branch
Mailbox. If and when the clarified request is received you should
advise the FOI Team as it will be treated as a new request and the 20
working day deadline will start again.

The next step is to ascertain whether or not the information is held. You will
have to find the information before you can decide whether to release it — it is
not acceptable to apply an exemption simply based on the request without
looking at the information we hold.

3) Is the request over the £600 limit? [f the information is held and it
appears that it will cost more than £600 to locate and retrieve it, the
sample letter at G / Scotland Office / Corporate Functions / FOI / FOI
Guidance / FOI Letter Templates (4) should be issued and copied to
the Scotland Office Strategy Branch Mailbox. [f and when the refined
request is received you should advise the FOI Team as it will be
treated as a new request and the 20 working day deadline will start
again.

Requests specifically asking for information regarding Ministerial
engagements should be handled individually and according to the
circumstances of the case. The broad principles of how departments should
respond are detailed below:

Diary information would generally be released in the following circumstances:
¢ Engagements already in the public domain including speeches,
Parliamentary commitments, visits, etc;
Dates of Cabinet Meetings;
Meetings of Cabinet Committees (e.g. a specific number of Cabinet
Committees were attended. Though they would not be named);
e Regular meetings in the course of business with representative bodies,
trade organisations etc. (For example: Law Society, NFU, CBi etc.). This




would also include office holders in representative capacity. Individual
meetings in this category might need to be withheld if there is a particular
public interest in doing so, e.g. where commercial interests or sensitive
negotiations are involved; and

¢ Meetings with representatives of overseas governments and international
organisations and courtesy calls. Individual meetings in this category
might need to be withheld if there is a particular public interest in doing so,
e.g. for issues of national security (s.24) or international relations (s.27).

Diary [nformation that generally should not be disclosed:

¢ Internal or inter-departmental meetings with other Ministers and/or
officials;

o Future engagements (except where they have been formally advertised or
announced e.g. speaking engagements etc.) and.

e Details of journeys undertaken, departure / arrival times etc. especially
where these journeys are undertaken on a regular basis e.g. where
revealing this information would be likely to endanger the safety of any
individual 5.38 (b).

Diary Information to be considered on a case-by-case basis:

o Meetings with individual companies or individuals. A number of
exemptions may be applicable depending on the context of the meeting,
for example, .36 (Prejudice to effective conduct of public affairs) or s.43
(Commercial interests)

Information ‘not held’ for the purposes of the FOI Act:

» Political meetings. Where a meeting might be considered political, the test
will be whether a Minister attended in an official or party capacity;

o Constituency meetings; and

¢ Personal meetings.

Likely Exemptions

It is possible that a number of exemptions may apply. However, the most
common ones will likely be:

o Section 35(1)(a) the formulation or development of government policy -
with regards to a diary entry that suggests new / developing policies
being discussed; and

e Section 36(2)(b)(i) would, or would be likely to, inhibit the free and frank
provision of advice or (ii) the free and frank exchange of views for the
purposes of deliberation.

o Section 36(2){c) — would otherwise prejudice, or would be likely
otherwise to prejudice, the effective conduct of public affairs.

Use of Section 36 will require a submission to the ‘qualified person’ - in the
case of the Scotland Office this is the Secretary of State.



The above are ‘qualified’ exemptions i.e. they do not justify withholding
information unless, on a proper assessment, the balance of the public interest
is against disclosure. The starting point in considering the balance of the
public interest is that there is a general public interest in disclosure. The
following points should however be considered:

Release

e There is a public interest in the release of information where this leads
to a better understanding of how Government formulates policy. This
can help fo inform public debate and to increase public confidence that
decisions are properly made.

Withhold
There is a public interest in:

e Ministers being free to consult anyone they choose on any particular
issue. This relies on them being able to do so in private. Ministers'
freedom to consult whomever they choose will be inhibited if there is
always a risk that the names of those they consult will be disclosed.

e Ensuring that Ministers’ time is used effectively and efficiently,
especially as their work is subject of detailed public scrutiny.

o Preserving thinking space around Ministers when details of meetings
would reveal the subject matter under consideration. Unless meetings
take place in private and away from public scrutiny, premature
disclosure will remove the space which allows Ministers to consider the
most important and sensitive policy issues without inhibition.

o Preventing disclosure of officials' names, particularly where this reveals
(or appears to reveal) access to Ministers, and so will [ead o an
individual being lobbied, or where it causes an official to become
identified with a particular policy area, so undermining the neutrality of
the civil service.

It is not sufficient simply to assert a public interest in non-disclosure. The
assessment of the balance of the public interest test which has been carried
out must be properly analysed, supported and particular to the specific
information within scope. '

An additional ‘reasonable’ period of time can be taken to reach a decision on
the balance of the public interest but the requestor must be advised which
exemptions are being considered and given an estimate of the date by which
the decision will be made. A standard letter template is available at G /
Scotland Office / Corporate Functions / FO! / FOI Guidance / FOI Letter
Templates (9).

Internal Review

If the requestor is dissatisfied with the response they can ask for an internal
review which must be conducted by an official who has not been involved in




the original decision. It is therefore important to respond fully and accurately
in the first instance to avoid the necessity for officials to become involved in
this time consuming process.




FREEDOM OF INFORMATION
LETTER TEMPLATES

NHI12003.037 FOI letter templates




Contents
Standard templates to be used for:
1) Submission to Ministers
2) Release of information
3) Information with-held / exemptions apply
4) Request exceeds the £600 limit {S.12)
5) Information not held / refer requestor elsewhere
6} Information reasonably accessible
7} Further clarification required / refine request
8) Part release of the information requested
9) Extension of time — public interest test

10)Consultation with third parties

NHI12003.037 FOI letter templates



1) STANDARD TEMPLATE FOR SUBMISSION TO MINISTERS

Scotland Office Ministers

Copy to:
SO Press Office
SO Strategy Branch
Issue
1. To inform the Secretary of State of the receipt of an FOI request and to seek

his agreement to the response suggested.

Timing.

2. Urgent/Routine — the deadline for the response is (enter date).
Background

3. (Enter name of requestor) has asked for the following information:

(Enter exact wording of request)

Response to the request(s)

4, Please see the suggested response at Annex A.
Summary
5. The Secretary of State is invited to agree:

¢ List of recommendations
e The Secretary of State is invited to note the content of this minute
Name

Scotland Office
Date

NHI12003.037 FOI letter templates




2) RELEASE OF INFORMATION
Dear
FREEDOM OF INFORMATION REQUEST

Thank you for your (letter/email) sent to the Scotland Office on (date) which we
received on (date).

You asked for the following information under the Freedom of Information Act 2000:
(Insert exact wording of request in italics)

| am writing to confirm that the Scotland Office has now completed its search for
information.

a) copy of the information is enclosed

or

b) copy of the information is enclosed in the format you requested
| hope you find this helpful.

If you are dissatisfied with the decision made in relation to your request you may ask
for an internal review. A request for an internal review should be addressed to:

FOI Officer

1 Melville Crescent
EDINBURGH

EH3 7HW

If you are not content with the outcome of the internal review you have the right to
apply directly to the Information Commissioner for a decision. The contact details
are:

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

CHESHIRE

SK9 5AF

If you have any queries about this letter please contact me.
Yours sincerely

Name
Scotland Office

NH112003.037 FOI letter templates



3) INFORMATION WITHHELD / EXEMPTIONS APPLY
Dear
FREEDOM OF INFORMATION REQUEST

Thank you for your (letter/email) sent to the Scotland Office on (date) which we
received on (date).

You asked for the following information under the Freedom of Information Act 2000:
(Insert exact wording of request in italics)

The information you requested is being withheld as it falls under the exemption in
Section (xx) of the Freedom of Information Act 2000.

(List all exemptions that apply and why)

If you are dissatisfied with the decision made in relation to your request you may ask
for an internal review. A request for an internal review should be addressed to:

FOI Officer

1 Melville Crescent
EDINBURGH

EH3 7THW

If you are not content with the outcome of the internal review you have the right to
apply directly to the Information Commissioner for a decision. The contact details
are:

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

CHESHIRE

SK9 5AF

If you have any queries about this letter please contact me.

Yours sincerely

Name
Scotland Office

NHI12003.037 FOI letter templates




4) REQUEST EXCEEDS £600 LIMIT - INVITE TO REFINE
Dear
FREEDOM OF INFORMATION REQUEST

Thank you for your (letter/email} sent to the Scotland Office on (date) which we
received on (date).

You asked for the following information under the Freedom of Information Act 2000:
(Insert exact wording of request in italics)

Under Section 12 of the Freedom of Information Act 2000 we are not obliged to
comply with any information request where the estimated costs involved in supplying
you with the information exceeds the £600 cost limit. | regret that we cannot
therefore supply you with the information that you have asked for, as to comply with
your request would exceed this limit. This limit applies to all central Government
Departments and is based on work being carried out by one member of staff at a
rate of £25 per hour, which equates to 3% days work per request. The costs involved
include locating, retrieving and extracting the information you requested. They do not
include considering whether any information is exempt from disclosure, overheads
such as heating or lighting, or disbursements such as photocopying or postage.

Although your request would be too costly to answer as it stands, if you were able to
refine it {for example by specifying a smaller number of questions / refining your
request) so that it fell below the £600 cost limit we would then consider it further.

| realise that this reply may be a disappointment to you but | look forward to hearing
from you again should you decide to refine your request. Please note that if | do not
receive appropriate clarification of your information requirements within three months
from the date of this letter, then | will consider your request closed.

If you have any queries about this letter, please contact me at the address below. If
you are unhappy with the service you have received in relation to your request and
you wish to make a complaint or request a review of our decision, your should write
to:

FOLI Officer

1 Melville Crescent
EDINBURGH

EH3 7HW

If you are not content with the outcome of the internal review you have the right to
apply directly to the Information Commissioner for a decision. The contact details
are:
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Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

CHESHIRE

SK9 5AF

If you have any queries about this response, please contact me.

Yours sincerely

Name
Scotland Office
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5) INFORMATION NOT HELD / REFER REQUESTOR ELSEWHERE
Dear
FREEDOM OF INFORMATION REQUEST

Thank you for your (letter/email) sent to the Scotland Office on (date) which we
received on (date).

You asked for the following information under the Freedom of Information Act 2000:
(Insert exact wording of request in italics)

| am writing to advise you that we have searched our records and taken all
reasonable steps to locate the information asked for (please delete as appropriate).

I, So far as we are able to determine, the Scotland Office does not hold
the information requested.

i The information concerned has been destroyed in line with our
established records management practice.

fi. This information is already available in the public domain and can be
found at (insert web-site address or URL link to published document
etc where appropriate}

tv. Having reviewed your request we have identified that this could be
more appropriately responded to by (insert name of local authority or
relevant Government department where appropriate). If you have not
already done so, you may wish to contact them at the foliowing
address (insert postal or email address where possible).

| hope you find this helpful.

if you are dissatisfied with the decision made in relation to your request you may ask
for an internal review. A request for an internal review should bhe addressed to:

FOI Officer

1 Melville Crescent
EDINBURGH

EH3 7HW

If you are not content with the outcome of the internal review you have the right to

apply directly to the Information Commissioner for a decision. The contact details
are:
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Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

CHESHIRE

SK9 5AF

If you have any queries about this letter please contact me.

Yours sincerely

Name
Scotland Office
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6) INFORMATION REASONABLY ACCESSIBLE
Dear
FREEDOM OF INFORMATION REQUEST

Thank you for your (lefter/email) sent to the Scotland Office on (date) which we
received on (date).

You asked for the following information under the Freedom of Information Act 2000:
(Insert exact wording of request in italics)

Under Section 21 of the Act, we are not required to provide information in response
to a request if it is already reasonably accessible to you. The information you
requested is available from either;

The Stationery Office

or

On the Department’s website, insert address

If you do not have access to the internet at home, you may be able to use the
facilities at your local library, or you can request a paper copy by contacting me.

| hope you find this helpful.

If you are dissatisfied with the decision made in relation to your request you may ask
for an internal review. A request for an internal review should be addressed to:

FOI Officer

1 Melville Crescent
EDINBURGH

EH3 7THW

If you are not content with the outcome of the internal review you have the right to
apply directly to the Information Commissioner for a decision. The contact details
are:

Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

CHESHIRE

SK9 5AF
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If you have any queries about this letter please contact me.

Yours sincerely

Name
Scotland Office
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7) FURTHER CLARIFICATION / REFINE REQUEST
Dear
FREEDOM OF INFORMATION REQUEST

Thank you for your (letter/email) sent to the Scotland Office on (date) which we
received on (date). '

You asked for the following information under the Freedom of Information Act 2000:
(Insert exact wording of request in italics)

| will be unable to proceed with your request without clarification of the information
you wish to receive. To help us to do so, | would like to know (insert specific
guestion)

Please note that if | do not receive the appropriate clarification of your information
requirements within three months from the date of this letter, then 1 will consider your
request closed.

if you wish to discuss any of the above please contact me.

Yours sincerely

Name
Scotland Office
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8) PART RELEASE OF THE INFORMATION REQUESTED
Dear
FREEDOM OF INFORMATION

Thank you for your (letter/email) sent to the Scotland Office on (date) which we
received on (date).

You asked for the following information under the Freedom of Information Act 2000:
(Insert exact wording of request in italics)

| am writing to confirm that the Scotland Office has now completed its search for the
information that you requested. | wish to advise you that some of the information
requested cannot be disclosed as it falls under the exemption in section (X) of the
Freedom of Information Act 2000. (List all exemptions that apply and why).

(i) A copy of the information which can be disclosed, is enclosed

(i) A copy of the information which can be disclosed is enclosed in the format
you requested.

If you are dissatisfied with the decision made in relation to your request you may ask
for an internal review. A request for an internal review should be addressed to:

FOI Officer

1 Melville Crescent
EDINBURGH

EH3 7HW

If you are not content with the outcome of the internal review you have the right to
apply directly to the Information Commissioner for a decision. The contact details
are:

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

CHESHIRE

SK9 5AF

NHI12003.037 FOI letter templates




If you have any queries about this letter please contact me.

Yours sincerely

Name
Scotland Office
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9) EXTENSION OF TIME — PUBLIC INTEREST TEST
A number of supplementary points must be noted before you use this letter.

1. In some situations, a qualified exclusion may apply to the duty to confirm or
deny and, due to the need to consider the balance of the public interest, you
may nhot be in a position to confirm or deny whether you hold the information
within the 20 working day deadline. If you need to extend time for complying
with the duty to confirm or deny, the letter to the applicant must be very
carefully drafted and you must seek specialist advice before responding.

2. If absolute exemptions apply to some of the information, you must provide the
applicant with a full explanation as to why they apply to the information (as per
section 17 of the Act — see refusal notice below) in this letter as well: the
latitude in section 10(3) in respect of the time for complying with requests
applies only where you need to consider the balance of the public interest.

3. If there is some information to which no exemption applies that must be
released within 20 working days and this letter will need to be modified to
reflect the fact that information is being disclosed.

4. Where you are extending time in reliance on section 10(3), you are still
required by section 17 to specify which exemptions apply to the information.

Dear
FREEDOM OF INFORMATION REQUEST

Thank you for your (letter/femail) sent fo the Scotland Office on (date) which we
received on (date).

You asked for the following information under the Freedom of information Act 2000:
(Insert exact wording of request in italics)

| can confirm that the Scotland Office does hold (see point 1 above) information
failing within the terms of your request.

The FOI Act obliges us to respond to requests promptly, and in any case no later
than 20 working days after receiving your request. However, when a qualified
exemption applies to the information and the public interest test is engaged, the Act
allows the time for response to be longer than 20 working days, and a full response
must be provided within such time as is reasonable in all circumstances of the case.
We do, of course aim to make all decisions within 20 working days, including in
cases where we need to consider where the public interest lies in respect of a
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request for exempt information. In this case, however, we have not yet reached a
decision on where the balance of the public interest lies .

In your case we estimate that it will take an additional (xx) days to take a decision on
where the balance of the public interest lies. Therefore, we plan to let you have a
response by (date). If it appears that it will take longer than this to reach a
conclusion, we will keep you informed.

The specific exemption(s) which apply in relation to your request is/are: [and include
a brief explanation of why it/they apply unless it is not apparent or unless you are not
required to do so by virtue of section 17(4)].

We have also considered that the exemption(s) provided for under section(s) xx of
the Act [where this is an absolute exemption] apply to the information requested.
[Where absolute exemptions apply you must state why unless it is obvious].

If you are unhappy with the service you have received in relation to your request and
wish to make a complaint or request a review of our decision, you should write to
(name and address of official):

If you are not content with the outcome of your complaint, you may apply directly to
the Information Commissioner for a decision. Generally, the ICO cannot make a
decision unless you have exhausted the complaints procedure provided by
(department name). The Information Commissioner can be contacted at:

The Information Commissioner's Office,
Wycliffe House,

Water Lane,

Wilmslow,

Cheshire,

SK9 5AF.

Please contact me if you have any queries about this letter.

Yours sincerely

Name
Scotland Office
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10) CONSULTATION WITH THIRD PARTIES

This letter has been provided to show best practice in iine with the obligations
departments are under by virtue of the s45 Code of Practice. Each Department will
know their stakeholders best, and care should be taken to ensure that they are
consulted in a suitable manner. It would be best practice to keep consultees
informed of any developments in a case involving information which they have
supplied to you or which relates to them, notably where the applicant has requested
an internal review, or has taken the appellate routes to the Information
Commissioner and Information Tribunal. 1t is also important to remember that the
Department retains responsibility for taking decisions on the exemptions and on the
balance of the public interest. Whilst the views of the third parties can inform such
judgments, they will not be determinative and third parties should not be given the
impression that undue weight will be given to their comments.

Dear

[ am writing to you in connection with a request for information received by the
(Department/Agency) which is being considered under the Freedom of Information
. Act. Part of the information requested (was supplied by/relates to) you. (If possible,
the third party should be given the terms of the request and if appropriate a
description of the information held. It is essential that this is fact-sensitive).

The FOI Act requires the Department to disclose information in response to a
request unless an exemption applies. There are two types of exemption in the FOI
Act. The first type is an ‘absolute’ exemption, whereby the information may be
withheld if it falls within the terms of the exemption in question. However, where the
exemption in question is only covered by a ‘qualified’ exemption, we can only
withhold the information if the balance of the public interest, in all the circumstances
of the case, favours maintaining the exemption of the information.

[In light of the fact that you provided this information to us/in light of your interest in
this information], we are informing you of this request. [f you wish to notify us of any
particular issues or considerations that you consider relevant to the question of
disclosure of this information, please do not hesitate to contact me. All relevant
factors will be taken account of in our decision on whether the information is required
to be disclosed, in particular the relevant public interest considerations both in favour
of and against disclosure.

(Action Officers to note — if there are concerns. regarding the applicability of
sections 40, 42 or 43 this letter will have to be more detailed as the views of the
person in question may be much more crucial to the question of disclosability of the
information. In particular, in relation to section 41 the views of the person for whose
benefit a duty of confidence may exist may well be determinative of whether or not
such a duty exists in the first place. It will also not be an actionable breach of
confidence to make a disclosure to which the person to whom the duty is owed
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consents. In relation to section 43 it should request the consultee to identify if it
considers the information to be a trade secret, and also the nature and extent of the
commercial prejudice any release could cause — suitable legal advice should be
taken in such cases)

[ would be grateful if you could respond to me by (date) to enable the
(Department/Agency) to consider all relevant factors in taking a decision on whether
the Freedom of Information Act 2000 requires this information to be disclosed.

If you have any queries about this letter, please contact me.

Yours etc

[Name, address, email address and telephone number of action officer]
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Introduction

From 1 January 2005, there have been three main statutory rights of public

access to information:

»  The Freedom of Information Act 2000
v  The Data Protection Act 1998
v The Environmental Information Regulations 2004

The focus of this guidance is on requests for information which must be dealt
with in accordance with the provisions of the Freedom of Information Act
2000. This is the UK version of the Act. The guidance is a work in progress
and will be amended to reflect good practice as it develops following
implementation of the legislation. In July 2008, the Ministry of Justice (in
partnership with Whitehall colleagues) began a programme of work to improve
the delivery of the Freedom of Information Act (FOIA). Building on the wealth
of experience and expertise across Whitehall, this manual aims to pull
together some practical guidance to supplement the more detailed guidance
which is available on the Ministry of Justice website at

hitp:/iwww.justice.gov.uk/guidance/guidancefoi.htm.

What are the provisions of the FOI Act?

1. The Act creates a general right of access to information held by public
authorities. Any person making a request is entitled (subject fo the

exceptions and exemptions set out in the Act):

(a) to be informed in writing or by email by the public authority whether
it holds the information described in the request; and

(b) if that is the case, to have that information communicated to

him/her.

2. The main features of the Act to note are:

= We must maintain a publication scheme.




= A request for information does not need to mention the Freedom of
Information Act.

= Anyone, anywhere in the world can make a request.

* The request must be in writing (letter/email) and must include a
name and address {or email address) to which to respond.

* We have a du}y to ‘provide advice and assistance’ to the applicant

e The Act is fully retrospective. It applies to all recorded information,
in any format, we hold at the time of the request

»  We are required to reply within g maximum of 20 working days

» There are a range of exemptions from the duty to release, where it
is genuinely essential to withhold information.

* Any decision not to disclose, is subject to an appeal to the

Information Commissioner.

What is the Publication Scheme?

3. The publication scheme sets out classes of information which we intend to
make available to the public as a matter of course, the manner in which
the information is to be made available, and whether the information will
be provided free of charge or for a charge. Requests for information which
are available through the scheme are not considered to be FOI requests,

because the information is readily accessible.

4. It is therefore good practice to consider on a regular basis, what material
held by individual branches could proactively be placed on the publication
scheme. The publication scheme s available at:

hitp://www.justice.gov.uk/information/publication-scheme.htm

Is there a different Scottish Act?

5. Yes. The Freedom of Information (Scotland) Act 2002 introduced a
general statutory right of access to all types of ‘recorded’ information of
any age held by Scottish public authorities. The Act promotes and



enforces a fully independent Scottish Information Commissioner. Annex F
provides an outline of the differences between the two Acts.

6. As part of the devolution settlement, UK Government departments
operating in Scotland and cross-border public authorities (e.g. the MoD
and the Forestry Commission) are not covered by Scottish FOI legislation,
but instead by the UK Freedom of Information Act 2000.

The guidance enclosed is by no means exhaustive. The MoJ Fol Policy and
Strategy Unit in the Ministry of Justice will continue to work with Departments

in the production of further guidance covering additional areas.



FOI FLOWCHART

ADMINISTRATOR

Strategy Branch receives correspondence from the requestor via the website
by email / by post

!

Requests received via the website are acknowledged automatically

hd

Is it a valid information request?

«—>r
YES NO
Record as an Fol request Provide advice &
on database assistance in writing

to the requestor

Acknowledge requests received by email / post

Allocate the request to the appropriate member of staff (action officer)

Does the request need referral to the
Clearing House?

>
YES NO
Discuss request with action officer No action required
complete referral form and email to
Clearing House at MoJ
ACTION OFFICER

Search relevant records and
establish if information is held.

{

What is the outcome?




Request exceeds £600 limit
Information not held

Fully withheld*
(apply exemption)

Partially withheld*
(apply exemption)

Advice and assistance provided

RepeafedNexatious

Issue appropriate letter by email or in writing
Issue appropriate letter by email or in writing.

Issue appropriate letter by email or in writing

Issue appropriate letter by email or in writing

Issue appropriate letter by email or in writing

lssue appropriate letter by email or in writing

(apply exemption)

* Note - when responding to a request for information directly relating to a
Minister a submission should be made to the relevant Ministerial Private
Office for approval — otherwise the submission should be made to the Director
I

What if the outcome is Granted in Full?
Prepare submission to Minister or Director (see note above) —» await response
!
Is the response going to be late?
Issue public interest test letter / late lefter

!

[s the submission approved?

>
YES NO
Prepare appropriate lefter Make amendments to
and issue by email / post. submission and re-submit

ADMINISTRATOR

Whatever the outcome, update the FOI Database and save all relevant
documents electronically. If the request is “Granted in Full”, the website will
should also be updated.




DEALING WITH AN FOI REQUEST

7. The Freedom of Information Act requires that all requests for information
be dealt with promptly and in any event within 20 working days of receipt
of the request.

Is the information readily accessible?

8. Provide the information or advise the applicant where he/she can get the
information. Information which is ‘reasonably accessible {o the applicant
by others means’ is exempt under FOI, even if it is accessible only on
payment.

What is an FOI request?

9. For any other request for information, you need to satisfy yourself that it is
a valid request under the FOI Act;

¢ The request is received by letter, email or by fax.

o The request states the name of the applicant and an address for you
to respond. An email address is acceptable.

¢ The request describes the information sought and it is not readily
accessible elsewhere (e.g. under the Publication Scheme)

The duty to provide advice and assistance

10.  If the request does not meet the above criteria, then you may need to
clarify the terms with the applicant. Under the Act you have a duty to
provide advice and assistance to the applicant. For example:

o If the request is too vague, then you may need to ask the applicant
for clarification to help you identify or locate the information
requested. Although requests must be made in writing, it is
appropriate to telephone the applicant to discuss their request

¢ |f the request is too costly (s.12) then you should go back to the
applicant and invite him/her to narrow the scope of the request.

11.  Never try to asceriain the motive of the request. The Freedom of
Information Act is purpose blind in this respect. The purpose of the
request is irrelevant in considering whether the information sought
should be released.



LOG CORRESPONDENCE
12.The correspondence should be logged on the FOI database:

The name of the correspondent

The date the correspondence was received
The content of the request

The name of the action officer

The due date of the response

A reference number will also be allocated.

In the case of correspondence received via the Scotland Office website,
an acknowledgement will have been generated automatically. Where
correspondence is received by email or post, an acknowledgement should
be sent to the correspondent (using the sample letter in Annex D).

13.If the request is not for you to deal with you must pass it on to the
appropriate perscn as quickly as possible. The deadline for the reply is
calculated from the time the request was received in any part of the
Department, to the 20" working day excluding public holidays.

14.1If you receive a request for information which is not held by us but which
may be held by another public authority, you should let the applicant know
that the Scotland Office does not hold the information in question. You
may suggest he/she re-applies to the other public authority. When you
respond you should, if possible, provide the applicant with contact details
(using the sample letter in Annex D).

Vexatious, repeated and campaign requests

15. Authorities are not expected to provide assistance to applicants whose
requests are vexatious (s.14). Where you have previously complied with a
request for information which was made by any person, you are not
obliged to comply with a subsequent identical or substantially similar
request from that person. If you consider the request to be vexatious then
you should consult the FO! officer.

16. [f you bhelieve the request to be part of a campaign, such as by journalists
or politicians, and/or such that it merits being brought to the attention of
Ministers then you should contact the FOI Team for advice. The central
Clearing House has issued a list of generic triggers that indicate which
type of cases should be brought to their attention (Annex C).




17.Where the information is held, you should estimate how long it will take to
locate and retrieve the information and to provide the information in the
form requested. You cannot include the time taken to consider whether
the information should be disclosed. There is provision within the Act to
extend the reply deadline where the issue of public interest is being
examined. If you think this scenario is likely to arise then contact the FOI
Team.

What happens if the request is too costly?

18.The Act does not oblige you to comply with a request if the cost of
providing the information would exceed the ‘appropriate limit'. This is the
case even if the applicant offers to meet the full cost of answering the
request. The ‘appropriate limit’ is currently £600 (s.12)

19.If the request is too broad or too costly (because it exceeds the
‘appropriate limit'} then you have a duty to provide advice and assistance.
You should advise the applicant that the request exceeds the appropriate
limit and invite them to narrow the scope of the request. You should then
inform them what information could be supplied free of charge and what
information could be provided within the cost ceiling.

20.If the applicant refuses to narrow the scope of the request then you should
refuse the request. At this point, you should contact the FOI Team. It is
open to the applicant to ask for an internal review of this decision.

21.Detailed guidance on fees can be found at
hitp://www.justice.gov.uk/quidance/foi-step-by-step-fees.htm
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22.You will have to find the requested information before you can decide
whether to release it. You may have to look in a variety of places, paper
records as well as electronic records. You should record what steps you
have taken to locate the information.

23.0nce you have collected all of the relevant material together, you must
assess it for release. If you have not already done so, you should check
whether:

e the information falls to be released under the publication scheme

e the information is already in the public domain, for example by way
of an answer to a parliamentary question

¢ the information has already been made available via the website

24.The presumption of the Act is in favour of disclosure and information
should only be withheld where it is genuinely essential to do so. In some
cases, disclosure may be prohibited by another statute or rule of law.
Otherwise you have to establish how much information you are unable to
disclose, if necessary, line by line.
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25.Under the Act, the applicant is entitled to be informed in writing, subject fo
certain exemptions, whether the Department holds the information
described in the request. You will need to establish whether the
Department holds the information requested. You should check the
relevant records and indexes and consult staff as appropriate. If the
information is not held then, subject to the need to confirm or deny the
existence of the information, you should advise the applicant (using the
sample letter in Annex D).

26.1f you decide a document should not be released in its entirety, then there
may be some parts that should be disclosed. In these cases the exempt
information will need to be blocked out (this is known as ‘redaction’).
Where information is withheld under the Act you are obliged to provide
reasons for your decision.

27.The Freedom of Information Act provides 24 exemptions in all. A few of
them are absolute exemptions. The rest are subject either to a prejudice
test and/or public interest test. Full details of exemptions can be found at:
htip:/iwww.justice.gov. uk/guidance/foi-exemptions-guidance.htm

Procedure for exempting information

28.Just because a document has a security marking (e.g. restricted), it does
not mean that all the information contained within it is properly exempt
from disclosure. A majority of the exemptions are qualified in the sense
that, although information may be exempt, there remains a duty to weigh
up the competing public interests of disclosure and effective public
administration.

29.0nce you have identified which portions of the document should be
withheld, and which exemption applies, take a photocopy of the document
and mark up the exempt material on the photocopy using a coloured
marker. Never mark the original document. Record in the margin the
particular exemption to be cited. In the case of an electronic record, save
a copy of the record and follow the same procedure by highlighting the
exempt material electronically.

30.You may find it helpful to complete a refusal notice (Annex E), setting out
the reasons why material has been exempted and the exemption which is
to be applied. You should have the material re-copied so that the redacted
material appears black on the release copy.

31.You should send a copy of the response to the requestor to the Strategy
Branch Mailbox.
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Consulting third parties
32.When consulting third parties, you should make it clear that the decision

whether to release the information or not remains with this office. You
must ensure you record third parties’ views.
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33.1t is important to record and document your decision. You should record
locally what you have released and log the date that the response was
sent. The FOI Team should be informed of the outcome and will log the
response centrally.

34.In the event that you intend to release a previously undisclosed document,
you should send the material to be disclosed together with a copy of the
response to the FOl Team. The FO! Administrator will place the document
on the Scotland Office website.

Monitoring Compliance

35.The FOI Team are responsible for monitoring compliance with the relevant
access legislation. This is done in the following ways:

by monitoring refusals

by monitoring charges

by maintaining the publication scheme

by acting as the point of contact in dealings with Clearing House

by coordinating internal reviews and communicating with the
Information Commissioner as required

14



ANNEX A

INTERNAL REVIEW

1.

The applicant may seek an internal review of the initial decision if they are
dissatisfied with the Department’s initial response ie. refusal of
information, form of access, charges, or excessive delay etc.

The internal review process is the last opportunity for the Department to
assess its position before the matter is considered by the Information
Commissioner. Even in cases where the Permanent Secretary or Ministers
have been involved in the original decision the internal review process
should not be waived. It is possible that even over a comparatively short
period of time the sensitivity of the information can have diminished
sufficiently to allow the information to be released after internal review, or
that the public interest in disclosing the information has increased since
the original decision to refuse was taken.

The FOI Team coordinate the internal review process. If you receive a
request for an internal review you must refer it to the FOI Team
immediately. The target for dealing with internal reviews is 20 working
days from the date of receipt.

The internal review process

4.

The FOI administrator will send an acknowledgement to the complainant
within two days, informing them of the date when they can expect a
response.

The formality of an internal review requires a separate FOI file which you
should prepare. The reviewing officer will require sight of all previous
papers.

The reviewing officer will usually be appointed by the Deputy Director,
Edinburgh and must not have been involved in the original decision. The
reviewing officer has a non statutory period to conduct the review, draft the
internal review notice and issue a response.

The Role of the Internal Reviewer

7.

The role of the internal reviewer is threefold:

» to assess whether the Department has complied with its
responsibilities under the FOI Act, including timeliness; and the duty
to advise and assist

v to assess whether the exemption was applied properly; and

» to re-consider the public interest in disclosure and determine
whether the information should be disclosed
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The internal reviewer must set out their decision in a submission to the
Deputy Director, Edinburgh to approve the decision. A draft response
letter to the complainant should be included.

Once the decision is approved, the internal reviewer communicates the
decision to the complainant and advises the FOl administrator who
electronically records the outcome of the decision.

ANNEX B

INVESTIGATIONS BY THE INFORMATION COMMISSIONER

1.

It is open to the requestor to challenge the Department’s decision by
referring it to the Information Commissioner.

The Information Commissioner expects public authorities to act swiftly in
the event of a complaint. They will demand a copy of the request, a copy
of the decision notice, a copy of the information requested by the applicant
and the information from the internal review process.

The FOI Team are the point of contact with the Office of the Information
Commissioner providing the Information Commissioner with the case
papers and advising the Director of the Information Commissioner's
decision.
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ANNEX C

INTERACTION WITH CENTRAL CLEARANCE UNIT

1.

A central Clearing House, located within MoJ, has been established to
ensure consistency across central Government in relation to the
application of the Freedom of Information Act (and the Data Protection Act
and Environmental Information Regulations).

The Clearing House will offer advice and assistance to Whitehall
Departments in dealing with information requests which are particularly
difficult or have cross Government implications to ensure a consistent and
appropriate approach is taken.

Which information requests should be referred to the Clearing House?

3.

Cases that are within the generic list of triggers outlined in Annex C (i)
should be referred to the Clearing House. The list of triggers is not
intended to be exhaustive and will be revised as required.

Advice should also be sought from the Clearing House on how to handle
cases in the following circumstances:

« Campaigning initiatives falling short of round robins or suspected round
robin requests

o Applications from news media, MPs, organised campaigns and groups

¢ Exemptions and case law advice.

There may also be cases which need to be referred even though they are
not caught by a trigger. The important point is that officials stay alert to
any request that may have the capacity to set precedents.

Ministerial Veto

6.

If it is not already involved, the Clearing House should be referred to
where the use of a Ministerial Veto is being considered.

Round Robhin Requests

7.

If you receive a request that you suspect is a round robin or has gone to
more than one Department, you should inform the FOI Team. If it is
established that a request is a “round-robin” the Clearing House will co-
ordinate the Government's response but Departiments will be expected to
respond individually.

How to make a Referral

8.

Where requests for information raise difficulties or give rise to the
consideration of an exemption, then the FOI Team will determine whether
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a case needs to be referred to the Clearing House and will be the liaison
point between the Department and the Clearing House.

Meeting Statutory Timeframes

9. All referrals should be sent to the Clearing House by the FOI Administrator
as soon as possible and in all cases within 5 working days of receipt. The
Clearing House has a target of 10 working days in which to provide advice
on referrals. However, if it is considered that this may take longer than the
10 working day target, the Clearing House will inform the relevant referring
Department on the day it receives the referral.

10. The 20-day time limit to respond to requests is extremely demanding. This
limit can be substituted with “such time as is reasonable in the
circumstances” in some cases which require a complex balancing of a
public interest test.

11.The referring Department is responsible at all times for keeping the
applicant informed of the progress of a case. This particularly applies if
the Clearing House deems that more time than normal is required to
assess the public interest in a difficult case.

Dispute resolution

12.There is the potential for dispute between the referring Department and
the Clearing House on advice given. The Clearing House must be
informed of any disagreement immediately and it will then work together
with the Department to prepare a submission for the Departmental Minister
asking for their agreement. This will incorporate any further advice that
the Clearing House has obtained. If the Minister does not agree with the
decision of the Clearing House, the Secretary of State for Constitutional
Affairs will meet with the Minister to agree a response. Ultimately, there is
recourse to a Cabinet Committee and/or Cabinet if Departments are not
able to agree.
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ANNEX C (i)

Cases that should be referred to the MoJ FOI Policy and Strategy Unit
(Clearing House) -

¢ Any Cat 4 case where Departments cannot agree the approach

e Cases engaging $35/36 where the proposed handling differs from
working assumptions

o Non procedural [CO cases that relate to Cat 4 information

Internal Reviews where considering release of information which

was classed as Cat 4 the first time around.

Official Appointments

National Security

Royal Cases (ICO/IT only)

Honours

Special Advisers

Ministers (collective responsibility, cross-cutting scope, high political

sensitivity)

High likelihood of harmful media interest/story running at the time

Tribunal cases (excluding cases relating to information being held)

Cabinet Papers

Requests relating to No 10

® & ¢© ¢ & o

Cases that should not be referred to the MoJ FOI Policy and Strategy Unit

New or novel use of exemptions (bar National Security)
Any Cat 3 case where Departments cannot agree an approach
Non procedural ICO cases that relate to Cat 2-3 information
Royal cases (first time request/IR — refer to Cabinet Office on
Clearing House form)
o Ministers (low sensitivity, no cross cutting scope)
Procedural IT cases relating to information heing held

19




ANNEX D
STANDARD RESPONSES TO FOI REQUESTS

Acknowleddaing a request

Requests received via the website are acknowledged automatically.
Requests received by email or by post will normally be acknowledged by the
FOI Team.

Thank you for your request for information about (subject). Your (letter/femail)
was received on (date) and is being dealt with under the terms of the
Freedom of Information Act 2000. We shall deal with your request promptly
and let you have a response by (20 working days from date of receipt). If you
have any queries about your request, please contact me.

Information available under publication scheme/readily accessible

Thank you for your request for information about (subject). Your (letter/email)
was received on (date) and is being dealt with under the terms of the
Freedom of [nformation Act 2000.

Under the Act, we are not required to provide information which is already
reasonably accessible to you. The information you have asked for is available
at (provide link). | enclose a copy / you can request a paper copy by
contacting me.

If you have any queries about this letter please contact me.

Advice and assistance

I am writing regarding your request for information which | received on (date).
In that request you asked us for {outline of request).

As discussed by (telephone, email) | will be unable to proceed with your
request without clarification of the information you wish to receive. To help us
do so, | would like to know (specific question).

Please note that if | do not receive appropriate clarification of your information
requirements within three months from the date of this letter, then | will
consider your request closed.

If you wish to discuss any of the above please contact me.

2 variants — provides applicant with information requested

| am writing to confirm that the Scotland Office has now completed its search
for the information which you requested on (date).

A copy of the information is enclosed
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ii. A copy of the information is enclosed in the format you requested

If you have any queries about this letter please contact me.

3 variants: (i) Nothing found; (ii) Information not held; (iii) Has been
destroyed

| refer to your request for information about (subject) which was received on
(date) and is being dealt with under the terms of the Freedom of Information
Act 2000.

| am writing to advise you that we have searched our records and taken all
reasonable steps to locate the information asked for.

i. However, we have been unable to locate the information concerned.
ii. So far as we are able to determine, the Scotland Office does not hold the
information requested.
ii. However, the information concerned has been destroyed in line with our
established records management practice.

{Delete as appropriate)

If you are dissatisfied with the decision made in relation to your request you
may ask for an internal review. A request for an internal review should be
addressed to:

FOI Officer

1 Melville Crescent
Edinburgh

EH3 7HW

If you are not content with the outcome of the internal review, you have the
right to apply directly to the Information Commissioner for a decision. The
contact details are:

Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

If you have any queries about this ietter please contact me.

Not held by the Scotland Office, but re-apply to another public authority

Thank you for your request for information about (subject). Your (letter/email)
was received on (date) and is being dealt with under the terms of the
Freedom of Information Act 2000. Having reviewed your request we have
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identified that this could be more appropriately responded to by (name of
Public authority). If you have not already done so then you may wish to write
to (name of public authority and address)

Refusal of all information requested

| am writing to inform you that the Scotland Office has decided not to disclose
the information you requested about (subject) on (date)

The information you requested is being withheld, as it falls under exemption
(xx) of the Freedom of Information Act 2000. [ enclose an explanation behind
our decision (Annex E)

If you are dissatisfied with the decision made in relation to your request, you
may ask for an internal review. A request for an internal review should be
addressed to:

FOI Officer

1 Melville Crescent
Edinburgh

EH3 7HW

If you are not content with the outcome of the internal review, you have the
right to apply directly to the Information Commissioner for a decision. The
contact details are:

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 b5AF

If you have any queries about this letter please contact me.

2 variants — provides applicant with some information requested

Thank you for your request for information about (subject). Your (letter/emaii)
was received on (date) and has been considered under the terms of the
Freedom of Information Act 2000. | am writing to confirm that the Scotland
Office has now completed its search for the information which you requested.
| wish to advise you that some of the information requested, cannot be
disclosed for the reasons given in the annex attached to this letter (Annex E).

i. (A copy of the information which can be disclosed is enclosed)

ii. (A copy of the information which can be disclosed is enclosed in the format
you requested)
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If you are dissatisfied with the decision made in relation to your request you
may ask for an internal review. A request for an internal review should be
addressed to:

F Ol Officer

1 Melville Crescent
Edinburgh

EH3 7THW

If you are not content with the outcome of the internal review, you have the
right to apply directly to the Information Commissioner for a decision. The
contact details are:

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

If you have any queries about this letter please contact me.

Neither Confirm Nor Deny

| am writing in response to your letter of (date} requesting information
regarding (subject). '

The Scotland Office can neither confirm nor deny that it holds the information
you requested as the duty in s.1.1 of the Freedom of Information Act 2000
does not apply by virtue of s(xx) of the Act. However, this should not be taken
as conclusive evidence that the information you requested exists or does not
exist.

if you are dissatisfied with the decision made in relation to your request, you
may ask for an internal review. A request for an internal review should be
addressed to:

FOI Officer
1 Melville Crescent
Edinburgh
EH3 7HW

If you are not content with the outcome of the internal review, you have the

right to apply directly to the Information Commissioner for a decision. The
contact details are:
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Information Commissioner’'s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

If you have any queries about this letter please contact me.

NAME
SCOTLAND OFFICE
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ANNEX E

Exemption in full

Factors for disclosure Factors for witholding

Reasons why public interest favours withholding information
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ANNEX F

WHY IS THERE A DIFFERENT SCOTTISH FOI ACT?

¢ In line with the principles of devolution, the Scotland Act 1998 was
amended to make clear that the Scottish Parliament has competence to
legislate on Freedom of Information.

e The Scottish Parliament has therefore, legislative competence with regard
to public access to information held by Scottish public authorities.

e A key aspect of the devolution agreement on FOI is that any public
authority in the UK will operate only one FOI regime. Government
Departments and other reserved bodies operating in Scotland (such as the
Ministry of Defence) and cross—border public bodies will therefore be
subject to the UK regime.

e The Scottish and the UK Acts are similar in many respects as this is an
area where it makes sense to have a degree of compatibility.

¢ However, the Scottish FOI regime had its own unique genesis in political
commitments in the original Partnership Agreement for the first Coalition
Executive; went through its own separate consultative and legislative
processes; and reflects the particular circumstances and aspirations of
devolved Scotland.

DIFFERENCES BETWEEN THE UK FOI ACT AND THE SCOTTISH FOI
ACT

The two Acts are broadly similar in many respects. Some of the main
differences between the two regimes are:

¢ The scope of the two Acts. The Scottish Act applies to Scottish public
authorities which fall under the responsibility of the Scottish Parliament.
The UK Act applies to all other public authorities operating in the
United Kingdom including government departments, Cross Border
public authorities and other reserved bodies operating in Scotland.

¢ The harm tests in the Scottish Act require that disclosure would
"substantially prejudice" the interests covered by an exemption. The
UK Act stipulates only "prejudice”.

¢ The UK Act is policed by the UK Information Commissioner. The
Scottish Act is policed by the Scottish Information Commissioner (the
UK Information Commissioner also polices the Data Protection Act,
data protection legislation is not devolved).
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o Under the UK Act complainants or public authorities may on a point of
law, appeal to an Information Tribunal against a decision made by the
Information Commissioner. The Scottish Act does not have a similar
provision and appeals against a decision by the Scottish Information
Commissioner are made to the Court of Session.

e The Scottish Act provides a straightforward right of access to
information held, whereas the UK Act provides a right to be told
whether or not information is held and to be provided with that
information.

There are also other more minor differences between the two Acts some of
which are set out below:

e The Scottish Act requires public authorities claiming an exemption to
exercise the public-interest test, where applicable, within the 20
working day response period. The UK Act does not give a time limit.

o The publication scheme requirements are different in the following
ways:

— The Scottish Act requires public authorities to take into account the
public interest in information relating to:

— the provision of services, including the cost of provision and the
standards of those services;

— major decisions made by the public authority, including facts and
analyses on which the decisions are based.

~ The UK Act only requires public authorities to have regard for the
public interest in allowing public access to the information held by
the authority and in the reasons for major decisions made by the
authority.

e The UK Act allows information which is due to be published at some-
future date to be withheld until its publication (where it is reasonable to
do s0). The Scottish Act limits the withholding of information that is to
be published to a maximum of 12 weeks, unless the information relates

"to a programme of research.
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ANNEX G

HANDLING REQUESTS INVOLVING PRE-DEVOLUTION RECORDS

The Scotland Office and the Scottish Executive have reached an Agreement
on practical arrangements for the handling of FOI requests that relate to the
pre-devolution files of The Scottish Office.

In summary:

e The Scottish Executive will manage all pre-devolution records in
accordance with their standard Records Management Procedures.

e The Scottish Executive will handle all requests for information
concerning these records, consulting the Scotland Office as
appropriate.

o For records deemed to be mainly concerning devolved functions,
Scottish Executive staff will handle any requests for information in
accordance with the Scottish FOI Act.

¢ Where Scottish Executive staff consider a request to be concerning a
record mainly of a reserved nature, then they will consult the Scotland
Office. This would then be handled under the UK FOI Act.

o In the event of a dispute, it should usually be possible to resolve any
issues by discussion between Scotland Office and Scottish Executive
officials. In some instances, it may be necessary to refer the matter to
Ministers. The Agreement provides that, where it is not possible to
resolve an issue in this way, it will be referred to the Joint Ministerial
Committee (JMC) Secretariat in accordance with the Memorandum of
Understanding and JMC agreement.

PLEASE NOTE THAT A LINK TO GUIDANCE WILL BE INSERTED HERE
AT A LATER DATE
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ANNEX H

Checklist
RECEIPT OF CORRESPONDENCE
O Can Request be dealt with outside of FOI Act?. e.g. if information is

readily accessible through the publication scheme or already in public
domain then advise the correspondent accordingly

Check that request comes within scope of FO! Act.

0 Was it received in writing/email?

3 Does it contain the name and address of the applicant?

3 Does request contain sufficient details to allow identification of records
O

sought?
If request does not contain sufficient particulars, contact requester within 2
days.

Record the request (FOI Team only).

1 Enter the details on the FOI database.

0 Discuss request within the FOI Team.

[1 Issue acknowledgment letter unless acknowledged automatically

Check in detail content of request.

Is it vexatious?

ls it a repeated request?

Does it appear to be part of a campaign?

Is it from a journalist/MP/MSP/special interest group?

Does the Clearing House need to be involved?

Do Press Office need to be informed/consulted?

Does the request merit being brought to particutar attention of Ministers?

QoaQQaag

 COST?
SEARCH AND RETRIEVAL

Search for and locate records relevant to the request as early as
possible.
O Establish if there are administrative reasons for refusing the request, e.g.
if the record does not exist or cannot be found; if the request is not
sufficiently detailed to enable the records sought to be identified.
Remember that the Act obliges the Department to provide advice and
assistance to the requester
Identify and retrieve the records as soon as possible.
Keep a note of all the steps taken to locate records.
Seek confirmation of searches undertaken from relevant divisions, if
appropriate (e.g. if adequacy of search may be challenged).
Copy all records that come within the scope of the request.
Prepare a schedule of records

oo Qaoa
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EXAMINING THE RECORDS

O Check each page for exempt material.
1 Undertake informal consultations with colleagues, or other relevant
persons as appropriate.

Third Party Consultation

J Consider whether the records coming within the scope of the request,
contain third party information.

1 Undertake formal consuitations if required.

0 Ensure views of third parties are recorded.

MAKING THE DECISION

What exemptions, if any, apply?

Where required, is the prejudice test satisfied
Consider views of third party, where appropriate.
Consider what public interest factors apply.
Take the decision based on the relevant facts.
Record your deliberations as appropriate.

aooaaao

Access considerations
O Delete exempt material carefully e.g. using Post-it Correction Tape and
photocopying.

NOTIFYING THE DECISION

O If the request is granted, provide the information. Send copy of letter and
released material to the FOI Team/Scotland Office Strategy Branch
mailbox.

RECORD ACTION TAKEN (FOI TEAM ONLY)
O Close record on FOI database
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ANNEX |
THE DUTY TO NEITHER CONFIRM NOR DENY
The FOI Act provides applicants with two rights under s.1.

1. The right to be told whether the authority holds the information that
has been requested - s.1(1)(a).

2. The right to have that information communicated to them - s1.

(1)(b).

The duty under s1 (1) (a) is referred to as the duty to confirm or deny. When
responding to a request for information, it may be necessary to ‘Neither
Confirm Nor Deny’' (NCND) that the authority holds the information.

Why is NCND needed?

In some situations, simply confirming or denying whether the public authority
holds a particular category of information could itself disclose sensitive and
damaging information.

For example, if a Police Force is asked for all the information that they have
on surveillance operations in relation to particular premises. 1n the hands of
the Police Force, any information that they do have, is likely to fall within the
exemption in s. 30 (investigations and proceedings conducted by public
authorities), as it is held by that authority for the purposes of a criminal
investigation (the application of section 30 is subject to the balance of the
public interest but there is a strong public interest in maintaining the integrity
of surveillance operations) However, simply refusing to provide the requestor
with the information would not go far enough to protect the integrity of any
operations. [f the Police were to confirm or deny that they have the
information then that would, in itself, indicate whether or not the Police have
had an interest in the premises concerned. To disclose even that amount of
information could be prejudicial to any operations or investigations that are
taking place or may take place in the future.

When can NCND be used?

All exemptions bar s.21 (information accessible to the applicant by other
means) include a provision which enables a public authority, in certain
circumstances, to neither confirm nor deny whether it has the information that
has been requested.

When withholding information, it is necessary to:

i. consider if the exemption applies; and

ii. to consider whether (if the exemption applies) it is necessary for
the authority to Neither Confirm Nor Deny that it holds the
information requested.

31




NCND provisions are complex and will not be applicable in all circumstances.
When considering whether or not it is necessary to use NCND a number of
factors will need to be taken into account.

1. The wording of the exemption

The NCND provisions are different according to the type of exemption, and
the wording of the provisions for NCND must be considered carefully in
each circumstance.

Absolute exemptions (except sections 34, 41 and 44) and sections 30,
35, 37, and 39 - NCND provisions operate by reference to whether or not
the information that has been requested is itself exempt. For instance, if
person requests information that is, or would be, exempt under section
35(1) (a) because it relates to the formulation and development of
government policy, then the duty to confirm or deny is automatically
excluded (section 35(3)). Section 27 exempts information that relates to
communications with members of the Royal Family. If a request is
received for information that would fall within this category, then the duty to
confirm or deny whether that information is held is automatically excluded
(section 37(2)).

Qualified exemptions (except sections 30, 35, 37 and 39) and
sections 34, 41 and 44 - NCND provisions generally operate by reference
to the harm or prejudice that would occur if the existence of the information
was confirmed or denied. For example, if No 10 receives a request for ‘all
correspondence between the Prime Minister and the president of country
X', itis quite possible that the disclosure of some of that information would
prejudice international relations so would be exempt under section 27.
However, to confirm that No 10 does hold some correspondence between
the PM and the president of country X may be entirely uncontroversial and
so unlikely in itself to harm international relations: the duty to confirm or
deny would not be excluded. It is entirely possible, and indeed most
probable, for information to be withheld under a qualified exemption as the
public interest favours withholding, but there would be no problem with
confirming that the information is held.

In all cases when considering whether to use the NCND provisions of
exemptions care must be taken to ensure that the wording of the provision
is properly understood.
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2. The wording of the request

The wording of the request will be a useful indicator of whether it is
necessary to apply NCND. As a general rule, the broader the request, the
less likely it will be necessary to NCND. Conversely, the more specific the
request, the more likely it will be necessary to NCND.

For example, a prominent individual may be treated after a traffic accident.
The hospital receives a request for information on the freatment he
received, which is likely to be exempt under s.40 (personal information)
because its disclosure would breach the data protection principles.
However, if it is public knowledge that the individual was treated at the
hospital concerned, the hospital would be unlikely to breach the data
protection principles by confirming that it has information on the treatment
that the individual received. Consequently, the duty to confirm or deny
would not be excluded.

If a more detailed request for information relating to any heart condition the
individual suffered from or treatment they received for any heart condition,
the hospital would refuse the information under s.40 (personal
information).

NCND advises that it holds such information (if it was not otherwise in the
public domain), as to confirm or deny in this circumstance would reveal
whether the individual had a heart condition — which would in itself be a
release of personal information,
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ANNEX J

FOI REQUESTS AND ACCESS TO PAPERS OF PREVIOUS
ADMINISTRATIONS

Extract from guidance issued by ModJ in April 2010

This guidance is aimed at requests for information produced during the
lifetime of a previous government of a different political colour from the current
administration. In some cases these requests will be for factual information
that can be released with relatively little deliberation by officials and some will
be for information which officials will identify as clearly exempt under the Act
and these will accordingly be refused. For the less clear cases in between,
this guidance is aimed at preserving the convention on ministers’ access to
papers of previous administrations. In particular it covers requests for
information on:

e decision making within former administrations;

e matters particular to individual former Ministers (e.g. expenses or diaries);
and

¢ high profile issues related to previous administrations which are still of
significant interest.

1. Informing the former Minister of receipt of a relevant request

As soon as a Department receives a request that refers explicitly to a former
Minister, or clearly relates to one, the Department must inform the former
Minister in question, although without calling for any response at this stage.
The purpose of this step is to notify the former Minister that the request had
been received.

2. Informing the former Minister of a decision made without consultation

If the Department concludes, on consideration of the request in consultation
with Fol Policy and Strategy Unit, that:

¢ no exemption appears to apply, and the information should be disclosed,;
or
the information is exempt from disclosure and should be withheld,

¢ the former Minister should be notified before the requester is told. 1n the
latter case, it would also be courteous to inform him or her which
exemption applies.

¢« Where the former Minster is no longer alive, the Permanent Secretary of
the relevant department should be informed before the requester is told.

3. Consulting a former Minister on the public interest

If the Department is minded to release the information to which a qualified
exemption applies, or is uncertain as to whether or not the balance of the
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public interest favours disclosure in such a case, the former Minister should
be consulted at that point. The decision on disclosure is ultimately one for
which the public authority will be legally responsible. The purpose of
consulting the former Minister is to uncover any public interest considerations
which the Department might not yet have identified, or given appropriate
weight to.

If the information appears to officials that it might be exempt under section 36,
the MoJ FOI Policy and Strategy Unit will refer the matter to the Attorney-
General. The Attorney-General will act as the ‘qualified person’ and
determine whether or not the information falls within the terms of the
exemption. This judgment is prior to an assessment of the public interest on
whether or not information that falls within the terms of the exemption should
be released.

Where a former Minister is to be consulted, Departments should prepare a
note for the former Minister.

The note should:

¢ Help the former Minister by providing the wording of the request and
any additional information obtained;

¢ \Where appropriate, give an indication of the information held by the
authority failing within the scope of the request;

¢ State the exemptions which appear to apply (with a brief explanation);
and

o invite the Minister to suggest any considerations he or she would wish
the public authority to take into account before it reaches a decision on
the balance of the public interest

The note must not:

e state the public interest considerations that the Department has already
identified; indicate any preliminary view that the Depariment may have
formed about whether the information should be disclosed; and

o disclose, expressly or implicitly, and legal advice that the Department
has received in handling the request.

In many cases former Ministers may express an interest in knowing who the
requester is. There may be cases where to reveal the identity would be
inappropriate, for example it might breach a confidence or unfairly disclose
personal data. |If there is any doubt about the position, advice should be
sought before identifying the requester to the former Minister.

Former Ministers should be given adequate time to prepare their responses.
It is reasonable to allow former Ministers five days to examine the papers and
identify public interest considerations, aithough there will be some cases
where former Ministers can respond much quicker. Others may need longer
to examine voluminous papers, and consider complex issues. A courtesy
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phone call to the office of the former Minister to inform them that a Fol request
has been received, and that the timescales for responding to it are short
because of the 20 day deadline set out in the Act, is often helpful. Cabinet
Office should also be kept informed of contact with former ministers.

Where the Minister who would otherwise have been contacted is no longer
alive, departments should instead contact the Party Leader.

4. Making a decision after consultation

Once the ModJ FOI Policy and Strategy Unit or Department has consulted the
former Minister, and given appropriate consideration to his or her response,
the Department must then decide whether any exemptions apply — absolute
or qualified. With qualified exemptions, it must determine in all the
circumstances of the case whether the public interest in disclosure is
outweighed by the public interest in release.

Where the MoJ FOI Policy & Strategy Unit and the Department consider it
appropriate, they will ask the Attorney General to make a decision as to
whether section 36 is engaged.

In general terms, decisions relating to other exemptions should be taken by
the Permanent Secretary of the Depariment (unless the Act expressly
requires a particular person to take a decision in relation to an exempt).

The Department should inform the former Minister of its decision before it
notifies the requester. If the decision goes against the wishes of a former
Minister, the Department might give a suitable indication of why that decision
had been made. '

Where the Minister who would otherwise have been contacted is no longer
alive, departments should instead contact the Party Leader
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ANNEX K
GUIDANCE NOTE ON THE EXTENSION OF TIME

This note provides supplef‘nentary guidance on extending the time for
response when you are considering the public interest under a qualified
exemption. Public authorities must take the following factors into account:

1. The letter attached provides a basic template to follow when one or more
qualified exemptions apply to a request. It sets out the basic level of
information that needs to be given to the applicant, and will not be suitable
for alt situations. If being used, it must be sent promptly, and in any event
before the 20 working day deadline expires.

2. Relying on section 10(3) in order to extend the time for responding fully
because a decision has not yet been reached on the public interest test
should not become standard practice. Section 10(3) only allows
departments to delay responding until ‘such time as is reasonable in the
circumstances’. Whether any delay is ‘reasonable in the circumstances’ is
subject to the usual enforcement process i.e. internal review, followed by
complaint to the Information Commissioner. Where it is possible to
consider the information, make an assessment of the public interest and
respond within 20 working days, departments must do so.

3. Departments must have fully considered the information requested before
deciding that the public interest test means that the time for response has
to be extended. This initial assessment should take place promptly.
Authorities must not presume that all the information requested falls within
the terms of an exemption without considering it and must not issue
blanket extensions of time: as referred to above, decisions to use section
10(3) are subject to the enforcement procedures.

4. If there are absolute exemptions which do apply to some of the
information that has been requested, the letter extending the time for
response should also be used to refuse the information covered by the
absolute exemption, citing the exemption which applies, and stating (if not
apparent) why it applies. As absolute exemptions do not confer any
possibility of extending the time limit, it is essential that any response
relying on their use is sent promptly and no later than 20 working days
after receipt of the request.

5. If there is a possibility that you may rely on a qualified exemption in order
to neither confirm nor deny that you hold the requested information, and
you need additional time in order to consider the public interest, you
should seek legal advice to assist the drafting of this letter.
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ANNEX L.
PSEUDONYMS

The Information Commissioner (‘IC’) has issued guidance on requests made
using pseudonyms (false names). Such requests can involve names on a
spectrum from ‘Mickey Mouse’ to ‘John Smith’. The MoJ Fol Policy & Strategy
Unit agrees with the guidance, and has produced this policy note of key points
to keep in mind when handling such requests. The IC's guidance is at:
hitp://www.ico.gov.uk/upload/documents/library/freedom_of information/detail
ed_specialist_guides/name of applicant fop083 v1.pdf

1.1 1. Guiding principles

You will be best placed to judge whether it appears that the requester is
obviously using a pseudonym. You should, however, follow these
guiding principles:

o Where an applicant has used an obvious pseudonym, you should, as a
matter of good practice, at least consider the request.

¢ You can treat as invalid an FOI request where the real name of the
applicant (whether an individual or a corporate body) has not been used;

e You must consider whether a request may fail under the EIRs (which do
not have an equivalent requirement for requesters to state their name and
address);

¢ Requests involving known or obvious pseudonyms cannot be the subject
of a valid complaint to the IC under .50 of FOIA,

e Whilst it may be difficult to be certain that a pseudonym has been used,
you should avoid getting into potentially protracted correspondence about
whether it is a real name or not. Departments should not, as a matter of
course, seek proof of the applicant's identity (except where the identity of
the requester is relevant — see examples in section 3 below). The default
position should be to accept the name, unless there is good reason to
enquire further — again, see section 3 below;

¢ Either an email or postal address is acceptable as an address for
correspondence; and

N

. Releasing information or confirming none is held

o Key to handling an obviously or apparently pseudonymous request will be
whether you can disclose all the information requested or you can confirm
that no information is held. For example, where identity is not relevant to
the request (i.e. where the request is not for personal data, where there is
no question of the request being vexatious or repeated and where there is
no question of aggregating costs) and you are content to disclose all the
information requested you should do so. Likewise, you may wish to
confirm that information is not held, even though technically the request is
invalid.
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o Where you decide to release information (or confirm it is not held) to an
applicant using a pseudonym, you should inform the applicant that,
although the request is technically not valid because it has not been
submitted under their real name, you have decided to provide the
information requested (or confirm the information is not held) outside the
framework of FOIA. Where you provide information outside the framework
of FOIA, you do not need to mention the FOIA appeals process (i.e.
internal review and appeal to 1C) as it does not apply.

3. Refusing invalid requests

¢ If exemptions need to be considered, or the identity of the requester may
be relevant to the request (e.g. it is a request for the applicant's own
personal data, there is reason to believe the request is vexatious/ repeated
or to determine whether aggregation of costs may apply), the IC's
guidance explains that the requester should be advised that the request is
not technically valid and that in order to deal with it under FOIA they need
to make it using their real name.

¢ Where you decide to refuse a request on the grounds that it has been
submitted under an obvious pseudonym, you should respond to explain
why you are not dealing with the request under FOIA as you require the
real name of the requester for the Fol request to be valid. You do not need
to mention application of exemptions, public interest considerations or the
FOIA appeals process as they do not apply.

The key point to remember is that requests should not be rejected
without any consideration whatsoever.
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ANNEX M
OFFICIAL SALARIES

Public interest continues in the remuneration of civil servants and former civil
servants, especially those of a senior grade. The earnings of a named person
constitutes ‘personal data’. This policy note provides advice for requests
relating to salaries and the identification of individuals.

Information already in the public domain:

Particularly for senior officials (SCS grade) departments should, in the first
instance, check whether the information requested is already publicly
available. Departments may, for instance, publish this information in the
departmental annual report. If it is already publicly available, the department
should cite s.21 and insert a web link to the information or otherwise inform
the applicant how to view it.

Salary details:
Departments should withhold the precise salary of individual employees under
5.40 (2) of the FOIA, but otherwise release salary bands.

Salaries constitute personal data where individuals can be identified. While
there is a legitimate interest in the public knowing the salaries of individuals,
the ICO has stated that it is too great an intrusion into the private lives of
employees to disclose precise details, thereby amounting to a breach of the
first data protection principle. You may therefore wish to release only the pay
band which the individual falls within. The following ICO Decision Notice will
be of interest: Decision Notice FS50163927 at:
http://www.ico.gov.uk/upload/documents/decisionnotices/2008/fs50163927.p
df

Names and job titles:

If the requested information is not publicly available, departments should
release the job titles and names of senior officials (subject to any particular
sensitivities e.g. security concerns regarding the release of an individual's job
title and name). In such circumstances, please contact the MoJ Fol Policy
and Strategy Unit for further advice. Where names and roles are already in
the public domain, for example in the Civil Service Year Book, s.21 can he
cited, though departments should still provide advice and assistance so the
applicant can gain access to the information.

For those below the SCS, job titles may be released but names should be
withheld under s.40 (2). Please refer to the policy note on officials’ names for
further information.

1.2  Example request

A request asks for a list of names, job titles and the salaries of everyone
working within Division X.
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If information is already publicly available the request should be dealt with in
the following manner:

¢ Names and job titles of SCS officials — cite .21 provide advice and
assistance and release

However, if no information has been made publicly available the request
should be dealt with in the following manner:

o Salaries of SCS officials — release their pay range e.g. John Smith,

Director of Division X, Salary £90k — £100k
o Names and job title of non SCS officials in the Division — release job

titles, withhold names under section 40(2).
o Salaries of non SCS officials — Release their pay range e.g. Person A,
Access Manager, Salary £35k — £45k, Persons B-F Access Officer,

Salary £18k
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ANNEX N
OFFICIALS’ NAMES

Civil Servants do not have an absolute right to anonymity and while officials
retain some rights to privacy, many civil servants already have a public face
{e.g. a Permanent Secretary; an official advising a member of the public; or an
official referenced in the Civil Service Year Book). Importantly, Departments
should not assume that names of staff at SCS level are automatically
releasable, and that the names of junior staff should automatically be
withheld.

Cases should be handled individually and according to all the circumstances
of the case. However, where Depariments propose to depart from this policy
note they should consult MoJ Fol Policy & Strategy Unit beforehand.

Questions about officials’ names are likely to arise in two circumstances:

1. In requests relating to organisational charts; or

2. When releasing information that contains officials’ names used in
the course of their duties — i.e. when conveying their opinion or
advice.

The general rule is to release names of those in the Senior Civil Service. For
the names of officials below that grade, withhold, citing $.40 and 36(2) c -
‘prejudice to the effective conduct of public affairs’.

Other exemptions may apply, depending on circumstances. Where involved
in particularly sensitive work, s.38 may apply. Staff in some areas (e.g.
dealing with fraud or national security) will represent a real business need for
anonymity. Where departments propose to redact names by virtue of s.23 or
24 of the Act, the case should be referred to the Fol Policy & Strategy Unit.

Consider carefully the amount of information already in the public domain.
Information already available (e.g. via the Civil Service Yearbook, or from
participation at a conference) should in no circumstances be withheld, unless
you are citing s. 21 in which case advice and assistance should be provided
to the requester on where they can find the information. Also, consideration
should be given to the role of the individual, for example it might be more
reasonable to release their name if they work in a public facing role such as a
press officer.
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APPLYING EXEMPTIONS

Section 40: further processing to attribute names to opinions would
breach the first Data Protection Principle. It would neither be fair nor
meet a Schedule 2 condition.

Where consent is not given, the only likely schedule condition to apply would
be condition 6(1) of the DPA, which is tightly bound to the notion of fairness.

Whilst it is often reasonable — and fair — to make known the identities of senior
officials, their positions and their attendance at meetings, opinions of these
officials should not generally be attributable unless they have otherwise
already been disclosed. There may be circumstances when there is a
legitimate interest in knowing the advice of or opinion of a particular official —
for example, in the case of misfeasance. Nevertheless, civil servants are
often asked for their opinions and advice on sensitive matters of policy for
which they cannot be held accountable. The constitutional foundation of the
work conducted by officials is that in most circumstances they are not
personally responsible for projects and policies on which they advise.
Accountability for such projects and policies is (in most cases) properly at
ministerial level, and there are other mechanisms in place for holding officials
to account. In any case, attribution of opinions to individuals is highly unlikely
to add to public understanding of Government's work or the mechanics of its
reasoning.

Even where there is a legitimate interest in releasing attributed information,
however, such processing is likely to be ‘unwarranted ...by reason of
prejudice to the rights and freedoms or legitimate interests of the data
subject’. There is a reasonable and clear expectation of anonymity when
advising Ministers or debating opinions. As part of the constitutional necessity
of an independent and politically neutral Civil Service, officials are not
generally entitled either to defend their actions publicly, or to comment on the
policies that they are obliged to implement. As an example of the importance
of this point, the Civil Service Management Code
(http:/fbeta.civilservice.gov.uk/about/work/codes/csmc/CSMC-Intro.aspx) even
expressly forbids participation in surveys and states:

‘Civil servants must not take part in their official capacities in surveys or
research projects, even unattributably, if they deal with attitudes or opinions
on political matters or matters of policy.’

To release officials’ names into the public domain and therefore to expose
individuals to potential censure for their opinions would result in a degree of
criticism that they are in no position to counter without breaching the terms of
their employment,
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It is for this reason that they have a reasonable expectation of their identities
being protected: to breach this expectation is neither ‘fair’ (as noted in the first
principle), nor ‘necessary’ (as in the schedule 2 condition) for the legitimate
interest in accountability, as this is met by mechanisms elsewhere. The
Information Tribunal has found in past cases {(e.g. in McTeggart, House of
Commons vs. Baker) that the starting point in such questions over personal
data should be an assumption of privacy with the onus being to prove the
overriding public interest in order to warrant disclosure. The ICO also agreed
this was a relevant consideration in his recent decision relating to the
conscious sedation of dental patients:

(http:/fiwww.ico.gov.uk/upload/documents/decisionnotices/2008/fs 50119242,
pdf).

SECTION 36

Section 36(2) c — possible prejudices:

Release of personal data of this sort is likely to lead to an inappropriate
increase of e-mail and phone traffic to staff who are not public-facing. This
circumvents the normal contact routes for public enquiries and is likely to
detract from the normal duties of staff who are employed in internal roles.
Those who are employed to deal with the public are in any case best placed
to handle these calls.

Particularly when staff works in areas of controversy, release of such details
can potentially expose them to inappropriate lobbying and pressure from
outside.

Disclosure could undermine the doctrine of Ministerial accountability.
Constitutional responsibility for Government policy and action rests with
Ministers rather than officials. While it is well known that officials provide
advice to Ministers, they are not accountable for the final Ministerial decisions,
whether on policy or operational matters.

Disclosure could prejudice the provision of free, frank and neutral advice. This
is particularly relevant where the work involved is of particular sensitivity or
the official is at a junior grade and is not otherwise publicly identified with the
policy area or issue. They would not expect their names to go into the public
domain. The ICO generally does not agree with this line of argument, citing
responsibilities under the Civil Service Code. However, we still believe that
for junior officials it is a valid argument to make.
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ANNEX O
TRAVEL COSTS

This policy note covers Freedom of Information requests for travel costs for
both Ministers and Civil Servants.

There is a high public interest in understanding public expenditure, including
how much travel is undertaken on departmental business and its cost.
Additionally, there is minimal prejudice in releasing this type of information.

It is quite possible that departments will have answered PQ's about the total
cost of their travel. Therefore, if appropriate, departments should cite s.21
{(information accessible by other means) and refer the requestor to the PQ
answer.

If a PQ answer does not cover the requested information, departments should
consider the Cost Limit (s.12). Whether or not the cost limit is engaged will
probably depend upon the level of detail requested. For example, a request
asking for a total amount paid by department (x) for air fravel in financial year
(y), wili more likely be answerable within the cost limit than if the applicant had
additionally requested; a breakdown of those total amounts, indicating how
much was spent on (a) first class flights, (b) business class flights and (c} any
other class.

Other cost considerations will include the time period for which the applicant
has requested information. For example, a request for several years of
information will be more expensive to answer than for just one year.

Where departments do hold the information and can locate and extract it
within the cost limit they should answer factually, though withholding names of
staff below SCS level citing s.40/s.36 (see policy note on Official Names).

Departments should consider whether the following statement would be
relevant to include in their replies: “Since 1999, the Government has
published a list of all Cabinet Ministers’ travel overseas costing more than
£500 together with the total cost of all Ministers’ visits overseas. The list for
2007/08 included, for the first time, travel overseas by all Ministers costing
over £600.
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ANNEX P
MINISTERIAL DIARIES/WHO THEY MET WITH

Information relating to what Ministers are doing and whom they are meeting is
an area in which there is always an interest. This policy note covers details of
the lists of Ministers engagements and some of the subject matters that can
be found in them. This note does not cover any agendas, minutes or meeting
summaries produced following such an engagement listed in the diary.

Cases should be handled individually and according to all the circumstances
of the case. However, the broad principles of how departments should
respond are set out below.

The Cabinet Office Freedom of Information Team holds the policy lead in this
area. |f departments propose o depart from the policy set out below, they
should consult the team on: foiteam@cabinet-office.x.gsi.gov.uk. Please
remember to complete a referral form, copying in Mad if it is at the IC or
Information Tribunal stage.

2, The Broad Principles

Diary information would generally be released in the following circumstances:

o Engagements already in the public domain including speeches,
Parliamentary commitments, visits, etc;

¢ Dates of Cabinet Meetings;

e Meetings of Cabinet Committees (e.g. a specific number of Cabinet
Committees were attended. Though they would not be named);

o Reguiar meetings in the course of business with representative bodies,
trade organisations etc. (For example: Law Society, NFU, CBI etc.). This
would also include office holders in representative capacity. Individual
meetings in this category might need to be withheld if there is a particular
public interest in doing so, e.g. where commercial interests or sensitive
negotiations are involved; and

¢ Meetings with representatives of overseas governments and international
organisations and courtesy calls. Individual meetings in this category
might need to be withheld if there is a particular public interest in do so,
e.g. where issues of national security or international relations are
involved.

Diary Information that generally shouid not be disclosed:

o Internal or inter-departmental meetings with other Ministers and/or
officials; and

¢ Future engagements (except where they have been formally advertised or
announced e.g. speaking engagements etc.).

Diary Information to be considered on a case-by-case basis:
¢ Meetings with individual companies or individuals. A number of
exemptions may be applicabie depending on the context of the meeting,
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for example, .36 (Prejudice to effective conduct of public affairs) or .43
(Commercial Interests)

Information ‘not held’ for the purposes of the FOIA:

e Political meetings. Where a meeting might be considered political, the test
will be whether a Minister attended in an official or party capacity;

¢ Constituency meetings; and

¢ Personal meetings.

Likely Exemptions
It is possible that a number of exemptions may apply. However, the most
common ones will likely be:

¢ Section 35(1)(@) - with regards to diary entry that suggests
new/developing policies being discussed; and

o Section 36(2) (b) / (c) — with regards to diary information not covered
above for the reasons given in the public interest arguments articulated
below.

Release:

=  There is a public interest in the release of information where this leads to a
better understanding of how Government formuiates policy. This can help
to inform public debate and to increase public confidence that decisions
are properly made.

Withhold
There is a public interest in:

= Ministers being free to consult anyone they choose on any particular issue.
This relies on them being able to do so in private. Ministers’ freedom to
consult whomever they choose will be inhibited if there is always a risk that
the names of those they consult will be disclosed.

» Ensuring that Ministers’ time is used effectively and efficiently, especially
as their work is subject of detailed public scrutiny.

= Preserving thinking space around Ministers when details of meetings
would reveal the subject matter under consideration. Unless meetings take
place in private and away from public scrutiny, premature disclosure will
remove the space which allows Ministers to consider the most important
and sensitive policy issues without inhibition.

= Preventing disclosure of officials’ names, particularly where this reveals (or
appears to reveal) access to Ministers, and so will lead to an individual
being lobbied, or where it causes an official to become identified with a
particular policy area, so undermining the neutrality of the civil service.

47




ANNEX Q

SECTION 36 — AUTHORISING A ‘QUALIFIED PERSON’

Section 36 relates to information that if disclosed would adversely affect the
delivery of effective central government and other public services. Section 36
exempts information whose disclosure would be likely to:

« prejudice collective Cabinet responsibility;

« inhibit the free and frank provision of advice and exchange of views for
the purposes of deliberation; and

» prejudice the effective conduct of public affairs.

Section 36 requires a determination by a 'qualified person' that disclosure of
the requested information would have one of the specified prejudicial effects.
This note details the ‘qualified persons’ for specific public authorities, and
outlines the process of authorising a new ‘qualified person(s}’.

Section 36(5) (a) to (n) of the Freedom of Information Act 2000 sets out the
qualified person for the following public authorities:

Section Public authority Qualified person
36(5)
(a) Government  department  in | Any Minister of the Crown
charge of a Minister of the Crown
(b) Northern Ireland department The Northern Ireland Minister in
charge of a department
(c) Any other government | Commissioners or other person
department in charge of a department
(d) The House of Commons The Speaker of the House
(e) The House of Lords The Clerk of the Parliaments
(f) The Northern Ireland Assembly The Presiding Officer
(@) The Weish Assembly | Welsh Ministers or the Counsel
Government General to the Welsh Assembly
Government
(ga) | the National Assembly for Wales | the Presiding Officer of the
National Assembly for Wales
(gb) | any Welsh public authority (other | (i) the public authority, or

than one referred to in section
83(1)(b)(i)! (subsidiary of the
Assembly  Commission), the
Auditor General for Wales or the
Public Services Ombudsman for

(i)  any officer or employee of
the authority authorised by the
Welsh Ministers or the Counsel
General to the Welsh Assembly

! Section 83 defines “Welsh public authority”
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Wales) Government
(gc) |information held by a Welsh | (i) the public authority, or
public authority referred to in @) an .
. . y officer or empioyee of
section 83(1)(b)() an authority authorised by the
Presiding Officer of the National
Assembly for Wales
(i) The National Audit Office The Compftroller and Auditor
General
) The Northern Ireland Audit Office | The Comptroller and Auditor
General for Northern Ireland
(k) Auditor General for Wales Auditor General for Wales
(ka) | Public Services Ombudsman for | The Public Services
Wales Ombudsman for Wales
) Any Northern  Ireland public | (i} the public authority
ﬁg}gﬁg%ﬁc’;ge{;f}ﬁn the Northern (ii) any officer of empioyee of 'Fhe
authority authorised by the First
Minister and deputy First
Minister in Northern lIreland
acting jointly.
(also see guidance under
$36(5)(0)(ii) & (iii))
(m}) The Greater London Authority The Mayor of London

(n)

Functional bodies within the
meaning of the Greater London
Authority Act 1989

The Chairman of a functional
body

You will note that the “qualified person” is the most senior individual in charge
of the authority (for example, Minister of the Crown, Mayor of London etc).
The qualified persons for pure departmental agencies will be the same
qualified person as the agency's parent department (under whose legal
umbrella that agency falls).

However, there are a number of public authorities which Departments sponsor
or which fall within their policy responsibility, but are legally distinct and are
regarded as being at arms length from the main Department. Section 36(5)
(o) provides three possibilities for who may act as the “qualified person”® for
other public authorities who doe not fall within section 36(5)(a) - (n). These

are.
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Section 36(5)(o)(i) provides for “a Minister of the Crown® to act as the

qualified person. This may be agreed between the public authority and the
sponsoring department. As NDPBs are set up to be at arms-length from
departments, we would discourage them from using Ministers as their
qualified person, Furthermore, the 'gualified person’ in a public authority
needs to be sufficiently close to the information in question, in order to take
the decision on whether section 36 is engaged. The time it may take to obtain
a decision from the Minister of the sponsoring department, should also be
taken into account as requests have to be responded fo within 20 days.

Section 36(5) (o) (ii) provides for a “public authority” to be authorised by a
Minister as the qualified person. This provision is primarily aimed at
circumstances where the public authority is an office, for example, the
Information Commissioner. In such instances, only the office-hoider (as public
authority) should be authorised under section 36(5)(0)(ii) - not others working
to the office holder in his or her organisation. The “public authority” authorised
should be the person in charge of the public authority.

s36(5)(0)(ii) might also be used to authorise a public autherity's primary
decision-making body as the authority's qualified person, as has been noted
by the Information Tribunal (Guardian & Brooke v IC & BBC
(EA/2006/0011&13), paragraph 26,
http:/iwww.informationtribunal.gov.uk/DBFiles/Decision/i8 1/Guardian%20Broo

ke.pdf

Where the public authority is not an office, MoJ agrees that, once authorised
by a Minister, the authority’s primary decision-making body should act as the
qualified person under s36 (5) (o) (ii). For example, the authorised public
authority's full board (as opposed to committees of that board, or individual
Directors/senior staff). The speed/frequency with which the decision making
body as a whole would be able to take a decision should be taken into
consideration here - bearing in mind that requests have {o be responded to
within 20 days. That said, the body would not necessarily have to meet to a
take a decision in person - it could be taken by email.

Section 36(5) (o) (iii) provides for a Minister to authorise "any officer or
employee of the public authorify” as the section 36 qualified person. As
previously mentioned, the “officer or employee" should be the person or
persons in charge of that public authority. For NDPBs this would normally
mean its Chair or Chief Executive.

Process for authorising a section 36 qualified person unhder s.36 {5) (o)

(ii) & (iii)

2 Note that “Minister of the Crown” is defined in section 84, as meaning having the same
meaning as in the Ministers of the Crown Act 1975, namely “the holder of an office in Her
Majesty’'s Government in the United Kingdom, and includes the Treasury, the Board of Trade
and the Defence Council” (s8 1975 Act). It does not therefore include, ministers in devolved
government in Scotland, Wales and Northern Irefand.
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A submission to a Minister of the Crown®, with a letter attached for sign-off, is
the usual mechanism for authorising the qualified person. Please note that in
any authorisation, fo avoid continuity difficulties, qualified persons should not
be referred to by name but by job or office title (egg. Chief Executive,
Chairman, Chief Constable etc). It should also be made clear to public
authorities in any authorisation that the qualified person may not delegate the
power to apply the exemption under section 36.

Section 36(6) FOIA makes further provision on authorisations made under
s35 (o).

Departments and public authorities are advised to retain a copy of Ministerial
letter approving the qualified person.

® See Footnote 3.
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ANNEXR
ATTACKS ON DEPARTMENTS’ IT SYSTEMS

There have been a number of instances of alleged ‘IT attacks’ targeting not
only public authorities but critical national infrastructure e.g. banking systems.
This remains a sensitive issue.

If departments receive any requests asking for details of any attacks on their
IT systems, they should observe the following policy:

Departments should neither confirm nor deny (NCND) whether they hold the
information using the exemptions at $.23 (information supplied by, or relating
to, bodies dealing with security matters), s.24 (national security) and s.31 (law
enforcement).

[t would not be in the interest of the UK’s national security, for departments to
confirm whether they hold information about attacks against their IT systems.
This would enable individuals to deduce how successful the Government is in
detecting these attacks. Confirming when information is held or not held,
would assist someone in testing the effectiveness of the UK's defences
against such attacks. The public interest arguments for NCND under s.31(3)
are similar to those used for 5.24(2) i.e. a criminal could deduce if their attacks
had been detected or not. For example, if a department responded ‘no
information held’ a criminal might carry on hacking knowing they had not been
detected. Alternatively, if a department responded that information is held,
though exempt, a criminal may believe they have been detected and stop,
which could damage any attempt to identify them via law enforcement
agencies.

If any of the requested information has previously been released, for example
in reply to a PQ, departments should cite s.21 (information accessible to the
applicant by other means) and then neither confirm nor deny whether any
further information is held using s.23(5), s.24(2) and s.31(3).
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ANNEX S
HELD & RAW DATA

This advice aims to deal with the general issues of requests relating to raw
data on databases and the searches a department must undertake to confirm
whether information is held.

Requests should be dealt with on a case-by-case basis and if the advice
below either does not fit with the request, or a department thinks that its
response should differ from the policy set out here, it should contact the MoJ
Fol Policy & Strategy Unit.

Raw Data & Held:

Tribunals have concluded that information that can be produced using existing
information is “held” for the purposes of FOIA (Home Office v Information
Commissioner (Leapman: EA/2008/0027) and Johnson v Information
Commissioner & MOJ EA/2006/0085). Additionally, the House of Lords
stated that the questions of held should be “construed in as liberal a manner
as possible” (Common Services Agency v Scottish Information Commissioner
[2008] UKHL 47).

In Johnson, the Tribunal found that the skill and judgement that must be
applied to raw data, may well have a bearing on whether the information is
held or whether it is more properly construed as being new information.
However, in the Leapman case it gave no weight to these factors, adding that
there was no reason why the Act — which already required considerable work
by public authorities — should not also require a degree of skill and judgement
to be exercised.

We now accept that in most circumstances information that can be generated
from raw data, will be held for the purposes of Fol. There may, however, be a
few exceptional circumstances where information is not held. These cases
would involve the application of specialist knowledge to the raw data (see, for
example, the scenario outlined in Johnson at para 46), and departments
should refer the case to the MoJ Fol Policy and Strategy Unit.

In reaching a decision over whether the information is held or not,
consideration should be given to the cost limit. In cases where work is
required to manipulate the raw data and is undertaken by departmental staff,
the cost estimate should be used in the normal way. However, if an external
contractor would be needed to undertake the work, the department should
request a quote. If the quote exceeds the appropriate limit departments can
apply 8.12 as normal.

The guiding principle has to be that if the information in question can be
produced relatively easily, the authority should look at releasing the
information, having taken into account the cost limit and any specific
exemptions e.g. data relating to commercial interests may atfract the use of
5.43.
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Searching for information:

Should a department claim that no information is held (e.g. it does not have a
copy of a particular report that has been requested), it will need to be able to
demonstrate that fact.

The Tribunal continues to use and ModJ agrees with the test set out in Bromley
v ICO and Environment Agency (EA/2006/0072).

Essentially, a department needs to be able to show on the balance of
probabilities that it does not hold the information. In coming to its decision,
the IT will consider:

the quality of the initial analysis of the request;

the scope of the search carried out;

the rigor and efficiency of the search; and

If any material is found that points to the existence of the requested
information.

It is in a department’s interest to keep an audit trail that no information is held,
but also that the search was as robust as possible as this will help in any
possible future litigation.

If departments are of the view that the information probably is held but cannot

locate it, they may wish to consider the application of s12 FOIA (see Quinn v
Information Commissioner and Home Office EA/2006/0010).
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Given the very wide scope of possible requests relating to data/IT losses, this
policy note is unlikely to cover all situations. For situations that are not
covered by this note, the case should be referred to MoJd Fol Policy and
Strategy Unit due to high/harmful media interest.

Departments will be aware of the sensitivity relating to data losses. Following
high profile data losses in 2007, the Government undertook a comprehensive
review of its data handling procedures (DHP) and published a report on 25
June 2008 which set mandatory minimum standards to protect information for
departments across central Government. The details can be found at the
following address:

hitp://www.cabinetoffice.gov.uk/media/65948/dhr080625.pdf

In compliance with the DHP, departments are required to publish an
information charter setting out how they handle information and how members
of the public can address any concerns that they have.

Departments are also required to set out in their departmental annual report —

e summary material on information risk, covering the overall judgement in
the Statement on Internal Control;

* numbers of information risk incidents sufficiently significant for the
Information Commissioner to be informed;

¢ the numbers of people potentially affected; and

¢ actions taken to contain the breach and prevent recurrence.

For requested information that will appear in departments’ annual reports,
8.22 should be cited.

The public interest balance in the context of .22 focuses principally on the
guestion of timing. The crucial test is whether it is reasonable to withhold the
information until the intended date of future publication, whether or not that
date is specified. The key issue is not whether to disclose, as that is a
foregone conclusion, but when and how. The Act therefore allows the public
authority a measure of handling latitude, but that latitude is subject to
limitations of reasonableness.

The public interest in permitting public authorities to publish information in a
manner and form and at a time of their own choosing is important. It is a part
of the effective conduct of public affairs, that the general publication of
information is a conveniently planned and managed activity within the
reasonable control of public authorities. Where they have taken the decision
to publish, public authorities do have a reasonable entitlement to make their
own arrangements fo do so.

Where information has been requested but police investigations into the

breach are ongoing, it is likely that releasing information might prejudice the
investigation. Section 31 will therefore be engaged. There is a clear public
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interest in withholding any information which if released, could undermine a
criminal investigation.

Finally, if any requested information has been released into the public domain

e.g. a public statement or in answer to a PQ, s.21 should be cited and advice
and assistance provided to enable the applicant to access the information.
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