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How  passwords
are discovered...

Interception
PasswordsMcanMbeMinterceptedMasM
theyMareMtransmittedMoverMaM
network2M

Shoulder
Surfing
ObservingMsomeone
typingMinMtheirMpassword2

AttackersMuseMaMvarietyMofMpasswordMdiscoveryMtechniques©MincludingM
theMuseMofMpowerfulMtoolsMthatMareMMfreelyMavailableMonMtheMInternet2M

1234abcd
ManualMGuessing
AttackersMuseMpersonalMinformationM
TcribsTMEsuchMasMname©MdateMofMbirth©M
etc2KMtoMguessMcommonMpasswords2M

BruteMForce
AutomatedMguessingMofMbillionsM
ofMpasswordsMuntilMtheMcorrectM
oneMisMfound2

*******

StealingMPasswords
AttackersMcanMstealMpasswordsMthatM
haveMbeenMstoredMinsecurely2MThisMcanM
includeMhandwrittenMpasswordsM
hiddenMcloseMtoMaMdevice2

SocialMEngineering
AttackersMcanMuseMsocialMengineeringM
skillsMtoMcoerceMusersMintoMrevealingM
theirMpasswords2

*******

KeyMLogging
AnMinstalledMkeyloggerM
interceptsMpasswordsMwhenM
theyMareMtypedMintoMaMdevice2

Searching
SearchingMITMinfrastructureMforM
electronicallyMstoredMpasswordM
information2

...and how to improve
 your system security.
TheMfollowingMadviceMwillMreduceMtheMworkloadMonMyourMusers©MM
makingMyourMsystemMmoreMsecureMasMaMresult2M
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appropriateMpasswords
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DONOTNSTOREPASSWORDSINNPLAINNTEXTFORMATB

CESG

HelpMusersMcopeMwith
TpasswordMoverloadT
OnlyMuseMpasswordsMwhereMtheyMareM
reallyMneeded2
M

UseMtechnicalMsolutionsMtoMreduceMtheM
burdenMonMusers2
M

AllowMusersMtoMsecurelyMrecordMandM
storeMtheirMpasswords2
M

OnlyMaskMusersMtoMchangeMtheirM
passwordsMonMindicationMorMsuspicionM
ofMcompromise2
M

AllowMusersMtoMresetMpasswordsMeasily©M
quicklyMandMcheaply2

PutMtechnicalMdefencesMinMplaceMsoM
thatMsimplerMpasswordsMcanMbeMused2
M

SteerMusersMawayMfromMchoosingM
predictableMpasswords©MandMprohibitM
theMmostMcommonMones2
M

EncourageMusersMtoMneverMreCuseM
passwordsMbetweenMworkMandMhome2
M

TrainMstaffMtoMhelpMthemMavoidMcreatingM
passwordsMthatMareMeasyMtoMguess2
M

BeMawareMofMtheMlimitationsMofM
passwordMstrengthMmeters2
M
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