SAMPLE TEMPLATE


SUPPLIER ASSURANCE FRAMEWORK

LETTER TO SUPPLIER -  INVITE TO COMPLETE THE STATEMENT OF ASSURANCE

Dear

STATEMENT OF ASSURANCE
As part of [insert name of Dept] Information Assurance programme we are undertaking a planned schedule of security assessments of our Suppliers. This will enable [insert name of Depart] to have greater confidence that its information is being appropriately protected,  in order for appropriate action to be taken where any areas of concern emerge.

We require our suppliers to complete the Statement of Assurance questionnaire to assess maturity of policies, systems and controls when handling our data. The questionnaire is available on a spreadsheet. The question set was developed by the Cabinet Office in partnership with central government departments and an industry group to provide an agreed question set that can be used across the government supply chain.
The Statement of Assurance questions cover the HMG Security Policy Framework  ISO27001 and Cyber Essentials.
Participation will allow your organisation to self-assess how securely it handles information on behalf of [insert name of Dept.] Your results will help identify any gaps/weaknesses which you need to address.   We hope that completion of the questionnaire will prove useful to you.

A number of other Government departments are using The Statement of Assurance and therefore you may receive an invitation to complete the questionnaire from another organisation.  If you have received an invitation to complete the same exercise for another government department please let us know and wherever possible we will use a single return to satisfy all requests.
You should complete the self-assessment questionnaire by [insert Date]
Return your questionnaire To:[insert details address etc]
OPTIONAL paragraphs – Please tailor to suit your own organisation

Once you have completed the self-assessment you will be provided with a report containing an analysis of your responses which is designed to assess your organisation’s compliance with the HMG Security Policy Framework and ISO 27001.

You may be selected for audit by [insert name of Dept] to verify your responses and provide us with assurance of your safe management of our information.

If you have any issues completing the Statement of Assurance self-assessment please contact [insert name & t telephone]
Thank you in advance for your co-operation and support.

If you contact us, please quote our reference number and provide a daytime phone number.

Yours sincerely
  
INFORMATION FOR SUPPLIERS
Part of our responsibilities under HMG Security Policy Framework, includes a requirement for Government Departments to report on the management of information risk in our Departmental Resource Accounts, and also to the Cabinet Office.  As part of these processes we are conducting an assurance exercise against our Suppliers.  The collated responses will contribute to [insert the Departs] overall information risk assessment.
[insert name of Dept] takes very seriously its obligations to handle information (especially personal information); and this extends to our delivery partners and suppliers.  I would therefore be grateful for your cooperation in this matter. The [insert name of Dept ] has selected a representative range of its Suppliers for inclusion in our assessment. The responses you provide will not be regarded as commercial in confidence, submitted for the sole purpose of the [insert name of Dept] assessment and not to be used for any other purpose, nor will they be shared further without the express permission of both parties.
Your responses will be integrated into the [insert name of Dept] own assessment and that in turn will inform the [insert name of Dept] report to the Cabinet Office.

This process will not be used as a method of judging a supplier's capability to deliver a new product or service; nor is it intended to identify gaps in existing contractual arrangements, or to use any potential vulnerability that may emerge as a basis for contractual renegotiations - it is to assess how information risk is managed. Please respond by completing the Statement of Assurance questionnaire in the excel worksheet that accompanies this note.

Completed compliance questionnaires will be required by [insert date]. Please, therefore, ensure that you have returned your completed information to [insert details ] by this date.

Once we have analysed the results we may contact you again, if any further clarification is needed.
Responsible for Information for SMEs – Free Training
Responsible for Information' is a free e-learning course aimed at staff in micro, small and medium-sized enterprises (SMEs). It helps employees and business owners to understand information security and associated risks, and it provides good practice examples and an introduction to

protection against fraud and cyber-crime.

Further in formation on how to access the e-learning package is available from the National Archives website: http://www.nationalarchives.gov.uk/sme/
