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1. Introduction

CropForge (http://cropforge.org) is a web-based collaborative software
development platform based on the GForge system (http://gforge.org).
CropForge hosts software development projects that provide functionalities
similar to SourceForge (http://sourceforge.net). This manual addresses the
initial setup and procedures that are required for contributing source code to
a project’s source code repository.

Most projects on CropForge are open and the functionalities are also available
to non-registered users. If you only want to view the communication that is
going on in a project (mailing list, discussion forum, tracker) or if you want to
download released software or inspect the source code, you do not have to
register on CropForge or become a team member in one of the projects.

If you want to contribute to the communication in a project (mailing list,
discussion forum, tracker), you should get an account on CropForge, and,
depending on the type of contributions, you may also want to become a team
member of the project.

You only need to install CVS/SVN and SSH client software and use

authentication keys if you are a developer in a project and need to contribute
source code to a project’s source code repository.

Source Code on CropForge 3
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2. Creating an account on CropForge

Users can create their own account on CropForge by following the link New
Account in the upper-right corner of the CropForge home page.

) CropForge: Welcome - Mozilla Firefox =13 x|

File Edit View Go Bookmarks Yahoo! Tools Help

Software/Group = _ Login

New Account

Welcome to CropForge
CropForge is now hosted on a new

CropForge is a collaborative software development site, providing tools hardware server. Please email the
and a centralized workspace for developers to control and manage CropForge Administrator if you find any
software development. problem.

This site is being maintained by the Crop Research Informatics Laboratory

(CRIL) of IRRL. -
Hosted Projects: 81 F

Related Link: cropwiki.irri.org Registered Users: 119

Know more about CropForge...

(200) ICIS Communication

e r—— L R

(159) IRRISTAT REML Analysis
(85) GCP DIVA-GIS

(57) ICIS Java Interface

(51) GCP R WS

(40} CropForge Information
(31) GCP R Editor

. . . (29) LIMS Medal
Third Party Plug-ins Available (25) Third Party Plugins

Guy Davenport - 2006-07-13 22;46 - Third Party Plugins [ More ]
Third Party software repackaged as eclipse plug-ins are now available at
https://cropforge.org/frs/?group_id=72. To use these plug-ins in your _
eclipse application simply download and copy to your plug-ins directory in | |1 - (4.1250) Jon Mendoza

your eclipse target. If you are not using a separate target directory 2 - (3.1454) Michael Jonathan
perhaps you should be. Please look at the following link for details Mendoza =

GCP Templates Data Editor Prototype Available
Guy Davenport - 2006-08-08 07:29 - GCP Templates
A prototype for the GCP Templates Data Editor is now available from the
templates project
(0 Comment) [Read More/Comment]

The account creation page has mandatory fields to be filled in, that is, Login
Name, Password, First Name, Last Name, and email address. The Login
Name must be a single word in lowercase letters.

-J CropForge: User Account Registration - Mozilla Firefox - Ellzl

Eile Edit View Go Bookmarks Yahoo! Tools Help

Software/Group = _ Login

New Account

Login Name (do not use uppercase letters):™
Password (min. 6 chars):™

Password (repeat):™

Title: —

First Name:™

Last Name:™

Language Choice:

IEninsh 'l

Timezone:

[amT |

Theme
IDef‘auItTheme j
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Select your appropriate time zone and country. It is recommended that you
use the default language choice (English) and theme. The system has not been
tested with other languages and themes and may not behave as intended if
other options are selected. You must enter a working email address since it
will be authenticated as part of the account creation process.

) CropForge: User Account Registration - Mozilla Firefox - Ellil

Eile Edit View Go Bookmarks Yahoo! Tools Help

Theme
IDefauItTheme j

Country:
JUNITED STATES =l

@Email Address:*
This email address will be verified before account activation. You will receive a mail forward account at
<loginname@users. cropforge.org> that will forward to this address.

Address:

Address:

Phone:

FAX:

e ——

' Receive Email about Site Updates (Very low traffic and includes security notices. Highly Recommended. )
[T Receive additional community mailings. {Low traffic.)
Fields marked with * are mandatory.

Register I

[Resend confirmation email to a pending account]

You may leave the non-mandatory fields empty since their content will not be
used by the system. After completing the form, click on the Register button.

A confirmation email will be sent to your email account. This email will
contain a link to a page that will ask for your user name and password,
thereby completing your registration on CropForge.

¥ CropForge: Verify - Mozilla Firefox alﬂlﬂ

File Edit Wew Go Bookmarks Yahoo! Tools Help

Software/Group * _ Login

MNew Account

In order to complete your registration, login now. Your account will then be activated for normal logins.

Login name:

Password:

Login |
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You are now logged into the system. You can follow the link Account
Maintenance to change the information that you have supplied during the
account creation, for example, password, email address.

¥ CropForge: Welcome to CropForge - Mozilla Firefox - Dlﬂ

File Edit Mew Go Bookmarks Yahoo! Tools Help

Software/Group _ Logout

My Account

My Personal Page | Diary & Notes | Account Maintenance | Register Project

You are now a registered user on CropForge, the online development environment for Open Source projects.
As a registered user, you can participate fully in the activities on the site. You may now post messages to
the project message forums, post bugs for software in CropForge, sign on as a project developer, or even
start your own project.

Enjoy the site, and please provide us with feedback on ways that we can improve CropForge.

--the CropForge staff.

International Rice Research Institute

Select the tab Project Tree in order to get to a register of the projects hosted on
CropForge. Projects are grouped into categories, with the major categories
being the Generation Challenge Programme (GCP) and the International Crop
Information System (ICIS).

The project CropForge contains training materials on using the CropForge
system, including this manual.

) CropForge: Software Map - Mozilla Firefox o ] [

File Edit View Go Bookmarks Yahoo! Tools Help

Software/Group = _ Logout

My Account

Project Tree

@ Category Browse By:
3 Bioinformatics (4 projects) @ Category
3 CropForge (1 projects) 3 Development Status
3 Data Management (8 projects) 3 Environment
3 GCP - Generation Challenge Program (22 projects) 3 License
3 Germinate (3 projects) 3 Operating System
3 ICIS - International Crop Information System (12 projects) 3 Programming Language

3 Statistics (6 projects)

0 projects in result set.

International Rice Research Institute

Use the Logout and Login links in the upper-right corner when you want to
leave or enter the system as a registered user.
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3. Becoming a team member of a project on CropForge

If you want to become a team member in an existing project on CropForge,
you need to contact the project administrator and request to join.

) CropForge: GCP Middleware: Project Info - Mozilla Firefox - o) x|

fie Edt Vew Go Bookmarks Yshoo! Tools Help

Advanced Logout
Search the entire project _ search My

Account

GCP Middleware
Summary ‘Forums ‘Tracker ~ Lists | Tasks | Docs | Surveys < News | scm | Files

The Generation Challenge Program Middleware Project

Project Admins:
B Jayashree

* Category: GCP - Generation Challenge Program Guy Davenport
* Development Status: 2 - Alpha Manuel Ruiz
& Operating System: 0S Independent Reinhard Simon
* Programming Language: Java Richard Bruskiewich
Developers:
Registered: 2005-05-19 16:38 Alex Cosico
Activity Percentile: 0% Alexis Dereeper
View project activity statistics. Andrew Farmer | |
View list of RSS feeds available for this project Edwin Rojas
Genevieve Mae
Aguino

Isaiah Mukema

Jon Mendoza

Jonell Enrique

Kevin Manansala
Kyle Braak

Ma. Christina Salaya
Martin Senger
Masaru Takeya
Michael Echavez
Mylah Rystie Anacleto
Sebastian Ritter
Sergio Gregorio

Teri Ulat

Thomas Metz

Tom Hazekamp

[View Members]

[Request to join]

-

Above is a screen shot of the home page of the GCP Middleware project. In
the right-hand column, you can see a list with the project administrator(s) and
the project team member(s). There is also a link Request to join, which will
take you to a page with a request form to be filled out and submitted. The
project administrator(s) will receive an email with your request. It is up to the
project administrator to accept or deny your request.

¥ CropForge: GCP Middleware: Request to join project - Mozilla Firefox B[] 5||
Fle Edt Vew Go Gookmarks Yshoo! Tools Help

Search the entire project = _ Advanced search Logout

My Account

GCP Middleware

Summary ‘Forums Tracker ' Lists | Tasks | Docs Surveys | News | scMm | Files

You can request to join a project by clicking the submit button. An administrator will be emailed to approve or deny
your request.

If you want, you can send a comment to the administrator:

Submit
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Depending on your activities in the project, the project administrator will give
you a set of permissions (or roles). The default roles are Administrator, Senior
Developer, Junior Developer, Documentation Writer, Support Technician, and
Project User. To submit source code to a project’s source code repository, you
must be a developer or an administrator in that project.

4. Creating a new project on CropForge

New project registration is not an automatic process. Approval from the
CropForge site administrators is needed. CropForge is not a general hosting
facility, but has been established to host projects that are part of the
Generation Challenge Programme (GCP-http://generationcp.org), the
International Crop Information System (ICIS-http://www.icis.cgiar.org), the
CGIAR (http:/ /www.cgiar.org ), or otherwise related to crop research.

If you would like to establish a new project, you are recommended to get in
touch with one of the site administrators (Guy Davenport, CIMMYT; Richard
Bruskiewich, IRRI; Reinhard Simon, CIP; Thomas Metz, IRRI) to discuss your
needs.

Instead of creating a new project, you may want to join an existing project and
upload your source code as a new module in that project. The formal project
request is made through a form that can be reached after login from your
personal home page, using the MyPage tab. Follow the link Register Project,

and supply the required information.
=

File Edit View Go Bookmarks Yahoo! Tools Help

‘,7;.: Software/Group * _ Logout

My Account

My Personal Page | Diary & Notes | Account Maintenance | Register Project

Your personal page contains lists of bugs and tasks that you are assigned, plus a list of groups that you are a
member of.

You have no open tracker items assigned to you. You have no open tasks assigned to you.
You have no open tracker items submitted by you.
You are not monitoring any forums. You currently do not have any bookmarks saved.

If you monitor forums, you will be sent new posts in the
form of an email, with a link to the new message.

You're not a ber of any active projects

You can monitor forums by clicking "Monitor Forum" in
any given discussion forum.

You are not monitoring any files.
If you monitor files, you will be sent new release notices
via email, with a link to the new file on our download

Server.

You can monitor files by visiting a project's "Summary
Page" and clicking on the check box in the files section.

Priority Colors: —
12348

—
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* Project full name
This is a descriptive name of your project with a 40-character limit. It
can be changed at a later stage. Please note the project naming
conventions for the GCP and the ICIS project.

* Project Purpose and Summarization
Use the same text as for the Project Public Description below.

* License
This is a descriptive name of your project with a 40-character limit. It
can be changed at a later stage. Please note the project naming
conventions for the GCP and ICIS projects.

* Project Public Description
This is a descriptive name of your project with a 40-character limit. It
can be changed at a later stage. Please note the project naming
conventions for the GCP and ICIS projects.

* Project Unix Name
The project needs a name that serves as a user name on the CropForge
server. Such a Unix name has several restrictions:

It cannot be the same as the Unix name of another project
Length must be between 3 and 15 characters

It must be in lowercase

It must consist only of characters, numbers, and dashes

It must be a valid Unix username

O O O O O

Note: The Unix Project name cannot be changed at a later stage.

+ SCM
This option allows you to use either the CVS or SVN source control
system.
Note: Once the project has been created, the source control system
cannot be changed.

After submitting the project request, a site administrator needs to approve the
project, and a mail notification is sent to the user.
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5. Installing CVS/SVN client software on your computer

This section deals only with client software under the MS Windows operating
system. A number of different clients are available, but we focus on those that

are currently used by CropForge users. A number of projects, mainly those
for stand-alone clients, use CVS as their source management system. Java
programmers generally prefer to use the SVN system, since it allows easier
refactoring of the source code.

5.1. TortoiseCVS

TortoiseCVS is a free CVS client for Windows that can be downloaded from

http:/ /www.tortoisecvs.org/ Stable (for deployment) - TortoiseCVS-

1.8.26.exe - 5.84 MB - 15th May 2006.

If you have an older version of TortoiseCVS installed, you should remove it
tirst, before installing the later version. Just double-click the installer and
follow the default settings. You will have to reboot your PC to complete the
setup. It doesn't function as a separate program but as an extension to the
Windows Explorer that can be accessed by right-clicking.

@ CVS-Sandbox

© File Edit Wiew Favorites Tools Help #
e Back - \-) Lﬁ p Search E— Folders '
¢ address [ Erycvs-Sandbox ~] Go

Falders B

e
==

I3 My Docurments L‘& FortranLib

= ¢ My Computer

J4 315 Floppy (A0 e
e Local Disk (1) — IRGCIS
ik DWDJCD-RAW Drive (Di)
=) == Local Disk (E:)
= 39 cvs-Sandbox (== Test
IL® FortranLib
CH ICIS32
L@ IRGCIS
@ arg.generationcp. ok, e
I Test ¥ WS Update
I Driver C¥S Edit
i | > A VS Commit. ..
Add Contents. ..

2

Lo ceneratione o e linee)
Explore

Open

Erowse with WinCws
Search...

% Select Left Side to Commpare

sharing and Security...

=2 Web Log
Show edited Files. ..
Edit

=7 Uniedit
Make Patch...

¥ Update Special...

4 Resolve conflicts. ..

Refresh Folder Status

o WinZip

Send To

cuk
Copy
Faste

Create Shorkouk
Tag...

FEBranch...
&= Merge. ..

Delete
Rename

Properties

= Remove
Release...
" Checkout...

W Preferences...
2 Help...
s About...

Source Code on CropForge
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5.2. Subclipse

If you are using Eclipse as your development environment, you can install
Subclipse (http:/ /subclipse.tigris.org/). It is an Eclipse plug-in that adds
Subversion (SVN) integration to the Eclipse IDE. Subclipse is downloaded,
installed, and updated from within Eclipse.

The following installation description is taken from the Subclipse web site
(http:/ /subclipse.tigris.org/install.html). The screenshots are taken using
Eclipse SDK version 3.1.2.

Step 1:
Begin the installation from the Eclipse Help menu item.

wWindaow I!!!

g B G EWelcome

(2} Help Contents =0
7 Search
Dwnamic Help

n outling is nok available.

Key Assist,,, Ckrl4+Shift+L
Tips and Tricks...
Cheat Sheets..,

re Lpdates 2% Find and Install. .

About Eclipse SDK i) Manage Configuration
I

Step 2:
This screenshot shows the Install/Update screen as it initially comes up. In

this case, you will need to change the radio button to indicate that this is a
new install.

Feature Updates —
(v
Choose the way you want ko search For Features to install oy —
o

w

" Search for updates of the currently installed Features
Select this option if you want ta search For updates of the Features you already have installed.

¥ Search For new Features to install

Select this option if wou wank ta install new Features from existing or new update sites. Some sites may already be
available. You can add new update site URLs bo the search.

| Mext = | Cancel

Source Code on CropForge
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Step 3:
This screen will vary depending on the features you have installed already.

You may want to click on the New Remote Site button. If you are behind a
proxy and the Eclipse install mechanism does not work, then you can
download a zipped version of the update site and then click the New Local
Site button instead.

Update sites to visit

£

(@
Select update sites to visit while looking For new features, '’

'/'u |
oy
"

Sites to include in search:

O *:]Eclipse.org update site: Mew Remoke Site. .
Mew Local Site. ..
Mews Archived Site. ..

[ =
[ e

Impaork sites.. .
Expaort sites.. .,

¥ Ignore Features not applicable ko this environment

........ <§ack ......... | ,—l pem—

Step 4:
This screen is showing the New Remote Site dialog, filled in with the correct

information to install Subclipse.

Name: Subclipse
URL: http://subclipse.tigris.org/update 1.0.x

£ New Update Site E]

Mame | Subclipse

RL: | http: ffsubclipse. tigris. orgfupdate_1.0,x|

Ok | Cancel

Source Code on CropForge 12



Step 5:
When you first come back to this screen, the site you added will NOT be

selected. Be sure to select it before clicking Finish.

Update sites to visit
[N
Select update sites to visit while looking For new features. "

Sites to include in search:

O 9:] Eclipse.org update site

Subdlipse
& 0:] R Mew Local Site. ..
Iew archived Site. ..

[ e
[ mwe

Import sikes.. .
Export sikes...

Iv Ignore Features not applicable bo this environment

< Back Einish Cancel

Step 6:
This next screen shows all of the features that are available to install.

Search Results

]

{ 7 W
Select features ko install from the search result list, '’

'/h
s
"

Select the features to install:
= Eilsubclipse
=-[#] 000 Subclipse
[ 5 Subdlipse 1.0.3

Deselect All

Select Required

Ml

Eclipse Installflpdate site for Subclipse
1 of 1 selected.

Iv Show the latest version of a feature only

[ Filker Features included in ather Features on the lisk

| Mext = | Cancel
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Step 7:
Click the radio button to accept the license agreement.

Feature License

LW

Some of the features have license agreements that vou need ko accept before proceeding with the g —
inskallation, \:‘1 Y

L subdlipse 1.0.3 Subclipse Software User Sgreement A
L1tk April, 2006 3
Subclipse is licensed under the terrms of the IBM CPL w1.0.
btk fvmane, opensource, orgflicenses/cpll 0.kxk
Applicable Licenses =
Subclipse is builk upon a nurber of ather open source
technologies and products, Here is a list of those products
with links to their licenses.
synClientAdapter: Part of the overall Subclipse project,
svnClientAdapter presents a pluggable high-level interface
to the Subversion repository. svnClientAdapter is licensed
under the Apache 2.0 license. 2

* i accept the terms in the license agreement

" Idonot accept the terms in the license agreements

< Back | Mext = | Cancel

Step 8:
Confirm the install location, then click Finish.

& Install
Feature will be installed. 2

Installation ﬂ
(R
The Following Features will be installed. You can select a Feature and change the location where the ' _)

Features taoinstall:

Install Location gileclipse Change Lacation ...

Reguired space: 9193KB
Free space: 133057108KE

« Back | Finish | Cancel

Source Code on CropForge
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Step 9:

There is an Eclipse preference to turn off this next dialog. Neither Eclipse.org
nor IBM sign their features. Simply click Install All to proceed.

@ _‘|
&

Feature Yerification

15, Warning: You are about ko install an unsigned Feature,
Yo may choose to install the Feature or cancel iks installation,

This Feature has not been digitally signed.
The provider of this Feature cannot be werified.

Feature name: Subclipse
Feature Identifier: org.tigris.subversion.subclipse_1.0.3
Provider: tigris.org

File Identifier: org.tigris.subversion.subclipse_1.0.3

Install Install Al

Step 10:
Just a screenshot of the in-process installation.

Update Manager
i ) Downloading:

EENENENENNNEENENEEN
pluginsjorg.tigris. subversion. subclipse.core_1.0.3.jar (47K of 1213k bytes)

Cancel Details ==

Step 11:
Eclipse needs to be restarted after installing Subclipse.

£ InstallfUpdate §|

. Itis recommended you restart the warkbench for the changes to take effect,
W but it may be possible to apply the changes ko the current configuration
without restarting.Would vou like to restart now?

o Apply Changes

Source Code on CropForge
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Step 12:

Finally, after restarting Eclipse, the first thing you will typically want to do is
open the Subclipse Repository perspective via the Windows->Open

Perspective->Other... menu, where you can define your repositories. Be sure

to also check the online help as well as the Subclipse preferences located

under Team -> SVN.

Run Help
Mesw Window
E I
= = 1

Open Perspective d #5 Debug

4= - An outline is not available.
Shiow Yiew 3

= 3? Java
Cuskomize Perspective... 5] Java Browsing

Save Perspective As...
Reset Perspedctive Other...

Close Perspective
Close All Perspectives

Mavigakion 4

Preferences. ..

& Select Perspective

X

C\p'S Repasitary Exploring
ﬁvﬁ’-Debug

%JJava (default)

5,1Java Browsing

'E:JJava Tvpe Hierarchy

= Plug-in Development
r[\jResource

B~ Team Synchronizing

ok | Zancel

Source Code on CropForge
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6. Installing the PuTTY SSH client on your computer

An SSH client is needed to provide secure communication between the client

and the server.

PuTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) is a free Telnet/SSH

client with the following components:

e PuTTY (Telnet and SSH client)

* Plink (command-line interface to the PuTTY back-ends)
* Pageant (SSH authentication agent for PuTTY, PSCP, and Plink)
* PuTTYgen (RSA and DSA key generator)

Download the .ZIP package for Intel x86 and extract it to the sub-directory

c:\putty.

[ PuTTY Download Page - Mozilla

~=1oix]

Fie Edt Vew Go Bookmarks Tools Window Hep

e-. > .3 8 Feew

Back Forward Reload  Stop org- tyjdownioad.hti j w‘ [pii T
v -
For Windows 95, 98, ME, NT, 2000 and XP on Intel x86
PuTTY: puitv.exe (or by ETP) (RSA sig) (DSA sig)
PuTTYtel: puttviel exe (or by FTP) (RSA sig) (DSA sig)
PSCP: pscp.exe (or by FTP) (RSA sig) (DSA sig)
PSFTP: psfip.exe (or by FTP) (RSA sig) (DSA sig)
Plink- plink exe (or by FTP) (RSA sig) (DSA sig)
Pageant pageant exe (or by FTP) (RSA sig) (DSA sig)
PuTTYgen: puttygen exe (or by FTP) (RSA sig) (DSA sig)
For Windows NT on Alpha
PuTTY: putty exe (or by FTP) (RSA sig) (DSA sig) |
PuTTYtel puttvtel exe (or by FTP) (RSA sig) (DSA sig)
PSCP: pscp.exe (or by FTP) (RSA sig) (DSA sig)
PSFTP: psfip.exe (or by FTP) (RSA sig) (DSA sig)
Plink- plink.exe (or by FTP) (RSA sig) (DSA sig)
Pageant: pageant exe (or by FTP) (RSA sig) (DSA sig)
PulTYgen: puttvgen.exe (or by FTP) (RSA sig) (DSA sig)
A .ZIP file containing all the binaries (except PuTTYtel), and also the help files
For Intel x86: (or by ETP) (RSA sig) (DSA sig)
For Alpha: puttv.zip (or by FTP) (RSA sig) (DSA sig)
A Windows-style installer (x86 only) for everything except PuTTYtel
For Intel x86: puttv-0.58-installer exe (or by FTP) (RSA sig) (DSA sig)
MD5 checksums for all the above files
MD3sums: mdSsums (or by FTP) (RSA sig) (DSA sig) -
B 2 @ o [ e
1B
File Edit View Favorites Tools Help | |','
@ Back <> | lﬁ 7 Search H Folders = [ n
Address Ilﬂ Ct\putty j Go
Name = | Size | Type | Date Madified
Eprivate.ppk 1KE PPKFile 2005-05-29 3143 PM
mpublic.ppk 1KE PPKFile 2005-06-29 3142 PM
@ PAGEANT.EXE 124KB  Application 2005-04-05 8:42 PM
fPLINK. EXE 256 KB  Application 2005-04-05 8:42 PM
W2 PSCP.EXE 268KB  Application 2005-04-D5 8:43 PM
[ PSFTP EXE 276 KB  Application 2005-04-05 8:43 PM
PU Y.CNT 29KB CNT File 2005-04-05 8:45PM
EEPUTTY.EXE 412KB  Application 2005-04-05 8:43PM
PUTTY.HLP 574KE Help File 2005-04-05 8:45 PM
EPU YGEM.EXE 160KE Application 2005-04-05 8:43 PM
| PUTTY.GID 108KE GID File 2006-03-16 10:53 AM

Source Code on CropForge
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A help manual (PUTTY.HLP) is available as part of the extracted PuTTY

software.

Help Topics: PuTTY User Manual

Contents | index | Find |

Click a topic, and then click Display. Or click another tab, such as Index.

2|

@ Chapter 1: Introduction o PUTTY

@ Chapter 2: Getting started with PuTTY

@ Chapter 3: Using PuTTY

@ Chapter 4; Configuring PuTTY

@ Chapter 5: Using PSCP to tranzfer files securely
@ Chapter B: Using PSFTP to transfer files securely

@ Chapter 3; Using Pageant for authentication
@ Chapter 10: Commaon error messages

@ sppendis & PUTTY FAQ

@ Appendix B: Feedback and bug reparting
@ Appendix C: PUTTY Licence

@ Appendix 0 PUTTY hacking guide

@ Chapter ¥: Using the command-ine connection tool Plink
@ Chapter 8 Using public keys for S5H authentication

Display |

Pit.. |  Cancel

7. Generating authentication keys with PuTTY

You will need to generate a pair of authentication/encryption keys, which

will be used to communicate with the CropForge server. The private key will

remain on your computer and the public key needs to be uploaded to the

CropForge server.

ol

File Edit Vew Favorites Tools Help | ;,'
- &Y - P B »

e Back J LjI‘ | P Search i Folders = | 3 x
Address Ilf} C:\putty j Go
Name = | Size | Type | Date Modified |
= PAGEANT.EXE 124K8  Application 2004-10-26 6:32 PM
B PLINK. EXE 240KB  Application 2004-10-26 6:32 PM
private. ppk 1KE PPKFile 2005-06-29 3:43 PM
PSP EXE 256 KB  Application 2004-10-26 6:32 PM
B PSFTP.EXE 256 KB  Application 2004-10-26 6:32 PM
public.ppk 1KB PPKFile 2005-06-29 3:42 PM
= purry.onr 26KE CNTFile 2004-10-26 6:38 PM
EEputty.exe 372KkB  Application 2005-01-04 11:39 AM
= PUTTY.GID 76KE GID File 2005-01-04 2:46 PM
€)PUTTY HLP 484KE Help File 2004-10-26 6:38 PM
g PUTTYGEN EXE 156 KB Application 2004-10-26 6:33PM
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The program PUTTYGEN.EXE is a key generator. Select SSH2 DSA as type

of key and click on the Generate button.

File Key Conversions Help

~Key
Mo key.

r Actions

Generate a public/private key pair Generate |

Load an existing private key file Load

Save the generated key Save public key | Save private key |

~ Parameters

Type of key to generate:
i~ SSH1{RSA) " SSH2 RSA

Mumber of bits in a generated key:

As part of the key generating process, the mouse needs to be moved over the

blank area in order to generate some randomness.

File Key Conversions Help

I Key

Please generate some randomness by moving the mouse over the blank area.

I

rActions

Generate a public/private key pair
Load an existing private key file Load |

Save the generated key Save public key | Save private key |

r~ Parameters

Type of key to generate:
€ 55H1 (REA) I EEHZRSA, ¥ SEHZ DEe

Mumber of bits in a generated key: |1 024
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Once the keys have been generated, save the private key into the c:\putty

directory using the Save private key button. You can specify a passphrase for

the private key. The passphrase secures your private key on computers that

are shared. If you use a passphrase, you have to supply it every time you load

your private key.

File Key Conyersions Help

~Key
Public key for pasting into OpenS5SH authorized_keys file:
zzh-dss -
AAAABINzaC ke IMAAACBAIDL 4RI /url2d Ay SR+n0iQ Z¢{0e Zp RGP J ZhSv AFv ZdoowD
Hve TIEQ 350MC 10hbtago Mzyn E7zoYs SHzy ABS Twe X A5uboh Kz YG 7D DA CIGww Ry
m3MmBfcMK+gVagprQASMAJOZpOWEMhvad CUyAQdIv T TpZnf Tdgzv Foc 1 FAnJ AAAA
FQCnr‘u’HnYanDDCJEvsjyabwUsIkGQMﬁlENIEWUmdeTcCuIdeTHrmG&HpDJ&vIr;I

Key fingerprirt: Issh-dss 1024 59:48:ceb1:6247:4d:3e.c0:10:d5:30. X be cB.ed
Key comment: fdsarkey-20060316
Key passphrase: I
Confirm passphrase: I
r Actions

Generate a public/private key pair
Load an existing private key file Load |

Save the generated key Save public key | Save private key |

r~ Parameters

Type of key to generate:
= S5H1 (RSA) " SSH2 RSA ¥ SSHZ DSA

MNumber of bits in a generated key: |1 024

From the public key box, copy and paste the public key into the NotePad

editor.

File Key Conyersions Help

ey
Public key for pasting into OpenSSH authorized_keys file:

Key fingerprint: Issh-dss 1024 21:a0:2c dc:66:e7:e%:53:al:1b:3cbebaal:2cd8

Key commert: |dsakey-20060825
Key passphrase: I

Canfirm passphrase: I

rActions

Generate a public/private key pair Generate |
Load an existing private key file Load |

Save the generated key Save public key | Save private key |
r Parameters

Type of key to generate:

" S5H-1(RSA) " S5H-ZRSA (¢ S5H-2 DSA

Mumber of bits in a generated key: I'I 024
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Edit the public key so that the entire key appears on a single line. Save the
public key in c:\ putty.

[P untitled - Notepad =10l x|

File Edit Format Wew Help

szh—d== ;I
AAAARANZzaC1 ke MAAACBATywRETtgvlQdpetmndnppRgbf S45CpHPIZcf  Der]
d=a—ley—20060829

N 2

8. Uploading your public key to CropForge

The public key as generated and formatted in the previous section needs to be
uploaded to the CropForge Server.

Login to CropForge, select the My Page tab, and follow the Account
Maintenance link.

r— Logout
_ My Account

My Personal Page | Diary & Notes | Account Maintenance | Register Project

Welcome Thomas Metz.

+ View My Developer Profile
+ Edit My Skills Profile

Member since: 2005-01-10 16:28
User Id: 103
Login Name: tmetz

[Change Password]

First Name: ITthas

Last Name: Metz
Language: lm
Timezone: IAsia,-"ManiIa j
Theme: W
Country: | PHILIPPINES |
Email Addr: tmetz@cgiar.org
[Change Email Addr]
Address: |IRRI
Address: |
Phone: |—

In the upper part of the form, you can change the user information that you
have supplied during the account creation process. Most important are your
password and your email address.
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The lower part of the form contains a box with Shell Account Information.
Follow the Edit Keys link.

Canguayge . ||:r|g||sr| =
Timezone: [Asia/Manila =l
Theme: IDefauItTheme j
Country: | PHILIPPINES [
Email Addr: t.metz@cgiar.org
[Change Email Addr]
Address: ||RRI
Address: |

Phone: I
FAX: I
Title: I

¥ Receive Email about Site Updates (Very low traffic and includes security notices. Highly Recommended. )
" Receive additional community mailings. (Low traffic.)

W Pparticipate in peer ratings. (Allows you to rate other users using several criteria as well as to be rated by
others. More information is available on your user page if you have chosen to partecipate in ratings).

Shell box:
SSH Shared Authorized Keys: 1

Update | Reset Changes |

Q‘

Copy and paste the formatted public key into the text box and click on the
Update button.

- Logout
 scfvare/Group =ff ] Searh | My Accaunt

My Personal Page | Diary & Notes | Account Maintenance | Register Project

To avoid having to type your password every time for your CVS/S5H developer account, you may upload your public key(s) here and
they will be placed on the CVS server in your ~/.ssh/authorized_keys file. This is done by a cron job, so it may not happen
immediately. Please allow for a one hour delay.

To generate a public key, run the program 'ssh-keygen' (you can use both protocal 1 or 2). The public key will be placed at
'~/.5sh/identity.pub’ (protocole 1) and '~/.sshfid_dsa.pub’ or '~/.ssh/id_rsa.pub’ (protocole 2). Read the ssh documentation for
further information on sharing keys.

Authorized keys:

Important: Make sure there are no line breaks except between keys. After submitting, verify that the number of keys in your file is what
'0U expected.

33h-dss

AARRB3NzaClkoIMARACAZ N1 T Pw0EbUrCAT Zxgl GAFOE SqyawTwWEZ k914101

dsa-key-20050121
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9. Manual loading of the private authentication key

It is assumed that the PuTTY software is being used for authentication with
the CropForge server. The default PuTTY installation should have resulted in
a directory c:\putty. The public and private keys in the example below were
saved under the names private.ppk and public.ppk.

=
File Edit View Favorites Tools Help | :,"
- &Y - P -
@ Back \‘_/J Lj]- ‘ 7 Search i Folders El
Address I_} Ctlputty j Go
Links
| Name Size | Type = Date Modified |
File and Folder Tasks % PAGEANT.EXE 124KE  Application 2005-04-05 &:42 M
o e i E2 PLINK, EXE 256 KB Application 2005-04-05 &:42 M
E\]I' Ename s e EBPSCP.EXE 263KE  Application 2005-04-05 8:43 PM
[y Move this fil= BB PSETP.EXE 276 KE  Application 2005-04-05 8:43 PM
) Copy this file EEPUTTY EXE 412KE  Application 2005-04-05 8:43 PM
& Publish this file to the B PUTTYGEN.EXE 160 KB Application 2005-04-05 &:43 PM
- Wieb — ErurTy.onT 29KB CNT File 2005-04-05 8:45 PM
(Z) E-mail this file = PUTTY.GID 108 KE GID File 2006-03-16 1:28 PM
¢ Delete this file @Q)PUTTY HLP 574KE Help File 2005-04-05 &:45 PM
|®] private.ppk 1KB PPKFile 2005-06-29 3:43 PM
|®] public.ppk 1KB PPKFile 2005-06-29 3:42 PM
Other Places S LI

After starting the PAGENT.EXE program (PuTTY authentication agent), a
corresponding icon appears in the taskbar. Right-click on the icon, select the
option Add Key, and select the file containing your private key. In this
example, the private key is stored in the file c:\putty\private.ppk.

Mew Session
Saved Sessions  k

Yiew Keys
Add Key

Help
About

Exit
—pz-g@@.u 9:10 AM

It is assumed that your public key has already been uploaded to the
CropForge server. Whenever authentication between you and the CropForge
server is needed, it will now be done automatically by the PAGENT software
using you locally loaded private key and your public key available on the
CropForge server.
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10. Automatic loading of the private authentication key

To avoid the manual loading of your private key every time you login to your
PC, follow these steps:

Create shortcut by right-clicking anywhere on the Desktop and enter the
command c:\putty\pageant.exe private.ppk. Here it is assumed that PuTTY
was installed in c:\putty, and that the private key was saved in the file
private.ppk.

Arrange Icons By b
Refresh

Undo Delete Chrl+Z2
& VS Checkout...
S CNS 4
& toier
Properties
L EEETEe
x

This wizard helps you to create shortouts to local or
network programs, files, folders, computers, or Internet
addresses,

Type the location of the item:

Ct\putty \PAGEANT EXE private. ppk] Browse... |

Click Mext to continue.

= Back I Mext = I Cancel |

Move this shortcut to your Startup folder, which is usually located in
C:\Documents and Settings\ All Users\Start Menu\Programs\Startup in
WindowsXP.
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File Help

@Back - \_‘:1 l.ﬁ ﬁSearch I{_ Faolders -

: Address |E} Ci\Documents and Settingsiall UsersiStark MenutProgramsiatartup

| Adobe Reader Speed Launch ’ " HokSyvnc Manager
| Shortcut | Shortout
ZKE 1EKE
i o

Edit  Miew Faworibes  Tools

File and Folder Tasks

Iﬂ Rename this File
@ Move this File
Copy this file

&8 Publish this file to the
Wik

The shortcut will now be executed every time the computer is booted, loading
the private key into memory.
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