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Guidance on Use of IT Equipment by Solicitors and Legal Advisors
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Sound Recording Devices 
Solicitors and other legal advisers to prisoners have been issued with central authority to bring in and/or possess sound recording devices to allow them to record interviews with their clients. They have also been given central authority to take sound recordings out of the prison. There is, therefore, no need for prisons to issue local authorisations for these devices. These recording devices can be digital or mechanical devices. They must not contain a camera, video recorder or mobile phone. These devices must not be passed to prisoners. They must be logged on entry and again on exit to the prison to ensure that they are not left behind. The Law Society and Criminal Bar Association has been informed of this authorisation and associated restrictions.

Mobile Telephones
It has been agreed that additional restrictions on mobile phones for staff and official visitors do not apply to fully open prisons.  A central S40E authorisation for conveying and possession of mobile phones has been provided at annex 2 of PSI 2012-10 Conveyance and Possession of Prohibited Items and Other Related Offences for staff or official visitors working at open prisons.  This is subject to the local agreement of the Governor and if Governors of open prisons do not wish to allow staff and/or official visitors to bring in mobile phones and/or possess them within prisons they should make this clear in a local Governor instruction (outside of the Prison Act) if one is not already in force.  In these circumstances it will not be a criminal offence for staff or official visitors to bring mobile phones into open prisons or possess them within prisons if they disobey the local instruction.

Computers/ IT Equipment
It is a criminal offence to possess within a prison without authorisation computers/IT equipment which have the potential to transmit or receive images, sounds or information by electronic communications. It is also a criminal offence to possess component parts of such equipment without authorisation. While many items of IT equipment include capabilities which may pose a security risk, including in-built cameras and/or internet connectivity, legal advisors have been given authorisation to bring such items into prisons when visiting clients given that (a) they will be used in a controlled environment and within the general sight of staff and (b) the Criminal Justice System as a whole is now moving towards a paperless system – it is no longer realistic to expect legal advisers to print off all documents that their clients may need to consider at legal visits.
A central authorisation has been issued for legal advisers to bring into legal visits IT equipment that is necessary for consultation with their clients and on those cases on which they are engaged with that particular client. This is provided that there is no intention on the part of the legal adviser for the prisoner to retain any part of the equipment or component part or data once the visit is concluded. It is not, therefore, a criminal offence for legal advisers to convey or possess a laptop/tablet computers, or associated equipment (i.e. data sticks, CDs) within a prison for these purposes.
However, the presence of an authorisation to bring such equipment into legal visits does not infer an automatic right to do so. It simply means that it is not a criminal offence to do so. Prisons may still impose additional administrative restrictions on items allowed into the prison where there are reasonable grounds to believe that these restrictions are necessary to prevent unauthorised communications by prisoners or other security breach. Unless there is good reason to suspect that this is the case then prisons should allow solicitors to bring necessary IT equipment into legal visits or implement alternative arrangements which allow solicitors to properly brief their clients electronically (such as use of specialised HMP laptops or remote docking points for solicitor laptops).
Prisons should put measures in place to minimise any associated risks where required. Any action taken should be proportionate to the potential risks in bringing the equipment into legal visits, taking into account factors such as the prisoner type involved and the category of prison in question. Any action must be defensible in case of legal challenge.
Legal visitors must check in advance of any prison visit to confirm local restrictions on items allowed into the prison in question. Prisons should be clear of any local regulations and must check all items in and out of the prison at reception. Legal advisers are responsible for all equipment brought into the establishment and should ensure they have all items with them when they leave. Any requests for data, or IT equipment, to be passed permanently to the prisoner should be declared to the prison and considered under “Access to Justice Laptop” arrangements within the prison.
Any disagreements between legal advisers and prison staff about authorised items at legal visits, and which cannot be resolved at the time, should be put in writing to the Governor/Director of the establishment concerned. Any complaints that still cannot be resolved at local level may then be escalated to the Deputy Director of Custody or equivalent. 
(PSI 10/2012, paragraph 5.19 – 5.27)

Restrictions Imposed on Legal Advisors Bringing IT Equipment into Visits
1. Computers should be small, self-contained portable devices such as laptop computers or tablets.
2. Computer equipment which has built in Wi-Fi, 3G or other networking capabilities is allowed provided that the network capability is switched off and any external 3G dongle or SIM card is removed, where practical, and no attempt is made to transmit or receive images, sound or information in or out of the prison by electronic communications.
3. Computer equipment may contain built in cameras but if so fitted the camera may not be used to take photographs or video within any prison.
4. Computer equipment may contain a sound recording device. Legal advisers are authorised to make sound recordings of their clients for the purposes of advising them on the matter for which they are so engaged (and to take such recordings out of the prison with them), and in doing so may use computer equipment for this purpose rather than bringing in a separate sound recording device.
5. No data or items of equipment may be passed to the prisoner with the intention of this remaining in the possession of the prisoner. Separate procedures exist under “Access to Justice” arrangements to enable the prisoner to have possession of IT equipment and legal documents in electronic format.
6. All items must be checked in and out of the prison at reception. Legal Advisers remain responsible for the safe keeping of items taken into a prison. All losses must be reported to the prison immediately.
(PSI 10/2012, Annex 2(b), page 38)
Additional Guidance for Prisons
The Criminal Justice System is increasingly moving onto a digital platform and in due course every solicitor may need to bring a laptop/tablet computer into prisons for consultation with their clients.
If prisons do decide to impose additional restrictions, there must be a real possibility of a threat to security and not just a theoretical possibility of such a threat that could be mitigated by the restrictions.

Local Restrictions
We are aware that prisons have been undertaking the following practices. These are not valid restrictions or practices and must be terminated:
· not permitting Wi-Fi enabled laptop/tablet computers (nearly all such equipment is now Wi-Fi enabled as standard);
· asking solicitors for significant advance notice to bring in IT (i.e. several months); and
· asking solicitors for advance notice of corresponding serial numbers (it should normally be sufficient for legal advisers to inform prisons of these factors, as required, at the time of booking visits).
It is however acceptable for prisons to impose local restrictions on items not required at visits, for example, excess cables and power packs for IT. This may be in cases where the equipment is not needed by the legal adviser for the purpose of the visit or where facilities are not available for their use (i.e. plug sockets).
More sophisticated schemes, (such as the provision of prison laptops for use by solicitors) employed where enhanced security is required, are perfectly acceptable for all prisons provided the scheme is well administered and legal advisers are given notice of the requirement to use a prison laptop. This includes what computer media they will need to bring. In the absence of this type of scheme then legal advisers will need to bring in their own laptop/tablet computers.

Expectations
There is an element of trust implicit in allowing legal advisers to bring IT into legal visits. In order to assist prisons in facilitating legal advisors use of IT equipment during legal visits, it is assumed that:
· Wi-Fi, 3G or other networking capabilities including any external 3G dongle or card will be switched off where practical;
· no attempt is made to transmit or receive images, sound or information in or out of the prison by electronic communications;
· any built-in cameras must not be used to take photographs or videos within a prison (although computer equipment with cameras are permitted).




Communication
Legal advisers have been informed that they should check in advance of any prison visit to confirm local arrangements and restrictions and inform the prison of their intention to use IT during a legal visit when booking the visit.
Prisons must ensure that:
· legal advisers are clear about any local restrictions at the point of booking;
· any local measures are well-publicised and issued to all relevant solicitor firms;
· local arrangements are also included on prisons websites.
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