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In March 2018, the Department for Digital, Culture, Media and Sport (DCMS)
released their policy review on Secure by Design for consumer “Internet of Things
(IoT)” products. As their primary measure, they detail a voluntary code of practice for
manufacturers to ship products with features that make them Secure by Design.
They also proposed exploring the role of a voluntary labelling scheme to
communicate important information to consumers that is otherwise invisible to them,
or difficult to elicit, such as how data collected by devices is shared and the support
period of the product. Alongside this, the British Standards Institution have
announced a kitemark for consumer 10T devices that have been certified to comply
with the DCMS code of practice [1]. There has also been community-led approaches
to a loT labelling scheme that covers a number of 10T challenges including security
[2]. Furthermore, calls for a trust label [3, 4] or a security rating scheme [5, 6] for
consumer loT are not new but what does differ is the type and format of the
proposed labelling scheme.

There are three different labelling formats that have been discussed. The first is a
descriptive information label that would detail security-related information such a
devices’ support period. The second is “seal of approval” labels in which a product is
certified to a standard. The third format is a graded scheme that allows more
nuanced comparisons of security and to encourage consumer/industry behaviour
change. However, what is not well understood is what type of label will likely: a) have
the biggest impact in pushing manufacturers to ship products with better security and
b) influence consumer choice.

To provide greater insight into the relative merits of different types of labelling, this
report outlines a rapid evidence assessment!, conducted as part of the Consumer
Security Index project (funded by PETRAS Internet of Things Research Hub and the
Dawes Centre for Future Crime at UCL), on existing literature exploring the efficacy
of labelling schemes in established areas (food and energy efficiency?). We also
discuss physical security labelling schemes in consumer settings (such as vehicle
and home security) and existing work on privacy labels. The report ends with
implications for the development of labelling schemes for cybersecurity in the context
of the consumer Internet of Things.

! Rapid evidence assessments provide a more structured and rigorous search and
guality assessment of the evidence than a literature review but are not as exhaustive
as a systematic review (see https://www.gov.uk/government/collections/rapid-
evidence-assessments).

2 We primarily focus on food and energy labels as there is an established academic
literature base on consumer behaviour and they are presented on the front of a
product, whereas CE marks and other certification marks lack this research base.
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The aim of food labelling is to enable consumers to make healthier food choices and
reduce levels of obesity in the general population [10]. The provision of food labels is
currently regulated by the European Commission which requires pre-packaged foods
to label their nutritional content (energy, fat, sugars etc.) per 100g or per 100ml (EC
No 1169/2011). Manufacturers must present this information on the back of the
packaging and can opt to include it on the front-of-pack (FOP), which in itself is not
mandatory. Those opting for FOP labelling must provide portion values for four key
risk areas (sugars, salt, fat and saturates) in line with legislation [11]. In this report,
we specifically focus on FOP labelling.

The science of categorizing and communicating food nutritional content on FOP is
referred to as “nutrient profiling”. Many different logos and labels exist across
countries and these are underpinned by different nutritional profiles, but they share
common goals. Kleef and Dagevos (2015) summarize the key objectives of
nutritional labels. Firstly, they are intended to aid consumer understanding of the
nutritional content of food - that would otherwise be difficult to discern- either within
or between types of products. The aims of doing so are to improve decision making
at the point of purchase, and as a consequence to enhance consumer health and
diet. Secondly, they are intended to act as a lever to encourage food manufacturers
to produce healthier products. And, thirdly, they allow government to promote health
behaviour change without enforcement and without negatively impacting the food
industry’s freedom to produce goods. It has been suggested that FOP labels should
include three key features; that they are simple to use, outline nutritional information
and are not unduly coercive [13].

Broadly, there are three types of FOP labels that a consumer may be exposed to.
The first are Guideline Daily Amount (GDA) schemes (see Figure 1) that display the
calories and information relating to the key risk nutrients and their relative
percentage contribution to daily adult requirements. The second are traffic light
schemes, such as that shown in Figure 2 which is approved by the UK Food
Standards Agency. These also communicate information on risk nutrients but
overlay that with traffic light colouring to help the consumer interpret the data more
easily. The final type are health logos (see Figure 3), which are “seals of approval"
(e.g. https://www.choicesprogramme.org/ ) granted when a product meets particular
nutritional requirements and/or standards. Research has found that across the 27
EU member states, 48% of food products displayed some form of label with the three
outlined above the most common formats [14]. However, there is variability in the
design, colour and format of the schemes. The co-existence of multiple types of
labels in the food market frustrates consumers, causing difficulty in comprehension
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and makes it hard to compare foods that have different FOP labels [15]. To reduce
confusion and burden on consumers the UK Department of Health promote a
combination of traffic light and GDA FOP [16], although there is still opposition at the
EU level to adopt traffic light systems [17].

Amongst other things, the success of any of the food label will be limited by the
consumer’s attention at the point of purchase. Consumers are often rushed and
focus on trading off brand, price, convenience and taste when making product
choices [18]. They are more likely to pay attention to food labels when they are
shopping for children, trying to lose weight or purchasing a product for the first time
[19-21]. There are also individual differences in the interpretation of food labelling
which impacts on their effectiveness, including nutritional knowledge and health
status [22, 23], as well as a range of socio-demographic factors including education,
gender, age and socio-economic status [24, 25].

Nevertheless, a statistical meta-analysis of seven randomized controlled studies
exploring the effectiveness of the three types of FOPs labels found that they
increase healthy product choice by 18%, indicating that they do empower consumers
to choose healthier food [26]. In fact, even the mere presence of a label may be
beneficial, a phenomenon known as the “feature-positive effect” which suggests that
seeing a label is more informative — and likely to influence consumer choice - than
not seeing a FOP label at all [27]. However, there is little consensus regarding the
most effective FOP labelling approach out of GDA, traffic light systems and health
logos [17].

Research on GDA has been mixed with early work indicating that consumers cannot
identify the nutrient content [28]. However, more recent work suggests that the label
helps consumers to identify healthier products [29]. Despite this, whether consumers
can use this information to self-regulate their overall daily diet is unclear [30, 31].
Comparatively, the traffic light system has received greater support with a number of
studies demonstrating that it facilitates more healthy food choices [28, 32, 33]. In the
recent meta-analysis discussed above, it was found that traffic light schemes were
marginally more effective in increasing health food choices compared to other
labelling schemes [26]. Research which monitors consumer eye tracking has also
demonstrated that they guide consumer attention towards important information [34].
However, they can also cause consumer confusion with one study showing that 40%
of participants failed to identify the healthier product when comparing two products
with traffic light labels [35].

Health “seal of approval”’ logos are thought to be more useful in shopping scenarios
where consumers are unwilling to dedicate lots of time to reading nutrient information
[17] and research has shown that when directly asked what they are prefer,
consumers choose them for their simplicity [36]. They have been found to reduce the
duration that the consumer has to spend examining packaging as the format is
recognizable and acts as a cognitive shortcut [37]. However, research has found that
they are rated lower for comprehension and credibility compared to the traffic light
scheme [36]. In a study comparing multiple FOP schemes, “Seal of approval” labels
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have been found to be easier to understand according to consumers, but the results
showed no difference in objective understanding [36]. Other research which tested a
combination of traffic light and health logos showed that in the absence of traffic light
colours, health logos reduce attention to the packaging [37]. The traffic light colours
attracts consumers attention, inhibiting the likelihood they will use cognitive short
cuts in buying decisions [37]. An issue with health logos is that consumers may not
detect that it is absent and understand what this means [12]. Moreover, unless the
label is ubiquitous and obligatory on all foods, their absence does not indicate (a lack
of) risk.

Furthermore, they do not allow consumers to distinguish between the relative
healthiness of different foods, but rather lead them into categorizing food into “good”
and “bad” categories [38]. This can be misleading since those that meet a minimum
standard cannot be differentiated from those that excel, or those that only marginally
fail to meet the criteria. It has been argued that this may lead to dichotomous
thinking [12] and research has shown that consumers wrongly assume that a product
with a health logo is healthier than one with a traffic light or GDA label [39]. These
misinterpretations are not unique to health logos as consumers also overestimate
the severity of amber and red colours on traffic light labels [40]. When information is
summarised in a health logo, however, valuable health information is lost and
misinterpretations are likely to occur [12] and these health “halo effects” are stronger
for these types of labels [39]. For example, food labelled as “fitness” snacks causes
consumers to eat more than if labelled as a “trail mix” [41].

There are clear benefits to a FOP label in aiding consumer choice, with each format
offering its own strengths and limitations. Consumers state a preference for a binary
label, however this may lead to poor decision making and research suggests that
traffic light systems help people make better judgements and are marginally more
effective in driving healthy product choice.

1
—
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EU Directive 92/75/EC was introduced in 1995 and was more recently updated as
Directive 2010/30/EU. It outlines an energy consumption labelling scheme to be
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displayed on electronic products when offered for sale or rent. This scheme rates the
energy efficiency of a product from A to G, with A being most efficient and G being
least efficient. These markers are paired with a colour cue to indicate performance
with greener products (e.g. A) indicative of greater performance then red (e.g. F). In
2010, A+, A++ and A+++ grades were introduced to keep up with advances in
energy efficiency standards. The energy efficiency is rated according to a specific
product category covering a range of products including washing machines,
refrigerators and light bulbs. However, its implementation is only mandatory for
certain classes of products (e.qg. refrigerator, dryer, televisions). Currently, failure by
a manufacturer or dealer to comply with the regulation or to intentionally provide
misleading information is an offence that can lead to financial sanctions. Compliance
with the regulation lies with both the product supplier and the dealer that sells it.

In order to comply with the directive, companies must provide the labels for free to
dealers, include a performance table in brochures and associated documents, and
make the technical documentation available to the UK Office for Product Safety and
Standards if requested, and retain it for five years after the manufacturing of the
product has stopped [42].

Between 2009 and 2010, only one-third of EU member states conducted market
surveillance activities to monitor compliance with the directive. However, this
increased between 2009-2013. Product testing is the most common form of
compliance monitoring, but this is expensive. Reliable indices of compliance across
EU states are not easy to estimate, as the level of compliance varies by state,
product and year. However, in a European Commission study, 5%-40% were found
to be for sale without the energy label or with an incorrect implementation [43] and
the commission estimate that overall non-compliance is 20%. It is estimated that
10% of the energy savings of the directive are lost due to poor enforcement [44].

Measurement of energy efficiency differs by the appliance. For example, it may be
expressed as the energy consumed per typical task (e.g. washing 4kg of cotton at
40°C) or its annual energy consumption. To illustrate, for refrigerators an energy
efficiency index is calculated by dividing the fridge’s annual energy consumption by a
standard value. This standard value takes into account a range of factors including
the type of fridge/freezer (e.g. chest freezer, upright fridge etc), volume, and added
features such as a chill compartment. The result is multiplied by 100 to get a
percentage, and the rating is assigned based on this value (see below). The relative
ranges for the label categories depend upon the type of appliance and the set
boundaries change over time. For example, the boundary between the A+ and A
classes was 44 up to 1 July 2014 and 42 afterwards.

Refrigerating appliances, as EEI

. N I R B
A A*| A* |A | B|C| D E F | G

<22 | <33 | <A2/44 | <55 | <T5H | <95 | <110 | <125 | <150 | =150

Figure 5. Label categorisation for refrigerators
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The energy label directive and the broader eco-design directive work together to
drive greater energy efficiency in the market through a “push” and “pull” effect. The
eco-design directive sets out mandatory requirements for energy efficiency and thus
“‘pushes” industry towards more efficient products by banning the least efficient
products from the market. The energy label both “pushes” and “pulls” customers
towards purchasing more efficient products by ranking them on energy efficiency.
Additional voluntary schemes (such as the European ecolabel) further pull customers
to the most energy efficient products on the market. The combined impact of this
push and pull effect of both mandatory directives and voluntary labels has improved
the energy efficiency of a range of products [45]. It is estimated that the results of
these labels and standards will contribute to an energy saving of around 175 Mtoe
(million tonnes of oils equivalent) by 2020 which is roughly the annual energy
consumption of Italy [43]. However, despite its introduction in 1995, the label has
demonstrated somewhat limited efficacy over time. This is largely due to poor
design and implementation of updated versions of the label in consumer settings,
which will be discussed below.

Early research demonstrated that consumers are willing to pay more for energy
efficient products as rated by labelling schemes [46, 47] and around half of citizens
from ten European countries opt for Energy Labels as a key source of information to
support purchasing decision making [48].

Whilst consumers may be more willing to pay for more efficient devices, this does
not always translate into better purchasing choices. The presence of the label does
lead people to pay more attention to energy-related information [49] and consumers
spend longer looking at labelled products compared to unlabelled ones [50], however
this does not necessarily lead to more energy efficient product choices [49]. This
mismatch between consumers’ intentions to purchase energy efficient products and
their actual behaviour is known as the intention-behaviour gap [51]. This gap
accounts for the fact that consumers may be motivated to purchase energy efficient
products but in reality, purchase inefficient ones. This mismatch has contributed to a
rise in energy consumption contrary to what was predicted following the introduction
of the energy efficiency directives [52].

The intention-behaviour gap has risen in part due to consumers employing heuristics
(mental shortcuts) during decision making. When people make decisions, they do
not always engage in a rational decision making process in which they take account
of all available information. Instead, they rely on heuristics to help make decisions
[53] which helps avoids the cognitive demand of processing lots of information. The
affect heuristic is one mental shortcut we use when making decisions, in which
concepts, pictures, attributes and other types of information that are connected to an
emotional affect influence our decision making [54]. For example, we have stronger
affect for concepts to which we are regularly exposed (such as A-E grades) than
towards ambiguous concepts such as technical information to which we are rarely
exposed (such as wattage) and these exposed concepts are better at influencing our
decision making [54]. The design of the energy label works with what is known about
heuristics and human biases in decision making. The use of letters and colour cues
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on the energy label makes the information salient to a consumer. It is more
noticeable and accessible, directing their attention towards energy information [49].

An unintended consequence of the affect heuristic, however, is that people struggle
to interpret the additional information that is presented alongside the energy
efficiency rating (see Figure 4). This accompanying information is important for
consumers to compare the energy consumption of devices. For example, without
attending to this information, consumers will not understand how the electricity
consumption of laptops and desktop computers differ [55]. This has led to biased
search behaviour, as consumers focus on efficiency and not consumption, which is
problematic as efficiency is relative to the size of the product and cannot be used to
compare products of different sizes [49]. Consequently, consumers may incorrectly
interpret information provided on labels and focus too much on energy efficiency and
purchase products that are energy efficient but still consume a large amount of
energy [49]. This has been referred to as an energy efficiency fallacy as people
assume that a high energy efficiency rating implies low energy consumption. This is
a particularly problematic issue for energy-intensive devices such as freezers [56].

Furthermore, the content of the accompanying information on energy labels is not
always well understood. A multi-country survey on the washing machine energy label
found that consumers understand the energy efficiency component label but less so,
information around other characteristics, such as capacity and noise emissions of
washing machines [57]. Other work has shown that pictograms on energy labels
such as the drying efficiency on dishwashers are also not understood by consumers
[44]. A further challenge is that the accompanying information is device-specific
which requires consumers to have knowledge about the importance of this
information for each type of device.

A further challenge for consumers is that the variability of products with A+++to G is
dependent on the product. For example, in 2010 all washing machines that were in
label category A were prohibited and to drive further market shifts, all future washing
machines needed to be in the A+ to A+++ range [58]. However, for televisions the
label encompasses A+ to F and for coffee machines, they use the existing scheme
of A to G [49]. These distinctions are largely invisible to the consumer and can
confuse consumers across product types, especially in cases where appliances less
than A+ are not available on the market [43], as is the case for washing machines
[59]. Customers can therefore be misled into thinking that they are choosing the
most energy efficient product on the market when they are not.

The introduction of A+ to A+++ has also undermined the efficacy of the label as
consumers do not perceive the difference between A+ to A+++ as the same as A to
G [60]. As such, they are less willing to pay for the higher classes of efficiency [61,
62]. Consumers perceive that A is already good and therefore will not make
additional investments for what they consider as marginal improvements. Another
issue is that the implementation of the new scheme has caused some confusing
situations. For example, at one point there were up to three different versions of the
energy label on the market for televisions [59].
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Consumers want a less time consuming, clear and simplistic alternative [63] to the
current implementation of the energy label. A lack of adequate consumer testing of
the A+ scheme has led to the effectiveness of the energy label being undermined
[60] and for biased behaviour to arise as consumers conflate energy efficiency and
energy consumption [56]. Additionally, insufficient implementation (such as not being
placed on products in shops) and weak support by NGOs and other stakeholders
has inflated the energy efficiency gap [64]. Recognising the limitations of the current
implementation of the label, the EU are to update the label to remove the A+ grading
and to create a product database to enable market surveillance and to assess
whether the efficiency calculations correspond to those declared by manufacturers
[65].

In the context of crime and security in the consumer domain, there is much less
research, but two examples are worth discussing. The first is the Home Office’s car
theft index. This was first published in 1992 in response to the fact that vehicle crime
was soaring at that time, and the manufacturing industry seemed unwilling to
improve the physical security of vehicles. This was despite substantial lobbying by
the Home Office and consumer groups such as Which? The index was derived by
simply ranking makes and models of vehicles according to the rate (number stolen
divided by the number on the road) with which they were stolen in the UK, and acted
as a market lever to encourage the manufacturing industry to increase levels of
security or risk reputational damage [66].

A second example is the Secured by Design scheme?, which is currently applied to
building materials and products (e.g. doors, locks and windows) that are built to a
specified standard that is resistant to attack, as well car parks and commercial
premises. This is currently a binary accreditation scheme that is intended to
encourage housing developers (and others) to design out crime at the planning and
building stage of development. Research suggests crime is less likely in and around
housing that is constructed to SBD standards [67]. As far as we are aware, the
impact of the scheme on consumer choice is unknown, but industry membership of
the scheme — an alternate metric of the influence of the scheme - is substantial, with
over 400 companies building products to SBD standards.*

Whilst there is currently no certification label for cybersecurity of consumer goods
that has been tested with consumers, a body of academic work has explored a
privacy “nutrition” label on websites that summarises privacy policy content covering
the way organisations collect, use and share a consumers personal information.
Privacy policies are known to be an unusable mechanism as reading them is time
consuming and challenging for consumers [68, 69]. As such, many users elect not
to read them despite having concerns about their privacy — a phenomenon known as
the “privacy paradox” [70]. The label sought to reduce the burden on consumers by
visually presenting the information in a more digestible way and to ease the

3 http://www.securedbydesign.com
4 See http://www.securedbydesign.com/members/
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comprehension of privacy policies. They found that the label enabled participants to
find information more quickly and accurately than standard privacy policies [68].
These studies demonstrate that communicating privacy-related information through a
label is a potentially more usable mechanism for consumers.

Firstly, in the absence of a regulatory approach, a market failure will arise that limits
consumer choice due to 'information asymmetries' in transactions between
manufacturers, retailers and consumers. This will occur because consumers and
retailers as economic agents do not have information about the benefits afforded by
more secure consumer 0T devices. Specifically, if manufacturers do not provide
correct and accessible information (for example, on a label) to inform consumers and
retailers about the level of security their devices offer, and if it is costly to buy
products or assess (in terms of cognitive effort or time taken) their security then
consumers may not purchase more secure devices and retailers may not stock
them. These information asymmetries need to be addressed before they contribute
to further market failures and loT security breaches.

At present, consumers cannot distinguish between devices that offer good and bad
security when making purchasing decisions. In fact, currently they have to research
the security of the product themselves before deciding [71], which involves
evaluating technical information including its encryption standards, length of support,
whether it ships with a default password etc. One approach to encourage consumer
behaviour would be to employ an awareness and behaviour change intervention
intended to motivate consumers to routinely assess the security of 0T devices they
are considering purchasing. However, if implemented alone, such an intervention
would almost certainly fail for at least three reasons. First, manufacturers do not
systematically communicate information about the security features devices possess
that would need to be evaluated to assess their level of security. Second, the
average consumer will not (and the burden should not fall to them to) have the
expertise that would be required to assess this information if it were communicated.
And, third, research indicates that consumers act in ways to avoid cognitively
demanding tasks [53]. As such, the behaviour does not meet the criteria for
behaviour change interventions as it is not easy to do and is unlikely to be
implemented by consumers [72]. A label that consumers can attend to and that
would meaningfully inform their decision making is a more achievable interventions
that could impact upon consumer choice. This is akin to the issues of privacy policies
and as discussed earlier, a labelling scheme offers a more usable alternative and
has been shown to be effective in aiding consumer decision making around privacy.

Finally, a labelling scheme would also likely act as a lever to encourage companies
to compete on security as a form of market differentiation. It would also hold them to
account to some extent by encouraging attention to be explicitly paid to the security
of devices and for this to be done against clear criteria and best practice. In turn, this
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would potentially allow market surveillance authorities to assess compliance to 10T
security in a more consistent and accessible manner.

The current market self-regulatory approach to 10T security is unlikely to be sufficient
to drive changes in 10T security and may contribute further to ‘information
asymmetries” in consumer loT. In the absence of regulation, a labelling scheme may
be the best and most useful route to addressing these asymmetries.

Any labelling scheme is going to be more effective in influencing consumer decision-
making than the current state of play. However, the choice of the most appropriate
format of the labelling scheme needs to be evidence based and derived from
research on consumer behaviour and subsequent consumer testing. Based on the
literature regarding the food and energy label and other behavioural science
research, we make the following observations to help inform the choice and format of
a consumer loT labelling scheme:

e Graded scheme: A coloured graded scheme would allow consumers to
compare the security of different devices. The use of colours and letters is a
noticeable and accessible format and makes the information salient to
consumers, directs their attention towards important information and is easy
to interpret [49]. This format has demonstrated efficacy in the energy and food
labels and is more effective than binary or informational labels [26]. However,
the implementation of a graded scheme would likely need to be mandatory to
be effective, as is the case for the energy label. Companies may be unwilling
to display a label that indicates that a product has poor security if the scheme
were voluntary.

e Binary “seal of approval”: Consumers prefer simple labels [36], [63] but
they are less effective in guiding attention and informing consumer choice
[37]. They can reduce cognitive burden but can also lead to dichotomous
thinking [12]. For example, consumers may consider a device without a label
to be “insecure”. This situation is likely to arise if the label scheme is not
mandatory. Furthermore, logos are more vulnerable to “halo effects” [39],
which in this context, may mean that consumers are lead into a false sense of
security when buying a device with a seal of approval or assume that it
requires no intervention from them to keep it secure.

e Information-only label: Descriptive labels that communicate important
information to consumers (such as the support period offered with a device)
may provide proximate indicators of a device’s security posture. The amount
of information needs to be kept relatively simple and not too excessive as
consumers have limited cognitive resources to expend during purchasing.
Pictograms may be more successful than written information as they are more
accessible to different demographics [73]. However, research on the energy
label has demonstrated that the accompanying information is often
misunderstood [57] and consumers often give more weight to certain types of
information than others (e.g. energy efficiency over consumption) and this can
lead to biased search behaviour [49]. An information label may be an
adequate way to communicate the most important information to consumers
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but must undergo significant user testing to avoid the same implementation
challenges faced with the energy label. Furthermore, this type of label may be
most suitable for voluntary uptake.

A major challenge in the Internet of Things is scalability. It is estimated that there will
be approx. 20 billion internet connected things by 2020 [74] and consumers, on
average, will own 15 connected products up from 10 in 2017 [75]. This is challenging
for any scheme that requires certification and significant pen-testing as it is costly
and may not scale in a world of 20 billion connected things. A form of self-
certification approach may be most scalable, and would be similar to that adopted by
the food and energy labels, in which companies self-certify and provide evidence to
a governing body such as the Office for Product Safety and Standards.

The consumer loT area is rapidly evolving and so is the number of 10T labelling
proposals. There is a clear interest for a labelling scheme but variability and co-
existence of multiple types of labels in the market will confuse and frustrate
consumers as is the case for the many food label implementations. DCMS are best
placed to co-ordinate activity in this space and to identify the most suitable labelling
format that is co-designed with industry, academia and consumers.

A labelling scheme for consumer 10T has the potential to aid consumer decision
making and to also incentivise manufacturers to ship products that are Secure by
Design. This report has outlined the strengths and weaknesses of different labelling
designs on consumer behaviour based on evidence from other sectors. Further
consumer testing, informed by these findings, is required to explore the potential
utility of different labelling formats on consumer behaviour in the context of 10T
security to identify the most optimal labelling format.
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