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Executive Sumary
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This study sought texamine the nature and scale of cylsarcurity vulnerabilities within the current
and future consumer Internet of Things (IoT) landsdapeollecting and analysing data on the:

1 Future scale of consumer Internet of Things devices across thgagiising on the adoption and
spatial distributionof such loT devices over the next 5 to 10 years.

' Types of consumer 0T vulnerabilitiesncluding the impacts associated with each type of
vulnerability on consumers, businesses and the wider economy, and the future growth of each
type of vulnerability.

1 Impact of vulnerabilities and future risks.e. the potential impact of consumer 10T vulnerabilities
on the UK economy if exploited at scale; and evidence of the current and potential future risks of
insecure consumer loT devices, including an estimatéhefnumber of cyber attacks using
consumer loT vulnerabilities in recent years.

1 Potential impacts of Government regulatiothrough mandating a minimum IoT security baseline
on different demographic, income and age groups; and the potential impact of afla@k device
ownership among specific economic groups in the UK.

The study was carried out for the Department for Digital, Culture, Media & Sport (DCMS) by the Centre
for Strategy & Evaluation Services (CSES) in early 2020. The CSES team was adWsedtayntihos
Mersinas from Royal Holloway, University of London.

For the purposes of this report, consumer IoT is defined as neteonkected (and network
connectable) devices and their associated services that are usually available for the consumer to
LJdZNOKF aS Ay NBOIFIAfT SYy@ANRYyYSyltad ¢KS LINRRIzOGQa
personal electronic wearablés.

Given the increasing connectivity of consumer 10T devices and the constant evolution of the threat
landscape, there is a gramg cyber security risk. The exploitation of vulnerabilities in such devices can
have significant impacts at the personal, local, national and even global levels. At the same time there
are information asymmetries in the consumer loT market. Most consunmerge a limited
understanding of, or access to, information on cyber security risks and the level of security built into
products. Although some manufacturers place a significant emphasis on security, many others
currently have no incentive to invest inmoving the security of their consumer IoT products.

To address this situation, the Government has been working with key stakeholder groups to develop
a regulatory approach to impreuthe security of consumer loT devices, and to encourage the market
toembSR WaSOdzaNE 0& RSaA3IYyQ LINAYOALX Sa Ay GKSANI RSa

1. Future Scale of Consumer loT

Overall, the study confirms that there will be strong growth in future years in the overall adoption of
consumer loT devices. the UK, the number of 10T connections is predicted to grow from 13 million

in 2016 to over 150 million by 2028ut there will be differences in this respect between the three

LINE RdzOlG OF 6S3a32NASa ARSYGATASR A yevisbAsiwhitegdodsRe Y a .
1AGOKSY | LILX ALyOSaosz a/2yySOiAy3a GKS 12YSeé AGSY3

I5SFAYAGAZ2Y LINPOPARSR o0é 5/a{ F2NJGKS aiddzReée WCNIYAy3da (GKS ylIi
Consumer Internet of Things WL 2 ¢ Qu £ | YRaAOI LISQ®

2 Department for Digital, Culture, Media & Sport (DCM8P20).Consultéion Outcome: Government response to the

Regulatory proposals for consumer Internet of Things (I0T) security consultation

3 Ofcom (2017) Connected\ations2017 Data analysis
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wearables, toys, smartphonesic.). Nevertheless, continued growth is anticipated across the wide
spectrum of product types. This will be driven by a range of factors, including:

1 The integration of connectivity and development of improved functionality into more and more
products by mantacturers, technological innovators and other economic operators;

1 New connected products appearing on the market;
1 Improving affordability as a result of increasing availability and ubiquity;

1 Improving consumer awareness and understanding of cyber secigstes associated with
consumer loT devices, leading to increased trust in devices and the industry as a whole;

1 Emerging business models and remote working environments.

Future growth will depend on reducing the barriers to adoption of consumer 10T deideatified

through this research, which include concerns related to cost, security, privacy and ease of use. The
affordability of technology is a key consideration for potential consumers, but according to a recent
techUK survey on the State of the Conteel Home, 52% of respondents stated they are willing to pay

more for some of the benefits of a connected devi&milarly, in the survey conducted as part of this
aldzReéx nm: 2F O2yadzYSNE adlFGSR GKFd LINA®S 41 a
GSEGNBYSteéus RSY2Y&AUNIGAYy3 &a2YS FtSEAOAfAGE Y
purchase a device.

Trust in the security and privacy protection measures of consumer loT devices is likely to remain a
significant driver of adoption and markgtowth. However, many economic operators in the market
currently face challenges in this regard, due at least in part to higher costs associated with increasing
and maintaining device security.

Emerging business models will also influence the futuré®itonsumer loT market. For instance, this

study finds that economic operators are more readily moving tae-asrvice business models, either

by offering services to support the use of 10T devices bought by a consumer or by requiring the
consumer to userloT device to participate in a service (examples include the car insurance industry
LINE GARAY3 Wotl Ol 62ES&aQ (2 Y2YyAG2NJ RNAGAY I LISNF?2
models will require a greater focus on cyber security, as repariaéind brand will become more

important considerations for companies providing services rather than standalone devices.

2. Types and Impacts of Consumer IoT vulnerabilities

Although the cyber threat landscape is constantly evolving and is becoming chaextteyisnore
sophisticated and complex threats, this study suggests that the majority of threats facing consumer
IoT devices exploit simpler vulnerabilities, such as the use of default or hard coded passwords. That
said, there is a wide range of cyber thrégtes relevant to consumer loT devices, including Distributed
Denial of Service (DDoS) attacks, spoofing and repudiation attacks.

The study also finds that such attacks are often not particularly difficult to implement, as there are a
wide range of vulnebilities commonly found in consumer I0T devices that can be exploited. In
addition to the use of default passwords, such devices commonly have vulnerabilities related to
insecure network services or ineffective ecosystem interfaces, lack of device nmaeaigend lack of
secure update mechanisms. Furthermore, many manufacturers and developers of consumer loT
devices do not have fast and reliable vulnerability disclosure policies.

Different consumer loT product types face different cyber risks as new glayeer the 10T market,
such as large manufacturers that add connectivity to existing appliances (e.g. smart fridges, smart TVs)

4techUK. (2019). The State of the Connected Home: Edition Three.
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and small and medium tech firms create new devices. Some of these producers may have little
experience in security engineerirgy have limited financial resources to invest in device security
features (i.e. encryption or security updates). Furthermore, as the number of devices rises and the
number of connections increases, the threat of cyber attacks will also increase.

Cyber attacks exploiting vulnerabilities can have significant impacts both at the individual and business

f SPStad ¢KAA &ddzRe Qi 20@ifasmmiénidiadrezbiddasecNly @Bning SR K
notification from their 10T device and %dreported their device having been infected with a virus,

malware or ransomware. Attacks can result in privacy breaches, financial loss and service interruption.
Consumer loT products that are affected by security issues can cause emotional distregsusetise

as reported byl7%of the survey respondents who had experienced a cyber security issue.

l OO2NRAY3 (2 (KAA aitdzRéQa odzaAySaa adiNBSes GKS
damagingg SNBE WNB LJdzii I GA2y L+t RI YNENK NBA I hK SNRS @S 0¥
O2Yy FTARBYGRQ Wit 2848 2F LISNB2Y | D@ dzy $2A ¥ SHIOR LIS NB LIS ©O1F
attacks can also lead to financial losses, which for smaller companies can represent a significant
proportion of their revenues.

The exploitation of consumer 0T vulnerabilities, particularly through botnets, can have significant
impacts at the national and even global levels. An example of a potential future cyber risk relates to
the use of high wattage domestic apptices (e.g. air conditioners and heaters) to launch lsagme
coordinated attacks on power grids, potentially denying electricity to large numbers of citizens.

3. Potential Impacts of Government Regulation

Regarding the potential impact of Government regialia on the consumer 10T market, the study finds
that manufacturers and other economic operators will incur a range of administrative and substantive
compliance costs. The extent of these costs is difficult to quantify and will depend on the nature of
the regulatory approach and the extent to which product redesign costs are required. Furthermore,
there are additional complexities, for example in relation to supply chain management and thus the
implementation of vulnerability disclosure practices or softevarpdates. These could also have
impacts on the costs to the market associated with implementation. However, it is likely that these
costs will not be significant and will therefore not be passed on to consumers.

At the same timethere could bepositive e&onomiceffects including increasing sales voluspas a

result of greater confidence and trust in the security of consumer loT devices. Additionally, increased
device securitghouldact to mitigate the risks to manufacturers of cyber attacks against greducts

and the related negative impacts. There could alsalrange of significant benefits to consumers
such asa reduction in the number of insecure consumer IoT devices; increased confidence and trust,
leading to increased ownership and greater realisation of the benefits associated with the loT; and
wider positive impacts on cyber security at a national andalsbale.

However, there could also be negative impacts on consumers amgj@ challenge is to ensure that

the responsibility for being informed about cyber security does liotwith the consumer. Should
security labelling be introduced, the onus wdimain on the consumer; however, the onus will lie with
manufacturers and developers if they are required to implemaspects othe top three Code of
Practiceguidelines. Furthermore, potential negative impacts on consumer access are possible as a
result of potential increases in device pricaad the potential for noRUK providers to exit the UK
market. However, theseffectsare considered unlikely.

The potential impact of regulatory intervention on certain demographic groups in terms of age, gender
and household income suggests that certain groups will not experience specific negative impacts.
However, certain consumer groups wiléenefit from greater positive impacts as a result of the
implementation of minimum security requirements. For instance, @ighcome households are likely

to have higher levels dbTadoption, leading to greater benefits than lower income households.

C Centre for . |||
-E Strategy & Evaluation

EE Services



Executive Summary

Headline Statistics from the Study

1 Inthe UK, the number of 0T connections is predicted to increase to more than 150 mylikQ2H,
with 80% of these connections coming from device categories such as wearables, connected
smart meters and emergency calling servif@som, 2017).

1 According to the consumer survepnductedfor this study, security ranks third, after funatiality
and durability, with regard to the factors that are prioritised when buying a consumer |oT d
6cm: NIYy1SR &aSOdaNRGe & SAdKSNJI corprrédNgG 88% ffo
functionality and63% fordurability).

1 Gemalto(2019)carried out a study to assess the state of 10T security and found that glo
almosthalf (48%) of companies still cannot detect if any of their IoT devices have been bret
despite companies increasing their focus on IoT security (spendipgodection has grown from
11% of loT budget in 2017 to 13% in 201

1 Human error is estimated to be responsible for 95% of security bregéteda, M, 2019).

1 ¢KA& aidzReQa O2yadzYSNI adz2NwSe NBOSEHE SR GKI
notification from their 10T device and 11% reportddht adevicethey own haseen infected by &
virus, malware or ransomware.

1 In the UK, 46% of businesses report ingvexperienced a cyber security breach in the last
months, affecting in particular 68%f mediumsized businesses and 75% of large busines
although this was not only lefElated attacks (Ipsos MORI, 202@berSecurity Breaches Survey)

1 The business survey for this study reported that a majority of respondents (57%) perioegef
personal/ consumer dataas theresultof an 10T cyber attack &S N& R | .YThisSvas/fal6vec
by a loss of consumer confidence (55%) and reputational damage to the device manufac
retailer (45%)

1 Researchers from University College Hon found that in relation to five types of consumer I
devices (smart TVs, smart watches,-MVrouters, security cameras and thermostats) individu
were willing to pay on averagebetween 14% and 63% more for greater secunityfoT devices
(Blythe . al,2020. Research conducted by Harris Interactine2019found that, overall, more thar
half of survey respondents (59%) were willing to pay a premium of 5% for a product with a st
label compared to a product without.

4. Methodological Note

The esearch, which combined a literature review, interview programme and a survey of consumers
and businesses, was carried out in the period from February to April 2020.

¢KS fAGSNI GdzNB NBGASS SEF YAYSR SEAa luteyhTelatitb a S NOK
to each of the study objectives. In total, some 80 different sources were examined. In order to support

all aspects of the analysis, 23 interviewsre conductedwith stakeholdergncludingmanufactuers

of loT devices, industry and consumer associations.

In addition, two online surveys were undertaken, one targeting users of consumer IoT devices and one
targeting businesses and other organisations (from different sectors and varying in size) who either
manufacture, import or sell consumer loT devices. A tofdl08 responsesvere obtainedThere were

51 business responses and 57 consumer responses

It should be noted that the fieldwork for this research took place during@i@VIBEL9 pandemic,
which may lave affected the response rat&he relatively small number of survey responses means
that these results are indicative and caution should be exercised in interpreting the findings. The data
captured via these means supported a number of case studiesalling reatlife examples of dyer
attacks against consumer |loT devices andrtimpacts.
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1. Introduction

1. LYUNRRdAzOUGA2Y

1.1 Study objectives and scope

The purpose othis study was to examine the nature and scale of cyber security vulnerabilities within
the current and future consumer Internet of Things (loT) landscape. More specifically, the research
aimedto deliver several key outcomes in relation to four objectives

1 Evidence the future scale of consumer loT across the td¢ering the manufacture, adoption
and spatial distribution of such loT devices

{1 Evidence types of consumer IoT vulnerabilities particular: (i) detailing thenpacts associated
with each typeof vulnerability on consumers, businesses and the wider economy; and (ii)
estimating the future growth of each type of vulnerability

1 Evidence the impact of vulnerabilities and future riskise.the potential impact of consumer 10T
vulnerabilitieson the UK economy if exploited at scale, and the current and potential future risks
of insecure consumer loT devices, includihg scaleof cyber attacks using consumer loT
vulnerabilities in recent years

1 Evidence the potential impacts of Government regtitan through prescribinga minimum loT
security baseline on different demographic, income and age gramsthe potential impact of
a lack of 1oT device ownership among specific economic groups in the UK.

1.2 Background; Consumer Internet of Things vulnerdities

The Internet of Things (IoT) has been growing rapidly over the past few years. There were 8.4 billion
RSOAOSa 2N WikKAy3aaQ O2yySOGSR (2 G4KS LYyGSNYySaG Ay
IoT devices worldwide by 2020, growing 5 billion by 2025% In the UK, the number of loT
connections is predicted to grow from 13 million in 2016 to over 150 million by .2024rnet

connected devices and associated services available for consumers to purchase ,itoreisal at

home or as personal wearables are known as consumer 0T devices. These are currently the largest
OFGS3I2NE 2F O02yySOGSR WikKiAy3aQ FyR FINB SELISOGSR
20208

Consumer loT devices offer consumers greater conveniandean improved quality of lifeA study

by McKinsey found that by 2025, consumer IoT could contribute some-£285 billion per year to

the global economy as a result of more efficient energy management, labour savings through
automation and theavoidance of injuries and fatalities as a result of improved home secdrity.

| 26 SOSNE RS&ALIAGS GKS L2¢Qa O2yGNAROdziA2ya (2 AyoON
IoT devices also create significant challenges in terms of security and privacy

Moreover, 0T security has not been given the importance it needs as many devices have poor security
FSEGdzZNB&aE O2YLINBYAAAYI OZYEYASINE QREBWA OGS DE OFy RO &
O0O0S&aa F2NJ KFEO{ISNAR (2 SyiGSN O2yadzYSNEQ ySiGg2N] as

5Gartner. (2017)Press Release

6 Statista. (2016)loT Devices

70Ofcom (2017) Connected Nation2017 Data analysis

8 Petrov, C. (2019)nternet of Things Statistics 2020 [The Rise of. [6&¢hjury.

9 Parliamentary Office of Science & Technology. (2019). POSTNOTE 593: Cyber SeamstyynudrDevices. Houses of
Parliament.

10 Manyika et al. (2015). Unlocking the Potential of the Internet of Things, McKinsey Global Institute

11 Capgemini(2017).Consumer Security and the loT
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across it. Attacks caalso lead to infringements of data protection and privacy, financial losses, and
physical safst being put at risk?

Over the last few years, cyber attacks have become more common and are becoming increasingly
sophisticated, complex and monetised. Practices that help hackers and cyber attackers to avoid
detection have also become more commomaking it difficult to detect when a consumer loT device

has been infiltrated. Consequently, consumers may not even be aware that their personal data has
been compromised or that they are at risk of fraud until it is too late.

Against this background, in 201Be UK Government published a Code of Prag@mP for Consumer

loT Security (CoPThe aim was to improve baseline security and advance anindgstn RS W& S O dzNA
08 RSaA3AYQ | LIINEBIFOKI gKAOK SyO2dzN} 3Sa tydsydzFl O d:
central component of its use, rather than working backwards to try and create security measures via
a2F06F NB dzLJRI (i S% The alth Ra8 EIS NG rédlic® thd Quidéndon consumers to
configure their own device®.The top three CoP guideés include: all 10T devices should have unique
passwords, which are nemesettable to any universal factory setting; a public point of contact for

reporting vulnerabilities to the product manufacturer, and details of the minimum length of time that

produds will receive security updates.

In May-June 2019, DCMS carried out a consultation on regulatory proposals to improve the security

of consumer loT product$. This included the possibility of incorporating specific aspects of the
voluntary CoP for loT 8erity within a regulatory framework. The consultation stressed the need to
Syadz2NB aYl ydzFlI OGdzNENE FNBE Of SIFNJ FyR GNIyaLl NBy i
about the cyber security of a device, meaning users can make more informed pughasirS OA & A 2 Y & £ «
The consultation put forward three different options, namely: a mandatory security label on consumer

IoT products; mandatory use of the top three guidelines from the Code of Practice for loT Security and

the ETSI TS 103 645; and mandatany of all thirteenCoPguidelines.

The purpose of this study was to gather additional evidence on the nature and magnitude of cyber
security vulnerabilities across different 10T product groups, and the smmaomic impacts if such
vulnerabilities are eXpited.

1.3 Methodological Approach

The research combined a literature review, interview programme and a survey of consumers and
businesses.

¢KS fAGSNI GdzNB NBGASS SEFYAYSR SEAaGAY3I NBaSkNDOK
to each of tle study objectives. In total, some 80 different sources were examined, listed in Appendix

A. In order to support the analysis, we conducted a total of 23 interviews with stakeholders. This
included representatives of businesses manufacturing or usingaicas, and industry and consumer
associations. These interviews were mostly undertaken by telephone using an interview checklist that

was approved by DCMS.

12Heartfield et al. (2018). A Taxonomy of CyBéysical Threats and Impact in the Smart Home. Computers & Security, Vol
78, pgs 398428.

13 Department for Digital, Culture, Media & Sport (DCM3)18).Code of Practice for consumer 10T security

14 Daube, N. (2019Requlating the 10T: Impact and new considerations for cyber security and new government regulations,
Help Net Security

15 Department for Digital, Culture, Media & Sport (DCM3)18).Code of Practice for consumer 10T security

16 Department for Digal, Culture, Media & Sport (DCM$2020).Consultation Outcome: Government response to the
Regulatory proposals for consumer Internet of Things (I0T) security consultation

17 Ashar, J. (2019Reqgulatory proposal on mandatory 0T security laB@lvTech Leaders.
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https://www.gov.uk/government/publications/code-of-practice-for-consumer-iot-security/code-of-practice-for-consumer-iot-security#implement-a-vulnerability-disclosure-policy
https://www.helpnetsecurity.com/2019/04/11/iot-regulation-2/
https://www.helpnetsecurity.com/2019/04/11/iot-regulation-2/
https://www.gov.uk/government/publications/code-of-practice-for-consumer-iot-security/code-of-practice-for-consumer-iot-security#implement-a-vulnerability-disclosure-policy
https://www.gov.uk/government/consultations/consultation-on-regulatory-proposals-on-consumer-iot-security/outcome/government-response-to-the-regulatory-proposals-for-consumer-internet-of-things-iot-security-consultation#contents
https://www.gov.uk/government/consultations/consultation-on-regulatory-proposals-on-consumer-iot-security/outcome/government-response-to-the-regulatory-proposals-for-consumer-internet-of-things-iot-security-consultation#contents
https://www.govtechleaders.com/2019/05/07/regulatory-proposal-on-mandatory-iot-security-label/
https://www.govtechleaders.com/2019/05/07/regulatory-proposal-on-mandatory-iot-security-label/
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In addition, two online surveys were undertaken, one targeting consumers of consumer loT devices
and one targeting businesses and other organisations (from different sectors and vary in size) who
either manufacture, import or sell consumer loT devices. The following table provides a breakdown of
the responses.

Tablel.1l: Summaryg Survey Responses

Consumers 57 56%
Business 51 43%
Total 108 50%

The consumer survey elicited a response from a total7ofeéspondents, 8 of whom accessed the
guestionnaire via a link provided by GetSafeOnline. There is no evidence that the use of this link
skewed the responses in favour of those who are likely to be more aware, or potentially have been a
victim of online crime, but it isiportant to note that this could have been possible. The surveys were
administered online, and therefore households in the UK without access tmtemet and who do

not own IoT devices would not have been captured by the survey.

An analysis of the san® characteristicsand responsedor the two surveys is contained in the
appendices to this reportt should be noted that the fieldwork for this research took place during the
COVIBEL9 pandemic, which may have affected the response ratee relatively small number of
survey responses means that results should be treated as indicative and caution should be exercised
in interpreting the findings.

The data captured via these means sagpd the development of a number of case studies illustrating
reatlife examples of cyber attacks consumer IoT devices and the resulting impacts.
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Box2.1: Key Findings: Evidence the future scale of consumer loT

1 Inthe UK, the number of IoT connections is predicted to increase to more thamillsh by
2024, with 80% of these connections coming from device categories such aablesa
connected media, smart meters and emergency calling ser¥ices.

9 ¢KS TFdzidzNB 2F GKS L2¢ Aa LRaAGAGBS Ay (S
consumers are recognising the benefits of connected utilities and personal liféstyle from
on-demand music and video streaming to haffte device interaction and cloud storage
data.

1 The convergence of new technologies (5G networks and Atrtificial Intelligence) can ¢
significant benefits to users. For example, 5G networkssbmcreased processing speeds ¢
widespread connectivity, while Adlased technologies continuously learn from massive data
how to optimally perform tasks and automate often mundane activities. However, an inci
in overall adoption of consumer laflay also bring an increase in cyber security risks.

1 Consumer IoT devices are currently most popular among the affluent and tech enthugsi
these are the early adopters. Young people (under 16s are#) @re the most likely users «
consumer lifestylétems, and smart home appliances are more popular among adults. T
devices are less popular in the ovAds age demographic, but this could change in the ne»
10 years as devices become easier to use, more consumers realise how IoT devices can
their lives, and remote communication, work and connectivity becomes part of everyday

1 The main barriers to adoption include cost (both the product itself and of learning how t
it), scepticism of device security and a lack of consumer awarerfiegisat the 10T entails. Th
main driver of consumer adoption is trust in the devéselthe brand.

1 Low consumer awareness of security means that there is a lack of incentives for manufa
to improve the cyber security of their products. In additicompetition and pressure to brin
products to market results in shortcuts taken during the manufacture and design process

1 Precise market forecasts are nuanced, as studies differ on the inclusion or exclusion of di
size of each product category to account for retention rate, as consumers may purct
device and then abandon it.

CKA&d aSOGA2Yy Aad RADGARSR Ayid216&8B 5 canMBiedBitt) BB R dzO (
goods/household items such as ovens, refrigerators, televisionsfy @2 Yy SOGAYy3I (GKS K2V
(e.g. smart speakers and home assistants, smart lighting, smart thermostats); and (iii) consumer
lifestyle items (e.g. watas, toys, baby monitors). For each category, we examine existing research

on the projected market size, both in terms of the number of devices and the number of connections,

the routes for consumer adoption of these specific technologies, and the fattarsiéter consumers

from purchasing them.

The backdrop to the study is that technological innovation is proliferating across all aspects of
O 2 y a dzY S NA (radkingipérsonat hkafrSdatabor allowing users to adjust heating temperatures
from their smartphonesare but a few examples of whabnsumer 10T devices can #doT devices

18 Ofcom. (2019)Connected Nations 2019 UK Report
19Mishra, R. (202015 Examples of Internet of Things Technologies in Use Today
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represent an impressive convergence between basic hardware for everyday use and an {béesebt
service.

The literature provides several estimates of an upwizethd in 10T development and adoptiowjth

the nunber of active, connected IoT devices in use worldwide estimated to currently be 211billion

G OGA@PSéE KSNB YSIyAy3a RSOAOSA hikumider igligeN dduleNO K | & S
to 42 billion connected loT devices, generating 79 zettab{Zd) of data by 2028.

In the UK, the number of connections is predicted to increase to more than 150 million by 2024, with

80% of these connections coming from device categories such as wearables, connected media, smart
meters and emergency calling sares?! Indeed, the wearables and white goods market are thought

to account for over 40% of all consumer IoT devices curréhiiie top smart products of 2019, in

terms of ownership, were TVs, speakers, thermostats, wearables, smoke and gas leakrslesatto

washing machine& In addition,it is projected that by 2024, the total number of connected utilities,

mainly smart meters, will be around 36.5 million worldwide, and up to 3 million in th# Héwever,

one caveat is thathe number of connectios does not directly correspond to the quality of these
connectionsln other words, a large number of connections does not factor in the number of devices

that may sit in the home unused after a few months of ownership, or that the actual connection to

th yS8Gis2Nls YR GKSNBTF2NB TFdyOGAa2yltAates v88da

Figure21:wSa L2y RSy i Qa 5SOAO0S hgogySNEKALI FYR hiKSNJ aSy
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20|nternational Data CorporatioiDC) (2019).The Growth in Connected 10T Devices Is Expected to Generate 79.4ZB of Data

in 2025 According to a New IDC Forecast

210fcom (2017).Connected Nation2017 Data analysis

220fcom (2017) Connected Nation8017 Data analysis

23techUK. (2019). The State of the Connected Home: Edition Three.

24Winchcomb, T., Massey, S., & Beastall, P. (2017). Review of the Latest Developments in the Internet of Things. Cambridge
Consultants.

25Winchcomb, T., Massey, S., & Beastall, P. (2017). Review of the Latest Developments in the Internet of Things. Cambridge
Consultants.
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Existing research points to a substantial growth in the household utilities sector as developers find
ways in which to connect these devices to the Internet, and to provide consumers with the myriad
benefits these connectionsaa bring?® More developers are identifying gaps aspects of daily life
that can be simplified or consolidated through the use of technotoggnd bringing their products to
market. Indeed, this is an opportune time for entrepreneurship, and intervieweagse pointed out a
very promising phenomenon of cooperation and convergence between previously disparate sectors.

One interviewee highlighted an example of cooperation between connected cars and the home
delivery industry: if a parcel recipientisawa@ ¥ K2 YSYI (KS RSt AGSNE LISNAZ2Y
RIFEGE G2 20468 GKS NBOALASY(iQa OSKAOES® ¢KS NBOA
singleuse key to open their car boot, and when they return to their vehicle, the parcel would be

there?’” This is a potential solution to missed deliveries, and demonstrates the tymstehtial

innovation in the consumer IoT space. However, even this example exhibits clear security concerns

that would have to be addressed in order for such a seriadee trustworthy.Anotherinterviewee

gavean example involving the convergence of smart metering data with the insurance inddstly

means being able t&eep track of specific home metrics and know when to present users with
products for water leak etection or coverage.

Alongside this creative boom is the emergence of 5G technology. 5G networks boast remarkably high
download speeds, enablinfgster streaming of entertainment services as well as communication,
allowing for higher qualityconnections between edge devices and cloud sendtds.is a key
recommendation that 5G and other new technologies must be able to support upntdlidn 0T
devices per square kilometre, as well as the instant response communications these technologies
facilitate 2° An example ofhe benefitsof 5G is the improvement in remote control of consumer IoT
devices, which allows the user to remotely interacthwén object as if it were in front of thef.If
connected to a 5G network, such action could be made more efficient and applied to a wider range of
devices. However, as the number of connected devices on 5G networks increases, so too do the
security risksRespondents to the survey for this study mentioned that the increase in the number of
devices on the market is likely to continue, and even accelerate, faster than the improvements in
security.

Cyber security risks and threats, including those linkeshterging technologies, are further explored

in Section 3. It should be noted that these risks are not necessarily new, as devicB& @and4G
networksuseremote Wi-H but 5G does present the additional challenge of more connected devices,
and thereforea more widespread risk.

Both those interviewed for the studyand the literature point outthat § KS a K& LISé & dzZNNZE
consumer loT devices does not always align with the actual rate of adoption, or how advanced the
technology is. As explad below, adopton routes and barriers vary between product categories, but

the recent swell in enthusiasm for 10T products and innovatjoite accurately follows the Gartner

Hype Cyclefollowing aninnovationtrigger, there is geak ofinflatedeE LIS Ol | G A 2 atly Ay 6 KA
publicity produces a number of success staridten accompanied by failures. Some companies take
FOUA2Y T YHKF@n tHeR, cohfuineband the market entedt adugh ofdisillusionmen,

after which the capabilities and shortcomings of the products, and the actual needs of users are better
understood.

For example, interviewees referred to a problematic practice that even-kmelvn brandshave
implemented ¢ companies will purchase prodts and parts from external manufacturers and simply

26 Ofcom (2017) Connected Nation8017 Data analysis

27Claburn, T. (2015Y.our Audi As Amazon Package Drop

28Huber,N.(2019). 1 I O1 SNID& t I NI RA & Biancialimesy R 0@ 6 SNJ & SOdzNR i &
29|nternationalTelecommunication UniodTU). (2015)ITU defines vision and roadmap for 5G mobile development
30 Ofcom (2017) Connected Nation2017 Data analysis

31 Gartner. (n.d.)Gartner Hype Cycle: Interpreting technology Hype
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put their name on the final device without vetting for security gaps. Although a brand may have a
substantial reputation and familiarity among its consumer base, this is not enough to guarantee its
IoT poducts will be secure throughout their lifetimes. Therefore, these major brands should lead by
example as the market continues to grow, and ensure their products are safe and transparent, before

2. The Future Scale of Consumer loT

they are sold to consumers. Some examples of the feedbaoktine survey are provided below.

Box2.2: Survey feedback regarding IoT cyber security incidents (quotes from businesses
Ga2NB LINPRdzOG& FNB o6SAy3a YINJSGSR 6KAOF
outside world before they deliver data back to the user. The apps create a marketing ple
for companies wishing to reach their target audience. | don't see a let up to this. Strong
regulation should reduce the risk of there being an increasdNibdr OKSa 2 F @dz
G¢KS L2¢ SO02a82ai0SY AmarkdtSurgd, \ithSeyfdedsyhelv I1dT devii
NEIFI OKAy3 O2yadzYSNA yR Y2NB [yR Y2NB W2
"old school" industries, such as the medical ustiial and even general consumer markets (e
smart watches, smart toys, smart dog collars, smart vacuums) do not possess the ment
securityby-design and are having a hard time meeting consumers' expectations for
integration and quick conndwity, combined with growing regulatory concerns f
AYLX SYSyGalragAaz2y 2F aidlyRFNRa yR 6Sad LN
Gaz2ald LIS2LX S OFy 2LJi 2dzi 2F RSOA OSupofiteR
IANRGAYT FFLaldSNI GKFy O@o0SNJ aSOdzNR e A
nbey of devices will increase faster than the quality of security. Also, the longev

A a
ac¢K
RSOAOSa Aa adzOK GKId RS@OAOSa GKEG FNB A

It is important to note that thedata on the number of devices/connectioaad market projections
available for the UK are limited, depending on product categbtgst price estimates are in US

dollars, and Ul§pecific projections are relatively sparse when compared to available global

projections.

2.1

Big Ticket Items

¢CKAa OFdS32NE NBTSNR (2 aaYlINIé OSNEAZ2YA

white goods and kitchen applianceéSome of these products can also be referred to as connected

27T

household utilities®? These devices are connected to theelmet to varying extents but may not have

clear user interfaces. In other words, some devices may not have screens, or if they do, the options
available for a user to interact or modify the device are limited. Such devices are oftenaoam
controlled, or have remedial functions that do not require extensive user interaction. Meanwhile,
there is an abundance of activity taking place in the background, as the device communicates with

other connected devices in the home, from the router to the lighitches.

LJZ2 LJ

In 2017, 28% of households in the UK owned a smart TV, and indeed this was the most popular device.

Devices such as wireless speakers, smart lighting systems, and connected home appliances such as
dishwashers and refrigerators were not as widelpgigd 23 A survey conducted in 2018 revealed that
42% of UK households owned smart TVs, 20% had wearable devices, and 13% had smart*$peakers.
This trend continued in 2019, with 48% of consumers surveyed owning smart TVs, and it was predicted

32PwC. (n.d.)Disrupting Utilities
33Winchcomb, T., Massey, S., & Beastall, P. (2017). Review of the Latest Developments in the Internet of Things. Cambridge

Consultants.
34 parliamentary Office of Science & Technology. (2019). POSTNOTE 593: Cyber Security of ConsumeioDsasces.
Parliament.
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that for those who only owned one consumer I0oT device, that device was most likely to be a smart
TV/3536

Turning toroutes for adoption,the research suggests that manufacturers and developers are
generating substantiatonsumer interestiround smart appliances, artle immense technological

progress these devices represent. However, innovation does not necessarily mean consumers need or
gyG (2 FR2LIN GKSaS RSOAO0OSa 6KSYy GKSANI OdZNNBy i =
have been underwhelmed by the ide&arobotic vacuum cleaner or being able to turn on their oven

NBE Y2 ( Sfté mke ardbtNdr examplea refrigerator that detects oubf-date products and

A8y OKNRBYAASA (BHtSppdaisSabthrding @ Ithe IBeyaRite Nidat demand is simply not

high enough for these innovations to significantly penetrate the home goods market.

Other barriers to adoptioninclude cost, security concerns and ease of use (or a lack thereof).
Accordirg to a 2019 techUK report, 59% of consumers across all age demographics believe 10T devices
are too expensivand there are concernegarding additional maintenance costs and complexity of
operating these device$.Furthermore, there is uneasiness regagl inadequate security, remote
processing and devie®-device communication with minimal user interaction. This further dissuades
potential customers, as the end consumer is held responsible for understanding the security risks
relevant to their device rad ensuring their device is secure. As one interviewee pointed out, users will
consider the cost of learning how to operate a new device tnthtegrate it into their home in
assessing how much convenience the device will realistically provide.

Anadditt y I £ oF NNASNJ O2dzZA R 0SS I 02y seafdintdyviewessbrdza A y3 &
this study users currently renting or in temporary accommodation are far less likely to purchase a

smart big ticket item, and therefore this category tends to bestrpopular among homeowners. This

factor mayjtisargued YIF Ay dF Ay GKS o0A3 GAO1 S keOPstatyisS O SR 6 K
It should be noted that the use and acceptance of 0T devices varies amonglsowgraphic groups,

and that ease of usena usefulness are two of the most important factors affecting whether a user

will integrate a device into their hom&However, looking auture routes of adoptionan interviewee

observed that in the last few years, older demographics have been demgldhie skills and
competencies required to search the web for the products thveyt. Likewise, consumers in the-40

50 age group are buying smart home products on behalf of their retired parents who are living
independently. This presents developers withexcellent opportunity to increase awareness among

retired communities, both of the products and benefits available, but also of the key security features

they should look out for.

2.2 Connecting the Home Items

Connected home devices build upon existingasfructure embedded in the home; in other words,
they allow users to control and monitor activity within their home, such as security systems, music,
lights, and temperature. In many cases, they are the hubs through which device owners control the
other cannected devices and appliances in their home. However, smart speakers still fall behind
smartphones irperformingthis role#°

350fcom (2019).The Communications Market Report: Interactive Data

36techUK. (2019). The State of the Connected Home: Edition Three.

37Winchcomb, T., Massey, S., & Beastall, P. (2017). Review of the Latest Developtheniistarnet of Things. Cambridge
Consultants.

38techUK. (2019). The State of the Connected Home: Edition Three.

3 TiradeMorueta, R., AguadeGémez, J. |., & Hernandddmez, A. (2018). The sodemographic divide in Internet usage
moderated by digitaliteracy support. Technology in Society, 5556/

40techUK. (2019). The State of the Connected Home: Edition Three.
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With regard to market size, the literature suggests that the proliferation of connected home devices

is increasingThis growthOl' 'y ©6S LI NIAlFtfte& FGGNROGdziSR G2 GKS af
smart home manufacturers and creators of smart speakers [which] enables smooth integration of
AYIFINI K2YS RSGAOSa “Thia guotdiref@s té vanulabiturelis LaSd ddy@is D €
responding to the tendency of users to control their network of smart home devices through smart
aLISHF1ISNAR Fa I OSYiNrf KdzoxX GKSNBoe GF1Ay3a | ROy
At present, as one interviewee argued, smartphsaee by a significant margin the most popular hub

among consumers for controlling their other smart devices.

In addition, the research indicates that the growthsohart multi-function devices is due to the fact

that they offer several services and enhancements on basic utilities. For example, being able to pick a
song, order food, listen to an audiobook and check the weathall via voice command saves
consumers timel YR SFF2NI X FyR FLIWISIta G2 | ySSR T2NJ
functionality does not guarantee that users will continue to useCibnsidering voiceontrolled

devices specifically, 2017 reportfound that there is only a 3% chanceuaer will be active in the

second week of owninguch a devicé?

In terms of routes to adoption, the literature suggests that there are numerous - mginomic, as

well as technical, factors contributing to the uptake in connected home items. On theeomi@mic

AARSIT GiKS ANRgOK 2F GKS aYINI aLISFE{ISNI YFEN]SG A3
home technology, high disposable income, the popular trend of personalisation, and the rapid
LINEE AFSNI GAZ2Y 2F P drteivivwieesyfod iihis 2siityt sggesed kha Stiisd ¢
multifunctional ability, such as the interoperability of smart deviadesa smart speaker can be

connected to and control other devices in the home has led to improved natural language
processing and voice recogoin capabilities”

The research suggests that with such a high potential for making life easier, smart speakers and home
assistants are proving to be increasingly attractive consumer IoT products. Althoughatest as a

barrier to adoption, accordintp the research for smart security products, consumers are increasingly
gAftAYy3a (2 R2LW GKSYZX GAGK dzLJ G2 pw: 2F F HaAMD
more for the benefitghat these technologies offet? Familiarity with connected éms, due in part to

being raised with them from childhood or early adolescence, can also contribute to this growth. As

with the other product categories, it is imperative for consumers to keep in mind that the most
vulnerable 10T devices, according to intiewees working in cyber security, oftenstless than £50.

In the coming years, a technical factor that could help minimise the burden on less advantaged users
(e.g. vulnerable socieconomic groups, remote geographies, and older individuals) to leanntb

use the device is voice control. For example, one interviewee mentioned major tech companies are
working to embed voice control into the majority of their devices, which would allow less digitally
literate populations to overcome operational complicens by simply speaking to a smart speaker or
assistant!t

2.3 Consumer Lifestyle ltems

A 2 s oA x

CNRBY &YFINI 6FG0OKSa | yR LI 2 goBsamerilifestyl® 20fa0ie® HaBeR OK A f
access to sensitive personal data, and therefore require meticulous desjgotect such sensitive

41 Kumar, R., & Rasal, A. (2018nart Speaker Market by Inliglent Virtual Assistant, End User, Distribution Channel, and
Pricec Global Opportunity Analysis and Industry Forecast, 22035

42\/oiceLabs.co. (2017)he 2017 Voice Report: Executive Summary

43VoicelLabs.co. (2017)he 2017 Voice Report: Executive Summary

44VoiceLabs.co. (2017)he 2017 Voice Report: Executive Summary

45techUK(2019). The State of the Connected Home: Edition Three.

46 Product Forge. (2018pT//GLA Meetup: Gary ClentdPrincipal Technology Advisor at Ofcom
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data from being accessed and mishandled. Despite the privacy and security concerns, these devices
are attractive to consumers because they promise convenience in one or more areas of daily life, are
adaptable to different contextsand provide personalised servicésWearables, such as smart
watches, can track health data such as number of steps, heart rate, sleeping patterns, and more. In
time, this data could help users predict whether or not they will be more vulnerable &sd]rfor
example®®

In terms of market growth, as the UK population becomes more healtiscious, users may be

enticed to purchase these devices in order to track their physical health as they make lifestyle changes.
Indeed, in 2015 it was predicted th#tie global smartwatch market could reach US®billion by
2019%Ly GKS 'Y a6SINIrofSa INB SELSOGSR G2 65 (K
approximately 28 million connections, and a move from using an additional device as a hub (e.g. a
AYFNILK2Yy S0 G2 RANBOG 02y 80 sudiaimdve ingdy proriise OSy (|
additional convenience to usardor example, hand$ree control of various devices at homet also

poses a key security concern: users are further separated from tangible control over each device, and

direct connectivity to a central neork means that if the device is hacked, attackers have instant

access to all devices within a home. This could make it easier for attackers to conduct a DDoS attack,

obtain user datacause several devices to malfunction at ommehe held to ransom.

(0p))

Adde from smartwatches, the UK toys and games market is projected to growE#tduillion in 2017

to £5billionAyY HAHHYE RNARGSY Ay LI NI o0& Ayy20FdA2y Ay OF
G§SOKy2f 238 0 S 3XAhexanmeioladoretiédof iRANStyatipéirs a physical product

with an app However, the literature suggests that market growth depends on retention rates as well

as initial purchases.

Due to increased privacy and security concegngspecially those concerning connegteoys,

wearables and speakers forchildreh & ¢St f Fa LINBYAYSyYydG fS3ratlarazy
Protection Regulation), established to ensure data processors and controllers are more mindful of

how information is gathered, what is gathereddawhy, consumers are ever more suspicious of their
devices??53 According to one estimate, around 10% of wearable owners no longer use their device(s),

with 33% of these users abandoning their device within the first two w&eR§course, this is not the

sole reason why users abandon their devite®ther reasons could be functionality, and a lack of
usefulness or relevance to daily life. Regarding the toys and games market in the UK, a report points

to an emergingountertrend parents diverting children away from screbased play, and preferring

to buy nondigital entertainment products such as board games and arts and crafts maf@rials.

Turning to routes for adoptiorgccording to the researcteviewed for this studythe mast common

users of these devices are young people (under 16s) who are generally quite comfortable using
Internet-connected technology for recreational purposes and enjoy using new products with relative
ease. In addition, the research suggests that weardeVices are popular among young professionals,
with the highest smart device ownership in the UK appearing in thé4f&ge categor§t However,

47Wilson, H. J., Shah, B., & Whipple, B. (26ithy People Are Actually Using the Internet of Thiktgvard Business Review.

48 Digital Trends, (2020T.he best blood pressure monitors for 2020

49 Gartner. (2016). Gartner Says Worldwide Wearable Devices Sales to Grow 18.4 Percent in 2016. Gartner
50Winchcomb, T., Massey, & Beastall, P. (2017). Review of the Latest Developments in the Internet of Things. Cambridge
Consultants.

51Cision. (2017)The UK Toys & GamesaMet 20172022

52 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation)

53Hern, A. (2018European Regulators Report Sharp Rise in Complaints After. GDPR

54 Ericsson. (2016)Vearable technology and the internet of tlgs, Consumer views on wearables beyond health and
wellness.

55 Cision. (2017)The UK Toys & Games Market 2@0P2
56techUK. (2019). The State of the Connected Home: Edition Three.
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GKS fAGSNY GdzNBE AYRAOIFIGSa GKIG RdzS 2 GKS&aS RSOA
when staring information online, children and young people are at greater risk of falling prey to cyber
criminals and hackerg.Educating the public on how their data is used or misused, and how devices

are notalwaysmanufactured with ample security protectioivs place isa critical consideration

2.4 Projections and future market trends

TheloTis constantly evolving and its definitions are becoming even more obscure; indeed, the existing
projections and studieare quite nuanced, making the future of IoT devamannections quite difficult

to determine with any degree of certainty. &fcomhas pointed out, projectionsvith regard to
market size, connections and device ownership do not take into account the myriad applications and
categories of devices that havetyet been thought of or developed.Indeed, it is highly dependent

on the various demographic factors at play. There is no one type of device that the entire market will
be predominantly interested in, so it is imperative that developers remain sagnof how nuanced

the demand among different groups will be.

The literature reviewedor thisstudyLJ2 Ay 0 & G2 a2YS y20G1F0fS LINBRAOUGAZ2Y
¢ connected devices that are not smartphones, laptops or talijétsexpected to outgrowamputers

in coming year§? At present, three out of every five consumers @an least one smart home device

although the type of device varies by age, as indicaadier.®® Indeed, interviewees agreed that a
generalpopularisationof 10T products; more widespread acknowledgment and uptake beyond the

small group of tech enthusiasts and affluent early adoptansll continue

Second, the primary drivers for adoption of consumer 10T devices are heavily influenced by consumer
expectations: devices shiil be easy to use, trustworthy, interoperable with other products in the
home network, fun, an® I LI 6 f S 2 T |ive$ dadiey il sommvdNAG@inis important to
consider the Gartner Hype Cycle, and the fate of businesses (manufacturers aiersedlike) that
modify their marketing messaging, as well as the security of their products, versus those that do not.
Intervieweesfor this studypointed out that if expectations among consumers become more realistic
and balanced, manufacturers muskeresponsibility for servicing security throughout the lifetime of

a consumer loT product, and understanding whether or not they can meet their own profit goals whilst
doing so. If a business cannot profit without taking shortauits regard toits produlO G 8 Q & S OdzNAR G & >
consumers become more mindful of how secure they want their devices tahleebusinesswill
eventually fail. Of coursé, is likely that there will still be loweost, lowsecurity items on the market.

Third, due to 10T devices providirboth physical capabilities ardternet connectivity, there is an
emergence of new business models, most notably the-asrvice model. This model demonstrates
how connected devices are more than speakers or watches; bhigirnet connectivity allowsdr a
multitude of functions and features to benefit consumété\s intervieweesor this studypointed out,

the rise of this new business model could prgremisingfor security developments, as companies
using an as-service model rely more heavily aaputation and branding than they would if they
simply developed and manufactured a product. This is due in part to the fact that consumers can more
easily switch between service providers than when they invest in a physical product. As several
interviewees argued some major companies have moved away from-offgpurchases, and instead
2FFSN) 4dz0 AONRLIGA2Y ASNBAOSaZI AdSd GKS dzaSNJ Aa L
are a part of this. Another consideration is the increase in rembrking: consumers who spend a

57 alKhateeb, H. M., & Epiphaniou, G. (201H8pw technology can mitigate and counteract cybtalking and online
grooming. Computer Fraud & Security, 2016(1},184

58 Ofcom (2019).Connected Nations 2019 UK Report

59 Lueth, K. L. (2014pT Marketc Forecasts at a glance

60techUK. (2019)he State of the Connected Home: Edition Three.

61 Newman, Daniel. (2017\hy the asa-service modéworks so well
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part or all of their work week at home may be attracted to consumer IoT devices that could improve
their work environmentbut also may be more wary of potential security risks that these devices pose.

According to the consmer survey conducted for this study, the most important factor consumers
consider when purchasing an IoT device is functionality, with 88% regarding éxsesely or very

important (see Figure 2.2). Interestingly, many respondents (47%) stated tlag¢ pras only
GY2RSNI (iSfeé& AYLRNIIYy(iés 6KAOK YIFI& NBTFESOG az2vs
addition, security features were identified as the third most important factor (60% stating extremely

or very important), behind functionalityral durability(63% stating extremely or very important)

Consumers may acknowledge that security is crucial, but perhaps not know how to assess their
RSOAOSQa &aSOdNARGed 'a 2yS LINIGAOALIYG Ay GKS NB3
ensue their devices are secure in the first place, and manufacturers should provide ways to safeguard
devices, rather than leavwg it solely to the consumer. In addition, consumers may perceive
functionality and security as interlinked; indeed, if a devicgagking well, it is less apparent that it is
beingcompromised

Figure2.2: Consumer priorities when buying a consumer loT device

Functionality
Durability of device
Security features

Ease of connectivity || I 3%
Price
Brand

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%
Proportion of respondents

m Extremely important ® Very important Moderately important

Slightly important ~ ®m Not important at all Don't know

Source: CSES Survey findings (consumer su@agy)N=35

At the root ofconsumer expectations is trust in the device, and while there is still an abundance of
security and data privacy concerns, the trend of established appliance, entertainment and technology
brands manufacturing their own smart devices may be leading to &sunded increase in consumer
trust.5?2 Indeed, 32% of IT leaders cite securityttes mainbarrier to success; although this is not the
majority of IT leaders, it signifiescancernamong members of this industry that security is and will
become a signifant barrier if it remains unaddresséélAs several interviewees mentioned, one of

the key factors influencing the level of cyber security, or lack thereof, in consumer loT devices is a lack
of consumer awareness of what to look for in a device to endusesecure.

{AYATINI @Y ¢6A0GK2dzi + dzyAFTASR adlyRIFENR 2N aaidl YLE
clear way of determining whether or not the device they purchase will responsibly protect their data

and remain secure throughout theirse Ives. However there have been measures taken to raise
consumer awareness of what constitutes a secure product; for example the NCSC published a one
pager on how to purchase secure |0T devices for Christmas pre&difitis. suggests that ass media

62techUK. (2019). The State of the Connected Home: Edition Three.
63 Gartner. (207). Leading the IoT
64Levy, I. (20195taying smart with your Christmas gadgets
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publicaions should be more involved in informing audiences of practical cyber security measures they
can take and products to look out for, rather than only reporting on incidents.

By 2023, home automation is expected to account for the largest share of thermendoT market.

This applies to both big ticket and connecting the home item©®O0O2 NRAYy 3 (2 2y S &z
increasing demand for home monitoring in remote locations, growing adoption of home automation
devices in applications such as security, HVACQi(igaventilation and air conditioning) and energy
management, among others, have been the key factors driving the growth of the consumer |oT market
F2NJ K2YS [|°U3iill2 ariothiéricanglusion to be drawn is that policymakers should remain
cognisantof the growth of cybercrime alongside the rapid, unpredictable growth of the dgTit

appears to diminish consumer interest and trust in these devigésle, according to an interview

conducted for this study, one of the key goals is to stimulate p@sdttitudes to 10T devices, this can

only be achieved in the lorAgrm if the products are secure and constantly maintained.

In conclusion, the evidence represented in the literature, the survey for this study, and stakeholder
consultations demonstrates that affordability, new technological innovations, and consumer
awareness of 10T device security are significant aspects of future consumer 10T in the UK. Increasing
device quality, and therefore trust, will greatly affect both the uptake@fv and current devices on

the market, and provide users with reliable technology that can simplify aspects of their daily lives.

65Research and Markets. (201@onsumer loT Market 20X8Global Forecast to 2023: Market is Estimated to be USD 46.8
Billion by 2018 and is Projected to Rea®DJ104.4 Billian
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3. ¢ LISYAR L 213 0 2& adzYSNJ L2¢ + dz

Box3.1: KeyFindings: Types and impacts of consumer IoT vulnerabilities

f Cyber attacks are one of the most common types of crime in thé UKe threat of cyber
attacks is increasing as the number of devices connected to the Internet grows.

 There are a wide variety @ittacks exploiting vulnerabilities in consumer loT devices, suc
spoofing, repudiation and Distributed Denial of Service (DDB®).most common form o
cyber attack belongs to the malware family, which can be delivered through botnets, a
the casefor the Mirai botnet and its variants since 2016.

{1 Publicfacing devices, such as routers and cameras are the most obvious targets for
criminals.

1 Default passwords are considered to be one of the most likely vulnerabilities to be explol

1 ConsumetoT devicesanlacksecurityupdate options once the device has been manufactur
making them more prone to attack.

1 The loss of consumer data and privacy breaches as a result of cyber attacks are seen to
damaging by the majority of businessemsulted in this studyCompromised devices can le:
affected individuals to not only be exposed to threats such as invasion of privacy, bt
physical and psychological harm. Cyber attacks aao lead to reputational damage fo
manufacturers, as wedls financial loss.

9 al ydzFl OG dzZNBNE Q f | O tby-dedign,jagti@iahdl BdREn dosfs addJack
consumer awareness do not encourage the integration of security features in 10T device

1 The complexity of global supply chains introducddigonal possibilities for vulnerabilities t
maketheir way intomanufactured devices.

1 The future proliferation of 5G may potentially increase the avenuesdmsumer loTcyber
security attacks.

In the section below, we map out and identify theost common vulnerabilities that can be found in
consumer 0T devices. We also assess the impact of these vulnerabilities, as well as the likelihood of
these cyber security risks being realised.

3.1 Taxonomy of consumer loT threats and vulnerabilities

ConsumeloT devices can provide economic and social benefitdhence consumers and businesses
are increasingly connecting items to thiternet, often without realising the potential risks that come
with these 10T devices. According to the research reviefwethis study the increase in devices that

can be connected to thinternet has led to an increase in attacks not only against individual users,
but also against critical infrastructure. There is widespread agreement across the literature that all
consumenoT devices are vulnerable to exploitati®n.

G2 KSYS@SNJ Iy | LILX AlIyYyOS Aa ROQwéNAtisdaR a aavyl N
fridge,a TV oratoothbrugo | @ LILJ ySy Qa [ ¢ aAll12 | @LWJNyYySyoy

66 National Crime Agency. (2016). Cyber Crime Assessment 2016.
67Houses of Parliament. (2019). Cyber security of consumer devices.
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3. Types and Impacts of @sumer 10T Vulnerabilities

While each device category will have a variety of security gaps specific to the basic structure of the
devices themselves, there are some common threats that all consumer IoT devices could face if basic
minimum security features are not built in by desidre interviews that were conductefr this

study found that hackers represent one of the main threats to the security of 10T devices. Frequently
cited cyber security threats for consumer I0oT devices in the literature involve attackers gaining access
to sensitive data or systems, which can lead to the infringement of privacy and risking physical safety
and security?®® Through the literature reviewed it is possible to elaborate a taxonomy of different
threats that are relevant to loT devices (Table 3.1).

Table3.1: Taxonomy of threats to consumer I0T devices

Threat groups | Examples and definitions

Consumer loT devices are physically located objects, which can be phy
damaged orcompromised?® Attackers may exploit a vulnerability in a devi
enabling them to execute commands. A cylecurity physical attack may k

Physical attacks defined as a security breach in cyber space, which adversely affects physical
and may breach privacy and letwlthe unauthorised access to attacked devic
Examples would be the unauthorised switching on or off of lights, ventilation
heating’?

A denialof-service (DoS) attack is when an attacker uses a sougtgouter to
render a device or service unavailable to its intended users by flooding it
Distributed Denial requests. A DDoS attack, on the other hand, utilises many sources (such
of Service (DDoS) devices) of attack traffic, often in the form of a botrfétt K S & (i dzR & ¢
programme revealed that DDoS is also one of the main cyber security th
relevant to 10T devices.

Unintentional Threats in this category might includevices usinghformation from an unreliable
damage source, such as a sensor producing unreliable readings. Automated smart
(accidental) systems may be activated on the basis of the unreliable sensor readings.

Consumer loT devices are vulnerable to failusesl malfunctions (such a

software bugs). In some cases, this may result in a minor nuisance fo

consumer (i.e. being unable to use the IoT device) or costlier damage (i.e. (

Failure / might need to be reset by the user, erasing stored data). Exploitihgdaican
malfunctions facilitate other threats. For example, if an 10T device has lost accessliadheet,
it may search for other networks to connect to, allowing it to be hijackidx

absence of adequate patch pipelines is an ongoing failure for 10T deviths

someproducts being difficult to patch, even when vulnerabilities are kndfvn.

Smart home devices (and other lIoT devices) rely on a range of resource
services to provide sophisticated functionality. If any of these components fa(

Outages outage (network or power outage), the functionality of the device itself might
affected.

Eavesdropping / Due to the large number of sensors on consumer loT devices, a lot of person:

interception / is collected (behaviours in the homejealth, etc.) Smart devices als

hijacking communicate with one another via wireless protocols, such ad-iWWEwave,

68 oukas. (205). Cybeiphysical attacks: a growing invisible threat. Butterwekteineman.

69 Heartfield et al. (2018). A Taxonomy of CyBéiysical Threats and Impact in the Smart Home. Computers & Security, Vol
78, pgs 398428.

70ENISA. (2014). Threat Landscape aodd3@ractice Guide for Smart Home and Converged Media; and IoT.

"1 Heartfield et al. (2018). A Taxonomy of CyBéiysical Threats and Impact in the Smart Home. Computers & Security, Vol
78, pgs 398428.

72 Cloudflare. (n.d.)What is a Deniabf-Service (DoS) Attack?

73ENISA. (2014). Threat Landscape and Good Practice Guide for Smart Home and Converged Media; and loT.

74 Stanislav, M., et al. (2015). Hacking IoT: A case siudyaby monitor exposures and vulnerabilities. Rapid?7.
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Threat groups | Examples and definitions

Zigbeeand Bluetoothwhichlack proper encryptionA lack of encryption in som
loT devices could lead to devices being compromised, as was the cdst
keyboards with the KeySniffer vulnerabiligy.

The exploitation of a vulnerability to access personal data, which can le:
financial loss, invasions of privacy and fraud.
Spoofing is when an attacker creates an Internet Protocol (IP) packet w
modified source address to hide their identi#.spoofing attackan stop or start
Spoofing the device without warning, or it can modify how the device collects and trans
user data. Tis can affect consumer security and privacy andorge their
personal data to an untrustworthy source.
¢ YLSNAY3I YSIya Y2RATeéAy3d | aSyaz2N
Tampering permissions. This can open the door for hackers to installvare or spyware ir
the device, leading to lonterm privacy invasion.
A repudiation attack is when an application|T systendoes notimplement the
appropriate controls tai NI O1 F Yy R f 2 3whiczinSudEaowshed i
user actions to be forged or manipulated undetectddhis form of attack can b
Repudiation of  used to modify the authoring information of actions executed by an attacke
actions order to log wrong data file®¥ This can lead to data manipulation in the name
others, aswith spoofing mail messages, and make the data stored in log
misleading or invalid. An example of a repudiation attack woularpersonating
' ASYA2NBYFE ¥t 3So@alr 0O0SaaAy3a iKS O2
This nvolves password/credential leaks or modificatiand can be especially
problematic if only one password is required to access an entire home netwo
if devices within the network share the same password.
Elevation of Provides ahackes A (1 K dzy' | dzi K2NA&aSR | 00Saa i
privilege Such privileges enable a hacker to commandeer and control a device.
This mostly occurs on unsupported devices which will have known vulnerab

Nefarious activity

Information
disclosure

Ugi%p%?r:tted or bugs afte being on market for a long period of timi&Their outdated software
P or firmware leaves them prone to exploitation. Some devices may be so outc
management

GKIG GKS@ IINB dzylhofS G2 SyONERLI dza

Cyber attacks can cause physicahdge to connected devices if a hacker manipulates an internally
compromised device to operate it maliciously. For example, a hacker could potentially compromise
the thermostaton afridge which would prevent it from operating properiind potentially caus
damage’ It is thereforein the interests of consumers and businesses to safeguard against such
attacks® According to the research, there are vulnerabilities that have not yet been fully exploited
odzii O2yaidAaddziS I LRGSYGALt Naale C2N SEIF YLX §2
which might not have monetary or physically damaging effebt#, can be used to facilitate
harassment that instilfear and affects the mental wellbeing of victifis.

SAll, A. (2016)New 10T Threat Exploits Lack of Encryption irel&s KeyboardeSecurity Planet.

76 OWASP. (n.dRepudiation Attack

77Pastore, M. A., & Dulaney, E. A. (2006). CompTIA security study guide. Indianapolis, IN: Wiley.

78Moor, J., Marshall, R., & Walsh, S. (2018). 10T Security Architecture and Policy for the Alétub Based Approach. IoT
Security Foundation.

79NNT. (2019)CyberSecurity of the Fridge: Assessing the Internet of Things Threat

80 Parliamentary Office of Science & Technology. (2019). ROBH 593: Cyber Security of Consumer Devices. Houses of
Parliament.

81 Kim, S., Kimber, M., Boyle, M. H., & Georgiades, K. (2019). Sex differences in the association between cyberbullying
victimization and mental health, substance use, and suicidal ide&i@dolescents. The Canadian Journal of Psychiatry,
64(2), 126135.
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3.2 Exploitation of onsumer IoT devic&ulnerabilities

It is estimated that there will be 21.5 billion 10T devices in 2025, up from 7 billi01:88>
Furthermore, the International Data Corporation (IDC) predicts that connected loT devices will be
generating 79.4 zettabytes (ZB) of data in 262As the number of l10T devices increases, so will the
cybersecurity risks. According to researchrfraghe Office of National Statistics (ONS), cyber attacks
are involved in more than half of fraud cases in England and Wales and computer misuse is the fourth
most frequent form of crime, which involves the use of viruses or other malfefe.

Hackers anather cybercriminals exploit consumer I0T device vulnerabilities, not only to attack the

device itself, but also as a jumpiodf point for other types of threats (see Table 3.1). Since consumer

IoT devices are connected to the Internet, this can ses/a means for malware to access the device

itself and can compromise all other devices connected to the net#frkis form of attack on an loT
RSOAOSE Onthe-BRRRE S¥PYH Gl O1 QX ¢ & NBEO23IyAasSR o0& |
additional threat to connected devices. Another way to exploit vulnerable consumer loT devices is
through botnets: a network of systems that control and distribute malware to gain private information

and compromise the integrity of networks, often without the knowledf the owner of the devic#'.

Multiple compromised consumer 0T devices may be used for Distributed Denial of Service (DDoS)
attacks or cryptocurrency mining. A Denial of Service (DoS) attack, in particular, significantly threatens
the wider network, espcially if such an attack is distributed (DDoS). DDoS attacks on a company may
limit resources, curtail revenue and yields, as well as causing customer dissatistagtiom.regard

to cryptocurrency mining, illicit mining occurs when malicious cyberracgain access through
malware to webbrowsers, 10T devices and mobile devices, to steal their computer processing power
and mine cryptocurrencies, which has a monetary vateis believed that cryptocurrency mining

has become a more common threat iacent years; according to Symantec, cryptocurrency mining
malware detections increased from nil to a few thousand between 28047, to more than 150,000

in 2018%

The first malware that targeted I0T devicgB ¢ a dzy/wasidefified in 2002. In the 12 years that

followed, most malware was similar in nature®@sunan® C2 NJ SEI YL S Wt aéonidQ
(2014), which targeted Linux machines and architecture, using common usernames and passwords to
infect device®! By 2015, attacks started becoming more complex, targeting multiple platforms at

once and using social media chithud attacks for example @A I Ly adl ANF YO ® ¢KA & &
programme indicated that another way 10T devices may be exploitddasigh ransomware, a form

of malware that encrypts the files of its victims and then demands a fee from the victim in order to

unlock the informatiorf?

In 2016, theWliraiChotnet made headlines around the world after it was used to implement one of
the largest DDoS attacks which reachelillion TeraBytes Per Second (Tbps), with Tbps in this case

82 ueth, K. L. (2018%tate of the 10T 2018: Number of 10T devices now at MBarket accelerating

83|nternational Data CorporatiofiDC) (2019).The Growth in Connected I0T Devices Is Expected to Generate 79.4ZB of Data
in 2025 According to a New IDC Forecast

84 Office for National Statistics. (2019). Crime in England and Walasending December 2018.

85 Office for National Statistics. (2020). Crime in England and Wales: year ending December 2019.

86 Hypponen, M., et al. (2017). The Internet of (Vulnerable) Things: On Hypponen's Law, Security Engineering, and loT
Legislation. &hnology Innovation Management Review, 7(4).

87 BizIntellia. (2020)Trending: 0T malware attack

88 Alomari, E., Manickam, S., Gupta, B. B., Karuppayah, S., & Alfaris, R.E2@iegbased Distributed Denial of Service
(DDoS) Attacks on Web Servers: Classification and Art. International Journal of Computer Applicationsc39(7), 24

89 CyberThreat Alliance. (2018). The lllicit Cryptocurrency Mining Threat.

9% Symantec. (2018)nternet Security Threat Report (ISTR).

91FSecure. (2019). IoT threat landscape: old hacks, new devices.

92Fruhlinger, J. (2018Ransomwarexplained: How it works and how to remove it
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corresponding to the speed of malicious traffic during an attack. As attacks of this type increase in
scale and frequency, they will further challenge serpicaviders' ability to defend against thef?.

According to the literature, after 2017, the number of |oT threats targeting devices increased
significantly. Indeed, the malware family behind 39% of attacks is the Mirai b¥tidlware has

since become icreasingly sophisticated and is targeting an increasing number of vulnerabilities in
consumer l0T device&or instance, in 2018 the ADB.Miner botnet used the Mirai code to infect
devices with an exposed Android Debug Bridge (ADB), a comlimendool whid facilitates
communication with an Android device enabling the installing and debugging of apps, highlighting the
expansion in the use of this type of malware cdéln 2018, the ADB botnet was able to infect 7,000
android devices, including 5,000 in wri4 hours’® Based on amapping of loT botnets since 2002,
cyber security company-$ecure developed a list of common characteristics of loT attacks.

Box3.2: Common characteristics of loT attacks

1 Target embedded computers in devices, such as clogedit cameras, routers and DVRS;
1 Use hard coded or default passwords to gain access;

1 Coopt computing power into a botnet for illegal purposes, including DDoS attacks, spal
clickfraud,;

{ Buildon malware from previous threatse(g.the Mirai bot, which has been the foundation «
an increasing number of malware targeting loT devices);

1 Utilise more complicated forms of payloads, through which device vulnerabilities are exp
when triggered by the&ictim of an attack, such as malicious script in an email.

A selection of feedback provided by respondents in both the business and consumer surveys (Box 3.3)
for this study illustrates a range of views on cyber vulnerabilities.

Box3.3: Survey quotes from businessand consumeson IoT cyber security vulnerabilities
9 dalye @dzZ ySNIoAfAGASE Ay O2yadzYSNJ RS@AO
T a¢KS 2f RSNJ I 3S OI (S 3gidKré&ater consdins forAdr frivaty and
GKSNBF2NBE KIF LR (G2 aLISYR GAYS AyLdzidAy3

1 G¢K2aS gK2 FINB (KS eé2dzy3aSad yR GKS 2fR
it needs to be communicated in a very simple, clear way. Particularly those Li&derd those
between over 45. All ages need to be made aware of how passwords should be unigiie,

1T d¢22 Ylyé L2¢ RSQOAOSaAY 0 NBY DS Ag/Aa0 K yiiZa 385K

The business survey for this study also indicated tinat majority of respondents see default
passwords as being very likely to be exploited by attackers, as shown in Figure 3.1.

93 Cloudflare. (2017)nside the Infamous Mirai 0T Botnet: A Retrospective Analysis

94 Kaspersky. (2). 10T under fire: Kaspersky detects more than 100 million attacks on smart devices in H1 2019
95NJCCIC. (n.dYyber Threat Profiles: CryptocurreAgyning Malware

% Oshborne, C. (2018\DB.Miner worm is rapidly spreading across Android devices

97 ~Secure. (2019). IoT threat landscape: old hacks, new devices.
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Figure3.1: Perceived likelihood of vulnerabilities being exploited aonsumer IoT devices

£ 100%
T 90% 83%
2 80%
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o 60% 48% 48% 52%
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o 40%
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5 20%
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Default passwords  Lack of user  Vulnerabilities in the Lack of Lack ofencryption of
that are not unique  awareness of software / firmware authentication the device and
to the device cybersecurity that are not processes in the communications to /
addressed by device from the device
security updates /
patches

m Never mNot very likely m Neither unlikely nor likely m Quite likely mVery likely m Don't know

Source: CSES Survey findings (businesses and other organisations), Q8, N=23

One interviewee for this study remarked that the most significant change in future will be the speed,
scale, and the effort required by attackers to execateacks, which will be more automated and
complex, and some of them will incorporate elements of machine learning asAuch, there are
different ways attacker exploit the different forms of vulnerabilities in IoT devices, and these will
evolve and beome more widespread in the future. Against this background, businesses involved in
the manufacturing of IoT products and governments will need to develop a holistic approach to
addressing the most common vulnerabilities.

3.3 Consumer loT device vulnerabilitse

As loT devices use different types of technologies (software, hardware, operating systems, cloud
services, etc.), there are many ways to exploit vulnerabilities. Vulnerabilities in 0T devices might be
exploited, for example, through network software atks, such as smlled WormsQand remote
attacks. Other attacks include DDoS and botnets as well as those perpetrated by individual fackers.
Moreover, the implementation of security controls is not always feasible due to the inherent
limitations of loTdevices, for example resource and computational power limitations that might
prohibit the use of access control mechanisms, encryption, key management structures and certificate
schemes?

Publicfacing devices, such as routers, cameras and digital vielearders (DVRS) remain the most

obvious target for cybecriminals. Several interviewees for this study pointed to the likelihood that

by connecting more devices to the Internet, these new interfaces will increase the possibilities and
likelihood of new@ 6 SNJ F G il 01 & LG 61 & I NBHdzSR GKIFG Ylyeé L2
byRS&A3IYyQ TSI GdzNBad ¢KS Y2ad @dzZ ySNIo6fS RSOAOS A
other devices to the Internet. Thus, a study by the American Consumstéuta found that more than

8 out of 10 home and office routers were vulnerable to hackiighe same study found that users

9% Cruz, B., GoOmedeire, S., Ruan@rdas, D., Janicke, H., Yevseyeva, |., & Méndez, J. R. (2019). A Practical Approach to
Protect 10T Devices against Attacks and Compile Security Incident Datasets. Scientific Programming, 2019, 1

9 Alrawais, A., Alhothly, A., Hu, C., & Cheng, X. (2017). Fog computing for the Internet of Things: Security and privacy issues.
IEEE Internet Computing, 21(2);82.

100 The American Consumer Institute Center for Citizen Research. (ZRd4@)ring I0T Devices: How Safe Is YouFiWi
Router?
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might not even be aware that their routers have been compromised. With a technique called Domain
Name System (DNS) hacking, haslean redirect traffic to a phishing website, where consumers are
prompted to disclose credit card numbers or login credenti#s.

5G will accelerate the use of l0T devices as it will allow moreplmmer devices to becommternet-
connectedt®?A Brooking Institute report highlights, however, that the proliferation of 5G will provide

the following additional avenues for cyber security attacks: first, the 5G network is managed by
software even more than 3G and 4G networks. The increased reliance of netvarkirtualised
functions in software, instead of using hardware appliances, increases cyber vulnerability. Second,
there is a risk related to attaching billions of hackable smart devices to a net?drke threat will

grow with increased number of deds. An additional vulnerability linked to the switch to the
infrastructure of 5G is that even when it is possible to lock down the software vulnerabilities within a
network, the network is also managed by software that itself can be prone to attacktaoket who

gains control of the software managing the networks can therefore also control the net{#fork.
However, cheaper and potentially less secure alternatives to 5G will remain in the market, so 5G in
the longterm might be a more secure connection, albeit more costly.

The Open Web Application Security Project (OWASP) Internet of Things Project, laun2béd,

started as a way to help developers, manufacturers, enterprises and consumers make better decisions
regarding the creation and use of the loT. OWASP updated its top ©OVigherabilitiesn 2018 and
mapped therisksto avoid when building, &bloying or managing loT systems. The list brings together
high priority vulnerabilities, which are applicable to consumer IoT devices. The European
Telecommunications Standards Institute (ETIEH& OWASPpresents a list of vulnerabilities for

consume. 2 ¢ adzOK & Wy2 dzyAGSNEIf RSTFIdzZf O L9F%ag2NRE

The interview programme carried ofr this study further highlighteddefault passwords as one of
the main consumer loT device vulnerabilities.

Table3.2: 10T Top 10 vulnerabilities

Examples of weak passwords include passwords that are publicly ava
have unchangeable credentials, include backdoors in firmware or soft
Weak, Guessable, or that grants unauthorised access to deployed systems. Other pass
Hardcoded Passwords vulnerabilities include passwords thatrcde easily guessed through brut
force, which isthe submission of multiple password combinations until 1
correct one is selected.

Insecure network services running on the device itself, especially t
exposed to thelnternet, that compromise the confidentiality, integrity, ¢
availability of information or allow unauthorised remote control.

Insecure Network
Services

Insecure veb, backendApplication Programmingdnterface (API), cloud, o
mobile interfaces in the ecosystem outside of the device which allow
device or its related components to be compromised. Common issues ini
a lack of authentication / authorisation, ldoky or weak encryption, and a lac
of input and output filtering.

Insecure Ecosystem
Interfaces

Lack of Secure Updat¢ Lack of ability to securely update the device. This includes a lack of firr
Mechanism validation on devices, a lack of secure delivery-€narypted in transit),dck

101 |mperva. (n.d.Domain nameserver (DNS) Hijacking

102 Jarman, B. (20193G and Smart Homes: What You Need To Know

103\Wheeler, T., & Simpson, D. (2018}hy 5G requires new approaches to cyber security
104Wheeler, T., & Simpson, D. (201@}hy 5G requires new approaches to cyber security

105ETSI. (2019). CYBER; Cyber Security for Consumer Internet of Things. Wadipiriaéntipolis: ETSI.
106 ETSI. (2019). CYBER; Cyber Security for Consumer Internet of Things. \\&@bphizeAntipolis: ETSI.
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of anti-rollback mechanisms, and a lack of notifications of security change:!
to updates.

Use ofoutdatedor insecure software components that could allow the dev
to be compromised. This includes insecusstomisation of operating syster
platforms, and the use of thirgarty software or hardware components froi
a compromised supply chain.

Insufficient Privacy ! aSNBRQ LISNB2Yy I f AYyF2NXIGA2Y ad2N
Protection usedinsecurely, improperly, or without permission.

Use of Insecure or
Outdated
Components

Insecure Data Transfe Lack of encryption or access control to sensitive data anywhere withir
and Storage ecosystem, including at rest, in transit, or during processing.

Lack ofsecurity support on devices deployed in production, including a
management, update management, secure decommissioning, Sys
monitoring, and response capabilities.

Lack of Device
Management

Devices or systems shipped with insecure default setiimdack the ability to
make the system more secure by restricting operators from modif
configurations.

Insecure Default
Settings

Lack of physical hardening measures, allowing potential attackers to
sensitive information that can help in fature remote attack or take loca
control of the device.

Source: OWASR018. 10T Top 10

Lack of Physical
Hardening

An additional vulnerabilitidentified bythe interviews is the lack of avenues for consumers to disclose
or report a vulnerability in one of their devices, which could prevent manufacturers from
implementing the necessary security measures. Howevergsed by several interviewed$e onus

on implementing cyber security measures should not be on consuimarsather t should be the
responsibility of producers of 10T devices to make their products bothfussdly and secure.

3.3.1 Vulnerabilities arising from insecure loT device design

Technicaproblems are one of the main causes of consumer loT vulnerabilities. It is unlikely that there
will be a time when new vulnerabilities are no longer discovered; therefore, as many interviewees
this studypointed out, the security of an 0T device degsron systems being kepp to date There

is common agreemenin the literature that software or operating system flaws cannot be entirely
avoided and that many will be, or will become, vulnerable to exploitat?éi®

On a traditional computer, accessrtrols are required to satisfy basic security requirements. Even if
these controls contain bugs or may be rendered obsolete when faced with a novel attack, traditional
computers can be updated and patched, or the system redesigned to address vulnesbiliti
Moreover, it is also relatively difficult for producers to patch IoT deviassvell as costly%!1° The
consumer watchdog Which? estimatinat there are more than a billion Android devices in the world
that are vulnerable to attack because they tilme Android 6.0 Operating System (OS) or lower, which
has not beersupported by security updates throughout 20%9To further illustrate the scale of this
challenge, it is estimated that 42% of active Android users worldwide are on version 6.0 oragatlier

107Prpl Foundation. (2016). Security guidance for critical areas of embedded computing.

108 National Cyber Security Centfd@SYE (2017).Secure development and deployment

109Kh, R. (2018Ratch Management is the Catalyst f8rowth in the 10T IndustryDatafloq

110 Thales. (n.d). Implementing Ceefficient Software Updates for Cellular 1oT Deployments: Challenges, Considerations,
Best Practices

111 aughlin, A. (2020More than one billion Android devices at risk of malware thred#hich?
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at least 7% of Ulfobile phones are using Android 6 or beld¥!*® Unlike traditional computers,
however, many consumer IoT devices generally lack reasonable update and upgrade options once the
RSOAOS KIFa STl GKSMY| ydzFl OGdzNBENRA 61 NBEK2dza S

The findings across a variety of studies highlight the absence of a fadilediad safe patch pipeline
among all consumer loT devices. According to a study by Ragid@mmonly accepted way to effect

a rapid rollout of patches (across consumer I0T devices) simply does not'&Even when a
vulnerability is identified and c¢ebe fixed, these devices are difficult to patch for a number of regsons
andoften specific to the device. Theseasons includéhe lack of device interfaces which would make

it easier for consumers to update the device themselves. For a majority délades, the constraints

of remote updates may also outweigh their benefits, while their physical maintenance might be
prohibitively costlyor too time-consuming:'® Moreover, users ar®ften not informed when their
device software undergoes an update, atiterefore are notfamiliar with the software update
processt!’

Since it is difficulipr even impossible in some cases, to update the softwara consumer IoT device,

some companies themselves cannot track cyber security vulnerabilities. For exampidearnied

out a study to assess the state of 10T security and found that globally, almost half (48%) of companies,
still cannot detect if any of their I0T devices have been breached, despite companies increasing their
focus on loT security (spending protection has grown from 11% of 10T budget in 2017 to 13% in
2018)*8 Further exacerbating this issue is the fact that the software used in many consumer loT
devices is not developed by the manufacturer of the product rhtiier by a thirdparty. This ca lead

to additional complexity in product development and maintenance once on the market, as discussed
in the following section. A prominent example is the Android OS which is developed and maintained
primarily by Google but used by many different smadpa manufacturers.

3.3.2 Vulnerabilities arising from business models and economic incentives

In addition to outdated software, another significant source of vulnerability stems from the way the
consumer 10T market is currently configured and the failure of mecturers to learn from past
vulnerabilities.

The research reviewetbr this studysuggests that there are two types of new entrants to the
consumer loT device markdirst, large manufacturers that add connectivity to existing appliances
(smart fridgessmart TVs for example); arsgcondly,smalland mediumsized companies that are
creating new devices from scratch. New developers of consumer 0T devices may have little
experience in security engineering aschaller producersnay have amallerbudget todedicate to
device security, which will affect device security as tbeyld adopt generic hardwarandfirmware
instead with welkknown or unknown unpatched vulnerabilitié®.

Other research suggests thebme loTdevices have limited capacity includesecurity features (i.e.
encryption or security update$j’ Even though technical problems in some devices (such as software
or operating system bugs) have been identified and solved, the same issues continueu® thiag

112 Android.Developers. (2020). Distribution dashboard

113 DeviceAtlas. (2019). Bloglobile OS versions by country

114 Stanislav, M., et al. (2015). Hacking IoT: A case study on baby monitor exposures and vulnerabilities. Rapid7.
115Stanislav, M., et al. (2015)jacking 10T: A case study on baby monitor exposures and vulnerabilities. Rapid7.

116 Thales. (n.d). Efficient and Secure 10T Device Software Updates.

117 Wallen, J. (2017Most 10T devices are an attack waiting to happen, unless manufacturers update their kfeeis
Republic.

18Gemalto. (2019). £ Y2 4G KItF 2F O2YLJI yASE 3ievedlsGenrtosdy RSSO0 L2¢
L9ENISA. (2014). Threat Landscape and Good Practice Guide for Smart Home and ConvergeddMetia; a

120 Maple. (2017). Security and Privacy in the Internet of Things. Journal of Cyber Policyl 24155
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consumer loT market, particularly because manufacturers continue to plapatchable consumer
IoT devices on the market.

¢KS 'Y D2@OSNYyYSyiQa Hnmy {SOdz2NBE o6& 5Saiadiy NBLRZN
economic incentive to incorpota security features into deviceés! Previous esearch also found that
manufacturers place security below other priorities, such as performance, costs anetatime
market122123124125 A syrvey by McKinsey found that over 40% of companies said their custameers

either unwilling to pay a premium for security, or expect security costs to decline ovet4i8ace

consumers seem unwilling to pay for additional security measures, this does not encourage
investment in security features.

Compounded with the lackf incentives described above, thpFeviousresearch suggests that the
heavy reliance on cloud computing for storage and the provision of services means that consumer loT
devices have known unpatched vulnerabilities, or unknown vulnerabilities whichdisweveredwill

affect a wide range of devices. One explanation for this is that reusing-blasetl resources means

that the ownership for developing and deploying patches and other security upgrades remains
unclear and therefore unallocateé’ Further to this, a number of studies have identified the
vulnerability of consumer loT device supply chains, which to date has largely been ovefiS@ade

of the comments from the respondente the consumer and business surveytbe question otthe

design fatures and business models behind the production of 10T devidai8.4 seem to confirm

the view on the pitfalls of existing 0T business models

Box3.4: Consumer and Business Survey feedbaclcygner-security features in 10T products

T dal ydzFI OGdzZNENBR KI @S fAGGES AyOSyida@sS
money, potentially makes the product more difficult for the customer to use, the market
demanding security features drconsumer protection legislation doesn't mandate them

9 G¢KS ydzYoSNJ 2F RS@GAOSaE oAttt AYyONBIFasS T
of devices is such that devices that are insecure today will remain active for a lordg time

1 & L dot jéstthe loT device which must follow good practice, the home user must also con
their network and firewall correctly. Broadband providers and router manufacturers need-
included in the scope of the 10T industry not just the end point deYitey dzF I O i dzNB

1 aLYOARSyGa oAttt AYyONBlIaSsz dzadz tfe& RdzS
product is released. Engineers should not be afraid to challenge decision makers when a |
isn't safe or ready in terms sEcurity

Sirce consumer loT devices are composed of different interconnected components that are designed,
manufactured, and operated by entities that are usually located in different parts of the world, the
integration of all these components makes the system vulbler#o cyber attacks. This may include
hardware manufacturers, cloud providers, and the developers of operating systems angbahiyd
applications. The complexity of global supply chains provides many opportunities for vulnerabilities to

121 Department for Digital, Culture, Media and Sport (DCMS). (2@&)ure by Design: Improving the cyber security of
consumer Internet of Things Report

122ENISA. (2015). Threat landscape for smart home and media convergence.

12Z3ENISA. (2016£0ommon position on cyber security.

124ENISA. (2015). Security and resilience of smart home environments.

125 Joint Committee on the National Security Strategy. (280567). Cyber security: UK national security in a digital world
inquiry.

126 Bauer, H. et al. (20173ecurity in the Internet of ThingdcKinsey & Company

127 Stanislav, M., et al. (2015). Hacking IoT: A case studhaloy monitor exposures and vulnerabilities. Rapid?7.

128Farooq, J., et al. (2019). loT Supply Chain Security: Overview, Challenges, and the Road Ahead.
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be introduced, éher inadvertently or deliberately?® For example, companies need to be aware of
vulnerabilities in their supply chain and understand that they might be using individual components

that have poor levels of cyber security, preventing their final prod&tfr 6 SAy 3 WaSOdzZNBE o0 @&
This can lead to instances where the suppliers and the risks that they might bring to different
components of an |oT system are not investigafétilt is not only difficult for retailers and final

product manufacturers to Jaate the security claims of their products, but it is also difficult to

establish responsibility for security* Moreover, attackers can exploit complex supply cbéiy for

example implanting malware into a software update or thiphrty applicationt32133

Finally, there is a privacy and security risk created by businesses that engage in behavioural surplus
data collection as a business model. Behaviostaiplus is datajoing beyond thestandardonline

product and service usend mayinclude informatim aboutl LIS NB& 2 Y QrdfessichGapédA 2 y =
Facebook and Google, for examplsg itto make predictions about customer behaviddrThis risk

can be further categorised into two areas. The first is the business model itself, under which data on
user behaviour is collectegiusuallynot personally identifiable data butither meta-data¢ and used

in aggregate for analysis, interpretation, tagging and flagging for targeted advertisement and
predictions of user behaviour.

Every smart or lodievice andeven more so with personalised functionalitiésa potential source of

such behavioural dat&® The privacy implications are invisible to consumers, as is the supply chain of
third parties involvedwhich are often allowed access to medata. This risk is hardly captured by
legislation but these behavioural data are broadly used as a commodity. For example, the CEO of a
company which produces autonomous vacuum cleaners, stated that the devices evolved in a way to
incorporate cameras and trarrlg location in order to create floorplan maps of the houses they were
cleaning; a byproduct that he claimed was to be sold to tech giant compa#i€§he second aspect

of this business model is that users who do not accept the terms and conditions bagbffered

limited device functionality or limited security features.

The vulnerabilities highlighted in the business model and incentives for organisations in the loT market
have thus shown the need for producers to implement a comprehensive system ckscbe the
design features of the loT devices, both in their inputs such as the different device component
integrated from external suppliers, as well as their output in the form of data collected from the device
which can be sold to third parties as swpldata.

3.3.3 Vulnerabilities arising from human behaviours and behavioural data

While technical problems can usually be fixed, the literatengewed for this studylso emphasises
vulnerabilities that are dué consumer attitudes and behaviours. A user ofisumer loT devices is
likely to dedicate limited attention and have little capacity to identify vulnerabilities or threats against
their devices.

129 Royal Academy of Engineering. (2018). Cyber Safety and Resilience: Strengthening the Digital i&sSemppdrt the

Modern Economy.

130Farooq, J., et al. (2019). loT Supply Chain Security: Overview, Challenges, and the Road Ahead.

181 Steenmans, |. & Bras, |. (2018). Networked world: Risks and opportunities in the Internet of Things.

132 National Cyber SectyiCentre NCSYE (2018).The Principles of Supply Chain Security

133Symantec. (2018). Internet Security Threat Report (ISTR).

134yates, M. (2019% . SKI @A 2 NI £ { deNA 0 5dz5% 8 4 Sy bRHif 9 (@RHematioralDaty pdraidn LIS NA Sy O
(IDC)

1385 Carrigan, M. (2019). The institutionalisation of behavioral surplus: a quick recap on the Age of Surveillance Capitalism.
136Varian, H. R. (2014). Big data: New tricks for econometrics. Journal of Economic Perspectives228(2), 3

187Wolfe, J. (2017w 2 2 YO I @ OdzdzY YIF 1 SNJ Aw2o620d.ReugfsiAy3d 6A3 2y (GKS wWayvl
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Several studies have exposed the vulnerability of using default passwétef\ study by FSecure in

2018 evealed that threats targeting weak default credentials, unpatched credentials, or both, made
up 87% of observed threats to 10T devié#sA considerable number of consumer loT devices are
shipped with default passwords, which are often easily guessall@anseldom changed by the user

of the device (see Case Study box, belsWlsers often do not know that devices have a default
password, so might be unaware of the need to change it. If the process of changing the password is
unclear, not possible or nmbvious, then the credentials tend to remain in their default settings,
exposing the device to unauthorised access once connected tmtamet.

Box3.5: Case study, Connected security cameras and digital video recorders (DVRS)

In 2017, a scanning attack used a type of malware (written to specifically target 10T devices) t
the default passwords on a multitude of security cameras and DVRs that were cotneqieblic
Wi-Fi networks. This was accomplishedelzploiting an open telnet server with a very simple defe
root password; Y m H oOnge@he attackers gained access to a device, it could be used for mi
purposes:

Each infected device would ac$ a base for the further spread of the malicious code via
worm virus Linux Darlloz;

Each infected device could be used to mine bitcoin, via a bitcoin miner installed on the
by the malware;

All infected devices, in combination, could be usedotonfa botnetto launch a DDoS attack c
any number of online targets;

Unauthorised access / deletion / amendment of video, audio and other personal data coll
by a connected security camera and DVR.

For many users, security models and thetivity of their smart devices is opaqi®.This is mainly
because it is hard for users to determine if their devices are performing incorrectly or if their device
has been compromised. As discussed in Section 3.2.1, responsibility for the securitpsdimer 0T
device is not always clear.

Consumer loT devices often lack a full screen or keyboard interface that allows consumers to easily
interact with the device. Increasing the usability of home loT devices may require a more intuitive use

of minimalbuttons or actions and therefore embedding security into such restricted interfaces can be
difficult.1*>The challenge thereforisto develop easyo-use 10T interfaces that in turn can help users
manage their security credentials more effectively but &sep software updated. This would help

protect the wider network of home devices that are connected, reducing the number of devices that

can be compromised. This is even more relevant when considering that a single consumer IoT device
cancompromise otheRS @A OSaz 3IAPSYy GKIFG F daYFNI K2YS Aa
O 2 Y LJ2 y“8Reseéreh is currently focusing on bridging the gap between security and usability in

138 Heartfield et al. (2018). Aakonomy of CybePhysical Threats and Impact in the Smart Home. Computers & Security, Vol
78, pgs 398428.

139penTestPartners. (2018}he mast common loT device security failings of 2017

140FSecure. (2019). 10T threat landscape: old hacks, new devices.

141NCC Group. (201 3ecurity of the 10T in the home

142UlIrich, J. B. (2014More Device Malwae: This is why your DVR attacked my Synology Disk Station (and now with Bitcoin
Miner!). SANS ISC InfoSec Forums.

143UlIrich, J. B. (2016The Short Life of a Vulnerable DVR Connected to the Inte®#dXS ISC InfoSec Forums.
WhQlFNF® 6unmMnod t NAGEFO8 FyR GKS LYyGSNYySi 2F ¢KAy3Iao
145NCC Group. (201 Becurity of the 10T in the home

M8ENISA. (2014). Threat Landscape and Good Practice Guide for Smart Home and Converged Media; and loT.
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developing secure smart homes, where regular users can ensure the continueshsiif their 10T
devices!#’

The importance of human behaviour and the need for technology to be adaptive to this behaviour,

and not vice versa, has been only recently recognised by industry and academia. Rezeartcted

for this studyreveals the signi¢ant effects of hacking on trust and privacy consideratidhldlowever,

the traditional view in information security has been that users are the weakest link, providing a naive
explanation for user nowompliance with security policies or for the consa@@nd active bypassing
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limitations, for example limitedapacity, laclof information or time for optimising decisionr&

Thus, even if all vulnerabiliteswer G2 6S St AYAYyFGSRZ | NBFaz2yloftS f
still not be achievable due to the possibilities of human error. In order to optimise secunsy, it

therefore crucial to limit the opportunities for human error, which are estimateddaadsponsible for

95% of security breaché®& Therefore, the security design of 0T devices needs to abandon the

LINE & dzLJLJ2 & ANIA BA/2 IFE WTFAHE f 2dzYSNE SAGK | RSIjdzZ §S NB a2
deal with security and instead recogniseinman decisiormaking characteristics in the design

process'®!

The collection of metalata from a number of connected 10T devices can be aggregated and further
used for building behavioural user profiles. The initial purpose of such collection is pemsdnalis
targeted advertisements; however, the risk escalates in an economy of scale where a plethora of
sectors have interest in this behavioural data. Namely retailers, insurance companies, pharmaceutical
companies, entertainment providers, education provisletransportation, energy, finance and other
sectors, all have services and products which would benefit from a deeper understanaing
prediction¢ of user needs and behaviours. Associated risks originate from online behaviour and click
trails, but with the proliferation of loT devices it expands to environmental, physiological and
biometric data. As an example, smart beds provide sleep tracking in order to enhance the quality of
sleep, measuring amongst other things, respiration, posture and duratisleep’°

IoT devices are able to collect significant amounts of personal data from users, which poses a risk
should the device be compromised. Moreover, users often are not aware the extent to which their

data might be collected by I0T devidésEvenatametR I G f S@St X AF RFGF A& |3
WF220LINAYGQ Oly 68 dzyAljdzSd C2NJ SEI YLX S5 & SNA 2 d:
consumers connect their fithess tracker, diet app and smart thermostat with their smart bed,tso tha

their daily physical activity, eating habits and house temperature are correlated witquhkty of

their sleeping patterns.

Other, more direct, privacy concerns are raised by visual data analytics. There are companies which
ALISOAlItAAS AFYAUSAYRVi ARFOKWS2X 238 Q GAl @GARS23 F2NJ
AYIFNILK2ySa 2NJ OFNAXZ 6KAOK OFy NBO23yAaThe AYRA DA
underlying Al algorithms are claimed to recognise 64 trillion possible emotional states awtin
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tenth of a second® This data can be commaodified for a variety of sectors like entertainment and
gaming, capturing redlme reactions of individuals to inform and shape the company messages,
products or advertisements accordingly.

Given the rislof human error, as ned in the workshop conducted in the caxt of thisassignment,
reducingthe window of opportunity for human error should be a key objective of the measures aimed
at tackling 10T cyber security vulnerabilities.

3.4 Likelihood of vulnerability exploitation and potential impacts

3.4.1 Potential impacts

Cyber attacks on consumer loT deg@an cause harm to individuals and undermine their security,

safety and privacy. The research reviewdal this studyindicates that the potential impact of

consumer 10T vulnerabilities can range from a minor inconvenience, to serious financial l@éa or d
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Interviews with tech and cyber security industry representatitghlightedthat the cyber risks

related to consumer 0T devices can be classifiedhatfollowing levels: risks to individuatssks to
businesses and risks at a national or global level. Examples of each are provided here:

1 Personal levelfor example, privacy risks, financial loss, personal data being leaked, being locked
out of their hause, damage to property, consumer H&kilitated abuse, stalking or harassment.

1 Business levelfor example, loss of profits; risk of breaches of customer or other data; corporate
espionage, such as theft of intellectual property; businesses taken offtirmugh a DDoS attack.

1 National / Global risksfor example, network outages, disruption to essential services.

The intervieweesor this studyalso highlighted the risk of failing to speadoughtime thinking about
the consequencesf smart citiefor the environment in which we live. For example, water treatment
plants could be run by Iddut amalfunction could pollute the water, or streetlights could be attacked
causing car accidents. Bringing such a connected system to a halt could have signifiiaations.

Box3.6: Case studies: Risks associated with consumer 10T vulnerabilities

Personal risksin 2013, the Polish Computer Emergency Response Team reported that atti
exploiteda vulnerability in router firmware reportedly used in a number of commonly used ra
products’®615’ The vulnerability, known as ZyNOS, was used to conduct a range of attacks, ini
a manin-the-middle attack to steal bank credentials from users bé trouters. The ZyNO
@dzt YSNI oAfAGE [ ff26SR GKS GaGFO1SNR (G2 R2
authentication. Once access is gained, the attackers used a technique called DNS hijacking
control of DNS servers, allowingem to redirect traffic to servers under their control. In tt
instance, the attackers rerouted traffic to banking websites and tricked users into pro.
usernames, passwords and even Transaction Authentication Numbers (TANS), allowing the
money from user§accounts. There is no indication of the extent of the financial theft via this at

Business riskdesigners at an architectural firm in Italy used smart drawing pads to send dra
and schematics within the office and to clients. Tdesnart devices were connected to the offi
Wi-CA YR 6SNB aGAff dzaAy3a GKS RSTI dzf (i58As 8ushi

155] evyRosenthal, P. (2@). New Patent Recognizes Emoshape Founder PatrickR@ssnthal as the Inventor of the First
Emotion Chip

156 CERT.PI. (2014)argescale DNS redirection on home routers for financial theft

157 Constantin, L. (2014€ybercriminals compromise home routers to attack online banking uB€&#/orld News.

158 DarkTrace. (2018). Global Threat Report 2017.
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an attacker scanning thiternet for vulnerable devices identified the smart drawing pads &
using the déault login credentials, gained access to those devices. Subsequently, the at
utilised the smart drawing pads to send significant volumes of data to entertainment, govern
and design websites as part of a Denial of Service (DoS) attack on thosieese

Through this access, the attacker could potentially have gained unauthorised access
O2YLI yéeQa O2yFTARSYGALE AyidSttSOldz £ LINR LXK
inundatedwith superfluous requests for information, which iaqted its own ability to operate
and could have been subject to legal implications had their infrastructure been responsik
damaging another network. Beyond the obvious vulnerability, this case also illustrate
challenges many businesses facehwtite established practice of Bring Your Own Device (BYO
work.

National RisksThe exploitation of 10T vulnerabilities, may have impacts at national or global I¢
According to research, one of the main threats could theoretically lie within the use of high wz
domestic appliances such as air conditioners, to launch attackfie® power grids of countries
potentially shutting down their energy supply. Possible media through which the attack cot
conducted might include botnets ananipulation of demand via IoT (MadloT) to cause lesgale
blackouts, by turning on or offll devices in a botnet and thus disrupting the demand for ene

supply?%°

A Gartner 2016 loT Backbone Survey showed that 32% of IT leaders see security as a top challenge to
the development of the 101° Furthermore, the business survey for this study reported that
respondents were more likely to perceive loss of personal/consumer data, (BlE&), loss of
consumer confidence (55%=23 and reputational damage to the device manufacturer/ retailer

(45% N=22 as very damaging impacts from an 10T attack to their busineBgpse 3.2hows how
respondents assessed the different impacts from loT attacks, ranking them from the most to least
damaging.

Figure3.2: Perceived damage of different impacts of an loT attack

Loss of personal/customer datJi NG
Loss of consumer confidencdiill 20
Reputational damage to device manufacturer/retail il  ZEZ2EENEGEGEG
Disruption to business activity from IoT security incide i NG
Loss of commercially sensitive informatio S NN
Emotional distress to the consume IIIEESZNEEEE

Physical damage to the device, consumer or prope NN 504
Breaches to consumer privacyllllliEZ
Financial loss to the device manufacturer/retail SN

Loss of access to/control of the devic Sl
Financial loss to consumer{llilFZ7 494
Disruption to consumer day-to-day activitie SEIFZZNER

i

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m Very damagingl Quite damaginge Neither not damaging nor damagirgNot very damagin@® Don't know

Source: CSES Survey findings (businesses and other organisations), Q10, N=23

159 Soltan, S., Mittal, P. & Poor, H.V. (201B)ackloT: loT Botnet of High Wattage Devices Can Disrupt the Power Grid,
Princeton University, Paper for the 27th USENIX Security Symposium.
160 Gartner. (2017)Leading the I®.

Centre for
28
E Strategy & Evaluation

EE Services


https://www.gartner.com/imagesrv/books/iot/iotEbook_digital.pdf

3. Types and Impacts of Consumer 10T Vulnerabilities

In the business interviews for this studygnamonly cited impacts on consumenscluded loss of

service. The interviewees further highlighted how loT device vulnerabilities could facilitate burglaries

or residents being locked out of their homes. Other dimensions of impacts include the physical health
impacts that could be broughtth O2 YLINBEYAASR L2¢ RSOALQSeydwasy (KAaA
reported that 17% of respondents who had experienced a cyber security issue with their devices
experienced emotional distress. Interviewees also raised issues relating to the blurribhgtiveen

wellbeing and medical devices, with the latter requiring checks from healthcare professionals, which

might not occur if the device is being a treated as a lifestyle application. Environmental hazards would

also be possible should devices designatiie upkeep of smart cities be attacked. An interviewee

added that connected IoT devices could bring additional risks to vulnerable groups such as children.

9SSy (K2dAK (KSNBsRNDR:éo OESHI v&ELBEBYE (KS 0OeoSs
devices, the impact of vulnerabilitidsasmainly been demonstrated by security researchers in lab
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difficult to estimate. Security companies track vulnerabiliteesd their potential impact through

G K 2 y S & Héedy dedices used to attract the attention of cybercriminals and analyse their activity.
However, some of the concerns raised by participants in our survey have been manifested in the real
world, as unautbrised surveillance, and uncontrolled generation and usage of data have been
NBLRZ2NISR® C2NJ SEIFYLX Sz | FlLYAfte gla aadzonaeSOGSR
K2YS¢ ¢gKSYy a2YS2yS HnodrisgRamend ang thrédteSetbNdidnag tibed

child 163162163 And in 2016, residents in Finland were left in the cold after their homes heating systems
suffered a DDoS attacék?

Thereis someevidence on theonsequenceg both monetary and other costs for consumers due

to loT secuty breaches. fus, he Mirai botnet mentioned previously is used for DDoS attacks,
targeting the availability of public services and mdjdernet platforms such as Spotify and Twitter,

which were temporarily unavailable to many uséi®sin 2019, Wikipedi suffered an lobasel DDoS

FGadr Ol ¢KAOK gl a OKI NI Ol SRaver@®ilion@2 wwa@adwSwi w Ry d
expected to be in use by 2020; thus, attacks similar to the DDoS attacks of 2016 which affected many
companies like Amazon, Paypal, Twitter, Spotify and Netflix are more likely to h&ppeBerkeley

study which specifically exangid compromised 10T devices under the Mirai botnet revealed small
increases in electricity consumption, but significant increaséstémnet bandwidth usage of infected

devices and a consequent degrading of user experiesca result®¢ K S  WLI h afyhese S NE& A 2
botnets is not very effective nowadays, but hackers have been developing and modifying new versions

of the tool. There is a good understanding of the potential propagation of such botnet attacks (the
original creator of Mirai made the source eodvailable).

In the case of Mirai, once a device is compromised, it does not stay idle, but continues to scan for new
vulnerable devices to attaakhichc if compromised; join the hunt for more vulnerable devices. Thus,

a single compromised device itk Y NIi SY@ANRYYSyaGQ OFy €SIFR G2 |y
being infected very quickly. The Berkeley findings also suggest that compromised devices might come

dzy RSNJ wO2YYlIYyR YR O2yiNRfQ K2ad0Ga& 6KAQKevicebt 26a
to launch an attack against a target, and can start flooding the victim with traffic. These attacks also

have an economic impact on consumers: for almost 100,000 devices involved in the Mirai Dyn attack,

161ENISA. (2014). Threat Landscape and Good Practice Guide for Smart Home and Converged Media; and loT.
162nited Nations General Assembly. (1948). Universal declaration of human rights. UN General Assembly.

163 Fieldstadt, E. (2018Nest camera hacker threatens to kidnap baby, spooks par&iBE News.

164 Ashok, I. (2016}ackers leave Finnish residents cold after DDoS attack knocks out heating systerational Business
Times.

165Conger, K(2016).The Mirai botnet's Internet takedown opens up a new market for attackers and deferneckCrunch.
166\Venkat. A (2019) Wikipedia Investigates DDoS AttaBlankinfosecurity

167 Gartner. (2017)Leading the 10T

168 Fong, K., Hepler, K., Raghavan, R., & Rowland, P. (86I8)uantifying consumer costs of insecure Internet of Things
devices University of California Berkeley, School of Infation Report.
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the Berkeley study estimates that the aage costs werd) 3 1.08 per devicewith a total cost borne
by consumers o/9 115,307.91169

3.4.2 Likelihood of vulnerability exploitation

In 2014 there was limited information on the likelihood of attacks on loT devices as experts
Ay iSNIASSSR afciaNhedirbeexplaired thaNtBeaisk of criminal activity targeting smart
home devices is relatively low given the relatively small number of smart homes. However, forecasts
predicted that more consumer loT devices will connect the home in the néfx years, therefme
increasing the likelihood of cyber attacks. This seems to have beenddroesin recent yearsas the
number of 10T devices increased from BiBion to 7 billion between 2015 and 2018, the number of
new loFmalware grew tenfold between 2016 and 204nd then threefold between 2017 and
2018170171 Since the value of personal data, financial tokens and credentials stored in smart home
devices will increase, so too will the financial motivation for crifie.

Indeed, more recent research by security comigs widely agrees that cyber attacks on loT devices
have grown at an unprecedented rate. A number of studies by security companies, such as Symantec,
Kaspersky and-Secure, have analysed consumer loT devices through honeypots to assess cyber
security riks and threatd7317417> The cyber attacks identified differ from one study to the other.
Kaspersky honeypots detected more than 100m attacks on loT devices in the first six months of
2019176 This figure was seven times higher than the first six month90t82The increase in the
number of attacks between 2018 and 2019 was also reflected in the other studies by Symantec and F
Secure. Based on their analysis, Kaspersky noted that attacks on 0T devices are usually not
sophisticated but stealthike, as usermight not notice their device being exploited. Highlighting the
fA1StEAK22R 2F @dzf ySNIoAfAGASE 0SAy3a SELX 2A0SR Ay
revealed that 23% of respondenfsi=35)had received a security warning notificatiawrn their loT

device and 11% reported their device having been infected by a virus, malware or ransomwatre.

As for businesses, in terms of the likelihood of their IoT devices being hacked, a study amongst 400
USbased companies revealed that almost halftbém (48%) reported suffering at least one loT
security breach. The monetary impact was estimated to be up to 13% of annual revenues for small
companies and run into the tens of millions for larger compa#iém the UK, 46% of businesses
report have expdenced a cyber security breach in the last 12 months, affecting in particular 68% of
small and mediunsized businesses and 75% of large businesses, although this was not enly loT
related attacks.”®

According to research by Irdeto, eight out of every teganisations experienced a cyber attack on

their loT devices in 2019° Of those organisations, 90% experienced a negative impact as a result of

this, including operational downtime, compromisedstomer data or endizd SNJ al FSG e d ¢ KA :
business survey revealed that respondents believe that breaches to consumer piogaayf, personal

data and reputational damage are very likely to be incurred following an loT aRapgke 3.3hows

169Fong, K., Hepler, K., Raghavan, R., & Rowland, P. (2018). rloT: quantifying consumer costs of insecure Internet of Things
devices. University of California Berkeley, School of Information Report.

170 ueth, K. L. (2018%tate of the 10T 2018: Number of IoT devices now at Market accelerating

171 Kaspersky. (2018New loFmalware grew thredold in H1 2018Kaspersky.

12ENISA. (2014). Threat Landscape and Good Practice Guide for Smart Home and Converged Media; and loT.
173FSecure. (2019). Attack Landscape H1 2019: 10T, SMB traffic abound.

174 Kaspersky. (201900T under fire: Kaspersky detects more than 100 million attacks on smart devices in H1 2019
175 Symantec Research Labs. (n.d.) Befboasters Rise Up: A View Into the Emerging loT Threat Landscape.

176 Kaspersky. (2019)0T undeffire: Kaspersky detects more than 100 million attacks on smart devices in H1 2019
177 Businesswire. (2017gurvey: Nearly Half of USrms Using Internet of Things Hit by Security BreadBesinesswire.
178|psos MORI. (2020). Cyber Security Breaches Survey 2020.

179|rdeto. (2019)New 2019 Global Survey: Krbcused Cyberattacks are the New Normal
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how business respondents assessed the likelihood of different impacts resulting from an attack, in
particular highlighhgwhich impact§ N2 Y 'y L2¢ FaGdF O] GKS@& LISNODSAGSF

Figure3.3: Perceived likelihood ofmpacts of an loT attack

Breaches to consumer privacy il -/ = Y

Reputational damage to device manufacturer/retail il - Y7 4%
Loss of personal/customer datciEEEEEEEEE N7 %

Disruption to business activity from loT security incide il =77 4%
Loss of access to/control of the devicElEC NN 4%A%

Loss of consumer confidencdillEr 7. N

Emotional distress to the consume EES/ NN - 9% 4%

Financial loss to the device manufacturer/retaililiZZZ Y - 9% 4%
Disruption to consumer day-to-day activitic SlllFZZ Y. =
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Loss of commercially sensitive informatio il - 9% 49%

Physical damage to the device, consumer or prope I ZEEEEZE
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m Very likely m Quite likely Neither unlikely nor likely m Not very likely m Don't know

Source: CSES Survey findings (businesses and other organisations), Q9, N=23

By comparing Fig&'ed o ®dH YR odoX Al A& Ll2aaroftsS G2 ARSYyGA
of damage for the different potential impact and their perceived likelihood. For example

. 57% of respondents noted that loss of personal data would be very damaging and 55% believed it
to be very likely.

1 Similarly, 45% of respondent found the reputational damage brought by an IoT attack to be very
damaging, with 57% qualifying it as very kel

1 The disruption of business activity as a result of an loT attack was ranked fourth by respondents
in both terms of potential damage and likelihood.

7 ¢KA&a O2NNBflIGA2y 0S0sSSy LRGSYylGAlIffe WOHSNEB RIY
to developing a measure to calculate a hierarchy of the potential risk of each of the impacts, taking
into account both their likelihood and potential damage. Such a ecoagparison would make it
possible to better evaluate the potential risk of some impattdzOK | & WLIKe& aA Ol f RI
RSOAOSSY O2yadzYSNJI 2NJ 20 KSNJ LINPLISNIi e QX gKAOK £
was only reported as being very likely by 13% of respondents. Based on this approach and Tables
3.2 and 3.3, the most significarisk reported was loss of personal/customer data (57% rating as
very damaging and 55% very likely, 38% quite damaging and 32% quite likely). The least risky
AYLI OG0 ¢2dA R 0SS WLKeaAOrt RIYIFI3IS G2 G§KS RSQOAC
proportion of respondents finding Meither unlikely or likelgand Hot very likel{239% and 35%
respectively, and neithelHot damaging or damagitr Hot very damagin@ 33% and 14%
respectively).

1 Asdiscussed in this report, the different impacts resulting from the exploitation of vulnerabilities
in loT devices vary in terms of their likelihood and potential damage they can incur on businesses.
As these impacts can affect the personal dataof c8hSUNE | YR & dz0 aSljdzSy df & RI D
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O2yTARSYOS IyR I LINRPRdzOSNDR& NBLMziF GA2ysE GKS& |
The risk of this can be explored by looking at the relationship between likelihood of an impact
occurring and its potetial impact.
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4. Potential Impact of Government Regulation

4. t 20SYU0ALFE LYLI OO 2F D2OSN

Box4.1: Key Findings: Potential Impact of Government Regulation

1 As a result of potential regulation, manufacturers and other economic operators in
consumer loT market will incur a range of administrative and substantive compliance
The extent of these costs depends on whether product labelling is mandated and wh
product redesign costs are required. However, it is likely that compliancewist®t need to
be passed on to consumers.

{1 Additional complexities have been identified, in particular related to the implementatio
aspects othe second and third CoP guidelines (those related to vulnerability disclosure
software updates), and #hpracticalities of regulation.

1 The primary benefit to théoTmarketislikelyto come in the form of positive economaéfects
such as increasing sales volume as a result of increasing confidence in the security of cc
IoT devices. In addition, ireased device security wilhelp to mitigate the risks to
manufacturers of cyber attacks against their products and the related negative impacts.

1 Considering the impacif proposed regulation on the consumer, the main benefits will inclu
areduction in the number of insecure consumer loT devices; increased confidence and t
the market leading to greater ownership and realisation of the benefits associated with th:
A key challengés to ensue the burden for being informea@bout cyber security does nadie
just with the consumer.

1 Potential negative impacts on consumer access are possible, as a resplbssibleincrease
in device prices and the potential for ndWK providers to exit the UK market. However, the
are considered nlikely.

1 No demographic groumf consumerswill experience specific negative impactdowever,
certain consumer groups will realise greater positive impacts as a result of the implemen
of the minimum security requirements.

This sectionexamines the potential impactof the introduction of the minimum security baseline
requirements for consumer IoT products proposed by the Government. More specifically, this section
details the findingdrom the researchon the pasibleimpacts of the reglatory proposals on the
consumer loT market, before highlighting the potential direct and downstream impacts on consumers.
The following box provides an overview of regulatory options proposed by DCMS in the 2019 public
consultation.
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Box4.2: Regulatory Developments in the UK: Consumer &€urity

Through 2018, DCMS engaged extensively with the topic of consumer loT security, publisk
March 2018 Secure by Design repBftthe October 2018 Code of Practice for Consumer
Security and response to the informal consultati8hFollowing this, DCMS launched a put
consultation on regulatory proposals for consumer loT security in May 2019 alongs
Consultation Stage ImpaAssessment®? In particular, the Consultation Stage Impact Assessn
detailed the nature of the security challenge posed by consumer IoT, the rationale for goveri
intervention, the policy options under consideration and the anticipated impacts agetpolicy
options. The policy options from the consultation are as follows:

Option A:Mandate retailers to only sell consumer loT products that have the loT security
with manufacturers to seldssess and implement the security label on their consuinT
products.

Option B:Mandate retailers to only sell consumer IoT products that adhere totopethree
guidelinesof the Code of Practice, with manufacturers to sedsess that their consumer Ic
products adhere to the top three guidelines of thedeoof Practice for Consumer IoT Secul
and the ETSI TS 103 645.

Option C:Mandate retailers to only sell consumer loT products that have the IoT security
that evidences compliance witll thirteen guidelinesf the Code of Practice for Consumer |
Security and ETSI TS 103 645, with manufacturers expected-assefs and implement th
security label on their consumer IoT products.

The top three guidelines stipulated in the Code of Practice for Consumer IoT Security are:

Guideline 1:loT device psswords must be unique and not resettable to any universal fac
setting.

Guideline 2:Manufacturers of 10T devices need to provide a public point of contact as par
vulnerability disclosure policy.

Guideline 3:Manufacturers of 10T devicemwed to explicitly state the minimum length of tirr
for which the product will receive security updates.

The consultation on the above policy options, which concluded on 5 June 2019, aimed to coll
views of interested stakeholders on the issues dethin the impact assessment through ope
ended questions. In total, the consultation received responses from 60 stakeholders. On 3 Fe¢
2020, DCMS published its analysis of the responses to the consultation and provided
responses in relation teach consultation questiott?

180 Department for Digital, Culture, Medi& Sport (DCMS). (2018%ecure by Design: Improving the cyber security of

consumer Internet of Things Report

181 Department for Digital, Culture, Med&a Sport (DCMS). (2018}ode of Practice for consumer 10T security

182 Department for Digal, Culture, Media% Sport (DCMS). (2019landating Security ReduNB Y Sy 1a F2NJ / 2 Yy & dzY €
Products, Consultation Stage Impact Assessment

183 Department for Digital, Culture, Medi&a Sport (DCMS). (20). Consultation Outcome: Government response to the

Regulatory proposals for consumer Internet of Things (I0T) securityltatisn.

Centre for
34
E Strategy & Evaluation

EE Services


https://www.gov.uk/government/publications/secure-by-design-report
https://www.gov.uk/government/publications/secure-by-design-report
https://www.gov.uk/government/publications/code-of-practice-for-consumer-iot-security/code-of-practice-for-consumer-iot-security#implement-a-vulnerability-disclosure-policy
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/798722/Secure_by_Design_Consultation_Stage_Regulatory_Impact_Assessment.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/798722/Secure_by_Design_Consultation_Stage_Regulatory_Impact_Assessment.pdf
https://www.gov.uk/government/consultations/consultation-on-regulatory-proposals-on-consumer-iot-security/outcome/government-response-to-the-regulatory-proposals-for-consumer-internet-of-things-iot-security-consultation#contents
https://www.gov.uk/government/consultations/consultation-on-regulatory-proposals-on-consumer-iot-security/outcome/government-response-to-the-regulatory-proposals-for-consumer-internet-of-things-iot-security-consultation#contents

4. Potential Impact of Government Regulation

Through the Consultation Stage Impact Assessment, the Government noted that basic cyber security
provisions are lacking from many consumer IoT devices and that manufacturers often implement
security as an afterthought*For instance, the ease with which the Mirai botnet infected a significant

number of consumer loT devices has been well documented, as has ththdalthough many

techniques exist for identifying 10T security weaknesses and protecting devices, thicalrac

AYLE SYSY(GlFdA2y 2F (KSaS aSBVUANAYE dASOKKEH diS¥O A Fdz2

Moreover, sgnificant information asymmetries exist that place the consumer at a disadvantage with

regard to understanding the cyber security protection embeddn a particular consumer loT

devicel®® AsarguedAy ! YSNAOlIY SO2y2YAald DS2NHS ! {1 SNI2FQ:
asymmetries can have drastic effects on the mafRém the consumer loT market, thishecoming

evidentas manufacturers, developg retailers and other economic operators not Ban incentive

to increase the security of their products on the market, which means other economic factors

(e.g quicker time to market, lower costs, larger profit margins etc.) are more prominent drofers

product development than security. As Akerlof posits, repetition and reinforcement of such behaviour

could then result in adverse selection where consumers lose trust in consumer 10T devidég and
willingness to buy the device diminishes.

This pattern has been observed in the information security market more genéfatfj and is a
viewpoint supported by the majority of stakeholders, including industry and academic stakeholders
interviewed for this study. With the case for change established, the Consultation Stage Impact
Assessment proposed options for regulation. Howetlee, regulatory actions proposed could bring
about a range of potential impacts, including costs and benefits for the consumer 10T market, but also
for consumersThis section primarily considers the potential impact of introducing these aspects of
the top three guidelines of the Code of Practice for 0T Secaltitypyugh insights related to Option A

and the potential impact of labelling requirements are also discussed.

4.1 Potential Impact of Government Regulation on the Consumer loT Market

This subsection eamines the potential impacts of the regulatory approach outlined above on the
consumer loT market. First, the anticipated costs for manufacturers, retailers and other economic
operators involved in the consumer loT market are presented, before the potdmreefits to these
stakeholders are discussed. Following this, additional impacts that could result from the regulatory
approach are detailed.

4.1.1 Assessment of the costs of the proposed regulatory approach

In relation tothese aspects of thtop three guideihesset outin the Code of Practice for I0T Security,
the key types of costs borne by all developers and manufacturers of consumer 0T proaluicks
include:

f Costs associated with familiarisation with the regulation;

184 Blythe, J.M., Johnson, S.D., & Manning, M. (20&8Mat is security worth to consumers? Investigating willingness to pay

for securelnternet of Things device€rime Sci (2020) 9:1

185Neshenko, N., Bahlarb, E., Crichigno, J., Kaddoum, G. & Ghani, N. (Z3@ystifying 10T Security: An Exhaustive Survey

on loT Vulnerabiligs and a First Empirical Look on Interseale 10T ExploitationEEEE Communications Surveys & Tutorials,

April 2019.

186 Department for Digital, Culture, Medi& Sport (DCMS). (2019. Y RI G Ay 3 { SOdzNA (& wSljdzA NBYSyi
Products, Consultation Stage Impact Assessment

1871 {SNI2FX D! @ OmppByagadsKSy wlh Ny E& &POASNIFAyGe FyR GKS Y|
economics (pp. 23851). Academic Press.

188 yRENB2YS wd OHAAMOD W2 K¥ SOFFRNVAOA2IPNEBIOGUA BEPAR AL KI NRY L
conference, 2001. Acsaaroceedings 17th annual, pp. 358_365. IEEE, 2001.

189ENISA. (2018Economics of vulnerability disclosure
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1 Costs of compliance (e.g. developiagrulnerability disclosure policy etc.);

1 Costs related to selassessment of products against the requirements.

However, there are complexities that suggest additional costs will be incurred by all or some
manufacturers, developers and other economic aers as a result of regulation. These complexities
include the potentially variable impact of the regulatory approach on different product types and
different market actors, the possible requirement for security labelling (as covered by Option A above)
and the possible variables in the practical application of the regulation. Furthernbusiness
stakeholders interviewed for this study noted that, with these complexities in mind, reliable cost
quantifications are difficult to provide.

With that said, thee was a consensus amongst the interviewed stakeholders that implementing the
first minimum baseline security requirement (concerning default passwords) would not bring
significant difficulties or costs for the vast majoritybefsinessesThesenterviewees noted that some
companies will be required to redesign products and processes and will incur additional costs as a
result For example, default passwords are commonly used to allow remote access and device
management for customer support purposes. Howeitewas also arguethat many developers and
manufacturers already ensure products do not use default passwords and perceive this to be a basic
requirement that should, in any case, be implemented as a market entry requirement.

Considering the second mmum baseline security requirement (concerning vulnerability disclosure
policies), research from the |oT Security Foundadffbindicates that in 2019, more than 85% of the
consumer loT companies surveyed globally would need to take action as they cudemibt have
vulnerability disclosure policies in place (see Figure 4.1).

Figure4.1: Consumer loT companies with vulnerability disclosure policies globally, 2018 and 2019

100%
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0,
0%

2018 2019

90% 87%

® Companies with a Disclosure Policy =~ Companies without a Disclosure Policy

Source: 10T SecuriBoundation (2020. Consumer I0T: Understanding the Contemporary Use of Vulnerability
Disclosure; 2020 Progress Report

Regarding the reasons for this low adoption of vulnerability disclosure practices, the European
Cybersecurity Agency (ENISA), in research on the economics of vulnerability disclosure, detailed key
barriers to participating in or establisty vulnerability disclosure practices. Primarily, these barriers
include: a lack of awareness or understanding; the costs of implementation and operation; a lack of

190|oT Security Foundation. (202@onsumer I0T: Understanding the Contemporary Use of VulnerabgigjoBiirec 2020
Progress Report
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management support; a lack of organisational or technical capacity; and legal barriers or
uncertainty°?

To implement this requirement, companies would incur costs related to drafting a policy document,
developing processes and procedures for vulnerability notification and management and ensuring a
public point of contact is in place. Althougtomplexities may exist with regard to vulnerability
management in the supply chain (as discussed belbuginessnterviewees agree that compliance

with the second requirement would not be particularly burdensonithe same interviewees
including individal companies, industry associations, consumer associations and governmental
stakeholdersg recognised that the implementation of the third requirement (concerning software
updates) would be more complex. This complexity is characterised by a key chadlietge to supply

chain management and a range of concerns related to the practicalities of implementation.

The complexity of supply chain management is reportedly an important issue for many manufacturers
of consumer loT devices. More specifically, theduction of many consumer IoT devices involves a
complex supply chain with software and hardware components often being developed in disparate
jurisdictions by different organisations. As a result, businesses could incur costs related to supply chain
management and, in particular, understanding and ensuring the regulatory compliance of such
components. Intervieweefor this studynoted that this was particularly relevant in relation to the
guidelines related to vulnerability disclosure and software updates

Considering vulnerability disclosure, for example, it was notetusinessstakeholders and others
involved in standards development that this would represent a significant culture change for many
consumer loT manufacturers and their supply chains isldue to the need to ensure there is a means

to responsibly disclose vulnerabilities in all elements of a product and subsequently patch those
vulnerabilities. With regard to software updates, companies could face issues in ensuring the
regulatory compghnce of components and other inputs supplied by thpatty developers and
manufacturers'®21%3 The concerns related to the practical implementation of the third requirement
include

1 The required frequency and quality of software updates. On this spegifimt, business
associations and companies interviewedthis studystated that manufacturers could potentially
avoid the current software update requiremenby providing limited, irregular or lowguality
updates.

1 Issues exist relating to situations wiee for example, a company fails, leaving consumers without
security updates. In such a situation, consumers are likely to assume that their device is still secure,
but it is unclear what recourse they will have should any issues occur or whether thesésipity
for ensuring the consumer 10T devices remain secure is realloé¥t€el.

In addition to the above considerations, there are important horizontal impacts worth highlighting
that couldaffectthe costs borne by manufacturers and developers of consumer 10T products. First,
industry stakeholders interviewed for this study noted theonsidering the need for clarity on issues
related to the practical implementation of the regulatory approach, legal certainty on compliance with
the regulation may be a challenge. For example, legal certainty may be lacking in relation to the ability

191ENISA. (2018Economics of vulnerability disclosure

192techUK (2019) Response to Department for Digital, Culture, Medid @SNIi / 2y adz GF GA2y 2y (KS D2 @
proposals regarding consumer Internet of Things (IoT) security

193K Computing Research Commit@,KCRC (2019w S a Ll2yasS G2 5/ a{ X [/ 2yadAZ dGdlraGAazy 2y
proposals regarding consumentérnet of Things (1oT) security

1%40pen Rights Groug2019w S a2 yasS G2 GKS /2yadzZ GF A2y 2rggardidgSondd@ed S NY Y Sy i
Internet of Things (I0T) security

195 UK Computing Research Commit@KCRLC (2019)wSalLl2yasS (2 5/ a{ X [ 2yad# GliaArAzy 2y i
proposals regarding consumer Internet of Things (IoT) security
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to confidently and sufficiently seffertify. As a result, businesses could be required to incur
independent testing and certification costs.

Second, it has been noted that smaller businesses will iegler costs in relation to their revenues

as a resultof implementing the regulatory approach, as compared with larger businé8sEer
example, industry stakeholdeed cyber security experisterviewed for this study noted that start

ups and smaller companies may not have the capacity to implement dcpotntact point for
vulnerability disclosure or have accessthe technical expertise to sufficientlgeal withidentified
vulnerabilities. Third, there are challenges related to how manufacturers tackle the issue of potentially
different regulatory appoaches across different jurisdictions.

Furthermore, tech industry stakeholders interviewed for the study noted that the costs and impacts
of the proposed regulatory approach wgltobablynot be uniform across different product types and
categories, as ty have different levels of cyber security maturity. Manufacturers stated that this is
often driven by the inherently different nature of the cyber security risks facing each product type.
For example, smartphones and connected toys pose a significantorigkivacy if successfully
attacked, whereas smart white goods currently collect limited personal data. In place of privacy risks,
it has been theorised but not practised, that smart white goods could be used to cause significant
wider physical damage, sh as shutting down power grids. Examples of the different potential
impacts are provided in the below box.

Box4.3: Case studieg Impacts of cyber attacks on consumer loT devices

Local and national impactsAt the 2018 USENIX Security Symposium, researchers from Prin
LINB&aSYdSR I LI LISNI RSY2YAadNFGAYy3T GKFEG Wy
such as air conditioners and heateygives a unique ability to adversaries to launch lasgale
O22NRAYLFGSR | 4G &]More gpgcifically She kdgearéhdld derNdnsidded the
new class of potential attacks called thkanipulation ofdemand vidoT (MadloT) could be utilisec
to cause local power outages, largeale blackouts and even manipulation of the operating cos
the power grid, potentially to the benefit of a few utilities. This could be done by increasil
reducing the demand for eledtity by simultaneously turning on or off all devices in a botne
compromised higiwattage devices.

Although illustrated in relation to the US power grid, cyber security industry interviewees
expertise in the smart utilities industry noted that giar attacks could be conducted in the UK.

Impacts on individuals / householdsAn example is the case of a hacked baby morifadn this
OrasSszs Iy FdaGFrO1SNI G221 O2yaNRt 2F | Y2yAl
toareceiverini KS LI NByidQa NR2Yd ¢KS FGdlF Ol SNJ dza ¢
been leaked as a result of a data breach to gain control of the deDioee in control, the attacke
used the voice functionality of the device to make the parents belie® g+ a Ay (K
and sent them threatening messages, while also having taken control of the camera function
device to see what was happening inside of the house.

Beyond the costs related to the implementation of the three minimum baseline security requirements,
businessstakeholdersalso highlighted the costs and challenges related to the implementation of
product labelling (i.e. Option A in the Consultation Sthgpact Assessment). In particular, industry
associations and companies interviewed for this study highlighted significant costs related to

196 Department for Digital, Culture, Medi& Sport (DCMS). (201Mand: G§ Ay 3 { SOdzNRA G& wSljdzA NBYSy i &
Products, Consultation Stage Impact Assessment

197 Soltan, S., Mittal, P. & Poor, H.V. (2018ackloT: 10T Boé&t of High Wattage Devices Can Disrupt the Power, Grid
Princeton University, Paper for the ®USENIX Security Symposium.

198 Nord VPN. (2018Hacker terrorizes family by hijacking baby riton (Article published Decemb@019).
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amending labelling practices and processes, potentially across multiple products, and noted practical
issues relatedo the placement of labels on smaller products.

In addition, these stakeholders highlighted the risk of wasted-iafyelled stock, even if that stock is
secured in line with the top three guidelines. Howeverésnoted by many stakeholders that both

the risk of wasted notabelled stock and the costs of product labelling could be mitigated by a well
designed implementation. In practice, this could be achieved through the implementation of a grace
period where existing stock can be replaced by new sthakmeets the requirements, including on
labelling.

CdzNI KSNY2NBX AlG Aa Syg@ral3aISR o0& NBLINBaSyidlidAaAgSa
create issues: such static labels, as currently designed, convey no information on the poterstial risk
attributable to a specific consumer lIoT deviddoreover,static labelscancause difficulties should
product changes be necessaayd, thirdly, as the guidelines and industry practices will evolve over
time, such static labels could be invalidatéfdr instance, many manufacturers and economic
operators are moving away from passwords to other forms of authentication, such as biometrics or
certificate-based authenticatiop'®®

4.1.2 Assessment of the benefits of the proposed regulatory approach

Beyond the costsssociated with implementation, the primary benetfit the consumer loT market
could come in the form of positive econongffects As a result of increased confidence and trust in
the security of consumer 0T devices, manufacturers and developers couddience increases in
revenue and profit due to increas€dl2 y & dzY' S NJ L £ales volivi R dzO G &4 Q

In a broader retail context, the importance of brand trust to consumer purchasing decisioes

Sailoft AAKSR® C2NJ Ayaidl yOS 3s Surgefdoand that @506 oD2R,800 | f / 2
NEalLR2yRSyGa | ONRPaa H1T GSNNAG2NASAE NIyl SR WiNMza
price, for choosing a particular retail& In addition, the same survey found that, in an online retail

scenario, the trust factor is prominent for consumers when trying to ensure seckoitinstance, the

majority of respondents reported that they only use credibiéegitimate websites (57%nd choose

providers they trust to make payments (51%%)Although not specifically related to consumer loT,

parallels can be drawn with regard to the importance of consumer trust in purchasing decisions.

Many business representativasterviewed for thisstudy also noted the importance of consumer
trust. These stakeholders reported that this is a key driver of their investment in security, while also
stating that investment in security drives gains in brand reputation, consumer trust and their value
propostion. Moreover, these industry stakeholders stressed that they view security as a requirement
for market entry. Although quantitative data on the relationship between product security and
consumer trust and sales volume is limited, these findings sughestimproved security and
improved consumer trugs likelyto drive increased sales volum#r manufacturers and developers

of consumer loT deviceBurthermore, research on mobile shoppigghat is, using smartphones to
shop onlinec has found that 8k and trust are strongly associated notiéf&This research found that

trust and perceived risk have an inverse relationship, meaning that increased overall trust reduces the
level of consumer perceived risk. This is further supported by research oneopiirchasing

19techUK (2019w S all2yasS (2 S5SLI NILYSyd F2NIS5AIAGEE T / dAf Gdz2NBX aSRAL
proposals regarding consumer Internet of Things (IoT) security

200PwC. (2018)Global Consumer Insights Survey 2018: Whom do consumers really trust?

201 pwC. (2018)Global Consumer Insights Survey 2018: Whom do consumers really trust?

202pwC. (2018)Global Consumer Insights Survey 2018: Whom do consumers really trust?

203 Marriott, H. R., & Williams, M. D. (2018). Exploring consumers pertesk and trust for mobile shopping: A theoretical

framework and empirical study. Journal of Retailing and Consumer Services, 4216133
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behaviour, which concludes that both vendor and overall trust are significant predictors of behavioural
intentions 204205

This suggests that improving trust in consumer 0T manufacturers, by reducing vulnerabilities of
devices, could have pasie effects on consumer adoption and thus sales volume. In addition, data
from the survey of consumers conducted for this study indicates that consumers currently have some
reticence with regard to trusting their consumer loT devices, suggesting theitafcsignificant

gains in the market. The majority of respondents (68%) stated that they trust the security of their
consumer loT device(s) to a small extent (31%) or to some extent (37%), with only 17% trusting their
devices to a great exte® In addtion, positive impacts with regard to reducing vulnerabilities and
thus increasing trust will continue long into the future as legacy equipment and infrastructure are
steadily replaced with more secure products.

Furthermore, specifically with regard to merability disclosure, ENISA has analysed the benefits of
participating in vulnerability disclosure practices. ENISA found that organisations are driven to conduct
vulnerability disclosure for one or more of the following reasons: for the security benfgiitthe
economic benefits; to raise awareness and engage with the community; to respond to customer
demand; and/or for reasons of ethical and social responsiBflit€onsidering the economic benefits

in particular, it is found that the implementatiorf @ulnerability disclosure can reduce costs, such as
development, marketing or security assurance cé%tas it allows organisations to benefit from the
knowledge and effort of external security researchers at relatively low cost and &ffort.

In additionto increasing sales volume, it is also worth considering recent researttreanillingness

to pay(WTP) which indicates that greater security positiagigctsconsumea WTP for loT products.
Although this may not necessarily drive increased profits fanufacturers and developers, for
example because of the potential need to offset the costs of incorporating increased security or
possible regulatory compliance costs, these findings illustrate the value of security to the consumer.

Increased confiderecin the added value of security has the potential to incentivise improved security
practices across the market. In 2020, researchers famiversity College LondobCL) published the
results of an experiment to test WTP for security in relation to fiyges of consumer 0T devices
(smart TVs, smart watched/i-Fi routers, security cameras and thermostaf8)lhe researchers found

that participants werawilling to pay between 14% and 63% more on average for greater security (see
below figure).

204 Pappas, N. (2016). Marketing strategies, perceived risks, and consumer trust in online buying behaviouroflournal

Retailing and Consumer Services, 29103.

205 Suki, N. M., & Suki, N. M. (2017). Modeling the determinants of consumers' attitudes toward online group buying: Do

risks and trusts matters? Journal of Retailing and Consumer Services, 3880

206 Survey of consumers conducted for this study, Q19: To what extent do you trust the security of your consumer loT
device(s)? N=35

207ENISA. (2018Economics of vulnability disclosure
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210Blythe, J.M., Johnson, S.D., & Manning, M. (208t is security worth to consumers? Investigating willingness to pay
for secure Internet of Things device&Srime Sci (2020) 9:1
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Figured.2: Mean amount participants reported that they were willing to pay fareater security
for different types ofloT products, as a percentage of product price (cost of device shown
in parentheses)

Security camera (£160_ 40%
Smart watch (EZSO)_ 32%
Thermostat (£180)_ 28%

Smart TV (£500)_ 14%

0% 10% 20% 30% 40% 50% 60% 70%

Willingness to Pay (as a percentage of product price)

SourceBlythe, J.M., Johnson, S.R.Manning, M.(2020. What is security worth to consumers? Investigating
willingness to pay for secure Internet of Things devices

In addition, the survey of consumers conducted for this study examined WTP with regard to the three
categories of consumer loT items (i@Big Ticket items; dConnecting the Hom&eitems; and
oConsumer Lifestyfatems. Se Section 2 for definitions). Faall three categories, respondents noted

a willingness to pay more for greater security features. On average, respondents were willing to pay
£133.38 more fodBig Ticket items (N=32); £118.81 faxConnecting the Hongitems (N=31); and
£123.43 foréConsuner Lifestylé items (N=30). However, as illustrated in tbbart below the
majority of respondents indicated figures in the-£29 bracket, suggesting that the averagmues

are inflated by a small number of respondents that selected the maximum or near the maximum (i.e.
£500) for all three questions. As such, it is mbedpful to present the median values for each
category in this respect, respondents were willing to pabfinore forbig ticket items; £33 more for
connecting thehome items; and £45 more famonsumerlifestyle items.

Figure4.3: Additional amountconsumers aravilling to pay for greatersecurityfeaturesin
consumer loTdevices by product category
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Source: CSES Survey findings (consumers), Q22 (N=32), Q23 (N=31), Q24 (N=30)
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Research has also been conducted on the effect of security labels on WTP. One study conducted by
UCLand the Australian National Univerngitested the impact of five different security labels on WTP,

as compared with no security lalsefor four types of consumer 10T devices (security cameras, smart
TVs, wearables and thermosta#$)lt was found that for all but one of the labelling optiaesamined,
participants were willing to pay more for devices that carried a security label. More specifically, for
these four types of security label, the average WTP estimates (absolute cost and proportion of the
product price) for the four devices exarithwere as follows: security cameras (£33.60, 34%); smart
TVs (£65.71, 19%yearables (£19.03, 27%); and thermostats (£35.76, 22kurthermore, research
conducted by Harris Interactive found that, overall, more than hatfunfeyrespondents (59%) were

willing to pay a premium of 5% for a product with a security label compared to a product witHout.

In addition, increased consum&T device security will act to mitigate the risks to manufacturers of
cyber attacks against their products, including reputational damage, loss of consumer confidence and
competitive disadvantage. The survey of manufacturers and other organisations ¢edduac this

study examined the types of costs that businesses face as a result of a cyber attack, which could be
reduced as a result of increased consumer loT device security. Although many respondents either did
not know what the impacts of a breach wdube or did not believe the response was applicable to
them (between 27% and 60% across the available options, N=23), more than half of respondents (61%)
indicatedthat their organisation would face some type of cost as a result of a consumer loT breach.
Thefollowing chartshowsthat these costs relate to offering support to affected consumers (59%),
issuing guidance (55%) and reputational damage (52%). A further 43% expect costs related to
increased security updates.

Figured.4: Costs faced by organisations as a result of a consumer I0T breach

Adding more security updates 43%

Recalling the product

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Proportion of respondents

HYes ENo mN/A Don't Know

Source: CSES Survey findings (business and other organisations), Q12, N=23

2113ohnson, S.D., Blythe, J.M., Manning,&Wong, G.T.W. (2020). The impact of 10T security labelling on consumer product
choice and willingness to pay.

212Johnson, S.D., Blythe, .M., Manning, M., & Wong, G.T.W. (2020). The impact of IoT security labelling on consumer product
choice and willingess to pay.

213Harris Interactive. (2019Consumer Internet of ThisgSecurity Labelling Survey Research Findings
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4.1.3 Assessment of additional regulatory impacts

Although there are some clear costsand beei & NBf I 6§ SR (G2 GKS AYLX SYSyi
proposed regulatory approach, there are also a range of further impacts that could affect the market
beyond the costs and benefits described abdseamples include enforcement cost®herence with

existing legislation and international cooperatighK S L2 G Sy GAFf 2F I aNIF OS (-
potential impact on innovation.

Taking the first of these tahe time of the fieldwork for this study finalisedenforcementapproach

had not yet been identified. For instance, it was noted by interviewees that penalties for-non
compliance needd to be clarified as these can play an important role in driving business behaviour
and could result in significant costs for businesses. Howegsearch shows that the most effective
enforcement strategies to achieve compliance employ a mix of persuasion and coercion. fbhat is
sayp LJzyAaKYSyid A& Y2NB STFSOGADS F2NJ WNI GA2Y €
voluntarily; but the effect of penalties can be uneven to organisations of different sizes and
capabilities’ !4 On the other hand, incentivisation can be effective for companies which want to
comply but might lack the resources, and can be rewarded to go beyond compliance, as paH8A
recommendations for funding schemes for SMEs and incentives for innovation and R&D activities in
cyber security’®

Turning to oherence with existing legislation and international cooperatiaunnerability disclosure
management needs to be consied in the context of criminal offences stipulated in the Computer
Misuse Act 1990. ENISA, for example, has concluded that such legislation candtaliegkffect,
disincentivising security researchers with regard to vulnerability detection fordeprosecution?t®

In addition, many consumer |oT manufacturers and retailers are subject to a range of existing

f SIAAfLTdGA2y>S AyOfdzZRAYy3I GKS DSYSNrt 5FGF tNRGS
Directive(RED)the EU Cybersecurity Actanddth 9! Q& 5ANBOGA GBS O2y OSNYAY
goods.

Ol
3

Furthermore, the international aspects of the market, as well as the prevailing cyber security risks,
necessitate that the UK considers the international context of consumer 0T regulaten
highlighted above, the complexity of supply chain management for many manufacturers of consumer
loT devices poses significant challenges and any regulation will poteatiadiyUK companies selling

to different jurisdictions. This highlights the need foontinued engagement and alignment with
international standards development; a point highlighted by all interviewed stakeholder groups. In
GKAE NBalLlSOl:z NBtS@lryid SEFYLXSa AyOftdRS GKS 'Y
European Standard ory@Ber Security for Consumer Internet of Things (ETSI EN 303'6d$)yell as

the UKSingapore loT Secure by Design Stated®mind the Statement of Intent regarding the
security of the Internet of Things, signed by the Interior, Homeland Security and Public Safety
Ministers of Australia, Canada, New Zealand, the United Kingdom and the United’States.

With regard to the ptentialad NI OS {2 , dtakéholde dcibss MlEgroups interviewed for this
study envisage that companies may be tempted to focus on the top three guidelines at the expense
of the core goal of embedding security by design practices in their developmemnmhandfacturing

214Gunningham, N. (2010). Enforcement and compliance strategies. The Oxford handbook of regulation, 1285p.131
21I5ENISA. (2019). Industry 4,@yber security Challenges and Recommendations

216 Guinchard, A. (2017). The Computer Misuse Act 1990 to Supfuimerability Research? Proposal for a Defence for
Hacking as a Strategy in the Fight against Cybercrime (March 27, 2017). 2017 Journal of Information Rights, Policy and
Practice 2(2) 1. Available at SSRitps://ssrn.com/abstract=2946768r http://dx.doi.org/10.2139/ssrn.2946763

2I7ETSI. (2019). Draft European Standard, Cylydrer Security for Consumer Internet of Thir§§SI EN 303 645

218 British High Commission Singapore. (2019). Secure by DediffeSingapore 0T Statement, Joint Statement on
cooperation between Singapore and the United Kingdom on the Internet of Things

291 {i2N}ySe DSy SNI Dffica. (2010)Buidarte: Stafdnent ¢f Mtént regarding the security of the Internet

of Thihgs
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processes. As a result, the top three guidelines have the potential to become a security ceiling rather
than a minimum requiremem?® Furthermore, stakeholders perceive that labelling in this context
could engender consumer overconfidencepioduct security??+222

2 A 0K GKAZ y2GSR: YlIye adl]1SK2tRSNE NBO23yArAasSR
some extent by Government efforts to encourage manufacturers to implement all thirteen Code of
Practice guidelines and the timely lasion of additional guidelines in regulation (through the
proposed staged approach) However, although the first three guidelines are considered to be
relatively easy to implement, a cyber security expert interviewed for this study raised concerns with
regard to the ease with which manufacturers and developers would be able to implement some of
the remaining ten CoP guidelines. For examgledelinel0on monitoring system telemetry data for
security anomalies couldose challenges for manglevelopers and manufacturers with regard to
understanding what behavious normal comparedvith a security anomaly.

Last but not leastthere isrisk of regulation having a negative effect @movation?* The primary
mechanism for suchraeffectis perceved to belinkedto the position of the UK market versus other
jurisdictions, with

1 The need to comply with multiple regulatory regimes potentially hindering investment in
innovation;

1 The dissuasion of innovative companies and products entering the Utkem&om other
jurisdictions due to the regulatory regime.

However, industry stakeholdersand cyber security expertmterviewed for this study noted that
embedding security by design should not impact innovation and that engagement with EU and
international standards processes and legislators will help mitigate any negative impact on innovation.

In summary, the implementation @lspects othe top three CoP guidelines will require manufacturers

and developers of consumer loT products to bear a rangeadrhinistrative and substantive
compliance costs. However, the general consensus is that although there may be a need for product
redesign in some instances, such cast®lvedwill not be significant and would likely not need to be
passed on to consumer$hat said, there are a range of complexities, particularly with regard to the
second and third minimum security requirements (hamely, those related to vulnerability disclosure
and software updates) and the practicalities of the regulation. Consideringrisedabelling
specifically,the research suggesthat the implementation for manufacturers and developers of
consumer loT products is likely to bear significant costs.

Set againsthese costs, however, significant benefits are envisaged as a reshi afiplementation

of minimum security requirements. There is a potential for increased trust in the consumer loT market,
driving greaterconsumer loTadoption and sales volunse Furthermore, greater recognition of the
added value of security, to the produand as perceived by the consumer, could drive further
improvements in security and thus, trust, adoption and sales volume. Lastly, increased device security
will act to mitigate the risks to manufacturers and developers of cyber attacks against theircpso

2200pen Rights Groug2019)wSa 132y a4S (2 (GKS /2yadZ GrFridizy 2y GKS D2@SNYyYSyi

Internet of Things (10T) security

221 The Institute of Engineering and Technolof®019)w S & 1J2yaS (2 5/ a{ 3y [/ 2yad# Gl GAz2y 2Yy

proposals regarding consumer InternetTiings (I0T) security

222 JK Computing Research Commit@KCRC (2019)w S aLl2yasS (G2 5/ a{ X /2yadz il GdA2y 2Vy

proposals regarding consumer Internet of Things (IoT) security

223 Department for Digital, Culture, Medi& Sport (DCMS)2020).Consultation Outcome: Government response to the
Regulatory proposals for consumer Internet of Things (I0T) security consultation

224 Department for Digital, Culture, Medi& Sport (DCMS). (2020 onsultation Outcome: Government response to the
Reqgulatory prposals for consumer Internet of Things (1oT) security consultation
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which can be costly considering potential reputational damage, loss of consumer confidence and
competitive disadvantage.

4.2 Potential Impact of Government Regulation on consumers

Information on consumer loT device securitgfien not available, accessible or easily understandable
toconsumer® ! & F2dzyR 6& NBASFNOKSNBR Ay | NBGASg 2F O
tool little publicly available information about the®@edzNA & FSI G dz2NB&a 2F GKSANI RS
cyber hygiene advic®®As a result, consumers generally assume products are safe and $&dihre.

following section explores the potential impacts the proposed regulatory approach could have on
consumes.

4.2.1 Assessment of the benefits to consumers of the proposed regulatory approach

As a result of the implementation aspects othe top three CoP guidelines, consumers piidbably
accrue both direct personal benefit and indirect benefits related, for gplanto improved economy
wide cyber securityThese include the potential reduction in the number of insecure consumer loT
devices purchased and, as such, the number of breaches experienced by con&ifigisis true in

the short term, as such a regulati will ensure new products brought to market are secure, but also
in the long term, as the significant numbers of legacy devices are phased out.

To understand the scale of this reduction, it is helpful to draw parallels with the Cyber Essentials
scheme. @ber Essentials is a certification scheme that aims to help organisations prevent the most
common cyber attacks by implementing basic security measures. According to the Cyber Essentials
website implementing théen security measures can protect organigais againssome80% of cyber
attacks. Although the scope of the Cyber Essentials scheme is much broader than consumer loT
devices and théop three CoP guidelines, this illustrates that many cyber attacks can be prevented by
basic security measures.

Buildng on this, confidence and trust in the consumer IoT masktetuld grow??®, driving greater
purchasing of consumer 10T devices and greater realisation of the benefits associated with the IoT,
including for example increased opportunities for educationjalamobility, access to services and
healthcare . Thesurvey of consumers conducted for this study illustrates the extent of these positive
impacts. As shown below, more th&ualf the respondents stated that having access to a consumer
IoT device positivelympacted their leisure/entertainment time (82%, N=33), their ability to
communicate and socialise (76#%4=33, their quality of life (73%dN=33, their completion of dayo-

day activities (72%0N=332, their access to services (728633 and their educatin (60% N=30.

Considering mobility and health, fithess and staying active, the data suggests that respondents with a
long-term iliness, health problem or disability are less likely to realise positive impacts. For example,
50% (N=27) of respondents withba disability or health problem stated positive impacts with regard

to health, fitness and staying active, compared with only 11% (N=9) of respondents with such a health
problem or disability. However, as the number of respondents with a-teng iliness, disability or

health problem was limited, this finding may not be representative.

225 Blythe, J. M., Sombatruang, & Johnson, S. D. (2019Vhat security features and crime prevention atbiiis

communicated in consumer 10T device manuals and support palgesfAal of Cybersecurity, Research Paper, 2019, 1

226 Department for Digital, Culture, Medi& Sport (DCMS). (2020Xonsultéion Outcome: Government response to the

Regulatory proposals for consumer Internet of Things (I0T) security consultation

227 Department for Digital, Culture, Medi& Sport (DCMS). (2019. YRIF G Ay 3 { SOdzNRG& wSljdzA NBYSy i
Products, Consultation Stage Impact Assessment

228techUK (2019)Responseto Departiy & F2NJ 5AIA G £ X / dzf G dzZNBS aSRAF 39 {LERNI / 2
proposals regarding consumer Internet of Things (1oT) security.
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Figure4.5: Positive impacs from use ofconsumer |oT, by type of impa&®
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Source: Survey findingsonsumers), Q12 & 17, N=36

Assuming an increase in sales and adoption of consumer 0T as a result of more secure consumer 0T
devices, research into loT adoption and usage in Taiwan also suggests that consumer loT might have

a tipping point after which nvork externalities would occur. Network externalities can be defined in

GKS F2ft26Ay3 gleyY WWIKS @l ftdzS 2N STFFSOG GKI G dz
bring about more value to consumers with the increase of users, complementadugis) or

& S N2 #@&aEming that value in this instance also includes security and a positive view of device
usage, consumers are likely to experience both continued improvements in cyber security protection

and shift their perceptions towards deviagsage benefits. Therefore, continued cyber security
improvements in specific products, as well as the wider cyber environment, are likely to lead to
increasing adoption of 10T devices by consumers.

Also important is the potential positive impact on consunzavarenessof cyber security issues.
Although, as described below, these impacts will be particularly prominent in the case of
implementing security labels (i.e. Option A), implementaspects othe top three CoP guidelines

could also drive consumer avemess. The strengthened engagement of manufacturers and
developers with cyber security issues, as a result of implementing basic security requirements, could
improve the recognition of the added value security provides to their products and to their wemsu

base. This could increase the use of security as a market differentiator. As a result, greater coverage
of cyber security within product marketing could drive increased awareness and understanding of
consumer loT security issues.

This increased conswen awareness could further result in consumer pressure to further the
improvement of consumer IoT product security and thus the realisation of the benefits highlighted
above. Additionally, if security awareness progresses into knowledge and the developfresa
consumer skills, then 10T device adoption might be achieved indirectly. More specifically, according to

229 Combined results of question 12 (N=9) and question 17 (N=27) from the survey conducted for this statiggtarg
O2yadzySNAY Wl 2¢ KIFra KIFIg@gAay3da 00Saa G2 | O2yadzySNI L2¢ RS@GAOS
was answered specifically by respondents who have, or who have members of their household, withearfoilpess,

health problen or a disability which limit daily activities or work. Question 17 was asked to all other respondents.

230Katz, M. L., & Shapiro, C. (1985). Network externalities, competition, and compatibility. The American economic review,

75(3), 424440.
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the notion of perceived behavioural control, consumers have been observed to not adopt loT
technologies, regardless of intention, unless theygeéve that they have the control and the
resources to do so (knowledge or skills in this c&8éj?

With regard tolabelling, it is anticipated that this will result in better informed purchasing decisions,
which, under Option A, couldncouragemanufadurers toimplement some of the Code of Practice
guidelines. For example, the labels could give consumers the information to assess relative security
features at the point of purchase and potentially drive the market towards the deployment of devices
with longer minimum support periodsHowever, there are differing viewpoints with other
stakeholders stating that indicating the minimum length of time for which the product will receive
security updates (i.e. through labelling) will in fact bring greater oputies for builtin
obsolescence. For instance, consumers might dispose of devices after the minimum support period,
assuming they are no longer secure. Moreover, there is uncertainty over whether consumers will be
in a position to make a welhformedassessment given the information that will be available to them

at the point of purchase.

In addition, there are a range of factors external to the regulation that will support the realisation of
consumer benefits over time, including general consumer I@rket trends, as highlighted by
interviewed businessstakeholders, and the continued development of other legislatiBasiness
interviewees stated that the movement of companies towardsaa&ervice business models for
consumer loT wilbrobablydrive pogstive security impacts. For instance, in a rangeeaxtors such as

car insurance, consumer loT devices are more commonly being provided as part of a service offering.
New roles are also emerging in the market, for example companies that install andurenivhole
consumer loT systems and networks of products. In both scenarios, company brand and reputation
become more prominent considerations and the onus for understanding and ensuring security is taken
away from the consumer.

With regard to other legistive developments, a range of relevant EU legislation cafflect the

market: the GDPRhayyield positive impacts on how economic operators approach the protection
and security of personal data; the EU Cybersecurity Act is yet to make significant steps but could result
in EUwide certification frameworks relevant to the security of consumer podducts; and the
European Commission is currently assessing the impact of activating cyber sezlatéy delegated

acts contained within the Radio Equipment Directive.

4.2.2 Assessment of the challenges to consumers of the proposed regulatory approach

Beyord the benefits for consumers, there are also a ranggadéntial negative impacts or challenges
that could resultfrom the implementation of the proposed regulatory approach

A key issue to be considered is where the burden lies with regard to undenstpadd ensuring
security. If Option A (i.e. security labelling) were to be adopbedjnessand consumer associations
interviewed for this study highlighted that this would maintain the burden on the consumer in terms
of needing to be informed and willinto take actionHowever, ifmanufacturers and developers are
required to implementspects othe top three CoP guidelines, those stakeholders will be required to
take the burden for ensuring basic security, thereby removing this challenge for consufsers.
highlighted above, future market trends could also support the removal of this burden from the
consumer. Furthermore, it is anticipated that a labelling system could engender consumer
overconfidence in the security of consumer 0T products. An assampfisecurity on the part of the

BiAjzen, . A MMUO D G¢KS GKS2NEB 2F LI FYyYySR 0SKF@GA2dz2NY NBI OlAz2ya
11131127.

232 Gao, L., & Bai, X. (2014). A unified perspective on the factors influencing consumer acceptance of Internet of Things
technology. Asi®acific Journal of Marketing and Logistics.
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consumer could lead to challenges relatedhe legacy equipment and infrastructeir and company
failures.

Althoughnew products would have improved security following regulatory intervention, it will take a
number of yeas before the significant range of insecure legacy equipment and infrastructure is
updated. For example, research by DeviceAtlas found that many smartphones globally are using
operating systems (OS) that are no longer supported by security upgfateésnsilering smartphones

in the UK, for example, it has been found that at least 7% of such devices are running the Android 6
OS or below, which was released in October 2017 but did not receive a security update throughout
2019234 Until such insecure devices ame longer in use, an assumption of security on the part of the
consumer could lead to poor security practices and greater risk of cyber alfdithk. regard to
company failures,nithe event that a manufacturer or developer of a consumer loT product fails,
consumers woulgbrobablycontinue to assume their devices are secure even though such device are
no longer receiving security support. This could also increase the cyber risk for consumers.

Additionally, there is a potential for reduced consumer accestetaces and thuto the benefits of
consumer loT through two mechanisms. First, some industry stakeholders interviewed for this study
indicated that compliance costs may need to be passed on to the consumer, thereby increasing the
price of some consumepnT devices. Data from the survey of consumers conducted for this study
illustrates that, although many stakeholders are willing to pay more for improved security (see
evidence on WTP iction4.1.1), such a price increase could have a negative impaittose who

are not able or willing to pay more. As shown in folowing charf respondents most commonly
reported that they would not buy the device at all (38%, N=32) or buy almemet connected
equivalent (38%) if they were not willing to spend morea consumer 0T device.

Figure4.6: Consumer intentions if unwilling to spend more on a consumer loT device
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Source: CSES Survey findings (consumers), Q25, N=32

That said, the majority oo T businessesterviewed for this study considered that it would be unlikely
compliance costs would be significant enough to need to be passed on to consumers. As such, this
would be unlikely to affect consumer access to loTdpiais.

Second, there is a potential for n@yK companies to choose not to comply with UK regulation and
therefore stop selling to the UK market. This has the potential to reduce the purchasing options
available to UK consumers. However, considering theuritgt of the UK market, as well as the
advancing regulatory developments on consumer loT globally, but particularly in the EU (for instance,

233DeviceAtlas. (2019). Blogtobile OS versions by country
234DeviceAtlas. (2019). Blogtobile OS versions by country
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the ETSI draft standard on consumer I0T security and the developments related to the RED), it is
considered unlikgl that manufacturers and developers will stop selling to the UK market.

As such, the general consensus across the surveys, the interviews conducted, and the literature
reviewed is that the regulatory approadh unlikely tonegativelyaffect access to consner IoT
products. The next subection examines how the potential impacts may be experienced differently
acrosdifferent demographic groups.

4.2.3 Assessment of the impacts across demographic groups

There is limited evidencéom this studythat certain demogaphic groups will experience specific
negative impacts as a result of the implementationaspects ofthe top three CoP guidelines.
However, it has been found that certain consumer groups will experience greater positive impacts
than others, in particulareflecting and reinforcing existing trends related to access to the benefits
provided by consumer IoT products and technology more generally. This assessment primarily focuses
on age, gender and household income.

With regard to age, older consumers araqeived to be moreoncerned abousecurity and privacy.

For instance, a 2017 survey of consumer cyber security perceptions reportedly found that consumers
over 55 pay more attention to cyber security issues than younger respondents. More specifically, in
relation to password management, 70% of older consumers reported reusing passwords, compared
with 80% of younger consumers. Although 32% of older consumers only changed their passwords
when forced, this figure was 42% in younger consurd@is addition, dita on expectations of fraud

also indicates older consumers are more mindful of secuistyexamplea survey of 1,767 Usased
respondents found that individuals over 55 years of age were more likely to consider fraud to be
inevitable (53%) compared wityounger generationsafes 3554: 44%; 2484: 40%; and 123:
34%)236

However, the qualitative responses to the survey suggest there are differences in adoption, as well as
understanding and education, on security within the older consumers group. Censwver 65 are
perceived to have lower reliance on technology and consumer IoT but also less knowledge and
awareness of security than those younger than 65. As such, consumers over 65 are likely to experience
a balance of positive impacts as lower adoptioould result in the realisation of fewer benefits
compared to other age groups, but regulation will also deliver security benefits that such consumers
would not experience otherwise due to their lack of security knowledge. On the other hand,
consumersiged 5564, are likely to complement higher security caution with better security practices.
Therefore, this group of consumers would potentially benefit to a lesser extent in terms of security
gains than younger consumers who are less mindfgkctirity issues.

Regarding gender, although many qualitative responses from the surveys and interviews conducted
for this study considered the issues covered not to be gesdasitive the data suggests that in fact,
female and male respondents realiseethenefits of consumer IoT products differently. For instance,

as illustrated in thdollowing chart female respondents report higher positive impacts in relation to
education (67% ersus 56%, N=30), ability to communicate/socialise (86&ftsws 68%, N=33)
independence (50%evsus35%, N=31) and facilitating d&y-day activities (79%ersus67%, N=32).

On the other hand, male respondents report higher positive impacts in relation to quality of life (78%
versus67%, N=33) and leisure/entertainment time 89ersus73%, N=33).

235] oeb, L. (2017). Articl€ybersecurity Awareness Varies By Demographic, Survey R&egadsting on the First Data 2017
Consumer Cybersecurity Survey in Securitylntelligence
236 First Data. (2018Protecting Personally Identifiable Information Survey
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Figured.7: Positive impacts of consumer loT, by gender
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In addition, gender has been found to act as a moderating factoisknwith technology adoptiohy
females more greatly influenced by overall perceived risk than n#&less such, perceptions of
greater trust in the consumer loT market, as engendered by the regulatory approach, are expected to
diminish perceived risk artthus facilitate adoption more readilyith female than male consumers.

Turning tosociceconomic statusthe existing research suggests that there is a possible link between

security, the number of 0T devices and seet@nomic status of households. Rostance, parallels
canbedrawwithTA Y RAY 34 2y (KS | R2 Lhyfargiliés vatiFchilh¥nSRederchi SOK Y 3
on this topic demonstrates a positive correlation between income levels and adoption of new digital
technologiesnamely, housholdswith higher incomeLINE @A RS | -NAR2ONKRQ UYSWSRAANR vV Y Sy
of higher income households compared to 31% of lower income househdtds).this context,
YPYSRABOKQ NBFSNB LINAYIFNRfE (G2 K2dzaSK2f R @efsy SNE KA L
Internet access, mobile phones), but also includes old media (for example, books).

In addition, it has been found that lower income parents are more likely to provide older or cheaper
versions of technological devices in the hof#&!°However, whilghis research finds the relationship

between income and access to media to be straightforwarsijgigestshat in families with children,

parental education level can have a moderating effect on adoption of digital technology. For instance,

less educategbarents, even if they are from a lower income bracket, might be more likely to provide
YPYSRABOKQ K2YSa F2N GKSANI OKAf RNBY (KFy Y2NB SRd«L

B7] dzo SNIZ adr . fdziz adX . NRO1ZX /o2 . IO1KIdzaZ [/ dX 3 906SNKINR
Mobile benefits, customer characteristics, perceived risks, and the impact of application context. Psychology & Marketing,

34(2), 17519%4.

B AGAYAal2yST {d 6unnTOd W{ i NINREEHKA SKka2 Y2570 QLI NBBWLAdE(E S NS SAadyf || (idkY2
920c941.

239] jvingstone, S., Mascheroni, G., Dreier, M., Chaudron, S., & Lagae, K. (2015). How parents of young children nahnage digit
devices at home: The role of income, education and parental style.

240 DeviceAtlas. (2019). Blolobile OS versions by countrhis research further illustrates the lihktween lower income

FYR 2t RSNJ k OKSILISNI RS@GAO0Sa Ay NBflLliAzy (2 h{Q& Ay daAaS GKlI
that the situation is worse in lower income countries. In the UK, at least 7% of Android smartphones arg wnsuipported

h{Q&z o6dzi GKA& FTAIdINBE A& YdzOK KAIKSNE F2NJ SEI YL &@meAy LYRAL
a few where data is available.

Centre for
50
B Strategy & Evaluation

EE Services


https://deviceatlas.com/blog/mobile-os-versions-by-country#uk

4. Potential Impact of Government Regulation

GKSANJ OKAf RNBY (2 dzy RS Nigita)SacivitiesMISThe YafondtheRtioried 2 y I £ Q
findings, assuming that higher levels of education and higher income are to an extent positively
correlated, indicate the complexity of predictions in the adoption of 10T devices, since the effects of
education and income migltancel each other oufThese findings are supported by the qualitative
feedbackfrom the surveys and interviews conducted for this study. More specifically, stakeholders
indicated thathigher income households are more likely to own more consumer loiceethan

lower income households andecondlyhigher income householdse more likely to be conscious of

security issues.

In terms of the potential impact of the minimum security requirements on different secanomic
groups, th & & findiziy® sQghest that higher income consumers will also regiesater benefits to
more secure access than lower income househalds to a higheaveragenumber of devices owned
On the other hand, lower income groups vad likelyto benefit fromgreater positive securitgffects

than higher income groups due to the fact that the number of devie#gl poor securitywill be

gradually minimised in these households.

In summary, the implementation aispects othe top three CoP guidelinesould have sigificant
benefits to consumersf all typesas a result of reductions in the number of insecure devices on the
market, agreater realisation of the benefits of consumer IoT as a result of increased adoption, and
improved cyber security awareness. These dféa may alsobe supported over time by external
factors such as industry trends rdlag to emerging business models and roles, and the impacts of
relevant EU legislation on the market.

Considering the challenges facing consumers, a key issue relatgsuiioing the burden for being
informed on cyber security does ndie only with the consumer. Should security labelling be
introduced, tre onus will remain on the consumekowever, if manufacturers and developers are
required to implementaspects ofhe top three CoP guidelines, élywill beresponsible Furthermore,

security labelling could engender consumer overconfidence which can exacerbate challenges, such as
the presence of vulnerable legacy equipment and infrastructure that will remain part amsgsind
networks for a number of years. Additionally, although considered unlikely, there are potential
challenges related to reduced consumer access, which could be experienced as a result of increased
devices prices, as manufacturers pass on compliaosts ©r the potential for noRUK companies to
choose not to comply with the regulation and therefore stop selling to the UK market.

Although consumer accessunlikely to be greatlgffected there are likely to be some differences in
how the impacts of the regulatory approach are experienced by different demographic groups. There
is limited evidence thaparticular demographic groups will experience specific negative impacts.
However,the study suggestghat certain consumer groups will experience greater positive impacts
than others, reflecting and reinforcing existing trends related to access to the benéitsasumer

0T products and technology more generally.

2 AGAY3aG2ySE {® 6HnnTOd® W{ {NFhHEASIQ 2 B YUIINISWEF (A yNB ol Hyi A 2
9205941.
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5. h@gSNI tt /2yO0tdaazya

Overdl, the study confirms that there will be strong growth in future years in the overall adoption of
consumer loT devicetn the UK, the number of IoT connections is predicted to grow from 13 million

in 2016 to over 150 million by 202But there will be dferences in this respect between the three

product categoriesonsideredh y G KA & &aGdzRéeyY W. A3 ¢AO01S0Q AlGSYa o
FLILX A yOSaos W/ 2yySOGAy3 GKS 12YSQ AGSYa 6avYl NI
to contNR FYR Y2YAG2N) I OGAGAGE SAGKAY | K2YS0X | yF
smartphones, etc.).

Future growth will depend on reducing the barriers to adoption of consumemidiidingconcerns
related to cost, security, privacy and ease séuThe affordability of technology, in particular, is a key
consideration for potential consumetsut trust in the security and privacy protection measufes
consumer loT deviceme alsosignificant drives of adoption and market growth

Emerging busiess modelgre also importantFor instance, the study finds that economic operators

are more readily moving to esservice business models, either by offering services to support the

use of consumer |oT devices or by requiring the consumer to use aaeldde to participate in a
ASNDAOS O6SEIFYLX Sa AyOftdzRS G(KS OFNI AyadaNI yOS Ayl
performance). It is anticipated that these emerging business models will require greater focus on

cyber security, as reputation arfitand are more important considerations for companies providing

services rather than standalone devices.

As growth continues and perhaps accelerates in the adoption of consumer IoT devices, so too will the
threat of cyber attacks arising frofoT vulnerablities. Although the cyber threat landscape is
constantly evolving and is becoming characterised by more sophisticated and complex threats, this
study suggests that the majority of threats facing consumer IoT devices exploit simpler vulnerabilities,
such & the use of default or hard coded passwords. That said, there are a wide range of cyber threat
types relevant to consumer 0T devices, including Distributed Denial of Service (DDoS) attacks,
spoofing and repudiation attacks.

The study finds that consuméoT attacks are often not particularly difficult to implement, as there

are a wide range of vulnerabilities commonly found in devices that can be exploited. In addition to the
use of default passwords, such devices commonly have vulnerabilities relatingeicure network
services, ineffective ecosystem interfaces, lack of device management and a lack of secure update
mechanisms. Furthermore, many manufacturers and developers of consumer l0T devices do not have
fast and reliable vulnerability disclosureamagement practices. More generally, the loT market will
change in the future (influenced by developments relating to 5G, cloud, changing business models)
which will lead to the emergence of new cyber security vulnerabilities.

Cyber attacks exploiting comser loT vulnerabilities can have significant impacts both at the
AYRAQGARdZ t FyR o0dzaAySaa tS@Sftad ¢KAA a0dzRe QA adzN
received a security warning notification from their 10T device and 11% reported theéicedbaving

been infected by a virus, malware or ransomware. Attacks can result in privacy breaches, financial loss

and service interruption. Consumer loT products that are affected by security issues can lead to
emotional distress for their users, as refem by 17% of the survey respondents who had experienced

I O8@0SNJ aSOdzNRGe& A&dadzSed ! OO2NRAYy3 G2 GKS aiddzReQ
O 0SN) Pdzf ySNIo0Af AGASA NB LI épiitfichal Hamage B thg Hevi@S NE R
manufcturer/ retailelQ 0 afpispondents = Wt 2aa 2F O2yadzYySNJ O2y FTAR
LISNE2YFf kOdzai2YSNI RFGFQ opm20d CNRY o0daAaAySaaSa
financial losses which for smaller companies can represent a sigwifioaportion of their revenues.

S
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Looking ahead, and in light of the prospect of continued rapid consumer loT market growth, it is clearly
important to develop effective ways afddressinghe risks of cyber attacks.

Regarding thepossibleimpact ofpotential futureregulation on the consumer loT market, the study
finds that manufacturers and other economic operators will incur a range of compliance costs. The
extent of these costs is difficult to quantify and will depend on the nature efrégulatory approach

and the extent to which product redesign costs are required. Furthermore, there are additional
complexities, for example in relation to supply chain management and thus the implementation of
vulnerability disclosure practices or sofive updates. However, it is likely that these costs will not be
significant and will therefore not be passed on to consumers.

At the same time, there should be positive economic effects, including increasing sales volumes, as a
result of greater confidencand trust in the security of consumer loT devices. Additionally, increased
device securityshould act to mitigate the risks to manufacturers of cyber attamks$heir products

and the related negative impacts. There could alscslymificant benefits to @ansumers such as a
reduction in the number of insecure consumer loT deviteseased confidence and trust leading to
increased ownership and greater realisation of the benefits associated with tha lo&jor challenge,
however, is to ensure that the sponsibility for being informed about cyber security does not lie just
with the consumer.

The potential impact of regulatory intervention on certain demographic groups in terms of age, gender
and household income suggests that certain groups will not éxpee specific negative impacts.
However, certain consumer groups will benefit from greater positive impacts as a result of the
implementation of the minimum security requirementdue to differences in rates of adoption
Overall, the study suggests thidne benefits of regulation should outweigh the drawbacks and costs.
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Survey of business and oth@rganisations

1. Please confirm that in addition to having read our privacy policy, you consent to your personal
data being processed in accordance with GDPR. By selecting "yes", you also confirm that you
are happy to proceed with the survéparticipation in the survey is voluntary and you can
change your mind at any time).

Answer Choices Responses*

Yes 100% 51

No 0% 0
*answered 3, skipped 82

2. Please tick the box that best describes your organisation:

Answer Choices Responses*

Consumer association 2% 1
Industry association 15%

Private sector organisation 64% 30
Research organisation 2% 1
Public authority 0% 0
Civil society organisations (e.g. NGO or charity) 2% 1
Consumer of loT devices (individual) 0% 0
Other (please specify) 15% 7

* answered 47, skipped
3. 2 KAOK &aSO02N) 06Saili RSaAONAOSa @2dzNJ 2NBHFYA&l GA2

Answer Choices Responses*

Agriculture, forestry and fishing 0% O
Mining and quarrying 0% O
Manufacturer 11% 5
Electricity, gas, steaiand air conditioning supply 0% O
Water supply; sewerage, waste management and remediation activities 0% 0
Construction 0% O
Wholesale and retail trade; repair of motor vehicles and motorcycles 0% 0
Transportation and storage 5% 2
Accommodation and food service activities 0% O
Information technology and communication 52% 23
Financial and insurance activities 506 2
Real estate activities 0% O
Professional, scientific and technical activities 9% 4
Administrative and suppowrervice activities 0% O
Public administration and defence; compulsory social security 2% 1

WhyS NBaLRYyRSYyld NBALRYRSR Wh2Q (2 vdsSaldrazy md ¢KA& NBALRYR:
being asked any further questions. As such, this respondent has not been incluedsample size.
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Answer Choices Responses*

Education 7% 3
Human health and social work activities 0% 0
Arts, entertainment and recreation 0% O
Other (please specify) 9% 4

* answered 44, skipped

4. What isthe size of your organisation?

Answer Choices Responses*

Micro (less than 10 employees) 19% 7
Small (1649 employees) 11% 4
Medium (between 50 and 249 employees) 11% 4
Large (250 or more employees) 58% 21
Not applicable 0% 0

* answered 36, skippedbl

5. What is your organisation's relationship with consumer Internet of Things (IoT) devices?
(Please select all that apply)

Answer Choices Responses*

Manufacturer of consumer IoT devices 22% 8
Componentsupplier for consumer loT devices 17% 6
Importer/ distributor of consumer IoT devices 8% 3
Seller/ retailer of consumer 10T devices 19% 7
Reseller of consumer 10T devices (online estore) 6% 2
User of consumer loT devices 28% 10
Don't know 6% 2
Not applicable 0% 0
Other (please specify) 42% 15

* answered 36, skippedbl

6. Which of the following types of consumer IoT produdbt®s your organisation have an
interest in? (Please select all that apply)

Answer Choices Responses*

Connected KA f RNBy Qa (G2eéa I yR 31% 11
Connected safetyelevant products such as smoke 0%

detectors and door locks 0
Smart TVs 39% 14
Wearable health trackers 39% 14
Smart home thermostats 36% 13
Smart lighting 42% 15
Smart security systen{e.g. smart doorbell and smart 42%

video camera, etc.) 15
Conngcted domest_ic appliances (e.g. smart washing 36%

machines, smart fridges, etc.) 13
Consumer tablets or laptops 47% 17
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Answer Choices Responses*

Smart pet products (e.g. smart collars) 36% 13
Connected devicegsed in the personal home garden 33%

(but not industrial agriculture) 12
Other devicesvhich can connect to the Internet through 69%

Bluetooth or Internetconnected apps 25
Smartphone 44% 16
Other (please specify) 31% 11

* answered 36, skippedbl

7. In your opinion, how frequently do the following vulnerabilities occur in consumer loT
devices? Please rank each vulnerability.

Neither
frequently
Not very nor Quite Very
Never frequently infrequently frequently frequently know Total
Lack of
authentication
processes in the
device 4% 1 9% 2 9% 2 35% 8 43% 10 0% O 23 4.04

Lack of user

awareness of cyber

security 0% 0 0% O 4% 1 17% 4 74% 17 4% 1 23 4.78
Default passwords

that are not unique

to the device 0% 0 4% 1 13% 3 39% 9 35% 8 9% 2 23 4.3
Lack of encryption

of the device and

communications

to/from the device 4% 1 4% 1 9% 2 48% 11 26% 6 9% 2 23 4.13
Vulnerabilities in

the software

[firmware that are

not addressed by

security updates/

patches 4% 1 4% 1 22% 5 22% 5 43% 10 4% 1 23 4.09

Other (please specify)openended text box 4
* answered 23, skippedd2

8. In your view, what is the likelihood of these vulnerabilities being exploited in consumer loT
devices? Please rank each vulnerability.

Neither
Not very unlikely nor Don't Weighted
Never likely likely Quite likely | Very likely know |Total| Average

Lack of

authentication

processes in the

device 0% 0 4% 1 4% 1 43% 10 48% 11 0% 0 23 4.35
Lackof user

awareness of cyber

security 0% 0 0% 0 4% 1 3%% 8 61% 14 0% 0 23 457
Defaultpasswords

that are not unique

to the device 0% 0 0% 0 4% 1 13% 3 83% 19 0% 0 23 4.78
Lack ofncryption of
the device and 0% 0 4% 1 17% 4 30% 7 48% 11 0% 0 23 422
Centre for
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Not very unlikely nor

Never likely likely
communications
to/from the device
Vulnerabilities in the
software/firmware
that are not
addressed by
security updates/
patches 0% 0

4% 1 4% 1

Other (dease specifyd open ended text box
*Answered 23, skippeds2

9. In your view, how likely are the following impacts to occur as a result of a cyber security

incident on a consumer loT device?

Not very
Never ||ke|y

Breaches to 0% 4%
consumer privacy
(e.g. unauthorised
access to smart
cameras/ speakers)
Financial loss to
consumers

Loss of access to/
control of the
device

Loss of personal/
customer data
Loss of
commercially
sensitive
information
Physical damage to
the device,
consumer or other
property
Reputational
damage to the
device
manufacturer/
retailer

Loss of consumer
confidence
Financial loss to the
manufacturer/
retailer

Emotional distress
to the consumer
Disruption to
business activity as
aresult of an loT
cybersecurity
incident(e.g.
Distributed Denial
of Service attack)
Disruption to the
consumer's dayo-
day activities

Neither
unlikely nor
likely

%

0% 0 13% 3 17% 4

0% 0 4% 1 13% 3

0% 0 5% 1 9% 2

0% 0 9% 2 26% 6

0% 0 35% 8 39% 9

0% 0 0% 0 13% 3

0% 0 0% 0 4% 1

0% 0 9% 2 17% 4

0% 0 9% 2 13% 3

0% 0 4% 1 13% &

0% 0 13% 3 22% 5
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Don't Weighted
Quite likely | Very likely know |Total| Average

39% 9 52% 12 0% 0 23 4.39

3

Don't Weighted
Qunehkely Very likely know Total Average

35% 57% 13 0% 4.43
43% 10 22% 5 4% 1 23 3.87
39% 9 39% 9 4% 1 23 4.26
32% 7 55% 12 0% 0 22 4.36
39% 9 22% 5 4% 1 23 3.87
13% 3 13% 3 0% 0 23 3.04
26% 6 57% 13 4% 1 23 4.52
52% 12 39% 9 4% 1 23 4.43
48% 11 22% 5 4% 1 23 3.96
39% 9 35% 8 4% 1 23 4.13
39% 9 43% 10 0% 0 23 4.22
43% 10 22% 5 0% 0 23 3.74
65



Appendix BSurvey Data

Other (please specifg)openended text box 2
*Answered 23, skippeds2

10. In your view, how damaging would the following impacts be to society as a whole (i.e. in terms
of the size of impact, thinking about the economic cost and number of people affected)?

Neither
not

Not damaging
damaging Not very nor Quite Very
at all damaging damaging | damaging damaging
Breaches to 0% 0 5% 1 5% 1 64% 14 27% 6 0% O 22 4.14

consumer privacy

(e.g. unauthorised

access to smart

cameras/ speakers)

Finandal loss to 0% 0 4% 1 17% 4 52% 12 22% 5 4% 1 23 4.04
consumers

Loss faccess to/ 0% 0 10% 2 14% 3 52% 11 24% 5 0% 0 21 3.9
control of the

device

Loss dpersonal/ 0% 0 0% 0 5% 1 38% 8 57% 12 0% O 21 4.52
customer data

Loss 6 0% 0 9% 2 23% 5 27% 6 41% 9 0% O 22 4
commercially

sensitive

information

Physial damage to 0% 0 14% 3 33% 7 19% 4 29% 6 5% 1 21 3.76
the device,

consumer or other

property

Reputational 0% 0 9% 2 14% 3 32% 7 45% 10 0% O 22 4.14
damage to the

device

manufacturer/

retailer

Loss 6 consumer 0% 0 5% 1 9% 2 32% 7 55% 12 0% O 22 4.36
confidence

Finandal loss to the 0% 0 17% 4 9% 2  48% 11 26% 6 0% O 23 3.83
manufacturer/

retailer

Emotional distress 0% 0 4% 1 2% 5 35% 8 35% 8 4% 1 23 4.13
to the consumer

Disrugion to 0% 0 0% 0 4% 1 52% 12 43% 10 0% O 23 4.39
business activity as

a result of an loT

cyber security

incident(e.g.

Distributed Denial

of Service attack)

Disrugion to the 0% 0 9% 2 17% 4 5% 12 22% 5 0% O 23 3.87
consumer's dayo-
day activity

2

Other (please specifg)openended text box
*Answered 23, skippeds2
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11. Where possible, please quantify and provide details of the follof@ngour organisation:

Answer Choices Responses

The number of compromised consumer IoT devices in the UK: 90% 9
The cost on an annual basis, as a result of cyber security breaches in consume

devices in the UK: 90% 9
The cost to the consumers of a cylsercurity incident on their consumer 0T

devices per incident: 100% 10

*Answered 10, skippedl4

12. Would your organisation face any of the following costs as a result of a consumer loT breach?

[\[o): Don't Weighted
Yes No applicable know Total Average

Adding more security

updates 43% 10 7% 4 30% 7 9% 2 23 2.04

Recalling the product  20% 4 20% 4  45% 9 15% 3 20 2.55

Reputational damage  52% 11 5% 1 33% 7 10% 2 21 2

Offering support to

those affected 59% 13 14% 3 18% 4 9% 2 22 1.77

Issuingguidance 55% 11 15% 3 20% 4 10% 2 20 1.85
If possible, please quantify and explain this cqsipenended text box 20

*Answered 23, skippedd2

13.In the next 510 years,do you think that the number of cyber security incidents affecting
consumer loT™evices in the UK will:

Answer Choices Responses*

Increase 100% 22
Decrease 0% 0
Stay the same 0% 0
Don't know 0% 0
Please explain your answeropenended text box 13

*Answered 22, skipped9

14.In the next 510 years, what do you think widlrive this change in the threat landscape to
consumer |oT devices?

Open comment question.

Answered 16
Skipped =
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Box 1: Defining the three minimum security requirements

Minimum security requirementsThe Government advocates a minimum baseline of sect
standards, consistent withispects ofthe top three guidelinesset out in the Code of Practice fc
Consumer loT Security and EENB03 645, the first globally applicable standard on the cyber sigc
of IoT. These are outlined below:

1.10T device passwords must be unique and not resettable to any universal factory setting;

2. Manufacturers of 0T products shall provide a public point of contact as part of a vulnerabilit
disclosure policy;

3. Manufacturers will explicitly state the minimum length of time for which the device will receiv
security updates.

15. To what extent would the three minimum security requirements for consumed&yices
have an impact on differerage groupswithin the UK? (Selkox 1 above)

To a small To a moderate To a great Weighted
Not at all extent extent extent Don't know Total Average

Uieler 705 0% 2 25% 5 15% 3 5% 9 5% 1

180 24 5% 1 20% 4 30% 6 40% 8 5% 1 20 3.65

25 to 34 o 0 3% 7 15% 3 45% 9 56 1 20 3.7

35 to 44 0% 0  35% 7 15% 3 5% 9 5% 1 2 3.7

45 to 64 o O 2506 O 30% 6 3% [ 10% 2 20 3.75

5 o7 ol 1% 2 26% 5 16% 3 37% 1 1% 2 19 3.58
13

Please explain why;openended text box
*Answered 20 skipped 32

16. To what extent would the threeninimum security requirements for consumer loT devices
have an impact on differergender groupswithin the UK{See box 1 above)

To a small To a moderate To a great Weighted
Not at all extent extent extent Don't know Total Average

Female 20% 4 10% 2 5.00% 35% 30%

Male 2% 4 10% 2 10.00% 2 35% 7 2% 5 20 3.95

Other 20 3 667% 1 7% 1 33% 5 3% 5 15 4.2
Please explain why: openrended text box 8

*Answered 20 skipped 32

17. To what extent would the three minimum securitgquirements for consumer loT devices
have an impact on differertouseholdincome groupsvithin the UK{See box 1 above)

Not at Toasmall | Toamoderate | To a great Don't Weighted
all extent extent extent know Total Average

Below £25,000 per

annum 50 1 11% 2 11% 2 32% 6 42% 8 19 4.68

£25,000£50,000

per annum 5% 1  11% 2 16% 3 26% 5  42% 8 19 458

£50,003£75,000

per annum 5% 1  15% 3 20% 4 20% 4  40% 8 20 435

£75,003£100,000

per annum 5% 1 15% & 20% 4 20% 4 40% 8 20 4.35
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Not at Toasmall | Toamoderate | To a great Don't Weighted
all extent extent extent know Total Average

Above £100,000
per annum 10% 2 15% 20% 15% 40%
Please explain why; openended text box 10

*Answered 20, skipped 32

18. What other impacts on users of consumer IoT devices do you foresee if the three minimum
security requirements for consumer loT devicesma@ndated?

Open comment question
Answered 7
Skipped 45

Survey of consumers

1. Please confirm that in addition to having read our privacy policy, you consent to your personal
data being processed in accordance with GDPR. By selecting "yes", yoardisa that you
are happy to proceed with the survey (participation in the survey is voluntary and you can
change your mind at any time).

Answer Choices Responses*

Yes 100% 57

No 0% 0
* answered T, skipped 83

2. What is your age?

Answer Choices Responses

18 to 24 10% 5
25t0 34 15% 7
35t0 44 10% 5
45 to 54 13% 6
55 to 64 17% 8
65 to 74 19% 9
75 or older 15% 7
Prefer not to say 2% 1

* answered 48, skipped

3. What gender do you identify as?

Answer Choices Responses

Female 42% 20
Male 56% 27
Other (please specify) 0%

Prefer not to say 2% 1

2hyS NBaLRYyRSYyld NBALRYRSR Wh2Q (2 vdsSaldrizy md ¢KAa NBALRYR:
being asked any further questions. As such, this respondent has not been included in the sample size.
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Other: 0% 0
* answered 48, skipped

4. What is your annual household income?

Answer Choices Responses

Under £25,000 per annum 34% 16
Between £25,00€50,000 per annum 21% 10
Between £50,00£75,000 per annum 9% 4
Between £75,004£100,000 per annum 11%

Over £100,000 per annum 2% 1
Prefer not to say 23% 11

* answered 47, skippeddl

5. What is your ethnic group?

Answer Choices Responses

White (English / Welsh$cottish / Northern Irish / British) 77% 36
White (Irish) 0% 0
White (Gypsy or Irish Traveller) 0% 0
White (Any other White background) 6% 3
Mixed/ Multiple ethnic groups (White and Black Caribbean) 0% 0
Mixed/ Multiple ethnic groups (White anBlack African) 2% 1
Mixed/ Multiple ethnic groups (White and Asian) 0% 0
Mixed/ Multiple ethnic groups (Any other Mixed / Multiple ethnic backgrour 0% 0
Asian/ Asian British (Indian) 9% 4
Asian/ Asian British (Pakistani) 0% 0
Asian/ AsiarBritish (Bangladeshi) 0% 0
Asian/ Asian British (Chinese) 0% 0
Asian/ Asian British (Any other Asian background) 0% 0
Black/ African/ Caribbean/ Black British (African) 2% 1
Black/ African/ Caribbean/ Black British (Caribbean) 0% 0
Black/African/ Caribbean/ Black British (Any other Black/ African/ Caribbee 0% 0
background)

Other ethnic group (Arab) 2% 1
Other ethnic group (Any other ethnic group) 0% 0
Prefer not to say 0% 0
Other: 2% 1

* answered 47, skippeddl

6. What is thehighest level of education you have completed?

Answer Choices Responses

Degree, or Degree equivalent, and above (e.g. undergraduate and 53% 25
postgraduate)

Higher education below degree level 21% 10
A level or equivalent 4%

GCSEs aquivalent 17%
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Answer Choices Responses

No qualification 2% 1

Other (please specify) 2% 1
* answered 41, skippeddl

7. Do you, or anyone in your household, have any @i illness, health problem or disability
which limits yours/their daily activities or the woyku/they can do?

Answer Choices Responses

Yes 29% 14
No 63% 30
Prefer not to say 8% 4

* answered 48, skipped

LF¥ | NBaLRyRSyid aStSOGSR W, SaQ Ay -IRBahni@yasS iz
questions14my ® wSaALRYRSyda GKIFIG aStSOGSR Wb2Q 2NJ Wt
to question 14.

8. What Internet of Things device(s) do yourmembers of your household currently own?
Please select all that apply.

Other members of
You your household Total

| 2YyySOGSR OKAf RNBY Q: 0% 0 100% 1 1
Smart TVs 71% 5 57% 4 7
Wearable health trackers 75% 3 75% 3 4
Smart homehermostats 67% 2 67% 2 3
Smart lighting 100% 2 0% 0 2

i 1 0 1
Smart secur_lty systems (e.g. smart door bel 100% 0%
and smart video camera, etc.)

i i 1 1 2
Conngcted domestlc appllar_1ces (e.g. smart 50% 50%
washing machines, smart fridges, etc.)
Consumer tablets or laptops 100% 9 56%
Smart pet products (e.g. smart collars) 0% 0 0% 0 0
i i 3

Connected devices us_ed in the per;onal 100% 33%
home garden (but not industrial agriculture)
Other devices which can connect to the 6 3 6
Internetthrough Bluetooth or Internet 100% 50%
connected apps
Smartphone 100% 8 63% 5 8
Other (please specify)openended text box 1

* answered 9, skippedd4

9. How frequently do you use the following consumer Internet of Things devices?

A few A few N/A (1 do
times a times a Don't not own Weighted
Never month week Everyday know this device) | Total Average

toys and baby monltors 50% 4 13% 1 0% 0 0% 0 0% 0 38% 3 8 3.88
Smat TVs 0% 0 0% 0 14% 1 86% 6 0% O 0% 0 7 5.86
Centre for
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A few A few N/A (I do
times a times a Don't not own Weighted
Never month week Everyday know this device) | Total Average

Wearable health

trackers 17% 1 0% 0 0% 0 67% 4 0% O 17% 1 6 5.5
Smart home

thermostats 17% 1 0% 0 17% 1 17% 1 0% O 50% 3 6 6
Smat lighting 14% 1 0% 0 0% 0 29% 2 14% 1 43% 3 7 6.29

Smat security systems

(e.g. smart door bell

and smart video

camera, etc.) 17% 1 0% 0 0% 0 17% 1 0% O 67% 4 6 6.5
Connected domestic

appliances (e.g. smart

washing machines,

smart fridges, etc.) 25% 2 0% 0 13% 1 0% 0 13% 1 50% 4 8 5.75
Conaimer tablets or

laptops 0% 0 0% 0 11% 1 89% 8 0% O 0% 0 9 5.89
Smat pet products

(e.g. smart collars) 20% 1 0% 0 0% 0 0% 0 0% O 80% 4 5 6.6

Conrected devices

used in the personal

home garden (but not

industrial agriculture) 33% 3 11% 1 0% 0 22% 2 0% 0 33% 3 9 4.67
Other devices which

can connect to the

Internet through

Bluetooth or Internet

connected apps 0% 0 0% 0 0% 0 7% 6 0% 0 25% 2 8 6.5
Smatphone 0% 0 0% 0 0% 0 100% 8 0% 0 0% 0 8 6
Other (please specify) openended text box 2

* answered 9, skippedd4

10. What do you, or others in your household, use consumer loT devices for? (Please select all
that apply)

Other members in
You your household Total
4

Monitoring health/fitness 75% 3 75% 3
Managing health conditions 67% 4 50% 3 6
Studying/education 100% 3 67% 2 3
To help move around the house 100% 1 100% 1 1
To help communicate/socialise 88% 7 63% 5 8
Accessing serviceslline (e.g. booking
appointments, getting prescriptions, paying bills,
booking train tickets) 100% 8 50% 4
To help stay independent 100% 3 67%
For entertainment purposes 75% 6 63% 5 8
To manage things in the house (e.g. changing
temperature, turning lights on/off) 80% 4 80% 4 5
To monitor the home (e.g. smart cameras, smart
security, baby monitors) 100% 1 100% 1
Other (please specifg)openended text box 0
* answered 9, skipped34
Centre for
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11. To what extent has having accessctmsumer I0oT devices helped you or other members of
your household, with dayo-day activities in relation to any disability/illness?

Other members of your
You household Total

Not helped at all 100% 2 500 1 2
Somewhat helped 0% O 0% O 0
Helped tosome extent 100% 4 0% 9 “
Helped to a great extent 509% 1 50% 1 2
Don't know 100% 2 500 1 %
Prefer not to say 0% O 0% 9 g

0

Please explain your answeropenended text box
* answered 9, skippedd4

12. How has having access to a consumer loT demipacted on the following aspects of your

life:
Negatively Positively Don't Weighted
impacted impacted No |mpact know Total Average
Your health/ fithess/ 0% 11% 78% 11%
staying active
Your quality of life 0% 0 89% 8 0% O 11% 1 9 2.22
Your access to services ol & fee | @ | & e 9 2
Your education 0% 0 63% 5 38% 3 0% 0 8 2.38
Your ability to 1% 1 67% 6 22% 2 0% 0 9 2.11
communicate/socialise
Your independence 0% O 44% 4 44% 4 11% 1 9 2.67
Your mobility 0% 0 0% 0 89% 8 11% 1 9 3.11
Your leisure/ entertainment 0% O 8% 7 11% 1 11% 1 9 2.33
time
Facilitating your dayo-day 11% 1 8% 7 11% 1 0% O 9 2
activities

* answered 9, skippedd4

13. How has having access to a consumer loT device impacted on the following aspexttseifor
members of your household:
Negatively Positively Weighted
|mpacted |mpacted No |mpact Don't know Total Average
Their health/ fitness/ 11% 11% 22% 56% 3.22
staying active

Theirquality of life 11% 1 44% 4 11% 1 33% 3 9 2.67
Theiraccess to services 5 2 T e e o 2.67
ST e e o 0% 0 38% 3 13% 1 50% 4 8 3.13
Theirability to 1% 1 67% 6 0% O 22% 2 9 2.33
communicate/socialise
Theirindependence 0% 0 67% 6 11% 1 22% 9 2.56
Theirmobility 11% 1 0% O 67% 6 22% 2 9 3
Theirleisure/ 0% O 75% 6 0% 0 25% 2 8 2.5
entertainment time
Facilitating their dayo-day 0% 0 75% 6 13% 1 13% 1 8 2.38
activities
* answered 9, skippedd4
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wSa LR yﬁesyijé GKFG aSt SOGSR Wb2Q @ubklioWt8NBBTREY NI y 2
GSNBE (F1Sy RANBOGfe (2 vmnod wSalLRyRSyGa-GikKlIi &

18. From Q13, they were taken directly to Q19.

14. What Internet of Things device(s) do you, or other members of your household, currently
own?Please select all that apply.

Other members of your
household Total

AAAAA 0, 0,
| 2yySOGSR OKAt RNByQa G2ea 67/0 50% 3
Smart TVs 93% 13 36% 5 14
0, 0,
Wearable health trackers 100% o 22% 2 o
0, 0,
Smart home thermostats 83% S 50% 3 6
0, 0,
Smartlighting 88% ! 25% 2 8
Smart security systems (e.g. smart door bell and smart vid 83% 5 33% 2 6
camera, etc.)
Connected domestic appliances (e.g. smart washing 83% 5 17% 1 6
machines, smart fridges, etc.)
0, 0,
Consumer tablets or laptops 100% 25 32% 8 25
0, 0,
Smart pet products (e.g. smart collars) 0% 0 100% 1 1
Connected devices used in the personal home garden (but 83% 5 50% 3 6
not industrial agriculture)
Other devices which can connect to the Internet through 100% 21 33% 7 21
Bluetooth orinternet-connected apps
100% 25 40% 10 25

Smartphone
* answered 28, skippe2d

15. How frequently do you use the following consumer IoT devices?

A few A few N/A (1 do
times a times a Don't not own Weighted
Never month week Everyday know this device) Total Average

/| 2yySOGSR OKA 5% 5% 1 0% 0 15% 3 5% 1 70% 14 7.05
and baby monitors

Smat TVs 9% 2 0% 0 5% 1 45% 10 0% O 41% 9 22 6.32
Weamble health trackers 14% 3 0% 0 0% 0 41% 9 0% O 45% 10 22 6.23
Smart home thermostats 14% 3 56 1 0% 0 24% 5 0% O 57% 12 21 6.29
Smat lighting 10% 2 0% 0 0% 0 30% 6 56 1 55% 11 20 6.65
Smat security systems (e.g. 21% 4 0% 0 0% 0 16% 3 0% 0 63% 12 19 6.21
smart door bell and smart

video camera, etc.)

Connected domestic 14% 3 5% 1 5% 1 5% 1 0% O 71% 15 21 6.52
appliances (e.g. smart

washing machines, smart

fridges, etc.)

Consimer tablets or laptops 1% 1 1% 1 0% 0 82% 23 % 2 4% 1 28 5.86
Smat pet products (e.g. 5% 3 0% 0 0% 0 5% 1 0% 0 80% 16 20 6.85
smart collars)

Conrected devices used in 5% 1 14% 3 5% 1 5% 1 0% 0 71% 15 21 6.71

the personal home garden

(but not industrial

agriculture)

Other devices which can 4% 1 19% 5 15% 4 46% 12 0% O 15% 4 26 5.38
connect to the Internet

through Bluetooth or

internet-connected apps

Centre for
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A few A few N/A (I do
times a times a Don't not own Weighted
Never month week Everyday know this device) | Total Average
1 25 5.84

9 0 ) 0 0 9
Smatphone 4% 1 0% 0 4% 1 88% 22 0% 4%

dther (please specify) openended text box 0
* answered 28, skippe2d

16. What do you, or others in your household, use consumer loT devices for? Please select all that
apply.

Answer Choices Responses

Monitoring your health/fitness 39% 11
Managing health conditions 11% 3
Studying/education 36% 10
To help move around the house 4% 1
To help communicate/socialise 68% 19
Accessing services online (e.g. booking appointments, ggiteggriptions, paying bills, 19
booking train tickets) 68%

To help stay independent 25% 7
To entertain yourself 82% 23
To manage things in the house (e.g. changing temperature, turning lights on/off) 25% 1
To monitor the home (e.g. smacameras, smart security, baby monitors) 18% 5
Other (please specify)openended text box 4% 1

* answered 28, skippe2d

17. How has having access to a consumer loT device impacted on the following aspects of your

life:
Negatively Positively Weighted
|mpacted |mpacted No |mpact Don't know Total Average
Your health/ fithness/ 0% 50% 42% 8% 2.58
staying active
Your quality of life 0% O 67% 16 21% 5 13% 3 24 2.46
Your access to services Lol [ Ao © e e 228
T — 0% O 59% 13 36% 8 5% 1 22 2.45
Your ability to 0% O 79% 19 17% 4 4% 1 24 2.25
communicate/socialise
Your independence 0% O 41% 9 50% 11 9% 2 22 2.68
Your mobility 5% 1 21% 6 50% 11 18% 4 22 2.82
Your leisure/ 0% O 83% 20 13% 3 4% 1 24 2.21
entertainment time
Faci"tating your da,;o- 0% 0 70% 16 26% 6 4% 1 23 2.35

day activities
* answered 27, skippe2d

18. How has having access to a consumer loT device impacted on the following aspects, for other
members of your household:

Negatively Positively Weighted
impacted |mpacted No |mpact Don't know Total Average

7 3.09
Theirhealth/ fithess/ staying 0% P o —
active
Centre for
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Theirquality of life 0% O 48% 10 29% 6 24% 5 21 2.76
Theiraccess to services 0% O 43% 9 24% 5 33% 7 21 2.9
Theireducation 0% O 38% 8 20% 6 3% 7 21 2.95
Their ability to o 0 o 13 AT 3 o 5 21 2.62
communicate/socialise
Their independence 5% 1 14% 3 43% 9 38% 8 21 3.14
Theirmobility o% ° 5% 50% 3 45% O 2 34
e i 0 1 5 5 21 2.71
;Ii':qeelrlelsure/ entertainment s 5204 1% ™
Itz ' : 0 6 9 6 21 3
Z(f:it(i:\lllilttiaetlsng their dayo-day % 20%% 43% 205

* answered 23, skipped3

Selective questioning, as determined by Q7, no longer applies. The followngstions were
asked to all respondents.

19. To what extent do you trust the security of your consumer I0T device(s)?

Answer Choices Responses

Not at all 11% 4
To a small extent 31% 11
To some extent 37% 13
To a great extent 17% 6
Don't know 3%

Please explain your answeroperntended text box 22

* answered 35, skipped22

20. What features do you take into account while buying a consumer 10T device(s)?
Pleasendicate the importance of each of the features listed below.

1 2 S
(Not important | (Slightly (Moderately 4 (Very 5 (Extremely Weighted
at all) important) important) important) important) | Don't know | Total | Average
47% 16 29% 10 1 5 0% 0 34 3.5

Price 0% 0 9% 3 5%

Secuity features 0% 0 6% 2 27% 9 33% 11 27% 9 6% 2 33 4
St 12% 4 18% 6 41% 14 21% 7 9% g 0% 0 34 2.97
Durability of device 0% 0 11% 4 26% 9 37% 13  26% 9 0% 0 35 3.77
Fundionality 0% 0 0% 0 11% 4 51% 18 37% 13 0% 0 35 4.26
Easeof connectivity 3% 1 9% 3 26% 9 38% 13 18% 6 6% 2 34 3.76

(e.g. pairing with
existing devices)
* answered 35, skipped?2

21. Are there any other features you would take into account while buying a consumer loT
device?

Open comment question

Answered 12
Skipped 45
Centre for
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22.How much more would you consider spending 'loig ticket'consumer loT devices in
exchange for greater security features? (e.g. Smart 3nart domestic appliances, smart
boilers, etc.) Respondents were asked to select a number on a sliding scale fEFOEO0

Average Number | Total Number

Scale fromEC-£500 133.375 4268 100.00%
* answered 32, skippeds2

23.How much more would you consider spending '@mnecting the hometonsumer loT
devices for greater security features? (e.g. home assistants, smart speakers)ighteug,
smartdoorbell, etc.) Respondents were asked to select a number on a sliding scale from £0
£500

Average Number | Total Number

Scale from £€500 118.8064516 3683 100.00%
* answered 31, skippeds2

24. How much more would youonsider spending olconsumer lifestyleconsumer 10T devices
for greater security features? (e.g. Smart handheld devices, smart watches, smart phones,
smart toys etc.Respondents were asked to select a number on a sliding scale frd&B0E0

Average Number Total Number

Scale from £&500 123.4333333 3703 100.00%

* answered 30, skippedr2

Supplementary table for Qs 224.

Responses (£) Big t|cketc Q22 Connectmg the home Q23 Consumer Ilfestyle: Q24

6% 16% 7%

1-49 10 31% 11 35% 13 43%
50-99 7 22% 5 16% 4 13%
100-149 3 9% 1 3% 3 10%
150199 2 6% 1 3% 1 3%
200249 2 6% 4 13% 2 7%
250299 2 6% 0 0% 1 3%
300-349 0 0% 0 0% 0 0%
350-399 0 0% 0 0% 0 0%
400449 0 0% 0 0% 0 0%
450500 4 13% 4 13% 4 13%
Total 32 100% 31 100% 30 100%

25.1f you would not consider spending more on consumer 0T devices, what would you do
instead? Please select all that apply.

Answer Choices Responses

Buy a norinternet connected version of the same device 38% 12
Buy acheaper 10T device with fewer or no security features 13% 4
Not buy the device at all 38% 12
Centre for
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Don't know 28%
Not applicable 19%
Other (please specify) 3%

* answered 32, skippedb2

26. Have you experienced any of the following cyber secusgyes with any of your consumer

loT devices? Please select all that apply.

Answer Choices Responses

Unauthorised access to your consumer loT device 3%
Your consumer |loT device becoming infected with a virus, ransomware or malwar¢ 11%
Unauthorised access to your home network through your consumer loT device 3%
| received a security warning or naotification from the loT device 23%
| have not experiencedny cyber security issues with any of my consumer loT devic

that | am aware of 74%
Any other cyber security issues (please explain): 0%

* answered 35, skipped22

wSadLR2yRSyida (KIFG &aStSOGSR (K
Fye 2F Yé O02yadzySNI L2¢ RSOA
guestions 2733.

27. Which of your consumer |oT device(s) were affected? Please select all that apply.

2LI0A2Yy WL
Sa (werk dot dsked Y

© B AP

26

KT

Answer Choices Responses

/| 2yySOGSR OKAfRNByQa (2ea IyR o6loe Y 0%
Smart TVs 14%
Wearable health trackers 0%
Smart homeghermostats 14%
Smart lighting 0%
Smart security systems (e.g. smart door bell and smart video camera, etc.) 0%
Connected domestic appliances (e.g. smart washing machines, smart fridges, et 0%
Consumer tablets or laptops 71%
Smart petproducts (e.g. smart collars) 0%
Connected devices used in the personal home garden (but not industrial agricult 0%
Other devices which can connect to the Internet through Bluetooth or internet

connected apps 14%
Smartphone 14%
Other (please specifyg openended text box 0%

* answered 7, skippedds

r O O 01 ©O © ©O »r O +» O

28. Did you experience any of these issues happening to the same device more than once?

Answer Choices Responses

0%

Yes
No 71%
Not sure 29%

Please specify which one(g)openended text box 0%

* answered 7, skippedds
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29. Please select one consumer IoT device that caused you the most concern as a result of a cyber
security issue:

Answer Choices Responses

| 2yySOGSR OKAf RNByQa (284 FyR o6lo6d& Y 0% 0
Smart TVs 0% 0
Wearable health trackers 1% 1
Smart home thermostats 0% 0
Smart lighting 0% 0
Smart security systems (e.g. smart door bell and smart video camera, etc.) 0% 0
Connected domestic appliances (e.g. smart washing machines, smart fridges, et 0% 0
Consumer tablets or laptops 67% 4
Smart pet products (e.g. smart collars) 0% 0
Connected devices used in the personal home garden (but not industrial agricult 0% 0
Other devices which can connect to the Internet through Bluetootimtarnet- 0% 0
connected apps

Smartphone 17%

Please explain what happened with your devicepenended text box
* answered 6, skippedl5

30. What action(s) did you take to deal with the issue for that particular device? Please select all
that apply for the consumer IoT device that you said caused you the most concern as a result
of a cyber security issue.

Answer Choices Responses

No action taken 0%
Asked friends or family for advice 0%
Changed/ reset your password 1%
Disconnected device from the Internet 0%
Reset device to factory settings 14%
Installed security updates 14%
Contacted device manufacturer (i.e. consumer service) 14%

Contacted the retailer 0%
0%

0%
14%
0%
0%
0%
0%
0%
0%
14%

Stopped using the device but not thrownraivay

Returnedthe device to the store where it was purchased

Took the device to a repair shop

Gave the loT device to friends/ family

Gave the loT device to charity or other Rprofit

Sold the device on

Contacted the police/ victim support service (i.e. Action Fraud)
Discarded the device

Destroyed the device

Other (please specify)openended text box
* answered 7, skipped®

O O O OO0 ©O0pr OO0 O kP B B O 0O O O
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31. How confident were you that the action that yduad taken had resolved the issue for that
particular device?

Answer Choices Responses

Not confident at all 0% 0
Confidentto some extent 57% 4
Very confident 29% 2
Don't know 0% 0
Not applicable 14% 1

2

Please explaigour answerg opertended text box
* answered 7, skipped®

32. Which of the following impacts did you experience as a result of the cyber security issue?
Please select all that apply.

Answer Choices Responses

Financial loss (i.e. costs were incurred assalt of the incidentsuch as hacking or 0% O
attempted hacking of online bank accounts)

Identity theft 0% O
Disruption of other 10T devices 0% O
Loss of personal data 0% O
Disrupted access to your home network 17% 1
Invasion of privacy (e.gnauthorised access to smart cameras or smart speakers) 0% O
Emotional distress 17% 1
Physical harm 0% O
Affected the functionality of your device 50% 3
Affected your independence/ ability to complete daily tasks 0% 0
Time lost to resolving thissue 50% 3
Loss of trust in the brand/ loT device/ device retailer 33% 2
Lost access to my loT device 17% 1
Physical damage to the device/other property 0% O
Other (please specifyd;openended text box 0% O

* answered 6, skippedls

33. Based oryour experience of a cyber securigsue on your consumer 10T device(s), please
indicate the extent to which you agree with the following statements:

I 0 ) I I A e
disagree Disagree nor disagree Agree agree Total | Average
The experience did not 0% 29% 29% 29% 14% 3.29
change my attitude to
securing my device
| am more aware of the 0% 0 0% O 29% 2 57% 4 14% 1 7 3.86
security of my
consumer loT device

I now check the loT 0% O 0% O 29% 2 57% 4 14% 1 7 3.86
security features before
| buy aproduct
| do not buy loT devices 67% 4 0% O 33% 2 0% O 0% O 6 1.67
anymore
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dlsagree Dlsagree nor disagree Agree agree Total Average
| have taken steps to 0% 0% 17% 67% 4 17%
improve the security of
my loT device
I am less trusting of 17% 1 50% 3 17% 1 17% 1 0% O 6 2.33
consumer loT devices

Please explain the reasons for your answeopenended text box
* answered 7, skipped®

Selective questioning, as determined by Q26, no longer applies. Q34 was asked to all
respondents.

34. Please use this space sbare any other comments or insights about your use of consumer
loT devices:

Open comment question

Answered 5
Skipped 52
Centre for
B Strategy & Evaluation 8l
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Appendix C: CasBtudies

Case study 1: Consumer kdcilitated abuse

W¢ SOKW2OAIA G 4GSR | éxplmitsidh ofReSHnaloytadhSrass, t&kScontrol
otherwise abusé®! & (G KS LINBGItSyO0S 2F aaYlINlé¢ RSO
of abuse facilitated by these consumer 10T devices has also’ffSEmillustrate, awareness of th
use of consumer loT devices for stalking and domestic abuse has risen to the extent that .
of UCL researchers are conducting research into the evolving 10T privacy and security risk
context of domestic violence and abu$€This research groupoted in 2018 that the use of Io
devices in the context of technologyl OAf AGF G SR | 60dz&a S KA thisd
context, this case study combines a ritd example of vulnerability exploitation of a sme
doorbell whilst illustrating the vwder potential impact$®

The attack: Vulnerability, exploitation and mitigation

In January 2018, the owner of a smart doorbell found out that hipagkner had been accessir
and downloading video from his smart doorbell to monitor the targdtetividual through an apg
linked to the doorbell.

The vulnerability exploited in this instance relates to how the manufacturer of the sme
doorbell managed password changes and authentication of usdfssomeone had previousl
been legitimately or illegimately logged into the account linked to the smart doorbell vi:
smartphone, itwvasnot possible for the owner to terminate that login session by taking reason
steps. In this incident, for example, the targeted individual changed the account pabssiated
to his smart doorbell twice, as well as his-M/key*°, but the attacker was still able to access t
account related to the smart doorbell via an app on his smartphone. This was possible bt
the password change function did not requireaathentication of all devices connected to tr
account, thus highlighting a flaw in password policy.

C2ft26Ay3ad y20AFAOFGA2Y 2F GKS @dz YySNI 0A
immediately revoked, and the target was given a new doorbelthieumore, the smart doorbell
was reportedly updated to ensure that any password changes require new authentication fri
devices. However, even following this fix, it was reported that the app did not rer
authentication for all devices and require wielogins immediately. Instead, it took an ho
Fft26Ay3a GKS LI dag2NR OKFy3aSs GKROK Aa

24\Woodlock, D(2017.4 ¢ KS 29 da#iSOKy 2t 238 Ay 52YSaiA0 A2t SyO0S
5, pp. 584602.

245 Tanczer, L., Lopez Neirg,Rarkin, S., Patel, T. and Danezig2@18. Gender and IoT Research Report: The rise of the

dies

by R

Internet of Things and implications for technolef@ggilitated abuse

246 Universiy College London (UCL) webpa@ender and IoTThe team comprises researchers from University College

(a1

[2YR2y Q& 6! /[0 5S5LI Nilbgy.Eylginaerirg andIPublid Rdlicy BSEaPPy sh@®oyhputer Science and is

supported by London VAWG Contsum, Privacy Intenational and the PETRAS loT Research Hub.

247 Tanczer, L., Lopez Neira, |., Parkin, S., Patel, T. and Dan€2@4,85Gender and IoT Research Report: Tike of the

Internet of Things and implications for technolei@gilitated abuse
28 The Information(2019.1 2 ¢ | Y I 1 2 $eRurity Ddvide$.ét Beople Spy on,Yauthored by Reed Albergotti
May 2018

, 11

249 penTestPartnerg2018). Blog: Internet of ThingBreaking up is hard todX ¢ A (afthole®by Kemunro, 6 July

2

2018.
20The Information(2018.1 2 ¢ ! YI T 2y Q& [+ G840 { SO dzNittdredbySRedd@Bergots 1 t S2 LI S
May 20B.
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In terms of best practice, the Digital Identity Guideli#¥published by the US National Institu
of Standards and Techmmgly (NIST) recommend, for example, the following should be built
the authentication approach of product developers:

5 WxSNAFASNRE {I!'[[ F2NOS | OKIy3IS w2¥F Id
O2YLINRYA&AS 2F (KS [dziKSyGAOl G2NDRo

o lfanauK SY GAOF (2N A& 230X GKS dzZASNI W{1l! ][]

> Wt SNA2RAO NBIFdziKSYyGAOFrGA2Y 2F wf23Ay8 |

LINS&aSyoOoS 2F (KS wdzaASNBQ®
Although this attack and the vulnerability exploited does nok lifirectly to one of the Code ¢
Practice guidelines, it does illustrate the importance of a secure approach to authenticatio

password policy. This is the same goal the first guideline (no default passwords) is w
towards?>?

The impact

Through ths unauthorised access, the attacker was able to view and download video fror
R22NbStf G2 GNIO1 (GKS 26ySNRa Y20SYSydac
attacker rang the doorbell remotely via the app in the middle of the night withititention of
disturbing the targe€> The impacts related to this attack, as well as similar targeted attacks
likely to only affect an individual or household.

Such attacks could have significant implications for the targeted individtjalgluding:

6 Privacy riskse.g. monitoring movements, being watched or listened to through cameras
microphones installed in devices etc.;

0 Loss of control of devicée.g. an attacker could remove authentication of legitimate user
prevent access, or conduct afstbcial behaviours, such as ringing the doorbell in the mic
of the night); and

0 Risk of theft(e.g. an attacker could utilise the smart doorbell to itept deliveries to the
property or monitor when the property is empty before attempting to gain access).

Beyond smart doorbells and door locks, media outlets have reported on the use of a wide
of consumer loT devices for domestic abuse and stalkmetufing smart home assistants, sme
thermostats, smart watches, webcams, smart TVs, fitness trackers, smart lighting andthore

251US National Institute for Standards and Technology (N(8J1)7) Digital Identity Guidelines, Authentication and Lifecycle
Managemeni NIST Speadi Publication 80&3B, Computer Secuyit

252 Department for Digital, Culture, Media & Sport (DCM&)18. Code of Practice for Consumer 10T Security

253 The Information(2019.1 2 6 ! YI 1 2y Q& [ GS8S&G { S OdzNJIaithoredsbg Reedoergofliii t S2 L) S
May 2018

254University College London (UC{2018) Tech Abuse: How internetonnected devices can affect victims of gentlased

domestic and sexual violence and abuse

255 See, for example: Evening Standg@D18. Abusive partners use home technology to stalk and abuse women, study

shows The New York Time$2018. Thermostats, Locks and Lights: Digital Tools of Domestic AbhgeTimes(2018).

Husband used smattome device to spy on wife
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https://www.nytimes.com/2018/06/23/technology/smart-home-devices-domestic-abuse.html
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Case study 2: Connected Security Cameras and DVRs

Security cameras are a necessary tool for monitoring surdeillance, whether it is on person
(such as a home or esite storage facility) or public property (such as hospitals, highways, libré
etc.) In the past, video feeds would be transmitted via cables to a DVR (digital video recorde
viewers ould then watch the footage on a computer or monitor. DVRs are responsible fo
compression, storage and streaming of any recorded footage from one to several ca&hfie
Innovations in the manufacture and programming of these devices has allowed thebpe

completely wireless, relying instead Wi-F to transmit video and audio feeds to a receiver, wh
O2yySoOGa G2 | dzaSNDHF WOiR thikJomyiBesiserdNwiti & simplEr IS ;
both in the home and public spaces where there may bbetavork of cameras, the fact that thes
devices transmit signals via an Internet connection opens them up to a range of cyber securit

The Attack: Vulnerability, Exploitation and Mitigation

In 2017, a scanning attack used a type of malware to dreeckefault passwords on a multitude «
security cameras and DVRs that were connected to p\tliE networks. This was accomplishe
in two ways.

First, thebackdoor on older versions afK A & aLISOAFTAO O2YLI yeQa |
specific commands to these devices to obtain full administrative access. From there, they co
their own usernames and passwords, and control the device. The fact that this could be ac
remotely demonstrated hovit required a low skill level to exploit these cameras, exposing just
vulnerable they were¢ KS 02 Y LI y @oulR iStgnticBally caniribute to the placement ¢
Backdoor€in its products.?®® However, in later public stateents, the company declared th
access was a test code that the camera programmers forgot to remove from the déVices.

Second, DVRs were also prone to attacks. Attackers only detedguess a very simple defat
username and password on amternet-cormnected DVR device, and enter it in an online por
9aaSydaArrttes wikaa FaddlrO1 OFy GFNBSG RSO
NEY2GS | 00Saa Sylof SROQ ¢KS aSi ONBRSyi.
therefore veryeasy to guess®

The first guideline of th&dkQa / 2 RS 2 F t NI OlG A OSt NoDafault Passéad
T states thatéall IoT device passwords shall be unique and not resettable to any universal fi
RSTI dzf #la Pl @ z828&  @&fefs talakindisidudautheBticatdr that is difficult to guess
At the manufacturer and retailer level, users could be provided with guides on how to creat
change their passwords, thereby restoring some user autonomy when using emerging techr
TKS b/ {/ Qa 3FdzARS G2 aSidAy3a LI aagz2NRa LINE
password.

6 Length:Passwords should not be too short, as thigield to brute force attacks as well as
dictionary attacks using words and commonly chosasswords, but also not so long that the
are difficult for users to remembef2263

256 Security Camera Kin@009).How does a security camera system work?

257Young, A. (2020How Do Wireless Security Cameras W@kRewise.

258Karas, B. (201 7Hikvision Backdoor ConfirmetPVM.

259 e@rn CCTV\n.d.) How to hack Hikvision camera (the easy way)

260 e@rn CCTV\n.d.) How to hack Hikvision camera (the easy way)

261 Department for Digital, Culture, Media & Sport (DCM3)18) Code of Practice for Consumer IoT Security

262 NIST. (2017NIST Special Publication 868B: Digital Identity Guidelines: Authentication and Lifezytanagement
NIST.

263 National Cyber Security CentfGST (2016) Password Guidance: Simplifying Your Approach
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0 Complexity: While a randomlygenerated password may be inherently complex, a s
generated password should be a series of letters, numbers and symbols. However, a
O2YLX SE LI aag2NR Aa f Satismoérdlikedy that théyavill ideSvritter
down or stored electronically in an unsafe manfé26°

Although the company has since remedied these vulnerabilities and introduced passveorging
guidance in their user manua®, other smart security camera companies may not be as vigil
This is especially concerning when on¢hefkeyloT devicaypescompromised in the Mirai botne
DDoS attack were security cameras. This attack usieel 61 most common defaul
username/password combinations to access IoT dey¥fé&ince CCTV and security cameras w
often placed in elevated, inaccessible locations, addressing the vulnerabdsy difficult In
addition, owners of older devices have been urged to update the security software or up
altogether?68

Impacts

The most vulnerable groups in this sort of attack are the device users and members of the ¢
public who are being surveyed and reded. According to an IPVM report on this vulnerabili
émillions of cameras have these vulnerabilities give S O 2 Y\l rgféla® declarations o
shipping tens of millions of camer&®? CISA, a department within the US Department of Homel
Securie = @4caldidg privileges or assuming the identity of an authenticated user and obtz
sensitive dataas primary impacts’® Possible secondary consequences of a security camera
include unauthorised viewing and manipulation of footage to ¢gpecific individuals, or shuttin
them down to leave facilities prone to intrusioasd burglaries.

Or, as exhibited by the 2016 Mirai DDoS attack, amassing an army of connected cameras b
guessing the default leop credentials can lead to a shdown of Internet access to a significa
geographical regioFk2 KAf S AdG RANBOGE & AYLI Ola dzaSNa
any data stored on the videos themselves, each exploited DVR or camera also becomes a
for a virus to attak other devices in the network. Once access is granted, all the data stored ¢
home network, from any number of devices, is accessible to attaékeFer cameras and DVF
installed in public facilities, this is even more problematic given the quanitiyeople and device!
that pass through each day.

264 NIST. (2017NIST Special Publication 868B: Digital Identity Guidelines: Authentication and Lifecycle Management

NIST.
265National Cyber Security Centid@ST (2016).Password Guidance: Simplifying Your Approach
266 Hikvision (n.d.) Network Traffic Camera User ManuHlikvision.

267 Fruhlinger, J. (2018Yhe Mirai lmtnet explained: How teen scammers and CCTV cameras almost brought down the

Internet. CSO UK.
268 Karas, B. (201 7hikvision Backdoor ConfirmetPVM.
269Karas, B. (2017iikvision Backdoor ConfirmetPVM.

270 The Cybersecurity and Infrastructure Security Agency (CISA). (BD$7Advisory (IC8&-124-01): Hikvision Cameras

CISA.
27i1Newman, L.H. (2018).K+ 4 2SS Yy2¢g ! 62dzi CNARI&@Qa WiredaidS 9l ai

/21 ai

272\linchcomb, T., Massey, S., & Beastall, P. (2017). Review of the Latest Developments in the Internet of Things. Cambridge

Consultants.
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Case study 3: Operating System software updates

The Attack: Vulnerability, Exploitation and Mitigation

One of the primary vulnerabilities shared among consumer IoT devices is age. The older a
the less likely it is to beupported byadvanced software updates, and the more likely it is to |
the key security provisions that newer models may have. Furthermore, if there is a maliciot
on a deviceof any agethat has established a set of privileges (such as access permissior
settings adjustments), and the device upgrades its operating system, the privileges w
escalatec?’® Users may not realise their device contains a virus or harmful application th
accessing their data, and simply ascribe any malfunctions to th©dewda I 3 S ®

The thirdsecurityguideline 10T producers should statéhe minimum length of time for which ¢
RSOAOS oAttt NBOSAGS az2Fi6l NB dzLIRI G Sa thwguRl,

at the very least, keep device users informed diew their device is no longer as secure as it \
upon date of purchase’* According to Google data, 42% of worldwide usgfrg\ndroid OSare

using a version with no security patches issued in Z08loreover, this version had the highe:
percentage of deices with at least one Potentially Harmful Application (PHA) instaitely

keeping usersotified of when their device will no longer receive the latest security updates,
can make more informed purchases.

¢CKIG 0SAYy3 al ARZIZ 205> KASI hH{LILUSNENEA RISKNADES  AgySTo
NBEOSAGS |G €StHald % Howevsr thidsperific plathrm dzifda higheRdS
devices Athough there are prenstalled appSF N2 Y (G KS RS@OAOSQa &SN
ofthisOSAY OF aSa 6KSNB |y I LI RS$ tubhaRtbe cangraupdatds
do not come directly from the provider, but rather from device manufacturers themsdivesher
words, updates to these apps and the OS as a whole will depertteandnufacturer, their quality
assurance and their transparency with consumers about the frequency of security and ove!
updates?’®

Impacts

This is certainly among the more widespread vulnerabilities in terms of its potential impact.
directly afected include individual device owners (mairfigndheld devicesand wearables).
Meanwhile, manufacturers may be indirectly impacted if consumers demand security uj
information, or no longer trust them due to their device being hacked or not havirficisut
security information provided in their user manuals.

Certain demographic groups may be more prone to exploitation than others. As mention
section 4.1.1., some countries have a higher percentage of users who are running on this o
or earler; most notably, developing countries tend to present this trend comparedhigier
income nations such as the W Given cyber attacks are not restricted by national barrie
geographical differences must be considered alongside social factors. The variati
socioeconomic status among users in different regions could affect their ability to access t
more secue devices that still receive security updates.

2713Xing, L. et al. (2014Upgrading Your Android, Elevating My Malware: Privilege Escalation Through Mobile OS Updating
Indiana University Bloomington, and Microsoft Research.

274 Department for Digith Culture, Media & Sport (DCM$2018).Code of Practice for Consumer [0T Security

275BBC. (20200ne billion Android devices at risk of hackiB&C.

276 Google. (2019)ransparency Report: Android ecosystem security

277 Android (n.d.) Android One Android.

278Rayner, T. & Sims, G. (2019jock Android vs. Android One vs. Android &udroid Authority.

279 DeviceAtlas. (2I0).Blog:Mobile OS versions by country

Centre for
86
E Strategy & Evaluation

EE Services


https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6956577
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6956577
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773867/Code_of_Practice_for_Consumer_IoT_Security_October_2018.pdf
https://www.bbc.com/news/technology-51751950
https://transparencyreport.google.com/android-security/overview?device_security_update=filter%20key:1&lu=device_security_update
https://transparencyreport.google.com/android-security/overview?device_security_update=filter%20key:1&lu=device_security_update
https://www.android.com/one/
https://www.androidauthority.com/stock-android-vs-android-one-vs-android-go-860020/
https://deviceatlas.com/blog/mobile-os-versions-by-country#uk

Appendix C: Case Studies

Cost is a key factor here; althoughnewer version of this O&kplicitly states the frequency ¢
device updates, this does not necessarily mean legred products carry this guarantee as we
Consumers whare unable to afford the latest versions of smartphones, even if these do col
key security provisions, will hang on to their older devices much longer. Similarly, if a device
is not as educated about the necessary security information to looKauthey may not make
informed purchases and accept a device with an older OS.

Manufacturers should therefore always disclose the minimum period of time in which the d
will continue to receive updates, urge consumers to make note of that end dadep@vide them
with a list of actions to take when this period ends. For those who may not fully compreher
G§SOKYAOFf RSGFAfA FNRdzyR GKS &aSOdzNRARGe dzLJF
consumers and an update should be easy to nglS V2 @ ¢

280 Department for Digital, Culture, Media & Sport (DCM3)18) Code of Practice for Consumer 10T Security
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Case study 4: Hacked Baby Monitor and Camera

The case study focuses on a baby monitor that is produced by an American tech company
manufactures smart home appliances, which also produces smart thermostats, smoke dei
andsecurity systems. The company is well regarded in the market because its products are re
as being compact, quiet and quick to inst&liBeyond its camera providing a vidéok to what it
is filming, the camera in the baby monitor detects sounds mmadements within a room and ca
further be used to monitor room temperature and humidity. Moreover, the camera in the k
monitor can act as a twavay sound transfer, where people on both ends can communicate.

The Attack: Vulnerability, Exploitation antitigation

Digital passwords have become an intrinsic part of everyday life, as an increasing nurmr
devices, services or other functionalities require the use and encryption of a digital passwor
is true for objects, such as balyonitors, whose secure features might be overlooked, and
RAFFAOAZA G G2 LI GOKXZ odzi ¢ K2 PNredvef,ihSsa Ndvite:
are increasingly being connected and run through the Internet. These developments ensul
connected devices are increasingly more prone to being hacked by external actors, to whi
baby monitor discussed in this case study is not an excegtiMthen queried about an attack t
one of its devices, the manufacturer responded by saying that attelcks were possible whe
customers used passwords that were previously leaked due to a data breach.

In this case study, the attacker was able to use the-way sound transfer mechanism of the devi
to send threatening voice messages to parents. Thekéraexploited the vulnerability further tc
IrAy 00Saa G2 GKS OFYSNIZ ¢gKAOK 3II @S (K:
this, the manufacturer advised customers to change their factory default passwords and |
back whenever they olesve any suspicious behaviof#f. This demonstrates that some lc
products are still being brought to market with default passwords, which could have bee
vulnerability responsible for the attack.

In order to remedy this and prevent similari G  O1 & Ay GKS Fdzi dz2NB3
Consumer loT SecuriyhA Y A& Wb2 5STlLdzA 0 td @Gla®d@aNRERH B
LI aag2NRa akKlff 0SS dzyAljdzS FyR y2i NBA il
passwod makes it more difficult for attackers to guess and prevents them from gaining acct
multiple devices using the same login credentials.

Impacts

The main victim in this type of attack were the members of the household that is directly tarc
Impactsinclude emotional distress, violation of privacy and access to personal informatic
ramification of this form of attacks could be that users stop using the features that allow the
access the cameras of their devices remotely, as having this feahaigled in devices facilitate
attacks?®

Attacks of this type, however, also expose the manufacturers of the device to public sci
Consequences for manufacturers might include the exposure to legal liabilities, as was the ca
the US Federal ade Commission suing a manufacturer of 10T devices when it was found tha

281\Verababyspot. (2020). Nest C&aby Monitor Review: Everything You Need to Know.

282 Stanislav, M., et al. (2015). Hacking 10T: A case study on baby monitor exposures and vulnerabilities. Rapid7.
283Nord VPN. (2018Hacke terrorizes family by hijacking baby monitgArticle published Decembg019).
284Poremba, S. (2020). Will Weak Passwords Doom the Internet of Things (1oT)? Security Intelligence.

285 Department for Digital, Culture, Media & Sport (DCM&)18. Code of Practice for Consumer IoT Security

286 Busch, J. (2019Y.es, Your Video Baby Monitor Can Be Hacked. No, You Don't Have to Stop Using It
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used hackable default passwords in their routers and baby monitérsloreover, the use of
connected baby monitors, if not secured, can increase the possibility and impacinef ladtacks
which can use them along with other devices in distributed denial of service (DDoS) attack
not only affect the performance of the devices but is also capable of shutting down major Int
platforms and affecting Internet traffic, asas the case with the Mirai botné

287Pagilery, J. (2017). FTC sues maker of routers, baby monitors over security. CNN Business.

BBENSGYEFEYZ [® | ® 6HAMcOD 2KFG 28 Yy2g 1 62dzi CNARFEQa al

Centre for
89
B Strategy & Evaluation

EE Services



Appendix C: Case Studies

Case study 5: Architectural Firm

It is not only the producers of smart devices and their customers that are exposed to the
brought by hackable devices. Indeed, the risks of hacking and other cyber secww#istbxist for
different organisations along the value chain, such as the businesses using smart connected
in their business models. Every firm which possess devices that are connected to the Intert
suffer the consequences of a cyber attagicluding service firms such as the architectural fi
presented in this case study.

The Attack: Vulnerability, Exploitation and Mitigation

A smart drawing pad is a device that can be used to draw and present designs for dii
purposes. It can besed by firms in the creative industry to present examples of their worl
clients. However, as is true for many devices used in the modern workplace, these can con
the Internet. As such, the smart drawing pads used by these companies can becmedium
through which a cypeONRA YA Yy £ OFy FddGF Ol GKS AydSaN
made more likely when companies use devices with default credentials.

The designers at an architectural firm in It&tvere using smart drawing pads to send schema
and drawings to clients and staff members. These devices had not had their software c
credentials updated, and because they were connected to the officEiVttiey were vulnerable tc
potential attaclers scanning the Internet for weak targéf8.As such, it was possible for tk
attackers to use the default credentials that came with the pad software to hack the device
use them to send distributed denial of service attacks. As a consequence ohtberies oi
anomalous behaviours occurred within the firm, such as spikes in its external communic:
which led to vast volumes of data being sent to entertainment, government and design welisi
The hacked devices were responding to atype ofleéga i dzA SR (2 RA&Al 0 f
flooding the victim organisations with superfluous requests for information.

The implementation of unique passwords, which are not resettable to any universal factory d
value, would have preventedthe attO|1 G2 GKAa FANNVQa aAYIF NI R
20KSNJ O2YLI yASaQ ySiteg2Nlaz RAaAFotAy3dI ONR

Impacts

loT attacks such as those discussed in this case study can have several impacts to the
parties. Asdrawy 3 LI Ra ¢6SNB ONHzOALFf G2 GKS FANNYQ
GKS f2aa 2F RSOAOS LISNF2NXIFyOS FyR GKS R
economic losses. These effects would have also had the potential todxidfiional reputational
damage and even bring legal liabilities had the attack damaged the networks of other comp:

Attacks of this type can have an impact on other businesses, by flooding their websites with |
a denial of service attack, which ieturn can affect their ability to function or shut their servic
to online users. Moreover, this case study illustrated that attacks can damage the network of
organisations, which can lead them to underperform, lose information or lose mongyevVent
attacks of this type, firms will have to prevent the purchase andugetf smart devices withou
the oversight of an IT or security team.

289 nfoSecurity. (2017)Global Threat Report 201lhfo Securiy North America.
290 Draktrace. 2018. Global Threat Report 2017
291 Cimpanu, C. (20173mart Drawing Pads Used for DDoS Attacks, 10T Fish Tank Used in Casino Hack
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Case study 6: Router vulnerabilities

Wi-Fi access via a router is nearly ubiquitous across the UK; in 2@L9ONS found that 93% of ¢
households had access to the internet, 98% of which connected via a fixed internet connecti
through a WiFi router)?? However, cyber security vulnerabilities are commonly found in hc
Wi-Fi routers. For instance, ENISA specifically noted multiple examples of malware a
targeting home and small office routers in its 2018 Cyber Threat Landscape Réftis case
study illustrates a redife example of the exploitation of vulnerabilities in routers and 1
subsequent impacts.

The Attack: Vulnerability, Exploitation and Mitigation

In 2013, the Polish Computer Emergency Response Team (CERT) received reports afiomd
to internet banking websites, which meant that consumers were receiving messages about a
number changes that required mobile Transaction Authentication Numbers (TANs
confirmation. TANs are a form of single use -tinee password used by b&s to authorise financia
transactions. For example, a bank may generate an mTAN when a user initiates a transact
send it to the mobile phone of the user via SMS for confirmation.

Following an investigation of these reports, the Polish CERT fhatchttackers had exploited .
vulnerability in router firmware reportedly used in a number of commonly used ro
products?94295

The vulnerability, known as ZyNOS, was used to conduct a range of attacks, includingahmear
middle attack to steal bank credentials from users of the routers. The ZyNOS vulnerability a
the attackers to download the configuration file for theuter without authentication.This file
couldi KSy 6S dzy Ll O1 SR | yR LWINIE@$yWaic®® SE G NI O
Once access to the router was gained, the attackers used a technique called DNS hijacking
control of DNS servers, allowing thenréalirect traffic to servers under their control. As illustrate
Ay GKS 06St2¢ AYF3AST GKS aGdal O1TSNR &dz @SNI
(shown on the left). The attackers achieved this by rerouting traffic intended for the kg
website to their malicious server. As a result, the attackers tricked users into providing userr
passwords and even TANS.

In addition, researchers at Team Cymru found that a separate campaign had used the
vulnerability amongst other approachde launch attacks against more the&800,000 wireless
routerst ONR A& 9dzNBLISZ ! &Al | yR { K®nsumedniamitityavith
configuringthese devices,aswell asfrequently insecuredefault settings,backdoorsin firmware,
and commoditylevelengineering standards make SO#@e (small office / home office) wireles
NB dzi SNE | @SNE FGGNI OH#AQGS GFNBSG F2N) Oéo S

292 Office for National Statistics. (201®)ternet accesg households and individuals, Great Britain: 20R@lease da: 12

August 2019.

293ENISA. (2019ENISA Threat Landscape Report 2018

294CERT.PI. (2014). Laigmale DNS redirection on home routers for financial theft.

295 Constantin, L. (2014). Cybercriminals compromise home routers to attack online banking users. PCWorld News.

296 Root@Nasro. (2014). Information SecurityBlo@ ¢ L &l JSR &2 dzONB L ff FTNBY (KS %ebh{
297Team Cymru Threat Intelligence Group. (208QHO Pharmindé Team Cymru EIS Report: Growing Exploitation of Small

Office Routers Creating Serious Risks.
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& I e
@ Home network : :;!,
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{ = \ ' .
DNS Bank Malicious Malicious Bank
Server Server DNS Server Server

(1). Router requests IP address of bank's website. (1). Router requests IP address of bank's website.
Gets bank’s server’s address in reponse. Gets malicious server's address in response.
(2). User connects to bank's server. (2). User connects to malicious server.

(3). Malicious server connects to bank's server.

Source: Translated from CERT{Z14) Largescale DNS redirection on home routers for financial theft

It is noted that router manufacturers have released firmware patches for affected devices, bt
users rarely update routers and other meirking device$? Beyond patching, the Polish CE
advises that default usernames and passwords should not be used and should be chang
O2yadzYSNBR aKz2dzZ R LI & Oft2aS GGaSydAazy (2
In this respect, peventing the use of default usernames and passwords by routers as detai
the CoP Guidelines would act to mitigate similar attacks from occurring in the future.

Impacts

In this, and attacks using similar vulnerabilities, the primary objective fimaacial theft from
targeted individuals. Although there is no insight into the extent of the theft via this attack
Team Cymru finding at least 300,000 targeted routers indicates the potential scale of the the

In addition to financial theft, the aess achieved through the ZyNOS vulnerability prov
opportunities for other personal and wider impacts. For instance, in the same way as it can b
to redirect users attempting to access their online banking, DNS hijacking can also have sig
privacy consequences. Malicious actors can profile users on the basis of the DNS queries the
as well as conduct main-the-middle attacks, as described above, to redirect and gather not
card details but usernames and passwords across a whaslety of webpages. This could allo
such malicious actors to access a range of private and potentially sensitive documents, me
images, videos, for example through user accounts with cloud storage services and socia
platforms, or steal acces® services and subscriptions paid for by the user (e.g. online v
streaming services).

Furthermore, the significant number of routers potentially compromised could also be us:
conduct Distributed Denial of Services (DDoS) attacks.

298 Constantin, L. (2014). Attack campaign compromises 300,000 home routers, alters DNS settings. REVgo
29CERT.PI. (2014). Largmale DNS redirection on home routers for financial theft.
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Casestudy 7: Attacking the power grid

In its most recent Connected Home report, techUK reported that, although the appeal of !
appliances is lower than many other product categories (for example, smart entertainmen
connectivity products or smart eneygand lighting products), consumer appeal has increase
20193% Furthermore, increases in appeal were found across specific products within the :
appliance category, particularly considering larger products such as smart refrigerators and
washing machines. In addition, this study has found that manufacturers of smart appliance
connectivity to existing appliances but may have little experience in security enginé®ring.

This case study details the findings of research from Princeton Unyw#rat demonstrates how
risks to the power grid can occur as a result of exploiting vulnerabilities indagtage smart home
appliances’®?

The Attack: Vulnerability, Exploitation and Mitigation

The research does not highlight specific vulnerabilitieis presumes the existence of a botnet the
like the Mirai botnet, could compromise significant numbers of smart devices (in this case,
wattage home appliances like air conditioners and heaters). To give an idea of the scale, th
botnet compronised 600,000 devices at its peak and used default usernames and passwort
key mechanism to infect consumer 10T devié®s.

Through the use of a botnet of highattage smart appliances, the researchers detail a new ¢
of potential cyber attacks calll theManipulation ofdemand vidoT(MadloT). These attacks targ:
the power grid by manipulating power demand. Five variations of the MadloT attack:

illustrated:
= = Compromised -

- e - . - - — High Walttage
{1 Significant increases or decreases in pows =] I='lj—- Bl Watlage

. . IoT Devices
demand by synchronously switching dbts Y o
in the botnet on or off; A E \ Tareet of
. . . I; = |$ LIJ ! _ _ the Attack
1 Disrupting power grid restart by [+ | Power g
synchronously switching all bots on when th "\--4"'5}-.“ o OO '“-:.' Grid 5

power restarts following a blackout, wher s L \F]

inertia across the system is low and th QJ ) '
system is particularly vulnerable to deman - e =
changes; N/
) ) ) Compromised
f Line failures and cascadeshy targeting High Wattage
Adversary IoT Devices

specific power lines by synchronousl

switching on all bots in those locations Source: Soltan, S, Mittal, P. and Poor, H.V. (2018).

Furthermore, increasing demand in som E;:_acklo?h Io;c’Botnect;r 9; HFi)?hWattaSg Devi_oespc:n
R A A A tt wer (Il inceton Universit r

locations while decreasing demand in other fOI’Srtli’llz 27teh Usae\ux Se(,;uritycg/ronposiuri.s Y, Fape

thereby keeping total demand constant, coul..

have similar affect to the first attack variation, with greater ability to hide the attack;

7 Failures in the tielines that connect neighbouring independent power systems, for exan
between neighbouring countries and the Independent System Operators (ISOs). The

300techUK. (2019). The State of the Connected Home: Edition Three.
301ENISA. (2014). Threat Landscape and Good Practice Guide for Smart Home and ConvergeddMetlia; an

302 Soltan, S., Mittal, P& Poor, H.V. (2018). BlackloT: loT Botnet of High Wattage Devices Can Disrupt the Power Grid,

Princeton University, Paper for the 27th USENIX Security Symposium.

303 Antonakakis, M., April, T., Bailey, M., Bernhard, M., BeiiszE., Cochran, J., Durumeric, Z., Halderman, J. A., Invernizzi,

[® YIftAGaAETE adr S fd onvnmTOd ! yYRSENBGFYRAY3I (KS
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power flows between ISOs can be monitored online. As such, this represents another t
specifically targeted attack, which can focus onlities that are carrying close to capacity;

1 Increasing the operating codby slowly switching on the bots during pebkurs of power
demand, requiring ISOs to purchase additional electrical power from reserve generatot
higher price.

From a mitigation perspectivéhe MadloT attacks haverange ofunique properties that limit the
ability to protect against themAsi KS NB & S NOK KNG  ad dRYL Y2l ¢NAI- aiSis!
hard to detect and disconnect by the grid operator due to their distributed nature. These at
can be easily repeated until being effective and are blawk since the attacker does not neéeal
know the operational details of the power gffidd implement the attackf3%*

Here, he implementation ofaspects ofthe top three CoRyuidelinesare unlikely to contribute
significantly to mitigation. However, at the root of the attacks is the existariaebotnet, which
could be built on infecting consumer IoT devices using default username and password cred
as well as other vulnerabilities. The implementation of the first Q@Beline should improve the
situation with regard to the use of dai# credentials, while the second and thigdidelines should
improve the overall vulnerability environment by ensuring known vulnerabilities are pat:
effectively.

Impacts

The cyber attacks described above could have significant impacts qrotter grid of a country,
as well as power exchange between countries. Although such attacks have not been implen
the researchers detail three categories of impact that build on the five variations:

1 Causdrequency instabilityoy forcing a sudden inease or decrease in power demands dags
generators to trip and potentially instigate a largeale blackout.

{ Cause line failures and result in cascading failures in specific locations.

1 Increase operating costs for grid operators. Beyond increasing apgrabsts for operators
this could also be used to manipulate the electricity market to the benefit of a particular u
for example by slowly increasing demand at a particular time of day or in a certain locati

In addition, the researchers hightigexamples of redlife largescale blackoutsthe impacts of
which could equally have been causedabiladlot attackand thus illustrate the potential impac
of such an attack:

2003 Blackout in Italyttaly was importing more power from Switzerland arrdri€e than initially
agreed. As this was happening, aliiee between Switzerland and Italy tripped due to an overlc
caused by touching a tree. This series of events caused a further overload on and trippir
separate tieline between Italy and Swaerland. Subsequently, further lines between Italy &
France, Slovenia and Austria also tripped resulting in the disconnection of the Italian grid frc
continental European grid. As a result, Italy suffered a significant imbalance between supg
demand that it could not correct leading to a power outage across the vast majority of the coi
Over the next 18 hours, an estimated 177 gigawatt hours (GwH) of electrical power wel
supplied2®®according to Ofgem, one GwH can power one million atkds for an houp%

304 Soltan, S., Mittal, P. and Poor, H.V. (2018). BlackloT: IoT Botnet ofVditsige Devices Can Disrupt the Power Grid,
Princeton University, Paper for the 27th USENIX Security Symposium.

305Union for the Coordination of the Transmission of Energy (UGA®4) Fnal Report of the Investigation Committee on
the 28 September 2003 Blackout in ItdlyCTE Report, April 2004.

306 Ofgem. (n.d.)Electricity generation: facts and fites
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http://www.rae.gr/old/cases/C13/italy/UCTE_rept.pdf
https://www.ofgem.gov.uk/ofgem-publications/76160/13537-elecgenfactsfspdf

E|S

Centre for

Strategy & Evaluation
Services

95



	Executive Summary
	1. Introduction
	1.1 Study objectives and scope
	1.2 Background – Consumer Internet of Things vulnerabilities
	1.3 Methodological Approach

	2. The Future Scale of Consumer IoT
	2.1 Big Ticket Items
	2.2 Connecting the Home Items
	2.3 Consumer Lifestyle Items
	2.4 Projections and future market trends

	3. Types and Impacts of Consumer IoT Vulnerabilities
	3.1 Taxonomy of consumer IoT threats and vulnerabilities
	3.2 Exploitation of consumer IoT device vulnerabilities
	3.3 Consumer IoT device vulnerabilities
	3.3.1 Vulnerabilities arising from insecure IoT device design
	3.3.2 Vulnerabilities arising from business models and economic incentives
	3.3.3 Vulnerabilities arising from human behaviours and behavioural data

	3.4 Likelihood of vulnerability exploitation and potential impacts
	3.4.1 Potential impacts
	3.4.2 Likelihood of vulnerability exploitation


	4. Potential Impact of Government Regulation
	4.1 Potential Impact of Government Regulation on the Consumer IoT Market
	4.1.1 Assessment of the costs of the proposed regulatory approach
	4.1.2 Assessment of the benefits of the proposed regulatory approach
	4.1.3 Assessment of additional regulatory impacts

	4.2 Potential Impact of Government Regulation on consumers
	4.2.1 Assessment of the benefits to consumers of the proposed regulatory approach
	4.2.2 Assessment of the challenges to consumers of the proposed regulatory approach
	4.2.3 Assessment of the impacts across demographic groups


	5. Overall Conclusions
	Appendix A: Bibliography
	Appendix B: Survey Data
	Appendix C: Case Studies

