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Introduction 

If war is a clash of wills, and humans continue to innovate to gain 
influence, hybrid warfare (HW) can be regarded as the latest 
development in the struggle between competitive actors with different 
interests in the international system.1 Naturally, as the history of 
strategy suggests, the success of HW has provoked a counter-reaction 
among targeted actors, and as strategy is an interactive process, the 
responses to HW will go through several maturity stages.2 However, 
despite considerable interest in HW (and related concepts such as 
‘grey zone’ and ‘modern political warfare’) there is an absence of 
efforts to bring together and analyse policies to counter HW. 

This paper aims to provide an assessment of the state of current 
counter HW policy by analysing existing and recommended policies  
for countering HW. In doing so it seeks to answer five questions. 

• What is the balance between offensive and defensive 
policy measures? 

What instruments of national power are used to 
implement these policies? 

Are any themes discernible or policies particularly 
noteworthy among the defensive measures? 

Are any themes discernible or policies particularly 
noteworthy among the offensive measures? 
What are the casual factors that might explain any 
observations made from answering the previous 
questions? 

• 

• 

• 

• 

In answering these questions, this paper makes some key 
observations. First, there is an existing proclivity towards defensive 
measures, in particular through building resilience in the political and 
informational spheres of society, supported by increased  
intelligence-gathering measures. Second, in the implementation of 
defensive and offensive measures, the informational, diplomatic and 
military instruments were most used. Of the offensive measures, 
two key themes were identified: linking the use of different national 
power instruments and the potential for more assertive use of media 
and informational capabilities to counter hybrid warfare. Overall, the 
analysis demonstrates the breadth of options available to policymakers 
in countering HW. This paper and methodology may serve as a 
placeholder on the state of counter-HW policy, while inspiring efforts 
to expand the ‘playbook’ for countering hybrid warfare.

To provide more detail on these observations this paper proceeds in 
five steps. First, to understand how the observations were derived, 

1 Clausewitz (1989)
2 Luttwak (2001)

the methodology is explained. Second, the offence-defence balance 
is presented and analysed. Next, the instruments of national power 
used are discussed. The fourth section then focuses specifically on 
defensive measures and the fifth section on offensive policies. The 
paper concludes by reiterating the main findings of the analysis. 

Methodology 

As international security has entered a more competitive era, it seems 
that revisionist actors are increasingly resorting to ambiguous or 
‘hybrid’ approaches to achieve their objectives without reprisal.3 To 
improve existing and future efforts to counter HW, there is a need 
to bring together lessons from existing research and practice on 
policy measures, in support of the MCDC Countering Hybrid Warfare 
(CHW) project.4 Following MCDC, HW is defined in this paper as ‘the 
synchronized use of multiple instruments of power tailored to specific 
vulnerabilities across the full spectrum of societal functions to achieve 
synergistic effects’.5 It is centred on the cognitive realm of warfare, and 
exploits creativity and ambiguity. 

To analyse existing and proposed policy measures for countering HW, 
a framework was established to analyse and compare policies from 
a range of sources.6 While not intended to be exhaustive or widely 
representative, this analysis aims to provide ‘food for thought’ within 
the scope of the MCDC CHW project. The framework used for analysis 
examined three main components. These were: 

• whether the policy in question was ‘defensive’ or 
‘offensive’ in nature; 

the instrument of power used (DIMEFIL)7; and

the type of vulnerability targeted (PMESII)8. 

• 

• 

The basic methodology was to identify and analyse significant recent 
think-tank and policy publications focussing on HW,9 extracting 
suggested policy measures to counter HW and then classifying them 

3 For an overview of the rise of ‘hybrid warfare’ and considerations for 
countering it, see: MCDC (2019).
4 An overview of the CHW project is available at: https://www.gov.uk/
government/publications/countering-hybrid-warfare-project-understanding-
hybrid-warfare. The key findings from this research feature in Annex C (p 79-82) 
of MCDC (2019).
5 MCDC (2017), p 8.
6 The policy analysis framework was devised by Pasi Eronen, Iiris 
Saarelainen and Simon Källman. Most of the data entry and analysis was 
performed by Albin Aronsson.
7 DIMEFIL: defence, information, military, economic, finance, intelligence 
and legal. In the MCDC CHW handbook (MCDC, 2019) the results are presented 
using MPECI (military, political, economic, civil, information) by equating 
diplomacy to political, finance to economic, and intelligence/legal to civil.
8 PMESII: political, military, economic, social, infrastructure, information.
9 And related concepts such as ‘grey zone’, ‘modern political warfare’, ‘sub-
threshold’, etc. Also see Fridman (2018), p. xi.

This report was prepared for the MCDC Countering Hybrid Warfare project 
by Albin Aronsson, UK Development, Concepts and Doctrine Centre.

https://www.gov.uk/government/publications/countering-hybrid-warfare-project-understanding-hybrid-warfare
https://www.gov.uk/government/publications/countering-hybrid-warfare-project-understanding-hybrid-warfare
https://www.gov.uk/government/publications/countering-hybrid-warfare-project-understanding-hybrid-warfare
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according to the main components of the framework above. Table 
1 below gives an overview of the range of sources and number of 
policies analysed. The specific documents analysed can be found at 
the end of this paper following the bibliography. 

Number of Total number of Type of publication publications policies 

Think tank papers 8 68

European Union and NATO 4 21official texts

MCDC CHW case studies 6 21

Total 18 110

Table 1 – Summary of publication type and number of policy 
measures

The offence-defence balance 

Offence-defence theory is a central element in the study of 
international politics. In short, the prevalence of instruments of 
national power which are more conducive to being used offensively 
can have destabilising effects within the international system.10 
Applied to the contemporary international security environment, 
it appears that HW may present such a case, where seemingly low 
cost, low level and (sometimes) unattributable actions are used to 
achieve effects while avoiding reprisal. 

This distinction – between ‘offensive’ and defensive’ actions – is 
therefore applied to the counter-HW measures proposed in the 
policy literature as a lens through which to analyse them. The 
nature of each proposed policy was judged from the perspective 
of the aggressor in each case. When related to the MCDC CHW 
framework,11 defensive options generally relate to deterring hybrid 
aggressors (mainly through deterrence by denial, for example, 
through resilience measures) while offensive options generally 
relate to responding to hybrid attacks (but also cover deterrence 
by punishment, where the offensive measure can be threatened 
as punishment). Figure 1 shows the result of this analysis, with the 
majority (around three-quarters) of proposed policies focussed on 
defensive measures.

Figure 1 – Offence-defence balance of hybrid warfare 
countermeasures

Offensive
measures

26%

Defensive
measures

74%

10 See for example: Jervis (1978), Van Evera (1998).
11 See MCDC (2019), p 5.

Several factors might explain this preference for defensive 
measures. First, policy in this area is still at an early stage – so this 
trend may change over time - but if HW is offensive in nature, 
it is natural that the countering policies might be focussed on 
defending against and building resilience towards the threat. 

Secondly, the literature views differently the threat stemming 
from actors that conduct HW, or ‘hybrid-aggressors’. Some 
see HW as a significant threat that is effective at undermining 
governance and cohesion within and between targeted nations 
(predominantly in ‘the West’). The literature taking this view 
tends to suggest more offensive options in response to an 
invidious threat, with the intention to actively target HW actors’ 
own vulnerabilities and raise the costs of engaging in HW.12 
Others see HW merely as a response by the revisionists to the 
conventional military and normative superiority of the status 
quo powers, instead suggesting that hybrid aggressors are more 
opportunistic and experimental in their approach, posing less 
of a systemic threat. Those in the latter category tend to prefer 
defensive measures to avoid inflating the threat and exacerbating 
the problem.13 This shows that the proportion between 
offensive and defensive measures often depends on the specific 
publication, and how each author views the threat posed by HW. 

Furthermore, the concept and practise of defensive concepts 
such as resilience and deterrence are also widely theorised – 
stemming from Cold War deterrence concepts – and therefore 
relatively well-understood. While the deterrence of hybrid 
aggression is not so well conceptualised (e.g. compared to nuclear 
deterrence), the perception of deterrence as a broader concept, 
with good prospects for success, appears to influence countries 
to instinctively prefer defensive to offensive measures.  Moreover, 
many defensive measures are low cost and more predictable than 
implementing assertive countermeasures. 

Finally, current Western strategic culture often tends towards 
dealing with challenges through a paradigm of risk management, 
rather than from a perspective of ‘strategy’, or long-term planning. 
The latter may be the result of being democracies, where the 
elaboration and application of strategies are difficult, as the 
state of domestic politics often changes quickly and occasionally 
unexpectedly. Related to this, the preponderance of defensive 
measures might also be explained by a general preference in the 
international community to avoid being seen as aggressive, either 
by other nations or their own population.

Figure 2 – Instruments of power used (DIMEFIL) 
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12 For example in: CSBA (2018)
13 For example in: RAND (2018)



3

MCDC Countering Hybrid Warfare Information Note The state of current counter-hybrid warfare policy

Offensive and defensive measures – instruments 
of power used

As Figure 2 shows, when executing both offensive and defensive 
policy measures the most used instruments of national power 
were the informational, diplomatic and military instruments. If 
state competition takes place increasingly in the cognitive realm, 
it follows logically that instruments that can be used to gain an 
influencing advantage would be used more than others. This helps 
explain the reliance on the information measures, to counter HW 
actors who have become more adept at using modern media 
channels to achieve targeted influence. However, the information 
instrument does not produce ‘news’ by itself, but is dependent 
on the diplomatic, military and other instruments of power to 
provide the ‘raw material’ for the information instrument.

Following information, extensive use of the diplomatic instrument 
is consistent with the common suggestion in the literature that 
the diplomatic arm of government should lead on responding 
to and countering HW. This suggestion aligns somewhat with 
George Kennan’s original ideas of conducting ‘political warfare’.14 
Following from this, it is unsurprising that the diplomatic 
instrument, which is fundamentally about influence and 
persuasion, appears as the main government body that should 
lead efforts on countering HW. The problem today, however, is 
that funding and resources for diplomatic capacity is often not 
aligned with the increasingly important role it must play. For 
example, this theme is prevalent in relation to what some call 
the ‘militarisation’ of U.S. foreign policy.15 The U.S. case may be 
an extreme one, but merits consideration by others in their own 
context. 

The military instrument is also suggested across the literature 
as having the potential to play an important role in countering 
HW. In most cases, the use of military power in countering 
HW is connected to signalling, something that, in describing 
Russia’s use of its’ military, Mark Galleotti has called ‘Heavy-
Metal Diplomacy’.16 Russia, for example, often uses military 
manoeuvres to disrupt and intimidate (e.g. flying close to other 
nations’ airspace or sailing close to territorial waters). In terms 
of countering HW, the literature suggests well-communicated 
military posturing can signal resolve and demonstrate capability 
and credibility. It also suggests doing so with allies where possible, 
to maximise the impact and show solidarity.

Also noteworthy in Figure 2 is the low weight given to economic 
and financial instruments. Financial crime and illicit money flows 
have become common instruments of hybrid aggression,17 if 
only as crucial enablers of other activities. In response the West 
seemingly often resorts to imposing economic sanctions in 
response to HW as punishment. There may be two explanations 
to the relative absence of these measures in the literature. The 
first is the growing realization that Russia and others have made 
themselves less vulnerable to this type of sanctions – including 
sanctions directed at individuals rather than the state per se – and 
as a result seem to have failed to changed the targeted actor’s 
overall trajectory of behaviour. For example, part of the reason 
for why sanctions have not worked against Russia is the size of 

14 Kennan (1946)
15 For example see: Farrow (2018), RAND (2018).
16 Galleotti (2016)
17 Galleotti (2018)

the country, and its inescapably important role in geopolitics, 
hydrocarbons and arms sales for countries like China, India and 
Turkey.18 Another part is that in the interconnected world isolation 
may not be possible to the same degree that it was during, for 
example, the Cold War. Another reason may also be a ‘data supply 
problem’. The HW literature is dominated by people trained in 
political science, history and strategic studies. Mostly lacking 
training in more technical fields such as law, finance or economics, 
there may also exist a relative ignorance about the options 
available in those areas that could help to counter HW.

Defensive measures: hardening the target

Figure 3 – Defensive measures – targeted vulnerability 
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Defensive measures address PMESII vulnerabilities through 
actions designed to absorb damage and recover from attacks. 
As Figure 3 shows, the majority of defensive measures proposed 
were targeted at building resilience in the political and 
informational spheres of government and society, supported by 
increased intelligence-gathering measures. One explanation for 
this is that these are the most vulnerable to attack, by virtue of 
their openness and the extent to which democratic societies rely 
on open access to information and transparent political process. 
These areas may also be the most difficult to protect without 
compromising the essential nature of open democratic societies. 
This trend may also reflect the extent to which HW focuses on the 
cognitive domain of public opinion and political decision making – 
and the interdependence between these two crucial functions.19 
In this regard, the prominence of the political and informational 
aspects of countering HW reinforces what is often thought goals 
of HW – to distract and divide functioning societies.

Two common themes in particular emerged among the defensive 
policy measures: increasing intelligence gathering and building 
resilience. The intelligence gathering policies suggested increasing 
investment to detect and track HW activities by, for example, 
increasing coordination among countries’ intelligence services. 
More specific examples included the creation of ‘counter hybrid 
support teams’ in NATO, and the establishment of a ‘Euro-Atlantic 
Coordinating Council’. Additionally, the setting up of an ‘Eastern 
Hub’ for intelligence was also suggested, which would gather, 
fuse and disseminate information regarding (in this case) Russian 
activity in the DIMEFIL domains. Increasing intelligence assets 
would further assist understanding of hybrid aggressor’s  

18 Foy (2018)
19 For example: Chivvis (2017), p. 2
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decision-making, particularly regarding their intentions around 
specific attacks. It is worth noting NATO and the EU have already 
increased investments in intelligence gathering and sharing 
specifically to deal with HW.20 No public assessment of the 
effectiveness of these institutional innovations has yet been 
made, so it is difficult at this stage to say whether even more 
investment in this area might be necessary.

The other major theme was resilience. In this analysis, the 
concept of resilience has been interpreted broadly, related to both 
materiality such as critical infrastructure, but also government 
organisational capacity and media resilience.  One suggestion 
was for a common manual or set of guidelines to be developed 
regarding identifying and protecting critical infrastructure. 
Another suggestion to increase organisational resilience was for 
increased training for policy-makers and politicians to improve 
crisis decision making at national levels in response to HW. 
However in taking these measures, there is a risk of becoming 
over-focussed on hybrid threats – either to the detriment of 
other issues, or seeing everything through the lens of HW and 
risking ‘hybrid paranoia’. This kind of overreaction may play into 
the hands of hybrid aggressors, infecting and degrading national 
decision-making more than any attacks could reasonably expect to 
achieve on their own. 

Another resilience trend identified in the analysis was the 
increased efforts to create societal structures akin to the Cold 
War concept of ‘total defence’. The primary examples are Sweden 
and Finland, which have increased investment in preparing their 
societies for crisis or war. Worth mentioning are also Ukraine’s 
efforts in substantially increasing the size of home guard style 
units with the intention to signal deterrence to any actor 
contemplating an attack, whether conventional or HW. Creating 
more paramilitary style units and equipping and training them is 
something that the Baltic countries have also increasingly done. 
Although these efforts are localised and context-dependent, it 
might be worth exploring more widely to understand better if 
these efforts may constitute more effective deterrence against 
HW. 

It is important to note the limits of resilience as a strategy 
to counter HW, particularly regarding ‘total defence’. In the 
1950s, the U.S. contemplated the prospect of potential ‘total’ 
war with the Soviet Union, and looked at how policies could 
be implemented to limit the damage and injury to the U.S. 
population in case of such conflict. Harold D. Lasswell had earlier 
written about the idea of the ‘Garrison state’ in 1941, which can 
be taken as a warning of going too far in this regard.21 There is a 
fine balance between security and freedom. An over-emphasis 
on the resilience risks altering the character of contemporary 
societies beyond recognition - politically, societally and even 
economically. Thus, the idea of building resilience through total 
defence concepts may only be advisable for the countries most 
susceptible to hybrid aggression, mostly in terms of geographical 
proximity to a potential aggressor. In short, despite the threat 
from HW, trying to protect everything is not a viable way forward 
– both because there are limited resources to do so, and the 
consequences may prove counter-productive in undermining 

20 For example, each has now established an intelligence fusion cell 
focussed specifically on understanding HW.
21 Lasswell (1941)

what is valuable and attractive about free and open democratic 
societies.

Offensive measures – targeted vulnerability

Figure 4 – Offensive measures – targeted vulnerability
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The offensive measures are targeted towards the aggressors’ 
own vulnerabilities, and as conflict and competition remain 
fundamentally political, it is unsurprising that the political domain 
is targeted most often – by a significant margin. Measures 
targeted at political vulnerabilities to counter hybrid warfare are 
the ‘foundation’ of any offensive response to hybrid attack. The 
political nature of states who exploit hybrid warfare often contain 
elements antithetical to the liberal-democratic model such as 
centralized power, corrupt elites, control of information flows or 
lack of transparency, making obvious targets for measures such 
as anti-corruption and political support to third-party states. 
However, the very nature of such regimes makes them pre-
hardened to such measures. The suggestion to increase political 
and diplomatic support to third countries (for example those 
external to EU or NATO in those publications) was relatively 
common. However, there appears to be a deficit in understanding 
how these measures will be interpreted by aggressor, including 
potential for exacerbating existing grievances. Nonetheless, two 
themes stood out in the proposed policies: ‘issue linkage’ and 
going on the media offensive.

First, the notion of creating ‘linkages’ between specific HW attacks 
to other domains was suggested, with the aim of competing 
or responding in a different domain than the original attack 
was carried out in. For example, a cyber attack on a Western 
government could be responded to by a surprising conventional 
military exercise to signal resolve. By being unpredictable, such 
linkages may encourage caution as the aggressor will be uncertain 
as to the nature of any response to their aggression. This 
uncertainty is useful for the purposes of deterrence. Moreover, 
the idea of linkage is interesting due to that Western countries 
are seemingly often unable, or at least unwilling, to respond in 
kind using the same means as the adversary. Linkage might unlock 
responses that play more to the strengths of the defender.22 This 
unpredictability has to be weighed against the risk of unintended 
escalation, and a risk of miscalculation on behalf of the HW 
actor. Yet there should also be a realization that timid responses 
will not lead to any change in behaviour, as recent years appear 
to have demonstrated. Some degree of ‘horizontal’ escalation 

22 CSBA (2018)
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might therefore be worth pursuing to encourage changes in the 
behaviour of hybrid aggressors.23  

Second, the idea of going on the ‘media offensive’ was identified. 
This included more active steps to introduce new information 
into ‘closed’ societies, by more vigorously supporting media that 
provides counter-information and narratives to the opposing 
actor’s population.24 Although a revival of structures like the 
Cold War U.S. Information Agency (USIA) may not be feasible or 
appropriate, a closer integration of departments and government 
efforts in the information space, combined with a clearer mission 
and purpose might bear fruit.25   

Conclusion 

This paper aimed to assess the current state of policy to counter 
HW by using a simple framework to analyse proposed counter-
HW measures in the policy literature. The central finding was the 
proclivity towards defensive measures. In implementing counter-
HW measures the informational, political and military instruments 
of national power were relied on most heavily. The proportion in 
the use of these instruments varied between the defensive and 
offensive measures but there were also significant similarities 
between them. The majority of defensive measures proposed 
used these instruments of power to build resilience in the political 
and informational spheres of government and society, supported 
by increased intelligence-gathering measures. Proposed offensive 
measures used these instruments of power to primarily target the 
political vulnerabilities of hybrid aggressors. 

These findings were complemented by analysis of these 
observations. First, widespread risk-aversion among victims of 
HW often precludes pursuing more assertive policies in response. 
Second, familiarity with deterrence as a strategy since the Cold 
War may contribute to a preference for defensive measures in 
countering hybrid aggression. Third, while a focus on increasing 
societal resilience makes sense from a cost-benefit perspective, 
becoming ‘hooked on resilience’ risks being counter-productive in 
the longer term. Finally, the nature of HW – taking place more in 
the cognitive domain than in the kinetic domain, and exploiting 
creativity and ambiguity, helps explain the prominence of 
informational, political and military instruments in countering HW. 

The majority of defensive measures were targeted at building 
resilience in the political and informational spheres of society, 
supported by increased intelligence-gathering measures. This 
makes sense insofar as hybrid warfare often targets political 
decision-making, which is often informed and supported – 
especially in democratic societies – by freely available public 
information. Yet these are also the most difficult components of 
the liberal-democratic societal model to protect. Paradoxically, 
overdoing resilience and government-led intervention here may 
undermine the very fabric of society that is trying to be preserved 
in the first place.

Concerning offensive measures, this analysis perhaps reveals the 
lack of other options - beyond politics - for horizontal escalation 
and punitive measures to threaten and cause damage to the 

23 Nyemann and Sorensen (2019)
24 CSBA (2018)
25 Armstrong (2015)

interests of hybrid aggressors. Without these options being 
developed and deployed, the behaviour of revisionist actors 
who use HW is unlikely to change. The analysis suggests these 
options are available – for example, through exploiting horizontal 
escalation through ‘issue linkage’ and going on the media 
offensive.

In the author’s view, the most important contribution of the 
framework assessment and this paper has been to demonstrate 
the breadth of options available to policymakers in countering 
HW. This paper and methodology can thus hopefully serve as 
a placeholder on the state of current counter-HW policy, while 
inspiring efforts to expand the ‘playbook’ for countering hybrid 
warfare. 
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