EFFECTIVE CIVIL ALERT SYSTEMS: A Review of the Literature

SOCIAL AND
BEHAVIOURAL
SCIENCE GUIDANCE
FOR LOCAL
RESILIENCE FORUMS
IN PLANNING AND
CONDUCTING CIVIL
ALERTS

UNLIMITED



INTRODUCTION

DSTL has been requested to produce
an evidence based guide to assist Local
Resilience Forums in fulfilling their
Communicating with the Public duty at
times of civil emergency.

This guide summarises the findings of
relevant social and behavioural science
research on civil alert systems and
suggests how this can be used to assist
in the preparation and dissemination
of civil alerts to the public.

The guide is intended to provide
information to assist the LRFs as
they develop and refine their
emergency response plans.

The Defence Science and Technology Laboratory (DSTL) is

a trading fund of the Ministry of Defence (MoD). DSTL’s
purpose is to maximise the impact of science and S

technology for the defence and security of the UK.
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BACKGROUND

Whilst there are many steps that LRFs need
to take in order to warn and inform the
public, there are three specific areas where a

knowledge of social and behavioural science :
What are Social and

literature can be valuable to you in planning Behavioural Sciences?
and conducting civil alerts. This refers to scientific
These areas are the message’s content and ‘Sj(')sccl'opl'(;gss T e it
preparation ’ anthropology, and
selection of alerting methods psychology, in which

the actions and
reactions of humans
are studied through
observational and
experimental
methods.

(Dissemination), and resulting behaviours

(

* The construction of the warning message needs to be
well considered to ensure that the population will
understand it, that they will believe it and that they
will feel it to be personally relevant to them. This will
increase people’s ability and willingness to respond
appropriately in emergencies.

Warning Formulation

|

There are a wide variety of different alerting
methods, including the internet, mobile devices, fixed
telephone lines, conventional media, acoustic and
person-to-person alerts. Each of these have their own
advantages and disadvantages.

(

People behave in different ways at times of
emergency. By understanding the factors that
Local Preparedness and influence behaviour it is possible to increase the
Response population’s preparedness for emergencies and the

likelihood of them engaging in appropriate responses
afterwards.
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WARNING FORMULATION

A warning message needs to contain the three elements of Understanding, Believing and
Personalising.

Understanding

It is very important that any message must be understood, not just transmitted.

Understanding, in this sense, refers to comprehension, but also includes an individual’s perception
or judgement of a situation. As soon as the first parts of the warning message are received the
individual begins the process of forming risk perceptions about the situation which will determine
their responses.

It is good practice to ensure you include the following five factors in all civil alerts.

1. HAZARD
v Must provide a description of the event and an explanation of why it is a threat.
2. LOCATION
v Must describe the locations that are and are not affected.
3. GUIDANCE
v Must describe the recommended protective action in detail.
4. TIME
v Must inform people of how much time there is to take protective action.

5. SOURCE

v Must identify the source of the information and where possible indicate multiple sources of
confirmation.

Believing

Once the recipient has received the message and understood the risk they must then believe that
the message is credible and accurate and that protective action is required.

v Alert message sources
should be appropriate to the
emergency type and perceived
as credible by the population.

‘/ Where possible, establish

trust as a credible source of
information before an event.

v Increase the credibility by

including multiple sources in
warning messages.

Personalising

It is not enough to understand and believe a message: People must evaluate the message as having
relevance to them personally. Through the formation of your message you can convince the public

to take action.

v Giving responsibility to
‘do-something’ will increase
response.

v Make use of people’s

prior experience where
appropriate.

v Some degree of realistic

fear will encourage people to
protect themselves.




WARNING FORMULATION: Social and Behavioural Science Insights
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In some situations it may not be possible to include
much detail in alert messages (e.g. sighage or
sirens). In these cases try to direct the public
towards a second source of information where they |[——
can get the answers and advice they need.
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There are many potential channels that can be used to disseminate alerts to the public. Research
has shown that employing a combined approach can help to increase both the reach and the
resilience of alert messages. Where possible you should share information with the population
before, during and after the emergency event. The following facts can be useful in determining the
main advantages and disadvantages of some of the key alerting channels and their suitability to

different emergency scenarios.

Mobile phones

e Owned or used by 91%
of UK population.

e Owned or used by 98%
of 16-24 year olds.

e Owned or used by 51%
of over 75s.

* 28% of UK population
currently use their
mobile phone for
internet access via a
range of applications.

Internet

Two-thirds of the UK
population regularly
access the internet via a
computer.

83% of 16-24 year olds
report regular use,
compared to 13% of

over 75s.

Email is received and
sent by 94% of
computer internet users,
and by 53% of mobile
phone internet users.

Landline telephones

¢ 85% of UK households
have a landline
connection.

* Synthetic speech is good
at attracting the
attention of the
recipient but people
struggle to understand
and recall messages
delivered in this way.

® 96.6% of UK population
have a TV in their home.

® Peak TV audiences are
between 8pm and 9pm,
but audiences are large
from 6pm to 11pm.

e Viewing figures are
lower during Summer
than Winter.

Sirens

® People are frequently

unaware of the meaning
of sirens and do not
know how to respond to
them.

People can retain and

recognise between 4 to
7 siren sounds but only
if they are regularly
rehearsed, during test
alerts for example.

Radio

People listen to the
radio for 3 hours 12
minutes every day on
average.

Most popular radio
listening times are
between 6am and

11am, peaking at 8am.
BBC network services
account for about 55%
of radio listening hours.

v Identify your target

audiences ahead of an
emergency event.

v Consider aspects of reach

and resilience when selecting
appropriate alert channels.

v The time of the day

should be considered when
deciding upon alert channels.




There are numerous factors that you might like to consider when deciding which methods of alerting
the public will prove effective. A selection of criteria are listed below.

Locality Is the alert message targeted at the right area?

Can the alert message be sent automatically, for example if the emergency
itself prevents manual activation?

Automated operation

Support for second languages Can alert messages be sent in languages other than English?
Speed How quickly can the alert message be sent?

Content Can the alert message be sent in different formats, such as images and

videos?
Receipting Is there a way of confirming that people have received the alert message?

Will the emergency itself affect the chances of the alert message reaching

Performance )
the audience?

Social Media

Social media can play an important role in communicating with the

public before, during and after an emergency. It offers a number of What is Social Media?
benefits: Social media refers to
1. IMMEDIACY online and mobile
It gets information to the public straight away. technologies and
2. ABILITY TO INFORM THE PUBLIC practices used to share
It spreads understanding and increases safety. opinions and
3. RUMOUR MANAGEMENT information, promote

It gives the ability to rapidly correct false information. discussion and build
4. EASY ACCESS relationships.
It affords easy access to responders and the public.
5. GATHERING FEEDBACK

It allows interaction with the public to find out how they feel.



LOCAL PREPAREDNESS AND RESPONSE

Unfortunately, even if you have followed all the steps to this point, there will still be some instances
where resulting behaviours appear to defy all logic. This section highlights some additional
considerations , based on social and behavioural science research of human behaviour in emergency
situations, and provides some points for you to consider in civil alerts.

Resulting behaviours are determined by both dispositional factors (i.e. factors that are internal to
someone or something and are not necessarily seen) and situational factors (i.e. events occurring in
the surrounding environment). An understanding of the factors that determine human behaviour at
times of emergency can assist in planning effective civil protection measures. Some you may be able
to mitigate against, others you may just need to prepare for.

Emergency Behaviours

During an emergency there are
typically around 10-20% of people
who demonstrate rational thought and
reasoning abilities (calm and
collected). The majority of people,
around 75%, will become stunned and

Calm and Collected

Stunned and
Bewildered

bewildered, and need clear direction
and may require additional support. A
small number of people will display
Inappropriate hyperactive or manic behaviours and
Behaviours have difficulty following instruction
( /inappropriate
behaviours).

B Complete Paralysis

Cognitive Processing

In emergency situations the way in which people DN s
process cognitive information is affected. Most e & = e
commonly people use ‘heuristics” which are essentially E | ,f ‘;‘; L[W J,—] ) /j ﬂ %

mental short-cuts or rules drawn from experience, to

make decisions and judgements.
Research indicates that if people do not understand E
how warning advice relates to their understanding of a
hazard then they are less likely to comply.

In addition, worry and anxiety may lead to failures in
memory function due to an increase in intrusive
thoughts.

v Ongoing dialogue with the public can help to understand what they think about different

disaster scenarios before an event. This can be used to anticipate how they are likely to behave during
emergencies and what information they will need.




Fear, Confusion and Apprehension

People need to receive information that
accurately illustrates the risks they face
during emergencies but without causing
them to be excessively scared. This is a
very difficult balance to achieve as it is
often person specific and relies on a

number of individual differences.

The following boxes provide some things

to consider.

" Ppeople in emergencies are
prone to ‘negativity bias’
meaning they tend to pay

more attention to negative
than positive information.

LOCAL PREPAREDNESS AND RESPONSE

¥ If people in an affected

community lack cohesion, or
social ties, there can be a
reduction in helping
behaviours and an increase in
aggressive behaviours during

" Some behaviours, which

could be characterised as
panic, such as panic-buying,
can be viewed as a rational
response to the information
being provided.

" Panic is most likely to
occur when there is a limit on
the time and/or space to
escape.

¥ |f fear and panic starts, it

can be highly contagious.

" Fear and anxiety can
increase the amount of time
people take to make decisions
and take action.

and emergency.

Demographic and Cultural Considerations

Physical and mental disabilities: Whilst there is considerable guidance
on evacuation procedures for vulnerable populations, you also need to
consider their needs during communications. Consider undertaking
efforts to prepare and educate support networks and caregivers.
Language barriers: Whilst language barriers are widely acknowledged,
more sensitive aspects of cultural and linguistic differences are often
overlooked. Messages are more effective when delivered in the receiver’s
language of origin, however, the context of a culturally appropriate
message is integral to achieving comprehension. Images are also a useful
method of overcoming the language barrier.

Elderly population: Access to the internet and mobile phones is not
widespread in the older population so care should be taken to ensure
they receive the information they need before, during and after an
emergency. This will increase their ability to take protective measures.

It is vital that LRFs
identify their local
populations and
consider their
differing needs

against all the risks
identified in the
Community Risk
Register (CRR) well
before any events
take place.




SUMMARY: Steps for Local Resilience Forums
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