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1. Revision History 

Version Author Description Date 

0.0a  First Draft 13/02/2017 

0.0b  
Amended to include feedback from 
Tony Nesta, Chris Bell, Phil Raynor 

 
28/03/2017 

0.0c  
Addressed comments from David 
Haworth  

18/05/2017 

0.0d  
Further review comments from 
Domain team 

19/05/2017 

1.0  First published version 02/06/2017 

1.1  Updated as per review comments 16/10/2017 

1.2  
Updated to bring into closer alignment 
with ISO 27033, NIST 800-41r1 and 
PCI-DSS. 

18/12/2018 

1.3  External Review of amended version 29/01/2019 

1.4  2nd published version 04/03/2019 

1.5  Version for external publication 30/03/2020 

 
2. Distribution 

Version Role/Area Role Date 

    

    

    

    

    

    

    

 
 
 
3. Approval History 

Version Approver Title Role Date 

1.4  DWP Chief Security Officer 04/03/2019 

1.5  Chief Security Officer 30/03/2020 

    

    

 

This document will be reviewed for continued completeness, relevancy and accuracy 
within 1 year of being granted “final” status, and at yearly intervals thereafter. 
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4. Introduction 
 

4.1. This Firewall Security Standard provides the list of controls that are required 

to secure firewall implementations to an Authority approved level of security. 

This standard provides a list of security controls to protect citizen and 

operational data filtered by firewalls. It is to minimise the risk from known 

threats both physical and logical to an acceptable level for operations. 

 

 

4.2. Furthermore the security controls presented in this standard are taken from 

the international best practice for firewall security and have been tailored for 

Authority suitability.  

 

4.3. The previous version of this document primarily addressed Layer 4 firewalls.  

This document covers firewalls comprehensively including Layer 7 

functionality. 

 

4.4. This document describes the standards for both physical and virtual firewalls, 

virtual firewalls can function in bridge-mode when they emulate the same 

functionality as physical firewalls or in hypervisor-mode when they act on the 

traffic which is passing between virtual machines on the same physical server. 

 

4.5. This document does not mandate any particular firewall manufacturer over 

another –the focus should be on capability and suitability to meet 

requirements. It should also be noted that open source products may also be 

considered, again with the focus on meeting requirements.  

5. Purpose 
 

5.1. The purpose of this document is to enable Suppliers to work to a defined set 

of security requirements which enable solutions to be developed, deployed 

and managed to Authority security standards, which are based upon 

international best practice for secure firewall deployments.  This document 

should be read in conjunction with SS-018 Network Security Design Standard 

and SS-006 Security Boundaries Security Standard. 

 

5.2. Secondly, this standard provides a means to conduct compliance based 

technical security audits. 

6. Exceptions 
 

6.1. Any exceptions to the application of this standard or where controls cannot be 

adhered to MUST be presented to the Authority where appropriate. This 

MUST be carried out prior to deployment and managed through the design 

caveats or exception process. 
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6.2. Such exception requests may invoke the Risk Management process in order 

to clarify the potential impact of any deviation to the configuration detailed in 

this standard. 

 

6.3. Exceptions to this standard MUST be maintained on a risk register for 

accountability, traceability and security governance reporting to the Authority.  

7. Audience 
 

7.1. This standard is intended for Authority IT staff and its suppliers, involved in 

securing firewalls for Authority systems and provides the security 

requirements on how to secure them. 

8. Scope 
 

8.1. This standard is to cover systems handling data within the OFFICIAL tier of 

the Government Security Classification Policy (GSCP), including the handling 

caveat OFFICIAL-SENSITIVE. All of the Supplier’s firewall implementations 

falling within this category will be subject to the requirements specified within 

this security standard. The requirements will be applied to new and existing 

installations. 

 

8.2. The security control requirements laid out in this standard are product 

agnostic and applicable for all firewall systems that are providing services for 

the Authority. 

 

8.3. In the event of uncertainty on the controls laid out in this standard please 

contact the Authority for guidance and support on items which require 

clarification. 

 

9. Security Controls Assurance 
 

9.1. Controls presented in this standard or referred to via this standard may be 

subjected to a formalised IT Health Check penetration test to provide 

evidence of adequacy and effectiveness. 

10. Technical Security Control Requirements 
 
In this document the term MUST in upper case is used to indicate an absolute 
requirement. Failure to meet these requirements will require a formal exemption (see 
section [6. Exceptions] above).  
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11. Firewall Change Management 
Firewall changes are a necessary ongoing process that ensures firewall rules are 
continuously capable of preventing security breaches. A well-defined management 
plan MUST include the following: 
 

Reference Security Control Requirement 

11.1.  There MUST be a detailed plan of changes and their objectives.  This 
should include business justification. 

11.2.  Changes to the firewall rules MUST be risk assessed. 

11.3.  There MUST be a centralised change management workflow and 
change control policy between the different teams implementing 
changes, and proper change approvals. 

11.4 There MUST be proper records of change including why the change 
was required, who authorised the change and when the change was 
made.  There should also be a record of the outcome of the change. 

11.5 There MUST be a current network diagram which identifies all 
network connections including wireless networks.  Without this 
devices could be left out of considerations in relation to security 
controls. 

 
12. Test Firewall Rule Changes 
Any planned rule change MUST be tested prior to committing to a change to avoid 
unexpected detriment to the network. 
 

Reference Security Control Requirement 

12.1 New firewalls MUST be tested and evaluated before deployment to 
ensure they are working properly.  In this context “working properly” 
means “conforms to the entirety of this standard”. 

12.2 Testing MUST confirm that the firewall is allowing and blocking data 
according to the rulesets. 

12.3 Where feasible, the rule changes should be tested in a suitable non-
production environment before being pushed to the live environment.  
Where this is not feasible and the change has to be applied to the live 
environment, the change request MUST NOT be closed until the rules 
have been tested and validated to work as expected.  Where testing 
fails, there should be regression to the previous version. 

12.4 Firewalls, whether network, application, host-based or personal, 
MUST NOT cause any issues with application compatibility. 

12.5 Ensure that administrators can configure and manage the firewalls 
effectively and securely. 

12.6 Ensure that solutions provide adequate performance both at normal 
and peak use. 

12.7 Ensure that logging and data management function correctly in 
accordance with the Authority’s policies and standards – e.g. SS-012 
Protective Monitoring Security Standard. 

12.8 The firewall itself may contain vulnerabilities therefore the 
components MUST be assessed for vulnerabilities. 
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Reference Security Control Requirement 

12.9 There MUST be testing for component interoperability.  This is 
particularly important where firewall solutions contain components 
from multiple vendors. 

12.10 Test for policy synchronisation under varying operational conditions - 
e.g. does the firewall solution still work correctly if one or more nodes 
are unavailable?  Do the firewalls work correctly in the event of auto-
scaling in cloud environments? 

 

13. Firewall Rule Management 
Firewall rule management is a critical activity. Without effective rule management 
there might be excessive firewall rules, redundant rules, duplicate rules and bloated 
rules that can negatively affect firewall security, performance and efficiency. 
 

Reference Security Control Requirement 

13.1 Redundant or duplicate rules MUST be removed as they slow firewall 
performance.  They also complicate firewall administration. 

13.2 When systems are decommissioned any associated rules MUST be 
removed as appropriate. 

13.3 Identify insecure services, protocols or ports and ensure that these 
vulnerabilities are documented and managed.  There MUST be a 
geographical check on the IP addresses in order to identify offshore 
IP addresses.  This check should be automated if possible. 

13.4 Firewall rulesets MUST be as specific as possible.  In general, all 
inbound and outbound traffic which is not expressly permitted by the 
firewall policy MUST be blocked. 

13.5 Rules which have the highest chance of matching the traffic pattern 
should be placed at the top of the list in order to maximise 
performance. 

13.6 Firewall rulesets MUST be managed by a formal change 
management process - see Section 1. 

13.7 Any changes to the firewall rulesets MUST be alerted on - e.g. by 
generating a security event which subsequently generates an alert. 

13.8 All rules MUST be quality assured by a suitably qualified independent 
person before being implemented. 

13.9 All rules MUST have a reference to a change request so that it is 
possible to refer back to the change record and identify the approver. 

13.10 The use of the word "ANY" should be avoided for source address, 
destination address or port number unless authorised as an agreed 
exception. 

13.11 Expiry dates MUST be added to temporary rules.  These MUST be 
reviewed regularly so that they can be tidied. 

13.12 Major project changes MUST be accompanied by a review of the 
associated firewall rules. 

13.13 The entire firewall ruleset MUST be reviewed at least annually to 
remove redundant rules and check for vulnerable configuration.  A hit 
counter may be used in order to identify those rules which are not 
utilised. 



OFFICIAL 
 

 
Version 1.5  Page 8 of 15 

Reference Security Control Requirement 

13.14 If the firewall management tool supports documentation of the rules 
then this facility MUST be used. 

 

14. Firewall Security Audits 
Firewall policy audits are necessary to ensure that firewall rules are compliant with 
organisational security regulations as well as any external compliance regulations 
that apply. 
 

Reference Security Control Requirement 

14.1 It is necessary to log traffic for subsequent audit 

14.2 Monitoring of audit events generated by the firewall infrastructure 
should be carried out using centralised capabilities. 

14.3 A read only account must exist in order to allow for auditing of the 
policies and the rulesets. 

14.4 The firewall infrastructure must support a mechanism to verify the log 
files maintaining confidentiality, integrity and availability. 

14.5 Rules must be commented in order to assist the work of those who 
are carrying out ruleset auditing. 

14.6 Firewall and router rulesets must be reviewed at least every 6 
months. 

14.7 Penetration testing MUST be used in addition to regular firewall 
security audits.  This MUST include testing of those controls set out in 
other parts of this standard – e.g. Section 15. 

 

15.  Firewall User Access and Authorisation 
It is important to institute stringent network-access security and user-permission 
control to ensure that only authorised administrators have access to change firewall 
rules. 
 

Reference Security Control Requirement 

15.1 The administration capability must support following: 

- Identification and authentication of firewall administrators 

- Trustworthy communication path for administrative traffic - e.g. 

console-based, encrypted and separate management network 

- Remote administration must be via strong authentication (e.g. two-

factor authentication) and encrypted channels 

- Consider centralised administration 

- Integrity testing of the programs and files 

- Alert logs must be sent to a centralised SIEM facility 

- Granular access permissions 

15.2 Change vendor-supplied default passwords on accounts.  Remove or 

disable accounts that are not needed. 
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16. Firewall Architecture 
Reference Security Control Requirement 

16.1 The Authority will adopt ISO 27033 as its framework for Network 

Security.  This also applies to the Firewall Standard. 

16.2 Guidance on appropriate topologies for firewall deployment are given 

in ISO27003 Part 4.  This guidance should be utilised when making 

network design decisions. 

16.3 The following principles must be followed in relation to Firewall 

Architecture: 

- Pay attention to all possible threats, particularly insider threats 

- Pay attention to the human factor, particularly in relation to 

administration and education 

- Keep the solution as simple as possible although higher security 

requirements tend to imply greater complexity 

- Use components in their designated functionality and configuration 

16.4 Guidance on appropriate configuration of security gateways is given 
in ISO27003 Part 4.  This guidance should be utilised during the 
configuration process. 

16.6 Consider using those products which have been certified through 

NCSC's Commercial Product Assurance scheme. 

16.7 Consider using those products which have been certified through 

Common Criteria. 

16.8 Firewalls must be synchronised to an approved Authority time source. 

16.9 Layered security measures must be applied to physically protect 
firewalls in accordance with the Authority Physical Security Policy. 
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17. Firewall Maintenance including Patching 
Vendors release firewall upgrades and version updates for many security reasons, 
importantly some are to combat vulnerabilities and loopholes in outdated hardware 
and software. 
 

Reference Security Control Requirement 

17.1 The firewall MUST be patched regularly in accordance with the 
Authority’s Technical Vulnerability Management Policy. 

17.2 Vulnerability assessments MUST be conducted on firewalls to 
assess hardware or software issues.  All Internet-facing firewalls 
MUST have a full ITHC at least annually. 

17.3 Rules may need to be updated as threats emerge and requirements 
change therefore review should be undertaken periodically. 

17.4 The performance of firewall solutions MUST be monitored to ensure 
that any potential resource issues are identified and addressed. 

17.5 Logs and alerts MUST be monitored regularly in order to identify 
threats, successful and unsuccessful. 

17.6 Periodic testing should be undertaken to confirm that firewall rules 
are functioning as expected. 

17.7 Firewall policies and rules MUST be backed up regularly.  Backups 
should be taken in both binary and human-readable forms. 

17.8 Changes to firewall rules should be managed as part of formal 
change and configuration management process. 

17.9 Firewall Optimisation Tools are recommended in order to automate 
reviews of policies and rulesets. 

 
18. Firewall Types and the Relevant Controls which apply 
 

Ref Type Security Control Requirement 

18.1 Stateless 

Packet 

Filtering 

Firewall 

Stateless Packet Filtering Firewalls MUST be able to 
make a decision whether to allow or deny a packet based 
on data within the packet - e.g. 
Source and destination IP address 
Payload the packet is carrying - e.g. TCP, UDP or ICMP 
Source and destination port for the packet 
Time of packet departure and arrival 
Network interface card departure and arrival 
 
All of these methods of discriminating MUST be 
supported. 

18.2 Stateful 

Packet 

Filtering 

Firewall 

Stateful Packet Inspection Firewalls carry out the same 
function as Stateless Packet Filtering Firewalls but are 
also capable of retaining context regarding previous 
packets in the dialogue.  This enables more subtle 
decisions to be made. 

18.3 Application 

Firewall and 

Proxy 

Application firewalls MUST be application aware - e.g. 

Web Application Firewalls must be capable of detecting 

attempts to exploit application vulnerabilities such as SQL 

injection attacks. 
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Ref Type Security Control Requirement 

18.4  Application firewalls should be capable of terminating TLS 
connections in order to carry out inspection of application 
data in the clear.  This MUST be carried out using back-
to-back encrypted data channels between the source and 
the destination. 

18.5  Application firewalls MUST have the ability to limit threats 

by exposing a smaller number of identifiable application 

functions within the proxy. 

18.6  Application firewalls should have the ability to carry out 

anti-virus scanning on the traffic which traverses the 

firewall. 

18.7  Application firewalls MUST be capable of carrying out 

content inspection - e.g. 

- protocol analysis 

- signature based antivirus scanning 

- investigative analysis (analysing code for malicious 

characteristics) 

- sandbox technology (quarantining) 

18.8 Intrusion 

Detection 

and 

Prevention 

Systems 

Network-based Intrusion Detection and Prevention 

Systems MUST be protected from attack by the following 

means: 

- Consideration should be given to deploying the NIDPS 

on a management network or a virtual management 

network so that it is concealed from attackers 

-  All components must be kept up-to-date and hardened 

-  Separate administrator and user accounts for all users 

-  Restrict network access to the NIDPS 

-  Administrators must verify that the NIDPS is functioning 

correctly on a regular basis 

-  The NIDPS components must be monitored 

-  Configuration settings must be backed up regularly  

18.9  It MUST be possible to integrate the NIDPS solutions 

either directly (using a common console for a number of 

NIDPS instances) or indirectly (using a Security 

Information and Event Management tool). 

18.10  The NIDPS MUST be capable of detecting or preventing 

a signature-based attack. 

18.11  The NIDPS MUST be capable of anomaly-based 

detection. 

18.12  The NIDPS should be capable of protocol-based analysis. 
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Ref Type Security Control Requirement 

18.13  Wireless NIDPS MUST be capable of identifying 

suspicious activity relating to wireless protocols. 

18.14  NIDPS should be capable of Network Based Analysis to 

detect unusual traffic flows, Denial of Service attacks and 

certain types of malware. 

18.15 Unified 

Threat 

Management 

Unified Threat Management Firewalls consolidate a 

number of functions from a varied set of network products 

and enable them to be delivered as an integrated 

solution. UTM Firewalls MUST include the following 

functions: 

- Firewall 

- NIDPS 

- Antivirus 

18.16  The UTM Firewall should include the following functions: 

- Application Firewall and Proxy Services 

- Database Firewall 

- Vulnerability scanning/detection 

It MUST address requirements relating to the internal 

network as well as those arising at the perimeter. 

18.17  Standards in relation to UTM are less well consolidated 

than those of the other security products listed and there 

are significant variations in the specifications of the 

various manufacturers.  Therefore the buyer MUST be 

aware of the offerings available in the market place and 

the advantages and disadvantages of the offerings 

available. 

18.18 Virtual 

Firewall 

A virtual firewall is a network firewall service or appliance 

running entirely within a virtualised environment.  The 

virtual firewall can be realised as a software firewall on a 

guest VM, a purpose-built virtual security appliance, a 

virtual switch or a managed kernel process running within 

a hypervisor.  A virtual firewall operates in two different 

modes: 

Bridge mode:  Like a traditional firewall, this mode 

operates by monitoring all incoming and outgoing traffic 

bound for other virtual networks or machines. 

Hypervisor mode:  This mode is isolated from the actual 

network, resides in the hypervisor and monitors the virtual 

host machine's incoming and outgoing traffic. 

 

The virtual firewall MUST support packet filtering. 
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Ref Type Security Control Requirement 

18.19  The virtual firewall should support a richer set of firewall 

functionality such as: 

- Antivirus 

- Web filtering 

- Content filtering 

- Anti-spam 

- IDPS 

- Application firewall 

- Deep packet inspection 

- Quarantining 

- Email analysis 

- Threat intelligence 

18.20 Host-based 

Application 

Firewall 

A host-based application firewall can monitor any input, 

output and system service call made from or to an 

application.  This is done by examining information 

passed through system calls.  A host-based application 

firewall can only provide protection to applications running 

on the same host. 

18.21  The host-based application firewall MUST provide socket 

filtering. 

18.22  The host-based application firewall should provide 

sandboxing - the ability to execute software (particularly 

untrusted software) in a restricted operating system 

environment. 

18.23  The host-based application firewall should be capable of 

integrating with an IDPS such that the IDPS can update 

the configuration settings of the firewall in order to prevent 

attacks from occurring. 

18.24 Personal 

Firewall 

Personal firewalls are similar to host-based firewalls 

except that they are deployed onto personal computers 

rather than servers. They provide an additional layer of 

security against network-based attacks. These firewalls 

are software-based, residing on the computers they are 

protecting—each monitors and controls the incoming and 

outgoing network traffic for a single PC or laptop. They 

MUST provide more granular protection than network 

firewalls to meet the needs of specific PCs. 

  Personal firewalls MUST support stateful filtering 

  Personal firewalls MUST support application firewalling - 

e.g. access control based on the applications or services 

launched. 
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Ref Type Security Control Requirement 

  Personal firewalls should be managed centrally 

  Personal firewalls may be bundled with other products 

which provide Endpoint Control - e.g. Antivirus products. 

 

19. Compliance 
Compliance with this standard MUST occur as follows: 
 

Compliance Due Date 

On-going From the first day of approval 

Retrospective When the next ITHC is performed on the 
application in question. 

 
20. Accessibility 
No user interfaces are included in this standard and accessibility is not applicable as 
part of this standard. However, it is deemed that Suppliers implementing this 
standard are obliged to incorporate accessibility functions where necessary. 
 
21. Security Standards Reference List 
 

Document Name Location Version 

   

DWP Physical 
Security Policy 

 1.0 
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Cdn.swcdn.net (2013) Best Practices for Effective Firewall Management [online] 

22nd October 2013. Available from: 

http://cdn.swcdn.net/creative/v9.3/pdf/Whitepapers/Best_Practices_for_Effective_

Firewall_Management.pdf. 

 
23. Glossary  
 

BGP Border Gateway Protocol 

CPU Central Processing Unit 

DA Design Authority 

DNS Domain Name System 

Authority The Authority refers to the Department for Work and Pensions 

GRC Governance Risk and Compliance 

GSCP Government Security Classification Policy 

HTTP Hypertext Transfer Protocol 

ICMP Internet Control Message Protocol 

IDPS Intrusion Detection and Prevention System 

IP Internet Protocol 

ISO International Organisation for Standardisation 

ITHC Information Technology Health Check 

NCSC National Cyber Security Centre 

NIDPS Network-based Intrusion Detection and Prevention System 

NIST National Institute of Standards and Technology (U.S. Department of 
Commerce) 

PCI-DSS Payment Card Industry Data Security Standard 

SIEM Security Incident and Event Management 

SQL Structured Query Language 

SUPPLIER Is inclusive of Contractor, their employees or any sub-contractors 
used 

TCP Transmission Control Protocol 

TLS Transport Layer Security 

UDP User Datagram Protocol 

URL Uniform Resource Locator 

UTM Unified Threat Management 

VLAN Virtual Local Area Network 

VM Virtual Machine 

 


