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Glossaryof Terms

A Leves

Apprenticeship

Association of
Colleges (AoC)

Career Pathway

Courses with a Cyber
Security Module

Cyber Security

Cyber Security Rated
Course

Cyber Security Skill

A Leved are subjectbased qualifications that can lead to university, furth
study, training or workand are usually assessed by a series of examinations.

Apprenticeships provide handms experience, a salary and the opportunity
train while working. They enable students to earn a wage while learning a
same time, gain certificain equivalent to a qualification from Level 2ltevel 9
and/or to starta career patit.

The AoC is the national voice for Further Education, sixth form, tertiary
specialist colleges in England, with members making @p 6bthe sector. It is ¢
not-for-profit member organisation established 11996 by colleges, fo
colleges’®

A career pathway (in this research) is a series of structured routes that et
students to advance over time from their educatitm either training or to an
entry-level job.

A course with a cyber security module includesirses in a subject area that
not cyber security, but that contains a specialism or module in cyber seci
The subjectirea can be technical (e.g. STEM subject with cyber security)ner
technical (e.g. management with cyber security).

Cyber security comprises processes, technologies and controls to pr
systems, networks and data in the cyber spaenfrcyberattacks, damage ol
unauthorised access.

A course offered in England at Further Education and Higher Education
GAGK WOROSN) aSOdzNxiGeQ Ay GKS 0O2dz
combine cyber sagity with another technical (e.g. computer science with cyt
secuity) or norttechnical subject (e.g. management with cyber security).

w2 S RSTAYS OeoSNJ aSOdaNmiGe alAafta
technical expertiseand skills, strategic management skills, planning i
organisation skills, and complementary soft skills that allow organisations to

1 Understand the current and potential future cyber risks they face;

1 Create and effectively spread awareness of cyber righed practice,
and the rules or policies to be foll@s, upwards and downward:
across the organisation;

1 Implement the technical controls and carry out the technical ta
required to protect the organisation, based on an accuri
understanding of the lex of threat they face;

1 aSSi GKS 2 NAI igns &ilh tegatdy t@ éybelsaedurkyIsh
as legal obligations around data protection;

1 Investigate and respond effectively to current and potential futt
cyberattacks, in line with the requirementd the organisation

1UCAS, 2018 Levels

2Get In Go Far, 2018pout Apprenticeships

3 Association of Colleges

4|T Governance, 2018Vhat is Cyber Security?



https://www.ucas.com/further-education/post-16-qualifications/qualifications-you-can-take/levels
https://www.getingofar.gov.uk/about-apprenticeships
https://www.aoc.co.uk/
https://www.itgovernance.co.uk/what-is-cybersecurity

Degree
Apprenticeship

Entry-Level Job

Further Education (FE

Higher Education (HE)

Higher Education
Statistics Agency
(HESA)
Non-technical Cyber
Security Position

Qualification Levels

This defines the core set dhowledge and skills that organisations need
either have within their workforce, or seek externally (for example, if tl
outsource their cyber security or take on external consultants). Those workii
the wider cyber security industry developing cler security products ot
services, or carrying out fundamental reseaiginay require additional skills
such as the technical expertise and skills needed to research and develojf
technologies, productsi) & SNIJA OS & ®Q

Degree appreticeships are a new type of programme offered by universit|
GKSNBE adGdzRSyiGa OF ydegiee@[yS @S F defof 2. NJ
(Level 7) as part of an apprenticeship. These involve studemibioing work
with part-time studies. These progmames are being developed by employe!
universities and professional bodies working in partnership. Apprentices
employed throughout the programme, and spend part of their time at univer
and the restwith their employer. This can be on a diyday basis or in blocks
of time, depending on the programme and requirements of the employer. T
can take between three to six years to complete, depending on the co
level®

An entrylevel job is the first job a person takes upon compigtia Further
Education or Higher Education course. An eiénel position may not require
some level of work experience and can also refer to the entry point into a ¢
career.

Futher Education includes any study after secondary education that is not
of higher education, so that is not part of an undergraduate or graduate dec
This includes courses from basic English to Maths to Higher National Dip
(HNDs). FE alsadudes different types of technical and applied qualificatic
(Levels 2 and 3 continue general education at advanced level through app
learning?’

Higher education institutions provide a range of courses and qualificatsnoh,
as first degrees, Higher National Diplomas (HNDs) and foundation degre
includes any qualification at Level 4 and above. A BA or BSc (Hons) dear
Level6 qualification. Most courses are taught at universities, but many are
delivered ly colleges and specialist course providers, such as conservat
business schools and agricultural colleges. Students can take these courss
time or parttime, in a clasbased format, through distance learning, blend
learning courses or acceleesl degree programmes.

HESA collects and publishes detailed information about the UK higher educ
sector.

A nontechnical cyber security position involves tasks that m require
applying specific learned technical abilities. In a 4technical role, an
understanding of some knowledge and concepts in cyber security is expt
but individuals are not required to create, build and use software for theil
employer. Ingead, they use their specific learned abilities in other areas (
project management or policy)

There are eight qualification levels that are equivalent to:
6 Level 1:GCSE (grades 1 to 3)

5Pedey, D., McHenry, D., Motha, Khah, J., 2018, Understanding the UK cyber security skills labour market,

IpsosMORI

6 UCAS, 2018%eqgree Apprenticeships

7 Gov.uk, 2018Eurther Education Courses andhéling

8 UCAS, 201g;hnking About Uni?



https://www.ucas.com/alternatives/apprenticeships/apprenticeships-england/what-apprenticeships-are-available/degree-apprenticeships
https://www.gov.uk/further-education-courses
https://www.ucas.com/what-are-my-options/thinking-about-uni

Science, Technology,
Engineering, and
Mathematics (STEM)

Technical or Specialist
Cyber Security
Position

Technical Levels
(T Levels)

6 Level 2.GCSE (grades 4 to 9)

6 Level 3:AlLevds, access to HE diplomas, advanced apprenticeship, ap
general, A%evel, TLevels

6 Level 4:Certification of Higher Education (certHE), higher apprentices
Higher National Certificate (HNC)

6 Level 5:Diploma of Higher Education (DipHE), founolatdegree, Higher
National Diploma (HND)

o Level65 SANBS | LILWINBYyiAOSaKALE . | OKSt
o Level7al a3 SNRa RS3AN

&
w

6 Level 8:Doctorate?

Refers to any subject that falls under the disciplines oérsm technology,
engineering and mathematics. Cyber security and computer science are inc
in this category.

A technical or specialist cyber security position involves an individual apg
specific learnd abilities or practical knowledge on software, processes .
networks. Skilled cyber security specialists must apply a mix of artistry
technical expertise as they constantly need to be one step ahead of ¢
criminals. Typical dutiesaélude: buildimg-in security during the developmen
stages of software systems, networks and data centres; looking
vulnerabilities and risks in hardware and software; and building firewalls
network infrastructures®

T Levels were anaunced by the government in May 2018 and will be introduc
in 2020. TLevels will be equivalent té&\ Leved and will provide young peopl
with a choice between a technical and an academic education. The
difference being that they wiltombine provisin at an FE institution with ¢
compulsory threemonth industry placement!

9 Gov.uk, 2018\What Qualificatior_evels Mean

10Target Jobs, 201&yber Security Specialist: Job Description

11 Department for Education, 2018lew T Levels Btk a Revolution in Technical Education
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https://targetjobs.co.uk/careers-advice/job-descriptions/454165-cyber-security-specialist-job-description
https://www.gov.uk/government/news/new-t-levels-mark-a-revolution-in-technical-education

Executive Summary

1. Introduction

With the UK economy becoming increasingly digital, cyber security has become a key priority
for national security and is vital to ensuring thiie UK is a safe and attractive place to do
business. However, cyber security threats are growing both in number and sophistigatisn
estimated that around 43% of businesses in the UK experienced a sgbarity breach or
attack in the last 12 mois (201718)12 There is consequently an increasing need for well
trained cyber security professionals, yet supply is not meeting demand for skilled professionals
in this field. This reflects a shortage of cylsecurity professionals worldwidavhich was
estimated at one million in 201%,and rose to three million in 2018 In the UK, it is thought

that more than half of cybesecurityrelatedjobs are unfilled at preseri?.

This study aims to understand the eoland function of Further and Higher Education
institutions in the development of cyber security skills for edyel jobs. The research was
limited to England. The research looked at the educational building blocks available to students
wishing to studycyber security and the different career pathygato entrylevel jobs available

to them. The research also sought to establish the degree of involvement of industry in the
development of cyber security courses, as well as the gender diversity/balancettaand
Higher Education levels and in theilding blocks for an entrevel job in this field.

2. Methodology overview

The fieldwork for the study started in Ap2i018and lasted until September 2018. The research
involved a review of academic and grégriature, as well as other material produced the
Government and other organisations to understand what is already known about the cyber
security skills gap at the Further and Higher Education levels. This desk research also helped to
develop the concegual framework for the study, namely a typolog§ cyber security skills and
qualifications, the different career pathways, and an insight into the provision of cyber security
courses and other courses containing cyber security modules.

An interview progrenme was conducted with 63 Further and Higheu&ation representatives,
Government Departments, employers and other experts. In addition, an online survey was
undertaken which elicited a response from 91 Further and Higher Education institutions in
Englam. Four focus groups hosted by different FE &t institutions were held with students

to obtain their views on the key research questions. Data on courses and students were
obtained and analysed from the Higher Education Statistics Agency (HESA) &sddhmtion

of Colleges (AoC) for the past tereacademic years. Towards the end of the research, a
stakeholder workshop was organised to present and discuss the findings from the study with
many of those who contributed to the research.

3.  Summary of Key Faings

While the provision of Further and HighEducation courses and modules in cyber security is
increasing, the research confirms that these types of courses are not sufficiently available to
develop the cyber security skills needed to fill edeyel cybersecurity vacancies in the
market.

12 Department for Digital, Culture, Media and Sport, 20@8ber Security Breaches Survey
13CISCO, 2018nnual Security &ort

14|SE, 2018,Cyber Security Professionals Focus on Developing New Skills as WorkfovWel &zp
15CISCO, 2018nnual Security Report



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/702074/Cyber_Security_Breaches_Survey_2018_-_Main_Report.pdf
https://www.cisco.com/c/dam/assets/global/UK/pdfs/executive_security/sc-01_casr2014_cte_liq_en.pdf
https://www.isc2.org/-/media/ISC2/Research/2018-ISC2-Cybersecurity-Workforce-Study.ashx?la=en&hash=4E09681D0FB51698D9BA6BF13EEABFA48BD17DB0
https://www.cisco.com/c/dam/assets/global/UK/pdfs/executive_security/sc-01_casr2014_cte_liq_en.pdf

3.1 Cyber security courses and educational building blocks

The Further Education (FE) sector plays an important role in providing the building blocks for
courses in cyber security at the Higher Education level. A numbgeneralist courses that
contain a cybr security module are available to students. However, relatively few FE
institutions provide courses purely in cyber security. This is particularly the case at Level 3, since
courses areneant to bemore generalisat this stage. At the FE level in gerlethis is often the
first-time students come across cyber security as a subject.

At the Higher Education (HE) level, students can opt for a technical etenbnical route into

cyber security. The options are tondertake either a course in computeriescce and specialise

in cyber security; take a generalist or specialist cyber security course; or opt to combine cyber
security with another STEBUDbject, the most common ones being Mathematics or Engineering.
The mgority of students who study cyber sedayrhave a background in STEM subjects. This is
mainly because employers know extra training and skills development for graduates is required,
so they look for Maths and Science graduates to fill the gaps left byethdthout a cyber
security academic b&ground.

In the academic year 2016/, there were 670 FE students on cyber security courses, whilst
47,417 took a course in a field relating to €T the same academic year, there were 5,827 HE
students on cybersecurity courses, whilst 79,905 HE stotte studied computer science!’
Around twaothirds of graduates from cyber security degree courses progress to anlemtly
role in cyber security or If.

Students who pursue a netechnical pathway can combine cybsecurity with a degree in

other subjecs such as Law, Business or Social Sciences. The multidisciplinary nature of cyber
security means there are both technical and renhnical roles available in the cyber security
field. However, the skills gaps tend be greatest for technical roles, refling in part the fact

that employers face stiff competition for STEM graduates. It is also important to note that it can
take many years for an individual to reach the standards required for a highly technical role
cyber security, particularly those ddtified under CyBOR? Therefore, even if students do
pursue cyber security at the FE or HE level, they will need to develop their technical training
even further.

More research is needed to understand tletent to which FE and HE institutions have
difficulties in recruiting and training researchers, lecturers and other staff with expertise in
cyber security. However, there is evidence of difficulties in competing with industry to attract
people with the rguired expertise who can teach the subjétt.

3.2  Career pathways tentry-level jobs

The research identified six main pathways into eféwel cyber security jobs. It is important to
note that these pathways overlap with and are intemked across thelEand HE sectors.

For all pathways, employers aagvare that they may need to train graduates who are recruited

into entry-level jobs to develop the specialised knbaw required by cyber security positions.

Due to the technical nature of cyber securityiglily technical job positions require a lot of
training, both as part of FE and HE courses and subsequently as part of a job, even more so if
the candidatedoesnot havea cyber security background.

16 Source: Association of Colleges.

17 Source: Higher Education Statistics Agency.

18 Source: Higér Education Statistics Agency.

19 CyBOKThe Cyber Security Body of Knowledge) is an ongoing project to bring cyber security into line with the more
established sciences by distilling knowledge from major internatipimacognised experts.

20 Source: Interview programme witlEFand HE representatives.


https://www.cybok.org/

As such, to fill the skills gap, a consideration for @mISNBE A& (G2 NBONHzZA G WNEP
with a basic foundation in cyber securjtwhich can be built on to develop more specialised

skills. Most employers are open to different types of backgrounds for dewsl technical

positions to fill this gapSome employers reported that there is a prefererice STEM degrees.

and, indeed, a degree specifically in cyber security is not essential in the market currently. This

is not only due to the currerghortageof skills in the labour market but also becawgseployers

value a solid background in how networksftware and systems work more generally. Students

from other STEM disciplinetevelop specific skills and a type of mindset that is applicable to

the cyber security field, particularly since it isetetively new discipline

According to HESA, aroumdo-thirds of those studying cyber security progress to a role in
cyber security or IT more generally. The remaining tend to go into management, academia or
other jobs in a different fieldin-related to cyler security Employers still need to look to those
outside of this pool to fill their skills gaps.

33 126 OeoSNJ aSOdaNAie O2dzNBSa |NB RS@St 2 LIS

The decision by FE and HE institutions to provide courses and/or modules in cyber ggcurity
mainly driven by demand and the capacity theyé to deliver these courses.

When considering whether or not to apply for an FE or HE course in cyber security, many
aidzRSyia O2yaAiARSNI 0KS LINRPJARSNDAa fAyltheir 6A0K A
decision to pursue a given course (e.g. NESfication). The nature of industry involvement

ranges from being closely involved in delivering modules and certification, providing
placements, apprenticeship schemes and industry seminars and euwenssmply recruiting

cyber security graduates.

There are conflicting perceptions on how FE and HE establishments keep up with cyber security
developments. Students sometimes feel that the equipment and software they use is out of
date. For their part, eve though employers are generally happy with thentemt of courses,

some claim that academia is unable to keep-tomate with the latest cyber security
developmentsand the threats facing business&vernment and other organisationSome of

those representing FE and HE establishments argue that erepfoyhave unrealistic
expectations regarding the skills that students can learn on a course given the duration of
courses, the specialised technical knowledge needed in cyber security and rapid technological
advances in the field.

3.4  Gender balance in cydr security

The research for this study indicates that the gender imbalance in cyber security is still a
significant issue, despite measures to encourage more women into the field. Most of the
feedback confirms existing research, namely that cyber segcust still dominated by
stereotypes and widely perceived as a mdtaminant field.

At the FE level, 13.1% of students that identify as female underfodlevel3 classbased
course in the ICT bject area in 20147 according to data from the Associatioh @olleges
(AoC). The data indicates that 16.6% fewer women enrolled in those courses iAL2016
compared to 201415. According to the HESA data, approximately 16% of students that
undertook a gber security degree in 20167 identified as female. The pemtage of female
enrolment in these courses has remained steaatythese levels over the past three academic
years.



The situation with regard to the gender imbalance in cyber secuatyses reflects the wider

situation for STEMelated degrees more geerally. According to the HESA data, only 17.5% of

female students in England were studying engineering and 16.5% studied computer science in
201617. This suggests that the gender imbada is a characteristic of the student population

enrolled in other abjects that can also lead to a career in cyber security. The study suggests

that one important factor leading to the gender imbalance is the perception that cyber security

is maleorientt i SR I yR WwW3SS1eQd ¢KS f2¢ LI Naievadtdd G A2y
cyber security and the low awareness of the career opportunities in the field (which affects

both women and men), limits the flow of female recruits into cyber security roles

The research highlights the importance of the terminology tkaised to define cyber security
coursesmodulesand extracurricular activitiesSome FE and HE institutions have been able to
attract more female applicants by rebranding what a careethis field is really like. Namely
they use more gendeneutral langugein their course descriptions and marketing materials.



1 Introduction

1.1 Study objectives and scope

The purpose of thistudy has beerto examine the current role and function of Further Education

(FE) and Higher Education (HE) in supporting the flogtuafents into entrylevel cyber security

jobs in England. The research also examines the gender balance among students enrolled in FE and
HEcourses that form the building blocks of a career in cyber security. The four specific research
guestions investigad were:

Key Research Questions

1 What are theeducational building blocksnd cyber security related skills/associated knowlec
that are currently being taught in FE and HE?

1 Isthere is @ender imbalancemongst men and women in the building blockatexd above, and
what is the scale and scope of any imbalance?

1 What are the variousareer pathwayshat are available to students to enable them to access
entry-level role in a cyber security team?

1 How are cyber security courses and modules develogedy. with/without industry) and whai
are the differentaudience Q ARSI & 2y GKS alAffakfSy3aik-
level cyber security job?

There are 280 FE institutions and 109 universities in England, which means a total oB889HHE
educational establishment fall within the scope of tlstudy. The study suggests that 26 FE
institutions are unlikely to have a role in the development of cyber security skills in the future
because they focus on other subjedtsThis brings dowthe total of FE and HE establishments to
363.

In this studycyber securityhas been defined as a set of techniques designed to protect systems,
networks and data in cyber space. It comprises processes, technologies and controls to protect
such systems, rieorks and data from cybeattacks, damage ounauthorised acces¥.Further
Educationhas been defined aany study after secondary education (not part of Higher Education
or a graduate degree). FE can also include different types of technical and aguudifitations
(Levels 2 and 3) that allow stents to continue to general education at an advanced [&Vvel.
Higher Educatiorinstitutions provide a range of courses and qualifications, such as first degrees,
Higher National Diplomas (HNDs) and foundatiegrdes. HE includes any qualification at Ldvel

and above after completion of secondary educatibin entry-level job, in the context of this
research, refers to a position that does not require previous experience in a given field and is often
one of the first positions that is taken upon complegim degree or diploma. However, an entry
level position can also refer to the entry point into a given career.
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and the remainder are either laddased colleges (14), (two) specialise in art, design and the perforanisg the
remainder (10) &8 W&alLISOAlFfAad RSaA3yLFIGISRQO

22|T Governance, 2018Vhat is Cyber Security?

23 Gov.uk, 2018Further Edication Courses and Funding

24 JCAS, 2018hinking About Uni?
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1.1.1 Background to the research

With the UK economy becoming increasingly digital, cyber securityital vo national security

and has an importantole to play in ensuring that the UK is a safe and attractive place to invest

and do busines$® Breaches of cyber security can be very detrimenteith one estimate
suggesting that around 43% businesses i@ UK have experienced a cyber security breach or
attack in the last 12 months (20118) 2

a2NB2@0SNE GKS GKNBFG G2 Cybératthcksaie in@anging dtJa eaBdO dzNA G &
rate.?’ Theypose significant threats to businessesch as lostavenues and intellectual property,

data theft, disrupted communications and being unable to operate effectively as a bu$iness.
More broadly, with people sharing more personal information, castthg more of their lives

online and interconnecting their ewaday objects with the Internet, cybeattacks are a threat to
privacy and how we conduct our daily lives.
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and knowledge base in the cyber security fieldlthough difficult to quantify, there appears to be

an agreement amongst most observers that the UK faces a growing shortage of cyber security
professionals. For example, a survey by Ipd@Rlin 2018 found that 54% of businesses, 54% of
charities and 18%f public sector organisations have a basic technical cyber security skiff® gap.
Regarding the reasons for these skill gaps, the IISP Cyber and Information Security Profession
survey revealedhat the availability of experience, resources, new entrantsl akills were of
significant concern amongst professionals in the industry in 2@ Similarly, the Shadbolt
Review of Computer Sciences Degree Accreditation and Graduate Employability f@6ibthat

one of the major issues that impadhe employalility of recent graduates of computer science in

the UK is the lack of specific skills, soft skills and project managemenfiskilleems many
potential job applicants with the necessary tedtal skills often lack the wider skillset required in
many cyer security roles. Indeed, th2016 CSIS survey of IT decisimakers found that skill
shortages were acute for technical skills, particularly intrusion detection, attack mitigation
software development, as well as for netechnical skills, particularlyffective communicatiori?

The shortage of cyber security qualified professionals worldwide was calculated at one million in
2014% and at three million in 20182 This shortage is projected to graw 1.8 million by 2022°

The UK is not an exception to thiend. According to CISCO, more than half of cyber security
related jobs go unfilled in the BKand there could be a shortage of 100,000 cyber security
professionals by 202Y. The Tech Partnerghihas estimated that vacancies increased by 18% in
2017 compaed with 2016 to around 7,000 per month. The same source indicates that there were
some 58,000 professionals working in the cyber security field, up from 22,000 in 2011 but still not
meeting demad®® The shortage of cyber security experts is partially érpth by the gap

25 Department for Digital, Culture, Media and Sp&017,Policy Paper, A Safe and Secure Cyberspadaking the UK
the SafesPlace in the World to Live and Work Online

26 Department for DigitalCulture, Media and Sport, 2018yber Security Breaches Survey

27 Symantec, 2018nternet Security Threat Report

28FSB, 2018Yber Resilience: How to Protect Small Firms in the Digital Economy

29Pedley, D., McHenry, D., Motha, Bhah, J., 2018, Understanding the UK Cyber Security Skills Labour Market,
IpsosMORI

301|SP, 2018The Cyber and Information Security Profession in 2017/2018

31 Shadbolt, 2016Shadbolt Review of Computer ScienBegiree Accreditation and Graduate Employability

32 Centre for Strategic and International Studies, 20H#&cking the Skills ShortagdcAfee. Quoted in&lley, D.,
McHenry, D., Motha, HShah, J., 2018, Understanding the UK Cyber Security Skills Labour NadsdMORI

33 CISCQ014,Annual Security Report

34]SE, 2018,Cyber Security Professionals Focus on Developing NédsveS8kiorkforce Gap Widens

35|SACA, 201%5lobal Cyber Security Status RepptdK data

36 Indeed Blog, 2017ndeed Spotlight: The Global Cyber Security Skills Gap

37 Centre for Cyber Safety and Eduoati IS 2017,Gobal Information Security Workforce StudyBenchmarking
Workforce Capacity and Response to Cyber, Riskost & Sullivan Executive Briefing

38 Tech Partnership, 201&;ech Partnership Legy
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http://blog.indeed.com/2017/01/17/cybersecurity-skills-gap-report/
https://iamcybersafe.org/wp-content/uploads/2017/06/Europe-GISWS-Report.pdf
https://iamcybersafe.org/wp-content/uploads/2017/06/Europe-GISWS-Report.pdf
https://www.tpdegrees.com/tech-partnership-legacy/

between the skills demanded by employers and those that graduates have after completing their
studies®® More generally, the shortage of cyber security professionals should be sete in
context of the digital divide, in which up to 12.6liion of the adult UK population lack basic digital
skills#°

1.1.2 UK cyber security context setting

The 2016 GovernmentNational Cyber Security Strategy (NCS8Js the vision of ensuring that

by 2021WGi KS 'Y A& aSOdza2NB | yR N&usdnd dosfigeat iniih2 dightal 6 SNJ |
g 2 N& PoQupport the NCSS, some of the fundintalling £1.9bnis being made available over

the period 201621 to help ensure that the UK has the next genemtiof cyber security
professionals.

Within this, the esthlishment of theNational Cyber Security Centre (NCSC2016 is a key part

2F GKS adNrGS3ed ¢KS b/ {/ LNRPROGARSAa I Wwaiay3aftS:s
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with industry, academia and international partners to help protect the UK against cyberattacks. It

is also playing a key role in helping to ensure that the UK has the skillschezdackle cyber

threats.

1.1.3 Collaboration between public s&or, education and industry

The NCSS places a lot of emphasis on the need for education and training providers, and
industry, to work together to tackle the problem of a shortage of cyber secuskills. There are

already a number of initiatives bringjrtogether the public sector, industry and academia to help

address the shortage of cyber security skilsk S W/ @ 0 SNJ { SOdzNAGe& {1 Aff &Yy
publication provides guidance to industoy how firms can collaborate with academia in order to

contribute to the development of skilts. This work has been furthered by the creation of the
governmentbacked schemeg€yber Essentialand Cyber Awareto help industry protect itself

from cyberattacks.

One initiative linking industry and acadengahe Gyber Security Body of Knowledge (CyBQK)

aims to codify the foundational and generally recognised knowledge in the area of cyber security
following a broad engagement with academia andustry. Funded by the National Cyber Security
Programme (which undeins the NCSS) and led by cyber security experts, CyBOK has published a
list of 19 key knowledge areas (KAs), which will be developed in more depth leading to the
publication of a CyBQ#ocument in 20194

Another initiative is thenstitute of Coding which is supported by the Higher Education Funding
Council for England (HEFEEDhe Institute of Coding is a community of learners, businesses and
educators creating new ways to develogettigital skills needed at work and beyond. The institute
aims to devéop and deliver innovative, industfpcused Higher Education across the UK. It helps

to develop accredited degree schemes and short courses for professionals across a wide range of
secbrs. The Institute of Coding also works to increase the participatfovomen, returners to

work and hareto-reach groups.
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security addresses securind privacy on computer networks, online services and other technical aspects of computing,

but also involve a wider appreciation of human behaviour and the environment we live and woource: I1AAC,

2017,The ProfessionUnderstanding Careers and Professionalism in Cyber Security

40House of Commons, 201Bjgital Skills CrisisSecond Report of Session 2616

41 Cabinet Office2016,National Cyber Security Strategy 2016 to 2021

42 |bid.

43HM Government, 2014Cyber Security Skills: A Guide for Business

44 CyBOKThe Cyber Security Body of Knowledge)

45 nstitute of Coding
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Other initiatives in the UK link industry with teaching professionals, such asS#EM
Ambassadors® This scheme provides volunteers from a variety of STEM disciplines across the UK
to provide mentorsip and support to teachers engaging with young people.

CyberFirsis a governmenf SR O8 0 SNJ aSOdzNRGeE a(lAffa AyboilAl GAGBS
cyber professionals via a series of student bursaries, graduate apprenticeships, coursedfor 11

year olds and competition.Another part of CyberFirst 8yber Discoverywhich consists of four

phases, all involving challenges, tasks and games réEbigo improve the cyber security
knowledge for students aged 18 years® There are also a rangef similar initiatives across

Europé® and the USA?

The rapidly evolving threat landscape demands continuous learning and adaptation by
LINEFSAaAF R¥XWMLICKSNMWbL{ 9 RdzOl (higiights thdNiBymbhehceE Y Sa A
of continuous education iNetwork and Information Security (NIS) and provides various roadmaps

of how this could be implemented.The NIS focuses on large organisations that arara qf a
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Internationally, work has also taken place toderstand what cyber security involves through the
Joint Task Force on Cyber Security Educat{d@mF). The JTF promotes collaboration between
international computing societies to develop comprehensive curricular guidance in cyber security
education for usdoy academic institutions worldwide (e.g. United States, Israel). The result of this
collaboration is the Cyber Security Curricula 2017 (Curriculum Gudefor PosiSecondary
Degree Programmes in cyber securiThe guidelines highlight the emergenskcyber security

as a discipline but also its interdisciplinary nature encompassing subjects such as risk management,
human factors, ethics, law and publolicy. It is recommended that curricular content should
combine theoretical knowledge with opponities to apply this knowledge. An analysis by Cabaj et

al. (2018) has found that Mas@rprogrammes offered by a number of top universities are aligned
with the Cyber Security Curricula 2017 and highlighted that areas such as human, organisational
and saietal security are of increasing importance within such programmes.

1.2 Methodologicalapproach

The study started id\pril 2018 and was completed oversacmonth period. The research plan was
divided into three main tasks:

9 Task 1Preparatory Task#\pril 2018);
9 Task 2Field work- Survey, interviews and focus grougg(il 2018¢ September 2018);
9 Task 3Final report and workshop (October 2018).

46 STEM Ambassadors

47 CyberFirst

48 CyberDscovery
49 Facebook Newsroom, 2018taining 1 Million People and Small Businesses in Europe by 2020

50 National Institute of Standards and Technology, U.S Department of Comn2&t7 National Initiative for Cyber
Security Education (NICETyber Security Workforderamework
51 European Union Agency for Network and Information SecuriggdZRoadmap for NIS Education Programmes in

Europe
52 Cyber Security Curricular Guidelire€SEC®L7
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The preparatory tasks included a kiwi meeting and interviews with the steering group. It also
involved aliterature review, which examined material on the existing provision of cyber security
courses and other courses containing cyber security mod@i€éke degree and quality of cyber
security and cyber security elements withiomputer science or other STEM jects was not
looked at in this research. The review summarised existing initiatives undertaken by industry and
Government to help reduce the bgr security skills gap. It also helped to develofy@ology of

cyber security skills and qualifications, ttiéferent career pathways, and provided an insight into
the provision of cyber security courses and other courses containing cyber securityesiddhd

desk researcltontinued into Phase 2 of the assignment. Data on FE cyber security courses and ICT
enrolment over the past three academic years (2D17) was obtained from the Association of
Colleges (AoC). Data on HE cyber security coursesemibtn cyber security enrolment over the
past three academic years (202017) was obtained and analysed fraime Higher Education
Statistics Agency (HESA).

Interviewswere conducted with FE and HE representatives, Government Departments, employers
and aher key stakeholders. The FE and HE interviews involved course directors, senior lecturers
and professors tedting cyber security. Lecturers and professors were generally recommended by
course directors and/or identified online in staff directories orahgh a telephone call to the
institutions. Employers and other key stakeholders were often contacts recomméndeé& or HE
representatives, Government Departments or identified online. Other employers were identified
at the Manchester CyberUK ConferenoeAipril 2018, which was attended by members of the
study team. In total, 63 people were interviewed either faogace or by telephon&! Members
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An important element of the research was amnline survey of FE and HE institutiont was
launched on 12 June 2018 anlicited a response from 91 FE and HE institutions across Erfjland.
The objective was to obtain responses from a representative sample of imstituin each of the

three groups making up the typology of cyber security course providers (see SectiGh18.2).
some cases, the necessary contact details (i.e. email address) could be olualimedon staff
directories but in many casesespecially irelation to the FE sectar it was necessary to contact

the institutions individually by telephone. Heads adpdrtment, senior lecturers, lecturers and
professors were targeted in the survey to obtain different perspectives on the development of
cyber seurity skills at FE and HE levels. A summary of the interview and survey coverage is
provided below.

Tablel.1: Summary of the interview programme and survey

Targe groups

HigherEducation

Further Education 8 16 24
Employers 10 0 8

Other experts 18 14 32
Total 63 91 151

Note:Ini KS adzNBBSesx 1c NBALRYRSYy(id ARSYGATFTASR GKSANI AyalAaldziaz

because it is natlear which institutions they represented or whether they were from FE or HE establishments.

53 Approximately 50 documents were reviewed including articles from academic journals, private industry and
Government reports. These sources were selected because they anstheréuolir research questions and were within

the scope of the study. Sowas were also selected based on how updated the information was.

54180 stakeholders were contacted during the course of this study but not all were able to contribute to the research
55A total of 482 contacts were identified and subsequently invited tmgiete the online survey.

56 The three groups making up this typology of courses include: (1)-bkE®&@d degrees; (2) other providers of cyber
security courses; (3) providers of courses that include a cyber security module or speciality.



To investigate certain iseg in more depth, foufocus groupswere held with students. These

were hosted by Exeter College; Ada, the National College of Digital Skills in London; and the
University of Oxford. Another focus group was held in conjunction with a CyberFirst Advanced

course for 16 to 1%earolds which ook place at Imperial College London. The focus groups were

each typically attended by betweenMp &2 dzy 3 LIS2LJ Sd ¢ KS RAaOdzaai 2\
perspective on the four key research questions.

Towards the end othe research, the research findiggvere triangulated and atakeholder
workshopwas organised in London. This was attended by approximately 20 representatives of FE
and HE institutions, employers, Government Departments and other experts in the cybeitysec
field. The workshop providedn opportunity to present the emerging findings from the research
and to discuss the draft conclusions and recommendations in relation to each of the four research
guestions.



2 Cyber Security Courses & Educational BuildBigcks

2.1 Cyber security courses ime Further Education sector

A significant proportion of those who work in the cyber security field start by studying for a
gualification at an FHnstitution. Pupils aged 16 to 1fearsold or older enter FE institutions
where they can study foA Leved, an applied general qualification or a technical qualification.
Pupils on the FE routeanpursue a Higher National Diploma (HND), a Higher National Certificate
(HNC), a BTEC or continue on to IKE many FE students aelevant coursesan FE course ifi¢

first time that they undertake any formal learning in cyber security. In that way, FE can serve as
the first stepand a key building blodkwards a career in cyber security

Many FE students who participated in the das groups chose to study cyber seity because

they thought it would be fun and a handen discipline.Many also quoted recent stories covered

in the news as a source of inspiration to pursue cyber security.
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FE Student (focus group)
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FE Student (focus group)

FE typically provides 16 to }@ear-olds with the qualifications (e.gA Leve$) needed to go on to

study at HE level for example to pursue a degree at university in a cyber securitiated field. A
considerable number of other FE courses also includgercygecurity as a module in other
generalised courses (e.g. computer science). Many FE students undertake apprenticeships, which
can also lead on to entdgvel jobs in cyber security

There are some courses specifically on cyber security for studengselsl2 and 3. For example:

6 BTEC Level 2 Technical Diploma in Digital Technology (Networking and Cyber Security)
(Awarding body: Pearson), which covers topics such as common prdaticesvork security
and ethical hackingy;

6 IT (Networking and Cyber Seityy - Level 3 Extended Diploma (Awarding body: Edexcel;
Provider: Newcastle College). This course has been specifically designed for companies training
their employees?

6 BTEC Level 90 credit Diploma/Extended Diploma in {TCybercrime & Security (Awandj
body: Edexcel; Provider: Uxbridge College);

6 BTEC Level 3 Computing and Cyber Security (Provider: South & City College Birmfngham);

6 Level 3 Extended Project Qualification (EP@yher Security (Awarding body: City & Guilds;
Provider: Qufaro§°

57 Pearson, 208, BTEC Level 2 TechnicaBigital Technology

58 Hotcourses, 20187 (Networking and Cyber Securitlevel 3 Extended Diploma (Fliine)
59 South & City College Birmingham, 20C8mputing and Cyber Security Level 3

60 Qufaro, 2018Extended Project Qualification in Cyber Security
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Box:2.1: Case example: Qufaro remote provision of cyber security further education

6 Qufaro is a nofor-profit organisation created by represtatives of Raytheon, BT Security, tl
Institute of Information Sedaity Professionals and the National Museum of Computing.
vision of Qufaro is to create a National College of Cyber Security based at Bletchley P
serving residential and day studis but also providing education remotely via an onli
platform.

6 For three years, Qufaro has providad_evel3 Extended Project Qualification (EPQ) in cy
security, which is certified by City and Guilds. Topic areas are based on the N
Occupatimal Standards in cyber security and reflect requirements as defined by ind
experts. The EPQ consists ajree-year course leading ta Level3 vocational qualification tha
can help students gain employment or progress to university (through the asftdCAS
points). Students learn about a broad range of cyber security issues (e.g. law, supply
human resources, psychology, commercial considerations) before focussing on one teoj
depth through an essay and a project. The EPQ is recognisdtk lpstitute of Information
Security Professions (lISP).

6 The first pilot was launched in 2016 with 60 studemts2017, a total of 80 students followe
the course, which was provided free of charge thanks to sponsorship by Deloitte. He
Worcester Cdkége hosts the EPQ online platform, which includes videos from the Nat
Crime Agency (NCA), industry ancademia. The course is delivered online with additio
support provided by supervisors. Schools and FE institutions supervise abatftitssof the
students, who are typically doing the EPQ alongsideL8wls. In those cases, the schools ¢
FE instittions pay Qufaro for access to the platform. The other students are indeper
learners who are supervised by PhD students at Royal Hollowaye 8bthose independen
learners are employees, whose employers have paid for them to do the course.

6 In Septemlr 2018, Qufaro signed an agreement with GK Apprenticeships (GKA) regar
proposal to jointly develop and deliver apprenticeships with a cydecurity dimension a
Levels 3 and 4. The proposed apprenticeships would be offered to employers of adinslzss
delivered by a mix of atine learning and osite provision at Bletchley Patk.

Evidence from interviews with FE representatives andta from the Department for Education
(DfE) suggests that a majority of FE students go omiversities to study for a degree at some
point, either straight after completion of secondary education, via a top course or a
foundation degree®? Very few stidents go straight from an Fstitution into an entrylevel cyber
securityrelated job.

Fealback from the different focus groups suggested that in general, students want to pursue a
degree following the completion of their FE course. Many students age k& pursue a topip
degree course, which is generally completed after one year at uniyef@ite student who took

part in a focus group was disappointed because two higltked universities wanted to extend
their top-up course to two years:

G a @ |ibdina Was not considered to be good enough to study cyber security at these
twodzy A OSNBAGASAZT a2 L ¢l ayQi -ye® @fdeld SO daNsh SieK S
FE Student (focus group)

A new qualification at Level 3, or equivalent t& Leve$, wasannounced by the government in
May 2018. These are called Oevels and will combine provision at FE institutions with a
compulsory threemonth industry placement.The course content will be developed by an expert

61 Qufaro, 2018BletchleyPark Qufaro and GK Apprergiships Work in Partnership to Deliver Cyber Security

Apprenticeships
62 Department for Education, 2018dult FurtherEducationOutcomeBased Success Measures
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panel of employers, whilst standardwill be assured by the Office of Qualifications and
Examinations Regulation (Ofqual) and the Institute for Apprenticeships (IfA). Pilots of T Levels are
expected to start from September 2020 at 54 selected institutions across Erf§lahe.intention

is that T Leel qualifications will be broken down into a number of specialisms which students can
select to build the appropriate skills for their chosen careers.

Digital skills are one of the first areas in which T Levels will be offered (the others being
constructon and education and childcare). Digital T Levels are being developed with the support
of three employer panels: Data and Digital Business Systems; IT Support and Services; and
Software Design and Development. The first digital T Level will tima®e Applications Design,
which may therefore include a focus in cyber security. As T Levels have not yet been piloted, there
was no concrete evidence available when the research for this study was conducted regarding
their likely impact on the cyber sarity profession and the skills gap. The consultees for this study
were broadly in favour of the principles underpinning T Levels. However, a few of the FE
representatives consulted for this study highlighted the potential difficulty in ensuring a saffici
number of industry placements in cyber security, particularly in geographical areas with few
employers in this field.

Within the FE sector, students have the choice to undertake a course in the ICT subject area,
which includes generalist IT, Computeci8nceand Technology courses that may contain some
elements in cyber securityThese can help students gain the basic skillsursue further studies

or work in the cyber security field, however, it is important to note that a background in a
generalist ICT sufect is not enough to close the skills gap for technical cyber security
professionals. Since the skills gap tends to be greater for technical roles, other STEM graduates are
in high demand from employers in many fields. Ofténis from this geneil#st background that
thefirstG A YS &dGdzRSyida O02YS ONRP&aa yR INB |oftS G2
Data obtained from the Association of Colleges indicates that in 2Q¥6a total of 47,417
students were undertaking clasBased courses for a alification in the ICT subject are¥ Table

2.1 indicates that the number of students on clissed courses inomputer science and related
subjects has fallen by nearly 10% in recent years. Some 95% of FE institutions are represented by
the AoC. Based othe Individualised Learner Record (ILR), which FE institutions use to collect,
return and check learner data, Table 2.1 provides a breakdovetudénts on Level 3 cladgmsed
courses in fields relating to ICT.

Table2.1: Students on Level 3 cladgmsed courses in the ICT subject area

201415 201516 201617
Male Male

Accessto HE 76 570 646 87 599 686 101 646 747
Certificate 776 2,592 3,368 847 2,957 3,804 706 2,664 3,370
Diploma 3,254 28,501 31,755 3,161 27,680 30,841 2,806 25,219 28,025

A Level 3,071 11,736 14,807 2,609 10,778 13,387 2,106 9,818 11,924
Other®® 245 1,731 1,976 207 1,668 1,875 469 2,882 3,351
Totals 7,422 45,130 52,552 6,911 43682 50,593 6,188 41,229 47,417

Source: Association of Collagfe

63 Education & Skills Funding Agency, 2@@yiders Selected to Deliver T Levels in Academic Yeat@@p@1

64 The datadid not look at other types of courses.

B¢KAa AyOfdzRSa . ¢ 9/ Q&7 thefRwe@ 2,80y Budénts Z1¥1ifaalé; Y66 mala) glkirBTEC

course. In the same year, 25 students took a foundation course (2 female andhl2} It is important to note that

BTECs and foundations have been available for many years, but were only added on the learning database aims in 2016
17.

66 Table 21 categorised Level 3 courses into seven groups based on qualification type. These liplodhas,
certificated, foundations, A Levels, BTECs and others (e.g. other regulated and otiiegulated).
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https://www.gov.uk/government/publications/providers-selected-to-deliver-t-levels-in-academic-year-2020-to-2021/providers-selected-to-deliver-t-levels-in-academic-year-2020-to-2021

For students takinga Level3 course, just over 6% were taken I€T with 670 studying for a
qualification specifically in cyber security at divels. A total of 23 courses made up the 70
GKAOK fI NASfe F20dzaSa 2y OeoSNJ aSOdzNAdGex ¢6AGK
{ SOdzNA G& YR tNAGIFIOBQ YR WbSGg2N] {SOdNRARGE2Q®
In 201617, the majority of FE students on courses that are relevant to this research were
studying for eithera Diploma or arA Levelqualification (45.3% and 25.1% respectively .total

of 13.1% of the pupils were female. In addition to cleased couses, data from the Department

for Education indicated that in 20167, a total of 15,470 students were undekiag
apprenticeships in the ICT subject area. In 20&/7provisional figures show that 18,030 students

were taking an apprenticeship in tHETsubject area. This suggests that there has been a 14%
increase in students starting an apprenticeship in ICGalll &vels from 20147 to 201718.

Table2.2: Apprenticeships in ICT

Apprenticeship type 201617 Full Year 201718 Full Year (Provisional)

IntermediateApprenticeship 3,630 3,710
AdvancedApprenticeship 9,520 10,300
HigherApprenticeship 2,330 4,020
Totals 15,470 18,030

Source: Department for Education

According to the AoC data, thg’ dzYo SNJ 2F C9 &aGdzRSyida OflFaaia¥FTask
increased sharply from 1,495 (201%5) to 9,565 (2014.7). A total of 15% of students identified

as female in 2012017. These courses are at different levels and represent reformed
apprenticeships.

Table2.3: ICT practitioners attaining standards in cyber securigfated fields at various levels

Infrastructure Technician (Level 3) 4,020 4,320
(D|_Ig\l/t:|l Z)nd Technology Solutions Professiona 130 570 700 340 1330 1,670
Network Egineer (Level 4) 50 460 500 80 1180 1,260
Digital Marketer (Level 3) 0 *5 *5 510 510 1,020
Software Development Technician (Level 3) 0 0 0 40 330 370
Unified Communications Technician (Level 3) 0 0 0 *5 330 335
Cyber Securitfechnologist (Level 4) 0 0 0 30 190 220
Data analyst (Level 4) 0 0 0 50 100 150
IT Technical Salesperson (Level 3) 0 0 0 30 50 80
Software Tester (Level 4) 0 0 0 20 60 80
IS Business Analyst (Level 4) 0 0 0 30 10 40
Cyber Intrusion Analygtevel 4) 0 0 0 0 20 20
Total 190 1,315 1,495 1,435 8,130 9,565

Source: Association of Colleges défehe data for less than 5 is deliberately suppressed. The numbers are
rounded due to publication rulgs.
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Thereis alimited number of specific cyber security courses availablthiatlevel Some of these
include the:

1 Level 3 Extended Project Qualificat (EPQ) in cyber securi@ufaro);
1 Level 4 Cyber Intrusion Analyst;
1 Level 4 Cyber Security Technologist;

1 Level 6 Cyber Security Degree Apprentice$hip.

This demonstrates that dhis level, students tend to build up the background knowledge needed
in swbjects, such a€omputer Science, Maths, or other ICT courses, which are all an important
route for students to start developing some of this foundational knowledge before undegaki
specific cyber security coursd. is important to highlight that a geeralist Computer Science,
Maths or ICT course does not give students the specialised technical skills or training in cyber
security for an entnjevel role. These provide a poteatipool of students, that can develop cyber
security knowledge anskills at a later stage through training or further study.

2.2 Cyber security courses in the Higher Education sector

At the HE level, there is a number of HE courses and modules that focuerahat can be

combined with cyber security atundergraduate and postgraduate leveldDegrees in cyber
securityrelated fieldsinclude: generalistomputer science courses with a module or specialism in

O o0SNJ aSOdzNRA (e 0SdPId WHIRNILBASN OO SHNIOS S GtdzNK G & & 8
courses (e.g. Cybernetics, Digital Forensics); STEM subjects with a module or specialism in cyber
security (e.g. Engineering with Cyber Security); or-tecshnical courses with a cyber security

module or speialism, such as Management, Business Studi€sgchology with Cyber Securily.

is also important to note that the degree and quality of cyber security and cyber security elements

within computer science or other STEM subjects was not looked at inrésisarch.

A typology of HE cyber security ceas was developed as part of this study to reflect the different
type of course provisions:

Box:2.2: Typology of Cyber Security Courses

Group 1: NCScertified degrees in cyber securityAt time of writing, this includes 23 ongar
L2A0G§3ANI RdzZr GS aladSNNna RSINBSazI wmdop 2-Eveldhrd DHe
G§KNBES LyGSaINragSR alaidsSNna O2dz2NESAa | yR ladds
Applications for uniersities certification are assessed by a panel of experts from across ind
academia and government. The panel assesses whether the courses offer-defivedd and
appropriate degree content, and are delivered to the high&#andard. The purpose akrtification
is to help employers to recruit and develop skilled staff, help universities to attractquiglity
students and to enable students to make betteformed choices when applying for a couf8e.

Group 2: Other provides of cyber security coues- UCAS suggests that there are 43 HE instituti
Ay G20t GKIFIG LINPOGARS RSINBS O2dzNESAE |
England. This also includes degrees certified by the NCSC. UCAS only idestifiégher Nationa
Diploma (HND) HE course in cyber security at Coventry University. Other courses in cyber !
are available outside England.

Group 3: Providers of courses that include a cyber security comporgetftis includes: (a) course
labelleR I & WO2 Y LldzitanNdffei QbeBSsgddyCas & aire or optional module; (b) ot
courses offering a cyber security component but that do not carry the label as such (e.g. engin
or other STEM subjects). The number of HE institutionkigngroup is difficult teestimate precisely
but many of the other bodies not included in Groups 1 and 2 provide computer sciences, inforr
technology and other courses that might include a cyber security component.

67 There is currently no data for this apprenticeshipit was launched in September 2018.
68 National Cyber Security Centre, 20N Seeertified degrees
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Figure 2.1shows the number of Baéht 2 NRa& | YR al aiSNNa RSINBSa
be seen, the vast majority of degrees with a cyber security module are -Bag&dd.It is worth
noting that degrees in Business Administration (i.e. risk managemes)diave a high number of
modules which include cyber security.

Figure2.1: Categorisation of HE cyber security courses and courses that have a cyber security

module or component at undergraduate and postgtaate levels in England2014-2017)
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Source: HESA
2.3 Profile of cyber security courses and students

Many of those who go on to entrjevel jobs in cyber security study subjects in IT or in a related
field. UCAS identifies 2,369 HE courses@mputer science at undergraduate andgtgraduate
levels in England and 110 in cyber secufitylt is worth noting that many cyber security
professionals originate from other disciplines, mainly in ST&éMed areas, such as maths or
engineering. This tsecause students develop specificlskind a type of mindset that is applicable
to the cyber security field and also due to tfeativelynew nature of thediscipline The following
table provides a breakdownf the rumber of cyber security and computecience courses in
England in the lasacademic yeaf?

Table2.4: Number of cyber security and computer science courses in England 2817

Qualifications Cyber Security Computer Science

Foundation degrees 5 121
HNC or CertHE 0 9
HND or DipH& 1 30
Undergraduate 46 1,493
Postgraduate 59 716
Total 110 2,369

Source: UCAS. Some courses in the table includeayierand forensics as they may lead to an etewel
cyber security role.

8¢ KSaS ydzYoSNE NB o6FaSR 2y !/ 1 {Q O2dz2NBES FAYRSNW
0Table 2.4 reflects the nunep of courses at the time when the research was undertaken.
71 Coventry University offera Cyber Security course (HND Diploma).
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2.3.1 Students studying cyber security

Table 2.5 shows thét5,356 students graduated from an HE institution with a degree in a cyber
securityrelated field in England over the past three academic yeddd.these students, 10,384
were undergraduates and 4,972 were postgraduates. Over this period, there was a22ésénin

the number of postgraduates and a 31% increase in the number of undergraduates undertaking a
cyber securityrelated course.

Table2.5: Number of students graduating from a cyber securiglated couise by degree level

Level of study 201415 201516 201617

Postgraduate 1,508 1,629 1,835 4,972
Undergraduate 3,057 3,335 3,992 10,384
Total 4,565 4,964 5,827 15,356

Source: HESA

Over the past three academic years, 80% stfidents graduating froma HE institution with a
degree in a cyber security related field in England were from the UK, 5% from the EU and 15%
from outside the EUQver this period, the percentage of students from the UK has increased, the
percentage fromtie EU has been stable dithe percent from outside the EU has dropped. This is
mainly driven by an increase in UK students from 3,513 in-261tb 4,851 in 20147, although
non-EU student numbers dropping from 818 to 679 over this period also contriliatéds trend.

Table2.6: Percentage of students graduating from a cyber security related field by domicile

80.2% 79.2% 83.5% 80.2%
Other—EU 4.9% 4.9% 4.9% 4.7%
Non-EU 14.6% 15.9% 11.7% 14.9%

SourceHESA.

As noted in Section the provision of HE cyber security courses has increased in recent years,
reflecting growing demand.This was confirmed byepresentatives of HE Institutions who
indicated that the demand for places to study cylsecurity has increased and that this trend is
likely to continue in the future. This trend has been seen in cearselments but also in other
evidence of an increased interest in the topic of cyber security, for example through increased
attendance abpen days.

The demand for places to study cybeecurity has been partly stimulated by the publication of
GKS ''YQa bl aGA2y Il | /whichasl lefl O gavdng dwargnéshlbf (cgber &
security in the public and private sectors, as well as iresed demand for skilled workersThis
was furthe confirmed by the survey responses. In fact, one HE representative claimed that:

Ge¢KS /v { LRAylGa F2N GKS SyiaNr G2 G§KSANI dzy’
& dzNA Gé Of FaaSa KlIa R2dzot SRé®
Highe Education representative

Common survey respénSa I f a2 NBGSIt SR A
gl NBySaa FyR GAAAOAfAGRE FYR AdG 08Ay3 &l  OdNNB

GazNB AYGSNB&aG FNRBY &GdzZRSy & >attavkd bl YSRAI O
more funding from governmenthas érégi SR G KAa RSYl yR®¢

Higher Education representative
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Student (focus group)

There is a small number of HEsiitutions that do not offer cyber securityrelated degrees.
Although some of these HE institutions plan to do so in the future, many face difficulties in
attracting lecturers and researchers with expertise in cyber security. The findings from the survey
clearly show that there is insufficient staff exgise in many universities and difficulty in recruiting
suitable staff to teach cyber security. This is partly due to a risk that skilled lecturers are poached
by higherranked universities or industry.

Alongside their studies, students can develop additial skills or knowledge through interactive
websites and platformsAn example is Immersive Labs, which allows students doingtipeetor
full-time courses to register free of charge with their universitycollege email address and to
then use the pldbrm to develop cyber skills. Another example is the Digital Cyber Academy which
is free to exArmed Forces personnel wishing to develop their cyber security skills and
neurodivergent individuals that want foursue a career in cyber security.

2.3.2 Types of cher security courses

As noted earlier, there is a range of cyber security programmes being offered in HE institutions
across England. Below we examine the courses available at different levels.

2.3.2.1 Undergraduatecourses

Applicants for BSc degree course in cyber security are usually, but not always, required to have
at least oneA Level(or equivalent qualification) in a STEM subjed review of a selection of
courses showed no consistent pattern on th@nt and no paricular distinction between the pre

and post1992 universities. Some, such as Coventry University require applicants to have at least
one A Level(grade 6 or above) in Mathematics, Physics, Chemistry, Design Technology or
Computing. Some state agderence but not a requirement for STEM subjecighich is the case

at the University of Warwick. Others do not state any requirement or explicit preferencé for
Leves in STEM subjectsuch asthe University of Wolverhampton and Aston University. Tiis
broady similar to the situation for first degrees in computing science, some of which re§uire
LevelMathematics, whilst others do not.

There has been an increase in provision of undergraduate level degrees in cyber se@uitye
universities (e.gthe University of Warwick and Royal Holloway) have had their undergraduate
degrees provisionally certified by the NCSC. The course at the University of Warwick is an
interesting case as it focuses heavily on security, while at IRéghoway, the course laws
students to take a number of general computing modules. Other degrees (e.g. those offered by
the University of Portsmouth, De Montfort University and the University of Bournemouth) adopt
similar approaches, with a typical apach being to offer broadomputing modules initially and

to focus on cyber security in the second and third years of the course. This is mainly because
students need to be taught basic foundation skills and knowledge before studying cyber security.
Compuer Science is a commonuiadation for cyber security but is not sufficient in providing the
required skills and knowledge for a career in cyber security.

In addition to courses specifically in cyber security, there are some examples of undergraduate
courses covering not only techical areas such as assessment and testing, but also project
management, data protectiorand privacy. A few universities, such as the University of Brighton
and the University of Winchester, also have core modules on legal andngower issues in cyber
searity.
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Universities, such as Canterbury Christ Church University and the University of Salford, have a
strong emphasis on teaching students the ethical implications of cyber security (this is different
from ethical hacking, whicis a technical skill), i the University of Salford making their students

sign an ethical code of behaviour.

Many HE courses are accredited by the British Computing Society (BCS) and the Chartered
Institute for IT, with other accreditations including e Defence Undergraduatelechnical
Scheme (DUTS) and the Institute of Information Security Professionaterviewees mentioned

that students found the NCSC certification to be especially important in their decision to select
programmes of study. As suamany interviewees and uwersities (who did not already have it)

are likely to begin seeking NCSC certification for their programmes related to cyber security.

2.3.2.2 Degree apprenticeships

Apprenticeships in cyber security or that include a cyber security disien have recently been
introduced at degree level Degree Apprenticeships were introduced by the Government with
effect from September 2015.They are available to any aduftut particularly targeted at 18 and
19-yearolds leaving school or college. Deg apprenticeships comié paid work and study, and

thus serve as an alternative route to gaining a degree to traditionaltifod programmes.
Feedback from students at the various focus groups suggests this is a very appealing pathway for
those who wishto combine a degree witlthe development of practical skillMore than half of

the students participating in the focus groups at FE level were keen to pursue a degree
apprenticeship:

. SF2NB L gta GKAY1AYy3a | 062dzi 3IweRahFeallf 2 dzy A €
interestedin degree apprenticeships. You may learn a lot with a degree in tech, but once

@2dz KIS GKIG RS3INBS>E e2dz OFyQd LI & gKI
I LILINBY GAOSaKALIE &2dz £t SINY Y2oMB 2y GKS AyRdz

Student (focus group)

Students can study for a degree apprenticeship on atifuk or parttime basis during the
university term or in blocks of time, depending on the programme and the requirements of the
employer. The employer recruits, employs arayp the apprentice, whilslso paying tuition fees

and training costs. Whilst employers may choose to retain the apprentice after graduhtion,
there is no obligation to do so. Degree apprenticeships are funded by the Apprenticeship Levy with
additionalcontributions from the Gvernment.

The study identified one degree apprenticeship in cyber security at Level 6. It also identified the
Level 6 and Level 7 MSc Digital and Technology Solutions apprenticeship, which has a specific
cyber security dimensionThe study did not looknio the deph in which cyber security was
contained in other degree apprenticeshifghe standards for these degree apprenticeships noted
here are approved by the Tech Partnership, a network of employers in the digital sector. h 2017
18, a total of 1,13Gstudents stated degree apprenticeships in the BSc Digital and Technology
Solution Professional. The Institute for Apprenticeships is planning to publish a review of the BSc
(Hons) in Digital and Technology Solutions in early 2019 (as part of a widev edstecoveing 11

digital apprenticeship standards at Levels 3 ant 4).

72 Department for Business, Innovation and Skills, 2@d®ernment RolkOut Flagship Degree Apprenticeship
73 Institute for Apprenticeships, 201@\pprenticeship Standds Statutory Review
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Box:2.3: Degree Apprenticeships

1 Cyber Security Technical Profession@egree, Level 6). This apprenticeship standard
approved fordelivery in September 2018, with the involvement of several employers inclut
QinetiQ, 3SDL, BAE Systems, Becrypt, BT, CGI, Crest, DWP, HPE, IBM, Transport for Lo
Virgin Trains South Coast, NCSC.

71 Digital and Technology Solutions Professior{Blegree, Level 6), which leads to a BSc (Hon:
Digital & Technology Solutions and covers a range of specialisms including Cyber Security S
It was approved for delivery in March 2015. This apprenticeship covers a range of core digits
such as undertaking security risk assessments for IT systems and analysing security thre
hazards to information systems or services. It also covers a body of core technical knowledg:
set of core behavioural skills (e.g. written communicatierfical thinking, logical thinking
problemsolving). This degreapprenticeship is not specific to cyber security but contains a mo
or two instead. Several employers were involved in creating the standard: Accenture, Bright F
BT, Capgemini, C&lord, Fujitsu, GSK, HMRC, HP, IBM, John Lewis, Lloyds Banking Group,
Rail, Tata Consulting Services.

1 Digital and Technology Solution Specialista  a 4t SNR&asx 5S3INBS [ S@St
& Technology Solutions. It was approved diefivery in August 2018. The apprenticeship incluc
several technical specialisms, including Cyber Security Technology Specialist. Core skills
carrying out security testing strategies, cyber threat intelligence analysis and vulner:
assessmen Several employers were involved in creating the standard: 3ManFactory, Acce
AMS Neve, BBC, Capgemini, CGI, Connect Software, DWP, IBM, J.P. Morgan, Optimity, TC¢
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Within this overall framework there is some diversity in thg@rovision d degree apprenticeships

in fields relevant to cyber secuyt Some degree apprenticeship courses are developed by
universities and then offered to groups of employers whilst other courses are developed for a sole
employer. Some employers offarguaranted job at the end of the apprenticeship whilst others

do not. Examples include the following:

Box:2.4: Industry-led Degree Apprenticeships

1 NCSOffers the new cyber securitglegree apprenticeship from Septemb2018 and using the
new standard, known as the CyberFirst degree Apprenticeship. Apprentices are employed w
number of locations and currently have a starting salary of £17,942. They undertake a |
universitydelivered classroom and lab educatialong with technical training, mentoring and jc
shadowing, handsn, workbased placements and projects. Apprentices also join the Cybet
Community. Entry requirements include thre® Leved in any subjects4(or above) and a
minimum of two GCSE iiTBEM subjectst(or above), one of which is maths.

1 BT Securityffers a degree apprenticeship in cyber security for recruits into its Security Opere
Centre, security implementation teams, security architects or sarhehe more specialisec
security de@rtments. Degree apprentices are based at Bletchley, Ipswich, Manche
Skelmersdale. Entry requirements include Beels (minimum of BBC grades, which must incl
a STEM subject at a minimum gra®e plus a minimm of 4 GCSEs at grai&9 (C or abwe)
including English Language and Maths. Depending on the apprenticeship, four days out ¢
month will be spent at university.

1 Unileveroffers a Digital & Technology Solutions Degree Apprenticeship with a sgrcialcyber
security, leading to a BSn Digital and Technology Solutions after four years. Apprenticeship
based at Port Sunlight (Merseyside). Entry requirements include at least five GCSEs -gjac
(English Language, and ideally either ICTcmm8e) and twA Leved ora Level3 Apprenticeship
or equivalent qualification or experience.

1 PwCoffers a degree apprenticeship in partnership with five UK universities (of which three ¢
England). Apprentices can study for a BSc in Computer 8aigticDigital Technology Partnersh
at the University of Birmingham or a BSc in Computer Science (Digital and Technology Solu
the University of Leeds. Both are feyear courses, with the first two years spent 4ithe at
university (with placeents at PwC outside of tertime) before a thirdyear fulltime placement
at PwC and the fourth year at university. PwC guarantees a job upon graduation.

1 Derby Universityoffers a degree apprenticeship, including a BSc Hons Digital and Techr
Solutilms with a specialism as cyber seoprénalyst. The course is open to employees of
employer, provided that they meet the entry requirements and work at least 30 hours per w
Entry requirements include 120 UCAS points aevel and five GCSEs atdgad including Maths
and English. Irndidual employers also set their own selection criteria.

1 Anglia Ruskin Universityffers a BSc Digital and Technology Solutions Degree Apprentice
including a specialism as cyber security analyst. The apprenficesitiudes partime
undergraduate sidy of one week per semester with the rest of the time spent working. St
modules cover the core material for professional certification, such as CCNA Cisco C
Network Associate.

As shown by thesexamples, academic entrance requirements to degepprenticeships are
broadly similar to those of conventional degree programmes, with additional criteria added by
employers as part of the recruitment process. Based on these examples, employers termd to se
candidates both with technical aptitude andtiwigood alround skills, such as attention to detail,
communication, problersolving, work ethic, among others.
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2.3.2.3 Postgraduate level

Students can opt to pursue degrees relating to cyber security at bwthpostgraduate and
doctorate levels.

Master of Saénce (MSc)

The majority of cyber security provision at this level leads to a Master of Science (M&c).
students combine cyber security with another STEM subject, these can lead to a Master of
Engineerig (MENng). MSc courses tend to have a technical féiceisdriven by computer science
topics) and include modules such as data protection technologies (cryptography and
steganography, biometrics, privacy, access control), security risk assessment, aga¢s Hnd
vulnerabilities and countermeasures. Alburtses also include a module on professional
development and skills for the workplace, in addition to a research dissertation. However, some
universities offer norechnical modules, usually on legal agdvernance issues. Some other
notable examples inctle the University of Southampton which offers a module on the History of
Cyber Crime and University College London which offers a module on the Philosophy, Politics and
Economics of Security and Privacy.

Applicants for MSc courses in cyber security areeoft but not always, required to hold a first

degree incomputer science (or in a related field)A review of a selection of courses showed that

some are open to graduates of other subjects, provided th@dy demonstrate relevant

experience or a proven iatest in cyber security. For example, tbmiversity of WarwickR MSc

/] @0SN) { SOdzNA (& FyR alyl3aSYSyid Aa aARSIffe adz
background; the programme also caters for F®NEM graduates with a specific interest in cyber
sedzNA"tiThe University of Liverpa@lanling MSc in Cyber Security requires a first degree in
O2YLJziAy3a 062N SljdzA @l £t Syidov dzyt Saa GKS LI AOF yi
andad@dNBS Ay | y2iKSNI &dz 2 Sthoiit adelydeeT A S &SI NAQ SELISH

Some universities also offer MSc level courses that take a more edissiplinary approachFor
instance, there are MSc programmes in Internet Governance and Regulatltioh include
couses related to cyber security and a concentratiom adntervention for political
influence.Additionally, there are MSc programmes in Human Centred Computing as well as
Business Management which include cyber security and cyber risk management as coynpulsor
modules. This again alludes to the large scopeyber security in the curriculum. Conversely, MSc
programmes on Cybercrime and Digital Investigation also include modules in cyber security
alongside regulatory practices, cybanime and digital forens&c Rather than offering a course
purely in cyber segity, these draw on core criminology and security theories, approaches and
perspectives to enable the students to discuss relevant and emerging online problems. These
focus on the digital forensics araw enforcement entrylevel job route of cyber sectyi

alyed 2F GKS aladSNDa LINRPINIFYYSa KIFI@S I+ asSodz2NT
skills required to work in the cyber security field in a particular industy.good example of this

is the MSc programme on Automotive Electronics, deliveredtt®y University of Warwick and

several other universities in partnership with industry. This programme includes modules on
automotive cyber security. Furthermore, in response to industry demand, the naitiydnas also

developed a tweday course on automate cyber security for experts (typically from the
automotive/manufacturing fields).

As well asthe fuli A YS 2LJiA2yas aladSNRa&E LINBINIYYSax adz
University, can be taken patime. In many cases, it is possible to undertgsart-time study

because the classes amaughtin blocks, either as morning classes or afternoon/evening classes.

This is arranged by HE providers to accommodatendexls of those students who want tousty

74 Prospects, 2018 yber Security and Management, the University of Wekw
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and work at the same tim&his mirrors existingprogrammes on subjects such as Software
Engineering, which typically accommodate students currently working in industry.

Doctorates

In many cases, doctoral programmes, such as PhD, DPhil or Deimgjustey-drivenor industry:
funded. Some doctoral pregmmes include options to undertake technical courses such as
penetration testing, cryptography or systems design. There are, however, also a growing number
of nontechnical options including modules ¢mternational Relations, Law (computer misuse; act
data), and humarcentred computing. Multidisciplinary programmes at this level are usually found
within doctoral training centres where the first year of the doctorate consists of students
undertaking a ange of courses to build a foundational knowledge wber security and the
breadth of topics its spans. Typically, doctoral programmes are full time with some exceptions
being made for DEng studies, which require the sponsorship of a company.

2.4 STEM and no-STEM perspective in cyber security

In addition to cper security courses focusing on purely technical aspects of the subject and which
require STEM knowledge, there are other HE courses that are relevant t8TielM aspects of
cyber security.

2.4.1.1 STEMrelated perspective

In most cases, students that undertakeyloer security courses have a STEM backgrounbis
suggests a general inclination towards the more technical nature of cyber security (a conclusion
also supported by the HESA data). The qualities thatdasirable for technical degrees include
knowledge & Science, Mathematics and/or Computimdue to the highly technical nature of cyber
security, a degree in a STEMated subject with cyber security is not enough to develop all the
skills and knowledge required for a technical cyber security datrgl job. Indeed, employers
recognise the neetb provide training for new graduate recruits, as the technical expertise to be a
cyber security professional can take some years to acqiiometheless STEMelated subjects

are regarded as key because they halfjudents develop a logical systematic amgch to
reasoning and computational thinking. As noted above, several BSc degrees in cyber security or
computer science do not require applicants to havefahevel(or equivalent qualification) in a
STEM subiject.

Feedback from the interview programme anthe online survey indicates that the majority of FE
and HE respondents consider computer science and mathematics to be the key building blocks of
cyber security degrees offered by their institutiontn cases whe students do not have a STEM
backgroundthe research suggests that it may be difficult for them to grasp some of the topics
covered in specialist or technical courses. Only a small number of respondents indicated that a
strong background in STEMIated courses is not a requirement for their wses. This is because
students could develop basic knowledge for the first time through their degree course. According
to the survey work, skills that are seen as essential for students studying cyber secuuide inc
teamwork (86% of the survey respondenconsidered this to be essential), problewmiving
abilities (85%) and communication skills (73%)hese survey findings support the interview
feedback, which emphasised that cyber security experts must betabierk in teams, articulate
arguments irrelation to threatsharing and think laterally to identify new threats.

2.4.1.2 NonSTEMrelated perspective

In addition to the technical options, there are HE courses relating to cyber security that are more
multidisciplinary and do not require a STEM backgrounml key consideration that this research
highlights is that cyber security is not only a technical subject or technical area of study and

S Source: Survey feedback.
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work. Different sectors and roles need to take different approaches as #amh have unique
requirements, and therefi@ skillneeds.It is important that these needs are catered for by a range

of courses open to a variety of individuals, from both STEM aneSi&M backgrounds. Thus, an
important requirement for some cyber sectyriroles is to be able to undertake a risgksessment

or to understand human behaviours, where a background in Psychology, Social Media Analysis,
Behavioural Economics, and Law can be more relevant than purely technical knowledge. For
example, within a Qminology programme, students will acquseme knowledge in cyber security
during the different modules on cybercrime but they may also choose optional modules that focus
more on regulatory practices and policing cybercrime and that concentrate on lémislat
strategies, policing and cyber sedwri

Many of those consulted for this study also highlighted that cyber security should be offered
across the full breadth of degree courses. Students need to be able to apply general cyber security
knowledge in th& everyday life. Several also argued thatirses in online behaviour, use of social
media, fake news and ethical hacking should be offered from an early age.
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3 Pathways to Cyber Security Jobs through FE or HE

3.1 Identifying the main pathways

This researclhdentifies six main pathways involving Fibd HE that can lead to entrlevel jobs in

the cyber security fieldThere are other ways of obtaining a cyber security job that do not involve
FE and HE routes, such as developing technical skills outside HHE almat these pathways were
beyond the scpe of the research.

To help map the FE and HE pathways, four main sources of information were used: feedback from
interviews with employers on their requirements and recruitment methods; an analysis of AoC and
HESAdata on cyber security courses astldent destinations for the period 2014 to 2017; an
analysis of the requirements for enttgvel cyber security jobs advertised via three recruitment
portals (Indeed, Glassdoor and CV Library); and an analysis ofdfikesof LinkedIn users who
descriled themselves as having entigvel jobs in the cyber security field. The following chart
summarises the main pathways into an enkeyel cyber security job.

Figure3.1: FE and HE Pathways to entlgvel cyber securityobs

School Pathway F
Leavers l ' Career Change

Further and Higher Education —m

T
U S S S .
: * lunior software analyst i
H Pathway A 4 ' * Junior systems engineer !
' Apprenticeships _\\ 1 « lunior software engineer |
i — Apprenticeship 1 * Junior network engineer i
Path B | * Etc. |
i athway [ I T — I

Further P 1 '1’
Education egree N STEM Entry LevelJobs |
Foundation Year, Apprenticeship 'i + Junior software engineer :
. . ng.h.erﬂatic.nnal 1 + Junior cyber security |
Qualifications Eer‘t.lfu:aluz HI it | consultant |
L e, e 1 + Juniar cyber security analyst |
BTEC 1 . - |
—— + lunior IT technician H
@ ¢ ¢ : * Junior netwaork engineer |
specialised 1 * Junior digital forensic analyst |
P R 1 + [T suppart |
(1) Bachelor Degree cyber security 1 + Ete. !
Computer Science or modules Sy  —| __________ T ]
Cyber Security 1 |
Pathway C . Mon-STEM Entrv Levelobs |
First Degree i * Cyber security sales . !
(STEM) | (2) Bachelor Degree 1 + Consultant (non-technical) !
Applied * Other STEM 1 . Lega!, f.uren.sir accounting :
_— 1 + Administrative roles 1

General Full/ part i
Pathway D . ‘L
time 1

First Degree 1 - '
(Non-STEM) — Bachelor Degree | ! More senior cyber security |
Mon-STEM “1 ] ! technical an_:l non-technical i
¥ =r= ] jobs |
Pathway E 1 1
Higher Degree Masters or PhD ! Setting up own business |

In Table 3.1, the various pathways are presented from the perspective of different levels/types of
gualifications and the routes that lead to an enteyel job in the cyber security field. The first
column in Table 3.1 lists the six main routes leading to an datrgl position. The second column
summarises the types of entigvel jobs with examples in the third column (these job titles are

21



drawn from common job titles obtained through the HESA datakedIn profiles and web
recruitment websites). Reference should be made to Section 2 for details of the course content.

Table3.1: Pathways to entrylevel cybersecurity jobs

Pathways Entry-level job examples

Pathway A- Apprenticeship Route

A large number of 16 to 1gearold

(and older) pupils study fo
qualifications at an FE institution. E
the time they finish their qualificatior
at Levels 2 and 3, they can opt for :
apprenticeship route (elgree

apprenticeship or highel
apprenticeship).

FE providers fokevels 2 and 3 provide
generalist provisions (e.g. informatio
and communication technology)
Students can enter technical or digiti
FE courses instead, mainly becat
cyber security is a pwision that is not
currently available at Level 3. This
because courses are meant to t
generalist at this stage. Howeve
students can enter technical or digit:
FE institutions, where they ca
specialise in cyber security at
younger age.

Pathway Bg Further education route

After pursuing secondary educatio
through an FE institution, students ce
opt to remain on this route.

At 18+, students can take a foundatic
year or degree an HND or HNC
diploma and/or a BTEC. All of the:
diplomas or certificates allow F
students toaccess a Bachelor degre
either through a topup course or
directly after a foundation year.

Pathway C First Degree STEM route

(1) Computer Science or Cyb
Security:the most common pathway i
to study for a BSc in Computer Scien
with a cyber security module. /
number of students also take a cyb
security specific course. Some studer
may also decide to take a specialis
technical course (i.e. ethical hackin
digital forensicsy®

(2) Other STEM pathmany entrylevel
jobs in cyber security are filled b

A relativdy small proportion of FE
students take the apprenticeship
route directly at 18+ or 19+ year
old.

If students take this route, they ar
offered a wide range of technice
apprenticeships, which can lead t
an entrylevel job in cher security.
Students can choose to link theit
higher apprenticeship to a HlI
qualification or undertake a degre:
apprenticeship.

The majority of students on this
route pursue a degree, whictedds
them onto Pathway C. Shoul
students decide to do ar
apprenticeship, they will follow
PathwayA.

Currently, few students go straiglr
from an FE institution to an entry
level job in cyber security. Without :
degree, students on this route ar
generaly able to take up generalist I
positions that may not require ¢
degree as an entry requiremen
before entering into a cyber securit
career.

Graduates with a @nputer Science,
Cyber Security or othidype of STEM
degree tend to start with an entry
level job involving a generalist IT ro
(e.g. software developer or I
support) but then after 12 years,
enter a cyber security function eithe
within the same compay, or by
moving on to another organisan. It
is important to note that not all
students taking this route end uj
with a role in cyber security
(especially if the student took :

Junior positions, such as:

0 Computing apprenticeship

0 Software analyst degree
apprenticeship

0 Systems engineel
apprenticeship

0 IT degree apprentice

0  Network engineer
apprenticeship

0 Cyber security

apprenticeship

Generalist IT roles, such as:
0 Technical support
0 Web developer

0 Web designer

Junior positions, such as:

0 Software engineer

0 Cyber security consultant
0 Cyber security analyst

0 IT technician

0 Network engineer

0 Digitalforensic analyst

0 IT support

8|t is important to note that this may be the most common pathway due to the lack of awareness regarding other
pathways and building blocks that exist. Taking a course in computer science does not provide studentscigiibedpe
cyber security knowledge required for a highly technical etewel job. This means further training will be required at

industry-level.
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Pathways Entry-level job examples

students who have taken a BSc cout
in another STEMelated degree, suct
as Mathematics or Engineering.

Pathway D¢ First Degree NofSTEM
route

A number of nortechnical entrylevel
jobs in the cyber security field are fille
by graduates who have ne®THM
degrees (e.gHistory, Law, Psycholog
International Relations)’

In this particular pathway there art
also students who have studied for
degree in business and/o
management studies.

Pathway Ec Higher Degree route

Students going through Pathways
FyR / Yl & &iGdzRe 7
or PhD in cyber security if this was n
their BSc speciality. Alternatively, the
may choose to pursue a mor
specialised courseffield of researc
(e.g. faensic omputing).

Pathway Fg Career change route

Another possibility is that some peopl
who have already entered the
workforce decide on a change i
direction in their career and this ca
involve an entrylevel job in cyber
security. hey may do so after
obtaining a qualification (effectively
joining Pathway A, B, C or D). T
entry-level job they undertake
depends on whether they take
technical or nortechnical route into
cyber security.

generalist computer science or STE
course).

Students that study for a spidised

cyber security technical courgend

to enter specialist roles straight awa
(e.g. digital forensic analyst, see ca
studies inBox 3.4)

There are a significant number ¢
entry-level jobs relating to led,
commercial, risk management anc
other nontechnical aspects of cybe
security.

There are also generalist entlyvel
roles open to norSTEM graduates
that include inhouse training
designed to open up opportunities il
more technical aspects of cybe

security or that kad on to
managerial roles.
tK2asS GAGK | al:

PhD can be recruited into highe
positions in the cyber security fielc
although the majority will also hav¢
to go through rigorous Hhouse
training. The career path is similar t
Pathways B and C mfar as most
recruits will be expected to spen
some time in an entryevel position
first to go through training. This
explains the crossver of job titles
with Pathways B and C (e.g. cyb
security analyst or consultant)
| 26 SOSNE (1 K2aSorg
PhD ae likely to progress more
rapidly to a more specialised / senic
function later on.

An example of this situation i
somebody who éaves the Armed
Forces or Police and as part of the
resettlement  scheme  for ¢
qualification in cyber security befor:
taking up an entnffevel job. Their
age and experience mean they c
progress quite rapidly (as in Pathwe
D). Alternatively, somebody nght
simply decide to move into cybe
security from a different role in &
company.

0 Penetration tester

O«

Software developer

0 IT consultant

Junior positions, such as:
0 Cyber security consultan
(non-technical)

0 Network support

0 Service operation engineer

0 Network engineer

0 Cyber security analyst

0 Cyber security busines
analyst

O«

Cyber risk management

Positions, such as:

O«

Information security analyst

O«

Software engineer

0 Cyber security consultant

0 Cyber security analyst

0 IT consultant

0 Information security
manager

Penetration tester

O«

O«

Security engineer

Same technical or netechnical
entry-level jobs listed above

Industry representatives consulted for the study commented that the various pathways lead to
entry-level jols but that in all cases, further -lmouse training by the company is needed to
develop cyber security knowledge and skills. This is for both technical antectomical entry

level positions and those with or without a cyber secuspecific qalification It was noted that
those with less exposure in cyber security or specific qualifications, needed more training.

77Some examples of cyber security courses combined withRSTHEM specialities include: Cyber security arginess;
Cyber law and society; Cyber security and management; Information security and audit.
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In the text that follows, data is presented on the number of students following each pathway, as
well as case studies pfofessionals that hae followed some of the pathways. These are based on
LinkedIn profiles of professionals who described themselves as having adexsgyber security

job. The names of individuals with an asterisk are fictional to preserve thenyanity.

Pathways A ad B¢ Apprenticeship and further education route

In relation to Pathway A, a total of 18,030 students were undertaking apprenticeships in 208.7
in the ICT sector at all levels. These are likely to include some elements of cyberityecur

Box:3.1: Case Study on Pathway A

Pathway A¢ FE RouteCharles* passed his l&vels at a sixtfiorm college in STEM subjects befc
starting an apprenticeship fok LeveB Diploma in ICT systems and principles. He joinedtaology
company as an apprentice systems technician and worked in sditendgupport in the managemen
team. He later became a desktop engineer going to client sites. After almost two years i
organisation, Charles* became a cyber security appcentas part of a 1fhonth placement at a
nuclear sector company. Having started in a general IT positiom|le§h#s now very interested ir
developing his skills in penetration testing and ethical hacking.

Box:3.2: Case study: Apprenticeships at the Government Security Profession Unit

The Government Security Profession Unit (GSP) adopted a recruitment scheme for apprentice
Central Government. The majority of recruits are young students that dtestsidying (between 1€
to 19 years old) and 105% are in their 30s or 40s loogifior a career change. Students gener:
have obtained theiA Leved, but this is not a requirement. In most cases, students are recruited
Government following the aapletion of the apprenticeship. Since the beginning of the schem
2015, the Depdament takes in approximately 25 apprentices each year. The trend is to increas
number of recruits and become the main point of entry for cyber security professiona
Government.

The GSP also make efforts to attract candidates from a variety okgbaunds, including
YSAdZNPRAGSNEAGE D ¢KS aiAffa GKS D{t YIAyf®a

team working abilities and attention to detail. #IGSP representative highlighted that it is importe
the candidate demonstrate aimterest in cyber security and working for government. The objec
of the GSP is to mainstream the recruitment of cyber security detrgl professionals for centre
govanment and address the gap of professionals at High Executive Officer (HEO) aod
Executive Office (SEQO) levels that frequently leave after training to work for the private industry

In relation to Pathway B, there were 47,417 students undertaking d¢eiirses in 2014.7 for
qualifications in subject areas that are likely iaclude aspects of cyber securit§f Most of these
addzRSyita ¢Aftt KIFIFGS Y20SR 2y (2 R2 | .| OKSf2NDa
route (i.e. higher apprenticeship alegree apprenticeship) (Pathway A). Of those students, some

will continue n fields related to cyber security (e.g. the 110 degree courses in cyber security or the

2,369 courses in computer science noted in section 2.3), whilst others will study othectsubj

Table 3.2 shows the destinations of students enrolled in shateled schools or colleges that went
Ayili2 WwWadzadlrAySRQ RS&AGAYyFGA2ya oOSRdoONLéwklerdgs SYLIX
Level 3 qualifications across all subjects. As caseka, 89% went into a sustained destination,
notably education or employnre after Key Stage 5. Among those in a sustained destination, 7%
were working and studying at the same time through an apprenticeship.

78 The Association of Colleges data indicates that in 200Léhere were 700 students in FE Colleges studying for a
qualification that focused mainly on Cyber Géty. Most of the 47,417 students were studying other subjects such as
computer science that included a cyber security module.
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Table 3.2: Destination of students after key stage 5 (Level 3) in Englawdoss all subjects,
2013/2014 (statefunded mainstream schools and colleges)

Number of students Percentage of students

Education 234,500 65%
Employment 84,790 24%
Destination not sustained 31,270 9%
Activity not captured 8,410 2%
Total 358,970 100%

Source: Longitudinal Education Outcome dataset, 2016, Department for Education

Box:3.3: Case Study on Pathway B

Pathway B- First Degree STEM routdulie* passed her GCSfscluding maths and science) ar
developed an early interest in the field of technology E€SE. She wrote her extended essa
artificial intelligence and went on to study for a BSc in Computeerisics and Security Technology
Sheffield Hallam Unérsity. After graduating from her BSc, she became a desktop support analy:
provided second line desktop support. In her role, she was required to apply preiaimng,
communication and technit¢akills. Julie* then took up a position as an inforratsecurity graduate
at Network Rail, where she analysed processes and implemented changes. After a year and
this position, she did an MSc in Advanced Security and Digital Forensics wethSeghrity before
getting a job at HSBC as an IT Secémalyst. Julie has an ITIL Foundation 3 certification and is
specialised in log analysis, incident response, SIEM rule development and integrating <
products.

Pathways C, D, E and;Higher Education

In relation to Pathways C and E, takéogether, there were 5,827 students in 20157 studyinga

cyber securityrelevant courseat undergraduate or postgraduate levell addition, there were a
further 79,905 students undertaking coursatsuniversities in Computer Sciences, 37,350 studying
Mathematical Sciences, 130,685 studying Engineering & Technology, and 259,420 undertaking
other STEM courses (Pathway C).

Whilst many will choose other careers, with qualifications in these subjsitidents are eligible

for a highly technicaéntry-level job in the cyber security field, provided they have developed a
strong interest in the field, gained relevant professional experience, obtained certifications and
received considerable ihouse compay training. Recruiters for technical entigvel cyber
security jobs value a background in other STEM subjects, especially maths or engineering, because
these fields also develop good problesulving skills and the ability for attention to detail with
numbers. However, in most cases, graduates wied to go through further training by the
organisations they join to develop cyber security knowledge and skills, especially if they go on to a
technical cyber security position. It is also important to hidtilihat the stream of STEM students
going inb cyber security is a very narrow group, with other digital careers competing to attract
people from these backgrounds. It is not possible to provide an estimateafimvays D or F.

Table 3.3 provides a breatdn of the number of students studying cybsecurity or closely
related subjects at an undergraduate or postgraduate level for the period-2012Table 3.4
then provides data for 201&7 for computer sciences and the other subjects that are relevant to
Pathway C.

79This includes students domiciled in the UK, the EU aneBtdicountries.
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Table3.3: Number of cyber security graduates and postgraduates, 24174

Postgraduate 1,508 1,629 1,835 4,972
Undergraduate 3,057 3,335 3,992 10,384
Total 4,566 4,964 5,827 15,356

Source: HESA

Table 3.3 shows thathe number of students undertaking cyber securitglated courses has
steadily increased over the 201#7 period both at undergraduate and postgraduate levels (in
this period there was a 22% increas the number of postgraduates arrd31% increase in the
number of undergraduates). A further analysis of the HESA data shows that 74% of students
domiciled in the UK and the EU obtained an eénel job in a field related to cyber securffy.
Studentsparticipating in the focus groups rfdhis study said they mainly rely on teachers, their
friends and family to learn about the different pathways and information on careers in cyber
security.

Gt FiKglea 2y O@0SNI &S 0OdzNR lid#ferdantNaBinioRsAamdFyauO dzt

need todo some deep online research to get this information. Teachers that have a

background in the industry are usually best placed to give information on opportunities in

iKS FTASEtRE

Student (focus group)

Table 3.4 shows theumber of students undertaking a cme in a STEM subject area in England at
undergraduate and postgraduate levels in 2aiI6 It shows that within the STEM field, there are
507,365 students that could potentially enter the more technical aspects of cdmirity. Since

the total number ofgraduates who have specialised in cyber security remains relatively low, these
other related fields in technology or STEM help to widen the pool of potential recruits into the
cyber security field, although not all stuaks from these subject areas will wato pursue a job in
cyber security.

As noted earlier, this research has not looked specifically at the specific skills and quality of cyber
security courses in Computer Science and STEM subjects more broadly. SwitlerasSTEM
background are also imgh demand from employers in other sectors of the economy (i.e. financial
services). It is also important to note the technical complexities of cyber security means graduates
need to go through considerable trainingdbtain technical entrylevel positims in cyber security.
Currently this pool of students is small, but there is scope to further raise awareness of
employment opportunities in cyber security.

Table 3.4: Numbe of students studying STEMubjects at undergraduate and postgraduate
levels, 201617

e r——l Lo e

Biological Sciences 116,170 67,390 183,610
Physical Sciences 31,020 44,760 30 75,810
Mathematical Sciences 13,590 23,735 30 37,350
Computer Science 13,295 66,585 25 79,905
Engineering & Technology 22,985 107,675 25 130,685
Total 197,060 310,145 160 507,365

Source: HESA

80 The remaining pursued a career in anrgfated feld sk months after graduating from their HE institution.
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As in other subjects, HE institutions in England are successful in attractingut¢rstudentsonto

cyber security BSc and MSc degree courses, which serves to increase the flow of potential
recruits into cyber security jobs in Englanthdeed, as shown inable 3.5 below, nearly 20% of
students completing graduate or postgraduate degrees at Enghslersities came from outside

the UK between 2014 and 2017. Of those, most (14.9%) were from outside the EU, whilst the
remainder (4.7%) are from other EU coues: It is not possible to specify the number of AdK
students who remain in England follawg completion of their studies, or indeed how many UK
graduates and postgraduates go abroad to take up fdl#s.trend analysis as to how likely this
compares withother subjects was not performed.

However, evidence from different universities reported theon-EU students were more likely
than UK and other EU students to leave the UK upon graduation. Whilst sorelhatudents
choose not to remain in the UK, themghat do must obtain a Tier 2 visa if they are to take up
employment, which requires them tbe employed by a licensed spon$diWhilst more than
27,000 employers are currently licenced sponsors, some firms are reluctant or unable to seek
licenced statu$® Of course, not all nofEU students would be eligible for certain cyber security
roles, giverthe requirements of security vetting procedures.

Table3.5: Domicile of cyber security graduates and postgradust@01417

201415 201516 201517

80.2% 79.2% 83.5% 80.2%
Other—EU 4.9% 4.9% 4.9% 4.7%
Non-EU 14.6% 15.9% 11.7% 14.9%

Source: HESA

Table 3.6 breaks down the percentage of students domiciled in the UK (UK or EU nationals) going
into the cyber security field by course type. The data is based on 1,892 graduates. A totaladf 74%
these obtained a position in a field related to cyber security over the past three years. As shown in
the table, just over a quarter (26.32%) of all stateedomiciled in the UK leaving HE that studied a
cyber security related subject obtained an enteyel job in the same field. However, the biggest
proportion of graduates and postgraduates (38.58%) obtained an 4exg} job related to IT.

The HESA datandicates that computer science with a cyber security speciality or module is
currently the highereducation route that most frequently enabled direct entry into a cyber
security or a more general IT rolédnalysis of the HESA data suggests it is faingnoon for
students to enter a more general role that requires-thie-job training from employers Here
moving on to a cyber securitglated position, so a large number of those entering the cyber
security field do so at a later stage. This is consistétht the feedback obtained from employers
who can be reluctant to put entrievel graduates withtlle professional experience in positions
that can directly influence the security of their clients and/or their organisations. As such, further
training andexperience are often required before obtaining an ergyel position in a technical
cyber secuty job. A recent UK study found that 28% of cyber security employees accessed their
position from another 1¥elated job, while 68% held a securiglated iole before®*

In the past three academic years, 8.6% of students studying a cyber seelatsd ®urse were
unemployed six months after graduating. A further 1.6% were doing something else (e.g. looking
after family) and 1.4% took time out in order t@awel®

8lnthewordsof G KS hF¥FFAOS F2NI bl A2yt {dFiAadAada ohb{oY &¢KSNB
y2i SYAINIGS FyR NBYI Ay A yFullfatS2017tow mani iGtdddatiomalSsiudehtsiidaezR A Sa & { 2
after studying in the UK?

82Gov.uk2018,General Work Visa (Tier 2)

83HomeOffice, 2018Register of Sponsors Licensed Under the Pdiated system

84 e-skills.uk 2013, Careers analysis into cyber security: new & evolving occupations

85Source: HESA
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https://www.ons.gov.uk/peoplepopulationandcommunity/populationandmigration/internationalmigration/articles/updateoninternationalstudentmigrationstatistics/november2016
https://fullfact.org/immigration/how-many-international-students-leave-after-studying-uk/
https://fullfact.org/immigration/how-many-international-students-leave-after-studying-uk/
https://www.gov.uk/tier-2-general
https://www.gov.uk/tier-2-general
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/747937/2018-10-12_Tier_2_5_Register_of_Sponsors.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/753108/2018-11-01_Tier_2_5_Register_of_Sponsors.pdf
https://www.thetechpartnership.com/globalassets/pdfs/research-2013/careeranalysisintocybersecurity_e-skillsuk_april2013.pdf

Table3.6: Percentage of students domicileid the UK and the EU going into the cyber security
field by course type at undergraduate and postgraduate levels, 2074

. Further Cyber Manage Other
coursesiType ofjob Other job

Cyber Security (nen

technical degee) 0.00 1.43 0.58 1.37 0.74 0.69 4.81%
Cyber Security 0.26 7.82 1.11 7.45 3.22 2.80 22.67%
Computer Science and

Cyber Security 0.37 14.01 8.19 25.11 4.02 8.14 59.83%
Specialist Cyber Security 0.37 3.07 1.06 4.65 1.16 2.28 12.68%
Grand Total 1.00% 2633% 10.94% 38.58% 9.14% 14.01% 100.00%

Source: HESA.

Box:3.4: Case Studies on PathwagsD, E and F

6 Pathway Cc First Degree STEM routeHarry* did his A Levels in ICT and other H#OhEM
subjects. He thenvent on to study at Coventry University, where he earned a-fila$s BSc il
Ethical Hacking and Cyber Security. After graduating, Harry started working in a small cc
focused in cyber sewcity.

6 Pathway D- First Degree Not8TEM route:Sara* pursueca BSc in Psychology at Nottingh
Trent University. Upon completing her studies, she worked at a real estate company as
secretary for a few months, then as a roadshow coordinator fortlaroeight months. Sara’
then joined a financial services commpaas an executive assistant. After spending two yeat
the same company and participating in varioushouse training programmes, she became
Cyber Security analyst in the same organisatio

6 Pathway E- Higher Degree routelaura* studied Physics #ihie University of Bath and thel
worked for a few years in the field of cyber security, defence and management. She then d
to do a MSc in Cyber Security and Management at the Universityaofvick. After completing
her studies, she went on to becomesanior cyber security consultant at Capgemini.

6 Pathway F- Career Change Rout&dward* spent five years in the British Army, serving ¢
soldier in the Royal Engineers. During his armyeerarhe had several jobs as a compu
operator, dealing withSY A A G A @S Ay F2NXI GA2Y 2y KAa NB
an interest in cyber security. When he left the army, Edward* was provided with a resettle
package enabling him to stydor an HND in Computer Science at Walsall College. He was
able to complete an extra year to obtain a BSc during which he did several cyber s
modules. This led him to a job in the IT department of a local company where he hopes tc
into cyber security after an initial period ofdmouse company trainig.

86 Further study refers to students that opted to pursue additional studies within six months after graduating.

ph2GSY Ay ¢ of S cylmedsedriyingss S OK yi 8A I2riNdsRED NS that are combined with

another subject such as Management, Business Studies or Psychology. A specialist Cyber Security course is more
technical (e.g. a degree in Cylecurity with Criminology, Cybernetics, Digital Forensics or EHac&ing). In terms of

the type of jobs, job titles were categorised into 5 thematic areas, the first one being Cyber Security. This includes
positions that explicitly involve a CybercBsty role within a company, such as Cyber Security consultantsyriafam

security analysts, penetration testers or security engineers. The catégbryi K SiNihet@ble @re positions that are
un-related to Cyber Security and/or IT more generalhd anclude jobs such as those in the service and hospitality
sectors ttat are most likely a temporary occupation whilst applying for more permanent IT or Cyber Security jobs. The
categoryWL ¢ A2y2(MfadeRSa 220 GAGf S& ( KéngineeSsEITIsuppOrh andlydts, W Spédialisg)yor WL ¢ Q
that are closely reited (e.g. software developers or software testet)a | y I 3 SdsHioAsi refer to functions that

involve planning or managing the resources of an organisation (e.g. project marsgmIgty managers, IT managers,
directors or operations managersy lKK& NJ LINRré@psedt stAdgnds working in a field that is different to their

degree course.
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3.2 Entry-level requirements for cyber security jobs

The research suggests that many employers will recruit graduates who have studied Computer
Science, Maths or Engineering, apposed to having specialised specifically in cyber security.
Due to the shaage of cyber security graduates, it is inevitable for employers to recruit from a
pool of graduates that hae basic technical competencies and a basic foundation in tools, satwa

or networks. If students have this knowledge, employers know that whehnglogy evolves,
entry-level graduates will be able to adapt to technological chang§&sdents from other STEM
disciplines alsalevelop specific skills and a type of mindset tisaapplicable to the cyber security
field, particularly since it is relatively new discipline A good grasp of fundamental principles and
cyber security knowledge lays the foundations for when graduates go through company training.
Generally, a degreaicyber security is needed to achieve this, but as long as students have the
necessary competencies, companies will providbedose training to improve technical skills.

Some entrylevel jobs in cyber security do not require a high degreer indeed any- technical
know-how; these are typically nosiechnical cyber security roke The research identified no
instances of employers recruiting or being open to recquduates fortechnical roles who lack
the basic technical competencies. Gradusabe noRSTEM subjects, e.g. arts or social sciences, will
usually have to gain the nessary basic technical competencies via online tools, -€xmacular
activities or undertaking a course, if they wish to take up technical jobs in cyber securitypoand d
not have a technical background.

However, some employers fill entlgvel job vacanes with recruits from a variety of
backgrounds, such as the Humanities or Business Studies. Examplestethminal entrylevel

jobs include marketing and sales, pasiis involving the managing of client relationships, jobs
dealing with the legal aspecof cyber security, those involved in recruiting cyber security staff and
related human resources management functions. Whether a graduate has a technical background
or not, they will usually go through 4nouse training to develop the specific cyber gty know

how of a given company.

In recruiting graduates, most employers not only look for technical skills and basic knowledge of
cyber security but also want other wre rounded competencies including interpersonal skills,
such as team working, problersolving abilities, good writing skills, among other€One
interviewee expressed the view that the balance between computing as a technical discipline and
literacy skillshas shifted too far. Many students are able to apply their computing skills, but are
unable to typeup their work in a Microsoft Word document to a reasonable standard of English.
The challenge, it is argued, is to restore the balance so students canrstipgir technical skills

and knowledge in cyber security with more rounded competendEmployers also value other
personal attributes and good atbund skills as being of great, if not equal, importance to technical
know-how. Amongst these attributeare: an inquisitive mind; the capacity to think logically and
solve complex problemsreatively; having the mindet to engage with the diversity and
complexity of issues associated with cyber security; the ability to communicate clearly and a
willingnesgo be trained.

Typically, basic cyber security knowledge will be taken for granted gtudent has or is likely to

gain a HE qualification at an acceptable level, but other personal attributes will be examined if

they are asked to go to an assessment centQ¢ KAY 1Ay 3 | o0AfAGRQ A& (GKSE
companies are looking for rather thamst technical skills. Softer skills, such as the ability to think

critically, articulate arguments clearly or being able to justify a position in a convincing way are
important requirements. A few employers also commented that one of the biggest -tavey

barriers is the security clearance required to take up a job. A large IT firm explained that many
entry-level graduates were still waiting to be cleared several mergfier being accepted to the

role. Interviews with FE and HE institutions highlightiat they face challenges in providing
placements for students in cyber security. Most employers do not want to place students in
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positions that can compromise the setyrof the company without already having a high degree
of knowledge and training.

Enployers recruiting graduates with a «8TEM background into these sorts of edayel jobs
seek motivated individuals that have the potential to manage teams, who oammeinicate
effectively, contribute to the businessde of the industry and have bastoowledge on the
fundamentals in cyber security. The various focus groups with students also highlighted the role
played by selnotivation and seleaching in the cybesecurity field. Many young people use
online website and programmes to deepen thé&mowledge in cyber security that they may
otherwise not learn at school.
a!'d D/ {9 tS@St 6S R2y QG tSINy K2g G2 O2RS
was not satisfied with what | was learning at school, so | turned to Google and the
Interneti 2 £ SI Ny Y2NB¢

Student

For many entrylevel or junior cyber security positions, no specific information is usually
provided by employers on the qualifications required rfdhese jobs.To obtain further insight
into factors influencing pathways into cybezcsirity entrylevel jobs, an analysis was undertaken
of information on three job advertisement portdls. Approximately one hundred job

NS

advertisements were analysed, corybh y 3 1 S@& ¢2NRa adzOK a WwOeoSND:

analysis indicates that fanany entrylevel or junior positions, no specific information is provided

in the adverts on the qualifications required for entgyel jobs. Some jobs offer the posgéitip for

those who are selfaught in cyber security (e.g. hobbyists) to enter thedioutside the FE and HE
pathways, including those initiating a career change. This confirms that there is a supply and
demand issue and this is how some employers atirgy around it. Equally, this suggests that
employers often do not put as much emmig on having completed a FE or HE course because
they are more interested in motivated individuals with a real interest in cyber security and who
can be trained irrespéive of their academic background.

For the positions that do have qualification reguments, the analysis of job advertisements
indicates that an undergraduate degree in a STEM subject is usually required. For example, a
degree in ITor cyber securityrelated subject is required for a Junior Support Analyst (cyber
security) position; a dgree in Computer Science, Information Technology or a related discipline is
required for an entrjlevelas aCyber Security Analyst; and a Forensic Computing qualificatio
similar) is required for a job as an IT Forensic Analyst position. For mogiermdl jobs, technical

skills are required in addition to soft skills. A small number of positions required industry
certifications such as CISSP, GCFA, GCIH, CHEHor SE

Industry certifications (e.g. CISSP, ISO 27001, CISCO) are also highly valuegloyees. The
most common certification is the Certified Information Systems Security Professional (CISSP).
Many BSc and MSc students pursue industry certification bgbimeng a company or do so while

they are in an entsfevel job. Universities also BfSNJ Ay Rdza G NBE OSNIUAFAOI GA2Y

degree. However, the cost of sitting exams can prove a barrier where this is covered by an
individual. For example, theurrent cost of CISSP is £68G&tudents holding a degree certified by

the NCSC are sm as attractive not only to the NCSC but also other employers. FE and HE
representatives also highlighted the need for employers to provide new recruits with additional
training, rather than expecting HE to provide the very specific skills needed faryarjobs.

88 These includethdeed GlassdooandCV Library
89|SE, 2018,Exam Pricing
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3.3 Factors influencing the pathways

The pathways into different types of entlgvel cyber security jo%examined earlier in this
section are influenced by a number of factors:

6 Awareness of the different careers open to those with an interestyiber security, including
those of a nortechnical nature;

o Whether the job requires technical knelaow or not;
o If the job is technical, the degree to which specialised expertise isreztju

6 Employer characteristics, in particular the activity aneé sizthe organisation.

Taking the first point, the research suggests that the pathways available to students who want a
job in the field of cyber security are not particularly clear. s apparent from several focus
groups with students and from theussey responses provided by FE and HE representatives, of
gK2Y 2yfte om: 0StASOSR GKIG &aiddzRSyida oSNB adSNE
them !

The six pathways to entevel jobs (Table 3.1) require varying degrees of expertise in cyber
security. Technical expertise or understanding is generally expected for many jobs but is often
difficult to attain, so highly technical entryfevel roles require a lot of training either aE and HE
levels or through the employerlndeed, as noted in Seoti 3.2,graduates of nofSTEM subjects,
usually have had to gain the necessary basic technical competencies viawxicalar activities if

they wish to take up technical jobs in cybecarity. FE and HE representatives indicated that
technical skilland theoretical knowledge are the most important (and difficult) competences to
master at university, but they are typically the most sougfier employers.

As highlighted earlier, the pathways into entrgvel jobs in cyber security are also influencég

the nature of the organisation that recruits personnel into such positionGompanies that
specialise in providing cyber security products and service$idntg typically recruit employees
who have a high degree of specialised technical expertiseST.EM background at the BSc or MSc
levels). However, there is also scope in the same type of firms for graduates witBTriev
degrees to obtain entevel pbs in fields such as customer service or sales. In other sectors of the
economy, entrylevel jols usually involve less specialisation with graduates usually spending two
to three years undertaking a variety of roles in the IT field before moving, pedftgrsreceiving
in-house training, into a cyber security role. The situation differs in smaittgangsations which
typically recruit graduates with general IT qualifications but do not have the capacity or scale to
allow a high degree of specialisatiorh@ther in cyber security or any other IT field. Cyber security
and/or computer science may not bieadily available to students, so it can be difficult to get into
FE and HE establishments because there is a lack of understanding and information refarding
other routes into the field.

% An entrylevel job is the first job a person takeipon completing a Further Education or Higher Education course. An
entry-level position may not require some level of work experience and can also refer to the entry point into a given
career. This means that graduates having worked one or two years im-eelated field before entering cyber security
also qualify as entdevel graduates because it is their first step in the field. Further to this, an individual that is-at mid
career stage who switches fields will also qualify for an elevgl position although their progression may differ from a
recent university studerthat has limited professional experience.

91 0Onethird of respondents (n=33) answered this question.
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4 How Cyber Security Courses are Developed and
LYRdzAa G NB QA w2t S

4.1 How cyber security courses are developed

Cyber security courses have evolved in most cases from existing computer sciences (or similar)
courses, initially as anodule and then developing in some cases into a separate course in its
own right. The decision ¥ FE and HE providers to introduce a course or module (or not) is driven
by a combination of factors, with evidence of demand and the capacity to delivercaurkes
being perhaps the most important considerations. In the case of postgraduate degreaseinc
generation may also be a factor, although no direct evidence ofathssfound

Demand for places on cyber security courses has, as noted in Sections2l hedn growing
quickly in recent years, reflecting demand for skilled personnel, the carearrpties open to
professionals and the interest of students in the field. Sufficient demand therefore exists, although
this is not evenly spread across diffat institutions in the FE and HE sectors and, as with all
subjects, various factors will inflnee the decision of students to apply for places at particular
institutions (content of the courses, location and reputation of the institution, cost in tise cé
postgraduate degree courses, etc.).

Even if demand exists, this in itself may not be suiifiet for an FE or HE institution to introduce

a cyber security course or modulés argued in Section 2, one constraint that can exist is not
having staff withthe required knowledge to teach the subject. This consideration was highlighted
in the key stakbolder workshop, with several participants arguing that they could not recruit
cyber security staff because they were unable to offer salaries that are campetiith those
available in industry. A few FE and HE representatives also explained theyfththe liedustry
years ago, so they themselves also feel out of touch with current developments in the industry.
The investment in ICT equipmeand the provison of professional certificationgor some of the
more specialised courses was also highlighteda issue. For these and other reasons, some FE
and HE providers do not offer cyber security courses.

In terms of the cyber security course content, academidgsh specialist expertise in this field will

know what should be taught as part of courses or chdes. They can also compare their own
offering with the courses available at other institutions. In many, if not most cases, FE and HE
providers seek to collzorate with industry, either with firms that provide ICT services (Cisco,
Microsoft, etc., but alo smaller businesses, for example spirts from universities that provide
cyber security services) and/or with companies in the wider economy (e.g. the ativ@ensector).

The stage at which industry gets involved in the development of cyber securitgespwand the
nature and extent of such involvement, can vary widely.

Figure 4.1 shows thaemployers work with FE and HE institutions in many different wagghe

cyber security field Providing work placements, helping to design courses, providingroppties

for extracurricular activities, and an involvement in delivering courses are all common forms of
engagement.
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Figure4.1: Percentage of FE and HE institutions indicating that employers or industidies are
involved in developing cyber security courses and modules

other [l 1%
Notinvolved [N 5%
Certifying courses and modules || N NN NI 7>
Requesting/commissioning provision || N NI 7+
Helping to designing courses || N REENEEEEEEEEEEEEEE o+
Extra-curricular activities linked to courses | N 1%
Helping to deliver courses | NN NI (-
Work placements and other ways of gaining experience || NRNRHNINNEE

0% 5% 10% 15% 20% 25% 30%

Percentage of Involvement

Source: survey (N=31)
4.2 Role of industry in developing and deliverirgpurses

FE and HE institutions are keen to get industry involved in helping to determine how cyber
security courses Y R Y2 Rdzf Sa NS RS@St2LISR a2 GKIG (GKSe
needs and providing students with jobsThe literature suggestthat the nature of successful
employer engagement is based on ldagting, mutually acceptable and beneficial redaships

between schools and businesses. However, significant benefits occur when these activities are
incorporated in the structures and rdels that allow for a more substantive ggaling and
coherence of provision at a local and national |&¢efor the reasons mentioned above, it is
important for FE and HE providers of cyber security courses develop a relationship with employers,
not onlyto help ensure that career pathways exist for students but also to draw on the expertise

and other support companigsan provide in delivering courses.

92 Department for Business Innovation & Skills, 2Q1dderstanding the Link Between Employers and Schowlste
Role of the National Careers Service
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Box:4.1: Examples of industry involvement ioyber security courses

6 Ada, theNational College of Digital Skillshas a group of founding partners consisting of Bi
of America Merrill Lynch, Deloitte, Gamesys, IBM, King and the Aldridge Foundation.
October 2018, EY (Ernst & Young) wfiler students an opportunity to work in its Technolo
Consulting group as part of a degree apprenticeship in Digital Innovation.

6 Birmingham City University, offers an MSc in Cyber Security in conjunction with Cisco Sys!
Oracle and the Microsoft Acadhy Centre.

6 Imperial Collegeg works with an industrial advisory board of companies that can sign up
make suggestions on what theniversity should include in its course content. All types
companies are registered and although few are specific teeicygecurity, it does have som
representation on the board.

6 University of Warwick- the BSc Cyber Security is certified by NCSGsamfburyear course with
AYRdAZAGNE Ay @2f dSYSy(d GKNRIdzZAK GKS dzyA @SNE
Cente. There are especially strong links with firms such as Jaguar Land Rover frc
automotive sector.

6 Royal Hollowayc has close tiks with a number of ICT companies that are involved in teac
degree courses, running careers events-campus assessme centres and other ways ¢
engaging with students. It is also working with28Cmake it possible to attain the Certifie
Infformai A 2y {@adSya {SOdz2NA{G& t NPFSaarzylt o6/
in cyber security.

The nature é industry involvement ranges from being closely involved in delivering modules
and providing placements or participating in apprent@ship schemes, industry seminars and
careers events to simply recruiting cyber security graduatétsis apparent that soe FE and HE
institutions have very close links with industry (e.g. Royal Holloway, University of Warwick,
Imperial College) but thahis is not the case with many others.

An example of best practice is seen at the University of Plymouth, vahiates on its website
ways to work with industry to enhance the employability of students. They explain employers can
get involved through empler advisory panels, providing work experience, act as mentors, host
workplace visits, give lectures or take active role in assessmemtThere are also platforms that
provide brokering services to link industry and academia, such as Konfer, a pléfgmomote

and showcase the array of research and innovation opportunities that can help businessé$ grow.
By failitating and enabling university and business collaborations, they want to change
opportunities can be searched for by businesses.

Althoughthis study did nospecificallyfexaminethe role and impact ofFEand HE careerservices

on recruitment, many igtitutions have careers adviavailable to students. Athe FE level, the

/ FNBESNAR YR 9YUSNLINRAS [/ 2YLJ y don by Bdildidyg a netvadN? @ S
linking schools and employetsAt the HE level, careers advice is usually providedriwlly to
undergraduate and postgraduate students so they adain information and guidance on
employment opportunities In some cases, umsities organise careers fairs, where recruiters
from a variety of organisationseet studentsto explore diffeent career paths.

The interview feedback revealed that many companies wish to be more involvedeneral,but

simply do not know how to engge with academia.There is considerable untapped potential
regarding the links that could be developed betweerafier firms and academia. Smaller firms do

not have the same resources as larger companies do and so are often unable to get staff involved

93 University of Plymouth, 201&mployer Engagement Opportunities
94 Konfer
9% The Careers and Enterprise Company
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asvisiting lecturers or to attend job fairs. As a result, smaller companies are often left out of these
processes.

HE providers try to follow the needs of industry and try to tailor their courses to developing the
skills and knowledge which are highly soughfter by employers.Examples of this include
courses developing industry liaison panels or advisory groupsi¥gse on course content. De
Montfort University has developed its course with Deloitte, Airbus, BT and-Rajise, with
students being assesddy cyber security professionals from industry. Similar to BSc level, courses
are accredited by a wide range loddies; predominately the British Computing Society (BCS), but
also by institutions such as the Institute of Technology and Engineering, 8A@DCThese links
with industry are likely to be the reason why some universities offer bespoke cyber security
programmes, such as the automotive programme cited. In addition to this, for some universities
the predominant focus is to prepare students to adkle to manage risk at a higével, and not
necessarily focusing on developing the full complement of lelaxed technical skillsThis is a
good approach, as cyber security itself needs individuals in all areas of specialism.

Industry has an especiallynportant role to play in encouraging students into the cyber security
sectorthrough talks, showcasing caersor attending career events. In addition, industry can get
involved by providing cyber security students with work placements, internships,
apprenticeships and other forms of work experiencés noted in Section 3, whilst technical
knowledge is important, mployers also look for work experience in candidates applying for jobs.

In relation to apprenticeships (Section 2), most options involve Hifutims working with
employers in their areas to provide placements but in other cases, specifically some lafdbr
companies, the schemes are initiated and run by the organisations themselves. Industry also plays
an important role earlier in the edwational process by particigag in schemes such as the STEM
ambassadors.

Box:4.2: Cap Geminis Cyber Security Higher Apprenticeship scheme

6 Cap Gemini, a multinational management consulting company with 000s@nployees arounc
the world, has introduced an 1®onth Cyber Security Higher Apprenticeship schei
Apprentices earn £10,000 p.a. while working as a Cyber Security Analyst and studyirigefe
4 qualification. The training is described as followingtructured development plan coverir
technical security fundamentals and leads in to roles sudByder Security Specialist and Cyl
Security Analyst. To be eligible, it is necessary to have 7 GCSEsoat48 including English an
Maths, and at lea i (G KNB S /A QéveloR dldnirfibmura Of atlldast one merit at BTE
preferably in a STEM slof.

6 The study programme is designed to fit around-fille employment and uses a blende
learning approach that mixes distance learning, wioaked studyand oncampus study days.

6 The Cyber Security Higher Apprenticeship is part of a wider schieanencludes a Digital &
Technology Solutions -Week training course. Since 2011, over 500 young people |
undertaken Cap Gemini apprenticeships.

The levelof industry involvement is to some extent influenced by geography and the degree to
which FE ad HE institutions are located in areas of England with strong technotbgged firms.

For example, the company Nexus has recently moved its headquarters taitslerts of Exeter.

As a result of this, Exeter College is now building a close relationghiphe firm and employees

at Nexus regularly come to the college to speak to students. Having employers nearby helps to
improve the links that~-E and HE providecan develop with industry. Another example is the
University of Warwick, which collaboratedosely in designing and delivering its courses with
Jaguar Land Rover and other automotive firms in the West Midlands. By contrast, the research
identified seveal FE and HE institutions that find it more difficult to secure employer engagement
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because othe nature of the local economy and absence of companies in their areas with an ICT
orientation.

The extent of the links between industry and the FE and HE @ealso depends on the employer
sideand on the nature of their activitiesNot surprisinglyfirms that specialise in providing cyber
security services (IT companies, the major consulting companies, etc.) have the closest links with
the HE sector. Howevecompanies in parts of the economy that are especially vulnerable to
cyberattacks (e.g. finacial services, advanced manufacturing, deferelated) are also major
recruiters of cyber security graduatekhere is a strong mutual interest in developingse links.

G h dzNJ ¥ A NI¥-20 Nybebddimityiip@rsomnal each year. We work clasityseveral
universities on their course content (e.g. penetration testing) with a view to trying to get
O2YYSNOAFET NBIFIfAGASAE Ayid2 O2daNBESaPE

Employer in the defence stor

Although they may not be involved in delivering cyber security courses, most oféhgloyers
covered by the research recruited students directly from university or via apprenticeships to
help fill entry-level jobs.There were some exceptions to thisor example, a consulting company
indicated that they only recruited a small numbergryhduates directly from universities because
the specialised nature of its advisory work means that it has to recruit people with more
knowledge and experience than the just leaving university are likely to have. However, there is a
view amongst FE andBEHrepresentatives that employers could do more to attract students to
apply for jobs in cyber security. Further to this, there is scope for industry to have a stroteyer

in providing careers advice to students and enticing students into cyber seqaiticularly those
studying computer science or other STHdhted subjects. This is where initiatives, such as STEM
Ambassadors, might help link FE, HE and industoyder to boost the confidence of students to
pursue cyber security as a career.

As nded earlier, employers have gquite specific expectations with regard to the attributes they

look for in entry-level cyber security applicantsThere is a widespread viemmong interviewees

that students needed a particular mindset to work in cyber secuStydents should be able to

think through issues from the perspective of what threats they could fate WO2 y & ( NHzO G A
LI NI y2AF ®dQ ¢KSe Ffaz FBESRBRY IR KMNIGISA | 2 AR 2 RY Idiy R
SYLI GKeQ FT2N K2g KdzvdnyyRS NEAINJYTR KRS LySRIK Siha 0 Sk
them vulnerable to cybeattacks. Above all, students need to be willing and able to learn new

skills and have wetlevelged problemsolving skills. Also, the constant developments in the field

mean that cybeisecurity students should be developing and renewing their skills and knowledge

throughout their career.

There is a consensus among cyber security employers that thexeds to be a more holistic
approach to cyber security training that encompasses peopl& specifically working in cyber
security. Employers consulted for the study spoke of the importance of all employees having a
general appreciation of online riskscithe steps that can be taken to mitigate them. Consistent
with the Ipsos Mori report? this is seen as being particularly important for SMEs as they usually
do not have the resources to hire somebody specifically to work on cyber security but, at the same
time, are at increasing risk from cybattacks.

The research also highlighted the fathat developments in cyber security are happening so
rapidly that academia cannot often keep up with the latest software or cyber security sKillsis
means that a lbof the technical skills students learn can quickly become out of date, which is also
why the majority of entrylevel graduates go through -4mouse training. Students in the various
focus groups expressed their frustration of having to use old softwaae ithno longer used by

% Pedley, D., McHenry, D., Motha, Bhah, J., 2018, Understanding the UK Cyber Security Skills Labour Market,
IpsosMORI
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industry. Whilst many roles do require knowledge of a prograngmi@mguage, it is also the case
that there are so many different computer software and programmes that is not feasible for
students to know all of them. A general und&nding of how computer networks operate is seen
as necessary skill and a backgroun8TEM is important to develop a logical way of thinking.

A consistent message from this research is that students require certain basic foundational skills
that can beapplied to new and developing technologie$dE institutions also recognise the
importanae of developing soft skills as a part of this and argue that their courses develop such
skills by teaching students how to make presentations, report writing and fgate in group
work. They often chose to focus on the foundation technical skills suicim@erstanding computer
networks, rather than developing soft skills.

4.3 Industry-recognised professional certifications

As can be seen in Figure 4.2, the majority ohsey respondents claimed that accreditation such

as NCSC certified degrees, B&artification or ISP enhance the employability of students

completing cyber security courses and modul@his can be helped by ensuring courses are very

closely linkedtoemp2 @ SNEQ 246y OSNIAFTFAOLFIGA2Yd® C2NJ SEIF YLI &
CybNJ { SOdzNAR (& Aa tAYy]1SR (2 (K SecuriiglCB® Ndtviokddhy & Q &L
Threat Detection and Analysis (SCYBER). Likewise, a number of univergitiesuraes certified

by the NCSC.

Figure4.2: In your view, have these accreditations had an impact on employability?
60%

56%

50%
40%

30%
24%

20%

Impact on employability

20%

10%

0%
Yes, it has made our students Mo, it has not had an impact Other
more employable

Source: Survey (N=23).

As explained in Section 2, many courses are accredited by B@BLCother bodies such as CISCO,
the ORACLE academy, the Institutdeafjineering and Technology and Chartered IT Professionals.

It should be noted that industry accreditation, such as CISCO, can focus on students just learning
how to use products devel@d by that company and may not equip them with the skills to use
other operating systems or networks. Another accreditation body with a strong international
character is (ISE)
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Box:4.3: Cyber Security ceffications that can be gained as part of FE and HE courses

6 Certified Information Systems Security Professional (CISSP)

6 Systems Security Certified Practitioner (SSCP)

6 Certified Cloud Security Professional (CCSP)

o Certified Authorization Professional (CAP)

o Catified Secure Software Lifecycle Professional (CSSLP)

o HeathCare Information Security and Privacy Practitioner (HCISPP)
6 Information Systems Security Architecture Professional (€E54P)
6 Information Systems Security Engineering Professional (C3S&P

6 Information Systems Security Engineerifrgfessional (CIS$ESMPY!

As noted earlier, a problem that can arise for FE and HE is the cost of providing some industry
certification courses that employers wantor example, one university claimed thatdsts them
around £1,000 per student to run a course leading to CISCO certification (training academic staff,
fitting out a computer lab specifically for CISCO purposes, employing several technicians, etc.) but
it is only possible to recoup around £600 gandent through fees. This suggests that often HE and

FE institutions cannot keep up with industry in terms of provision of skills. Many courses offer
students a range of industry recognised professional ¢eatibns (see Appendix A).

4.4 How welkmatchedr NB C9 |yR 19 LINRP@GAaAZ2Y (G2 SYL

The research suggests that employers have a generally positive view of the role played by FE and
HEin helping to address the cyber security skills gdfhe researclsuggests, however, that there

are some conitting perceptions. Feedback from representatives of the FE and HE sectors suggests
that employer expectations can be unrealistic with regard to the skills students are able to develop
as part of an FE or HE ¢sa. For example, a MSc course typically ambplves 200 hours or so of
course work, whereas industry often trains enteyel graduates for a period lasting around six
months. Another university suggested that the specification they had received fir @acancy

aimed at graduates in cyber sedyriwould have been more appropriate for somebody at a
midpoint in their career.

At the same time, there is some criticism from industry that universities are not tailoring courses
closely enough to their needBE and HE courses are seen by some as tifteacademic with an
insufficient grounding in the practicalities and needs of industry. One company consulted for the
study was especially critical, arguing that universities are more interested in offerieg ssturity

al adSNDa O2 dzNE Séharge Bighlfelzs f6r thénk &8 thad thig” was the motivation
rather than trying to meet future employer needs.

¢2 &a2YS SEGSyiz GKS ONRGAOAAY {G(KIFIG Oeo6SNI aSoOdz
feedbadk from the various focus groups undertaken dog the course of this study. These
suggested that students often find their courses to be too theoretical and not practical enough.
As noted earlier, some students have to work on outdated software or comytems, which
means that it is more diffiduto develop the knowhow that is needed in a job. Since some
courses cannot keep up with the evelnanging nature of cyber security, FE and HE providers focus
on teaching the basic foundations. Feedback frame stakeholder workshop suggested that
employers are happy with students that learn the basic foundations of cyber security because they
are needed later on if graduates have to adapt to technological changes in the industry.

97|SE, 2018,0ur vision
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foundation, but as industry, we want more kigta skills, more roundeengineers

GKFd R2y Qi 2dzali RSOSt2L) aiGdzFFod C2NJ SEF YLX S2
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Employer

As a alternative to a fulltime degree, and a way of bridging gaps in what HE and FE can achieve
with students and what employers expect, the apprenticeships option and péme degrees

seem to have many advantage3he attractions include the more practicapproach to cyber
aSOdzZNR G & O2 Yo AYA ythsedtayiingibit Slso #he fachthak tieRostO (inlthé dase
of apprenticeships) are covered by the apprenticeship ld@he requirement to spend one day a
5SS aldzReAy Iz 2ffedtBng isklgo seey ashposiive BSOiR da ittd€ibnstrates
a commitment to the job and to gaining a qualification. Degree apprenticeships have a similar
appeal. But there can s be complications. One company that participated in the research is
payng for three employees to do a pdiine (cyber security) MSc at Lancaster University. They
argued that doing a patime MSc in cyber security is a big challenge not only for erspyput

also for the company because of the disruption releasing stattaly for a qualification can

Ol dza8S (2 GKS TFTANNQA 2LISNIGA2Yyad /2yaSljdsSyidtex A
improving how the partime MSc programme is orgised.

Overall, collaboration between the public sector, industry and aesaia is widely seen as crucial

in designing high quality courses as well as promoting the transition of workers from other roles

into cyber security.This study did not assess thetext to which the quality of FE and HE cyber

security courses is linked any way to employer engagement with course providers. However, a

study by the Department for Business Innovation & Skills finds that the quality of courses is likely

to be better where employers are involved in their design and delivery than where theyair®®
tdzidAy3a |aARS GKS jdzSaidArazy 2F K2g¢g WjdzdtArdageq
Sy3alr3asSySyid fSIFRa (2 O02dz2NAESA LINE OA R kyba seduiitgzR S y i a
issues and technologies than they are likely to gain otimewinsofar as employer engagement

helps to ensure that FE and HE provision reflects their needs, this should make it easier for
graduates to demonstrate that they have the knowledgequired for entrylevel jobs in cyber

security.

98 Department for Business Innovation & Skills, 201Aderstanding the Link Beeen Employers and Schools and the
Roleof the National Careers Service
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5 Gender Balance iny®er Security

The research for this study indicates that the gender balance in cyber security is still a significant
problem. According to other research, at present women only constitute 11% of the global cyber
security workforce and 7% in Eurof¥élhis grcentage hasemained steady since 2013.

Part of the reason for this situation is that the field of cyber security is still dominated by
stereotypes and widely perceived as a mademinant field. There is a tendency for the wider

population, and particuldy women, toview cyber security as®3S 81 &8 QX NAIARZT | yR A
hFGSy GKS f1y3dza3S R2LISR 6KSy GFf1Ay3 | 62dz
AYGAYARIGAY3AS YR FdzZt 2F YIFES O2yy2iwhaithez yaé |y
industry is, and what skills are requiréd.Some reports have higghted the issue of pay gaps

between male and female IT specialists as a factor discouraging a gender balance. The difficulty of
progressing professionally may also contribute e poor retention of women in cyber rolé%

Other studies point to the variess forms of discrimination women face in the workplace more
generally!®® There are also cultural biases that inhibit women entering the field. Some studies
aK2g GKIFG A yative 3earS, yi€achersF gakddfs and mentors may consciously or
unconscioushgteer them away from fields believed to be more masculfie.

An analysis of data relating to FE and HE for the previous three academic years indicates that
there has been a slightetrease in female enrolment at the FE level. At the same time, the
percentage of female students at the HE level studying cyber security has remained the sAme.

the HE level, there has been a 28% increase in the number of students undertaking a cyber
seaurity course, or course in a relevant subject from 2014 to 2017, but thpgstion of female on
courses has remained the same across the years.

Table5.1: Gender breakdown by year across FE and HE in cydgurgy courses or courses with
a cyber security module

2014/2015 2015/2016 2016/2017

86% 14% 86% 14% 87% 13.1%
HE 85% 16% 84% 16% 84% 16%

SourceAoC and HESA.

The gender imbalance for students ®NA y 3 { ¢9a &adzowaSotda OFry 6S NI
choice at Alevel. Data from the Department for Education that is analysed in Table 5.2 indicates

that A level Maths and Science participation increased for all subjects in 2017 compared with

2016. However, male pupils accounted for higher increases in Maths and QGemfgience

compared with female pupils. There is also a higher proportion of male pupils enterimguter

science than females. A study by Cambridge Assessment revealed that patte XS andA Level

choice tend to follow gender stereotypes, with malepils preferring Maths, Physics, Computing

99 Centre for Cyber Safety and Education2fSC9 E S Odzii A @S 2 2 YBey2OlZ Gldbal MidrMation-Sacurity >
Workforce Study: WomemiCyber Securitg A Frost & Sullivan White Paper

100 Jethwani, M., e.t. al, 2016, L/ I v | O dzI t f &PromBing-Pradtices 6 EhgagingAtididsaent Girls in
CyberSecurity Education

101 CREST, 201Closing the Gender Gap in Cyber Security

102 g-Skills.uk, 2014The Women in IT Scoreboaf8ritish Computer Society

103 Centre for Cyber Safety and Education2ZISC9 E S Odzli A @S 2 2 YBey2(1E Gléhal Midziiation:Sacurity S
Workforce Study: Women in Cyber Secugit Frost & Silivan White Paper

w501 2y RGYT Y Womed i Cyber Rdrity, Harvand K&hnedy School
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or ICT, whereas female pupils prefer subjects involving Humanities, such as English, Biology,
Psychology, Sociology or Modern Langudffes.

Tabk 5.2: Percentage ofA Levelstudents entering forMaths andScienceA Leveby gender,

England (201617)

Subject area/ Academic 2016 2017 2016 2017
year

Maths 17.0% 18.1% 31.8% 33.0%
Furthermaths 2.2% 2.3% 6.7% 7.1%
Biology 18.0% 18.6% 13.5% 13.5%
Computer Science 0.3% 0.4% 3.3% 4.5%

Source: Department for Education

Since a high number of cyber security professionals come from a STEM background, the research
also looked at other STEM gabts that can be combined with a cyber security course. The
research suggests that the situation with regard to the cyber security gender balance reflects the
wider situation in STEMelated subjects more generally.

Table 5.3 indicates the gender imbalam@across SHM subjects also exists at university levéhe

largest gap in subject areas that are relevant to cyber security in the-2016 academic year is

seen in Engineering and Technology, with only 17% female enrolment; and in Computer Science
with only 16.5%emale enrolment. The percentage of female enrolment is similar when compared

to cyber security, which only had 16% female students in the same academic yeatl DOHESA

data indicates that the number of women studyiogmputer science hasemained stale in the

past three years, but the numbers have slightly increased for women studying Engineering and
Technology.

Table5.3: Gender breakdown for STEM Degrees (2419

Biological Sciences 63.0% 36.8% 0.2%
Physical Sciences 40.7% 59.0% 0.3%
Mathematical Sciences 36.0% 63.2% 0.8%
Computer Science 16.5% 83.2% 0.3%
Engineering & Technology 17.5% 82.4% 0.1%

Source: HESA

Data obtained from Universities UK (UUK) 02617 revealedthat 17% of students studying
computer science were female at undergraduate level. When excluding international students, the
percentage of female UK nationals takio@mputer science reduces td4.5%. The numbers tend

to improve at postgrduate level, with 26.6% of students taking an MSc Computer Science course
being female. The proportion worsens again when looking only at female UK nationals, who made
up 22.3% of students taking an MSc Comp@erence courselhe data obtained through KA
depicts a similar picture, with the percentage of female students domiciled in the UK reducing to
14.5% in 2014.7 at undergraduate level and down to 6% at postgraduate level.

The data obtained by UUK and HESA is consistent with the feedback receivethdr research.
Many FE and HE representatives claimed that in general, the gender balance is worse among UK
students studying cyber security than overseas students. A highepogion of female

105Cambridge Assessment, 20@% and A Level Choic&ender Makes a Difference
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international students from countries such as Asia andfer Middle East take courses/modules in
cyber security with anecdotal evidence suggesting that they are more likely to get into IT fields
back home. Since international studentseaoften overrepresented at MSc level in UK
universities, this may explain whhere are more female students in some MSc courses.

There are some notable exceptions with regard tine gender imbalance with some HE
institutions having a high proportion oftvomen on their cyber security courseéit the University

of Middlesex, for eample, there are more women than men across three separate cyber security
courses. No specific reasons were given for this and, in fact, there are slightly more male
applicants btifemale applicants are most likely to accept their university offers. Ldesvét the
University of Leicester, twthirds of students on a specific cyber security module are women and
at the University of Oxford, almost half of all cyber security copesicipants are women. An
explanation is that female students choose to apil prestigious universities as opposed to other
universities. At the Centre for Doctoral Training in Cyber Security at the University of Oxford, more
than 30% of doctoral studes are women. One explanation is that there are female role models
within the Department. The balance is better among cyber security doctoral students as opposed
to computer science doctorates, because the former field is more rdigdtiplinary, attractig a

larger pool of potential recruits to draw on.

Box:5.1: Examples of gender balance on cyber security courses
6 University of Leicester60% of students taking module on data protection are female

6 University of Middlesex:MSc Cybercrime and Society: 17 students (14 female; 3 male);
Regulatory Practices and Policing Cybercrime: 6 students (5 female; 1 male); MSc Cyberc
students(24 female; 13 male)

6 University of Oxford:Between 30% to almost half across all Cyber Security students are fe
At the Centre for Doctoral Tramg in Cyber Security, more than 30% of doctoral students
women. One explanation is that there are goednale role models within the Department. Tt
balance is better among Cyber Security doctoral students as opposed to Computer £
doctorates, beause the former field is more muflisciplinary, attracting a larger pool ¢
potential recruits to draw .

Sourcelnterview programme

In the online survey, 82% of the 36 representativeEBfand HE provideasiswering questions on
gender issues claied there were fewer than 30% of women enrolled in their cyber security
courses in the 2018 academic year. Forigne per cent of these indicated that there were fewer
than 10% of women. Overall, it seems that the gender gap is worse at FE level, ejraddate
level for HE providers and worse among UK nationals.

5.1 Reasons for the gender imbalance

There is already quite a lot of researahboth in the UK and other countrieg as to whythe

gender balance in technologgselated roles is worse than in the lour market generally:%

Factors that are known to be important in deterring young women fronteeng the cyber

security sector include a lack of awareness of what cyber security is about, what a career in this

field has to offer, and a stereotype that ttk2 f S A& WwW3ISS1eQ FyR o6SddGSN
perception also applies more widely to STEiMjects although this depends on the counffy.1®

106 To take an example from outside ghJK, PubAffairs Brussels recently hosted a debate on cyber skills gap and
whether a more gendebalanced workfoce could fill the substantial skills shortage affecting the cyber security field.

107 For example, according to the 2017 EU gender equality jrttiexproportion of male graduates to female graduates

in STEM subjects is 75% to 25% in the Netherlands, 7@2toin Belgium, whereas, it resulted 50% to 48% in Turkey,
and 49% to 51% in Bulgaria.

42



Other reasons include the lack of educational focus and interest at an early age in Science,
Technology and Mathsyhich are all fields that can potentially lead to a career in cyber security.
Other research highlights that the problem is also a cultural issue with a stigma that girls do not
study Maths, Science or Technology at sch&rhe findings of this study amnsistent with the
reasons highlighted in the wider literature.

A number of FE anHilE representatives consulted for this study suggested that female students
are also deterred from takingcyber security courses or modules because the field remains
predominantly dominated by male professionaldvioreover, teaching staff at both FE and HE
levels are mostly male. This means that female students or prospective female students have few
female role models to look up to. This influences the number of women ahgayber security at
university because they do not see the subject as leadingvialde career. This may help explain
why the overall proportion of female students doing STEM subjects drops off Afteevel
compared to males®

GDANI & | NBythe geitderMmbRaneE R 66 a4 G2NNASR GKIFG GKSN
YIyed IANIa o6FG / @0SNLANBGOD® DANX A Ay 3ISYySNI
Student

The online survey for this study indicates that 60% of FE and HE acadenagsatf that female
students do not perceive cyber security as an attractive career. The gender imbalance in the
educational building blocks is mainly due to women not applying to these courseBisge 5.).

This was further supported by feedback frothe interview programme.For example, &
interviewee from one university argudgtat women think they will not get the same opportunities

as men in this field because cyber security has competitive and-onigleted connotations so
women assume they willdve too many barriers tovercome.

LG adrNIda FdG LINARYFNEB aokKz2z2f |yR GKS LISNDSL
male hacker. If girls cannot see that you can be involved with technblpd subjects
without being a geek, we are all fishihngy | @SNEB avltf LIR2YyR®E

Higher Education representative

108 Among the reasons for not selecting a career in cydgurity according to a study are: a lack of experience of
computer coding (57%); not having any interest in catimg as a career (52%); and not being aware of, or knowing
enough about cyber security careers (45%), were the most prevalent among womestu@igeconcluded that: there is

a need for cyber security to be better positioned as a viable career choicedagyvomen; that the career itself needs
to be promoted among young women, by women, and the industry as a whole; and that young women hectade
aware of, and get help developing, the skills required to work in the industry. Source: KasperskylZaBeond 11%

A Study into Why Women Are Not Entering Cyber Security

1097ahout, M., 2017Women in Cyber SecurjticCloy Fellowship on Globakmhds

110\Women in Science, Technology, Engineering and Maths, Z8&4alent pipeline from classroom to boardroom
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Figure5.1: In your view, what is the reason for the gender imbalance?
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A further consideration is that women are not always aware of the careepportunities
available to them in cyber securityThere are not many places women can go to for careers
advice designed specifically for women in cyber sécuAlso, women often doot have access to
mentors to help develop their interest in cyber seity or STEM subjects more generally. A
number of FE and HE representatives suggested that more should be done at primary school level
to encourage women into the field at a youngeread his reflects the fact that according to the
Careers Strategy froniné Department for Education, children form views about careers at an early
age. By the time girls are 13 or 14 years old, they often already have an idea of the type of career
that theywant to pursue. At this age, girls already have-poaceptions of théechnology field in
general.

Some of those consulted as part of the research claimed that collaboration between FE and HE
institutions and local schools is not developed enough to encage girls into the cyber security
field. For example, the Universitygf Birmingham offered Saturday lessons in cyber security and
Computer Science to local schools but found that most girls in the 13 tged#old age group

were not interested. The unérsity ended up only providing lessons to pupils in private schools
and grammar schools which was not the aim of the initiative. This and other research feedback
suggest more needs to be done to encourage an interest in cyber security at a young ag#h for b
girls and boys.

a{2YS 27T iihikodgh froma genderfiribange in Aevel choiceswithout so
many women in STEMLAvels (critically, Maths in particular), there will necessarily be
fewerin STENNS f i SR FASt Ra fFGSNIAY fAFSPE

HigherEducation representative
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As noted earlier, the gender gap is not speciftccyber security and instead can be seen across

STEM subjectgenerally The low enrolment rate amongst female students in cyber security is

seen as reflecting a widdtINR 6 f SY | ONR&aa 9y3Ifl yRQa SRdzOF GA2Yy I f
choose to study STEBUbjects, and according to WISE, women make up only 14.4% of the UK

STEM workforce and 17.5% in the ICT sedtok. lecturer interviewed for this study commented

that all-girl schools tend to offer better access to STEM subjects and generate more appfidati

universities because there is less negative stereotyping.

GCKSNE IINB a2 Yryeée 2LILRNIdzyAGASa F2NJ 3ANI &:
enoughgirlsarefi 1 SNEaiSR FyR JANI a INB y20 06SAy3a Lz

Student

5.2 Steps being take to address the imbalance and best practice

At a national level, there are several programmes aimed at attracting women to the cyber field
suchasthgd @ 6 SN A NR G DA NI )3%" Thecympstitioh Was tayhchédan 2017 and

is aimed at schoolgslaged 12 to 14 years old so they can practice their skills in a simulated real
world environment.The objective of the programme is to serve as a jnigeinto FE and HE cyber
security courses or module€yberFirst also runs specific gidsly summer carsesfor 14-18

year olds However, despite national interventions to encourage more women into cyber security,
the gender gap remainsand more initiatives to promote gender balance need to be
implemented!411°

The gender imbalance is not the only featurd oyber security, particularly since other soeio

economic groups are also undeepresented. The Global Information Security Workforce Study
(ISC)expNB R (KS YAY2NARGASAaQ NBLINBaSyillFdAz2ys y20 2yf
and racet'® Acording to this research, minority professionals make up a significant portion of the

cyber security workforce but are undegpresented across seniorles within their organisations.

Mentoring schemes have proved to be a good way to incentivise the eandlmto cyber studies

and seem to have more positive effects for wontéhit is interesting to highlight the related case

studies of the Cyber SecuriGhallenge UK8! & 2y S NBLIR2 NI | NBHdzSazX aAdG A
more women into the cyber securitySfit ,R%it is about creating diverse workforces with people

from all types of backgrounds.

G/ 80SN) aSOdzNAGé A& Iy Stae asStf F2N-#BaSYy ® | 24 S
attractive field with opportunities for all types of backgyp® & @ ¢

Cybersecurity expert

Many FE and HE providers have measures in place to attract more women to their cyber security
courses or modulesSome steps taken by FE and HE providers to ensure gender balance across
cyber security courses include thalowing.

111Women in Science, Technology, Engiimiegand Maths, 2018ndustryLed Ten Steps

112 CyberFirst, Girls Competition

113 National Cher Seurity Centre, 20184,500 Young Women Race to Complete CyberFirst Girls Online Challenge
114 Forbes, 2018\Vhy so Few Women Work in Cyber Security (and how we can change it)

115 Centre for Cyber Safety and Education2ZISC9 E § O dzii 5 Eb&im,22@1 ¥[Bey20@17 Global Information Security
Workforce Study: Women in Cyber SecyryfFrost & Sullivan White Paper

116 Centre for Cyber Safety and Education2l8018,Innovation Through Inclusion: The Multicultural Cyber Security
Workforce A Frost & Sullivan White Paper

117 Janeja, V., e.t. al, 201Bpnhancing Interest in Cyber Security Careers: A Peer Mentoring Perspective

118Cyber Security Challenge UK, 2048&men in Cyber Security

119Zahout, M., 207, Women in Cyber SecurjticCloy Ellowship On Global Trends
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Box:5.2: Steps to help ensure gender balance

At Ada Collegein addition to informal quotas (e.g. admitting four women each academic y
interviews with prospective students tend to brand cybecurity courses in a way that appea
to a broader target group. This means that academic staff do not emphasise coding or h
skills, but rather look for transferable skills that might encourage students from a varie
backgrounds to their courseshe College recently organised a blockchain conference
received help from women working in the industry. The college also found that they recei
higher number of female applicants to their lgsghnical apprenticeship programmes
computer sciene. Qher initiatives have been taken to change how apprenticeships are labe
at the College to attract more female students (section 5.2).

At Exeter College efforts have been made to develop relationships with local school:
encourage more girls to comkdr studying for a cyber security qualification. The college has
tried to boost the number of its female IT staff (50% of its IT staff are now womesite these
efforts, Exeter College has struggled to attract more female applicants to its oytentg and
computer science courses.

Lancaster Universityhas worked on removing all masculine cyber security related language
its MSc programmes tattract more women to their courses. So far, this has led to a be
gender balance.

At the Open University, all modules, including cyber security, go through a review for equ
and diversity issues. Staff members that have in depth understanditigesé issues convene t
assess what may affect the successfulness of attracting women onto a giwdulem8teps to
remedy these issues include ensuring the course description language is inclusive, welcom
attractive to all, irrespective of genderhis inclusivity element is done in parallel to everyth
else in course and module development.

The Government Security Profession Unfobund that some aspects of their apprenticest
selection process were deterring many female students. A group egeretpiired five to six
students to sit around a table and engage in conversation with the aim ta getin point across
Due to the confrontational nature of this exercise, women were scoring very badly a
exercise. Recruiters changed the format lnitassessment and now allow applicants to pair uj
groups of two. A formal assessment has yet ® done, but so far it seems this has help
restore the balance between female and male scores in the overall recruitment process.

The University of Portsnouth follows the steps in the Equality Challenge Unit by appropria
wording the synopsis of cows, including diverse images in marketing materials and havi
balanced teaching staff (40% of the teaching staff is female).

Other measures taken tbelp reduce the gender gap across FE ldaihclude: the organisation of
conferences or talks to emphiae the role of women in cyber security (Anglia Ruskin University,
Royal Holloway, Oxford Brooks University); outreach programmes for local schodistb ieore
female applicants (Exeter College, University of Kent, University of Hertfordshire); and the
organisation of networking events (University of Oxford). At Royal Holloway, two female PhD
students created the group WISDOM to raise the profile ofidke staff and students working

and/or studying in the field of mathematics and information security. L { 5 ha Qa
is to encourage more women into these disciplines and offer a strong support network.

YIEAY 2682

G{2YS I OGABS LINERY2énkliegdy éenllediaidteathihgofithe 2 F 62 Y

course: through publicity materials and open days; encouragioigen to apply;

careful monitoring of data to ensure women's applications are evaluated fairly;
ASYRSNI oFfFyOS AYy AYUGSNBASE LI ySt aoé

Higher Education mresentative

120\Women in he Security Domain (and) Or MathematicBoyal Holloway, University of London
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Many of the university departments offering cyber security courses are members of the WISE

group which campaigns for gender balance in science, engineering and technology. Some have

also received the ATHENA bronze accreditation which recagois@mitment to advancing the
careers of women in science, technology, engineering, maths and meditipwyment in higher
education and research. It is unclear whether the universities that have obtained these
accreditations actually have a more equahder balance in cyber security courses than those that
do not have theaccreditations

G ¢ KS  dzy nao8adds Agérler @iversity by attending Stemettes conferences;
addressing gender in recruitment interviews and open days; as well as outreach to
aSO2yRIFNE &a0OK2z22f aoé

Higher Education representative

The research for this study also suggesisit the terminology and marketing material used to
define cyber security courses and modules plays an important role in attractrg deterring ¢
potential cyber security studentsL y Tl OGX 20KSNJ addzRASa aKz2g
culture ard language of cydr security alienates women who are considering entering the fféld.

As a result, women may struggle to imagine themselves working in this type of field and,
therefore, fewer seek careers in it. A further factor is that due to cyber dgcibeing a
predominantly male field, much of the vocabulary used to describe the industry tends to affect
how these courses or activities are described (e.g. ettefflag or hackathon). There are
interesting examples from outside the UK of hackathonsdpeiin exclusivgl for women, with
appropriate branding. For example:

Box:5.3: Examples of ways tbrand hackathons

6 Hack the Patriarchya hackathon for female programmers, developers, designers and oth
professional, helaver two days in California. The event highlights the creative dimension r:
than attacking cyber security systefs.

6 Athena Hackingtaking the name of the Greek goddess, this event aims to support and nu
female professionals il | £ A T 2 NJblbdy Bector.i T &mphasis is place on explo
G§SOKy2t23esx gAGK GKS S@Syi RSaONAROGSR I a
ySg% o

6 TheGirlsin Tech Hackathonthis event in Germany provides opportunities for girls aged 4:
years to lean fom female professionals in the IT industf§.

o 'yAll Qa az22yaK2iiKVa REGERE2Y FAYa (2 ald2yy
O2YLJziAy3dé¢d LG Aa 2LISy G2 FSYlLtSa o620K
focussed on solvin reatlife problens, such as building an application to help deaf people
communicate or directing citizens towards the nearest public transport stop and prov
information about estimated waiting times. The event takes place online and is openn@nv
across the wdd.*?®

As shown in the box, some FE and HE providers have attempted to change the branding of cyber

security and related fields in their institutions by using different type of language to describe their
cyber security course titles, descriptions and mairkgtmaerials. An example is Ada College,
which is currently above the national level with 36% female starters in digital apprenticeships
(according to the Tech Partnership, at the national level, 20% of digital apprenticeship starters are
women). Carefulise oflanguage and images to highlight the creative and collaborative aspects of

215 01 2y RGO Y omed i Cyber ISdcjtidarvand Eehnedy School
122Hack the Patriarchy

123 Athena Hacking

124The Girls in Tech Hackathon

125 yAGE Q8 az22yakK2i [/ 2RSFIK2Y

47

aKI


https://wappp.hks.harvard.edu/files/wappp/files/dhondt_pae.pdf
http://www.hackthepatriarchy.com/
https://www.athenahacks.com/
http://girlsintech.org/programs/hacking-for-humanity/
https://challengerocket.com/anitasmoonshot/rules

a career in the technology sector has had a positive effect in attracting more women into
apprenticeships and courses.

At Ada College, students can opt for an apprenticedhip A @85 G ft Ly y20 GA2y £33 6K
developer apprenticeship standard at Levels 4 and 6 with some elements of cyber security. Instead
2F dzaAy3d GKS GSNY WazFadsl NB RSOSt2LISNDI GKS / 21
own is migkadingand offputting to women. The College wanted to go beyond the standard and
bring out the innovative and creative aspects of software developers.
G¢KSNBE IINB Ylye aiusSNBzGeLlSa GkKrFd 02YS gAlK
decidedtousethewodd WRA B Ayy20F A2y Q 06S0OFdzaS AdG F LI
Ada College representative

In order to decide what language to use on its marketing materials, the College conducted market

tests to determine what type of language would appeal more to womerie&éfy results of the

test, Ada College has developed a list of words it uses in its external communication and marketing

YI GSNRI € F2NJ Ada O2dNBSad {2YS SEI YLX Sa 2F
YO2YYdzyAGe Qs WL | & T ttkér@> QOK® & tf {ISYQARAZFD T a LONRIRFSUSIND f?
O2ffF 062N A2y QY WRAIAGEf -YSYIfSINEKK® SYYSY (i QX WAYyy209

Images are equally important to draw in female students and Ada College has sought to adopt a
gendersensitive approach. For exampledoes not use images with a lone person sitting in front

of a laptop to promote its apprenticeship and courses becaugedeen as conveying the wrong
message that a career in cyber security is a-peeson job. Instead they show pictures of adults
working in a team to bring out other types of skills. In order to appeal to girls, emphasising the
collaborative, creative ahactive nature of cyber security has worked well for Ada College.

G2S aGSSNJ Fgle& FTNRBY LINRBY2{GAyStolbdsifordari A Sa
apprenticeship socials. We play up the collaborative side of the job because girls are
interestedinthagk YR AG A& Ff&az2 GKS NBlIfAGE 2F || 2206

Ada College representative

Another initiative to address the gender gap has méaken by the Open University, where each
module undergoes a diversity and equality check. A module team is assignedhtanedcle to

check for equality and diversity issues. The team is supported by colleagues that are specialised in
equality and diverisy issues and provide them with advice and guidance to assess is a module has
particular issues with equality and diversitigquality and diversity issues are monitored on an
annual basis by looking at the recruitment and performance of students. Thisl@sccomparing

the performance of students from an equality and diversity perspective, including gender, ethnic
origin andsociceconomic status.

While the focus is on gender, other diversity indicators are also examined to understand if there
are other underlying issues. Accessibility and support for students with disabilities is a major
source of concern. When issues areritfied, appropriate action is designed in consultation with
the module team and specialised colleagues. In order to determinenibdule has a positive or
negative equality and diversity ratio, the University establishes norms in similar modules and
agrees on improvement targets.

Ly FRRAGAZ2Y (2 lyyddt NBOASsAT 6KSYy Y2RdA $a | NI
Board d Studies. They are subject to further scrutiny by an academic member of staff charged

with leading on equality andiversity issues across the school. This approach is used across the

' VAOSNEAGEQE Y2RdzA S43 AyOf dRAYS OEPTADASOMNE (8 K
been changes to the design of module activities and language used to be more inclhsve. T

includes for example designing activities and using words that bring out confidence building in key

skills, such as coding.
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6 Overall Corlusions and Recommendations

6.1 Cyber security courses and the educational building blocks

Students are able to choostom a wide variety of cyber security modules and courses offered
at both HE and FE levels in Engladany courses or modules are labellad cyber security,
whilst others may be titled differently or may include cyber security as part of a broader
curriaulum.

Taken together, there are an estimated 110 cyber security courses and a further 2,209 courses in
computer science at the undergraduatand graduate levels in England (and a further 639
courses elsewhere in the UK) according to UCB&urses in cybesecurity are offered by a variety

of university departments, such as Computer Science, Engineering, Social Sciences, Business and
Law Schoal at undergraduate, postgraduate and PhD levels. While postgraduate studies make up
the majority of the cyber secuyi programmes offered in England, there is an increase in provision

of undergraduate level degrees. In most cases, students who pursuereedegcourse in cyber
security come from a STEM background (Aeleved in Maths or SciencepTEM qualities are
desirable for these degrees because they help students develop a logical, systematic approach to
reasoning and thinking. However, the mudisciplinary nature of cyber security means a STEM
background is not always a requirement and a number of-8®&M wbjects can be combined

with cyber security (e.g. data protection, psychology, business or law). Indeed, the research
underlines the importace of overcoming the perception that cyber security is a primarily
technical area of study and work.

The FE sectamainly offers a number ofomputer science or STEMourses. In a few cases, FE
institutions offer courses that include cyber security modslewhich provia the building blocks

for further studies in the cyber security field at the HE levdhere are 120FE institutions that
provide computer science courses in England, the main subject in FE that prepares students for
further studies in cybesecurity.In 201617 a total of 47,417 students were undertaking class
based courses at FE institutions for a dficdtion in subjects that include cyber security aspects or
which could help students to pursue further studies or work in this f#&ld@he majority of FE
students were studying for either a Diploma or &n Levelqualification (45.3% and 25.1%
respectively.*?’

Few FE courses are specialised in cyber security at Levels 2 and 3 because institutions need to
provide more general courses in computscience or digital skillsAs such, there areelatively

few FE institutions that provide courses purely in cyber sgcudowever, FE students can take
cyber security modules or specialise in cyber security at a later stage through a degree course or
degree apprenticeshipStudents who want to specialised in cyber security usually have to take a
more general course in agputer science with a cyber security module, unless they are enrolled in

a technology collegeVery few students go straight from an Fistitution into a fulltime entry-

level cyber securityelated job.

The FE sector offers apprenticeships with a cybecurity element anddegree apprenticeships in

cyber security are now offered by several universitieBhere is currently a degree appteeship
standard available at BSc level within the field of cyber security, whilst the BSc and MSc degree
apprenticeslips in Digital and Technology Solutions include modules in cyber security. Since
degree apprenticeships were only introduced in Septem®@l5, it is too early to assess their
effectiveness in helping address the shortage of cyber security professiomaigver, several

major employers already offer degree apprenticeship positions, including GCHQ, BT, IBM and PwC,

126 Source: Association of Colleges. The research did not look into onlinesours
127 Department for Education, 2018dult Further Education OQutcorgased Success Measures
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which suggests that thegre an attractive option for employers and apprentices alike. However, it
is still too early to see how attractive thepprenticeships are to employers after they conclude
their studies.

At the HE level, courses are either labelled as cyber security tellad as cyber security
combined with a STEM or a neBTEM specialisnAs such, students can choose a technical STEM
route or a noRSTEM route into cyber security. There currently are limited options for individuals
who wish to learn about cyber securitput do not have the right background. In most cases,
students that undertake cyber security courses have a STEM backhrat MSc level, courses in
cyber security are often, but not always, required to hold a first degremrmputer science (or in

a rehted field). This suggests a general inclination (at undergraduate and postgraduate levels)
towards the more technical ature of cyber security (a conclusion also supported by the HESA
data). The qualities that are desirable for technical degrees inclutmvlkedge ofScience,
Mathematics and/or Computing. It importantto note that due to the highly technical nature of
cyber security, a degree in a STEMated subject with cyber security is not enough to develop all
the skills and knowledge required fartechnical cyber security entigvel job.

According to an analysis of HESA data, a total of 15,356 students gradufited an HE
institution with a degree in a cyber securitselated field in England over the past three
academic yeard® Of these studerd, 10,384 were undergraduates and 4,914 were postgraduates.
There has been a 22% increase in the number of postgradaatks 31% increase in the number

of undergraduates in the past three yealBuring this period, the percentage of UK students
graduatirg from a HE institution with a degree in a cyber security related field in England
amounted to 80% of the total, with 5%om the EU and 15% from outside the EU. The percentage
of students from the UK has increased, the percentage from the EU has beda atabthe
percent from outside the EU has dropped in this period. The research also found that there is a
strong prefeence by students for NCSe€rtified courses.

There is anecdotal evidence that some FE and HE institutions face difficulties in attgactin
lecturers and researchers with expertise in cyber securitilore evidence is needed to
understand the scale of this @iolem and the extent to which it affects learning. There is a risk that
skilled lecturers are poached by highranked universities omdustry. A lack of trained staff in
cyber security exists more generally across many FE and HE institutions. Thistrdéfeslt to

keep up with new technological developments in the cyber security field. In addition, a large
number of institutions wdk with outdated software and computer laboratories, which hinder the
cyber security skills development of students aeduce their student recruitment potential. This

is particularly the case at FE institutions.

128 These include generalist computer science courses with a module or specialism in cyber security; cyber security
generalist or specialist courses (e.g. cyberneticstalifprensics)); STEM subjects with a module or specialism in cyber
security; or nortechnical courses with a cyber security module or specialism, such as management, business studies or
psychology.
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Box:6.1: Recommendations Cyber Security Courses and the Educational Building Blocks

Recommendation 1FE and HE institutions should expand the provision of cyber security mod
within degree programmes other than cyber security or computer scienthe research has show
that employers are willing to recruit graduates with a degreethensubjects into entrfevel roles in
cyber security provided that they have basic knowledge in cyber security. Increasing the provi
such modules would maksuch students more aware of and interested in the possibility of a care
cyber securig and would help prepare them for an entigvel role (notwithstanding the need fc
employers to train most new recruits; see Section 6.2 below). This could ineEi@gamd HE poolin
resources, for example sharing expertise and modules.

Recommendation 2FE and HE institutions should increase the provision of #@chnical modules
and courses in cyber securityrhis would be both within cyber security, computer sce or STEN
degrees and within other subjects. The research has highlighted the growtttrirlewvel roles that
are nonitechnical in nature and also the need for many cyber security professionals in technica
to have knowledge of netechnical areage.g. ethics, law, psychology). Expanding the provisio
modules and courses covering then-technical aspects of cyber security would give those ente
technical roles a more rounded knowledge. It would also make students more aware of,
intereged in and better prepared for netechnical roles in cyber security (including those stngy
subjects other than cyber security or computer science).

Recommendation 3Greater encouragement should be given to increasing the diversity of meth:
used to celiver cyber security courses for HE and FE to addrésarticular, there is scope t
increase the provision of courses that are deliveredlior, either for independent learners or fc
students supervised by a school, FE institution or HE instituBaoh courses offer the potential t
reach a larger number of students and thus lower therage cost per student. This is likely to
particularly beneficial for students or education providers in rural areas or outside the big |
where provision right otherwise not be economically viable.

Recommendation 4A review of the Cyber Securitgegree apprenticeship and the Digital an
Technology Solution Specialist degree apprenticeship should be undertakendn 28 S | NJ&h@
research suggests thahis way of developing cyber security skills has many potential attract
However, experiece is limited. Moreover, there are currently no standards in-texhnical areas. /
review of Degree Apprenticeships and data collected undertaken a year or teralad first cohorts
of apprentices will have graduated could provide evidence regardiegettient to which degree
apprenticeships provide a flow of skilled and experienced graduates who continue within
security roles. Such a review would build the findings of the current review of the Digital
Technology Solutions Professional degagerenticeship. Currently a statutory review is taking pl:
of the Cyber Technologist and Cyber Analyst Let#8l 4

6.2 Pathways to cyber security jobs

There are vadus pathways into an entdgvel cyber security job. The study has focused on the
main pathways via FE and HE.

There is a diversity of overlapping and intdinked pathways through FE and HE into erdgvel

jobs in cyber securityWhilst this study hasiphlighted six main pathways, these should not be

4SSy Fa RAAONBGIS WiNIXO1aQ fSIFERAYI FNRY aLISOATFAC
degree pathways, it is often the case that a degree with good grades, andtanckvel of

technical expertise, can open up many, perhaps most, etgrel jobs in cyber security. The

majority of students from the FE sector go on to pursue a degree in cyber security or a related

field, while a relatively small proportion of FE stats undertake a higheapprenticeship after

their A Leved (Pathway A). The apprenticeship route involves a range of technical apprenticeships

which can lead to an entrgvel job in cyber security. The most common pathway is to study for a

129|nstitute for Apprenticeships, 2018pprenticeship Standards Statutory Review
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BSc in ComputeScience with a cyberesurity module, a BSc specifically in cyber security or
combining a BSc in another STEM degree with cyber security (Pathway B).

A number of entrylevel jobs in the cyber security field are also taken by graduates who have
non-STEM dgrees(e.g. CriminologyHistory, Law, Psychology, International Relations) (Pathway
/0 {GdzZRSyda 3I2Ay3 GKNRdAAK tliKgleéa . FyR [/ YI @&
cyber security if this was not their BSc speciality. Alternatively, they choose to pursue more
specialised courseffield of research (Pathway D). In all cases, furtheruge training by the
organisations that graduates join is likely to be needed to develop specialist cyber security
knowledge and skills. Another podiitly is that some peog who have already entered the
workforce decide on a change in direction in their career, which can involve anlewatyjob in

cyber security (Pathway E). Individuals across all pathways could also choose to set up their own
bushess or to operate as delance professionals; however, the need to havetaydate
knowledge would tend to limit the humbers doing so.

Employers largely accept that they will need to train new recruits and therefore more often seek

G NB dzy RSRé Qh a/mitdioRteclincal epgriise and, crucially, the ability to adapt and

learn new skills.Many, perhaps most, employers are therefore open to holders of any degrees
(albeit with a preference for STEM degrees) rather than cyber security degrees spgclfidaied,

some employes argue that graduates in very technical subjects are more likely to lack the wider
skillset required for a job in cyber security. The adverts for some d@sl jobs do not specify a
formal requirement to have a qualification, weh creates the possilty for other pathways
outside of FE and HE (e.g. those who have developed technical skills through cyber security as a
hobby).

Another driver of the diversity of pathways is the fact that an increasing number of cyber
security jobsare of a nontechnical nature and/or require nontechnical skills.Such jobs might
relate to the managerial, legal, ethical, human or psychological dimensions of cyber security. For
this reason, it is becoming increasingly common for graduates irSTdtiMields to take up cyber
security jobs, which again means a diversification of the pathways.

Whilst the UK produces some 250,000 STEM graduates eachXfetire proportion of such
graduates entering cyber security is smalhdeed, the shortage of recruiteito cyber security

roles is aggravated by high competition from other sectors (e.g. financial services) for suitable
graduates, including those with computer science or STEM degrees. The same phenomenon also
affects other professions, such as engineeriwgh many engineering rgduates entering non
engineering jobs. Of those studying on cyber security courses, only arounthitd®s progressed

into a role in cyber security or in IT in general between 2014 and 2017, with the rest going into
management or ther jobs (including 11%king a norgraduate job):3! This suggests a need to

not only increase the number of students taking such courses, but also to increase the links to
employers and the (perceived) attractiveness of cyber security roles.

The number 6 students taking MasteRd LINP ANI YYSa Ay O@0SNJ aSOdzNA G
significant proportion of those students do not then enter cyber security jobs upon graduation.

130HESA, 2018Vhat do HE Students Study?
131 Source: Higher Education Statistics Agency.
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Box:6.2: Recommendations Pathways to Cyber Securityolbs

Recommendation 5There is a need to define entdgvel cyber security roles and pathways mot
clearly. Government, industry and other initiatives to promote cyber security (e.g. CyberFirst, |
Discovery, entry-level positions into an organisatiorgpprenticeships) should be encouraged

required to publicise more explicitly the various pathways through FE and/or HE into a career ir
security, particularly for technical but also for ntechnical carers. Such initiatives play an importa
role in promoting an interest in cyber security and in supporting the acquisition of skills and expe
by students and school children, e.g. through competitions or the provision of accessible

material. Their role could be expanded to include prowig advice to schools and school childr
regarding routes through FE or HE, and to FE or HE students regarding how best to enter pi
careers.

Recommendation 6¢ KSNBE A& I ySSR (2 dsy/oDiNSpossilslitied fordeRré&e
progresson and further pathways after taking up an entrlevel job in cyber security This can be
done through careers advice and a joint effort of Government, academia and industry to help a
this. Further to ths, efforts are needed to dmystify what a areer in cyber security actually is and
emphasis the diversity of skills that are needed in the field. In part, this should also involve over¢
negative perceptions of roles in cyber security (e.g. abbent being very narrow, technical roles
TheNBE Aa fta2 | ySSR (2 LINRPY2GS 0@06SN) &SOdzNA
offers opportunities to progress in a structured way into a range of senior management

Government shouldontinue efforts in this space.

Recommend&on 7: There is a need for (new or existing) initiatives (whether sponsored

government, industry or other stakeholders) to promote the diversity of technical and rtenhnical

careers in cyber security moreidely. There is a widespread perception thiafs necessary to stud
computer sciences or a STEM subject to have a career in cyber security and more should be «
raise awareness of neiechnical careers to all graduates, including those from-8dEMsubjects.

6.3 How cyber security courses aré&sdd St 2 LISR | YR A Y Rdza G4 NB Qa

The study identifies many different ways in which industry is involved in helping to develop cyber
security skills. 1t underlines the importance of such collaboratiensaring that those graduating
from FE and HE institutierhave the skills needed by employers.

Cyber security courses have evolved in most cases from exisiomgputer sciences (or similar)
courses, initially as a module and then developing in some casea separate course in its own
right. The decision by F&hd HE providers to introduce a course or module (or not) is driven by a
combination of factors; evidence of demand and the capacity to deliver courses being perhaps
the most important consideratias.

Collaboration between the public sector, industry dracademia on cyber security is widely seen

as crucial in designing high quality courses as well as promoting the transition of workers from
other roles into cyber securityThe nature of industry wolvement ranges from being closely
involved in deliverig modules and certification, providing placements or participating in
apprenticeship schemes, industry seminars, careers events to simply recruiting cyber security
graduates. There are various facdahat explain the nature of the relationship between ustry

and FE and HE providers. Cyber security courses and modules are developed by academic
institutions with varying degrees of industry input. In that context, industry certification can be
highlyvalued by students and employers alike.

Despite a generdy positive situation, there are some mismatches and conflicting perceptions
between industry and FE and HE sectoBome employers argue that academic courses do not
reflect whatthe latest developrants in cyber securitgnd that students do not leave cmes with

the sorts of skills that companies need. Equally, FE and HE providers sometimes argue that
employers have unrealistic expectations of what students can learn on a course. The development
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of part-time MScs and of Degree Apprenticeships in cybeust are strengthening the links
between industry and universities by making it possible for students to combine study with work
experience.

Box:6.3: Recommendations How cyber security courses are develdRe | Y R A y R dza

Recommendation 8Although the research did not explore the quality of FE and HE cyber seci
courses linked to employer engagement, a number of benefits were identified that can arise f
such involvement, including skills needsapping and career engagement. Thereforaction could
look to be taken both locally and at national level to ensure employers are involved in the de!
and delivery of cyber security courseés the study highlights, there are various factorsluding
geography and proximity to industry thaketermine the relationship with FE and HE institutions. /£
national level, the further development of Degree Apprenticeships should help to strengthel
relationship. There is scope in this regard to replicatmsof the sectoral initiatives acrodset wider
economy. A stronger framework at a national level to promote links between industry and aca
would also be helpful (possibly based on an expansion of the Cyberinvest injtié&iWthin this
overall franework, particular attention should begd to encouraging smaller firms to becon
engaged in developing cyber security skills. This would be helpful in creating employment lii
industry with FE and HE.

Recommendation 9Cyber security should be promted as a distinct profession in its owright.
This will require the Government, the FE and HE sector, and industry to work together to
agreement on the definition of standardised roles and skills clusters, certification criteria, profes
develgoment routes and other aspects. Busises should help to ensure there is a shared vocabu
to describe the skills they need that are recognised by potential job applicants. New entrants !
be clearer on the skills they need and the importance ofgssional development. At present thel
is a rather confusing array of industrial certification systems and there is scope for these
rationalised.

Recommendation 10Government policies and programmes in the cyber security skills area shc
be mademore visible, particularly amongst HE and FE students and other potential recruits
entry-level roles.Developing a complete roadmap of which projects are being furmedifferent
parts of government could help to improve the connections betweenasitility of such initiatives.

6.4 Gender balance in cyber security

The study confirms that the gender imbalance continues to be a significant problem in the cyber
security eucational building blocks.

The research confirms that the gender gap remains ffigant in cyber security courses and
modules. According to an analysis of AoC and HESA data, in-Q1énly 16% of students
undertaking FE and HE cyber security coursesonrses with a cyber security module were
female. This is very similar to thelstion across STEM subjects more generally.

Despite national efforts to encourage more female students into cyber security, preconceived

notions and ideas continue to afféedthe number of female students applying for cyber security

courses or modulesThefield of cyber security is still dominated by stereotypes and is widely
perceived as a maldominant field. As a resulfemale students do not perceive cyber security as

a@Al 0ofS OFNBSNI LI GK FyYyR aSS (GKS TAS(Th lackiof 6 SAy 3
role female models in this predominantly male field also affects the number of prospective female
students. The research established that m&ty and HE prowds have taken steps to tackle this

gender imbalance problem. This includes: hajdoonferences or talks to emphasise the role of

132 Cyberlnvest is a community of industry, Government and academia, which seeks to enhance collaboration and
coherence in cyber security research within UK universities.
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women in cyber security, the provision of outreach to local schools to attract more female
applicants, and networking events.

More generally, female students or potential students are often not aware of thpportunities

in the cyber security field.One HE representative who contributed to the study claimed that

YO oSN aSOdzNRiGe A&a +y Srae aStfQ odzi GKS A&dadzS
young women. Women have opportunities to entdre cyber security field, particularly ngie

there are increasing numbers of jobs openings. They are, however, not well informed on what
cyber security is really about and the skills that are needed to enter the field.

The challenge is to attract the ietrest of young women who are not naturallgrawn to cyber
security. The key is to raise awareness amongst girls of the attractions of a career in technology
and cyber security while they are still at school. The same can be said across most STEM subjects.
It is well known that the interest of wonmeto pursue a STEM subject drops after they complete
their A Level This suggests more needs to be done to retain female interest in the field before and
beyond theirA Levetd across all STEM subjects. Recruiteexdno be sensitive to gender issues in

the way they spread the image of cyber security in their recruitment policies and materials. The
same argument applies to the way in whiel and HE providers promatgber security courses. A

more inclusive or neutd way of branding cyber security will aa not only to more women, but

to a wider pool of students in other subject areas as well.

Thefindings from the interview and survey programmes suggest that the terminology used to

define cyber security coursesnd modules plays an important role in atéicting (or deterring)

cyber security students.In fact, other studies show that what is sometimes seen as the
WYAEAGEFNAAGAOKkISYRSNBRQ Odz GdzZNB FFyR € Fy3dzZ 3s 2
career in feld. A small number of establishments kaadjusted the way in which they brand and

advertise cyber security courses or apprenticeships to attract more female candidates.

The relatively small number of females studying cyber security of course adveraicts the

flow of female graduates inteentry-level jobs in the cyber security fieldn general, employers
receive few job applications from female candidates which means that they struggle to have
gender diverse teams working within their cyber segumtepartments. Some of the gender
relatedissues in cyber security can also be applied more generally to STEM subjects and have their
origins in the attitudes and perceptions female pupils develop at an early age.
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Box:6.4: Recommendationg Gender balance in cyber security

Recommendation 11initiatives to promote cyber security (whether sponsored by governmel
industry or other stakeholders) should provide more programmes and competitions specific
targeted at female school pupilsThis should specifically include a focus on pupils liaate not yet
made their GCSE choices, i.e. Year 9 or below. In that respect, the activities of CyberFirst p
positive example from which other initiatives can leaMany studies highlight that the origins of tt
gender imbalance in cyber securifg at school when pupils form their attitudes towards differe
subjects. The difficulty of attracting female students into STEM generally has similar origins.
shoutl be done therefore to draw in female students that do not have a natural inclindatbo
computing by introducing the subject while they are still at school. Taking a lead from the Cyb
Girls Competition, other organisations could look to organidirities specifically to encourage fema
students.

Recommendation 12Good practicesn addressing the gender imbalance across FE and HE shou
better publicised so that measures can be replicated more widehg. the report highlights, there ar
a numker of examples of initiatives to encourage female students to study cyber sedBuityhere

seems to be less emphasis on sharing good practice and experiEme are different ways this ca
be done: for example, developing online guides sharing gowdtioe and case studies; ment
programmes and guest speakers; female role modelsetting up fora and organising workshops
that FE and HE representatives can meet and share experiences on how best to address
imbalance issues in their respeat institutions.

Recommendation 13:Greater publicity should be given to successfuéniale leaders and
professionals in the cyber security field in order to inspire more women to undertake HE ant
courses relevant to cyber security and to consider cane@ cyber securityA career in cyber securit
should be further promoted so youngrhale students can explore the wide range of opportunities |
mentor programmes and guest speakers). This should be considered by industry (e.g. when ady
jobs), HE and FE institutions advernment.

Recommendation 14FE and Hinhstitutions should do more to ensure that appropriate language
used to describe cyber security courses and modules so that they appeal to women and to a
diverse audience in gesral. Adapting course titles and module descriptions to attract potrfémale
students and students from diverse backgrounds is a key to broadening the supply of skilled gre
into the field. Extrecurricular activities organised by companies, theveyrnment or education
institutions should use inclusive language tawrin a diverse pool of candidates. Language for th
events or activities should emphases group work and problem solving, as opposed to using mil
masculine connotations.

Oveull, this study suggests that although the provision of Further andddigducation courses and
modules in cyber security is increasing in England, there is still insufficient provision to meet
demand. With the cyber security threat growing, action by &oment, industry and academia is
needed to address this problem andghreport has set out a number of priorities in this regard.
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Appendix A: Examples of Professional Accreditation by
Institution and/or Organisation

University / Level Professional Ac@&ditation

Greenwich University (MSc) Upon completion of thgorogramme, students can achieve
additional qualification after taking the Systems Secu
Certifies Practitioner exam within six months of graduating.

University of Derby (MSc) Students canprepare for the BSI ISO 27001 lead audi
certifications

University of Bradford (MSc) There is the opportunity to gain additional qualifications
Certified ISO/IEC 27001 Lead Implementer and CEH v8 E

Hacking.
London Metropolitan University Students can gain CISCO accreditation
(MSc)
University ofSuffolk (BSc) Course includes preparation for the certification exams

OL{/0uQa /SNIAFASR {SOdaNB |
and Certified Information Systems Security Professional (i
qualifications

University of CentraLancashire Completion of the course leads to partial CEng accredita
(BSc) from the British Computing Society
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Appendix C: Survey questions

1. Please confirm that you have read and understood the stat&#me how your personal

data will be processed in accordance with the rights of data subjects under Data Prote

Act (2018).

Please state the name of your institution:

3. Please tick the box that best describes your institution: Higtrcation; Further
Education; Other.

4. If youare a Further Education institution, do you provitlevel 3 coursedevel 4 courses
or Level 5 courses in cyber security?

5. Please state your role within your institution:

. Do youoffer cyber securitgourses?

The following questions were for thosewhby & 4 SNSR @%& Saé G2

N

7. Are all available places for the current academic year filled in your cyber security cour

8. Do you think that since 201diemand for places to study cyber security haseased,
decreased, or remained about the same?

9. Pleaseprovide an estimate of the number of students; the percentage of female studer
the percentage of overseas students at Level 3, Level 4 or Level 5/ BSc or MSc level.

10.What percentage of youryber security course is purely technical at BSc level?

11.What pecentage of your cyber security course is purely technical at MSc level?

12.Are students enrolled in cyber security courses required to develop other transferable
skills, such as teamwork; prash solving skills; communication skills; other.

13.Are there anycourses available to students that have a cyber security module/compon:
in other Departments, such as Computer Science; Engineering; Psychology; Law; Bus
studies; none?

14.Do your cyberexcurity courses offer any form of accreditation?

15.1n your viewhave these accreditatiorfsad an impact on employability?

¢CKS F2fft2Ay3A ljdzSatArAzya SNB#*T2N (K23

16.1f you do not offer a cyber security course, what is tbason for this?

17.Do you plan to add a cyber security course in the Beyars?

18.What courses are currently available to students that have a cyber security
module/component (options: Computer Science; Engineering; Psychology; Law; Busir
studies; none)

19.Are students enrolled in these courses (with a cyber security modaigdonent) required
to develop other transferable skills, such as teamwork; problem solving skills;
communication skills; other.

20.At which level of qualification do you offer courses with a cyber security module?

Gender balance

21.How many students on youyber security course(s) identify as women?

22.1f there are fewer than 50% that identify as women in cyber secaodtyses, what is the
reason for this gender imbalance in your view?

23.What do you estimate is the gender balance amongst students on catlnaelsave a cybet
security module/component?

24.1f there are fewer than 50% women on the courses with a cyber security
component/module, what is the reason for this gender imbalance?

25.What steps (if any) have you taken to promote the participation of womeayber security

133Questions were tailored depending drrespondent was from FE/HE institutions.
134 Questions vere tailored depending on if respondent was from FE/HE institutions.
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or other courses with a cybeecurity component/module?

26.What steps have proved effective in promoting the participation of women in cyber
security or courses that have a cyber security module/component?

27.Please comment on any other rexams for low female participation in cyber seity courses
and/or steps that might be taken to rectify this situation.

Career pathways

28.What do you estimate is the percentage of UK nationals studying cyber security within
institution?

29.Among your grduates in cyber security remaining in thk, approximately what
percentage of your students went into jobs in this field last year?

30.Among students that completed a cyber security course, what do they go on to do? (If
have any destination data, cowu please sharee.g. percentages goirngto further
study, percentage that get a job, or those unemployed)

31.How well aware are student of cyber security pathways that are open to them?

32.How easy is it for a student to obtain an enteyel job in cybesecurity?

33.Do you offer support to your students to help them enter cyber security occupations?

34.In your view, what are the three most important skills that employers are looking for in
applicants for entrtevel cyber security jobs? On what basis do y@ke this jdgement?

352 KIFd YSGK2Ra KI @S LINPOYSR Y2aid STFSOUAQ
occupations?

36.To what extent do the following constitute barriers to students obtaining cyber security
220Y {GdzRSYy(aQ 2imges, InS&BDEOR A2F aLl NRy § i fi
YR FOGGAGdzRSAT t SSNI ySig2N]l KFNASYR LISN
requirements; Limited soft skills (i.people skills, social skills, communication skills);
20KSNKR2y Qi 1y260

37.In your view, @ employers do enough to attract students to apply for jobs in cyber
security?

38.To what extent is there a difference between the public and private sectors with regarc
cyber security career pathways?

39.Please use the space below to commentamyother barriers to entry into cyber security
jobs that your students face.

Development of cyber security modules

40.In what ways are employers or industry bodies involved in developing your cyber sect
courses and modules?

41.Are your cyber security coses/modulescertified by: cyber security employer; industry
bodies; other.

42.Could employers or industry bodies dmra to help develop or deliver cyber security
courses (in general across the FE/HE sector)?

43.Do you have any thoughts on what more candome by the FE and HE sector to develog
the provision of cyber security training?

44.1s there anything more thajovernment or industry could do to support the developmen
of cyber security skills?

45.Would you be willing to provide further inputs to the stitlfe.g. a telephone interview to
help clarify answers to the survey)
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