
 

             

 

 

 

 

Policy name: Access to Digital Evidence Policy Framework 

Reference: N/A 
 
Re-issue Date: 13 March 2019     Implementation Date: 21 December 2018 
 
Replaces the following documents (e.g. PSIs, PSOs, Custodial Service Specs) which are 
hereby cancelled: None 
 
Introduces amendments to the following documents:  None 
 
Action required by:  
 

 HMPPS HQ  Governors / Directors 

 Public Sector Prisons  Heads of Group 

 Contracted Prisons  Contract Managers in Probation Trusts 

 National Probation Service  
Community Rehabilitation Companies 
(CRCs) 

 
HMPPS Rehabilitation Contract 
Services Team 

 
HMPPS-run Immigration Removal 
Centres (IRCs) 

 
Other providers of Probation and 
Community Services 

  

 
Mandatory Actions:  All groups referenced above must adhere to the Requirements section of this 
Policy Framework, which contains all mandatory actions. 
 
For Information: 
Governors / Directors must ensure that any new local policies that they develop because of this 

Policy Framework are compliant with relevant legislation, including the Public Sector Equality Duty 

(Equality Act, 2010).  

 
Audit/monitoring: This policy will be reviewed at yearly intervals. Please send feedback to the 
functional mailbox.  
 
Resource Impact:  Highly limited as this is process which is currently being carried out under 
guidance notes. We would not expect there to be a resourcing impact.  
 
Contact: Access to Digital Evidence Team, a2de@noms.gsi.gov.uk 
 
Deputy/Group Director sign-off: Claudia Sturt, Director of Security Order and Counter Terrorism, 
October 2018 
 
Approved by OPS for publication: Phil Copple, Joint Chair, OPS, December 2018 
 
 
  



Access to Digital Evidence Policy Framework      Re-issued 13 March 2019      2 
  

Revisions 

Date Changes 

13/3/2019 Minor changes to the text in Annex I and Annex O 

 

 
  



Access to Digital Evidence Policy Framework      Re-issued 13 March 2019      3 
  

CONTENTS 
 

Section Title Page 

1 Purpose 4 

2 Outcomes 4 

3 Requirements 4-6 

4 Constraints 6 

5 Guidance 6-7 

Annex A Guidelines to consider for A2DE Applications 

8-37 

Annex B Appellant Considerations 

Annex C Inappropriate Material 

Annex D Risk Factors 

Annex E Rule 39 Guidelines and Flow Chart 

Annex F The Role of the A2DE Coordinator 

Annex G Application Form 

Annex H Response to Prisoner 

Annex I Compact for the use of A2DE equipment 

Annex J Security Checks 

Annex K Compact for the use of A2DE equipment monthly reviews 

Annex L Risk Assessment for Secure Viewing 

Annex M Searching of A2DE Equipment 

Annex N Document regulating the delivery and receipt of legal documents 

Annex O Refusal of Equipment 

Annex P Removal of Equipment 

Annex Q Procedure After A2DE laptops are removed 

Annex R Case of Ponting and Kenyon 

Annex S Secure Viewing of all TACT cases 

 
  



Access to Digital Evidence Policy Framework      Re-issued 13 March 2019      4 
  

1. Purpose  
 

1.1 This Policy Framework sets out the process for Governors / Directors in providing prisoners 
with access to digital equipment (Information Technology equipment), where that equipment 
is required for prisoners to view electronic disclosure by the Crown as evidence for the 
prosecution in any legal case. Equipment provided for these purposes is termed Access to 
Digital Evidence Equipment (A2DE), previously called Access to Justice Equipment (A2J).  
 

1.2 This policy is intended to give clarity to governors / directors regarding the requirements that 
they must comply with surrounding prisoners’ A2DE in both the Public and Private sector 
prisons and to make clear the expectations of HMPPS surrounding prisoners’ A2DE in the 
light of obligations under Article 6 (the right to a fair trial under the European Convention on 
Human Rights). 
 

1.3 If prisoners do not receive access to evidence as they are entitled to do so, then there is a risk 
that trials will collapse. It is therefore critical that Governors / Directors follow the below policy 
as requested.  
 

 
2.  Outcomes 

 
2.1 Prisoners receive the access to digital evidence which they are entitled to, in line with this 

Policy Framework. 
 

2.2 Governors and Directors are able to appropriately handle requests from prisoners requesting 
A2DE equipment. 

 
 
3.  Requirements  

 
3.1 Governors and Directors must ensure that systems are in place to alert prisoners to this 

Policy Framework on Access to Digital Evidence equipment (A2DE). 
 

3.2 Governors and Directors must ensure that all prisoners allocated A2DE equipment are 
managed in accordance with this Policy Framework. 

 
3.3 Any Access to Digital Evidence must not contravene the Prison Service’s duty to protect the 

public, the victims of crime, other prisoners and Prison Service staff as detailed in the Public 
Protection Manual. 

 
3.4 When handling a request for A2DE equipment, the Governor/Director of the prison must 

consider whether a prisoner will genuinely be disadvantaged without access to the 
appropriate equipment. See Annex A, Guidelines to Consider for A2DE Applications. 
 

3.5 If the prisoner is defending himself or herself it does not necessarily follow that A2DE 
equipment must be provided for the duration of the case (if at all) – for example, it might only 
be needed to view one piece of evidence and so should be withdrawn as soon as possible 
afterwards. See Annex B, Appellant Considerations. 
 

3.6 The Governor / Director must ensure that a Risk Assessment is carried out and is in place to 
mitigate any risks involved in the use of A2DE equipment, please see 5.1 for more 
information.  
 

3.7 Any prisoner who requests A2DE equipment facilities for legal preparation and demonstrates 
a real need for this (i.e. refusing the request would raise a real risk of prejudicing the legal 
proceedings), may be granted access to the A2DE equipment provided for this purpose for 
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the period specified. Whether such access has to be in-possession or not will depend on the 
outcome of the risk assessment. 
 

3.8 Governors and Directors must ensure that prisoners do not have in-possession any 
inappropriate material as part of the disclosed evidence (See Annex C, Inappropriate 
Material) and which therefore could be shared with other prisoners.  Inappropriate material 
includes material that could be used to encourage radicalisation, sexually explicit material not 
allowed in possession, material that could assist in escape or would encourage disorder or 
any other material that the Governor/Director would not wish to have circulating within the 
prison.   
 

3.9 The prisoner must be allowed to see this material if it is part of legal proceedings they are 
engaged in and to facilitate access a secure viewing facility must be provided away from other 
prisoners and the equipment must be removed at the end of each viewing period. It must be 
securely stored in a locked cabinet or safe when not in use. 
 

3.10 Where it is decided that a prisoner is eligible for A2DE equipment, the default position is to 
allow "read only" access - i.e. A2DE equipment that has been configured to HMPPS standard 
to allow a prisoner to read material, but has had all other functions and applications disabled 
(including "write" access). Please see Annex D, A2DE Risk Factors. 
 

3.11 There may be circumstances, such as where a prisoner has a specific disability where the 
Governor / Director should consider the use of an electronic typewriter. This must be for legal 
work only and not for any other use.  In such circumstances the Governor/Director must 
assess and manage any increased risk accordingly, including ensuring that Rule 39 privilege 
is maintained. Governors and Directors must be aware that any documents created using the 
typewriter, which must only be annotations or correspondence to the prisoners’ legal teams or 
the court, are covered by Prison Rule 39 (see Prisoner Communication Services PSI 49/2011 
for handling R39 material). See Annex E, Rule 39 Guidelines and Flow Chart. 
 

3.12 Where the prisoner has voluminous amounts of electronic data, it may make it difficult for the 
prisoner to participate in the proceedings without the use of an A2DE Laptop. These will be 
read only and all annotations are to be in paper format in accordance with Prisoner 
Communication Services PSI 49/2011. 
 
Once the decision has been taken to provide an A2DE laptop, the following 
requirements must be observed;  
 

3.13 All Access to Digital Evidence equipment must be to the approved HMPPS specification. 
 

3.14 Access to Digital Evidence equipment must only contain bona fide materials supplied by the 
Police, CPS or legal teams. This must be sifted before being loaded onto the prisoners’ 
equipment for any inappropriate material. Disclosure DVD / CD disks must not be allowed in 
possession. 
 

3.15 Any member of staff responsible for this area of work must have the appropriate level of 
training and knowledge. See Annex F The Role of the A2DE Co-ordinator. 
 

3.16 All A2DE applications must have an auditable paper trail. Annex G, Application Form; Annex 
H Reply to prisoner; Annex I Compact for the use of A2DE Equipment; Annex J Security 
Checks; Annex C, Inappropriate Material; Annex K, 3 monthly reviews; Annex L Risk 
Assessment. 
 

3.17 Searching procedures for A2DE Equipment must be in accordance with A2DE searching 
protocols. See Annex M. 
 

http://www.justice.gov.uk/offenders/psis/prison-service-instructions-2011
http://www.justice.gov.uk/offenders/psis/prison-service-instructions-2011
http://www.justice.gov.uk/offenders/psis/prison-service-instructions-2011
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3.18 In the event that legal teams hand in further material for disclosure the protocol for receiving 
of media (CD/DVDs’) from legal representatives must be followed. See Annex N. 
 

3.19 If a prisoner refuses to accept the A2DE equipment offered to them, possibly because the 
prisoner wants a fully open laptop with USB facilities and full write access, then Annex O, 
Refusal of Equipment must be completed. 
 

3.20 When the prisoner has finished his case and no longer has the need for A2DE then Annex P, 
Removal of Equipment must be completed. See Annex Q for purging procedure after 
removal. 
 

3.21 All stages of the process from application to removal of equipment must be documented and 
retained in case of legal challenge or in cases where the court, defence or prosecution query 
the procedures followed. 
 

3.22 Governors and Directors must ensure that all inappropriate material (Annex C Inappropriate 
Material), legal undertakings and any material that could be deemed as racially aggressive or 
material that could be used to radicalise other prisoners or be used to cause a risk to prison 
security is viewed in a secure viewing area and never allowed in possession. In accordance 
with Annex L Risk Assessment. 
 

 
4. Constraints 

 
4.1  All A2DE systems must meet the HMPPS Specification of A2DE equipment. The approved 

specification equipment can be purchased through the Access to Digital Evidence team at 

HMP Belmarsh.  

 

4.2  The equipment purchased from Belmarsh does not allow write access on the systems for 
prisoners. If write access were to be allowed and annotations made upon the A2DE 
equipment the entire system would be covered by Prison Rule 39. This would nullify the ability 
to carry out the necessary security checks on the equipment unless there was intelligence to 
suggest inappropriate material is contained on the system. 
 

4.3  The equipment purchased from Belmarsh will ensure that WiFi and USB ports are totally 

disabled for security purposes. See Annex D for security risks. 

 

4.4 A2DE equipment is not suitable for the provision of any Rule 39 correspondence. A2DE 
equipment must not contain any documentation that may be deemed as Prison Rule 39. For 
example, legal letters from a solicitor to their client or from a defendant to their legal team. 
See Annex P Rule 39 Guidelines.  
 

4.5 Electronic disclosure viewed on A2DE equipment is read only. The equipment does not 
facilitate write access (See Annex R, Cases of Ponting & Kenyon). A2DE is only suitable for 
the provision of electronic information that has been disclosed in open court, so it is not 
covered by Rule 39 Legal Privilege and may be viewed by staff.  
 
 

5. Guidance  
 
5.1 Prisoners’ Access to Digital Evidence must be balanced against security and safety 

considerations. A2DE access may be restricted where it is necessary for safety reasons to 
secure good order and discipline, prevent crime or protect victims. As examples please 
consider Annex E (B). 
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5.2 HMPPS is not obliged to provide A2DE or allow A2DE to be provided unless the prisoner or 
legal representative requesting it on behalf of the prisoner satisfactorily demonstrates that 
refusing the request would raise a real risk of prejudicing the specific legal proceedings. 
 

5.3 Access to Digital Equipment (A2DE) equipment can be provided to prisoners in order for them 
to view electronic disclosure.  Electronic disclosure is defined as electronic information 
disclosed by the Crown submitted by The Crown as evidence for the prosecution and which 
formulates the basis of any legal case. 
 

5.4 To allow prisoners access to A2DE equipment introduces a potential threat to security that 
requires a considerable resource to manage and if a prisoner's legal work can be adequately 
conducted without it (i.e. using paper and pen) then that is the safest (and preferred) option.  
 

5.5 Collapsed trials due to defendants’ inability to prepare properly for trial harm the public where 
otherwise good prosecution cases are lost. The potential misuse of A2DE equipment and 
risks attached to this mean that the benefits of access must be carefully balanced against 
costs and risks.    
 

5.6 The purpose of providing the equipment is not to simply facilitate swifter communications or to 
make correspondence and/or submissions more presentable, nor is it solely to make the 
manipulation of digital material easier but rather, it is to prevent the impediment of access to 
material that might result if the equipment was not made available. 
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Annex A 

 

The application may be considered if: - 

 

1. The evidence in the case has been submitted by The Crown in electronic format and is too 
voluminous   to be viewed in paper format or during a legal visit.  

2. To have the amount of relevant disclosure in possession would breach the establishments’ 
volumetric controls. Please note not all disclosure is relevant and most can be viewed with a 
legal representative during a legal visit. 

3. The defence is complex or requires the investigation of data that could not easily be carried out 
without the use of the equipment provided. 

4. The prisoner has a particular disability which would inhibit them from viewing the evidence in 
paper format. 

5. The information is sensitive and in a format that could only be viewed by using an A2DE system. 
For example, a secure video that contains inappropriate material contained in Annex C of the 
Policy. 

6. The prisoner has a live appeal with a valid appeals court number and is appealing against 
conviction and new additional disclosure is available which could cast doubt on the conviction 
and which would fall into the relevant points above. 

 

 

The application may be considered frivolous and not approved if: - 

1. The prisoner wishes to type letters to their legal team rather than write them by hand for their 
trial or personal defence. See Annex R the cases of Ponting and Kenyon 

2. The prisoner wants the laptop purely to view video evidence on. This can be viewed using a 
standard DVD player or during a legal visit with their solicitor. 

3. The prisoner claims or has hundreds of hours of CCTV of which only 5 to 10 minutes, during 
which the alleged crime took place, are relevant. This can be viewed in a legal visit with their 
solicitor. 

4. The prisoner wants the laptop purely to listen to audio evidence on. Audio disclosure can be 
listened to via a standard CD player and headphones can be provided to allow discretion. 

5. If the prisoner would not be competent or able to use the equipment provided. 
6. An appellant appealing against sentence not conviction where no valid additional disclosure is 

submitted. 
7. For a prisoner to prepare an application to appeal. For example, no live appeal is current and 

the prisoner has not been given an appellant number. 
8. The prisoner claims their disability does not allow them to write and would need a typing aid. In 

this case an electronic typewriter should be the preferred option. 
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Annex B 
 
Appellants and Considerations to their applications 
 
The Crown Court has the power to alter a sentence or other order made by the Crown Court within 
56 days of the date on which it was made, (Section 155 Powers of Criminal Courts (Sentencing) Act 
2000, as amended by section 47 and schedule 8 paragraph 28 Criminal Justice and Immigration Act 
2008). This allows time for the correction of errors that would otherwise require an appeal to the 
Court of Appeal. 
 
Before any appeal can commence an appellant must serve an appeal notice (Form NG Notice and 
Grounds of appeal) on the Crown Court office not more than 28 days after the conviction, sentence 
or order in accordance with Criminal Procedure Rules 68.2. There is no requirement for the appellant 
or his solicitor to serve notice on the respondent of an intention to appeal. Neither process would 
require the use of an A2DE laptop. 
 
As soon as an appellant has been granted leave to appeal against conviction the Criminal Appeal 
Office (CAO) will forward to the CCP of the relevant Area written notification of the granting of the 
leave to appeal. This will be accompanied by a copy of the appeal papers, for immediate onward 
transmission to the CPS office dealing with the case. From this point onwards, the appellant may 
make an application for A2DE equipment which should be assessed in the same manner as any new 
A2DE application. Please note that we will not allow the appellant to type on this system. In the rare 
event that typing is necessary then an electronic typewriter may be considered. See Annex R, Cases 
of Kenyon and Ponting. 
 
The Court of Appeal may hear new evidence that was not adduced in the original proceedings if: -  
 

• it appears capable of belief; 

• it may afford any ground for allowing the appeal; 

• it would have been admissible; 

• it is an issue which is the subject of the appeal; 

• there is a reasonable explanation for the failure to adduce it. 
 

New evidence should be submitted and assessed as such and consideration should be given as to 
whether the need for A2DE is essential to the appellants viewing of the new submissions. 
 
An application should be considered ‘live’ if: -  
 

• leave to appeal against sentence is granted and a valid appellant number is available; 
• an application for leave to appeal is referred to the full court; 
• the full court is to hear a renewed application for leave to appeal against sentence; 

where counsel for the applicant is to address the court. 
 
The types of cases in which it may be appropriate for the prosecution to be represented at the 
sentence appeal include: - 
 

• sexual offences; 

• homicide; 

• cases with a national profile; 

• where particular issues arose during the course of the trial or sentencing hearing (such 
as an unwarranted attack on the credibility of the victim or derogatory remarks made 
about the victim in the course of mitigation - in relation to this category reference was 
made to the Code of Practice for Victims of Crime being promoted by the Home 
Office); 

• violence/domestic violence; 

• racially or religiously aggravated crime; 
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• ASBOs; 

• football banning orders; 
• cases where there has been a previous referral by the Attorney General pursuant to 

section 36 Criminal Justice Act 1988, on the grounds that the sentence passed in the 
Crown Court was unduly lenient. 

 

Should the appellant be convicted of any of the above offences then ECHR Article 6, equality of arms 
should be considered in accordance with this PSI and its’ application process. Refer to Annex A, 
Guidelines to consider for an A2DE application. 
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Annex C 

 

Inappropriate Material 

No Material listed below should be allowed in possession and secure viewing protocols should be 

used to view such material 

 

• Video, audio or picture files, containing or depicting any violent act that appears to glorify acts 
of Terrorism. For example, suicide bombings or executions, audio by any radical preacher, 
cleric or any radical audio from any religious denomination*  
 

• Any material subject to a signed legal undertaking. 
 

• Any item that can be considered to be or linked to extremist propaganda, including emblems 
and flags.    

 

• Any publication, audio or video (Including written translations) designed to sway individuals to 
violent extremism * 

 

• Text documentation that could be deemed as weapons or armed/unarmed combat instructions. 
 

• Text documentation with instructions for manufacturing chemical or non-chemical explosive 
devices. 

 

• Any audio, video or picture files that could be used to incite racial or religious hatred. 
 

• Any radical or extremist web sites, which propound racial or religious hatred, or magazines. 
 

• Any form of pornography, whether in picture or text format. 
 

• Any material that breaches Section 31 Crime and Disorder act 1998: - Racially or religiously 
aggravated public order offence. 

 

• Any file that could contain a possible virus. 
 

• Any file that has had its file extension altered. 
 

• Any application or programme, licensed or otherwise. ** 
 

• Any executable file. (i.e.- a file that could be run or started by clicking the icon) ** 
 

• A file that has password protection be it compressed or uncompressed. 
 

• Any operating system or system files that could be collated to form an operating system. 
 

Full Sutton 
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• Hardware or software device drivers. 
 

• Any software that could be used to alter or gain access to the operating system. 
 

NB. Any police witness statements or specialist analyst statements should be loaded onto the in-
possession laptops.  
 
*Special arrangements to view such material in closed and secure conditions can be provided if needed 
by arrangement and authority by Access to Digital Evidence staff only. 
 
**Arrangements should be made to view CCTV or other appropriate disclosure that requires self-
executable application or third-party software. 
 
Legal representatives and other agencies that may be disclosing material contained in this annex 
should be made aware that it should be sent separately to the Access to Digital Evidence Co-Ordinator 
in the establishment and marked accordingly so as not to cause harm or distress to any individual. 
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Annex D 
 
 
 
 
 
A2DE RISK FACTORS 
 
 
The default position of HMPPS is READ ONLY access. Allowing write access can pose a significant 
risk to security. File extensions can be amended and system files manipulated. This would compromise 
the security measures put in place on the A2DE systems. 
 
Illicit material could be created and sent under the cover of Rule 39. This would allow prisoners to write 
and run websites and or carry on with criminal IT based crime by proxy whilst in custody. 
Documentation used to radicalise or promote illegal activities could be produced. 
 
USB ports and other expansion ports could be used to connect an illicit mobile phone providing the 
opportunity for uncontrolled communication in breach of Prison Rules.   
 
USB and other memory storage devices containing information that could circumvent existing physical 
security measures, e.g. escape details, bomb-making information, photographs, can be brought 
undetected into prison through visits. 
 
USB and other memory storage devices can be transferred between prisoners undetected in order to 
circumvent physical security measures. 
 
The use of a USB dongle also called an Internet dongle is a small USB device that allows you to access 
the Internet. You can get both 3G and 4G dongles. It can be referred to as a dongle, USB modem, 
Internet stick, USB network adapter or USB mobile broadband stick. Dongles are popular because they 
offer greater flexibility and can be used on the go. 
 
Integrated wireless capability could be used to access a wireless hotspot (i.e. a network connectivity 
point) outside the secure prison perimeter and control of the establishment, leading to the ability for a 
prisoner to communicate in an uncontrolled manner, in breach of Prison Rules. This would involve a 
close hotspot to be available. 
 
Integrated wireless capability could be used to access a wireless hotspot within the establishment via 
a mobile phone leading to the ability to access the Internet. 
 
Social media access. With the use of any of the connection methods full social media access would be 
available. Facebook, Instagram, Twitter etc. Live videos could be published using Periscope and 
similar applications and Direct Message requests for illicit items could be sent. 
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Annex E 

 

Summary of Legal Disclosure and Rule 39 Material 

 

In England and Wales, there are two main types of legal professional privilege. These are legal advice 

and litigation privilege. This document focuses on litigation privilege. As listed below, three main criteria 

must be examined to assess whether a communication and/or a document may be protected by legal 

professional privilege.  

 

A communication and/or document (and its evidence) will be protected by privilege if it: - 

 

a) Is exchanged between a lawyer and a client (not including standard disclosure bundles);  
b) Has remained confidential since its creation. It will remain privileged, despite having 

been disclosed to a third party since its creation, only if the disclosure was made on 
confidential terms and if the third party had, at the time of the disclosure, a common 
interest in the matter;  

c) Relates to either: An existing, pending or reasonably contemplated litigation (this is 
litigation privilege). It must have been made for the dominant purpose of the litigation 
and related strategic legal advice.  

 

Examples of the above are: - 

 

• Correspondence between a defendant and his solicitor; 

• Correspondence between a solicitor and their client; 

• Instructions to a solicitor or legal team relating to the alleged case against the defendant; 
 

These should be submitted within the standard Rule 39 policy and PSI Prisoner Communications and 

Correspondence procedure. 

  

It excludes internal grievance, disciplinary proceedings, fact finding inquiries and investigations; or 

legal advice given in a *contentious or non-contentious context (this is legal advice privilege).  

 

It must have been made for the purpose of giving/obtaining legal advice. It will cover presentational or 

strategic advice provided that it relates to a client’s legal rights and obligations. It will not apply to purely 

strategic or commercial advice. 

 

All bona fide disclosure, that is disclosure submitted in open court by either the defence or prosecution, 

is NOT covered under Rule 39. Examples of this would be the Crown’s case and submissions against 

the defendant. This can be checked against the disclosure bundle which should be obtained at the time 

of the application for A2DE equipment. 

 

As all A2DE equipment is read only and does not have write ability enabled, it should be impossible 

for the defendant to claim any of the material on the equipment is covered by Rule 39. Some mistakenly 

think that the disclosure submitted (the paper or digital bundles from the CPS) are covered by Rule 39 

as they are the legal claims made against the defendant. This is not the case. Disclosure is NOT 

covered by Rule 39. 

 

 

* In general terms, contentious work includes areas where there is some sort of dispute that involves 

some adversarial process (whether or not this involves any sort of court or arbitration process) whereas 

non-contentious work does not. 
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Rule 39 Flow Chart 

 

 
 
 

  

                    
 
 
 
 
  
 
 
 
 
 
 
  
  
 
 
 
 
 
 
 
 
 
 

Document is not covered by Rule 39 Document is covered by Rule 39 

Is the document instructions from a solicitor to 

Is the document instructions from a defendant 
to  a solicitor? 

Was and is the communications confidential*? 
*Disclosure pertaining to the case from the CPS is NOT 
confidential 
 

Should not be loaded onto 
the defendants A2DE laptop 
but treated as standard Rule 
39 material and submitted in 

paper format 

N 

N 

N 

Y 

Y 

Y 

Y Has the documentation been disclosed by the CPS as bona fide disclosure? 
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Annex F 
 

Role of A2DE Co-Ordinator 
 
The A2DE Coordinator will ensure that A2DE equipment is used only for the legal purpose issued, 
that only licensed copies of software are being used and that other files on the computer, storage 
drives and any media supplied by legal representatives/CPS do not contain inappropriate, illegal 
material or viruses.   
 
  
1. Files on the equipment must not be encrypted, password protected or hidden from view, in the 

event that the prisoner has failed to comply with this instruction he will be given a written 
warning, which will be kept on record.  

 
2. Any further breach of this instruction could result in confiscation of the equipment.     
 
3. A separate stand-alone computer with up to date virus software installed will be used to scan 

for viruses, illicit or inappropriate material and hidden or encrypted files before being 
transferred to the prisoners A2DE Equipment. 

 
4. The A2DE Coordinator will maintain an inventory of the number of CD/DVD’s received. A 

copy of this will be kept in the prisoner’s file with the A2DE Department.  
 
5. Where a virus or corrupted disk is detected, the A2DE Coordinator will return the disk to the 

legal representative or CPS and request a non- infected / corrupted copy of the material. A 
covering letter will be attached with the disk. 

 
6. Rule 39 correspondence between the prisoner, legal advisors and/or the court must be hand 

written in accordance with PSI 49/2011. 
 
7. All HMPPS specification A2DE equipment will have an administrators account for use by the 

IT Manager / A2DE Coordinator or their deputy. 
 
8. All HMPPS specifications computers will be etched with an individual serial number. 
 
9. HMPPS issue equipment must be recorded on the prisoner’s property card and endorsed “not 

to go on transfer with prisoner” by the A2DE Coordinator. 
 
10. The A2DE Coordinator will co-ordinate all relevant documentation and keep accurate records 

for reference / audits.  
 
11. A scanner, printer or printing facilities will not be provided at any time. 
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Annex G 
 
 
 
 
 

APPLICATION FOR A2DE EQUIPMENT 
 
 

 NAME: 
 

No: COURT DATE: LOC: 

Issue of A2DE equipment is on a case-by-case basis. Below is an example of some of the 
application criteria. 

 
1. The evidence in your case has been submitted by The Crown in electronic format and is 

too voluminous   to be viewed in paper format or during a legal visit. 
2. The defence is complex or requires the investigation of data that could not easily be 

carried out without the use of the equipment provided. 
3. You have a particular disability, or there are other relevant health factors. 

 
 
Please give details of your particular needs for an A2DE Equipment 
(Attach additional sheets if required)) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The application may be considered frivolous and not approved if: - 
 

4. You wish to type letters to your legal team rather than write them by hand for your trial or 
personal defence. 

5. You want the laptop purely to view video evidence on. *  
6. You want the laptop purely to listen to audio evidence on. * 
7. If you would not be competent to use the equipment provided. 

 
*N.B Exceptional circumstances may be considered 
 

Please provide details of why this cannot be viewed during a legal visit with your legal 
representative. 

 
 
 

Full Sutton 
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Requests for alternate software may be granted if the legal case/defence clearly requires more 
facilities than the standard package offers.  
If required please give details of what is required and why. 

 
 
 
 

Do you have you any medical conditions that should be taken into account?  
 
 
 

How long do you think this legal work will take? 
 
 
 

All disclosure material will be loaded onto the data partition on the issued A2DE Equipment. 
Disclosure is not covered by rule 39(a), there will be no breach of Prison Rule 39 in its entirety. 

 

Please provide full contact details of your legal representative, including telephone number and 
fax no. 

 
 

Address:    _________________________ Telephone: ____________________________                                                                       
                   
      _________________________  FAX No:      ____________________________                                                                                                                            
                                                                                          
      _________________________                                                                    
 

Post Code: _________________________ 
 
 

 
 

 
 

Signed..........................................   Date................................................ 
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Annex H 
Annex B Response to Prisoner 
 

                                                                                                                                                                                                                                                                                                                                                                     

Full Sutton 

 
 
 

Response to Prisoner Application for Use of A2DE 
 
  

Name:                          Number:                                       Location:  
  
  
Your application to have A2DE has been considered. 
 
 
 
Has the application been approved 
 
 

YES / NO  
 
 
 
Reason for Decision 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Name:……………….………. Date............................................. 
 
 
A2DE Co-Ordinator / Prison Manager 
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    Annex I 

 

COMPACT FOR THE USE OF A2DE EQUIPMENT  
 
Having taken into account the application of NAME OF PRISONER for A2DE Equipment, the items 
listed below will be supplied under the terms of this compact for legal work only 
 
The equipment will consist of:  
 

1. 1 X A2DE EQUIPMENT       Serial No OF EQUIPMENT 
2. 1 X MAINS TRANSFORMER (When required)  
3. 1 X POWER LEAD (When required) 
4. 1 X CARRY CASE (When required) 
 

Equipment will be provided for in cell use only. The Equipment may not be taken on the exercise 
yard, on association, in any other prisoner’s cell or when the prisoner is engaging in other 
activities. This Equipment may be taken to Court, Legal Visits/Video Link and used solely by 
the prisoner for the duration of the legal visits. 
 
The equipment will be provided from the date of TYPE DATE  
 
This is subject to an initial period of 3 months and then 3 monthly reviews. 
 
Prison No :  Name :  
 
LOGIN USER (THIS IS THE PRISONER LOGIN) PASSWORD (PRISON NUMBER) 
 
Agrees to abide by the following terms and conditions: 
  

• Will only use the issued equipment for the purpose of viewing legal disclosure. 
 

• You are solely responsible for the items listed above. Any wilful damage, tampering or loss of 
the equipment will be treated as a breach of this compact and as such a formal warning will be 
issued which could result in the withdrawal of the equipment. 

 

• Will only use the issued equipment for the purpose of viewing legal disclosure. 
 

• Will immediately bring to the attention of the A2DE Coordinator or prison staff any operating 
difficulties encountered. 

  

• Any files that are deleted accidentally or otherwise modified will not be recoverable by the 
establishment. 

 

• You are not permitted to make changes to the file structure, copy, and move, rename or create 
any new files. All information contained on the equipment must have been submitted by the 
CPS/SOLICITOR as disclosure. 

  

• Disclosure material will have files loaded to the designated section of the equipment. 
 

• Will not access or make any attempt to access the operating system or operating system 
partition. 

 

• Will not install or attempt to install any programmes or applications on the equipment. Failure 

Full Sutton 
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to comply may result in the removal of the equipment. 
  

• Will comply with the rules regarding prisoner communications and will not circumvent or 
attempt to circumvent the procedures. 

 

• Will allow the A2DE Coordinator to take the equipment away to routinely scan the hard drive of 
the equipment for any inappropriate material or virus’s.  

 

• Will not have in possession any disks that contain any computer data, illicit or inappropriate 
material. 

 

• Will not share (Physical or Audio) or let any other prisoner use the equipment issued above. 
 

• Will not play any audio or video containing audio at a level that can be deemed as too loud by 
staff. 

 

• Will not remove the equipment from your accommodation unless it is for the purpose of a 
booked legal consultation, Video link appearance or court appearance. 

 

• Has been made aware of the health and safety issues relevant to the use of IT equipment (see 
below). Points to note when using IT equipment 

 
Monitor: The monitor/screen should be positioned about 18 to 20 inches from your eyes and the top 
of the screen should be at eye level or lower.  Ensure the monitor/screen is positioned to prevent 
reflected glare from windows or lights. 
  
Posture: Sit with your back relaxed and your hips and knees at an approximate 90º angle to your 
chair’s seat and your thighs roughly parallel to the floor.  Keep your feet flat on the floor. 
   
Mouse: If using a mouse, move your entire arm instead of just bending your wrist.  Ensure the 
mouse is positioned for ease of movement. 
  
Breaks: If working for long periods, take regular breaks.  Get up from your chair, stretch and loosen 
your wrists with gentle exercise.  Do not sit in one position for long periods. 
 

• Failure to comply with the conditions outlined in this compact (as per PSI 2/2001) or any local 
policy may result in withdrawal of the IT facility or restricted use of A2DE equipment. 

 

• The Hard drive will be purged when a prisoner has no further need for the equipment.   
 

• If headphones are required for use, this must be ordered in line with local facilities policy  

• (Exceptions overriding such policy on approval from The Governor) 
 

• I will not take the equipment on transfer and will hand it over to staff. 
 

• I accept these items on loan from the prison service and will comply with all regulations 
appertaining to the use of the equipment.  

 
 
Signed………………………  Name…………………….…    Date………………… 
Prisoner 
 
Signed……………………...   Name……………………….   Date………………… 
Establishment 
 

This compact supersedes all previously signed compact  
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Annex J  

 
 

A2DE INVENTORY/SECURITY CHECKS 
 

Name:            Number : Location  

Make/Model: Equipment Serial Number:  

Issued by: Date: Sign: 

 
Security Checks 

Section One 

 
 

Initial issue Date Date Date Date Date 

Equipment Serial 
Number 

      

 
Virus check 

 

      

Carry case 
 

      

HDD Check       

Name                   
 

     

Signature  
 

     

       
HDD PURGED   DATE:    

 
 

Full Sutton 
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Annex K 
 
 

 
 

COMPACT FOR THE USE OF A2DE EQUIPMENT REVIEW 
 
 

Prisoner Name………………………………………… Number………………………………… 
  

 
The use of equipment …………………has been reviewed and it is agreed that the equipment can 
be used for a further period of 3 months, as dated below. 
 
 
 
 
From ………………………           Ending …………………….…     
 
 
 
 
 
 
From ………………………           Ending …………………….…    
 
 
 
 
 
 
From ………………………           Ending …………………….…    
 
 
 

 
 
  

Full Sutton 
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Annex L 
 

Risk Assessment for Secure Viewing 

Risk Who is affected Key Risk Factors Control Measures Review 

 
Unauthorised viewing/sharing 
of secure TACT material, 
which is designed to glorify 
acts of terrorism and has the 
potential to radicalise. 
 
Unauthorised viewing/sharing 
of other types of sensitive 
material including 
pornography, sexual abuse, 
violence, which may be 
protected by a legal 
undertaking, although not 
always so 
 
NB This covers the risk of 
material being shared both 
with others in the prison and 
being put onto social media 
sites, or sent out of the prison 
– possibly with use of illicit 
mobile phones. 

 
Staff and Prisoners 

 
Staff and prisoners 
subjected to graphic and 
violent images and videos 
including torture, 
beheadings and similar acts 
of atrocity  
 
Prisoners having the 
opportunity to exult in 
material that glorifies 
violence and/or acts of 
terrorism, potentially leading 
to radicalisation, or as a 
minimum impeding 
rehabilitation 
 
Reputational damage to the 
prison, NOMS and the 
Government. 

 
All secure viewing is to be carried out in 
a controlled environment. Secure 
material will be marked ’SECURE’ and 
should be treated as such. 
 
Secure material will be clearly labelled 
and access will only be provided on the 
appropriate A2DE equipment, which 
must not be permitted outside the 
“controlled environment” 
 
A Controlled environment is deemed as 
an area that 
 
 

• Cannot be over looked by other 
prisoners 

• Audio Must be played via 
headphones and not on the 
equipment speakers 

• The area must have a secure 
lockable door 

• Equipment must never be allowed 
in possession outside of the 
secure area 

• A plug point must be accessible 
for the power supply 

• A suitable chair and table must be 
provided 

 
All local risk 
assessments, safe 
systems of work 
and security 
strategies will be 
reviewed regularly 
or when 
circumstances 
significantly 
change. 
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• Pen and paper for note taking 
and annotations must be made 
available 

• The prisoner must not take 
anything into the area other than 
the pen and paper provided 

• The equipment must be securely 
stored in an appropriate safe area 
when not in use 

• Staff may not view the material on 
the equipment as it can be highly 
sensitive, distressing and or 
subject to a legal undertaking 

• The prisoner must sign each time 
he views the material including 
both date and time 
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Annex M 
 

Searching of A2DE Equipment 

 

When staff undertakes a cell search, they must ensure that the A2DE equipment case is intact and 

has not been tampered with. The equipment will be switched on and the CD DVD Rom drive, where 

applicable, ejected to enable staff to check for any hidden items. The A2DE Coordinator or their 

nominated deputy will carry out any other necessary checks.  

 

If there is evidence to suggest the equipment has been tampered with the searching staff will seal 

the computer in its case and then place it in a sealed property bag. The bag containing the computer 

must be passed to the A2DE Coordinator for further inspection.   

 

The A2DE Coordinator will perform security checks ensuring that the seals, hard drive, access to 

the equipment and the media are correct and have no inappropriate material on them. 

 

This security check will be performed at least once every three months unless the risk 

assessment/application stipulates otherwise.  

 

If inappropriate material is found on the equipment it will be confiscated placed in a bag and sealed 

pending further investigation and the prisoner placed on report.  

 

In the rare event that write permission has been given to enable the prisoner to formulate algorithms 

or data essential to the prisoner’s defence, then saved files on disk or hard drive must not be 

encrypted; password protected or hidden from view, in the event that the prisoner fails to comply 

with this instruction the prisoner will be given a written warning, which will be kept on record. 

 

Any further breach of this instruction could result in confiscation of the equipment. 
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Annex N 
 

A2DE DOCUMENT REGULATING THE DELIVERY AND RECEIPT OF LEGAL DOCUMENTS 
 
 
General 
 
The following document sets out the procedures that should be followed with regard to legal 
documents (whether in paper or electronic form or video evidence) which solicitors and legal advisors 
(hereafter "solicitors") wish to hand in or pick up during legal visits.  
 
This document will generally be followed but it is always subject to the prison’s operational 
requirements and the need to maintain security and prevent crime.  Therefore, it may need to be 
departed from if operational requirements or other factors demand.  Relevant operational factors may 
include visitor numbers, staffing levels and intelligence concerning a particular prisoner or legal 
adviser. 
 
Solicitors may only pick up documents from, or hand documents to, the client they are visiting.  In 
particular, visits staff must not accept legal documents for prisoners who do not have a legal visit 
booked. 
 
Handing in paper legal documents 
 
Solicitors may hand in paper legal documents to their clients during legal visits.  There is no absolute 
limit on the volume of documents that can be handed in at any one time, subject to the following.  
Bringing in a large quantity of legal documents may hinder the searching procedures at the prison 
gate and this could cause undue delay to both the solicitor bringing it in and to other solicitors.  
Additionally, solicitors need to be aware that their clients will be required to carry the documents 
some considerable distance from the legal visits area to their cells.  Thus, if a large quantity of 
documents needs to be brought in, it will generally be necessary for the solicitor to give at least 24 
hours' notice of this so that suitable arrangements can be made. 
 
If a solicitor arrives at the prison gate with a large quantity of documents which will hinder searching 
requirements and/or cause delay to other visitors, but without having given such notice, then he will 
need to explain (without being asked to reveal the contents of the documents) why he could not have 
given the relevant notice.  Unless a proper explanation is given, staff at the prison gate may refuse 
to allow the legal documents to be brought in. 
 
Prior to the start of a legal visit, a solicitor must bring to the attention of the prison visits staff his 
intention to hand legal documents over to his client during the visit.  It should be noted that, whilst all 
items on the solicitor will have been subject to the normal entry searching procedures, a further 
search will be required because the legal documents will be passing into the possession of a prisoner. 
 
A member of prison staff must therefore flick through the documents that are intended to be handed 
over, in the presence of the solicitor, to check that they do not include any illicit enclosures.  Prison 
staff must not read legal documents and therefore the process must consist of no more than a brief 
visual inspection.  On completion the solicitor is then free to hand the documents over to his client 
during the legal visit. 

 
At the end of a legal visit a prisoner will be subject to the usual search procedure before he is returned 
to his Residential Unit.  As part of this procedure, legal documents not covered under Rule 39 will 
also be searched in the presence of the prisoner to check that they are legal documents and to check 
that they do not include any illicit enclosures. 
 
Handing out paper legal documents 
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If a prisoner wishes to hand out to his solicitor any legal documents during a legal visit, he must 
inform visits staff of this before he enters the visits room.  A member of prison staff must check that 
the documents that are intended to be handed over, are legal documents and that they do not include 
any illicit enclosures. Rule 39 documents must not be read by prison staff.  On completion of this 
check the prisoner is then free to hand the documents over to his solicitor during the visit. 
 
Unforeseen need to hand over legal documents 
 
There may be occasions when the need to hand over a particular legal document only arises during 
a legal visit when no prior request has been made by either the solicitor or the prisoner.  On such 
occasions the solicitor must ask a member of prison staff for permission to hand over the document 
in question.  This situation should be unusual and, in order to maintain the integrity of the document 
set out above, permission may be refused to hand over documents unless a satisfactory explanation 
is provided of why a prior request could not have been made in accordance with it. 
 
Once the document has been checked to see that it is a legal document and that it does not include 
any illicit enclosure a member of prison staff may approve the handing it over.  
 
The disks will be logged and checked for viruses with virus scanning software.  The files on the disk 
will also be checked to ensure that they are not password protected, encrypted or hidden.  As with 
all non-Rule 39 legal correspondence, prison staff are entitled to check to ensure that no illicit 
enclosures are contained on disks. Therefore, files may be opened to permit a cursory inspection to 
confirm that they are bona fide legal documents.
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Prisoners handing out electronic documents 
 
Any prisoner wishing to hand out any Rule 39 legal correspondence must do so in accordance with 
the Prison Service Policies on sending out Rule39 material.  
 
There may be occasions when the need to hand over a disclosure disk only arises during a legal visit 
when no prior request has been made by either the solicitor or the prisoner.  On such rare occasions, 
the solicitor must ask a member of prison staff to seal the disk in their presence. This should then be 
given to the A2DE Coordinator to download onto the prisoner’s laptop.  This situation should be 
unusual and, in order to maintain the integrity of the document set out above, permission may be 
refused unless a satisfactory explanation is provided of why a prior request could not have been 
made in accordance with the above procedure. 
 
Legal visits at court to prisoners escorted by the Prison Service 
 
There may be occasions where there is a need to hand over legal documents during a legal visit that 
takes place at court. Paragraphs nine and ten of this document will apply on these occasions. 
 
There may also be occasions where the need to hand over a disclosure disk arises. On such 
occasions the solicitor must ask a member of prison staff for permission to hand over the disk in 
question. This situation should be unusual and, in order to maintain the integrity of the document set 
out above, permission may be refused unless a satisfactory explanation is provided. It should also 
be noted that the prisoner will not receive the disk and the content will be loaded onto the prisoners’ 
laptop in the usual manner. In the case of an ongoing trial, this may not be before the next day’s court 
business. 

 
Where it is agreed by the Officer I/C of the escort that electronic media may be handed in, it must be 
handed in a sealed envelope with the following information annotated on the front of the envelope: -  
 
Prisoners name; 
Prisoners number; 
Name of the solicitor depositing the item and name the firm to which they represent; 
Number and description of items being handed in. 
           
The A2DE Coordinator at the prison will be responsible for transferring data from the disks to the 
hard drive on the prisoner’s laptop. The disk will be checked for viruses with virus scanning software.  
The files on the disk will also be checked to ensure that they are not password protected, encrypted 
or hidden.  As with all non-Rule 39 legal correspondence, prison staff are entitled to check to ensure 
that no illicit enclosures are contained on computer discs.  
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Legal visits at court to prisoners escorted by an escort contractor 
 
There may be occasions where there is a need to hand over legal documents during a legal visit 
that takes place at court. Paragraphs nine and ten of this document will apply on these occasions. 
 
There may also be occasions where the need to hand over a computer disc arises. On such 
occasions the solicitor must ask a member of prison staff for permission to hand over the computer 
disc in question.  This situation should be unusual and, in order to maintain the integrity of the 
document set out above, permission may be refused unless a satisfactory explanation is provided. 
It should also be noted that the prisoner will not receive data contained on the disk until the necessary 
checks have been made by the A2DE Coordinator at the establishment. In the case of an on-going 
trial, this may not be before the next day’s court business. 
 
Where it is agreed by the Officer I/C of the escort that electronic media may be handed in, it must 
be handed in a sealed envelope with the following information annotated on the front of the envelope:  
 
Prisoners name; 
Prisoners number; 
Name of the solicitor depositing the item and name the firm to which they represent; 
Amount and description of items being handed in. 
 
The escort contractor will pass the sealed envelope to the Reception SO at the establishment who 
will be responsible for ensuring the sealed envelope is passed to the Orderly Office for secure 
storage until the A2DE team can collect it. 
 
IT Evidence received via the post 
 
If it has been identified that there is disk contained within a letter covered by Rule 39, the letter must 
be opened in the presence of the prisoner and the disc returned to the solicitor to be sent in to the 
prison in accordance with the procedures laid out above.  
 
Only discs containing disclosure will be accepted by the prison. Any Rule39 material should be 
loaded onto the solicitor’s laptop for viewing with their client on their pre-booked legal visit. 
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Annex O 
 

 
 
  

 

 

 

 

                                                                                                                                                

 
Date …………………. 

 
 

 
 
 

Refusal of A2DE Assistance. 
 

 
I ……………………………… confirm that I do not require the use of the A2DE equipment, 
the purpose of which has been fully explained to me 
 
I acknowledge that by refusing this assistance I will have to view my evidence in a booked 
legal visit with my solicitor or have my solicitor provide my evidence in paper format providing 
that it is not of a secure nature. 
 
I am fully aware that I am not allowed to be in possession of any evidence that contravenes 
the Annex E (enclosed with this letter) 
 
 
 
 
 
 
 
 
 
 
Signed………………………  Name…………………….…   Date………………… 
Prisoner 
 
 
Signed……………………...   Name……………………….   Date………………… 
Establishment 
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Annex P 
 
 

 

 

 

 

                                                                                                                                                

 

Date …………………. 

 

 

 

 
 

Confirmation of removal of A2DE equipment. 
 
 

 
I ……………………………… confirm that I no longer require the use of the A2DE equipment that has 
been provided to me. 
 
I acknowledge that the equipment has been removed on ……………………… by an A2DE member 
of staff. 
 
 
Reason for removal: 
 
 
 
 
 
 
 
 

 

Signed………………………  Name…………………….…   Date………………… 

Prisoner 

 

 

Signed……………………...   Name……………………….    Date………………… 

 

Establishment 
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Annex Q 
 
 
Procedure after A2DE laptops are removed 

 

When a prisoners’ case has finished the A2DE laptops are removed by the A2DE co-ordinator. The 

hard drive is removed and sent back to Belmarsh or the entire system is sent back to be purged and 

prepared for the next applicant. The sending prison must ensure this is via a secure courier or secure 

post. 

 

On arrival at Belmarsh the drives are removed (if they have not been removed already) and all the 

data on the Z: drive (the prisoners’ partition on the laptop) is purged*. The purging process is to the 

current DoD standard.  

 

Should the drive be faulty a new hard drive is imaged and placed into the A2DE laptop and returned 

to the sending prison for re issue. All laptops are the property of each prison and are purchased, at 

this time, via inter unit charging to Belmarsh. 

 

On the return of the A2DE laptop each system is checked for integrity and any illicit tampering. Any 

issues found are reported to the prison concerned for their attention and remedial security processes 

to be put into place. 

 

All the data from each case which has been sifted at Belmarsh, including any unused bundles, are 

stored on a secure network drive. There is currently no time scale for the time this is kept. This is 

carried out for the following reasons; 

 

Should there be an imminent appeal then the disclosure is already sifted and can be re loaded 

without causing any delays in the legal process. 

 

Should there be an appeal against conviction at a later stage the original disclosure or any requested 

unused disclosure from the initial case files can be loaded onto an A2DE laptop. 

 

Should any legal arguments or allegations that files were not viewed by a legal team then the data 

will show exactly which files were loaded onto the prisoners A2DE laptop. 

 

 

 *Data purging is a term that is commonly used to describe methods that permanently erase and 

remove data from a storage space. There are many different strategies and techniques for data 

purging, which is often contrasted with data deletion. Deletion is often seen as a temporary 

preference, whereas purging removes the data permanently and opens up memory or storage space 

and permanently removes all previous data. 
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Annex R 
 
Ponting v Whitemoor 
R v Kenyon 
 
(R(Ponting) v Governor of HMP Whitemoor and the Home Secretary (2002) EWCA Civ 224.) I should 
point you to the following:- 
 
Ponting lost his case. The Court said that having read his hand-written submissions, they had been 
able to understand his arguments and points he was making.  There was no requirement laid down 
by the Court that written submissions had to be in a typed format or to reach a certain level of English.  
Were the rules to specify a typed format was required for documents/submissions to be presented 
then he would have a far stronger case.  Equally the Court would not reach a judgement on any legal 
challenge based on the quality of the English used or the quality of the spelling employed.  The Court 
would consider submissions even if made 'on the back of an envelope'.  All they asked is that what 
was being presented to them could be read and understood.  They concluded that the submissions, 
although with spelling and other grammatical errors were in a format that could be understood. 
 
R (on the application of Ponting) v Governor of HMP Whitemoor and another 

 

[2002] All ER (D) 320 
(Feb) 

Court: Court of Appeal, Civil Division 

Judge: Schiemann, Clarke and Arden LJJ 

Representation 
Colin Ross-Munro QC and Arthur Blake (instructed by Hickman & Rose) 
for the applicant. 

  
Rabinder Singh and Sam Grodzinski (instructed by the Treasury 
Solicitor) for the respondents. 

Judgment Dates: 22 February 2002 

 

The Case 

Conditions imposed by the prison authorities on the use of a computer by a prisoner in connection 
with litigation did not breach his human rights. 
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Case of Kenyon 

Publisher Citation: [2012] All ER (D) 118 (Jun) 

Neutral Citation: [2012] EWHC 1259 (Admin) 

Court: Queen's Bench Division, Administrative Court 
(London) 

Judge: Hickinbottom J 

Representation Matthew Stanbury (instructed by Chivers 
Solicitors) for the claimant. 

  Cathryn McGahey (instructed by the Treasury 
Solicitor) for the defendant. 

Judgment Dates: 22 March 2012 

Catchwords 

Human rights - Right to a fair hearing - Prisoners - Prisoner's request for laptop to prepare legal 
case being refused by governor of prison - Prisoner applying to court - Whether refusal to provide 
laptop to prisoner in breach of human rights - European Convention on Human Rights, art 6. 

The Case 

Human rights Right to a fair hearing. The Administrative Court held that the decision of the prison 
Governor not to allow the claimant prisoner use of a laptop computer in order to prepare his case 
was not in breach of art 6 of the European Convention on Human Rights. 
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Annex S 
 
Secure viewing of all TACT cases 
 
Justification and legal requirement to view material: 
 
Under Article 6(3)(b), everyone charged with a criminal offence has the right to have adequate time 
and facilities for the preparation of his/her defence. Currently when the Crown disclose the bundles 
for court they are in their entirety. This means that inappropriate material (including but not limited, 
to beheadings, torture, acts of terrorism, extreme acts of violence) is included within the bundles. 
  
ECHR Article 6 gives the prisoner the right to view what the Crown has submitted in its case. 
Currently staff sift through the files to find any inappropriate material and place it onto a secure read-
only laptop to be viewed in a secure environment and not kept in possession. This reduces the risk 
of radicalisation. In TACT cases especially, a vast percentage of the files can be distressing to view. 
 
Rationale for approach change: 
  
Due to the volume of material which requires sifting it is difficult to guarantee that no files are missed 
and inadvertently placed on a non-secure read-only laptop. This poses significant risks for the 
service to prison/national security if any files slip through the net. We also seek to reduce the time 
spent viewing distressing material.  
  
How to manage the viewing: 
 
Due to these risks all TACT disclosure should be deemed as secure and viewed only on a secure 
read-only laptop. As viewing is carried out in a secure area away from other prisoners the ability to 
use these files for acts of radicalisation or glorification are mitigated. This also negates any need for 
staff to view any files and removes the risks of any files inadvertently finding its way into the prisoner’s 
possession. 
 
How we define secure area: 
 

• A secure viewing area can be in a single cell over night or during lock up. 
Headphones should be supplied to ensure audio is not overheard, and this provision 
should be noted. A shared cell should never be treated as a secure viewing 
area, because of the risk of another prisoner either being radicalised or traumatised 
through exposure to violent material.  

• A separate secure environment away from other prisoners. For example, legal visits 
viewing area.  

• Any other area that complies with the risk assessment for secure viewing (i.e. the 
inability for others to view the content). 

• Where the secure area that is used is an area other than the prisoner’s cell, the 
prisoner must be given adequate time in that area to view the material. The length of 
time that is adequate will depend on a range of factors, including the volume and 
complexity of the disclosure material, and the characteristics of the prisoner (e.g. if 
they have learning disabilities/other educational needs). Should a prisoner raise 
concerns that do not have adequate time to review content a governor must ensure 
arrangements are put in place to accommodate their needs.   

 
Staff must ensure that all read-only laptops are removed when not being viewed in the secure area 
including the prisoner’s own cell. These should be securely stored and returned to the prisoner during 
the next viewing session.  
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Legal visits and viewing secure content: 
 
A prisoner should be allowed to view the secure read-only laptop with their solicitor on a legal visit. 
This should be given to the prisoner at the start of the legal visit and removed on completion of the 
visit. Once again, a viewing document would need to be signed. If a prisoner refuses to sign then 
this should be signed by a member of staff and verified by another member to this affect. 
 
Attached with this draft is a secure viewing Risk assessment and a document for the prisoner to sign 
whenever they view the secure disclosure. If a prisoner does not wish to view the disclosure then 
this should be noted on the document and signed to avoid any legal challenges pertaining to 
insufficient viewing time to prepare their defence. 
 


