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PREFACE
Background

The Multinational Interoperability Council (MIC) was formed in October 1996 to provide an
oversight of coalition interoperability and assist in coalition building. MIC member nations are
Australia, Canada, France, Germany, Italy, the United Kingdom and the United States.

The objective of the MIC is to influence the development of operational practices and enable
more effective coalition operations.

The MIC, led by senior operations officers of the member nations, focuses on identifying and
addressing interoperability issues across the contemporary operating environment. It
addresses inter-agency and comprehensive approach activities that are key to planning and
conducting coalition operations. Additionally, it addresses civil-military activities that are key in
establishing and conducting coalitions as well as policy issues for supporting and monitoring
coalitions and/or multinational operations. It is not intended to duplicate or to subsume other
interoperability working groups or forums.

Purpose of the Coalition Building Guide

The purpose of the Coalition Building Guide (CBG) is to facilitate lead nations, troop
contributing nations and participants in the establishment, and effective operation of, a
coalition anywhere on the globe.

Specifically, the Guide concentrates on the strategic and operational levels of multinational
joint operations and identifies some of the essential factors associated with the process of
coalition building. Additionally, it attempts to provide a common framework of reference for
contributing nations.

Audience

This Guide has been written to assist MIC member nations, and their potential partners, to
work more effectively together. It also aims to offer guidance to a lead nation, a designated
Coalition Force Commander and the coalition staff.

Key Assumptions

1. Future military operations are increasingly likely to be multinational and inter-
agency in character.

2. A multinational operation may be carried out within an established alliance
framework or through the formation of a coalition.
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3. In most cases, coalition operations will be facilitated by the selection of a lead
nation, the definition and responsibilities are within this Guide.

4. Each MIC member recognizes that it may be called upon to perform the role of lead
nation in future multinational operations.

5. There will be a recognized international organization that provides the mandate for
a legitimate level of activities.

Coalition Building Guide Structure

The CBG does not constitute official policy or doctrine, nor does it represent a definitive staff
planning or military decision-making guide. The North Atlantic Treaty Organization (NATO) joint
doctrine, unless otherwise specifically directed, is the default doctrine for planning and
conducting coalition operations.” Unlimited local reproduction and distribution is authorized.

The CBG is a living document that is developed when lessons are identified during the conduct
of coalition operations, training and experimentation. It is also influenced by technological
advances that may enhance aspects of coalition interoperability and communications, as well as
national and alliance doctrinal development.

The CBG is organized into three volumes so that readers can easily extract the information
required. Volume | covers the fundamentals and deals with interoperability issues at the very
high strategic level. Volume Il covers the principles of planning coalition operations at the
strategic level. Specifically, Volume Il covers:

e Campaigning;

e Strategic Planning Guidance;

e MIC Nations’ Strategic Planning Framework;
e Coalition Operational Planning;

e Coalition C2 Structures; and

e Key Cross Functional Considerations.

Volume lll is a compendium of separate MIC documents that covers key interoperability issues
that need to be considered at the strategic/high operational level. This includes:

e Volume lll.1 - Future Coalition Operating Environment (FCOE) document

e Volume lll.2 - Cross-Cultural Awareness and Competence (CCAC) document
e Volume lll.3 - MIC Nations’ Decision Making Processes

e Volume lll.4 - Stabilization Handbook

! This guide uses established NATO Allied Joint doctrine as a basis. NATO doctrine is the ‘default’ doctrine for a
MIC member nation led coalition unless the lead nation specifies the military doctrine to be used. If a lead nation
chooses to use other than NATO doctrine it must ensure all participating coalition partners have access to the
doctrine in use. Operating procedures as well as tactics, techniques and procedures will be prescribed by the lead
nation.
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e Volume IIL.5 - Rapid Recce Handbook for H/DR

e Volume lll.6 - Logistic Planning Considerations

e Volume lll.7 - Common Record of Logistic Recce for Coalition Partners
e Volume I1.8 - CIS Planning Considerations

e Volume Ill.9 - National Factors for COIN

e Volume lll.10 - National Perspectives on the Use of Biometric Data
e Volume lll.11 - National Positions about Private Security Companies
e Volume lll.12 - Counter-IED

e Volume lll.13 - Detainee Operations

e Volume lll.14 - Internally Displaced Persons

e Volume llI.15 - Military Contribution to Strategic Communications

e Volume lll.16 - Cyber Defense

CBG Volume | (3" Edition), Version 1.3
Xx|Page March 2015





INTENTIONALLY BLANK

CBG Volume | (3" Edition), Version 1.3
xXi|Page March 2015





EXECUTIVE SUMMARY OF CBG VOLUME |

Volume | covers the fundamentals of coalition building. In a globalized world, nations are
unlikely to conduct operations on their own. Rather, nations are likely to get involved as part of
an alliance or a coalition. In future operations, coalitions are likely to operate in an
environment that is congested, cluttered, contested, connected or constrained. To be
successful in such a complex and shifting environment, interoperable capabilities, common
doctrine development, coalition planning, exercises and experimentation will need to be
considered well in advance and addressed.

A comprehensive approach - aimed at integrating the political, security, development, rule of
law, human rights and humanitarian dimensions of international missions - will underpin how
coalitions will operate. The guiding principles of: engagement, collaboration, cooperation,
coordination, shared understanding, unity of effort and working towards a common goal are
enduring.

While contributing a military force is the highest level of commitment for a nation, other non-
military contributions are also vital to the success of coalition operations. These include:
diplomatic, financial, logistic lift and support, basing, access and over flight rights.

The Coalition Building Guide is founded upon the lead nation concept. The selection of a lead
nation will occur as a coalition begins to form and must be a politically acceptable choice for
the other coalition partners. The lead nation, after consultation, will develop the coalition’s
objectives as well as lead the coordination and building of consensus during the coalition’s
planning and execution phases.

There are a number of challenges to building and working as a coalition that could threaten the
success of the campaign. These may include: timely decision making; shared situational
understanding; mission creep; interoperability; force protection; and a coordinated coalition
information strategy underpinned by a common narrative. As well as the Principles of War,
defining objectives and unity of purpose could assist the Coalition Force Commander (CFC)
address some of these (and other) challenges.

At the strategic national level, nations are influenced by internal and external factors that shape
national interests. They play a key role in establishing an appropriate decision making process
among coalition nations, linking together the consultation and planning processes. The
development of essential strategic guidance is critical for a coalition as it defines the
coalition’s objectives and overall political-military approach and facilitates the development
of a Strategic Communication framework.

The military strategic level determines how military power should be developed and applied
within a comprehensive approach framework to achieve coalition objectives; and how they
relate to the end state. The role of the military force must be clearly understood by the
operational commander.
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The operational level provides the vital link between strategic objectives and the tactical
employment of forces. Shaping the operational environment, engaging to attack the opposing
forces will and cohesion, exploiting opportunities, protecting the coalition force and its
cohesion, and sustaining the force are 5 functions that form an operational-level framework
that assist the CFC to both visualize and conduct the operation. The framework also enables a
commander to describe how subordinate commander’s missions relate to each other in time,
space and purpose.

Command and control (C2) is a key to building an effective coalition. At the strategic level,
national interests, legal frameworks, rules of engagement, constitutional and political
constraints and treaty obligations will influence the level of command and control. It is vital,
therefore, that well in advance, the CFC is aware of the C2 constraints. At the operational level,
C2 considerations include: the complexity of the C2 arrangements, the delegated level of C2,
tempo and political imperatives.

Humanitarian and disaster relief operations, non-combatant evacuation operations and peace
support operations have specific strategic C2 issues that need to be understood by the MIC
nations and their partners.
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CHAPTER 1 - FUNDAMENTALS

0101. In a globalized world, nations are unlikely to conduct operations on their own. Rather,
nations are likely to get involved as part of an alliance or a coalition formed to achieve
nationally and internationally-agreed objectives. Cooperation between nations is key to
working effectively and harmoniously in a coalition. This cooperation allows political and
military objectives to be achieved when unilateral action would be insufficient or undesirable.
Merging the capabilities of different military forces adds depth (strength in numbers) and
breadth (additional capabilities), as well as providing access to national and/or regional
infrastructure and, potentially, logistics, information and intelligence.

0102. This Chapter starts by looking ahead, highlighting likely interoperability issues that
coalitions may face in the future operating environment. The remainder of the Chapter
considers the contemporary operating environment, firstly discussing the comprehensive
approach, the non-military contribution and the political dimension before introducing the lead
nation concept. Finally, the Chapter highlights the key challenges of conducting coalition
operations, identifies some principles and lists the stages of operation.

SECTION | - FUTURE COALITION OPERATING ENVIRONMENT

0103. In the future, coalitions are likely to operate in an environment that is congested,
cluttered, contested, connected or constrained.? To be successful in this complex and shifting
operating environment, interoperability issues need to considered and addressed well in
advance. Increasingly, MIC nations are likely to operate with inter-agency, governmental and
non-governmental organizations. These trends create several interoperability challenges for
coalition nations in the areas of interoperable capabilities, common doctrine development,
coalition planning, exercises and experimentation.

0104. All instruments of national power may be employed in future coalition operations. This
requires a comprehensive approach that must be developed, understood, exercised, and
technically and legally enabled. Security access, reliability and vulnerability challenges must be
addressed as reliance on commercial off-the-shelf and government off-the-shelf products
increases.

0105. Future coalitions must be able to conduct rapid mission and end state analysis. This will
generate commander’s guidance and enable decentralized execution, while employing
compatible doctrine, command and operating concepts as much as possible. The ability to
share information in a collaborative environment and to quickly adapt to changing situations
continues to be essential. Team building and confidence are also key aspects.

% UK MOD Global Strategic Trends Program, Future Character of Conflict, February 2010.
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0106. CBG Volume lll.1 - Future Coalition Operating Environment: Interoperability Challenges
for the Future provides a framework for enhanced interoperability at the strategic and high
operational level in the future coalition operating environment (5-20 years out).

SECTION Il - COMPREHENSIVE APPROACH

0107. In response to a changing security environment, many governments and organizations
are developing their comprehensive crisis management concepts and approaches. While there
is no commonly accepted definition for the term comprehensive approach, there is broad
agreement that it implies the pursuit of an approach aimed at integrating the political, security,
development, rule of law, human rights and humanitarian dimensions of international missions.
A comprehensive approach seeks to promote a whole of government approach, exploiting
cohesion and realizing synergies; it underpins how coalitions will operate.

0108. All efforts to comprehensively organize an international engagement in any given pre-
crisis or crisis situation must be politically directed. But, military expectations for defined end
states, goals or objectives, or a common understanding of planning, command and control, and
communications may not — or only partially — be met.

0109. A military plan is most likely to succeed (in making a significant contribution to the
desired outcome) when it is nested within a comprehensive response, itself based upon a
shared understanding of the problem and a universal commitment to resolve it. Unity of
command may be elusive and, realistically, only unity of purpose can be achieved. In this
case only through negotiation will commanders and other actors be able to confirm
responsibilities, resolve differences, facilitate coordination and create unity of effort across a
diverse multi-agency ‘coalition’.

0110. In an otherwise largely political process, militaries play a substantial role advising and
enacting political processes throughout the phases of a conflict. To promote the synergies of a
civil-military team effort, the military must specify its role and possible contributions
throughout the entire evolution of a crisis.

= Crisis prevention. Requires an integrated diplomatic and military approach to foster
regional security by influencing and, if necessary, deterring potential adversaries
without the use of kinetic force. The prevailing military role may be an advisory one,
while complementing ongoing activities of civilian organizations.

= Stabilization. Militaries can provide the civilian activities pre-condition of a safe and
secure environment, and provide significant support to other comprehensive activities
required to re-establish the legitimacy of a state in question. Military forces in planning
for and conducting stabilization operations must build strong relationships through
cooperation, collaboration and coordination with a multitude of governmental, non-
governmental, private and international organizations and agencies as well as other
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military forces. See CBG Vol lll.4 The Military Contribution to Stabilization Operations,
Annex C, for a case study on the Regional Assistance Mission to the Solomon Islands.

= Transition. Detailed integration of all civil-military functions will be transferred from the
military to a follow-on authority, with agreed and coherent objectives established as
soon as possible. However, this must be tempered by the requirement for the military
to maintain security and provide specific functional area support the follow-on
authority.

0111. Although the implementation of this comprehensive approach may vary between the
levels of operation (strategic, operational and tactical), and from one crisis to another, a
number of guiding principles apply:

a. The need for proactive engagement between all actors, before and during a crisis.

b. The importance of shared understanding engendered through cooperative
working, liaison, education and a common language.

c. The value of collaborative working based upon mutual trust and a willingness to
cooperate - institutional familiarity and information sharing are key.

d. Thinking focused on outcomes, ensuring that all actors work towards a common
goal (or outcome), and ideally mutually agreed objectives, underpinned, even in
the absence of unity of command, by unity of purpose.

0112. Having Terms of Reference, Memorandums of Understanding or agreements at a high
level provides some framework for coordination. Implementing the comprehensive approach
requires sensitivity, rapport, respect, trust, patience and tact, as well as a determination to
collaborate with all actors, military and civilian, at all levels.

SECTION IIl - NON-MILITARY CONTRIBUTIONS

0113. Although the highest level of commitment is when a nation provides combat forces
(troops, ships, aircraft and staff officers), the comprehensive approach recognizes that non-
military contributions are also vital to the success of coalition operations (Figure 1.1).
Diplomatic, financial and logistic support is required for all coalition operations. Logistic, lift
and sustainment resources along with basing, access and over flight rights are required to
sustain coalition operations. Stabilization and reconstruction resources, along with other
governance and non-military ministerial support, is required to resolve conflicts allowing
military forces to eventually withdraw.
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Coalition Contributions

Troops
Ships
COMBAT FORCES Alrcraft
Staff Officers
Trainers
NON COMBAT * Diplomatic Recognition
SUPPORT Diplomatic Support ¢ Opening Embassy or Mission

¢ Supporting UNSCR

¢ Debt Forgiveness

Financial Support * Unfreezing Assets
* Direct Financial Assistance

o Logistic Infrastructure

Logistics, Lift & Sustainment * Strategic Air and Sea Lift
¢ Intra-theater Lift

) ) ¢ Basing Rights
Basing, Access and Overflight Support * Access to Facilities
« Overflight Rights

¢ Humanitarian Assistance

Stabilization and Reconstruction Support « Public Infrastructure

¢ Constitutional Support

Governance and Ministerial Support * Ministerial Mentoring
e Civil Service Training

Figure 1.1 — Coalition Contribution

SECTION IV - POLITICAL DIMENSION

0114. National contributions will be shaped by national interest and political imperatives.
They should, therefore, be viewed in terms of their wider political, as well as purely military,
benefit. The political advantages of multinational cooperation include sharing political risks,
demonstrating economic, diplomatic, military or political support to other regions as well as
influencing national and international opinion, all of which may be as, if not more, critical to
delivering an enduring resolution to a crisis than any discrete capability.

0115. Political consensus is a necessary condition for coalition success and depends on at least
three conditions:

a. Legitimacy. The use of force must be legitimate, and be seen to be so. It is the
essential foundation upon which a commander builds authority for the campaign; it
also bolsters morale and promotes cohesion within a force. It is based on
international law and a clear mandate. However, it encompasses not only what is
considered legally permissible (both nationally and internationally), but also what is
judged ethically and morally acceptable. Normally a recognized international civil
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authority, such as the UN, will endorse coalition activity and may also designate, or
accept the offered services of, a lead nation®. It will also provide overarching
political guidance, as well as endorsement of strategic goals and the desired end
state. While it is possible that a coalition might act in the absence of formal sanction
from a recognized authority, such a decision could undermine legitimacy from the
outset.

Political consultation allowing all participating nations to be part of the decision-
making process. Within the context of a firm legal basis and a designated lead
nation, a forum for political consultation is essential. It must be inclusive and
comprehensive — all nations should be represented at an appropriate level (e.g.
Ambassador). Military participation in this process should be provided by a
corresponding military authority.

Political control through all phases of the operation. Political direction of the
operation will be exercised through the designated political authority.

0116. To coordinate the political/military interface, a lead nation will assist in the translation
of political objectives into supporting strategic military objectives, with a desired end state.
Essentially, it converts policy and political guidance into military direction. Moreover, as well as
implementing decisions, it must report to the international community. Functional links
between the political and military authority should be established early.

SECTION V - LEAD NATION CONCEPT

0117. The Coalition Building Guide (CBG) is based upon the lead nation concept. For the
purposes of the CBG, the lead nation is described as:

The Lead Nation is that nation with the will and capability, competence, and influence to
provide the essential elements of political consultation and military leadership to
coordinate the planning, mounting, and execution of a coalition military operation.
Within the overarching organizational framework provided by the Lead Nation, other
nations participating in the coalition may be designated as Functional Lead Agent(s) to
provide and/or coordinate specific critical sub-functions of the operation and its
execution, based on national capability. These constructs may apply at the strategic,
operational, an/or tactical levels.

* The lead nation concept is described in Section V.
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To avoid possible confusion, it must be noted that the CBG definition differs from, but is
roughly analogous to, terms utilized in NATO. The ‘lead nation’ referred to here would be
recognizable within NATO as the ‘framework nation,” whereas ‘functional lead agent’ would
correspond to a nation within NATO which is designated as a ‘Lead Nation’ for functional
specialty support. NATO'’s AJP-3, Allied Joint Operations defines ‘framework nation’ as follows.
Forces based on a framework nation are commanded by an officer of that nation. A significant
proportion of the staff and the headquarters support will come from the framework nation; its
working language is of that nation. Staff procedures, although based on Alliance standards, will
also reflect those of the framework nation. In practice, however, once command and staff
teams work together, procedures may incorporate the ‘best ideas’ of the contributing nations.

NATIONAL RESERVATION: France believes there may be instances in which will justify the
creation of a ‘group of lead nations’, which may be possible if discrete nations have the
strategic, operational and tactical leads, for example. This may also be the case in a situation
which demands the ‘division of labor’ across nations at all levels in order to maximize specialist
capabilities. This Guide does not explore that level of complexity. France believes that this
definition should read as follows:

‘The lead nation, or group of lead nations, is ‘that nation with the will and capability,
competence and influence to provide the essential elements of political consultation and
military leadership to coordinate the planning, mounting, and execution of a coalition military
operation. Within the overarching organizational framework provided by the Lead Nation,
other nations participating in the coalition may be designated as Functional Lead Agent(s) to
provide and/or coordinate specific critical sub-functions of the operation and its execution,
based on national capability. These constructs may apply at the strategic, operational, and/or
tactical levels.’

0118. The selection of a lead nation will occur within the international strategic context as a
coalition begins to form. It is assumed that coalition operations will be conducted in
accordance with a mandate recognized under international law originating with such an
authority as the United Nations Security Council.® This recognized ‘civil authority’ will most
likely act to initiate or approve the coalition activity under consideration, as well as to define
overarching objectives and the desired end state. It is further assumed that this same entity
would designate, or accept the offered services of a lead nation. The lead nation must be
willing and capable of assuming the role. It must be able to organize consultation on and the
development of the coalition’s political objectives, act as sponsor and spokesman for the
coalition’s operations in the world community, lead coordination and building of consensus
during the coalition’s planning and execution phases, and be competent to carry out the
anticipated operation. It must above all be a politically acceptable choice for the other
coalition partners. The latter is likely to include consideration of the lead nation’s ties to and

* NATIONAL RESERVATION: France does not agree with the wording that suggests that a body other than the
United Nations can act to sanction coalition actions such as those described in this Guide.
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interests in the specific region or conflict and its acceptability to the regional actors involved.
International political consultation and control of the operation needs to be carried out through
an appropriate council of national leaders duly empowered by their respective governments. A
preponderance or operationally significant share of the overall force contribution is a clear
factor in selection of a lead nation; however, that nation must also possess the strategic and
political attributes required to sustain a coalition, or the coalition effort is likely to fail.

0119. The lead nation provides the commander and the majority of staff with the coalition
headquarters. Moreover, it is likely to dictate the language and command and staff procedures
utilized. Ultimately the lead nation assumes responsibility for all aspects of planning and
execution and provides the Command, Control, Communications and Information (C3lI)
structure, doctrine® and logistic® coordination which supports it. Other nations then assign
contributions to the force, and fulfill some positions within the lead nation’s staff. Clearly, a
prospective lead nation must seek or consent to the role, which is likely to be driven by national
interests across the spheres of security, economic, political, and culture. Such a commitment
will be pivotal to selection. However, selection will also be shaped by acceptability to both
coalition partners and the indigenous political structure.

0120. It cannot be assumed that any particular definition of Lead Nation will perfectly apply to
each and every coalition operational situation. For example, during the French operation in
Mali (Operation SERVAL), supporting nations maintained operational control of their own
forces. France assumed political responsibility for the operation, provided the combat forces,
led the planning effort, and determined operational and logistical requirements. Other nations
participating in the effort provided support to the French operation under national operational
control. The Mali example contrasts with the NATO and EU models, whereby one nation
provides a coalition C2 framework or acts as lead nation within a coalition, and other nations’
forces participating and/or supporting typically operate under the operational control of the
established coalition C2 structure.

0121. The most critical activity at the outset of the establishment of a coalition or
multinational operation is to determine the framework and C2 structure (including the liaison
network) under which participating forces will operate and to clearly define the relationship
between the various nations participating in the operation.

0122. The following chart illustrates notional roles for lead and supporting nations in the
context of various frameworks (NATO, EU, UK Joint Expeditionary Force, Op SERVAL).

> NATO Allied Joint Doctrine is the default doctrine for a MIC member nation led coalition operations.
e According to NATO'’s AJP-4, Allied Joint Logistic Doctrine, lead nation logistic support might be separately carried
out by a nation without being responsible for the total planning and execution of an operation.
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SECTION VI - CHALLENGES OF COALITION OPERATIONS

0123. Working as a coalition poses a number of key challenges that could threaten the success
of the campaign. These include:

development of an agreed and accepted information strategy and narrative;
the formation of an effective command system;

an intelligence system which can draw and share data from a number of
multinational and national sources;

the existence of national caveats on employment that may affect the use of force
elements;

flexible coalition communications systems and procedures that allows nations to join
coalition ‘mission” networks quickly within a federated networking construct; and

a logistic system that acknowledges national responsibilities for support but also
caters for multinational needs.

0124. Challenges that may need to be addressed include:

a.

9|Page

Timely decision-making. Multinational command may lead to slower response
times than purely national command arrangements. The speed and quality of
decision-making may, therefore, be reduced. Adopting common doctrine,
procedures and realistic training can help mitigate such challenges.

Shared situational understanding. It is important to establish and maintain a
common understanding of the operating environment and the problem that must be
addressed in the operation that coalition forces are assigned to. For longer duration
campaigns, for campaign continuity it is especially important to understand the
overall campaign design and its underlying logic. This understanding needs to be
maintained and not lost during key personnel (commanders and planning staff),
headquarters or unit rotation.

Mission Creep. Mission creep is the adoption of additional tasks to a mission that
may not conform to the original purpose. In such situations there is a danger of
disconnection between strategic objectives and the realities in the Joint Operations
Area resulting in poorly defined, unrealistic or inappropriate missions. This is
distinct from deliberate reframing of the problem as the commander’s
understanding of the environment or problem changes.
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Interoperability. The complexity of an operation will determine the appropriate
level of interoperability and the composition of the force will determine the
interoperability standards. A lack of interoperability in the areas of doctrine,
organization, training, materiel, leadership, personnel and facilities is likely to have a
negative effect on force cohesion and capability. Procedural and tactical differences
may present the force with situations where units from different services and
nations not able to work together effectively. Language differences may present
communications problems that could result in differences in interpretation of the
mission or assigned tasks. Technical difficulties can cause a lack of system
compatibility. National security concerns or a lack of interoperability can result in
the inability to exchange information, intelligence, technical data, or
communications. Inadequate or incomplete preparations to join coalition ‘mission’
networks may introduce unexpected or unnoticed system vulnerabilities that may
undermine force protection measures or compromise classified mission information.
Inability to use common sources may degrade logistic capabilities and thus affect the
sustainability of the force. Joint and multinational forces must have interoperable
combat identification procedures and capabilities to minimize the risk of fratricide
and enhance operational efficiency.

Force Protection. Nations have different force protection philosophies, policies and
priorities. In a multinational force these differences should be reconciled into an
overall Coalition Force Protection policy otherwise an opposing force can exploit
them. Both traditional and non-traditional threats, such as insider attacks, must be
dealt with not only from a military perspective but from a comprehensive approach
utilizing all levers of national power along with those of the host nation. Considering
the contemporary computer network (or ‘cyberspace’) environment, nations’
computer protection measures, their cyberspace threat and risk assessments, and
their network certification and accreditation approaches should be standardized or
at least clearly understood by coalition network planners before nations are
permitted to connect their national systems within a federated coalition ‘mission’
network construct. CBG Volume Il, Chapter 6 — Force Protection: Provides a Force
Protection Model and considerations for staffing/planning force protection within a
coalition.

Coalition Information Strategy. It is important that coalition partners coordinate
all activities across all instruments of power, in support of a coalition information
strategy from the earliest stages of the coalition building and strategic planning
process. The coalition information strategy sets out the narrative, key themes,
messages and audiences, which shape the general approach and the conduct of
specific activities, both physical and psychological. It must be based on a sound
understanding of the information environment. Individual nations will have full
responsibility for then implementing these activities affecting their domestic
audiences. Nations may also undertake additional information activities
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independently, provided they are consistent with the agreed strategic-political
guidance.

SECTION VII - PRINCIPLES OF COALITION OPERATIONS

0125. For commanders, principles are important guidelines in forming and selecting a course
of action and in commanding and controlling operations. Although there is a common
agreement on the importance and relevance of the principles, they are not absolute. The
operational situation may demand greater emphasis on some of them rather than others. The
Principles of War remain the overarching and enduring principles that can be applied to all
operations. In addition to the Principles of War, for coalition operations, the following are
applicable.

a. Definition of Objectives. Coalition operations should be directed towards clearly
defined and commonly understood objectives that contribute to the achievement of
the desired end state. The mission and objectives should be defined with absolute
clarity before operations begin and reflect the mission narrative. When an objective
has been identified as the ‘main effort’, all Joint activity should be directed towards
its achievement. Four key questions should be considered in the process of defining
the objectives and the end state:

i.  What is the purpose of the mission?

ii.  What criteria constitute mission accomplishment?
iii.  What are the exit criteria?
iv.  Who declares success or victory?

b. Unity of Purpose. Coalition and inter-agency operations depend on cooperation in
order to coordinate all activities to realize the maximum combined effort. Military
forces achieve this principally through unity of command, which provides the
necessary cohesion for planning and execution of operations. It is achieved by
vesting the authority to direct and coordinate the action of all forces and military
assets in a single commander. In a complex operational environment the
commander is also striving to achieve coordination with the other instruments of
power. Unity of command is rarely possible when dealing with non-military
agencies, so unity of purpose is more appropriate; where goodwill, a common
purpose, clear and agreed division of responsibilities, and an understanding of the
capabilities and limitations of others, are essential elements of achieving unity of
purpose and achieving the maximum collective effort.

c. Impartiality. Some operations should be conducted impartially, in accordance with
its mandate, and without favor or prejudice to any party.
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Consent. The degree of acquiescence to the presence of a force charged with a
peace support mission. Consent will vary in time and space horizontally across all
elements of the population and vertically within the hierarchies of the parties to the
conflict.

Legitimacy. The legitimacy of the operation and the wider perception of that
legitimacy will provide the foundation for support from the international
community, contributing nations, and involved parties (including the indigenous civil
community).

Credibility. For an operation to be effective, it should be credible and perceived as
such by all parties. The credibility of the operation is a reflection of the parties’
assessment of the force’s capability to accomplish the mission.

Mutual Respect. The respect in which a joint force is held is a direct consequence of
its professional conduct and how it treats the parties to a conflict and the local
population.

Transparency. The Joint Force’s mission and concept of operations should be easily
understood and obvious to all parties. Failure to achieve common understanding
may lead to suspicion, mistrust or even hostility.

Environmental Protection. Environmental protection is the application and
integration of all aspects of environmental considerations as they apply to military
operations. Factors that should be considered include pollution prevention, waste
management, conservation heritage protection and protection of flora and fault.

SECTION VIII - STAGES OF A COALITION OPERATION

0126. A coalition operation normally consists of a number of stages, some of which occur at
the military strategic level (for example, force generation). Typical stages at the operational
level, which may overlap and can occur at the same time depending on the situation and

mission, are:
a. Orientation (develop a common understanding of the problem)
b. Knowledge development/analysis (framing the problem).
c. Development of a campaign plan/Operation Plan (OPLAN).
d. Force preparation, including build-up, assembly and pre-mission training.
e. Build-up of logistic support, including host nation support.
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f. Deployment to the area where operations are to be conducted or the reinforcement
of in-place forces.

g. Execution of operations.

h. Operation Re-deployment of forces.

i. Termination and military post operation activities.

j. Operation/Campaign analysis — doctrine evaluation and lessons learned.
0127. The Coalition Force Commander (CFC) should have, within constraints, the greatest
possible freedom of action in the planning and execution of operations in a designated Joint
Area of Operations. All stages of an operation require continuous coordination and review.
Except where specifically restricted by agreements with nations, the CFC may reassign

operational command and/or forces under his command as deemed appropriate. The following
guidance applies: ‘all command relationships must facilitate the smooth transition of all stages’.
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CHAPTER 2 — LEVELS OF ACTIVITY

0201. The CBG adheres to the 4-tiered strategic (political/governmental) — military-strategic-
operational-tactical paradigm for the direction of operations (Figure 2.1). Note that some
nations may insert a theatre strategic level between the national levels and operational levels.
The political level concerns the application of the full range of national resources, across all
instruments of power, to achieve national policy objectives. It is the domain of Heads of
Government and ministers and encompasses the recognized civil authority, whose mandate
underpins the multinational response. Within a coalition, responsibility for the application of
resources in the pursuit of agreed objectives, which will be driven by both national and
coalition interests, will be shared by coalition members at this level. Operations are then
directed at the strategic level and planned, executed and sustained at the operational and
tactical levels, based on their intended effect or contribution to realizing the stated objectives.
This Guide is focused upon the military-strategic and operational levels.

Role / Focus Responsibility Levels

Strategic

. Nations National Authorities,
Development and employment Natlonal LEVEI United Nations Security

of “national / multinational } POIiticaI/GOV Council, and national

elements of power” / resources; political/governmental
and strategic guidance agencies (strategic military

Strategic levels, foreign affairs, etc.)
National Level

Note: Some nations may use Theater
> N level military commanders; are
M | | |ta ry inserted between the National

Employment and arrangement
of forces in time, space, and
purpose for synchronization and

integration of multinational

forces. Translates strategic Operational

objectives into tactical tasks.

Strategic and Operational levels

JTF / CTF Headquarters
and/or Major Subordinate

Operational Guidance LEVEI HQs of Strategic Military
Commanders
Employment of units at the
“execution level” for approved JTF / CTF Components
Operational Courses of Action . -
(COA). Ordered arrangement TaCtlcaI Level and subordinate

commands, units, and

and Maneuver of units at the field operating agencies

engagement and battle level

Figure 2.1 — Tiered Levels
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SECTION | - STRATEGIC NATIONAL LEVEL

0202. At the strategic level, nations are influenced by internal and external factors that shape
national interests. The convergence of national interests is one of the main objectives of the
political and military authorities. They play a key role in establishing an appropriate decision
making process among coalition nations, linking together the consultation and planning
processes. It is in this strategic context that the lead nation will be selected from among the
members of an emerging coalition. Selecting the lead nation enables the development of the
military-strategic options and the corresponding operational level planning by initiating the
multinational planning process.

0203. Political and military authorities will establish an effective consultation process to assist
the lead nation in establishing and promoting a strong political position in the international
strategic context. The consultation process includes routine reports and updates as well as a
concerted effort to sustain the political consensus necessary to see the operation through to its
conclusion.

0204. The first task for the lead nation is to develop strategic guidance and build political
consensus for it. Though not normally considered as planning, the development of strategic
guidance is critical and sets the context for the more detailed activities of the Coalition Force
Commander (CFC) and his staff. Essential strategic guidance should define the coalition’s
overall political-military approach including the narrative and objectives, then provide
specific direction for planning and execution. It should also make the scope of the coalition’s
mandate explicit, with any constraints or restrictions clearly articulated. In principle, this
process of development should be comprehensive in nature.

ESSENTIAL STRATEGIC GUIDANCE

0205. During the activation and forming of a coalition military task force, a useful construct is
that of Essential Strategic Guidance. This construct is one that has been validated over the past
decades as being the minimum essential guidance that the lead nation should provide to the
strategic and operational military commanders of a multinational task force. It also provides a
framework from which to pursue guidance from the lead nation if lacking during a crisis
response situation. It contains 9 elements as a starting construct for a coalition operation
(Figure 2.2). Development of this guidance involves the informal or formal consultation and
coordination between the highest levels of national leadership from the respective nations
involved in the coalition effort.
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ESSENTIAL STRATEGIC GUIDANCE

Purpose of the Coalition operation expressed in a common narrative
Mission statement for the Coalition task Force (CTF)
Strategic end state and military end state for the CTF

= BN =

Strategic objectives and broad tasks that support the end states for the CTF with
guidance for termination or transition of military operations

Participating nations and expected initial contributions
Designated Lead Nation and supporting guidance
Common security interests involved

D = o &

Specific diplomatic, economic, informational, military and socio-cultural
guidance pertinent to the mission; and national guidance, limitations, concerns
or sensitivities

9. Coalition Information strategy to clearly encompass all of the above

Figure 2.2 — Essential Strategic Guidance Construct

0206. Ideally all elements are fully addressed prior to the execution of multinational
operations. In reality many of the elements may be incomplete or lacking due to the
uncertainty and ambiguity present within a crisis response situation. The lead nation’s
strategic and operational level coalition military commanders and staff must fully engage at
the national strategic level to address incomplete or lacking essential strategic guidance.
Additionally, the lead nation strategic and operational level military commanders may have to
assist in the national strategic levels in the shaping of this guidance based upon their forward
assessments of the problem underpinning the crisis.

0207. In all cases the goal is to reach agreement on the guidance with all participating nations,
or, when UN channels are involved, to obtain an approved UN resolution and/or mandate(s)
prior to execution of a multinational military response. It is essential to recognize and
acknowledge that this guidance is normally dynamic and undergoes continual refinement as
the crisis evolves and situational conditions change. This simply requires that lead nation’s
strategic and operational military commanders and staff maintain close and continuous
coordination with the national strategic level (political and military) to advise and participate in
this refinement process.

NATIONS’ DECISION MAKING PROCESSES

0208. The strategic level, therefore, encompasses broad politico-military national and coalition
plans, policies, security objectives, essential strategic guidance, as well as the use of national
and multinational resources to accomplish objectives. Finally, every coalition needs to
understand each nation’s political-strategic decision making processes. For the MIC nations,
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these are covered in CBG Volume lIl.3 - MIC Nations’ Decision Making Processes. The volume
will give the operational commander and his staff a better understanding of the process that
leads to decisions within individual nations and how that process may impact operational
planning and conduct of operations.

SECTION Il - THE MILITARY STRATEGIC LEVEL AND THE IMPLICATIONS FOR THE LEAD NATION

0209. Military Strategy is ‘that component of national or multinational strategy, representing
the manner in which military power should be developed and applied to achieve national
objectives or those of a group of nations’. A winning strategy hinges upon the successful union
of Ends (objectives), Ways (strategic guidance) and Means (resources). Military strategy
documents must contain an explanation of how military objectives relate to the realization of
the strategic end state. The role of the military force must be carefully considered by those
setting out the strategy, and be clearly understood by the operational level commander.

0210. In military terms, it will be necessary for the lead nation to assume overall
responsibility for planning, in the context of strategic mission guidance from the political
authority, including the development of a concept of operations and an operations plan to
fulfill the mission. These documents will be approved by the political authority. (Further
implications for planning issues; refer to CBG Volume Il - Strategic Design and Planning).
Finally, it must coordinate and synchronize the execution of the plan, which will demand
constant adjustment in response to iterative assessment. Essentially, the lead nation will be
required to provide overarching command and control architecture (encompassing personnel,
organizations and structures, processes and equipment/capabilities which support them),
potentially down to component commands. At the same time, however, it is also incumbent
upon the lead nation to promote coalition unity of effort to include political and public
advocacy, legal coordination, information sharing, and implementation of the Coalition
Information Strategy.

0211. The breadth of demands placed upon a lead nation mean that criteria for its selection
extend beyond availability and will of any one nation to undertake the role, to include
consideration of whether a nation is actually competent to do so. Furthermore, international
acceptability across the coalition and across the region will be a key factor. Regional ties to
parties in conflict will shape any decision and if it is to have credibility, the nation selected must
be perceived as an ‘honest broker’ by parties to a regional conflict.

0212. Notwithstanding the above, the selection of a lead nation may be driven by level of
commitment — the nation who provides the largest force contribution leads the coalition.
Though this is a very simplistic approach it has logic and the nation with a preponderance of
forces (or some indispensable capability) may be most capable of providing the necessary
overarching command and control, and support structures required to sustain an operation.
However, the other factors mentioned above, and acceptability in particular, should not be
ignored.
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0213. In summary, the lead nation must be willing and capable of assuming the role. It must
be able to:

a. facilitate the development of the coalition’s political objectives, and strategic
guidance expressed within the information strategy and narrative;

b. act as sponsor and spokesman for the coalition’s operations across the
international community;

c. lead coordination and building of consensus during the coalition’s planning and
execution phases; and

d. be sufficiently competent to carry out the anticipated operation.

0214. It must above all be a politically acceptable choice. The latter is likely to include
consideration of the lead nation’s ties to, and interests in, the specific region or conflict and its
acceptability to the regional actors involved. A preponderance of force contribution is a clear
factor in selection of a lead nation. However, that nation must possess the strategic political
attributes required to sustain a coalition.

SECTION Il - THE OPERATIONAL LEVEL

0215. The operational level is ‘the level of operations at which campaigns and major
operations are planned, conducted and sustained to accomplish strategic objectives within
theatres or areas of operations’.” The operational level provides the vital link between strategic
objectives and the tactical employment of forces. Without this link, it is unlikely that tactical
actions will lead to the achievement of the operational (and therefore strategic) end state. So
not only should appropriate actions be linked by the operational level to the aims of the overall
strategy, but the strategy should also be linked through the operational level to what is
tactically realistic. Of prime importance is for the operational level commander to understand
clearly how his activities mesh with other strategic lines of operation.

0216. The complexity of operations increases especially where there is a significant presence
of non-military participants who are likely to be reluctant, even hostile, to the perception that
they are functioning in a close or supporting role with the military. In all circumstances, the
commander of a task force is placed at the center of a 3-dimensional web that extends upward
to the strategic level, downward to the tactical level, and laterally to a range of military and
non-military groupings and organizations.

’ Modified Allied Administrative Publication (AAP-6), NATO Glossary of Terms and Definitions.
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CoALTION COMMAND

0217. A coalition commander needs to develop effective personal relationships with key
leaders, multinational partners and organizations operating within theatre. He should also
foster a constructive culture based upon:

a. Rapport. The personal relationship amongst military leaders, civilian leaders and
personnel will influence every aspect of coalition cooperation.

b. Respect and Trust. Mutual respect for the professional ability, culture, history,
religion, customs and values of participants. It is important to focus on the positive
aspects of national contributions. Respect and trust cannot be assumed or quickly
implemented; they should be developed over time.

c. Knowledge. Time taken to understand the doctrine, capabilities and aspirations of
partners will pay dividends. It is important that nations are given a role
commensurate with their capability.

d. Patience. Differences of opinion, perspective and understanding may generate
friction. Effective cooperation takes time and patience to develop.

SECTION IV - THE OPERATIONAL LEVEL FRAMEWORK

0218. At the operational level there are 5 key functions, underpinned by the principles of
coalition operations described in Chapter 1 Section VII. When considered together, they form a
framework for operations, assisting the commander in both execution and visualization. The
five functions are: shape, engage, exploit, protect and sustain. They help the commander to
visualize how major operations, battles and engagements relate to one another within the
overall campaign. They should not be viewed as sequential, or separate and distinct phases;
the key is to maintain a clear focus on success, balancing the need to be bold and decisive with
the constraints and limitations of modern operations. The functions also enable a commander
to describe how subordinates’ missions relate to each other in time, space and purpose.

0219. Shape the operational environment. This viewpoint focuses on manipulating the
operational environment to the coalition’s advantage and to the disadvantage of an opposing
force. This includes identifying those areas where coalition strengths can be exploited and
information superiority attained while the opposing forces’ strengths are minimized.
Threatening an opposing force, or appearing to threaten him, throughout his depth, and never
allowing him to feel secure anywhere, while using Information Activities coordinated through
the Information Operations Function (Info Ops) within the framework of a Coalition Information
Strategy can seriously undermine his understanding of the environment and reduce his
freedom of action. Simultaneously, and acting within the wider political context, the legitimacy
and justification for the use of force should be conveyed in order to build and maintain support
for own actions in home and other audiences. The difficulties of doing this should not be
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underestimated and illustrate the importance of a detailed understanding of the nature of the
problem. In fact, so important is the process of problem framing (placing the crisis in the
correct context to maximize understanding), that it could be argued that Framing the
Operational Environment is a first, separate function in its own right.

0220. Engage, through clearly aligned words and deeds to affect the opposing forces’ will and
cohesion.® The decisive element of a campaign will usually involve some form of offensive
action against the will and cohesion of adversaries. By breaking an opposing forces’ cohesion,
he is unable to coordinate and organize military and other actions; usually it is then much easier
to defeat him piecemeal. By undermining his will, an opposing force will be less able to
motivate his forces to take risky action, and may be more willing to accept political or other
compromise. Will and cohesion are inter-connected: if an opposing forces’ will is undermined
his force will be less cohesive; if his cohesion is shattered his will to continue is likely to be
reduced. It may be difficult to determine how to attack the cohesion of non-traditional military
forces such as dispersed insurgent groups; nevertheless there will normally be some form of
coordinating organization, however loose knit and dispersed. Understanding the organization
of such groups, and how they adapt to survive, is the key to attacking their cohesion.

0221. Exploit opportunity. A commander should exploit opportunities to seize and retain the
initiative (the ability to dictate the course of events), or regain it once lost, in order to achieve
his mission. Making the most of such opportunities, whether they be created through
successful engagement or arise through chance, relies upon a commander’s ability not only to
identify them in advance but to be able to generate the means to exploit them. More broadly,
it involves not only identifying or creating opportunities, but having or obtaining the means and
will to exploit them and achieving a higher tempo relative to the opposing forces.

0222. Protecting the coalition force and its cohesion. At the same time as attacking the
opposing forces’ cohesion, that of the coalition force must be protected. Cohesion of coalition
operations poses a particular challenge that must be maintained. Contributing nations may
have differing agendas and provide forces with varied degrees of fighting power, including
different doctrine and incompatible equipment. Personalities and political influence are likely
to have a disproportionate effect on the cohesion of a multinational force. One of the key
contemporary challenges within the realms of protection is operations and information security
(OpSec/InfoSec), specifically cyber, communications, and command and control systems’
protections. This is an area of increasing vulnerability, directly proportional to nations’ levels of
dependence on such systems and the increasing operational need to interconnect coalition
classified networks with many national and non-government organization networks.

0223. Sustain. Sustaining operations underpins the freedom of action available to a
commander to shape, engage, exploit and protect. From a commander’s perspective they
include deployment and recovery, the assembly and movement of reserves or echelon forces,

% In a situation where there are no clear opposing forces, this might be the object of the mission, i.e. the thing
which provides the greatest resistance to the mission and in this sense is ‘affect’ rather than ‘attack’.
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the redeployment and replenishment (or reconstitution or rehabilitation) of forces out of
contact, host nation support, and the establishment of operating bases and lines of
communication. They are most readily associated with the physical component of fighting
power, but have equal impact on the moral component. Multi-nationality and interoperability
present the coalition with particular challenges to sustainment. Sustaining operations
represent an obvious target for an opponent’s operations; an appropriate balance of force
protection, in accordance with both the perceived risks and the necessary priorities afforded to
shape and engage operations, should ensure a Commander’s continued freedom of action.
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CHAPTER 3 — COMMAND AND CONTROL
SECTION | - COMMAND AND CONTROL CONSIDERATIONS AT THE STRATEGIC LEVEL

NATIONAL INTEREST

0301. The decision to commit military force is ultimately a national, political matter. The
national interest will therefore be both the first and the last factor to be considered while
taking that decision - all other considerations are subordinate. National interest is impossible
to define absolutely, being the product of economics, history, geography, national
characteristics, party politics and the views of allies. The examination of a national interest
may offer nothing conclusive in predicting a state’s behavior, however, an understanding of
the influences on coalition members’ national interests would be helpful.

0302. MIC partners would wish to understand members’ national perspectives on, amongst
others: vital ground and national survival; non-negotiable principles; domestic and international
public opinion; perceived legitimacy of military involvement; political and economic factors
(unlikely to be military factors); and history and historical obligations. Each state will decide to
take military action based on the expected benefits for its own political, domestic, strategic and
economic interests. Domestic public opinion may be a major consideration in governments’
decisions. Often politicians take campaign stances based on the endurance of their state’s
military commitments, as well as limiting the duration of existing commitments in order to
retain domestic political balance. Historically states have also withdrawn their contributions
from ongoing coalition operations for national reasons. Finally, national interests change and
are often redefined. New governments are elected; domestic policies are dynamic; economies
adapt; and other higher priority interests may factor in a state’s decision-making process. Thus
it follows, due to the primacy of the national interest, that it is not possible to say in advance
how a state might react when considering courses of action. In sum, the various states’
national interests, and how those interests might determine national behavior, are not
definable or binding.

LEGAL

0303. A firm legal foundation is a fundamental requirement for the resort to the use of force
(jus ad bellum). The Law of Armed Conflict (LOAC) provides the legal framework for the way in
which force is used (jus in bello). The classic exceptions to the basic prohibition on the use of
force in the UN Charter Article 2(4) are United Nations Security Council Resolutions (UNSCRs)
under Chapter VII and self-defense, whether national or collective. Some say there is also a
customary international law exception of humanitarian intervention. It is possible that states
may differ in their legal reasoning for the use of force in the same coalition operation, or differ
in their understanding on the width of the self-defense ground and the actions that can be
carried out in self-defense, or differ on any express or implied authorizations of the UN Security
Council. Once a state has established it is lawful to used armed force it is unlikely that this
decision will be revisited in the course of an operation. However, during ongoing operations
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military activity will be continually scrutinized and reviewed, to reflect policy and military
objectives. Not only national policy but also national legal interpretation will likely constrain
national conduct within operations. At a tactical level national ‘red cards’ and caveats are used
to avoid or remove national responsibilities for disputed coalition action. In a non-international
armed conflict the domestic laws of the troop contributing nation as well as relevant
international law, including treaty obligations (e.g. the Geneva Conventions) and customary
international law, and where operating within another state with its consent that host nation’s
own domestic laws, will provide the applicable envelope of laws. A Status of Forces Agreement
(SOFA) typically will set out important jurisdictional arrangements. International Human Right
Laws must also be carefully considered, especially in complex operating environments other
than armed conflict, such as a crisis resolution.

RULES OF ENGAGEMENT

0304. Rules of Engagement (ROE) should reflect the policy and military parameters for the use
of force. ROE are not law, but they should be lawful. ROE development is a vital component of
campaign planning. While coalitions can operate under national ROE, there are many
advantages of operating under agreed coalition ROE.

ROE, Self-Defense and Defense of Others. In coalition operations it is vital to understand
the relationship between ROE, self-defense and defense of others. Different national
views exist. Usually self-defense is considered an inherent right which stands apart from
ROE. ROE are not needed to grant it and they cannot take it away. Defense of others
may, however, be a matter of ROE, according to national policy and law.

0305. ROE are directives to military forces and individuals that define the circumstances,
conditions, degree, and manner in which the use of force or other action may or may not be
applied. ROE are intended to avoid ambiguity that could lead to a commander inadvertently
violating national (or coalition) policy and objectives, or to a violation of international law
through inappropriate action or reaction in a given situation. In regards specifically to
international law, the Law of Armed Conflict, and other conventions and laws to which coalition
members may be subject, ROE only exist to give guidance and cannot by themselves guarantee
the lawfulness of any action. It remains the commander’s responsibility to ensure that action is
lawful. ROE are written as a series of prohibitions and permissions applicable to situations
spanning the entire range of military operations.

0306. Although coalition participants may have similar political mandates, each nation is likely,
as a starting point, to bring to the coalition a different national ROE reflecting that nation's
unique political and legal interests and its reason for entering the coalition. Some national ROE
will be relatively free of constraint, while others may not. Commanders of deployed forces may
lack the authority to speak on behalf of their nation in the ROE development process. To
facilitate interoperability efforts should be made to standardize ROE with a view to developing
Coalition ROE, but this may not be achievable. Therefore, it may be necessary to tailor the
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employment of contingents to conform with and optimize their own national ROE. In these
circumstances the commander will need visibility of coalition members’ ROE so that he can
work round national differences as much as possible.

0307. Coalition ROE development is a time-consuming process and should begin early in the
planning process. As with national ROE doctrine, there will need to be rules for implementing,
authorizing and requesting ROE, as well as a common understanding on delegations and
permissions.

CONSTITUTIONAL CONSTRAINTS

0308. A nation may impose additional constraints on itself through its constitution® and its
domestic law; these constraints may apply to both the commitment of military force and the
use of troops once committed. Constitutional constraints should be distinguished from policy
constraints; the former are likely to be considerably less flexible than the Ilatter. Individual
national advice will be required not only to describe the constraint, but to determine the extent
to which it is nationally binding.

TREATY OBLIGATIONS

0309. National obligations arising from multilateral and bilateral agreements influence
national decisions both ad bellum and in bello. While membership of North Atlantic Treaty
Organization (NATO), might oblige a state to act in a certain way in a given set of circumstances,
that would only be if that nation judged the participation in an operation to be lawful (ad
bellum). Similarly, being a signatory to, for example, the Geneva Conventions will oblige a state
to constrain the way its forces operate during the operation (in bello).

PoLicy CONSTRAINTS

0310. Policies, that is to say the way governments decide to do business, are within
governmental control in a way that constitutional constraints may not be. Policy positions are
likely to be taken in reaction to other factors rather than be factors themselves. Noting the
distinction between national policies and national constitutional constraints, policy constraints
will not be considered further.

SECTION Il - COMMAND AND CONTROL CONSIDERATIONS AT THE OPERATIONAL LEVEL

0311. While all command and control (C2) arrangements must be sufficiently flexible to cope
with additional subordinate elements, the force commander and his headquarters should not
be overloaded to the extent where efficiency and tempo are adversely affected. The formation
of additional subordinate headquarters may become necessary in order to prevent such
circumstances.

°The principles on which a state is governed that may be embodied in a statute or evolve by precedent.
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0312. Some specialist, and often scarce, force elements provide critical cross-component
capabilities. To ensure efficient employment they typically require C2 at the operational level
and are not generally delegated to subordinate commanders. Discrete national contributions,
as well as embedded component assets, may be brigaded under the control of a specific
commander within the coalition headquarters. Specialist coordination at the operational level
provides a pan-Joint Operations Area (JOA) view and the ability to re-balance resources across
the force.

0313. In coalition operations, normally the lead nation will be responsible for establishing an
effective C2 architecture, which may extend to component level, and is likely to adopt
predominantly national or alliance structures and procedures. However, no single command
structure necessarily best fits all circumstances.

0314. Specific C2 architectures must be driven by the context and may require iterative
adjustment as the situation or tempo develops. Political imperatives, in particular, may have a
significant impact. Participating nations should, however, strive to maximize unity of
command, with missions, tasks, responsibilities, and authorities clearly defined and understood
by all participants. CBG Volume Il - Strategic Design and Planning provides further detail.

SECTION Il - MIC NATIONS’ COMMAND AND CONTROL DURING OPERATIONS OTHER THAN
COMBAT

0315. To provide an understanding of the key strategic C2 issues for: humanitarian and
disaster relief operations; non-combatant evacuation operations; and peace support
operations, seven generic questions were examined.

a. Who has the legal authority to commit military forces to a coalition for these
missions?

b. What government agency/ministry has the lead for the missions defined above?

c. Within a coalition, who has national command authority to conduct the mission?

d. Who is the approving authority for your nation for ROE within the coalition? If the
lead nation wishes to change ROE what national source has the authority to approve

the change?

e. Should the mission change or transition from a single mission to multiple missions,
who has authority to commit your nation’s force to new missions (short of combat)?

f.  Who has the authority to deploy and redeploy military forces as part of a coalition to

complete the missions defined above?
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g. Who is the authority to approve national and
information strategy? Who is responsible for
characteristics?

agreed coalition narrative and
the translation into national

MissioN: HUMANITARIAN AND DISASTER RELIEF

Who has the | What national Who has Who If the original | Who has Who has
legal government command approves op changes, the the
authority to | agency has the authority to national who must authority authority
commit lead for this kind conduct ROE and approve your | to deploy to approve
military of operation? operation for | changes? nation’s and national
forces to a your national participation? | redeploy and agreed
coalition? contingent? forces? coalition
narrative
AUS MINDEF DFAT and/or DOD | CJOPS thru MINDEF as | CJOPS CDF thru
COMASC advised by CJOPS TBA
CDF
CAN | Government | DFATD CDS oran CDS Depending CDS, once
of Canada appropriate on the scope | missions
delegated of the have been
. . Governme
officer original approved
mandate by the nt thru
. ’ CDS/SIS
either the Governme
Government | nt*
or the CDS
FRA PRESIDENT INTERAGENCY JCOS JCOS PRESIDENT JCOS TBA
DEU | Government | MoFA MoD MoD Government MoD TBA
ITA Government | MoFA. MoD as CHOD retains | CHOD Government CHOD,
once well as other OPCOM and approved, if authorized through
authorized Department/ delegated MoD by Parliament | MoD, once TBA
by Agencies could be | OPCON to authorized authorized
Parliament involved COMJOHQ /
Op Comd
GBR DFID/MOD DFID An appointed | MOD at DFID/MOD at | DFID/MOD
at officer Ministerial | Ministerial at Min
S TBA
Ministerial level level. level level.
level.
USA SECDEF USAID, DoD SECDEF President/ SECDEF SECDEF
supports SECDEF TBA

The used abbreviations are described at the end of all tables.

*Depending on the factual circumstances of each situation, ‘Government of Canada’ authority could be exercised
by the Governor-in-Council, Cabinet, the PM or various Ministers, The decision to commit military forces to a
coalition is normally based on a recommendation by DFATD and DND.
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MissiON: NON-COMBATANT EVACUATION OPERATION

Who has the Who has Who has :]/20 has
legal What national command Who If the op the e
authority to | government authority to approves changes, who | authority o ro\ile
commit agency has the conduct national approves to deploy -pp
. L. . ., national
military lead for this kind operation for | ROE and nation’s and
. . L and agreed
forces to a of operation? your national | changes? participation? | redeploy coalition
coalition? contingent? forces? .
narrative
DFAT and/or DOD
MINDEF as
— thru Whole of CJOPS thru . CDF thru
AUS | MINDEF Government COMASC advised by | CJOPS CIOPS TBA
CDF
approach
D -
epending Governme
on the scope nt*
of the N
Task F Ithough i G
Government | DFATD supported askrorce original @ o.ug " overnme
CAN Commander CDS certain nt thru
* by DND mandate, .
. circumstan | CDS/SJS
either the
« | ces may be
Government the CDS
or the CDS
FRA PRESIDENT FOREIGN AFFAIRS | JCOS JCOS PRESIDENT JCOS TBA
MoD, if
DEU | Parliament MoD MoD MoD within the MoD TBA
mandate
CHOD retains
Government OPCOM and CHOD CHOD,
once MoFA and/or delegated approved Government through
ITA authorized OPCON to ! if authorized TBA
b MoD comioHa/o | MoP by Parliament | VoD once
y . authorized v authorized
Parliament p
Commander
FCO/MOD at An appointed MOD at FCO/MOD at ESO/MOD
GBR | Ministerial | FCO app Ministerial | Ministerial | TBA
officer Ministerial
level level level.
level.
Department of .
USA | SECDEF State SECDEF zgi%‘;i”t/ SECDEF SECDEF TBA

DoD supports

The used abbreviations are described at the end of all tables.

*Depending on the factual circumstances of each situation, ‘Government of Canada’ authority could be exercised
by the Governor-in-Council, Cabinet, the PM or various Ministers, The decision to commit military forces to a
coalition is normally based on a recommendation by DFATD and DND.
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MISSION: PEACE SUPPORT

Who has the Who has Who has }E/I\:Zo IS
legal What national command Who If the op the authorit
authority to | government authority to approves changes, who | authority to a rozle
commit agency has the conduct national approves to deploy -pp
. . . ., national
military lead for this kind operation for | ROE and nation’s and
. . S and agreed
forcesto a of operation? your national | changes? participation? | redeploy coalition
coalition? contingent? forces? .
narrative
MINDEF as
CJOPS thru . CDF thru
AUS | MINDEF DOD/DFAT/AFP COMASC advised by | CIOPS CIOPS TBA
CDF
D di
oepenare | covernme
CDS, or an P nt*,
appropriate of the although in | Governme
CAN Government | DFATD and/or delegated CDS original certain nt thru
* DND . mandate, .
officer . circumstan | CDS/SJS
either the
Government* ces may be
or the CDS the CDC
FRA | PRESIDENT DEFENSE JCOS JCOS PRESIDENT JCOS TBA
Government MoD, if
DEU . MoD MoD MoD within the MoD TBA
/ Parliament
mandate
CHOD retains
Government OPCOM and CHOD CHOD,
once delegated apbroved Government through
ITA authorized MoD OPCON to pp ! if authorized & TBA
MoD . MoD, once
by COMIJOHQ . by Parliament .
. authorized authorized
Parliament /Op
Commander
. MOD at .
GBR | PM/Cabinet | FCO/MOD An appointed |\ oorial | pM/Cabinet | FM/CabINe | g,
officer t
level
Dept of State and President/
USA | SECDEF coordinates with SECDEF SECDEF SECDEF TBA
DoD SECDEF

*Depending on the factual circumstances of each situation, ‘Government of Canada’ authority could be exercised
by the Governor-in-Council, Cabinet, the PM or various Ministers, The decision to commit military forces to a
coalition is normally based on a recommendation by DFATD and DND.

The following abbreviations were used:

AUS

MINDEF — Minister for Defense
DOD — Department of Defense
DFAT — Department of Foreign Affairs and Trade

DEU

MoD — Ministry of Defense
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CDF — Chief of the Defense Force

CJOPS — Chief of joint Operations

COMASC — Commander Australian Contingent

AFP — Australian Federal Police

Note: AUS does not use the term Humanitarian Operations
and Peacemaking in Defense Doctrine

MoD — Ministry of Defense
ITA CHOD — Chief of Deface Staff
COMJOHQ - Joint Operational HQ Commander

CDS — Chief of the Defense Staff

MND - Minister of National Defence PM — Prime Minister

CAN DFATD — Department of Foreign Affairs, Trade and GBR MOD — Ministry of Defense
Development FCO - Foreign and Commonwealth Office
DND - Department of National Defence

FRA 1COS — Joint Chief of Staff USA SECDEF — Secretary of Defense

DoD — Department of Defense

CBG Volume | (3" Edition), Version 1.3
40| Page March 2015





ANNEX A — DOCTRINE REFERENCES
GENERAL REMARKS

A-01. Doctrine offers a common perspective from which to plan and operate, and
fundamentally shapes the way military forces think about, train for, plan, and execute
operations. The principles and tenets of doctrine take into account all of the basic elements of
a military force: weapons and other systems; skill levels; experience and training; deployment
and sustainment capabilities; organizational issues; command and control philosophy and
issues; and command arrangements. Doctrine deals primarily with extant capabilities. Doctrine
is not about what is to be done, but about how it is to be accomplished. Doctrine is neither
strategy nor policy, though it often influences and is influenced by both.

A-02. Coalition partners using different national doctrines will obviously have problems
harmonizing their efforts, even if they enjoy a high degree of technical interoperability. Forces
operating on different fundamental principles will lack unity of effort, and could even work at
cross-purposes. Areas where commonality of doctrinal approach is particularly critical include
intelligence, command and control, operations and planning, logistics, and communications.
Subsidiary functions of force protection, deployment, Coalition Combat Identification, Rules of
Engagement (ROE), and civil-military cooperation are also key. Finding ways to harmonize
doctrine is therefore an important means to ensure improved coalition ops.

A-03. There is a plethora of doctrinal publications that nations could refer to. The most
relevant are listed in Table A.1. NATO Allied Joint Doctrine, unless otherwise specifically
directed by the MIC, is default doctrine for planning and conducting coalition operations.
Access to NATO doctrine is gained through the NATO Standardization Agency (NSA) protected
website. The NSA protected website is the authority source for NATO pertaining to NATO
standardization. The NATO Standardization Document Database (NSDD), accessed through the
NSA protected website,™ is the master repository for all NATO Allied Publications. Access to
the NSA website is limited to officials from NATO, Partnership for Peace (PfP), Mediterranean
Dialogue (MD)* and Istanbul Cooperation Initiative (ICI)** countries that have been certified by
the NATO Office of Security.

1% procedure to Access NSA Website — connect to https://nsa.nato.int/nsa/. Click the link, request access here. Fill
in user registration. Submit the request by pressing, request access. Upon obtaining access to the site, access to
the NSDD can be achieved through the publications search link on the left.

" The Mediterranean Dialogue is an integral part of the Alliance's cooperative approach to security. It is based on
the recognition that security in Europe is closely linked with security and stability in the Mediterranean and that
the Mediterranean dimension is an important component of Europe's security structures. The aim of the Dialogue
is to contribute to security and stability in the Mediterranean, to achieve a better mutual understanding, and to
correct misperceptions about NATO among Mediterranean Dialogue countries.

2 NATO's Istanbul Cooperation Initiative (ICl), was launched at the Alliance's Summit in the Turkish city in June
2004, with the aim to contribute to long-term global and regional security by offering countries of the broader
Middle East region practical bilateral security cooperation with NATO.
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MIC DOCUMENT REFERENCE LIST

ISSUE

‘ DOCUMENT/PUBLICATION

STRATEGIC CONTEXT

Strategic Context

AJP-01(D) Allied Joint Doctrine

NATO Crisis Response System Manual (NCRSM)

MIC CBG Volume | & 1

Strategic Assessment of Mission
(Review of Situation & Mission
Progress)

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

MC 400 The Alliances Strategic Concept

European Union Concept for Military Planning

MIC CBG Volume Il & 11I.3 (MIC Nations’ Decision Making
Processes)

NATO ACO Comprehensive Operations Planning Directive (COPD)

Strategic Shaping & Influencing

Manage Political Mandate

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

MIC CBG Volume | & 1

Comprehensive Approach /
Whole of Government /
Integrated Operations

MIC CBG Volume | & 11

MPAT Multinational Force SOP

ABCA Coalition Operations Handbook

NATO Defense College - Towards a Comprehensive Approach :
Integrating Civilian and Military Concepts of Strategy

Framework Nation

EU framework nation Concept

NATO Handbook For Coalition Operations

Re-missioning Considerations of
Specific Coalition Members

National Caveats

Rules of Engagement

AJP-01(D) Allied Joint Doctrine

MC 362/1 NATO Rules of Engagement

MPAT Multinational Force SOP

NATO Handbook For Coalition Operations

USA - ROE Handbook For Judge Advocates

Targeting

AJP-01(D) Allied Joint Doctrine

AJP-2.1 Intelligence Procedures

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

AJP-3.9 Joint Targeting

MC 471/1 NATO Targeting Policy

MPAT Multinational Force SOP

MIC CBG Volume Il

Detainee Handling & Transfer
Policies

AJP-2.5 Handling of Captured personnel, Equipment & Documents

MPAT Multinational Force SOP

Military Support to Capacity
Building

AJP-3.4.4 Counterinsurgency

ATP-3.2.1.1 Tactical Stability Activity & Tasks
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ISSUE

DOCUMENT/PUBLICATION

MPAT Multinational Force SOP Vol 3, Annex | - Stability Operations

MPAT Multinational Forces SOP Vol 3, Appendix 1 to Annex | -
Guiding Principles for Stabilization & Reconstruction

MIC CBG Volume l11.4 (Stabilization Handbook)

CoMMAND AND CONTROL

Concept

EU Military C2 concept

Unity of Effort

AJP-01(D) Allied Joint Doctrine

AJP-3.2 Allied Joint Doctrine for Land Operations

ABCA Coalition Operations Handbook

MIC CBG Volume | & 1

NATO Handbook For Coalition Operations

Interoperability

AJP-01(D) Allied Joint Doctrine

MPAT Multinational Force SOP

AJP-3.2.2 Command and Control of Allied Land Forces

MIC CBG Series

NATO Handbook For Coalition Operations

Command Structure &
Relationships (National
Contingent Commanders/Senior
National Representatives and
Multinational Force
Commanders)

AJP-01(D) Allied Joint Doctrine

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

AJP-3.2.2 Command and Control of Allied Land Forces

ABCA Coalition Operations Handbook

MPAT Multinational Force SOP

MIC CBG Volume | & 1

Joint Declaration on UN-EU Co-operation in crisis

NATO Handbook For Coalition Operations

Information/Knowledge
Management

AJP-3.2.2 Command and Control of Allied Land Forces

MPAT Multinational Force SOP

MIC CBG Volume I

AAP-15 NATO glossary of abbreviations

CTF ORGANIZATIONAL STRUCTURE AND STAFFING

Headquarters Structure
(Functional Requirements &
Manning)

AJP-01(D) Allied Joint Doctrine

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

ABCA Coalition Operations Handbook
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MC 389 Directive for Implementation of the Alliance Combined
Joint Task Force Concept

MPAT Multinational Force SOP

MIC CBG Volume Il

NATO Handbook For Coalition Operations
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ISSUE

DOCUMENT/PUBLICATION

EU FHQ Manning Guide

EU OHQ Manning Guide

Procedure for the handling of "concept" type papers emanating
from outside the EUMS and for amending and updating existing
Concepts

Force Generation (Force Size)

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

MC133 NATO Operational Planning

Functional Components vs
Service/National Components

General principles and procedures for EU force identification,
generation/activation and deployment

CAMPAIGN PLANNING

High Intensity Conflict

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

Irregular/Asymmetric Warfare

MC 437/1 Special Operations Policy

Operational Planning

AJP-5 Operational Planning

AJP-3.4 Non-Article 5 Crisis Response Operations

MIC CBG Volume Il

AJP-2 Allied Joint Intelligence, Counter Intelligence and Security
Doctrine

Peace Support Operations

AJP-3.4.1 Peace Support Operations

MC 327 NATO Military Planning For Peace Support Operations

MA 327/1 Military Concept for NATO Peace Support Operations

Bi-MNC Directive for NATO Doctrine for Peace Support Operations

UN Peace Keeping Operations - Guiding Principles

MPAT Multinational Force SOP

Humanitarian Assistance /
Disaster Relief Operations

MC 343 NATO Military Assistance to International Disaster Relief
Operations

MIC CBG Volume 1l1.5 (Rapid Reconnaissance Handbook for
Humanitarian/Disaster Response)

Biometrics

MIC CBG Volume 111.10 (National Perspectives on the Use of
Biometric Data)

Private Security Companies

MIC CBG Volume I11.11 (National Positions on PSC)

Counterinsurgency Operations

MIC CBG Volume 111.9 (National Factors for COIN)

ISAF Commander's Counterinsurgency Guidance

AJP-3.4.4 Allied Joint Doctrine for Counterinsurgency

Counter Improvised Explosive
Devices

MIC CBG Volume IIl.12 (C-IED)

ABCA Coalition Operations Handbook

AJP-3.15 Allied Joint Doctrine for Countering Improvised Explosive
Device

Non-Combatant Evacuation
Operations

AJP-3.4.2, Non-Combatant Evacuation Operations (NEO)

MPAT Multinational Force SOP
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| ISSUE

DOCUMENT/PUBLICATION

Council of the European Union (EU), ESDP/PESD 1103, Draft
Concept for EU evacuation operations using military means

‘ Reconstruction Efforts/Teams

ISAF PRT Handbook

USA - PRT Playbook

MIC CBG Volume 1l1.4 (Stabilization Handbook)

Support to Electoral Process

UN Peace Building Commission UN PBC S/RES/1645

Security Sector Reform

MIC CBG Volume l11.4 (Stabilization Handbook)

Disarmament, Demobilization
and Reintegration

UN Integrated Disarmament, Demobilization and Reintegration
Standards, Framework Document

UN Integrated Disarmament, Demobilization and Reintegration
Standards, Operational Guide

Disarmament, Demobilization and Reintegration field guide
(ISBN1-896551-54-8)

MIC CBG Volume 1l1.4 (Stabilization Handbook)

Stabilization

MIC CBG Volume l11.4 (Stabilization Handbook)

Transitioning to Follow-On
Authority

AJP-01(D) Allied Joint Doctrine

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

MPAT Multinational Force SOP

MIC CBG Volume I

NATO Handbook For Coalition Operations

MIC CBG Volume 1.4 (Stabilization Handbook)

PERSONNEL

Personnel Tracking & Reporting

MPAT Multinational Force SOP

AAP-51 Edition 1 NATO Asset Tracking "TO BE" Business Process
Model (Study)

Casualty Reporting

MPAT Multinational Force SOP

Special Skill Requirements

Rotation of Personnel

MPAT Multinational Force SOP

Culture Awareness Training

INTELLIGENCE, SURVEILLANCE, TARGET ACQUISITION AND RECONNAISSANCE

National Disclosure Policies

Intelligence Sharing Among
Coalition Forces

AJP-2 Allied Joint Intelligence, Counter Intelligence and Security
Doctrine

AJP-2.1 Intelligence Procedures

MC 128 Guidance For Intelligence Support to NATO

Military ISTAR Concept for EU Crisis Management and EU-led
Crisis Management Operations

MIC CBG Volume Il & 111.8 (CIS Planning Considerations)
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ISSUE

DOCUMENT/PUBLICATION

Collection, Fusion and
Dissemination

AJP-2 Allied Joint Intelligence, Counter Intelligence and Security
Doctrine

Coalition ISTAR Architecture

AJP-2 Allied Joint Intelligence, Counter Intelligence and Security
Doctrine

ABCA Coalition Operations Handbook

Threat Assessments

AJP-2 Allied Joint Intelligence, Counter Intelligence and Security
Doctrine

ABCA Coalition Operations Handbook

NATO Handbook For Coalition Operations

Intelligence Products

AJP-2 Allied Joint Intelligence, Counter Intelligence and Security
Doctrine

AJP-2.1 Intelligence Procedures

MC 128 Guidance For Intelligence Support to NATO

Intelligence Preparation of the
Battlespace

AJP-2 Allied Joint Intelligence, Counter Intelligence and Security
Doctrine

Geographic Information Systems
(GIS)

NATO Handbook For Coalition Operations

Current Intelligence

AJP-2 Allied Joint Intelligence, Counter Intelligence and Security
Doctrine

Targeting - Effects Based (Battle
Damage Assessment)

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

AJP-3.9 Joint Targeting (Study)

AJP-3.9.2 Land Targeting

MIC CBG Volume I

Linguistic Support Requirements

NATO Handbook For Coalition Operations

OPERATIONS

Coalition Task Force Planning
Process

AJP-5 Allied Joint Doctrine For Operational Planning

ABCA Coalition Operations Handbook

MC 133 NATO Operational Planning System

MPAT Multinational Force SOP

MIC CBG Volume | & 1

Language & Interpreter
Requirements

AJP-3.2.2 Command and Control of Allied Land Forces

NATO Handbook For Coalition Operations

Reporting Requirements

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

MPAT Multinational Force SOP

Battle Rhythm

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

MPAT Multinational Force SOP

Situational Awareness

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations

Information Operations

AJP-3(B) Allied Joint Doctrine for the Conduct of Operations
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ISSUE

DOCUMENT/PUBLICATION

NATO Military Information Operations Doctrine

MC 422 NATO Information Operations Policy

MIC CBG Volume I

MPAT Multinational Force SOP
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A9|Page

CBG Volume | (3" Edition), Version 1.3
March 2015






ISSUE

DOCUMENT/PUBLICATION

AJP-6 Command and Control Information Systems (Study)

MIC CBG Volume Il & 111.8 (CIS Planning Considerations)

NATO Handbook For Coalition Operations

Critical Operating Systems

MPAT Multinational Force SOP

MIC CBG Volume 111.8 (CIS Planning Considerations)

Spectrum
Requirements/Deconfliction

MPAT Multinational Force SOP

ACP190 A guide to Spectrum management in Operations

Cyber Defence MIC CBG Volume lI
NATO Policy on Cyber Defence - Defending the Networks
NATO Strategic Cyber Security (Cooperative Cyber Defence Centre
of Excellence (CCDCOE))
NATO Frameworks for International Cyber Security (CCDCOE)
NATO International Cyber Security Legal & Policy Proceedings
(CCDCOE)

MEDICAL

Medical Interoperability

AJP-4.10 Allied Joint Medical Support Doctrine

AJP-4 Allied Joint Logistic Doctrine

AJP 4.10.1 Medical Planning (Study)

MC 326/2 NATO Medical Support Principles and Policies

AD 85-8 ACE Medical Support Principles, Policies and Planning
Parameters
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AJP-4.5 Allied Joint HNS Doctrine and Procedures

NATO Handbook For Coalition Operations

Rules of Engagement (National &
Multinational)

ABCA Coalition Operations Handbook

MIC CBG Volume |

MPAT Multinational Force SOP

NATO Handbook For Coalition Operations

Use of force concept for EU-led Military Crisis management
Operations -1st revision

Reporting Procedures (Accidents,
Injuries to Locals, Deaths,
Property Damage)

Reporting Serious Incidents
Involving Host Nation &
Coalition Forces

A-ll|Page

CBG Volume | (3" Edition), Version 1.3
March 2015






ISSUE

DOCUMENT/PUBLICATION

Cross-Servicing Agreements
Between Coalition Forces or Host
Nation

MIC Mutual Logistics Support Agreements

Compliance With National &
International Laws

NATO Handbook For Coalition Operations

Embedded Civilians

PuBLIC AFFAIRS

Public Affairs Coverage Plan

MPAT Multinational Force SOP

Media Handling

MPAT Multinational Force SOP

NATO Handbook For Coalition Operations

Combined Information Centre

ABCA Coalition Operations Handbook

MPAT Multinational Force SOP

NATO Handbook For Coalition Operations

FINANCIAL MANAGEMENT

Financial Management

AJP4.5 Allied Joint Host Nation Support Doctrine and Procedures

AJP-4 Allied Joint Logistic Doctrine

Procurement Process

AD 60-70 Procurement of Military Budget Funded Property and
Services

Currency Exchange

Resource Management

Tracking Expenditures

Host NATION CONCERNS

Host Nation Military/Civil
Capabilities

AJP4.5 Allied Joint Host Nation Support Doctrine and Procedures

MC 334/1, NATO Principles and Policies for Host Nation Support

APL 12 Host Nation Support Planning Procedures

NATO Handbook For Coalition Operations

The host nation support concept for EU led crisis management
operations

Special Customs & Courtesies in
Host Nation

AJP-9 NATO Civil-Military Cooperation (CIMIC) Doctrine

Host Nation Technical
Agreements

Allied Joint HNS Doctrine and Procedures

APL 12 Host Nation Support Planning Procedures

Customs, Duties and Taxes

Environmental Clean-Up

MC 469 NATO Military Principles and Policies for Environmental
Protection

Hazardous Waste and Material

NATO Handbook For Coalition Operations

Table A.1 - MIC document reference list

A-12|Page

CBG Volume | (3" Edition), Version 1.3
March 2015






ANNEX B — TERMS

This Annex contains terms used in the Coalition Building Guide publication series.

Coalition Force Commander
The Coalition Force Commander (CFC) is the operational commander of a Coalition force.

Coalition Force Readiness Training

Combined or multinational collective training conducted by the assigned units and formations
from the troop contributing nations to a coalition under the direction of the Coalition Force
Commander with a view to harmonize the Coalition and to foster common understanding,
combat efficiency and trust throughout the force.

Conflict

A situation when two or more parties find their interests incompatible, express hostile
attitudes, or take action to achieve political objectives, which damages the other parties’ ability
to pursue their interests.

Conflict of interests
Incompatibility of interests among different entities.

Crisis

Situation where the relationships between antagonist forces or interests within or between
states creates a condition of such diplomatic, economic, political or military importance that
potentially leads to violence.

Culminating Point
An operation reaches its culminating point when the current operation can just be maintained
but not developed to any greater advantage.

Decisive Conditions (DCs)
Key outcomes to be achieved in order to reach Strategic Objectives. This may require the
involvement of several instruments of power and will have to be agreed upon by strategic
decision-makers within the strategic planning process but adjusted and refined during the
implementation planning.

End state
The political and/or military situation to be attained at the end of the operation, which
indicates that the objective has been achieved.
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Information Environment™®
The virtual and physical space, in which information is received, processed and conveyed. It
consists of the information itself and information systems.

Information Strategy

The information strategy forms the interagency and multinational approach to crisis/conflict
prevention and resolution in the information environment. It constitutes mission-specific
strategic and political guidance for information activities across all levers of power in support of
mission objectives. Based on [Multinational Experiment 6 (MNE6) Framework Concept 2010]

Instruments of power

National or organizational means applicable to solve a conflict, including political, diplomatic,
economic, informational, developmental, military, law enforcement activities, state-
led/institutional humanitarian assistance and civil administration support.

Interest
Aspiration from an entity prone to motivate its behavior and to improve its state. Interests can
be concurring, diverging, or incompatible.

Lead Nation

This model is based on one nation assuming responsibility for planning and execution of an
operation. The commanding officer, staff, Command, Control, communications and
Information’s (C31) structure, doctrine and logistic** co-ordination of the force will normally be
provided by one nation (the lead nation). Other nations can assign contributions to this force,
and fulfill some staff positions in the lead nation’s staff. (AIP-3(A))

In amplification of the NATO definition the CBG considers a Lead Nation to be one with the will
and capability, competence and influence to provide the essential elements of political
consultation and military leadership to coordinate the planning, mounting, and execution of a
coalition military operation. Within the overarching organizational framework provided by the
Lead Nation, other nations participating in the coalition may be designated as functional lead
agent(s) to provide and/or coordinate specific critical sub-functions of the operation and its
execution, based on national capability. These constructs may apply at the strategic,
operational, and/or tactical levels.”*

2 Information Environment does not exist in Australian Defence Force doctrine.

" According to NATO’s AJP-4, Allied Joint Logistic Doctrine, Lead Nation logistic support might be separately
carried out by a nation without being responsible for the total planning and execution of an operation.

B (a) To avoid possible confusion, it must be noted that this definition differs from but is roughly analogous to
terms utilized in NATO. The ‘Lead Nation’ referred to here would be recognizable within NATO as the ‘framework
nation,” whereas ‘functional lead agent’ would correspond to a nation within NATO which is designated as a ‘Lead
Nation’ for functional specialty support. NATO’s AJP-3, Allied Joint Operations defines ‘framework nation’ as
follows. ‘Forces based on a Framework Nation are commanded by an officer of that nation. A significant
proportion of the staff and the headquarters support will come from the framework nation; its working language is
of that nation. Staff procedures, although based on Alliance standards, will also reflect those of the framework
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National Contingent Commander

The Commander deployed by each country contributing forces to a multinational operation,
with the exception of the lead nation, who will exercise national command and represent
national interests at the operational level. The role of the National Contingent Commander is
to support both the Coalition Force Commander and his national commanders, while informing
his own national authority.

Narrative

A NARRATIVE is the structured expression of a thematic story about the rationale, intent and
aims — the 'why' — of an organization. It reflects the vision and strategy of the organization, and,
like a script or score, guides its mission conduct — the 'how' of its overall activity. (CBG Volume
[ll. 15 Annex C)

NARRATIVES are more than simply 'stories'. Narratives describe the history, purpose and
achievements of a collective entity, and they contribute in the process towards its unity and
facilitate its continuous transformation. With that they are contributing an essential element to
the coalition’s efforts. (CBG Volume Ill. 15 Annex C).

Strategic End State

Threshold where the situation is sustainable enough to autonomously evolve toward the
strategic vision. It is the single, unambiguous purpose towards which the plan is directed, and
which will be attained by the achievement of the Strategic Objectives. The strategic end state
must be sufficiently rich in context and content for subordinate levels to be able to use it to
conduct their own planning. It will take into account the specificities of the situation and
address the symptoms and the causes of the conflict. The strategic end state must be
comprehensible and feasible because it defines the ultimate criteria for cessation of coalition
activities in the crisis region.

Strategic Forum
Persons directly involved in and supporting the process described in this document; a notional
three-tiered functional structure of the Strategic Forum could be the following:

e A high level policy contact group;
e A strategic working group (civil and military);

e A liaison team®®.

Strategic Objectives (SOs)

nation. In practice, however, once command and staff teams work together, procedures may incorporate the
“best ideas” of the contributing nations.’

® The Strategic Liaison Element would support both the high level policy contact group and the strategic working
group in terms of information exchange needs and coherence between coalition, or coalition to be, governments
and other concerned actors. As a whole, the Strategic Forum would most probably be implemented in a mixed
mode of co-located and distributed activities. Individuals participating in the Strategic Forum would act as national
representatives, in a multinational capacity or in both.
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A description of the situation in terms of key achievements needed to reach the strategic end
state. SOs are the highest level breakdown of the strategic end state.

Strategic Option
A short description of the selected Strategic Roadmap. It also provides a preliminary idea of the
constraints as well as of the possible resources, time frames and synchronization requirements.

Strategic Roadmaps

Possible sets of coherent decisive conditions derived from the Strategic Objectives. They each
indicate an overarching approach to guide the coalition’s efforts. The achievement of all of the
decisive conditions that comprise a Strategic Roadmap marks the attainment of the strategic
end state.

Strategic Vision
A description in broad terms of the situation as it would fulfill political objectives.
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ENDORSEMENT

During the March 2015 Multinational Interoperability Working Group (MIWG) meeting, the MIC
Steering Group (SG) representatives approved and endorsed this document as contributing to
the development of operational practices that enable more effective coalition operations
across the contemporary operating environment.

The MIC SG representatives are the senior or lead 0-6/NATO OF-5 from each MIC member
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respective MIC Principal and nation.

The SG is responsible for assessing and managing the MIC's work and recommending MIC
strategy and guidance to the MIC Principals to facilitate improved interoperability for enhanced
coalition operations. The MIC member nations are: Australia, Canada, France, Germany, Italy,
the United Kingdom, and the United States.

The MIC provides a joint, multinational forum for identifying and addressing multinational and
or coalition interoperability issues across the contemporary operating environment and
articulating actions at the strategic and high operational level that, if nationally implemented by
MIC member nations, will contribute to more effective coalition operations.
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EXECUTIVE SUMMARY OF CBG VOLUME II

Volume Il covers the principles of planning coalition operations at the strategic level by
addressing the broad lines of recommended organization, processes and tools for a coalition to
ensure more robust cohesiveness within the coalition at the strategic, military level. Its overall
design is based on an understanding of national positions, and developing shared and agreed
assessment of the situation, desired strategic end state, exit strategy and predictability of the
risks and costs.

Since the end of the Cold War, there has been an increase in the number of temporary
coalitions and alliances to deal with crises and complex emergencies around the world.

Success in resolving unsatisfactory situations requires that all aspects of any crisis political,
military, law and order, informational, security, economic, and humanitarian assistance be
addressed nearly simultaneously in a coordinated manner. The more coalition members and
non-governmental interagencies/actors exchange information, estimates, options, the more
the advice given to the political authorities will converge and the more political alignment
would be made possible.

Having stated the above it is incumbent on national staffs to embrace early collaborative
engagement with multiple agencies sharing the intent to improve the situation. Therefore,
Collaborative staffing planning must be seen as:

= QOrganization and processes, to provide guidelines for national staffs in their effort to
efficiently collaborate and smooth over divergences

= Procedures and tools at the strategic level, to elaborate a common strategy to deal
with the crisis and allow future coherent operational planning

Volume Il is intended to facilitate the understanding of each nation‘s decision making process
and to propose a common framework in which each possible coalition member can fit. It is not
intended to replace national decision-making processes, but to be run in parallel.

Understanding the different national processes and some key cross functional considerations is
important in determining where there are interfaces in national collaborative planning
processes in MIC nations in order to facilitate collaboration with one another and develop
common formats based on our understanding of the various MIC nations’ national collaborative
planning processes.
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CHAPTER 1 - CAMPAIGNING

0101. A campaign is a: ‘a set of military operations planned and conducted to achieve a
strategic objective within a given time and geographical area, which normally involve maritime,
land and air forces’.! It demands a way of thinking and specific processes that together enable
the effective use of military capability, usually as part of a comprehensive response, to achieve
favorable outcomes. Allied Joint Publication (AJP) 01(D), Allied Joint Doctrine, Chapter 5
provides further detail on campaigning within North Atlantic Treaty Organization (NATO).
Campaigning is underpinned by a number of guiding principles:

a. Take along-term view about both the underlying causes and symptoms of conflict.

b. Focus on strategic and operational outcomes as well as the conditions required to
realize them.

c. Plan and execute a campaign in concert with the other instruments of power where
practicable.

d. Embrace collaborative engagement with those multiple agencies sharing the intent
to improve the situation.

e. Consider the whole situation and recognize that it is complex, adaptive, non-linear,
and, to a certain extent, unpredictable.

f. Conduct continuous analysis and assessment to deepen understanding of changing
environments and to modify planning and execution.

0102. Operational Art is the orchestration of all military activities, in concert with other
agencies, to convert strategic objectives into tactical actions with a view to achieving a desired
outcome. Although developed to address bi-polar, force-on-force operations, the concept is
equally applicable to contemporary operations in which crisis resolution does not necessarily
hinge on military success. It embraces a commander’s ability to take complex and often
unstructured problems and provide sufficient clarity and logic (some of which is intuitive) to
enable detailed planning and practical orders.

0103. Ends, Ways, and Means. Operational Art seeks to match ‘ends, ways, and means’ in
planning and conducting operations. It requires that a commander and his staff appreciate
the strategic context and answer three basic questions:

a. Ends. What conditions should be attained in the operational area to achieve the
strategic objectives? If the political objective changes, as it sometimes will, over

! AAP-6, NATO Glossary of Terms and Definitions.
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time or in response to changing events, that new objective will invariably create a
requirement for a change in the plan or even a new campaign plan.

b. Ways. What broad approaches will establish these conditions? Which instruments
of power combine within these approaches?

c. Means. What capabilities and other resources are available and should be applied,
within established limitations, to produce these conditions? How are the military
and non-military instruments integrated to achieve these conditions? The
commander considers the nature of the force, what objectives are within its grasp,
and the nature of the risks, and their possible mitigation, inherent in pursuing that
objective with the given force?

0104. Operational Design frames the problem, and then develops and refines a commander’s
operational ideas — his vision of how he sees the campaign unfolding — to provide detailed and
actionable plans. Operational Design continues, often interrupted by changes in strategic
guidance, throughout the duration of the campaign; it should not be deemed complete or
immutable from the outset and never simply implemented as a given without adaptation in the
face of changing circumstances. Review and refinement are critical aspects of continuous
operational re-design, as the situation changes in response to military intervention, the actions
and reactions of other actors (including adversaries), and the unavoidable consequences of
chance and friction. It is for this reason that a commander should become accustomed to
uncertainty, and should thrive on turning chaos to his advantage. To that end, the commander
should exploit assessment (including the invaluable contributions from his own battlefield
circulation, dialogue with coalition partners and collaboration with other actors) as an
integral part of his campaign design process.

0105. Operational Management integrates, coordinates, synchronizes and prioritizes the
execution of operations and assesses progress. Because conflict is inherently adversarial, an
opponent’s responses will inevitably affect the course of an operation. Assessing the course of
the operation and then acting quickly (in order to modify the plan to meet assigned objectives
in light of changed circumstances) should be the main way in which a commander commands
the force.’

? Extracted from Allied Joint Publication (AJP) 01(D), Allied Joint Doctrine, Chapter 5.
3 .
Ibid.
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CHAPTER 2 — STRATEGIC PLANNING GUIDANCE
SECTION | - PURPOSE AND SCOPE

0201. A coalition is not very different from an international organization, the mechanisms on
the field being very similar. Any strategic planning or consideration normally begins with the
identification of an unsatisfactory or deteriorating situation by one or more nations who have a
common interest in collaborating to deal with the area at stake. In a multinational
environment, preliminary consultations occur between capitals, leading to the choice of a
potential framework in which to operate (UN, NATO, EU, coalition...).

0202. A coalition, as it is an ad-hoc gathering of nations, suffers from a lack of a permanent
structure, such as the United Nations Security Council (UNSC), the North Atlantic Council (NAC)
or the European Union Political and Security Committee (PSC), where decision makers and
strategic planning group can physically gather.

0203. In most cases, though, the coalition is initiated and hosted by one member of the
potential coalition, called the Lead Nation (LN)*. In that case, the coalition facilities are offered
by the LN at an early stage. However, in some cases, the choice of the LN may not be as obvious
as in others. In this event, the lack of permanent structures and procedures may delay the
reaction capabilities of the coalition and even reduce its efficiency, especially if a common
strategic end state has not been stated.

0204. For any intervention to be coherent, national and multinational processes must be
clearly articulated and iterative. Planning staffs must understand where and how they can
interface and share information with partner nations when planning coalition operations. This
Strategic Planning Guidance chapter is intended to facilitate the understanding of each nation’s
decision making process and to propose a common framework in which each possible coalition
member can fit. It is not intended to replace national decision-making processes, but to be run
in parallel.

0205. Strategic staffing must be seen as

a. Organization and processes, to provide guidelines for national staffs in their effort to
efficiently collaborate and smooth over divergences.

b. Procedures and tools at the strategic level, to elaborate a common strategy to deal
with the crisis and allow future coherent operational planning.

* “political consensus depends on [...] political consultation allowing all participating Nations to be part of the
decision-making process. With a firm legal basis and a designated LN, in depth political consultation is made
possible through the creation of a political authority in which each Nation will be represented at an appropriate
level (e.g. Ambassador). Military participation in this process should be provided by a corresponding military
authority.” (CBG Volume I, page 5, 0117).
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0206. Implemented through a distributed collaborative planning, and collaborative staffing
raises some challenges:

a. First, understanding national processes is important in determining where there
are interfaces in national strategic planning processes in partner nations in order
to facilitate collaboration with one another and develop common formats based
on our understanding of the various partner nations’ national strategic planning
processes.

b. Second, definitions, doctrines and procedures are necessary to be able to share the
same vocabulary and understanding.

c. Finally, mechanisms to exchange information (not necessarily intelligence) must be
identified, in order to elaborate a common strategic end state, identify common
strategic objectives, provide an initial estimate on the forces each nation may
provide and to establish the go/no-go criteria for a Nation’s military participation in
the operations.

0207. To overcome these challenges, this chapter will:
a. Assume no LN has been identified at the beginning of the processS.
b. Focus on military collaborative planning activities at the Strategic Level.®

c. Assume that national co-ordination between services, ministries, and agencies is an
ongoing process.

d. Remain as close as possible to the existing national processes, since coalition
member nations’ militaries have different influences and authority regarding
national decision making to employ military forces in response to a crisis.

e. lllustrate the Crisis Management process from the first exchange of information up
to the initiating directive to facilitate understanding and coordination.

f. Offer a possible framework for high level mechanisms when engaging a coalition of
nations in crisis or conflict resolution, based on the following building blocks:
analysis and assessment of the situation; identification of the desired strategic end
state and the appropriate strategic objectives leading to this strategic end state;
initial considerations regarding the approaches and the means to deliver them and
assess the effectiveness of their implementation. The designation of specific actors
responsible for implementation remains a national prerogative.

> Considering that if a LN had been identified, it would be hosting the assessment and planning process.
¢ Operational planning tools and procedures already exist, which can be used by a coalition.
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g. Provide a list of existing and or experimental tools in support to these processes at
the strategic level.

SECTION Il - THE CRISIS MANAGEMENT PROCESS IN A COALITION ENVIRONMENT

PURPOSE

0208. In order to determine strategic staffing procedures and tools, this section intends to
identify the phases describing the Crisis Management Process for a coalition. Although no
formal organization might be in place (such as the NAC), the chronology described is very
similar to the NATO Crisis Management Process.

PHASE 1: INDICATIONS AND WARNINGS

0209. The first phase in the crisis management process is the “indications and warnings”
phase. This is when each nation provides to its national communities of interest (COls) (inter-
agency) its understanding of the situation.

PHASE 2: ASSESSMENT OF SITUATION

0210. When building a coalition seems to be a relevant option, a common assessment of the
situation is required to set the basis for a possible coalition. This “assessment of the situation”
phase is generally conducted by the diplomats. The military and other agencies being
associated to the national decision-making process vary by nation. It should lead to a decision
on the establishment of a combined/coalition operation and provide the first estimate on which
nations will participate in the combined/coalition operation along with the potential
identification of a LN.

At this point, the strategic assessments’ are still to be considered national; therefore, this is
mostly a distributed phase.

PHASE 3: DEVELOPMENT OF RECOMMENDED RESPONSE OPTIONS

0211. To frame the coalition, nations should converge on a common way forward. Ideally,
they will be committed to achieving common intermediate-states and a final strategic end
state. This is the “development of recommended response options” phase, where political and
strategic options are discussed, based on a common assessment/estimate of the situation. The
purpose of this phase is to agree on a broad coalition crisis resolution concept, using as many
levers of power8 as possible. At this stage, nations willing to participate in the operations
should be identified and the LN should be chosen, if not done so earlier during Phase I
Assessment of Situation. This would normally be the time for a political statement, or the

" The strategic planning is an interagency process, where various stakeholders’ assessments are gathered. The
military assessment process at the stage is commonly referred as the “initiation phase”.

8 Being called DIME (Diplomacy, Information, Military and Economy) or 3Ds (Diplomacy, Defense and
Development)...
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proposal for a United Nations Resolution, giving a mandate to the Coalition, based on this Crisis
resolution concept. With or without a mandate, the strategic planning could be initiated,
leading to the development of a Coalition Comprehensive Strategy while an Operational
Commander would be designated.

Like in the previous phase, distributed planning would most likely remain the most efficient way
to collaborate. Indeed, being far away from their national authorities makes it harder for
planners to answer questions and give national positions. Furthermore, while interagency
planning is already a difficult task to achieve nationally, doing it away from the central decision
makers would most likely make it unproductive.

PHASE 4: OPERATIONAL PLANNING

0212. On completion of Phase 3, an Initiating Directive must be issued, being the start point
to the “operational planning” phase.
Operational planning would most likely take place in the LN’s headquarters, under the
Operational Commander’s authority.

PHASE 5: EXECUTION
0213. The next phase is the “execution” phase, which is not considered in this document.

SECTION Il - PROPOSED STANDARD OPERATING PROCEDURES

PURPOSE

0214. The main purpose of this section is to identify the outputs and documents that should
be produced by the strategic planners and the procedures to ensure this can be done on a
distributed basis.

CHALLENGES

0215. Strong situational analysis and understanding of the strategic environment within the
country and region, as well as the international context are crucial elements of any
intervention. The more thorough the analysis of the strategic context, and the clearer the idea
the coalition has of its strategic objectives, desired strategic end state and transition
mechanisms to a stabilization phase, the better the chances are that the intervention will go
smoothly and that deployments will not be protracted. Therefore, it is useful to identify some
of the main challenges facing national political and senior military authorities in the
establishment and employment of a coalition:

a. The willingness to share/exchange national views, common interests and strategic
assessments

b. The correct understanding of the strategic environment in establishing go/no criteria
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c. The achievement of common and agreed:
i.  Strategic end state
ii.  Strategic Narrative’
iii.  Strategic option
iv.  Command and control arrangements
v.  Rules of engagement
vi.  Resource contribution of each nation

d. Integration of all instruments of national power
e. Early interagency and multinational coordination
f. Development of mechanisms to interact effectively with all actors

0216. Based on these challenges, the following SOPs are proposed, inspired from the
Strategic Planning Guide (SPG) developed during past Multinational Experiments.

PHASE 1: INDICATIONS AND WARNINGS

0217. In this phase, the possible members of the coalition are not identified yet: therefore
national SOPs apply, while diplomatic talks and liaison officers’ consultation may occur.

PHASE 2: ASSESSMENT OF THE SITUATION

0218. In this phase, the objective is to build a Coalition Strategic Assessment, allowing a
common understanding of the situation. This is the first step of the actual Coalition Strategic
Planning, which is essential in order to develop a common strategic vision among the coalition.

0219. The first part of coalition building is based on the sharing/exchange of common
intelligence and or information, and national views of the situation/crisis aimed at improving
awareness, perception and understanding of the situation. Potential coalition members share
their national assessments of a probable or existing conflict situation, agree on a common
narrative, identify common interests and available resources, and decide on a common
strategic end state. Bearing in mind the attainment of the final end state, if too difficult to
describe in precise terms during initial planning, coalition members may/will agree on a
medium term strategic end state (which could be called stabilization end state or transition
strategic end state) along with strategic objectives with associated timeframes, which will
enable the coalition to overcome the major obstacles in reaching the long term strategic end
state (strategic vision). If necessary, nations will continue to review their assessment of the
situation as the strategic planning process progresses providing their national communities of
interest (COI) and agencies with their understanding of the situation. Therefore, to ensure
unity of effort in a multidisciplinary planning process and to fully support the operational

% See CBG Volume I, Annex B — Terms, Page B-3
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Vertical

planning process it is essential to precisely define the coalition’s objectives and end state to
be achieved as soon as practically possible.

0220. This phase is generally conducted by nationally empowered representatives, such as
diplomats, Chief of Defense Staffs and other high ranking agency officials, being associated to
the national decision-making process. The elements developed during this phase will be
presented to the political decision makers who will in turn decide whether or not to commit
their nation to dealing with the situation within a coalition.

0221. In most cases, the military are the most capable in conducting information exchangel9,
nationally and internationally; therefore, they may be the agency designated to coordinate
transversal information exchange (see below) between nations. Vertical information exchange
takes place nationally, through an interagency basis, using the full spectrum of DIME
instruments™®.

DIPLOMACY [DEFENSE \DEVELOP

Horizontal

Nationl Nation2 Nation3
0222. The main inputs are:
a. National Strategic Assessments
b. National proposals for a Strategic Vision

c. A preliminary notion of resources that nations could offer

% These information exchanges will of course remain non-binding, certain decisions and analysis being forwarded
through the conventional political forums.

"' DIME describes the instruments of Power: diplomatic, informational, military and economic. It may include other
instruments such as cultural, humanitarian, civil administration. Civil instruments (C.) such as police, rule of law,
civilian administration and civil protection should also be considered.

The humanitarian dimension (H), including humanitarian aid through |10s and donors should be taken into account,
when necessary. It may be included in the Economic (E) instruments, but has security, informational and
operational implications.
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0223. The main outputs from this phase are:
a. A Coalition Strategic Assessment
b. A proposed Coalition Strategic Vision
c. A proposed Strategic End State
d. Proposed Coalition Strategic Objectives
e. A decision on whether or not to intervene (i.e., establish a coalition)
f. Identification of potential members and partners to a coalition
g. Early identification of a potential lead nation
h. A preliminary notion of resources that nations could offer
i. An overview of the limitations and constraints
0224. At this point, a first estimate of the time frame should begin to come out, possibly

identifying short term and long term objectives. This time frame would be the basis for the
elaboration of the exit strategy.

PHASE 3: DEVELOPMENT OF RECOMMENDED RESPONSE OPTIONS

0225. Following the strategic assessment, this phase can be divided in two major steps:

a. Development of a Crisis Resolution Concept (CRC), possible basis for a mandate
(supposedly a United Nations Resolution)

b. Development of the Coalition Comprehensive Strategy (CCS), from which an
initiating directive will be issued to the Operation Commander

0226. Development of the Coalition Crisis Resolution Concept:

a. The purpose of this phase is to develop strategic roadmaps for achieving the
strategic end state, based on the outputs derived from the previous phase. The
selected roadmap chosen by the political governance process will represent the
Strategic Option/Coalition Crisis Resolution Concept (CRC), which includes all levers
of power® for the intervention.

12 Being called DIME (Diplomacy, Information, Military and Economy) or 3Ds (Diplomacy, Defense and

Development)...
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b. The Crisis Resolution step is a two-stage process. First, planners will study each
strategic objective separately and derive its associated decisive conditions. Second,
they will undertake a cross optimization of decisive conditions leading to the
achievement of all strategic objectives defined in phase 2.

c. Itis also during this step that the LN will be selected based on the potential coalition
members previously identified. As with the Strategic Assessment step, national
strategic assessments will continue to be reviewed.

d. The main output from this step will be the coalition CRC, which is to include the:
i.  Consolidated Coalition Strategic Assessment
ii.  Strategic Vision
iii.  Strategic End State with a timeframe and broad resources estimate
iv.  Strategic Objectives to reach the strategic end state
v.  Selected Strategic Option and an associated exit strategy
vi.  Outlined Integrated Information Strategy that incorporates the Narrative

vii.  Mandate for the appointment and defining the responsibilities and authority
of a Coalition Special Representative in region for the intervention and Core
Staff, tasked to establish an Interagency Implementation Forum

viii.  Identification of the LN
0227. Development of the Coalition Comprehensive Strategy:

a. This step develops the Coalition Comprehensive Strategy (CCS), which provides
strategic guidance for subsequent planning (operational planning process) and
evaluation efforts. The CCS provides the necessary elements to enable coordinated
interagency implementation processes within and throughout all national
instruments of power by refining and bringing greater detail to the previously
agreed Strategic Option. That document includes the Initiating Directive, handed
over to the Operational Commander.

b. The CCS is intended to be used for planning and evaluation purposes inside coalition
partners’ organizations. Coordination with international and regional organizations,
local authorities, governments in the region of concern, NGOs, etc. will be sought
whenever possible and feasible from a security perspective. Therefore, guidance
within the CCS should include direction to coalition military authorities on expected
and authorized interaction, including DIRLAUTH, with such non-coalition actors as
are considered crucial to the definition and achievement of the desired strategic
effects.

c. In developing the CCS, planners will further refine, expand or alter, within the
parameters of the strategic option; the decisive conditions laid out in the CRC, and
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provide an initial idea of their prioritization and sequencing. Strategic planners will
also develop the initial assessment guidelines to evaluate the success or progress
towards the strategic objectives and strategic end state. Implementation level
planners will report back on progress being made towards the achievement of
decisive conditions, which will in turn allow the strategic level to evaluate overall
progress or readjust the strategy if necessary.

d. This step culminates in the CCS representing the tenets that will support the
execution of the cooperative implementation planning (CIP) process, which
includes:

i. Reasons justifying an intervention

ii. National restraints, constraints and caveats

iii. The Strategic Vision

iv. The Strategic end state

v. The Strategic Objectives

vi. The Strategic Option, including a proposed exit strategy
vii. A risk assessment
viii. Indications of capabilities and resources required

ix. A time frame, based on the estimated time necessary to achieve the strategic
end state and strategic objectives

X. Mandate for the appointment and defining the responsibilities and authority of
a Coalition Special Representative in region for the intervention and Core Staff,
tasked to establish an Interagency Implementation Forum®?

xi. Further development of the Coalition Information Strategy (to include themes
and objectives)
xii. Measures of effectiveness to evaluate the success of the strategic objectives
and strategic end state
xiii. Expected and authorized interaction with non-coalition actors

PHASE 4: OPERATIONAL PLANNING

0228. After the above phases have been completed, the Initiating Directive is issued, starting
the “planning phase”. Operational planning generally takes place in the LN’s headquarters,
under the Operational Commander’s authority. Operational planning can be conducted in
parallel (with the strategic and tactical levels) or co-operatively with only one CONOPS and one
OPLAN between the strategic and operational levels.

BAta minimum, this implementation forum should be composed of the military operational planning group with
close coordination with the other agencies involved in the CCS. At the best, this operational planning would be
conducted on an interagency basis, all departments sending planners.
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0229. Planning methods and tools already exist for Operational Planning, which can be used
in a coalition environment.

The following matrix summarizes the Crisis Management Phases and identifies where the three
strategic planning steps above fit into the process. This is important to understand as the Crisis
Management Process is designed to facilitate political consultation and decision-making.

The Matrix also identifies other staffing procedures, such as participants, places, reference
documents or possible exchange means.
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STRATEGIC STAFFING PROCESS MATRIX

0230.

by all potential coalition members and partners:

Following a trigger event and when a coalition intervention is being considered the following process should be undertaken

Strategic Staffing Strategic Planning Action Description Output/Documents Staffing and exchange
Phases Steps Produced procedures(1)
PHASE 1

Indications and

National Analysis /

Alert / Warning

National Strategic Assessment

Nationals Sensors
®  Embassies

Warning Assessment ® Liaison Officers
P : ® Exch f national vi ®  Coalition S i Who?
PHASE 2 Situational Analysis xchange of national views, oalition Strategic
common interests and strategic Assessment Embassies

Assessment of
Situation

Strategic Assessment

and Assessment

assessments by all potential
coalition members. A

®  Official and unofficial talks
between nations “J” staffs and
inter-agencies. A

[ National resources
available

®  |etters of agreement

® |dentification of national
perspectives and
unacceptable situations

Agreement on a
Strategic End State

Common long-term strategic end state
endorsed by all coalition members.
Sometimes referred to as “Vision”.

®  Proposed coalition
Strategic End State

e  Potential identification of
a Lead Nation

Identify Strategic
Objectives

Together with the Strategic strategic
end state, describes the main path
that will lead the coalition to
overcome the major obstacles to
reaching the Strategic End State.

Proposed common coalition
Strategic Objectives

Liaison Officers

Heads of Departments

National — International
Development Agencies

®  Experts (including
Military)

® |Osand NGOs
How?

BICES

Secure Voice
CENTRIXS (Secure)
APAN (Unclassified)
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Strategic Staffing Strategic Planning Action Description Output/Documents Staffing and exchange
Phases Steps Produced procedures(1)
PHASE 3 o Identify challenges to the Coalition Crisis Resolution Who?

Development of
Recommended
Response Options

Crisis Resolution

Identification of
Strategic Options

coalition

®  Develop strategic effects

Concept document (basis for a
Political statement) A, to
include:

® Heads of Departments
®  Experts (including

Concept ®  Organize synchronized and " ) Military)
[}
coherent decisive conditions ggilstsls]liirateglc ® Liaison Officers
®  |dentify potential lead o  Stratesic end stat How?
instruments of power rategic end state ®  BICES
. . _—
®  Elaborate on possible road maps Key strategic objectives ®  Secure Voice
. . .
®  Assess the road maps qu:s'sble strategic road ®  CENTRIXS (Secure)
p. . . ®  APAN (Unclassified)
®  (Coalition Information
strategy
® |dentification of the lead
nation, if not established
earlier
Development of the The strategy will be based on the " . Who?
" . . Coalition Comprehensive
Coalition strategic option (Roadmap) chosen by . e Liaison Officers
. L . . Strategy, to include:
. Comprehensive the political level, refined and studied
Coalition . L : ®  Heads of Departments
. Strategy in greater detail to identify the e Coalition Strategic ) )
Comprehensive strategic actions that will be Assessment Ex.p.erts (including
Strategy undertaken by all levers of power. Its ) ) Military)
) - ®  National restraints, How?
endorsement will officially launch traints and ¢ ==
subordinate operational planning constraints and caveats BICES

processes.

®  Strategic end state

®  Estimated time to achieve
the strategic end state

®  Strategic desired effects

Secure Voice
CENTRIXS (Secure)
APAN (Unclassified)
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Strategic Staffing Strategic Planning Action Description Output/Documents Staffing and exchange
Phases Steps Produced procedures(1)
Allocation for the Who?
Coaliti responsibility for the ® Liaison Officers
oa :Ion . achieve_ment of the ®  Heads of Departments
PHASE 3 Comprehensive strategic effects, to Experts (including
Strate i S
(cont.) gy Development of the include .supportt?d anq Military)
s supporting relationships
Coalition How?
. at the DIME level for each
Development of Comprehensive BICES

Recommended
Response Options

Strategy (cont)

effect.

Range of sequenced and
coordinated strategic
actions

Guidance on expected
and authorized
interaction (including
DIRLAUTH), and
coordination
process/activities
between civilian , military
and non-coalition actors
Indication of available
resources

Assessment methodology
to evaluate impact and
progress of the campaign

Secure Voice
CENTRIXS (Secure)
APAN (Unclassified)

Initiation (Start of
Operational Planning
Process)

Roadmap must be translated in a
Military Strategic Option to initiate the
Operational Planning Process

Initiating Directive issued. A

Who?
Heads of Military staffs
How?

e CENTRIXS (Secure)
e APAN (Unclassified)

Reference:
GOP (2)
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Strategic Staffing Strategic Planning Output/Documents Staffing and exchange
Phases Steps Action Description Produced procedures(1)
PHASE 4 Orientation The designated LN is hosting the Commander’s planning Who?
Operational Planning group, with guidance. Military Planning Groups
i ?
Operational Planning repr.es.ent.atwes f.rom each How:
Concept participating Nation. CONOPS Statement of copl
Development Requirements (SOR) A ans,
TOPFAS,
Plan Development OPLAN A SADES
Reference:
Plan Review A GOP
MNF SOP

PHASE 5
Execution

Not considered in this document

A National Authorities’ Decision, including formal statements to the International Community

(1) NOTA: In a distributed staffing process, military tools are the most reliable, efficient and secure communication systems

(2) Guidelines for Operational Planning (GOP)
(3) Combined Enterprise Regional Information Exchange (CENTRIXS)

(4) All Partners Access Network (APAN): Unclassified network for cooperation, coordination and collaboration with the humanitarian
community and other stakeholders
(5) Multinational Force Standing Operating Procedures (MNF SOP): https://community.apan.org/mpat
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CHAPTER 3 — MIC NATIONS’ STRATEGIC PLANNING FRAMEWORK

GENERAL FRAMEWORK

0301. This framework is a generic model to simplify the comparison of the various national
decision making processes. From a coalition perspective Phase 2 — Multinational Assessment
is seen as an essential phase as it not only represents the beginning of coalition planning but
is the point at which coalition planning staffs can commence sharing and collaborating
information. The “Political GO A” within the framework represents points during the process
where national authority go/no go decisions will be made.

[ MICCOUNTRIES | [ _TooLs |

0 Netw ork Activation Diplomat
L Secure Voice
Indications and

Secure Network

National Authorities

National Intents

Warnings
Political Go A
Q Information Sharing
< Interagency Secure Network
Multinational National Assessments Strategic Planning @
Assessment

e Strategic Planning
- End State (major effects Secure Network

expected) Military Strategic
Development of - Strategic Key Objectives P|ann?r/]g Grougps w
Recommended - Exit Strategy @

Response - Broad Force Estimate

Options

Initiating Directive

Political Go A

Planning ...

Operational
Planning Groups

Coalition Planning

CONOPS / OPLAN

Political Go A

e Collaborative Execution ..
.- '€ Coordination Group
...& Execution
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AUSTRALIA (AUS)

|

AUSTRALIA |

Netw ork Activation

Indications and
Warnings

National Intents
IPDIV

Political Go A

CDF - Head MSC ->SCG
CJOPS - DGPlans

Information Sharing

National Assessments IPDIV

Multinational
Assessment

Strategic Planning

Dewelopment of ..S0G
Recommended ..SPG
Response DIO / DIGO
Options

Coalition Planning

Planning

Collaborative Execution

...& Execution

Notes:

Miltary Strategic

ADHQ -Australian Defence Headquarters

CDF -Chief of Defence Force

CJOPS -Chief Joint Operations

SCG -Strategic Command Group

MSC -Military Strategic Commitments (Strategic J3/5)
HQJOC -Headquarters Joint Operations Command
DGPlans -Operational J5

DGOps -Operations J3

SPG -Strategic Planning Group

JPG -Joint Planning Group

DCC -Defence Coordination Centre (ADHQ Watch Centre)

18| Page

CDF - Head MSC
CJOPS - DGPlans

CJOPS
DGOps JCC

CDF - Head MSC ->SCG PM
CJOPS - DGPlans

NSC
.Defence
.DFAT -> IDETF

<>

IDETF
.DFAT

IPDIV -International Policy Division
DIO -Defence Intelligence Organisation
DIGO -Defence Imagery & Geospatial Organisation

National Strategic

NSC -National Security Committee

IDETF -Inter-Departmental Emergency Task Force
DFAT -Dept of Foreign Affairs & Trade

PM&C -Dept of Prime Minister & Cabinet
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CANADA (CAN)

[ PHASES | | CANADA |
Government in Council
e Pu
Indications and Network Activation MND
CDS
Political Go A l
Information Sharing SJS J3
o < SJS J5
National Assessments CFINTCOM
Multinational
Assessment
SJS J5
© — mmm P
SJS J34
Development of CFINTCOM
Recommended ADM (Pol)
Response
Options

0 Coalition Planning

Planning

Collaborative Execution

<
«

...& Execution

Notes:

PM - Prime Minister

MND - Minister of National Defence

CDS - Chief of Defence Staff

SJS - Strategic Joint Staff

CFINTCOM - Chief Forces Intelligence Command

CJOC - Canadian Joint Operational Command

CF JHQ - Canadian Forces Joint Headquarters (Operational Level)
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FRANCE (FRA)

PHASES FRANCE

Netw ork Activation

e Deputy COS /

o National Intents Operations
Indications and

Warnings

Political Go A

) ) Assessment Group
Information Sharing Interagency

a < IEDMA ) ZAS Crisis Cell
National Assessments CPCO (J2+J5)

Multinational
Assessment

Dewvelopment of
Recommended
Response
Options

Planning

Coalition Planning

a Strategic Planning

Initiation Group
EMA - CPCP
(J2/35)

Operational
Planning Group
CPCO (J1...39)

Other Ministries
(Mainly Foreign)

Other Ministries

| (Mainly Foreign)

Collaborative Execution

<&
<

...& Execution

Notes:

EMA - Joint Staff (Etat-major des armées)

DAS - Startegic Affairs Directorate (Délégation aux affaires stratégiques)

CPCO - Joint Operations HQ (Centre de planification et de conduite des opérations)
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GERMANY (DEU)

[ PHASES | | GERMANY |

Netw ork Activation
o (MoFA)
. National Intents MoD Policy Directorate
Indications and
Warnings
Political Go A
Information Sharing MoD Policy Directorate

A

Multinational
Assessment

e Strategic Planning VoD
0

Development of Strategy. and Operations
Recommended Directorate
Response
Options

National Assessments

\Y[e] D}

e Coalition Planning Strategy and Operations
Directorate

Planning

Collaborative Execution
e < Same As Above

...& Execution
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ITALY (ITA)

PHASES

ITALY

Network Activation

3rd Division Strategic

Indications and
Warnings

Direction & Policy of

National Intents .
Operations

Political Go A Chief of

Defence

3rd Division Strategic General Staff

Information Sharing

Multinational
Assessment

Dewvelopment of
Recommended
Response
Options

Planning

&

Direction & Policy of B 3rd
National Assessments Operations Directorate
Plans &
Policy

Strategic Planning

3rd Division Strategic
Direction & Civil-Military
Cooperation
2nd Section Strategic
IGEWSS

Joint Force Headquarter
Directorate Operations
(Operations Direction -

Joint Exercise Direction)
J3 Operations Division
(Operational Direction -
Maritime - Land - Air &

Information Management)

Coalition Planning

Collaborative Execution

...& Execution

Same as Abowe
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UNiTep KingDom (GBR)

|  PHASES |

Netw ork Activation

UK

Indications and
Warnings

National Intents

Political Go A

Information Sharing

® -
]

Multinational

Assessment

National Assessments

e Strategic Planning

Development of
Recommended
Response Options

0 Coalition Planning

Planning

Collaborative Execution

<
<«

...& Execution

Notes:

FCO - Foreign & Commonwealth Office

JIC - Joint Intelligence Committee

MOD - Ministry of Defence

MOD Committees: COG - Current Operations Group
SPG - Strategic Planning Group
CCT - Current Commitments Team

PJHQ - Permanent Joint Headquarters

JFHQ - Joint Force Headquarters
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FCO
JiC
MOD COG or SPG

Cabinet Office & FCO

MOD COG or SPG
PJHQ J5

MOD SPG
PJHQ J4/J5
JFHQ
FCO & OGDs

MOD CCT
PJHQ J3 / JFHQ
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UNITED STATES OF AMERICA (USA)

PHASES | UNITED STATES |
! Netw ork Activation sl
National Intents NEE, 22 (B Eles,
Indications and CCDR
Warnings
Political Go A
President, NSC, Sec Def,
Information Sharing SECSTATE,
o < CJCS, CCDR
National Assessments
Multinational
Assessment

e Strategic Planning

Development of
Recommended
Response
Options

Sec Def, CICS, JS/J-5,
CCDR,
JFC, COCOM/J-5

(ON[GISTINSTA B
JS/J-5, CCDR,
COCOM/J-5,

Planning JFC/J-5

|

a Coalition Planning

Collaborative Execution Sec Def, CICS, JS/J-3,
e < N JS/J-5, CCDR, COCOM/J-3,
& Exocution COCOM/J-5, JFC, JFC/J-3,
. ecutio JFC/I5
Notes:

CCDR - Combatant Commander

CJCS - Chairman of the Joint Chiefs of Staff
COCOM - Combatant Command

JFC - Joint Force Commander

JS/J-3 - Joint Staff Operations Directorait
JS/J-5 - Joint Staff Plans Directoriat

NSC - National Security Council

Sec Def - Secretary of Defense

SECSTATE - Secretary of State
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0302. Detailed MIC Nations’ national decision making process descriptions can be found
within the CBG Volume Ill.3.

MIC NATIONAL STRATEGIC STAFF DIRECTORIES

0303. The MIC National Strategic Staff Directories provide an overview of operations related
responsibilities at the strategic and operational level of all MIC nations, including respective
contact information.

0304. MIC National Strategic Staff Directories are available through each nation’s MIC
National Secretary or through the MIC Executive Secretariat.
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CHAPTER 4 — COALITION OPERATIONAL PLANNING
SECTION | - POLITICAL CONSENSUS AND STRATEGIC GUIDANCE

0401. Itis not normally considered a ‘type of planning’ in a military sense, the development of
strategic guidance is a key consideration for coalition operations. One of the major functions
of the lead nation is to organize mechanisms for consultation in order to achieve political
consensus among coalition members, and between the coalition and a recognized
international authority or entity (e.g. the UN) sanctioning the operation. This process must
produce strategic level guidance for the CFC in order to proceed with planning.

0402. Strategic guidance should define the coalition’s military objectives and overall political-
military approach, and coordinate strategic direction for planning and executing coalition
operations. It should additionally specify the scope of the coalition’s mandate, and any
constraints or restraints on coalition operations.

SECTION Il - PLANNING ARCHITECTURE FOR COALITION OPERATIONS

0403. The planning architecture employed for coalition operations will, in most cases, be
based on that of the lead nation. This architecture must provide the basic structure necessary
to facilitate the timely, efficient and coherent development of CONOPS and OPLANs. It
comprises guidance, personnel and facilities, reference documentation and enabling tools
available to assist coalition commanders and staffs in the development of plans.

a. Guidance must include the overarching strategic guidance provided to the CFC.
The lead nation must provide for the continuing exchange of political-level guidance
and military advice throughout the planning process.

b. The core of the coalition force’s personnel and facilities will most likely be
provided by the planning establishment of the lead nation. Each coalition partner,
as a minimum, will provide a military planning liaison cell. Each cell will be actively
engaged in the coalition planning process and provide a link to its respective
national planning process. This applies at both strategic and operational levels, and
extends to logistical as well as operational planning. These cells may be physically
collocated or, through use of electronic communications and collaborative planning
tools, work together in a virtual manner.

0404. Coalition operations will be conducted in accordance with a mandate recognized under
international law originating with a recognized civil authority such as the United Nations
Security Council. This recognized civil authority would act to initiate or approve the coalition
activity under consideration, as well as to define overarching objectives and the desired end
state.
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0405. The lead nation, as a minimum, is responsible for providing the overarching
framework for consultation and planning. Through this process, the coalitions’ strategic
guidance and objectives will be developed. The lead nation will probably be responsible for
orchestrating continued liaison and reportage to the civil authority mandating the operation.

SECTION Il - COALITION OPERATIONAL PHASES

0406. While Component Commands have the means by which military action can be
prosecuted and delivered at the tactical level, their capabilities are most effective only when
applied in concert. This is the principle of synergy, which is achieved through effective
integration, coordination and synchronization. In this capacity the role of the Coalition Force
Headquarters as the coordinator of the various component operations, is key.

0407. It is counterproductive to try and over-regulate what is an inherently complex and
chaotic activity; placing absolute faith in closely sequenced plans made in advance does not
work. However, what is vital is the close synchronization of strategic, operational and tactical
planning in the build-up, and to have a series of robust mechanisms in place to both keep the
operation on track and to cope with the unexpected. An important and parallel
consideration is to endeavor to keep the coalition force agile enough to cope with change in a
responsive manner.

0408. Most military operations consist of three generic phases: Preparation; Execution; and
Termination and Transition; although the execution phase itself may have sub-phases. It is not
always possible to determine a point at which a specific phase starts or ends. This point can
differ for each element participating in an operation. Additionally, an element conducting an
operation can be confronted with several simultaneous different activities, or even with
different activities from different phases. In other words, the conduct of an operation may be
planned linearly and sequentially but its execution may appear to be chaotic and event-driven.

PREPARATION

0409. During the preparation phase, nations and, depending on transfer of authority, an
assigned CFC will deploy the forces, establish Lines of Communication (LOC) and liaison with
host nations, international organizations and relevant agencies. The CFC has to shape the JOA
in order to facilitate the actual conduct of the operation.

0410. Stepsthe CFC may consider as part of the preparatory activities are:
a. Establish C2 for the Joint Force and communications arrangements with the coalition
headquarters through the Coalition Strategic Commander and with troop

contributing nations.

b. Coordinate military activities to shape the information environment.
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c. Create and protect the LOCs.

d. Coordinate the deployment of the forces.

e. Build-up the forces.

f. Develop logistic support, including host-nation support.

g. Prepare and execute combined training to integrate the forces within the coalition
JOA.

h. Sustain forces during build-up and preparation for operations.
i. Protect and secure the forces.

j. Establish, when required, a liaison network.

k. Conduct, when required, preliminary operations.

|.  Request an enabling budget and prepare a mission budget.

0411. Many of the activities that are conducted during the preparation phase are not the
CFC'’s primary responsibility. Often he depends on the Coalition Strategic Commander and the
troop contributing nations to facilitate the activities of the Coalition Force. For example, the
strategic deployment is predominantly a national responsibility, with the Coalition Strategic
Commander in a coordinating role and the CFC only monitoring progress.

0412. In addition, the CFC has limited influence over initial preparation and training of national
troop contributions, although he can be asked to issue directives and guidance on the focus of
the preparation and training program. After transfer of authority of the national troop
contributions, the CFC will be, among other aspects of the operation, in charge of the
protection and security of the forces, their build-up (including in-JOA preparation and training)
and, when required the conduct of preliminary operations.

0413. A critical function of the lead nation will be the identification of ways and means
available to achieve the strategic objective. This will translate into a matching of resources to
the operational plan developed. This is likely to be an iterative process and one subject to
considerable negotiation among the coalition members. The formation of a planning liaison
cell(s) will also facilitate this process by providing a mechanism for exchange of detailed
information regarding the capabilities of each partner and the willingness and/or ability of each
to commit resources. Funding authority to support coalition forces and the financial
commitments of each partner should be identified as early as possible and procedures
developed to ensure that there will be no adverse impact on operations.
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COALITION FORCE READINESS TRAINING

0414. For most coalition operations, multinational collective training prior to deployment will
not be feasible. Therefore, this training will have to be completed upon arrival in theatre. As
time available for this training will be limited, it is the responsibility of each troop contributing
nation to prepare its forces prior to deployment to theatre. While nations can be relied upon
to provide capable and high quality troops, a Coalition HQ should indicate to contributing
nations the likely roles and tasks they should prepare for and indicate the standards that
individuals should achieve.

0415. Differences in ROE, asset visibility, force employment and IT systems will always remain
subject to national interests and caveats. A shared understanding of knowledge, experience,
training and communications will provide satisfactory solutions to seemingly intractable
problems. Training should therefore look at those elements of the program which are unlikely
to be addressed by national training programs, acknowledge them as existing and develop the
inter-personal requirements to work through these issues.

0416. The Coalition Force Readiness Training Plan will have two main objectives. First, it will
prepare the troop contributing nations’ forces for operations. Units and formations require the
opportunity to conduct collective training with coalition nations in order to gain confidence and
to integrate procedures and practices at all levels within the coalition. Secondly it provides
commanders with the opportunity to assess the readiness of their forces. This is especially
important when units and formations are assigned to the coalition from nations that do not
have a formal program of exercises and exchange.

0417. Special considerations should be put into cultural awareness training at the very
beginning of setting up a coalition force HQ. Personnel with a good level of cultural awareness
and intercultural competence are seen as a key when working cross borders and cultures
within a coalition environment. It can also set the foundation for a smooth hand-over to
civilian agencies at a later stage. See also CBG Volume IIl.2 “Cross-Cultural Awareness &
Competence — A Guide to Best Practices”.

0418. Lessons from past operations have indicated that a robust initial cadre of, well trained,
personnel is required from the outset to establish the necessary SOPs, battle rhythm, and to
prosecute the mission. Economies can be made once an understanding of the operational
tempo has been established.

0419. Training objectives and topics to be considered during force readiness training are
summarized at Annex A and see Annex B for respective webpages for reference.

MIsSION EXECUTION

0420. In the planning phase, the CFC, acting at the operational level, will have identified the
military conditions to achieve the desired strategic objectives and end-state. He will then seek
to structure activities, sequentially and simultaneously, so as to fulfill the military conditions for
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success. Execution consists of the application of the allocated military resources to sustain this
sequence of actions. In the execution phase, the commander focuses on three fundamental
processes: an intelligence function that seeks to determine the nature and extent of the threat
or situation; the employment of allocated resources and capabilities in order to create a
favorable situation for execution; and the operation to achieve the desired end-state.

SECTION IV - COALITION OPERATIONAL MANAGEMENT

0421. Modern Joint operations are complex and require careful organization. A number of
control mechanisms exist that are used to order activities in time and space, and to ensure that
priorities are clearly understood. The following paragraph concentrate on those areas in which
the operational level Commander should play a significant role.

0422. Monitoring and Assessment of Campaign Progress. The measurement of progress or
success is a fundamental aspect of military operations that should be foremost in the mind of
every commander. The commander will have specified criteria for success in his CONOPS and
OPLAN; these must be achievable and measurable. The aim is to take a broad view of the
operation and determine if the required effects, as envisaged in the plan, are being created,
which in turn determines if objectives are being achieved. This monitoring is much wider than
observing whether an individual target has been destroyed. It is particularly relevant in
activities where the emphasis is on changing the attitudes of the adversary rather than on his
physical destruction. Whatever the nature of the operation, the commander should ensure
that a monitoring and assessment process is rigorously conducted and that his staff does not
get distracted by tactical level events and so lose sight of the operational end-state.
Assessment is the evaluation of progress, based on levels of subjective and objective
measurement in order to inform decision making. It must reflect not just the impact of Alliance
activities but also those of other actors including the host nation and adversary. There are 3
broad categories:

a. Measurement of Activity. Measurement of activity is the assessment of
performance of a task and achievement of its associated purposes.** Effectively have
the planned activities been carried out successfully?

b. Measurement of Effectiveness. Measurement of effectiveness is the assessment of
the realization of specified effects.>'® Have the planned activities, carried out
successfully, been effective?

c. Campaign Effectiveness Assessment. Campaign effectiveness assessment is the
evaluation of campaign progress, based on levels of subjective and objective

 AJP 01(D).
> |bid.
16 NATO ACO COPD
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measurement towards the campaign end-state.'” Do the effects of the planned and
successfully executed activities, and the decisive conditions thereby created,
indicate progress towards the achievement of operational objectives and ultimately
the campaign end-state?

0423. Assessments support decision-making by drawing together information and intelligence
to inform auditable judgments on the progress of operations. Judging progress is a
fundamental review and feedback function within the commander’s decision cycle. If correctly
assessed, this process will allow the commander to make judgments on apportionment,
contingency planning and confirming adversary center(s) of gravity.

0424. Managing Lines of Operation. Lines of operation show the interrelationship between
decisive points and as such, they are a way of visualizing the overall activity within a force, and
coordinating and de-conflicting component activities. Careful management of lines of
operation allows the realization of the full potential of the force. Two tools which can assist in
this are: the Campaign Plan Schematic; and the Synchronization Matrix. The Campaign Plan
Schematic enables the overall plan to be visualized at a glance and can be used to monitor its
progress. The synchronization matrix is the method for planning the coordination of activity
between components, in time and space, along the path to the objective.

0425. Operational Rhythm. Where a commander can consistently decide and act quicker than
his opponent, he will generate greater tempo and gain a significant advantage. Operational
rhythm should therefore be focused on enabling effective and timely decision-making within
and between headquarters. It is the principal means by which time, information and activity
are managed and directed at providing the right information at the right time so that the right
decision can be made. It should never become a self-fulfilling prophesy, it is a means to an end
not an end in its own right. Operational rhythm is key to creating a ‘command advantage’, i.e.
orders and directives that are designed to seek tactical opportunity, plus a command structure
that has a clear and common view of the situation and can communicate quickly and direct
operations.

SECTION V - TRANSITION

0426. Coalition operations inherently have both political and military goals. Exclusively
military lines of activity are unlikely to achieve the strategic end state. While every campaign
and major operation is directed towards a goal, at some point the military action is no longer
the main effort. It may be necessary for one mission to terminate and be replaced by another
part of a wider strategic plan. Coalition forces will eventually hand over responsibilities to
other military forces, governmental agencies, or the host nation government. Similar to a
traditional ‘relief-in-place’ the coalition forces will carefully plan, coordinate, and manage the
transition.

Y bid.
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0427. The CFC should plan for termination and transition before deployment or as soon as
possible during the initial phase. Transition between military forces may take the form of
relief-in-place or a transition by function, such as medical, engineer services, communications,
security and logistics. The ultimate goal is to transition all functions performed by the CFC and
the coalition forces in a smooth and orderly fashion. Some of the functions may develop into a
combination of coalition, host nation, intergovernmental and non-governmental activities as
the transition advances. Once all transition activities are complete the coalition forces can
depart.

0428. The CFC and his staff must consider the need to prevent a return to conditions that
caused the crisis and required involvement of the coalition. The CFC, in coordination with the
coalition strategic commander, and civilian agencies in the operational area must identify
‘high risk’ transition points. These points occur when the CFC passes responsibility to an
international governmental organization, non-governmental organizations or host nation. It is
incumbent on the CFC to manage these transition points to avoid the deterioration of the
situation.

0429. The ultimate goal of transition is to transfer all functions performed from one entity to a
follow-on authority, well planned and not reversible, coherent with agreed, enduring, outcome-
based objectives as far as possible. However, this must be tempered by the requirement to
maintain security and to support the follow-on authority within specific functional areas, while
guarding against dependency.

0430. As such, some functions may develop into a combination of coalition, HN,
intergovernmental and non-governmental activities as transition progresses. The key is to
develop a clear understanding between all parties of their contribution, by function and in
terms of roles and responsibilities, and how this will change over time. As the focus lies on the
successful transfer of authority, it is necessary to establish the necessary pre-conditions in the
HN or follow-on authority for this transition process from the outset.

0431. Recognizing that many transition activities are not part of a phase but of a continuous
process, the political nature and implications of considering and declaring transition have to be
taken into account as this may affect the coalition itself, coalition member countries’ and host
nation’s political systems, all of which has to be accompanied by comprehensive
communication efforts.

0432. The following six aspects should be taken into account for planning and executing a
transition from a coalition to a follow-on authority:

a. Collaborative planning should deliver acceptable outcomes across the campaign as
a whole and must consider the issues of transition from the outset. It should identify
how, throughout a crisis, all agencies might or will contribute to resolution and a
clear vision of how synergy will be achieved between their various, and often
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disparate, activities. Moreover, planning should be iterative, with constant
evaluation and re-evaluation of the crisis to shape collaborative adjustments to the
plan.

b. Maintenance of desired outcomes: maintaining focus on common goals will be
particularly challenging during transition from a primarily military operation (to
deliver a secure environment, for example) to a situation where the responsibility is
transferred to a UN engagement or civil agency. However, collaborative planning
from the outset should mitigate this through the planning of a process which
addresses the crisis as a whole and thus provides focus throughout and continuity
during transition in particular. Ownership of the plan at the strategic level will help
provide unity of effort during transition and ensure that an enduring perspective is
maintained. The preservation of corporate knowledge, as well as continuity of
assessment and situational awareness, will also be critical during transition.

c. Redeployment of forces: transitional phases of a crisis, while they present
opportunities, are likely to be characterized by uncertainty and potential volatility.
Initial gains should be rapidly cemented or exploited if enduring progress is to be
made and a favorable situation, which is transparent to the parties to any conflict,
the indigenous population and HN decision-making infrastructure, realized. Any
concurrent transition between forces or authorities at these critical stages further
complicates the situation. A lack of balance, situational awareness, or focus may be
exploited both physically and/or psychologically by an opponent or lead to a loss of
perceived campaign legitimacy amongst HN and international actors. These critical
transitional points should be identified during initial planning and reviewed
following assessment and iterative/collaborative planning, allowing their impact to
be mitigated.

d. Understanding the operating environment: a clear understanding of the situation as
a whole must be established from the outset, prior to identifying a solution through
planning. Effective analysis is vital to ensure that the underlying causes of a crisis, as
well as the overt symptoms, are addressed. Specific emphasis will be required on
understanding the effect that military activity may have on a wide range of
participants in a given situation. This will be particularly pertinent during transition.
Moreover, an in depth appreciation of the prevailing security situation will be crucial
and, where necessary, resilience of the force/authority should be maintained. A
combination of security for agencies facilitating reconstruction, the protection of the
indigenous population, and possibly ongoing military action against an opponent
may be required. The in-coming authority must have a sufficiently balanced
capability to respond to any such eventuality:

= During transition between military forces any differences in mandate, capability,
risk appetite, interoperability and any national caveats must be transparent and
mitigated;
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=  When transitioning to civil authority, the requirement for residual coalition
military capability must be considered and clearly defined. This may demand
assistance in discrete functional areas or a broader over watch or deterrent
capability.

Not only will the security situation, and the ability of the relieving authority to
address it have an impact on the ability of that authority to conduct activities and
protect itself, but it will also directly impact campaign legitimacy, both within the HN
and internationally.

Roles and responsibilities: the practical conduct of the transition process and
allocating roles and responsibilities is a key consideration for the coalition military
and the follow-on authorities. It is important that both the in-place and relieving
force/authority have a common understanding of, not only what the desired
outcome is, but also of how the transition will be phased and conducted. The
definition of detailed arrangements for roles and responsibilities during transition
process should initially be led by the in-place force. However, this should again be a
collaborative undertaking, recognizing the responsibility of the follow-on authority
or host nation. Moreover, overarching strategic guidance should alleviate potential
tension. The command and control arrangements of any residual coalition military
capabilities in particular will demand resolution.

Communicate the changing politico-strategic context: transition may represent not
only a change in mandate but also threaten the cohesion of the force/authority. The
strategic context and any changes to the political imperatives or expectations of
contributing nations, or indeed the HN, must be clearly understood at lower levels
and their impact made explicit.

0433. In order to execute the required functions above, the military may need civilian support
in the following areas:

a.
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Civil-military collaborative planning.
Access to intelligence products and services of civilian agencies.
Early cooperation with the follow-on authority.

Political and diplomatic support for agreements concerning handover of
infrastructure, equipment and responsibilities.

Political support among all coalition partners in order to perform the transition in a
coherent, multinational manner, avoiding unilateral approaches.
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CHAPTER 5 — COALITION COMMAND AND CONTROL STRUCTURES

CoALTION FORCE COMMAND

0501. The lead nation will provide the overarching framework for command, which will
encompass not only the commander and majority of his headquarters’ staff, but also
structure, language, procedures, command and control, communications, intelligence and
information management systems. It will generally lead all the key functional areas with staff

from contributing nations being integrated throughout.
operational level command and staff framework.

Figure 5.1 illustrates a notional
The combination of a mature and

experienced staff and the broader perspective of coalition partners is essential in building

effective coalitions. Staff training and rehearsals prior to operations are crucial.

(ol o
(Lead Nation)

||§

Notes:

CJTF Staff
1 13 I5 19
(Pers) (Ops) (Plans) (CImIC)
12° )4 )6’
(Int) (Log) (CIS)
MNLC*
Component Commands’
CFLCC H;, CBOTF[L, CFACC® H;1 CFMCC H“
Tegzziodl ommmzl pmmziHi  Cegmzmzol

Figure 5.1 — Notional Multinational Operational Level Command

1. The operational level commander is designated to the Coalition Force Commander (CFC).

2.

Although certain intelligence assets will be available across the force, each nation is likely to retain a separate intelligence element.
The role of the J2 staff is to provide as full and coherent an intelligence picture as national caveats allow. Wherever possible
national restrictions should be minimized.

The Lead Nation will normally provide framework CIS assets and leadership of J6. The Lead Nation will establish the principles for a
federated coalition mission classified network construct and the minimum cyber defense requirements for the inter-connection of
networks.

Multinational Logistic Centre (MNLC) - Cell for logistic coordination, not a component command. Contributing nations may deploy
a separate National Support Element.

In the same way as the CFHQ, component headquarters are likely to be based on a single nation with integrated staff from national
contingents. National contributions may be discrete, self- contained force packages (an armored brigade) or individual capabilities
(AAR). The level of multi-nationality will be dictated largely by the nature of the operation. The diagram depicts illustrative force
elements within each component. Certain additional strategic capabilities (e.g. SOF, TLAM, ISR etc), retained under national
command, may be made available for specific operations to the coalition.

.CFACC will control the CAOC, which will have clear linkages across all components.
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LIAISON AND COORDINATION

0502. Regardless of the specific command and information structures established, differences
in doctrine, organization, equipment and training are mitigated by a robust liaison structure.
During multinational operations, participating forces should establish liaison early at all levels in
order to: foster a better understanding of mission and tactics; facilitate transfer of information;
enhance mutual trust; and develop an increased level of teamwork. Liaison is often
accomplished through the use of liaison teams. These teams should be knowledgeable about
the structure, capabilities, weapons systems, logistics, command, control, communications,
computers, network security and procedures to permit information exchange with non-
coalition partners, intelligence, surveillance and reconnaissance systems, and planning methods
employed within their own commands, as well as having regional (or partner-specific) training
and experience. These teams can provide communications using systems that might not be
shareable with some coalition partners. Non-military organizations, (for example host
governments or the UN) could also be recipients of these services. Liaison teams can act as
filters for the exchange of information consistent with national disclosure and dissemination
policies.

0503. Liaison Officers. Military personnel possessing regional language capabilities, cultural
awareness, as well as experience of working and training with other countries’ militaries, other
agencies or the indigenous population are invaluable in ensuring understanding and increasing
tempo. Liaison demands usually outstrip the availability of suitable personnel and additional
requirements must be identified early in the planning process.

0504. Coordination Centers. Coordination centers can also facilitate control of multinational
operations, which require interaction with a variety of agencies, both military and non-military.
A coordination center can assist in C2 as well as coordinate a variety of functions, including
logistics and civil-military operations. It can be the focal point for support issues, alert and
warning, host-nation support, movement control, and training. As a coalition matures, the role
of a coordination center can be expanded to include command activities. Member nations
provide a staff element to the center that is comprised of action officers familiar with the
relevant support activities. Coalition nations should be encouraged to augment this staff
element with linguists and communications capabilities in order to maintain contact with their
parent headquarters. A central coalition coordination center may be established as well as a
number of functional coordination centers.

CoMMAND AND CONTROL CONSIDERATIONS

0505. The following are C2 considerations for a lead nation in determining the parameters
that will define troop contributing nations’ involvement in a coalition force:

a. The proposed level of staff integration.

b. National contingent headquarters expectations.
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c. Coalition Commander and Deputy Commander nominations/appointees if known.
d. Potential functional leads (e.g. functional lead nation for logistics).

e. What C2 doctrine does the troop contributing nation(s) normally use? Is it willing to
work under the lead nation’s C2 doctrine?

f. Does it understand and accept the likely command relationship, which will place its
contingent under operational control (OPCON) of the CFC?

g. At what point will the troop contributing nation(s) be comfortable with the transfer
of authority of the contingent to under control of the designated coalition
commander?

h. Is it comfortable with the planned coalition headquarters structure?

i. What staff contribution will it wish to make to the coalition headquarters?

j- Does it have the capacity or national intent to fill senior coalition command positions
such as Deputy Command and/or formation command of other troop contributing

nation elements?

k. Does it speak the same language as the lead nation, or is it able to provide sufficient
Liaison Officers and linguists who can speak the lead nation’s language?

I.  What are its in-theatre National Command Headquarters intentions/arrangements?

m. Does it have the capacity to provide Liaison Officers at all levels within the lead
nation framework?

n. Can it provide a Planning Liaison Cell immediately to the coalition planning process?

o. Will it agree to the connection of its national network to the Coalition wide-area
network? Is it accredited to do so? Will the lead nation’s major allies accept
intelligence exchange with the troop contributing nation through the coalition
framework?

p. What CIS capacity/technology does it have? Is it compatible with the lead nation?
Will it require augmentation? Does it have the technological and skills
capability/capacity to act as the coalition network manager?

g. Do troop contributing nation forces have/require reach back to the troop
contributing nation?
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CHAPTER 6 — KEY CROSS FUNCTIONAL CONSIDERATIONS
SECTION | - INFORMATION OPERATIONS

0601. Strategic Communication (StratCom) is a process that provides a framework within
which words, images and actions can be coordinated in support of political and military
objectives. In coalition operations it may well begin under the leadership of a single nation,
however as a coalition is built all nation need to adopt and take part in the StratCom process.

StratCom can be defined as the coordinated and appropriate use of communications activities
and capabilities — such as Public Diplomacy, Public Affairs (PA), Military Public Affairs,
Information Operations (Info Ops) and Psychological Operations (PSYOPS), as appropriate — in
support of coalition objectives.

The purpose of StratCom is to assist the coalition mission by gaining and maintaining public
awareness, understanding and support for the coalition as a whole and for each of its members.
It also serves to support the coalition in achieving its’ desired end state and strategic objectives
as well as to strengthen the understanding within a coalition about the possible perception of
the coalitions’ actions.

To assist MIC member nations with StratCom planning, see CBG Volume IIl.15 (Military
Contribution to Strategic Communications). This document provides best StratCom practices,
reference documents, and examples of effective StratCom plans.

StratCom resides primarily at the strategic level for this is the level that political objectives or
ends are set and where the ways and means, in terms of the instruments of power (Diplomatic,
Economic, Military and Informational) can be integrated. To be effective it must be a
comprehensive process involving all instruments and have a political rather than a military lead.

The strategic communication staff will take the desired political and in the coalition agreed end
state and use this to develop a strategic communication framework which needs to include but
is not limited:

a. Strategic narrative
b. Key themes and messages
c. Constraints and limitations.

This Framework will be, for the military realm, handed down to the Information Operations
(Info Ops) staff function, where it will be translated and integrated into the military planning
and coordination processes.

0602. Narrative is both a way of understanding and a way of representing information. In
both cases it involves cause and effect of participants, actions, and events connecting desires
(usually predicated by conflict) to resolution (actual desired or implied). In so doing it
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embodies, promotes, and creates values, legitimacy, and identity around which entities
(organizations or activities) can unite. Above all it resonates with its internal and external
audiences.

0603. Information Strategy. The information strategy forms the interagency and multinational
approach to crisis/conflict prevention and resolution in the information environment. It
constitutes mission-specific strategic and political guidance for information activities across all
levers of power in support of mission objectives

0604. Information Operations (Info Ops) is a staff function to analyse, plan, assess and
integrate information activities to create desired effects on the will, understanding and
capability of adversaries, potential adversaries and approved audiences in support of Coalition
mission objectives.

SECTION Il - TARGETING

0605. Joint Targeting is the process of identifying the actions necessary to create the desired
effects’® based on means available to achieve the commander’s objectives, selecting and
prioritizing targets, synchronizing lethal and non-lethal actions, assessing their cumulative
effectiveness and, if necessary, taking remedial action.

0606. A target is a selected geographic area, object, capability, person, or organization
(including their will, understanding, and behavior), which can be influenced as part of the
military contribution to a political end-state. A target is normally not critical in itself, but rather
its importance is derived from its function and from there its potential contribution to achieving
the commander’s military objective(s).

0607. The Coalition Force Commander (CFC) is responsible for establishing a combined joint
targeting process led by the Joint Targeting Cell. This process will undertake an analysis of all
approved target sets and relevant target audiences and recommend actions against those
targets that would significantly advance the coalition’s objectives. The desired effect on the
selected target may be achieved through a combination of the full spectrum of lethal and non-
lethal actions and activities®.

TARGET CLASSIFICATION
0608. Targeting falls into two general classes: deliberate and dynamic.

'8 An effect is a physical and/or behavioral state of a system that results from an action, a set of actions, or another
effect. A desired effect can also be thought of as a condition that can support achieving an associated objective,
while an undesired effect is a condition that can inhibit progress toward an objective. (NATO-AAP 6)

¥ This includes fires, information activities (PSY OPS, Public Affairs, Media operations, and Key Leader
Engagement), CIMIC, electronic attack, and cyber.
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Deliberate Targets Dynamic
Targets

Scheduled On-Call Planned Unplanned
Targets Targets

Chart 6.1 — Target Classification

a. Deliberate Targeting. Prosecutes known targets in an operational area with
scheduled actions. Examples range from targets on joint target lists in the applicable
campaign plan, to targets detected in sufficient time that can be listed in the air
tasking order (ATO), mission-type orders, or fire support plans.

Deliberate targets have two subcategories: Scheduled or on-call.
i. Scheduled. Targeting where actions are to be taken at a specific time.

ii. On-call. Targeting where actions have not been specified by time.

b. Dynamic Targeting. Prosecutes targets that have been identified too late, or not
selected for action in time to be included in the deliberate targeting cycle, and
therefore have not been scheduled.

Dynamic targets have two sub-classifications: planned and unplanned.

i. Planned. Prosecutes targets known to exist in an operational area but are
not detected, located, or selected for action in sufficient time to be included
in the deliberate targeting cycle; and therefore the F2T2EA* sub-process is
used.

ii. Unplanned. Prosecutes targets that are unknown or unexpected to exist in
an operational area but, when detected or located, meet criteria specific to
operational objectives.

0609. Time-Sensitive Targets (TSTs). TSTs are defined as those targets requiring immediate
response because they pose (or will soon pose) a danger to friendly operations or are highly
lucrative, fleeting targets of opportunity whose destruction is of high priority to achieve
campaign objectives. The time available does not allow for the standard targeting timeline to
be followed. The JFC provides specific guidance and prioritization for TSTs within the
operational area. This guidance generally includes predetermined apportionment of forces,
engagement authorities, applicable rules of engagement, acceptable levels of collateral

2 E2T2EA: Find, Fix, Track, Target, Engage and Assess.
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damage, and desired effects. This guidance is normally promulgated via a TST matrix,
developed by the Joint Targeting Cell.

TARGETING CYCLE

0610. The Joint Targeting Cycle is a process designed to support the achievement of the JFC's
objectives. It consists of a series of steps that link Commander’s intent with targeting activities
to generate effects to achieve objectives throughout the battle space. The targeting process
will normally be based on that used by the lead nation. A generally accepted 6-phase targeting
cycle is depicted in Figure 6.1.

Commander’s
Guidance

Combat Target
Assessment Development

Capabilities
Analysis

Force
Application

Figure 6.1 — The Targeting Process

TARGETING SUPPORT TO THE JOINT COORDINATION PROCESS

0611. Synchronization of the Joint Coordination Process will depend on the lead nation.
Ideally, the joint coordination process should be centered on the Joint Coordination Board
(JCB). Joint targeting is a supporting process that must be nested within an operation’s
planning, execution and assessment functions. Targeting is driven by the CFC’s operational
objectives, derived from strategic guidance and executed through lethal and non-lethal tactical
activities. Each phase of a campaign has specific targeting requirements that need to be
considered at the strategic, operational and component level. However, due to political
sensitivities surrounding targeting policy, direction for targeting may be retained at the
highest levels.

JOINT TARGETING COORDINATION PROCESS

0612. The Joint Targeting Coordination Process consists of the Joint Targeting Coordination
Board (JTCB) and the Joint Targeting Working Group (JTWG).

0613. The JTCB, led by the Commander and facilitated by the Chief of the Joint Targeting Cell,
is the permanent decision level body for the CFC that approves all target lists (e.g. Restricted
Target List (RTL), Joint Target List (JTL), Joint Prioritized Target List (JPTL)), target priority and
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force assignment for each target or target set. It is normally conducted daily, but is dependent
on the operational tempo and battle rhythm. The JTCB receives inputs from the JTWG on
target nominations from Components and CFC functional staff. The JTCB is normally comprised
of representatives from all CFC staff elements and Components, as well as appropriate subject
matter experts and National Representatives. Figure 6.2 provides an example of a JTCB.

NATIONAL FUNCTIONAL
REPs ADVISORS

J1 J5

POLAD J3 Jo

J4 J8

Eng Jo

CIMIC

Special
Ops Other Functional
advisors

(As required)
Other
A/R
Component LOs‘

Figure 6.2 — Composition — JTCB

0614. Joint Targeting Working Group is led by the Chief of the Joint Targeting Cell and is the
permanent coordination working group for the CFC that reviews and prepares nominations for
target lists (e.g. RTL, JTL, JPTL) and recommended priorities and force assignment for each
target or target set forwarded to the JTCB for approval. It is normally conducted daily, but is
dependent on the operational tempo and battle rhythm. The JTWG considers the full spectrum
of targeting capabilities in developing targeting options to support planning and current
operations, and considers combat assessment results for inclusion in overall campaign
assessments. The JTWG receives inputs from Components and CFC functional staff, specifically
the Information Operations, Electronic Attack/Warfare, Fires, Civil-Military Cooperation
(CIMIC), Cyber, J35 and the ISR Working Groups. Additionally, representatives from the
targeting production centers are also highly desirable. As well, this is the venue for National
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“Red Card Holders” concerns and issues to be addressed. Figure 6.3 provides an example of a
JTWG.

FUNCTIONAL
ADVISORS

J1 JS

J3 J6

J4 J8

Eng J9o

J2

Other Functional
advisors
(As required)

Figure 6.3 — Composition —JTWG

IMPROVING INTEROPERABILITY

0615. Targeting in a multinational environment requires the ability to provide rapid exchanges
of targets and targeting information between countries. To be able to achieve this requires
information sharing, qualified and trained staff, common procedures, as well as efficient and
interoperable tools.

0616. Information Sharing. Full spectrum targeting requires accessible, sharable, fused
intelligence dedicated to target systems/audience analysis, target development, target
approval and combat assessment. These information sharing attributes are critical to
successful targeting operations in support of CFC objectives. Therefore, Coalition partners
should explore future and exploit current information sharing agreements as far in advance
of actual deliberate planning for combat operations as possible.
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0617. Operation Intel Fusion Center. CFC should identify an Intel fusion center at the
beginning of the deliberate planning process. This Intel fusion center should be partly
dedicated to targeting matters. In the absence of a designated fusion center by the CFC, the
lead nation must be prepared to share all relevant intelligence to support operation.

TRAINED AND QUALIFIED STAFF*

0618. The staff necessary to implement the targeting process could be drawn predominantly
from the lead nation but ideally would be an integrated staff comprising suitably qualified
personnel from all coalition-member nations.

0619. Staff involved in the targeting process, either at the strategic, operational or tactical
level needs to have a common and standardized understanding of the targeting process. This
mental representation implies a specific training that shapes specific skills in order to meet
current and future targeting requirements.

0620. The lead nation will provide the core of qualified staff to the CFC targeting cell.
However, targeting cell will most likely rely on reach-back to units to assist the CFC during
target development and/or Battle Damage Assessment.

0621. Common Procedures. The CFC is required to direct the common operating procedures
used throughout the joint force for targeting support. Consideration should be given to
leveraging interoperability standards and procedures inherent in standing Alliances.

INTEROPERABLE TOOLS

0622. The targeting process uses and generates an enormous amount of information and data.
In order to make that information and data usable, the emphasis for coalition interoperability
should be placed on common protocols and database standards and not on software
applications or architectures. This protocol and data standards emphasis allows all coalition
members to use their organic national systems in support of and within any coalition
automation design. It is likely to be a requirement to accredit national systems for operational
use within the mission network. To that end, nations should be cognizant of these standards
and incorporate them during the design of their national applications and systems.

The CFC is responsible for designating the automation tool or tools that will support the
Coalition operations. Should the CFC designate a system that is not interoperable at the
protocol and database standard level, the lead nation is responsible for providing and
supporting the designated targeting systems.

0623. The lead nation must provide a precise definition of target location methodology since
no standard agreement is currently available. The effectiveness of coordinate-seeking
munitions greatly depends on the accuracy of target coordinates. National methodologies have
been developed in order to provide the most accurate coordinates.

*! Refer to NATO AD 80-70 Chapter 6-Targeting Training Requirements for more details.
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0624. Collateral Damage Estimation Methodology (CDEM). Any CDEM is to be used as an aid
to the Commander’s judgment and not as a “go/no-go” criteria for strike approval. The lead
nation must designate a Coalition CDEM for all actions against targets. While the CDE
standards for high explosive munitions are well-defined by several national methodologies, it
is not so for non-kinetic capabilities such as information operations, psychological operations
and cyber. The CFC, in an effort to minimize strategic risk, should consider and develop a
methodology or process that recognizes, quantifies and allows for the mitigation of these
undesirable collateral effects.

0625. The CFC should be aware that although the designated Coalition CDEM may support
approval of a target for his purposes, national policies and sensitivities may not. As such, it
should be recognized that national policies will influence partner nation’s interpretation of
the outputs of the CDEM and may limit their ability to act. National representatives (red card
holders) should, as early as possible, provide national caveats and restrictions to the Chief of
the Joint Targeting Cell in order to support a full understanding of the options available to the
CFC.

TARGET ENGAGEMENT AUTHORITY

0626. The Target Engagement Authority (TEA) is the level of command required to authorize
an engagement at each CDE level. ROE compliance and CDE concerns are considerations in the
decision making process. Identification and delegation of the TEA should be clearly
delineated as soon as possible in order to expedite any national considerations which could
slow down the targeting process.

LEGAL ASPECTS OF TARGETING

0627. All operations are conducted in accordance with international law including Law of
Armed Conflict (LOAC). Operations are based upon following principles:

Military Necessity
Humanity/unnecessary suffering
Distinction

Proportionality

® a0 oo

Military Objective

Legal advice on ROE, LOAC and applicable international laws and treaties must be available to
the commanders at the point of decision and available to the targeting staff throughout the
targeting process.

0628. Domestic laws from participating nations will affect targeting activities. Therefore,
Legal Advisors (LEGADs) from participating countries must be made available and integrated
into the targeting process. Ideally, this involvement would take place during all phases of the
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targeting process. Some member nations may have international treaty/convention
obligations that are different from other coalition partners. These differences may impose
nation-specific limitations on the types of targets that can be engaged, the types of weapons
that can be employed or the Rules of Engagement (ROE) applicable to various types of target.
Consequently, close liaison between the coalition force headquarters and the national
contingent headquarters is imperative to insure that only appropriate tasking is allocated to
individual nations during the targeting process.

SECTION Il - INTELLIGENCE, SURVEILLANCE, TARGET ACQUISITION AND RECONNAISSANCE

0629. Intelligence, Surveillance, Target Acquisition and Reconnaissance (ISTAR) is an
operations-intelligence activity that integrates and synchronizes the planning and operation of
sensors and assets, and the processing, exploitation, targeting and dissemination systems in
direct support of current and future operations.22 ISTAR is a ‘system of systems’ that derives
synergy through integrating surveillance, reconnaissance and target acquisition assets together
with the intelligence process through a methodology of centralized coordination. ISTAR links
intelligence, surveillance, target acquisition and reconnaissance systems and sensors to cue
maneuver and offensive strike assets, with particular emphasis on the timely passage of both
critical and targeting information. The principal users of ISTAR are the operations, intelligence
and targeting staff.

0630. An effective ISTAR capability will allow the commander to identify an adversary’s
weaknesses and enable him to make the decisions that will exploit those vulnerabilities.
Systems that produce ‘coarse grain’ information are used to provide a general picture of the
adversary’s activity and cue ‘fine grain’ systems that permit the development of intelligence at
the level of detail that the commander requires within his battle space. ISTAR permits fleeting
opportunities to be exploited and mobile targets to be monitored and tracked. ISTAR provides
intelligence support to the commander from the inception of his decision-making process,
through the making of his plan and throughout the subsequent conduct of his operations. It is
a key enabler of operational success.

0631. ISTAR Architecture. The ISTAR architecture encompasses the command and control
(C2), common processes and communications that link the collection assets and their
controlling organizations, analysis elements, the users of the product and the coalition
information sharing infrastructure, allowing these separate elements and systems to operate as
a synergistic whole.

0632. ISTAR Planning. The use of ISTAR collection assets must be carefully planned. This is
not solely a J2 or ISTAR function but is one that requires involvement of staffs in many areas
and across multiple levels of command. There must be strong linkage between the J2/ISTAR

*2 There is no NATO definition for ISTAR. This description is based on definition of ISR in US Joint Publication 2-01.
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staff and the J3 staff to ensure consistency of effort. The allocation and tasking of ISTAR assets
is the responsibility of the J2/J3 staff.

0633. Multinational ISTAR. The effective provision of intelligence support to multinational
operations requires the ISTAR process to be conducted in accordance with agreed common
procedures for the sharing of information and for the coordination and use of ISTAR collection
assets. During multinational operations, the intelligence product supporting that operation
must be shared and early liaison should be initiated at the highest levels of the coalition to
ensure that the intelligence operations of each participant are coordinated. Such procedures
must be in place and ideally, must have been practiced, prior to the commencement of
multinational operations. Two broad approaches to the resolution of these problems are
possible depending on the nature of the multinational operation and the participants:

a. Integrated Information Sharing. Under integrated information sharing, ISTAR
collection assets, processes and personnel are fully integrated. This allows for the
ready flow of information and intelligence and a synergy in the use of collection
assets. It also reduces duplication and simplifies the dissemination of the product in
formats that are readily useable by dissimilar national force elements. However, the
ability to release sensitive national information and intelligence may cause
difficulties for participants, as experienced from operations, that will often only be
solved through early judicious planning and pragmatism linked to an
understanding of the sensitivities involved. Experience from the 2011 Libyan
campaign has shown that the establishment of an Intelligence Fusion Cell (IFC)
within the HQ proved to be successful at generating timely and actionable
intelligence free from national sensitivities. That said, the requirement to de-
classify intelligence and information as much as practically possible for the benefit
of all coalition partners should be an underlining consideration.

b. Parallel Information Sharing. With parallel information sharing, different national
ISTAR capabilities work separately, and often in parallel, with some integrated links
to provide an ability to exchange information. This allows for national control of
product, collection and security issues, but promotes duplication of effort and may
lead to suspicion of the amount of knowledge not being released by partners.

SECTION IV - LOGISTIC PLANNING CONSIDERATIONS

0634. Individually, nations face significant challenges in deploying and sustaining their
expeditionary forces. Historically, the participation of military logistic planners has been limited
in the early phases of coalition and or multinational contingency planning due to security
concerns or national policy. The ad hoc planning of many coalition operations does not
generate the familiarity and trust conducive to management and execution of multinational
logistics. Arrangements for cooperative logistics occur in many cases later during execution
phases of an operation, which lends itself to redundant, and perhaps unnecessary, capabilities
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by all nations in an operational area, thus potentially creating a larger than needed logistic
footprint and multinational competition for scarce in-theatre resources. Consequently this
section encourages the early and active participation of logistic planners in the coalition-
building process with the overarching aim of maximizing logistic cooperation among the
coalition nations. Additionally, these same motivating factors support a growing trend away
from logistics as solely a national responsibility — the historical norm. While nations have
ensured logistic effectiveness in troop support by ‘going it alone’, it is now recognized that
efficiencies may also be achieved without sacrificing effectiveness through burden-sharing
and meticulous early planning. This section is intended to enable logistic planners at the
strategic and operational level to achieve these objectives.

0635. Challenges to Multinational Logistics. Planners must be aware of the following
constraints and challenges to multinational logistics. Ongoing planning between nations
responds to these challenges; however, some are likely to remain constraints for the
foreseeable future. During an emerging crisis, early engagement and collaboration between
national logistic planners will help overcome these challenges. During peace time, coalition
exercises and training that set objectives to overcome multinational logistic constraints and
challenges are also helpful.

a. Nations may be reluctant during the force generation process to commit logistic
forces to support the overall multinational operation. This reluctance can
complicate the timely establishment of multinational logistic arrangements that
are crucial for streamlining support from the outset of the operation. Advance
planning and early involvement in the mission planning cycle can aid in
overcoming this reluctance.

b. Most nations lack the deployable logistic assets to support both their own forces and
to provide additional logistic units for general support of the coalition. The
establishment of bilateral/multilateral arrangements with other nations and the
involvement in the formation of multinational logistic support units can overcome
these deficiencies.

c. Lack of a pre-established multinational logistic planning capability leads to
disorganized multinational logistic operations, which in turn adversely impacts the
effectiveness and efficiency of logistic support, especially during initial stages of
operations. Advance planning before the advent of a crisis can develop outline
organizational strategies for the provision of support of a coalition in a variety of
scenarios. On the other hand, there will always be an ad hoc nature to multinational
logistics. An approach that encourages flexibility, adaptability and robust ‘plug and
play’ communication can mitigate many challenges.

d. Some functional areas are more challenging because of national sensitivities.
Advanced planning and bilateral/multilateral arrangements/training may overcome
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some of these sensitivities. Examples include blood supply, sustaining ammunition
and mortuary affairs.

e. It is difficult to achieve consensus during the planning phase regarding common
funding for financing/reimbursement arrangements, yet up-front common funding
can significantly reduce critical support costs associated with strategic lift, common
infrastructure and Ports of Disembarkation improvements.?

f. There are many gaps in standardization, particularly between MIC and non-MIC
military forces that impede multinational logistics. Workaround procedures
implemented by participating nations are often required to lessen the adverse
impact of this lack of standardization.

g. The current lack of commonality and capabilities in national database systems does
not lend itself to the sharing and passage of logistic information that is crucial to the
establishment and maintenance of multinational logistics. Coordination among the
MIC nations prior to the outset of a crisis can produce a greater level of
interoperability.

h. At the outset of a crisis there is often not enough time for mission analysis to include
all coalition partners. Issues concerning releasability and the requirement for the
national decision-making processes only add to the ‘time-shortage’ dilemma.
Advance planning and the establishment of support arrangements are required to
resolve common issues and to make multinational logistic contingency plans.

i. There is a lack of common understanding, training and exercises focused on
multinational logistic planning and execution. Familiarity with multinational logistic’
concepts and procedures gained through education, training and exercises can
substantially reduce the conflicts of multinational logistics and maximize its benefits.

0636. Detailed key logistics planning considerations can be found in CBG Volume lIl.6.

SECTION V - TROOP CONTRIBUTING NATIONS’ FORCE CONTRIBUTION

0637. The following are key information requirements for a lead nation in determining the
parameters that will define troop contributing nation involvement in a coalition force.

> Common funding is defined as expenses for forces required as either deployment or ongoing support enablers to
establish/maintain an in-theatre presence through the provision of such services as Strategic lift, Combined Joint
Task Force and component headquarters, Communications backbone infrastructure, ports and line of
communications improvements, real estate and infrastructure improvement and select common user
supplies/services.
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What type of troops will be contributed by troop contributing nation? (combat
forces, combat support forces, logistic forces, observers, civilian police, and/or
civilian monitors?)

What size force is troop contributing nation planning to commit?

For how long are forces committed?

What national rotation policy for troops will be followed?

Will troop contributing nation contribute to a transition force?

What capstone doctrine does the troop contributing nation operate under?

Are troop contributing nation forces provided high or low-tech forces?

What skill-specific training do troops from contributing nations require before
joining the coalition?

What levels/types of technical assistance will the troop contributing nation require
to be interoperable with the lead nation and other troop contributing nations?

To what extent will the troop contributing nation need to interconnect their national
communications and information systems with the coalition mission network(s)? Is
the proposed degree of network interconnection acceptable to the major coalition

allies?

Where does the troop contributing nation’s military expertise lie? Does troop
contributing nation have niche specialties?

Does the troop contributing nation have a war fighting approach?
. What are the professional standards employed by its junior and senior leadership?

What levels of force preparation will be required in or out of theatre before troops
are committed to the coalition?

What degree of acclimatization is required by troops before entering the theatre?

SECTION VI - CIS PLANNING CONSIDERATIONS

0638. An effective information sharing and exchange capability extends vertically, through
national systems and horizontally, into the systems of other coalition nations. This information
exchange ‘environment’ enables rapid transfer of information to appropriately designated
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receivers, whilst rigorously protecting information from unauthorized disclosure and release.
The environment provides robust information assurance and network defense capabilities.

0639. A Coalition Information Exchange Environment (CIEE) is ‘the aggregation of individuals,
organizations, system capabilities, processes and infrastructure for the common purpose of
creating and sharing data, information and knowledge necessary to plan, execute and assess
coalition operations.’** The CIEE provides the coalition with the ability to rapidly share
information, knowledge/ideas, reduce planning timelines and enhance coalition operations by
enabling common-shared situational awareness and collaboration at all levels.

0640. The primary mission of coalition Communication and Information Systems (CIS) is to
facilitate command, control and support functions in conjunction with national affiliations at all
levels. It is incumbent upon the lead nation to coordinate for, create, or provide
communications and information management structures organized so as to accomplish
specific mission-related information-conveyance and processing functions. The identification
and establishment of CIS links between the ‘recognized civil authority (e.g. UN), political and
strategic CIS links in the early stages of planning is paramount. Existing links such as
diplomatic channels (e.g. Ambassadors) and military channels (e.g. Military Attaches/Advisers)
should be utilized in the first instance and expanded where necessary to meet additional
political and strategic requirements.

0641. Coalition CIS planners need to recognize the requirement to plan for and provide total
CIS integration at all levels between participating nations in order to allow the rapid passage
and exchange of information. It is also recognized that spectrum management and
computer/cyber defense have become elements of CIS that must be addressed in planning
both prior to deployment and during operations. It is therefore important that CIS planning
representatives from participating nations and particularly those from any identified supporting
force are included early in the planning process. This will ensure that any significant differences
in methods of operation, network certification and accreditation, and the allocation of
resources can be resolved at an early stage. It is assumed that the lead nation will provide the
staff and tools to perform the spectrum management and cyber defense function.

0642. The lead nation’s primary responsibilities in any coalition CIS planning process are:

a. Coordinates the planning and execution of the overall coalition CIS framework and
providing the strategic level J6 leadership.

b. Coordinates the design, architecture, governance and specifications of coalition
secure and non-secure network requirements that will support the operation or
activity including collaborative planning tool requirements.

24 Adapted from USCFCOM's definition for their Collaborative Information Environment (CIE). Although a national
environment, functionally, it is mirrored with the CIEE. The CIE includes guards and protection services as would
be needed in the CIEE. Consequently, and in order to remain aligned with US efforts, this definition should stand.
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c. Ensures adequate CIS strategic to operational command links are in place.
d. Identifies and organizes the provision of critical and specific CIS assets.

e. Plans, organizes, and provides effective information-sharing among all coalition
participants.

f. Prepares the CIS, security and information release policy, guidance and
requirements to enable the designated CFC to effectively operate within the
coalition force CIS structure.

g. Coordinates coalition force CIS releasability issues and sets the interconnection
standards and policies for non-governmental organizations or non-coalition partners
that may need to interconnect with coalition mission network.

h. Coordinates the CIS activities of the coalition force with relevant national
organizations, contributing nations’ forces and other entities as appropriate e.g.
recognized civil authority, CIA, Gendarmes.

i. Coordinates host nation lead-time CIS requirements (e.g. frequency clearance and
permission to operate CIS equipment) through the relevant strategic commands as
required.

j.  Ensures that coordinated measures are taken within the coalition networks, and for
every new nation or organization that seeks to join a coalition network, to minimize
system degradation caused by network attack, action damage, system overload
and/or Electronic Warfare.

k. Provides guidance to the CFC on Emission Control (EMCON) and Communications
Security (COMSEC) requirements.

l. In coordination with national administration/spectrum management agencies
determines the spectrum access requirements of the proposed coalition forces and
develops a spectrum management plan.

m. Provides the spectrum management function in the CFC headquarters with links to
national and subordinate spectrum management elements.?

n. Standardizes coalition network joining instructions, pre-planned responses, and
standard operating procedures - such as the frequency for anti-virus updates and
common mitigation measures to counter the insider threat.

% Note that items k, | and m contain significant spectrum management elements.
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0643. Detailed CIS planning considerations can be found in CBG Volume III.8.

SECTION VIl - INFORMATION MANAGEMENT AS GENERAL PRINCIPLE

0644. From an operators perspective the Information Management (IM) in operational
missions has to be oriented to the following basic principles:

a. The command structure of the employed set of forces defines the information
relations and information requirements. Command structures of employed military
forces or elements may change depending on the situation and specific tasks or
missions. Changes and modifications to the command structure are a commanders’
decision.

b. The commanders and their staff are the “entities/players in the information space”.
They process information from their environment, determine the value and
relevance of the information and develop measures, orders, reports and publish
information based on their assessment in relation to the mission.

c. Military organizations are both action and decision oriented organizations.
Information management should reflect the typical phases of a decision process
(define, planning, execute and assess).

d. Supporting command and control and the corresponding information management
must be derived directly from the command structures, staff structures and the
decision making processes. This defines the required command facilities and the
appropriate IT.

e. For coalition forces the willingness to share information is paramount. One of the
best example of implementing such a principle was in Afghanistan where
Afghanistan, German understanding is that this is designed as a kind of FAS in AFG to
support coalition operations. Mission Network (AMN) has been built up with the
scope of sharing the same information at every echelon of Command. AMN
represents how the concept of the 'information age' in which information is the
primary resource, and therefore a key enabler for the conduct of coalition missions
has been implemented. The efficient and effective management of information is a
critical factor in the successful conduct of operations. The procession of timely,
reliant, and accurate information is a fundamental requirement for the decision
making process of military operations in a complex information exchange
environment.

0645. IT (Information Technology) vs IM. Various information technologies provide the
physical means to store, sort, manipulate, move and present information in support of
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operational planning and execution (part of the whole IM). As a consequence, information is
the actual commodity and its effective use is a critical success factor for operations.

0646. Mission threads (MT) are the operational processes for executing specific warfighting
capabilities in order to support Command objectives. That means to be operationally — driven,
technically supported descriptions of the end-to-end interrelated activities required to execute
a mission or a mission task. They are an essential part of the information management of the
forces. Specifically the Information Management of critical data from mission thread execution
contributes to commander’s obtaining Information Superiority and the Initiative to act within
the battle space as well as ensuring Unity of Effort among Coalition forces.

0647. IMvs MT. Information management by MT’s is therefore the election and definition of
single strings of co-operation within the overall information management of the forces that are
mission critical or relevant. As this MT’s do not describe the whole information management of
an operation or a unit. They are single workflows within the overall information management
of Coalition forces, standardized constructs for mission execution.

0648. The Mission Thread Analysis (MTA) results into the mission commanders (respectively
the operators) decision with what means and in what command structure he intends to run a
specific task or mission. His decision about the MT turns out into the respective information
management (flows and procedures) for the respective mission task. It has to get translated
into the configuration of the supporting information systems.

0649. MTA vs OPP (Operational Planning Process). The MTA has to be driven by the
Operational Planning Group (OPG) who defines which MTs are required to complete the
assigned mission. It is important to recognize that an MT has to be described through an
operational view that brings to establish the correct process between the Minimum
Operational Requirement (MOR) and the Information Exchange Requirements (IER). Technical
contribution has to be based on the definition of interoperability standards, profiles and
associated services eventually leading to a ‘design’ that can be built into the mission network
(i.e. Federated Mission Networking/Mission Partner Environment).

0650. For further details see CBG Volume I11.8 “CIS Planning Considerations”.

SECTION VIII - FORCE PROTECTION

0651. Security is one of the principles of operations, and protection is a key component of
security. A fundamental military principle is that all military units must be able to protect
themselves. A coalition force remains vulnerable to various traditional and non-traditional
threats and hazards, including those inherent in the physical environment and those derived
from the coalition’s own force activities. Commanders at all levels must understand the
importance of Force Protection (FP) to preserve force capability in the face of such threats and
hazards.
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0652. Non-traditional threats, such as insider attacks, undermine a coalition’s ability in
establishing a secure and stable environment as well as the cohesion of the coalition forces.
Strategically, these types of threats provide a propaganda platform from which adversaries can
threaten not only the coalition’s objectives, goals and exit strategy but undermine the overall
efforts of the international community. Tactically, the breakdown of trust, communication and
cooperation between host nation and coalition forces affect military capability. Eliminating and
or minimizing non-traditional threats, especially by proper preparation and training of coalition
forces, is critical to mission success. However, tougher force protection standards and
measures that are overtly heavy handed must be well balanced yet culturally sensitive enough
to not send the wrong message to the very people and organizations the coalition is trying to
protect.

0653. STANAG 2528, AJP-3.14 Allied Joint Doctrine for Force Protection is the NATO authority
for FP principles within a coalition environment. FP is defined as ‘Measures and means to
minimize the vulnerability of personnel, facilities, materiel, operations and activities from
threats and hazards in order to preserve freedom of action and operational effectiveness
thereby contributing to mission success.’

0654. Some national variations exist within the MIC forum, recorded as specific reservations
within AJP-3.14:

a. The UK defines FP as the means by which operational effectiveness is maintained
through countering the threats from adversary, natural and human hazards,
including fratricide, in order to ensure security and freedom of action'. As a broader
definition to that of NATO, the UK retains national primacy to employ counter force
offensive means as part of FP operations.

b. Italy employs FP as an Operational Function that ‘covers all aspects of protecting the
Joint Force without any exception, considering anti-fratricide measures that affects
combat activities as a FP issue’. Much like the UK, Italy also retains national primacy
to employ additional FP measures within a coalition environment.

0655. In support of forming FP policy within a Coalition environment, the Coalition Operations
Handbook® provides cogent estimate advice to Troop Contributing Nations (TCN), reflected at
annex A”. Principally, FP covers an exceptionally diverse spectrum of measures and
capabilities. It may extend beyond the military personnel of a coalition force to include non-
military personnel, civilians, or non-governmental organizations. FP applies to all phases of
operations, including planning, preparation, deployment, employment, and redeployment. TCN
provide their own FP, as well as contribute to and integrate into the wider FP plans of the
coalition force.

2 ABCA Publication 332, Coalition Operations Handbook, Edition 4, 14 April 2008, Chapter 15
27 .
Ibid, pp15-3
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0656. As there are TCN variations to the application of FP doctrine and practice, and

perception of risk or risk thresholds, FP planning is considered through the following force

model considerations:*®

a. ldentify the assigned and implied tasks through mission analysis.

b. ldentify those assets that are critical to mission success (criticality assessment).

c. Determine likely threats and hazards to personnel and those assets that
to mission success (threat assessment).

are critical

d. ldentify vulnerabilities that could be exploited by threats and the impact of incidents
on the force’s effectiveness, thereby affecting mission success (vulnerability

assessment).

e. Determine the risks to mission success from an assessment of the ability of the
threat to exploit identified vulnerabilities, and accidental and environmental hazards
caused by human error, topography, climate, weather and the presence of TIM and
endemic diseases that pose risks to personnel and critical assets (risk assessment).

f. Identify and implement appropriate FP controls and measures to reduce risk to a
level acceptable to command and calculate and monitor the residual risk or gaps in
order to manage the mission (risk management). Willingness to accept risk is likely

to be influenced by political constraints.

g. ldentify and implement incident response and recovery controls and

measures,

including the development and implementation of an emergency response and

recovery plan (incident response and recovery).

8 AJP-3.14 Allied Joint Publication for Force Protection, November 2007, pp2-1
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h. Maintain, reassess, and amend FP controls and measures throughout the mission
(supervise and review).
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Figure 6.4 — Force Protection Model
0657. Coalition FP considerations:

a. What is the coalition responsibility for providing force protection to non-military
agencies such as nongovernmental organizations and contractors?

b. Does the force have sufficient assets to protect itself? Do they balance with the
potential political ramifications of failure to protect the force?

c. Who in the coalition is responsible for assessing threats and directing force
protection measures across the force are clearly articulated and promulgated?

d. What are the command relationships with reference to force protection and
delegations of authority to impose force protection measures within the coalition?
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e. What are the variations in national rules of engagement and resulting
interoperability implications for force protection?

f. What are the variations in national force protection capabilities and any resulting
interoperability implications?

g. What are the legal, cultural, or political requirements of the host nation that may
impose force protection constraints?

h. What is the coalition procedure to exchange threat and hazard warnings?

i. What are the coalition standards of physical protection?

j- What are the national force protection minimum requirements and vulnerabilities?
k. What are the coalition force protection minimum requirements and vulnerabilities?

I.  What are the force protection capabilities and vulnerabilities of the host-nation
security forces?

m. What are the national force protection dependencies that must be mitigated (such
as a capability gap in an embedded contingent that must be filled by the supported

nation’s force)?

n. What are the specific coalition requirements for pre-deployment force protection
training?

o. What are the coalition requirements for pre-deployment medical prophylaxis?

p. What are national or coalition restrictions on the use of hazardous, active force
protection measures (such as invasive scanning)?

g. Are there effective coalition occupational safety measures?

r. Are there effective coalition traffic control and traffic discipline measures?

s. Are there effective coalition measures to deal with environmental hazards?

t. Are there effective coalition emergency response and damage control measures?

u. Are coalition procedures and standards for dealing with explosive hazards
compatible?

v. Are there effective entry control measures for coalition bases?
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w. What is the host nation’s capacity and intent for coalition force protection, and will
this change during the campaign?

X. What are the coalition visual and other methods of recognition to facilitate fratricide
avoidance?

y. Has arisk assessment been accomplished as appropriate?
z. What are the troop contributing nation’s policies to mitigate risks?
aa. Do national caveats impose limitations on force protection measures?

bb. Have the troop contributing nations conducted the required training to recognize
friendly personnel and equipment?

cc. Does the coalition have combat identification measures?
dd. What are the national approaches to risk management?
ee. How have these approaches affected coalition operational output?

ff. What is the impact on the planning cycle and battle procedure?

SECTION IX - CYBER PLANNING CONSIDERATIONS

0658. Contemporary Coalition Computer Network Environment. The contemporary coalition
computer operating environment will most likely include a combination of national strategic
classified networks, mission classified networks involving national enclaves, and some form of
unclassified information sharing with very broad participation e.g. interagency, NGOs. These
combinations make the operating environment exceedingly complex, and this complexity is
expected to increase in the future. This environment presents some common challenges and
planning requirements for nations involved in a coalition operation.

0659. Limitations. Computer Network Operations (CNO) and Computer Network Exploitation
(CNE) are classified elements of the wider Cyber domain and are therefore not discussed or
addressed in the CBG. These planning considerations are limited to Cyber Defence.

0660. Key Planning Considerations. Some general coalition network planning and operational
considerations emerge as important for nations joining a coalition, as well as for coalition
planners:
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a. Centralize and Simplify. Consider reducing and if possible centralizing to one
national organization having the responsibility for establishing the connections and
conducting CND and Certification and Accreditation (C&A) activities relating to
connections to Allied and non-military organizations.

b. Understand National Risks & Caveats. Acknowledge that risks to the networks are
accepted by different organizations in each of the nations. Each nation should
identify to central coalition planners which of their organizations are involved in the
C&A process. In some nations, risk acceptance decisions for networks are made by
the intelligence community.

c. Use Best CND Practices. Wherever possible, apply international best practices for
CND. These sources may include products and results of discussion within NATO and
other CND related organizations like the NATO CCD CoE*, EDA*, ENISA™.

d. Understand National C&A processes. Follow standard national C&A processes for all
connectivity planning. Understand and respect the C&A processes of Allies but also
recognize that risk calculation and migration strategies differ between nations.
Coordinate these activities closely. Consider shared risk aspects, ie. risks to others of
your network connections.

e. Connecting to Non-Military Connections. In light of the additional risks presented,
great care must be taken in planning for connection to non-military organizations
balanced against provision of adequate connectivity to ensure the desired
operational effect is achieved. Connections to non-military organizations are often
essential to mission success.

0661. Detailed Cyber planning considerations can be found in CBG Volume Iil.16.

SECTION X - AVOIDING CIVILIAN CASUALTIES

0662. Minimizing collateral damage, which includes civilian casualties (CIVCAS), is one
important aim in operations, and a legal obligation according to the Law of armed conflict
(LOAC). In support of this goal, capabilities for precision engagements and accurately
identifying targets have been developed to varying degrees by several nations. These
capabilities contribute to the conduct of combat operations with lower relative numbers of
civilian casualties compared to past conflicts. However, over the past decade these measures
have not always be sufficient for meeting the goal of minimizing civilian casualties. Resulting

* NATO Cooperative Cyber Defence Centre of Excellence
%0 European Defence Agency
3 European Network and Information Security Agency

CBG Volume Il (3" Edition), Version 1.4
63|Page March 2015





civilian casualties caused negative second-order effects that impacted strategic and operational
interests. Rules of Engagement need to be clear and well defined.

0663. Leadership and Guidance. Commanders exercising effective leadership and
promulgating key guidance contributes to the force’s ability to reduce CIVCAS while maintaining
mission effectiveness. During operational planning, leaders should identify CIVCAS as a critical
vulnerability; planners should also consider the second- and third-order effects associated with
CIVCAS.

0664. CIVCAS Training and Education. Training and education that addresses overarching
principles and specific risk factors for CIVCAS enables the force to adapt its approach to better
reduce and mitigate CIVCAS. Complementary to training, professional military education
should include operational CIVCAS vignettes, as well as the legal, ethical and operational
imperatives of reducing and mitigating CIVCAS. The development of Training would benefit
from an analysis and consolidation of lessons learned from previous operations.

0665. CIVCAS Tools. A number of tools for reducing CIVCAS have been made available to
There has been considerable effort put into the reduction of collateral This should include the
specific challenge of discerning the presence of hostile intent. damage through technology and
training. In order to mitigate against misidentification additional training and capabilities to
improve the ability to PID enemy personnel need to be conducted. forces, often due to
significant command focus on the issue. These tools include weapons designed to minimize
collateral damage and nonlethal systems that can aid in de-escalation of potential incidents. In
general, however, military forces often have very few effective means to de-escalate violence
with tools organic to their organization, limiting the options available to commanders. Tools
that aid discrimination between hostile/belligerent and civilian (such as higher-resolution
imagery or night vision devices) are of value.

0666. Consequence Management. Coalition nations are encouraged to harmonize national
policies with respect to CIVCAS consequence management and to work towards the
codification of doctrine, TTP (tactics, techniques and procedures), and training so as not to re-
learn lessons, previously identified. As a guide, consideration should be given to the findings
from ISAF lessons learned regarding the reduction of negative second-order effects of CIVCAS
and by developing best practices that include CIVCAS Battle Damage Assessment (BDA), key
leader engagements to explain and apologize for incidents without accepting liability, and a
streamlined communications approach in order to demonstrate empathy.

0667. Misidentification Challenges. The conduct of enemy personnel and current shortfalls in
available training and tools complicates forces’ ability to obtain positive identification (PID),
which can contribute to civilians being misidentified as enemy. CIVCAS primarily occurs in one
of two ways: the first is through collateral damage from an engagement with known enemy
forces, where the effects of the engagement also impact nearby civilians; the second is through
misidentification, where civilians are mistakenly believed to be enemy and are engaged
because of that belief. Focused training and education to help commanders at all levels to
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clearly define and articulate what constitutes hostile intent is critical to the conduct in
mitigating against CIVCAS.

0668. CIVCAS Monitoring. Tracking and analysis of CIVCAS enables the force to understand
root causes of CIVCAS incidents and address them in order to reduce and mitigate CIVCAS. The
ability to track CIVCAS is analogous to monitoring other operational data such as friendly force
casualties and the number of enemy forces captured or killed: a headquarters should be able
to track this critical operational data.

SECTION XI — JOINT PERSONNEL RECOVERY (JPR) CONSIDERATIONS

0669. PR is a joint function. Joint functions need to be considered by the Joint Force
Commander (JFC) in determining the capabilities required for the command. Nations have
differing PR philosophies, policies, priorities and capabilities. In a multinational force,
differences should be reconciled and an overall combined joint force personnel recovery policy
should be established to facilitate unity of effort and enhance PR measures.

0670. The NATO Bi-Strategic Command Joint Operational Guidelines for Joint Personnel
Recovery (NATO Bi-SC JPR JOG), dated 22 February 2011, is available for use by NATO and non-
NATO nations and operational headquarters. The JPR JOG combines draft NATO PR doctrine
(AJP-3.3.9 SD8), TTPs (ATP-3.7.1 SD2), Survival, Evasion, Resistance and Extraction (SERE)
training standards (Study 7196 SD5), and individual national concerns.

0671. As an operationally driven gap-filler, the JPR JOG lacks the full strength and power of the
NATO STANAGs. Consequently, while the NATO Bi-SC JPR JOG is an authoritative document, not
all MIC nations precisely follow policies and guidance found therein.

0672. The following table highlights where MIC-member nations’ standards differ from the
NATO standard as defined in the Bi-SC JPR JOG, with the purpose of enabling lead nation
planners to quickly identify where enhanced coordination may be necessary to effectively plan
for JPR operations in a coalition environment.

Oversight Agency Top Level Policy Relevant PR Training | Significant National
Document and Standards MOUs | Interoperability Issues
AUS Joint Personnel ADDP 3.6 JPR Nil SERE training standard

Recovery Cell, HQ

Joint Operations ﬁg%r;smtent with Equipment (beacon)
Command ISOPREP form

CAN Assistant Deputy | In progress N/A SERE training standard
Minister/Policy & .
Chief Military Equipment (beacon)
Personnel ISOPREP form
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Oversight Agency Top Level Policy Relevant PR Training | Significant National
Document and Standards MOUs | Interoperability Issues
FRA FR Air force DIA 3.3.9 (isolated Nil Nil
command (Plans & personal recovery)
policy division — JPR PIA 3.3.9 (CSAR)
cell)
Consistent with JOG
DEU MoD Planning | 1 JOG 11/01 N/A Utilizes PRC 117 radio
MoD Strategy & Wlth ability to
Operation 15 interrogate from
AJP-3.3.9 ground, airborne and
sea based platforms.
Development of a
tracking system is in
progress.
ITA MoD Il General JOG 11/01 Nil Equipment (beacon)
Planning AJP-3.3.9 JIC-016SD (Joint
JIC-016(SD) Integrating Concept)
GBR Directorate of Joint Defence Policy for UK pers attend Survival radio OTH
Warfare — Joint UK JPR - Recovery of | PR301 and the EDA capability
Forces Command Personnel from PRCPC on an
Hostile Environment | opportune basis. Compatibility between
HOOK and other
systems.
Lack of dedicated JPR
DSTO Defence SERE Policy | PR training for all UK | specialist deployments
Defence CaC Policy within SERE Levels A, | to JPRC/PRCC
B and C.
Will provide PR301 Not mandated or
Cse by end 2015 for resourced but is the
Air Cell PR Directors effective focal point for
within UK all SERE and JPR activity
Formations. on a practical basis.
USA Joint Personnel JP 3-50 N/A See note below
Recovery Agency
(JPRA)

Table 6.1 — MIC JPR Information
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Note from Table 6.1

USA: US current PR reporting is largely done by voice, chat or e-mail. Both within
the US DoD C2 architecture and with partners, there exists no streamlined system of
collection, integration and dissemination of critical PR planning and execution
information. PR C2 architectures are a series of standalone systems with no
integration with other C2 systems used for military operations, forcing the
warfighter to manually transfer data from one system to another, introducing
human error and possibly delaying transmission of vital PR mission data to other C2
units and PR recovery forces. Work is needed to define US and partner reporting
systems and then map them to each other’s PR reporting systems. Key to successful
PR recovery operation lays in the ability to quickly and accurately disseminate critical
PR data, machine to machine, from an isolated person to the recovery teams.
However, country access restrictions to US and partner nations’ classified networks
complicate the interfaces needed to effect transfer of PR data. Key to coalition
interoperability will be to collect information on all communication equipment used
for PR by coalition members, and to note the capability to be interoperable with
other equipment within a designated coalition operating area.

0673. The Joint Air Power Competence Centre (JAPCC) serves as NATOQ’s catalyst for the
improvement and transformation of Joint Air and Space Power, to include JPR. The JAPCC
study, “Enhancing NATO Joint Personnel Recovery Capability”, dated May 2014, complements
the NATO Bi-SC JPR JOG, providing strategic, operational, and tactical level guidance.

0674. The European Personnel Recovery Centre (EPRC), a subordinate agency of the European
Air Group, serves to coordinate and implement PR policy, doctrine, processes and procedures,
and is expected to achieve Full Operational Capability by July 2015. The EPRC also provides PR
training under NATO standards.
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ANNEX A — COALITION FORCE READINESS TRAINING OBJECTIVES AND TOPICS

Primary Training Objectives / Topics References

Biometrics « MIC CBG Vol ll.10, National Perspectives on
the Use of Biometrics Data

« AJP-2 Allied Joint Intelligence, Counter
Intelligence and Security Doctrine

« ABCA Coalition Operations Handbook

« Military ISTAR Concept for EU Crisis
Management and EU-led
Crisis Management Operations

C4l and ISTAR Procedures Comprehensive
reconnaissance and handover/takeover
procedures

Clear Statement of Coalitions Intent and

Commander’s Priorities » OPP, Mission specific

« AJP-6 Command and Control Information
Systems (Study)

Coalition Communications « MIC Coalition Building Guide

« MPAT Multinational Force SOP

« NATO Handbook For Coalition Operations

Commanders Planning and Decision

. « Specific to the commander and mission
Making Process P

Command Structures and Relationships « AJP-1 Allied Joint Doctrine

Comprehensive/Whole of Government

Approach « MICCBG Vols | & Il

« AJP-3.15 Allied Joint Doctrine for
Countering Improvised Explosive Device

« ABCA Coalition Operations Handbook

« MIC CBG Vol Ill.12, Counter-IED

Counter Improvised Explosive Devices

« AJP-3.4.4 Allied Joint Doctrine for
Counterinsurgency

« ISAF Commander’s Counterinsurgency
Guidance

« MIC CBG Vol IIl.9, National Factors for
Counterinsurgency (COIN) Operations

Counter Insurgency Operations

« MIC CBG Vol 111.2, Cross Cultural Awareness
& Competence

Cultural Awareness Training

« AJP-2.5 Handling of Captured Personnel,
Detainees Equipment & Documents

« MPAT Multinational Force SOP

« MIC CBG, Vol lll.13, Detainee Operations

Executive Authority of Staff (i.e. Comd,
DComd, COS etc.)

« Specific to the commander and mission
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Force Protection

« AJP-3.14 Force Protection

« AJP-2 Allied Joint Intelligence, Counter
Intelligence and Security Doctrine

« NATO Handbook For Coalition Operations

« ABCA Coalition Operations Handbook

« MIC CBG, Volume Il, Chapter 6 — Force
Protection

Host Nation Governance Structure,
Relationships & Support

« Mission specific

Humanitarian Disaster Relief Operations

« MC 343 NATO Miilitary Assistance to
International Disaster Relief Operations

« MIC Rapid Reconnaissance Handbook for
Humanitarian/Disaster Response

Lead Nation Concept

« MICCBG Vols | & Il

Legal

« AJP-4.5 Allied Joint HNS Doctrine and
Procedures
« NATO Handbook For Coalition Operations

Logistical support procedures

« AJP-4 Allied Joint Logistic Doctrine

« AJP-4.4 Allied Joint Movement and
Transportation Doctrine

« AJP-4.6 MJLC Doctrine

« AJP-4.8 Index of NATO Logistics Directives,
Instructions and Manuals

« AJP-4.9 Allied Joint Doctrine for Modes of
Multinational Logistic Support

Medical evacuation and treatment

« AJP-4.10 Allied Joint Medical Support
Doctrine

Military Support to Capacity Building

« AJP-3.4.4 Counter Insurgency

« ATP-3.2.1.1 Tactical Stability Activity &
Tasks

« MPAT Multinational Force SOP Vol 3, Annex
| — Stability Operations

« MPAT Multinational Forces SOP Vol 3, Appx
1 to Annex | — Guiding Principles for
Stabilization & Reconstruction

« MIC CBG, Vol Ill.4, Stabilization Handbook

Non-Combat Evacuation Operations

« AJP-3.4.2, Non-combattant Evacuation
Operations (NEO)

« Council of the European Union (EU),
ESDP/PESD 1103, Draft Concept for EU
Evacuation Operations Using Military
Means
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Operational Planning Process

« AJP-5 Operational Planning

« AJP-3.4 Non-Article 5 Crisis Response
Operations

« AJP-2 Allied Joint Intelligence, Counter
Intelligence and Security Doctrine

« MC 133 NATO Operational Planning System

« MPAT Multinational Force SOP

« ABCA Coalition Operations Handbook

« NATO ACO COPD

« ADDP 5.0.1 Australian Military Appreciation

Private Security Companies

« MIC CBG Vol lll.11, National Positions on
Private Security Companies

ROE

« AJP-1 Allied Joint Doctrine

« MC 362/1 NATO Rules of Engagement

« MPAT Multinational Force SOP

« NATO Handbook For Coalition Operations

« Use of force concept for EU-led Military
Crisis management Operations

« ABCA Coalition Operations Handbook

« USA — ROE Handbook For Judge Advocates

Role of Advisors (Military and Civilian) /
Ambassadors within a MN HQ

« Mission specific

Role of Home Nation Government and HQ
within multinational HQ

« Mission specific

Role of multinational Higher HQ

« Mission specific

Roles and Responsibilities of each
Division/Branch/Organization (to include
the Command Suite and Information
Management Officer)

« AJP-1 Allied Joint Doctrine

« AJP-3 Allied Joint Operations

« ABCA Coalition Operations Handbook

« MC 389 Directive for Implementation of the
Alliance Combined Joint Task Force Concept

« MPAT Multinational Force SOP

« NATO Handbook For Coalition Operations

« EU FHQ Manning Guide

« EU OHQ Manning Guide

SOF Role

« AJP-3.5 Allied Joint Doctrine for Special
Operations

Specific operational tactics, techniques
and procedures (offensive, defensive,
transitional operations)

« Mission specific

Stabilization Operations

« MIC CBG Vol 111.4, Stabilization Handbook
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Targeting (to include both deliberate and
time-sensitive as well as kinetic and non
kinetic)

« AJP-1 Allied Joint Doctrine

« AJP-2.1 Intelligence Procedures
« AJP-3 Allied Joint Operations

« AJP-3.9 Joint Targeting

« MC 471/1 NATO Targeting Policy
« MPAT Multinational Force SOPs

Transition Planning from an HQ in
Operations to a Follow on HQ

« Mission specific

Understanding J2 Roles and
Responsibilities

« AJP-2 Allied Joint Intelligence, Counter
Intelligence and Security Doctrine

« AJP-2.1 Intelligence Procedures

« MC 128 Guidance For Intelligence Support
to NATO

« NATO Handbook For Coalition Operations

« ABCA Coalition Operations Handbook

Understanding Battle Rhythms Between
HQs and How They All Fit Together

« AJP-3 Allied Joint Operations
« MPAT Multinational Force SOP
« Specific to the commander and mission

Understanding of the Higher HQ Battle
Rhythm

« Specific to the commander and mission

Understanding Nations Political Direction,
Limitations, and Caveats

« Mission specific

Understanding the
Information/Knowledge Management
Environment

« AJP-3.2.2 Command and Control of Allied
Land Forces

« MPAT Multinational Force SOP

« MIC Coalition Building Guide
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ANNEX B — WEB REFERENCE

Centre for Analysis and
Simulation for

the Preparation of Air
Operations

www.caspoa.org/index.php?lang=en

Civil Military Cooperation

WWW.cCimic-coe.org

Cold Weather Operations

http://mil.no/education-training/coe-cwo/Pages/coe-
CWO.aspx

Combined Joint Operations from
the Sea

WWW.cjoscoe.org

Command and Control

http://c2coe.org/

Cooperative Cyber Defense

www.ccdcoe.org

Counter Improvised Explosive
Devices

www.coec-ied.es

Defense Against Terrorism

www.coedat.nato.int

Explosive Ordnance Disposal

www.eodcoe.org/aboutus

Human Intelligence

www.nhcoe.org/en/home

Joint Air Power Competence
Centre

www.japcc.de

Joint Chemical, Biological,
Radiological
and Nuclear Defense

http://jcbrncoe.cz/joomla/

Military Engineering

http://milengcoe.org/Pages/default.aspx

Military Medical

www.coemed.hu/coemed/index.php

Modelling and Simulation

www.msc-les.org/mscoe

Naval Mine Warfare

www.eguermin.org/coe/coe.asp

Operations in Confined and
Shallow Waters

WWW.COEeCSW.org

NATO Joint Analysis & Lessons
Learned
Centre (JALLC)

www.jallc.nato.int

US Army Peacekeeping and
Stability Operations Institute

http://pksoi.army.mil/

US Center for Army Lessons
Learned

http://usacac.army.mil/cac2/call/index.asp
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ADF Joint Warfare, Doctrine and
Training Centre

http://www.defence.gov.au/adc/centres/jwdtc/jwdtc.html

ADF Peace Operations and
Training Centre

http://www.defence.gov.au/adfwc/peacekeeping/index.htm

RAAF - Air Power Development
Centre

http://airpower.airforce.gov.au/

Sea Power Centre — Australia

http://www.navy.gov.au/media-room/publications

Australian Army - Land Warfare
Studies Centre

http://www.army.gov.au/Our-future/DARA/LWSC

Australian Army Journal

http://www.army.gov.au/Our-future/DARA/Our-

publications/Australian-Army-Journal/

AUSAID

http://www.ausaid.gov.au/Pages/home.aspx

AUSGOV Australian Civil-Military
Centre

http://www.civmilcoe.gov.au/

American, British, Canadian,
Australian and New Zealand
Armies’ Program

http://www.abca-armies.org/default.aspx
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PREFACE
Background

The Multinational Interoperability Council (MIC) was formed in October 1996 to provide an
oversight of coalition interoperability and assist in coalition building. MIC member nations are
Australia, Canada, France, Germany, Italy, the United Kingdom and the United States.

The objective of the MIC is to influence the development of operational practices and enable
more effective coalition operations.

The MIC, led by senior operations officers of the member nations, focuses on identifying and
addressing interoperability issues across the contemporary operating environment. It
addresses inter-agency and comprehensive approach activities that are key to planning and
conducting coalition operations. Additionally, it addresses civil-military activities that are key in
establishing and conducting coalitions as well as policy issues for supporting and monitoring
coalitions and/or multinational operations. It is not intended to duplicate or to subsume other
interoperability working groups or forums.

Purpose of the Coalition Building Guide

The purpose of the Coalition Building Guide (CBG) is to facilitate lead nations, troop
contributing nations and participants in the establishment, and effective operation of, a
coalition anywhere on the globe.

Specifically, the Guide concentrates on the strategic and operational levels of multinational
joint operations and identifies some of the essential factors associated with the process of
coalition building. Additionally, it attempts to provide a common framework of reference for
contributing nations.

Audience

This Guide has been written to assist MIC member nations, and their potential partners, to
work more effectively together. It also aims to offer guidance to a lead nation, a designated
Coalition Force Commander and the coalition staff.

Key Assumptions

1. Future military operations are increasingly likely to be multinational and inter-
agency in character.

2. A multinational operation may be carried out within an established alliance
framework or through the formation of a coalition.
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3. In most cases, coalition operations will be facilitated by the selection of a lead
nation, the definition and responsibilities are within this Guide.

4. Each MIC member recognizes that it may be called upon to perform the role of lead
nation in future multinational operations.

5. There will be a recognized international organization that provides the mandate for
a legitimate level of activities.

Coalition Building Guide Structure

The CBG does not constitute official policy or doctrine, nor does it represent a definitive staff
planning or military decision-making guide. The North Atlantic Treaty Organization (NATO) joint
doctrine, unless otherwise specifically directed, is the default doctrine for planning and
conducting coalition operations.” Unlimited local reproduction and distribution is authorized.

The CBG is a living document that is developed when lessons are identified during the conduct
of coalition operations, training and experimentation. It is also influenced by technological
advances that may enhance aspects of coalition interoperability and communications, as well as
national and alliance doctrinal development.

The CBG is organized into three volumes so that readers can easily extract the information
required. Volume I covers the fundamentals and deals with interoperability issues at the very
high strategic level. Volume Il covers the principles of planning coalition operations at the
strategic level. Specifically, Volume Il covers:

= Campaigning;

= Strategic Planning Guidance;

= MIC Nations’ Strategic Planning Framework;
=  Coalition Operational Planning;

= Coalition C2 Structures; and

= Key Cross Functional Considerations.

Volume lll is a compendium of separate MIC documents that covers key interoperability issues
that need to be considered at the strategic/high operational level.

! This guide uses established NATO Allied Joint doctrine as a basis. NATO doctrine is the ‘default’ doctrine for a
MIC member nation led coalition unless the lead nation specifies the military doctrine to be used. If a lead nation
chooses to use other than NATO doctrine it must ensure all participating coalition partners have access to the
doctrine in use. Operating procedures as well as tactics, techniques and procedures will be prescribed by the lead
nation.
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PREFACE

The Multinational Interoperability Council (MIC) is an operator-led multinational forum that
addresses the core issues affecting coalition interoperability. The MIC identifies issues and
articulates actions which, if nationally implemented, would contribute to more effective coalition
operations. Following the MIC Principals meeting in December 2003, the Capstone MIWG tasked
the CD&E MIWG with preparing a concept paper describing the desired functional capabilities for a
Coalition Information Exchange Environment (CIEE).

In 2008, the CIEE was replaced by and expanded upon in the first version of the current document --
Future Coalition Operating Environment (FCOE), Interoperability Challenges for the Future (FCOE,
V3.0). This second version of the FCOE was developed by pulling key trends, ideas, and capabilities
directly from MIC nations’ existing strategic and operational documents that address issues related
to coalition operations.
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EXECUTIVE SUMMARY

This document envisions the future operating environment for the purpose of informing strategic
and operational level interoperability development (Part I—Context) and identifies the key functions
and capabilities likely required to operate effectively within a future coalition (Part Il—Application).
Within the MIC, this document informs internal strategy development and the Quadrennial Gap
Analysis. It provides a framework for enhanced interoperability in the anticipated future coalition
operating environment of 5-20 years in the future at the operational and strategic levels of coalition
employment. In particular it outlines the essential military implications of future trends and the key
functions and capabilities that MIC nations may need when conducting future coalition operations.

The future coalition operating environment will be as volatile, uncertain, complex, and dynamic as it
is today, if not more so, driven by the ascendant global trends described in this paper. The future
coalition operating environment must therefore be one in which interoperability has been
contemplated and addressed well in advance. In light of the likelihood that MIC nations will
increasingly operate with interagency and non-governmental organisations, these trends create
several interoperability challenges for coalition nations in the areas of interoperable capabilities,
common doctrine development, coalition planning, exercises and experimentation. MIC nations aim
to establish compatible processes and complementary capabilities in the areas of coalition force
preparation, logistics, CIS, command and control, and plans and operations.

Part | uses a strategic trends approach to describe a future coalition operating environment. The
trends discussed are based on a review of national and international futures documents. This
approach goes beyond merely identifying the likely future military threats deriving from security
concerns against which coalition forces will have to posture. Rather, it seeks to identify key
developments across the geopolitical landscape that will shape the wider context within which
coalition forces may have to operate.

Trends in the future coalition operating environment are arranged into the following eight general
categories: Demography, Globalisation, Natural Resources and Energy, Climate Change, Cultural and
Communication, Social and Political, Economic, and Science and Technology. These eight generic
trends combine to create mounting challenges for future coalition operations and have implications
with regard to the conditions for future security policy, as well as for the design and employment of
military forces.

Over the next 5 to 20 years there will be a changing balance of Global Power. FCOE Part | further
defines four categories of potential adversaries: State Actors, Failed and Failing States, Chronically
Fragile States and Non-State Actors. Part | also outlines the key Enduring Drivers for the Character of
Future Conflict. These drivers are weapon and technology proliferation, the defence exploitation of
technology, the future battlespace with its overlapping environments and the cognitive domain, and
finally the legal framework and its associated challenges for the MIC nations.

Part | concludes by outlining a list of interoperability challenges. By focusing current multinational
efforts on interoperability challenges, the likelihood of meeting future coalition objectives is
increased.
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Part Il of the FCOE analyses four interoperability challenges (Compatibility, Capabilities Integration,
Information Sharing and Interagency Coordination) and two cross-functional challenges (Strategic
Communication, and Legal Requirements). These challenges are used as focal points upon which to
orient multinational capability development. The analyses are built along nine lines of development
(Leadership Development, Command and Control, Education and Training, Doctrine, Logistics,
Knowledge Advantage, Shared Situational Awareness, Organizational Constructs, and Planning).
From the analyses, key capability gaps are identified within each interoperability and cross-

functional challenge.

The fundamental risk of not progressing towards interoperability in these functional areas is
coalition forces that are ill-equipped and ineffective against the challenges they may face in the

world to come.
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PART | - CONTEXT

1. PURPOSE

This document envisions the future operating environment for the purpose of strategic and
operational level interoperability development (Part |—Context) and identifies the key functions and
capabilities likely required to operate effectively within a future coalition (Part IlI--Application).
Within the MIC, this document informs internal strategy development and the Quadrennial Gap
Analysis. It is meant to stimulate thoughtful debate and serve as a catalyst for the presentation and
consideration of interoperability ideas. National militaries and agencies may also use Future
Coalition Operating Environment: Interoperability Challenges for the Future to influence their own
concepts and doctrine to assess potential integration requirements and opportunities within their
organisations. The MIC will respect future analysis of other member states.

2. SCOPE

This document provides a framework for enhanced interoperability in the anticipated future
coalition operating environment of 5-20 years in the future based on the lead nation principle at the
operational and strategic levels of coalition employment. It outlines the essential military
implications of future trends and the key functions and capabilities that MIC nations may need when
conducting future coalition operations. It also identifies the increasing need for the implementation
and promotion of an advanced Comprehensive Approach.

3. ASSUMPTIONS

When outlining and assessing the issues in this paper the following general assumptions have been
made:

e The MIC nations have significant global interests and will wish to remain leading actors on
the international stage.

e |n the future, adversaries will seek asymmetric advantage to exploit our weaknesses, and
they are likely to use a different logic than our own.

e MIC nations will generally act with others who share common interests. As such, operating
with partners and allies in military coalitions will be key to success during operations.

4. VISION FOR FUTURE COALITION OPERATIONS

To be successful in the complex and shifting operational environment anticipated in the future,
coalition forces must improve the speed and quality of decision-making and enhance their unity of
effort, while acting on a high level of flexibility. The end state and a common strategic vision are to
be shared initially. The future coalition operating environment must be one in which interoperability
has been contemplated and addressed well in advance. This requires an investment in several fields
including interoperable capabilities, common doctrine development, and coalition planning,
exercises, and experimentation.
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All instruments of national power may be employed in future coalition operations. This requires a
comprehensive approach that must be developed, understood, exercised, and technically and legally
enabled. Underpinning this approach is the intent to operate as a case-oriented compilation of a
united, net-enabled force; a force which is interconnected, interoperable, and able to share situation
awareness with all relevant actors. Standardised or commonly understood data definitions,
metadata, protocols, operating procedures, tactics, techniques, and procedures, and unclassified
software can enable enhanced interoperability. Commercial off-the-shelf or government off-the-
shelf web and basic core services can lead to lower costs and shorter development and acquisition
timelines. Greater use of these readily available products should be a common denominator in
future multinational systems and software acquisitions. Security access, reliability, and vulnerability
challenges must be addressed as reliance on commercial off-the-shelf and government off-the-shelf
products increases.

On the basis of different political mandates on the use of a comprehensive approach, future
coalitions must be able to conduct rapid mission and end state analysis for the purpose of
generating commander’s guidance and enabling decentralised execution, while employing
compatible doctrine, command, and operating concepts as much as possible. The ability to share
information in a collaborative environment and to quickly adapt to changing situations continues to
be essential. MIC nations aim to establish compatible processes and complementary capabilities in
the areas of coalition force preparation, logistics, CIS, command and control, and plans and
operations. Thus, the conditions necessary for success in the future coalition operating environment
revolve around a coalition organisation characterized by information flows that are not unduly
constrained, where the key parts of the organisation share situational awareness, and where acts of
individual parts may be self-synchronized. Team building and confidence are also key aspects.

A lead nation coalition capability to achieve timely and precise coalition effects, in all terrains and
against unpredictable and adaptive adversaries, must also be identified and developed on a case-by-
case basis. To this end, legal, cultural, and other impediments to information sharing, intelligence
gathering, and dissemination across mission partners must be resolved. Use of North Atlantic Treaty
Organisation (NATO) doctrine among MIC nations is seen as an appropriate enabler®.

To effectively move towards the MIC vision outlined above, the following lines of development, as a
minimum, must be addressed:

o Leadership Development. Focused leadership development on coalition planning and
decision-making with emphasis on involvement of all relevant actors

e Command & Control. An agreed-upon clear and robust C2 structure

e Education and Training. A practical education and training programme which emphasizes
multinational and interagency aspects of coalition operations

! It is essential that Australia, as the only non-NATO MIC nation, has access to NATO doctrine so that they can align their
doctrine where appropriate.
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e Doctrine. Common and shared operations doctrine among MIC nations using the NATO
doctrine where deemed appropriate

e Logistics.  Preparation, deployment, sustainment, redeployment, and reconstitution
capability and capacity that facilitate successful coalition operations

e Knowledge Advantage. Knowledge advantage is the effective tailoring and rapid updating
of individual information requirements through common situational (including cultural)
awareness and understanding at all levels

e Shared Situational Awareness. Command systems and procedures that promote
continuous shared understanding of mission, intent, guidance, and progress

e Organisational Constructs. Flexible, adaptive, and agile organisational constructs which
allow the coalition to respond to the complexity of the environment

e Planning. System, procedural, and organisational constructs that facilitate rapid,
continuous, and near simultaneous consultation and planning

Operating as part of a Comprehensive Approach will be necessary. As such, enhanced functions will
be required to address the integration and coordination of plans and actions across government
departments within and across nations at both strategic and operational levels (note: MIC nations
use four different languages).

5. MAJOR TRENDS OF THE COALITION OPERATING ENVIRONMENT

This document uses a strategic trends approach to describe a future coalition operating
environment. The trends discussed below were selected based on a review of national and
international futures documents. This approach goes beyond merely identifying the likely future
military threats deriving from security concerns against which coalition forces will have to posture.
Rather, it seeks to identify key developments across the geopolitical landscape that will shape the
wider context within which coalition forces may have to operate. Defence decisions about how to
posture in relation to these issues are considered over time, with the appropriate balance of
judgment and risk, and take time to form and implement. This is appropriate, considering that the
consequences of these strategic decisions tend to endure for some while. Nevertheless these trends
can create neither a complete nor a definite picture of future developments. They merely help to
gain a picture of expectations and to inform the decision-making process without being its sole basis.
Therefore the existence of alternate futures has to be considered whenever discussing the Future
Coalition Operating Environment.

Trends in the future coalition operating environment are arranged into the following eight general
categories: Demography, Globalisation, Natural Resources and Energy, Climate Change, Cultural and
Communication, Social and Political, Economic, and Science and Technology. These eight generic
trends combine to create mounting challenges for future coalition operations and have implications
with regard to the conditions for future security policy, as well as for the design and employment of
military forces. Although certain trends may appear predictable, clear predictions concerning future
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developments remains impossible. Shocks and strategic surprise remain certain. Coalition nations
must therefore be prepared to anticipate shocks that may significantly alter the pace and/or the
trajectory of these global trends and to adapt accordingly in a timely manner.

5.1 Roles of a Coalition in the Future Environment

MIC nations will likely to be required to lead coalitions in the future multi-polar world, with some
nations more likely to lead in specific areas.

One of the key presentational advantages of operating as part of a coalition is that providing their
actions are decisive and unified, they often give a level of both acceptability and legitimacy to
military action within the international framework during ‘intervention’ type of operations.

Another clear advantage for the participants is that large coalitions increase the sharing of the
burden of military operational fiscal costs among several nations. Different nations can contribute
appropriate available expertise and niche capabilities to operations using individual nations’ military
strengths whilst taking less risk by not exposing individual weaknesses. Due to individual political
circumstances some nations will be able to provide a full range of combat capabilities whilst others
may only be willing or able to provide limited supporting functions to a campaign.

Over the past century western coalitions provided defensive forces as a deterrent against other state
actors or were used for war fighting roles in conflict. Whilst these functions remain, in the future it
is likely that military coalitions will play a greater role in assisting regions affected by large-scale
natural and humanitarian disasters.

Security policy and military capability implications:

e The need for greater understanding between MIC nations on individual doctrine and force
preparations used in planning for operations.

e C(Clear and continuous knowledge of each nation’s capabilities in specialised areas, including
perceived strengths and weaknesses and potential capability gaps.

e MIC nations should aim to operate and train together in a wider range of roles from war
fighting to disaster relief and humanitarian missions.

e Operating with partners and allies in coalitions will be key to successful operations, but may
add complexity

e Need to enhance capacity for intelligence sharing.

5.2 Demographic Trends

The current global population of 6.8 billion people will reach 7.6 billion individuals by 2020 (8.3
billion by 2030). Future population growth will mainly take place in the less developed countries.
The small amount of population growth projected for more developed countries will be in the
United States and Canada. The geographic imbalance in population growth will only intensify in the
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upcoming years. This trend will most likely be nonlinear mainly due to possible variations as a
function of changing fertility rates. Africa is the region with the highest birth rates and the largest
percentage of population growth. Even after declines, Africa’s birth rates remain high and its
population is very young.

Growth of the mainly Arab countries of the Middle East and North Africa has slowed as a result of
major changes in marriage and childbearing in recent decades (e.g. Lebanon, Egypt, Iran and
Tunisia).

Asia is projected to grow, despite substantial declines in births rates in many eastern Asian countries
(e.g. Taiwan, Japan, South Korea — all of which have aging populations). These countries face the
problems of population declining and extreme aging in their societies. China's population is still
increasing but a decline is projected for 2030. China may also see a significant ageing in its
population as a result of its one-child policy. The strongest absolute population increases will likely
occur in India.

Extremely low birth rates in most European countries have intensified the discussion about
population decline. Europe’s population is projected to decline by 2015. Russia in particular has to
deal with a declining population due to low fertility rates and a disproportionally high male mortality
rate.

Although the world population is aging, the proportion of the population aged between 15 and 24 in
less developed countries will continue to be higher than in more developed countries. This youth
bulge has implications on job opportunities, youth expectations, opportunities for development and
economic growth and consequently has implications for migration and security issues.

Of particular importance is a general trend toward urbanisation. By 2030, more than 60 percent of
the world’s population is expected to live in urban areas. Most of the increase in world population
will be attributed to huge and growing mega-cities and migration from less-developed to more-
developed regions of the world. Mass movements of humanity may result in political and social
strains within and among developed and developing nations.

Security policy and military capability implications:

e Increasing risk of humanitarian catastrophe caused by a mixture of demographic trends and
the inability of authorities to fully cope with population growth and urbanisation, the scale
of which would likely require military support to civil authorities.

e Increasing potential for conflict as a consequence of a growing global populace, especially in
developing regions and countries with large numbers of disenfranchised youth, the scope of
which may result in increasing military engagements.

e Increasing potential for combat in urban and littoral areas.

e Demographic challenges will impact on future military recruitment practices in some
coalition countries.
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5.3 Globalization

The mega-trend process of Globalisation (which revolves around the transmittal of capital, trade,
intellectual property, movements of persons and migration flows, economic activity, wealth and
resources) represents a global network of physical linkages that are essential for the access and use
of the global commons. These links join all the major centres of trade, finance, intellectual
endeavour, energy production, logistics and markets. Much activity will occur in the global
commons — the domains or areas that no one state controls, but on which all rely. They also,
whether in the maritime, air, cyber or space arenas, either follow routes that pass though vulnerable
chokepoints or are dependent on specific elements of technology such as satellite ground stations
and internet server nodes. The control and security of the effective means of delivery of
globalisation are a major security concern of the major powers.

Globalisation is likely to be increasingly driven by the consumer requirements of the rapidly
developing rising powers as well as by the existing markets in the developed world. However this
will require continued access to resources, especially those of energy, water, food and intellectual
capital. The potential exploitation of developing and failed or failing states by more wealthier or
aggressive nations for resources is likely to become a source of conflict. International crime is also
an unwelcome facet of globalisation; which will rise to levels significantly above the current level of
S$1 trillion per annum; along with corruption it will continue to destabilise weaker states and regions.

Security policy and military capability implications:

e Access to armaments is easier; this makes control over stocks, transfer and exchanges more
and more difficult. Irregular actors can get easier access to high end equipment. This allows
both state and non-state entities to challenge established norms as well as stronger
opponents on an equal basis.

e Containing the effects of crisis; in a globalised world crisis will need to be contained and ever
more controlled by various military and non-military means as the ramifications of these
crisis will escalate often due to globalisation itself.

e Nuclear and WMD proliferation risks will increase through globalisation.

e Need to consider the involvement of actors such as PMFs (private military/security
firms/companies), which, if not strictly controlled can represent new sources of instability
and become nothing more than unwelcome militias.

e In a globalized world, particularly in space and cyberspace, private companies must be
considered.

e Globalised or global issues will call for global responses, global influence strategies, stronger
alliances and coalitions, stronger interoperability initiatives (shared vision, shared means
and assets, and optimised interactions between actors in theatre).
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5.4 Natural Resource And Energy Trends

Sustained global development will involve a delicate balance between the physical/ecological
limitations of natural resources and the desire among numerous government and non-government
institutions to utilise those resources for economic growth. Access to resources and stable pricing
will continue to be a primary concern for these institutions. Competition for strategic resources may
increase due to a growing global appetite and decreasing availability. Currently, the global demand
for oil is increasing an average of 1.7 percent annually with resources estimated to last
approximately 35-40 more years. An increasingly elaborated discussion concerning when the time
the oil peak might occur reflects the difficulties and ambiguity of a complex topic. By the 2030s oil
requirements could go from 86 to 118 million barrels per day. The central problem in the near term
is a shortage of drilling platforms, engineers and refining capability. Additionally, world-wide
supplies of resources for nuclear power, an important energy provider, are currently estimated to
last until 2060, depending on the adopted technological standard of future plants. Industrialised
nations will continue to research alternative energy sources while being actively engaged in securing
resource-rich regions and corresponding lines of communication. Whilst these alternative energy
sources (bio-fuels and renewable energy) could generally meet higher demand for global energy,
competition is likely over the finite amount of suitable agricultural land available to grow fuel related
crops.

The supply of gas, either piped directly, or as liquefied natural gas will be of increasing importance,
especially as developed states try to meet the challenges of climate change.

Continued economic development and urbanisation could create shortages of food and fresh water.
Demographic trends and water shortages could merge to create a growing number of people
without sufficient access to fresh water. Food and water will become increasingly valuable and, for
the first time in some regions, a scarce resource. The number of nations facing water shortages
(currently, North African, Near and Middle Eastern nations) is expected to increase from thirty-one
up to forty-eight (including India and Northern China), impacting up to 35 percent of the global
population. Additionally, increased mono-cultural agriculture practices, deforestation, intensified
livestock breeding, and over-fishing of oceans and rivers may threaten global food production.

Security policy and military capability implications:

e Environmental and resource developments may widen the distance between locations of
origin and consumption for fossil energies and food. As a consequence, the associated
means and lines of communication could become increasingly important strategically. Some
common energy markets might disintegrate. Economically integrated regions might be
driven to find alternative ways to jointly access required resources.

e Those regions will integrate these strategic needs into the respective political approaches.
Military forces may be called upon to lead peacekeeping or peace enforcement initiatives
including securing global lines of communication associated with critical resources.
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e Maritime boundary disputes and energy supplies will become critical factors in maintaining
economic stability, especially within the EU, China, Japan and Asia. Other energy resources
and the critical infrastructure that supports them will be of equal importance.

e Natural disasters, coupled with governance structures ill-designed to absorb environmental
pressures, particularly in less-developed countries, may increase the likelihood for military
employment at the lower end of the range of military operations.

e Potential for conflict due to uneven distribution of resources, environmental hardships, and
a lack of socio-economic prospects is likely to be most significant in an area stretching from
Africa, to the Near East, and into Central Asia; parts of Central and South America may also
be impacted.

e Increasing water and food shortages, in combination with environmental problems and
effects related to global climate change, will likely cause significant migration movements
worldwide. Some nations will regard the security of their water and food supplies as
straightforward survival and will devote resources to defend, secure or acquire them. These
trends will require constabulary and security-related military options.

e Confluence of demographic and natural resource trends increases the potential for open
conflict both within societies and nation-states as well as between societies and nation-
states.

5.5 Climate Change

Climate change has two major implications: First, the environment will change, with increased
desertification, melting ice caps, reduced water run offs and more severe weather events will make
the military operating environment more extreme; secondly, it will directly effect large numbers of
people, many of whom who live in regions and states that will not be able to adapt quickly enough
to avoid the worst climate change effects. This will further exacerbate the stability of states;
especially those that are already vulnerable to other factors.

Climate change may be exacerbated by continued economic development and urbanisation, creating
shortages of food and fresh water. The increasing likelihood of droughts in Australia and New
Zealand, flooding in Latin America and Europe, coastal erosions and hurricanes in North America,
and desertification in parts of Africa may create a cascade of natural resource issues. Increased
mono-cultural agriculture practices, deforestation, intensified livestock breeding, and over-fishing of
oceans and rivers may threaten global food production.

Measures against climate change might be delayed by managing other challenges of short-term
priority (i.e.: shortages of resources not as apparent due to reduced demand during a global financial
recession).
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Security policy and military capability implications:

e This will create sources of instability that will need collective and reactive interventions to
reduce the level of violence and provide a secure environment in which to tackle the
problem in the affected regions.

e A greater understanding of the climate change global stress zones by the military is needed
to be better prepared.

e Prevention of the breakdown of governance in many of the deteriorating regions.

e Potential for flooding in littoral and riverside areas may necessitate coherent preventive
measures, as well as posturing for disaster relief.

5.6 Cultural and Communication Trends

The ‘Global Village’ is becoming more inter-connected with many developed nations becoming more
multi-cultural in their population make-up. Racial and cultural intolerance of others is likely to
remain an issue throughout most of the world. The effects of globalisation such as omni-present
media, changes in the social fabric of populations, an individual's increased access to information,
and urbanisation have already triggered culturally and religiously-motivated movements at local and
regional levels. These cultural and religious movements emphasise ethnic particularities and the
preservation of independence and cultural traditions. These often have global reach. The increasing
trend towards cultural fragmentation based upon sub-cultural identities may clash with opposing
movements attempting to force unification. There will be a need to define what to defend and what
are considered key national values (including what to promote and preserve).

Certain countries may witness a growth in fundamentalist groupings because of political and
economic orientations (e.g., largely authoritative governments, social and economic imbalances,
widespread corruption, religious fundamentalist movements, etc.). These countries may increasingly
rely upon their diaspora communities in Europe and other regions to influence other governments
and populations. Existing mechanisms of crisis management, arbitration, conflict prevention, and
containment may be insufficient to overcome the security challenges associated with current
cultural trends. Revisions to these mechanisms may require changes that address the fading
distinction between war and peace, the legal status of non-state actors, and the means to effectively
deter terrorists and religious extremists.

Security policy and military capability implications:

o Non-state and state proxy actors will likely use non-military, asymmetric methods, and
irregular warfare to defend their culture and identity or advocate change;

e Organised militaries will likely continue to have difficulty responding effectively to violence
perpetuated by non-state actors;

e Conflicts deriving from identity issues regularly require ‘whole of government’-approaches
rather than military solutions alone;
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e Concepts that address national and transnational political and religious fundamentalism
must be synchronised among coalition partners;

e Multinational collaboration tools that identify and interdict the global financial and logistical
support of radical non-state actors are needed;

5.7 Socio-Political Trends

A dominant socio-political trend will be a dynamic tension between the continuing struggle for
democratisation and the desire to maintain alternative systems of governance. A further
complication is that individual and personal interests are likely to endanger collective interests.
Democratic criteria other than free elections and a representative government should be taken into
account when assessing governments around the world (e.g., basic human rights, accountability of
public officials, good governance, status of women, status of minorities, responsiveness to needs of
the populace, etc.). Such an expanded assessment would account for the various levels of social
development that exist across the globe. Countries will continue to progress and evolve at different
paces and in different directions. Tendencies toward modernisation and individualisation will
contrast with traditional structures and could produce varying results that span all social functions.

Politically, we exist in a strongly integrated and interdependent multi-polar world, consisting of
existing and rising superpowers, which may become more predominant. Its manifestations may
range from cooperative to confrontational, leaving it undetermined whether this multi-polarity will
lead to more or less international stability and order. Non-state actors, fuelled by their technological
and economic means, will possess capabilities to challenge existing governments. Security will likely
be a growing business, as corporations and governments operate in dangerous areas with a
concomitant expansion of security risks.

Security policy and military capability implications:

e Prominent fault lines between disparate societies exist along Europe’s southern/south-
eastern borders;

e Imbalanced intra-societal and inter-societal developments may drive migration as a
consequence of the difference in future possibilities and chances;

e Emerging new forms of security provision by non-state or state proxy actors may possibly
challenge existing political structures (notably outside the area of influence of the
superpower states);

e Interventions by the international community in failed and rogue states will increasingly
focus on creating a basic security framework while promoting developments.

5.8 Economic Trends

Economic development will remain an important impetus for globalisation with unrestricted and
uninterrupted use of cyberspace now vital for the global economy to function. The dynamics of the
global economy will depend on whether the trend towards blurred economic boundaries continues
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or whether a resurgence of strong nation-states will forge a return to traditional nation-state
economic relationships. (i.e. a global economy versus global governance). The increasing complexity
and speed of the global economic system combined with limited resources and markets may provide
more significance to economic and resource alliances and blocs. Competing for access to markets
and influence is increasingly becoming a joint governance-business issue, while traditional and
international economic mechanisms are less effective. Another tendency includes the regionalisation
of trade and investments in an effort to protect and strengthen regional equities. Complementing
such economic global trends are changes such as continued weakening of the industrial sector and a
strengthening of the service sector in most MIC nations. Changes are also underway within specific
sectors that indicate an increasing need for a technically-savvy work force and a shift towards
functionally-organised structures (most notably, infrastructure, information, and communication
services).

Security policy and military capability implications:

e Potential for opportunities as well as risks concerning the continued globalisation of the
economy.

e Possible marginalisation of individual economic, social, and political actors, including a
potential for reactive violent behaviour.

e Reduced military budget for most MIC nations. Conflict prevention and management will
require innovative risk mitigation tools. Likewise, there is an increased need for
mutualisation and interoperability efforts in terms of common doctrine and capabilities.

e Extreme environments (i.e. space, deep underground, Deep Ocean, and Polar Regions) are
increasing in economic, and therefore strategic, significance.

5.9 Science And Technology Trends

Over time, developments in science and technology and the defence-related capabilities from such
developments have had a dramatic impact on the outcomes of military operations and the manner
in which such operations have been conducted. The disruptiveness of both mature and emerging
technology is especially worth noting. Rapid, revolutionary and novel scientific discoveries that are
transferred or applied by cultures or societies (including military, business, economic) in unexpected,
innovative ways can have the unanticipated effect of disrupting the status quo. This scientific and
technological development can sometimes be unexpected and non-linear, triggering new and
revolutionary changes and therefore influencing the way humans act and react.

Automation, customisation and miniaturisation support many technological breakthroughs that
contribute to defence technology. Areas of interest include nanotechnology, micro-
electromechanical systems (MEMS), information systems and sensors, networking technology,
biotechnology, new energy/power technology and cognitive/behavioural/social sciences. As the
positive trends in these developments will continue, so will the negative and perverse application by
today’s and future adversaries.
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Security policy and military capability implications:
e Technological superiority can be as a weakness.

e Scientific and technological advances will more and more be driven by massive investments
of private and multi-national companies instead of governments.

e COTS are available to everybody, including adversaries.
e High-tech and sophisticated systems could be neutralised by low-tech solutions.

e Potential of new and emerging science and technology has to be recognised at an early stage
in order to be on the leading edge of technology.

e Energy concepts for ‘green’ fuels and efficient energy generation need to be developed.

e Trend towards more complexity needs to reflect the possible simplicity of an adversary.

6. POTENTIAL ADVERSARIES

Over the next 5 to 20 years there will be a changing balance of Global Power. Easiest to assess are
the State Actors who may wish to oppose or, at the very least, challenge the current status quo.
Failed and Failing States are likely to increase in number and will present varying challenges, few of
which will be able to be ignored. Of greater concern are the Chronically Fragile States as it will be
difficult to predict if, where and when intervention may become necessary to avoid a bad situation
becoming considerably worse. One of the themes these states have in common is that the
timescales the international community may be given to counter these threats will be short and the
outcomes unpredictable. In the past 20 years the growing number of Non-State Actors, in various
guises that have emerged as a new threat to all of the MIC nations (and their interests) as well as to
all NATO member states have created a raft of challenges that will continue to expand and tax
national governments for the foreseeable future. These actual and potential 4 groups of adversaries
are explained in greater detail below.

6.1 State Actors

There will be residual challenges from Russia and even within Europe. There is likely to be little
fundamental change in the strategic balance within the next 5 years. China will be one of the rising
powers, but the US will first and foremost be the global hegemon. Some states may exploit
alternative strategies (i.e.: hybrid strategies) to leverage their interests, evading direct competition
with US (or other western) military power.

However, in a decade’s time, a shift towards multi-polarity will be underway. The defence
expenditure in China is rising in the mid-term. China’s economic power will be the predominant
influence in Asia and its influence will be global. China will maintain its status as a rising power, but
is likely to feel constrained by access to resources, most crucially food and energy. The Chinese are
likely to seek to secure lines of communication to vital resources and will devote a considerable
effort to ensure their viability. China is looking to Africa, Latin America and Russia for resources and
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influence, but might not hesitate to confront other powers if its interests are challenged. It will use
all the elements of its national power, from state controlled commerce to influence over its
Diasporas. Current activity in global computer networks and space already point to asymmetric
capabilities that could strike at western vulnerabilities; countering these threats may become
enduring defence tasks. Moreover, regional alliances may arise that could either confront or
contribute to MIC-led coalitions.

The UN, World Trade Organisation, World Bank and IMF will increasingly be influenced by the rising
powers. These states may then take a wider role in global security, consequently, the West may
have to accept that it might not so easily achieve consensus (and thereby UN legitimacy) for its
desired courses of action.

The upcoming global peak oil will lead to an extraordinary boost in power, for a limited period, for
the exporting states. These states may use this window of opportunity to try and gain advantage by
trying to influence the international system.

6.2 Chronically Fragile States

The changing international environment will continue to put pressure on the modern state system,
likely increasing the frequency and severity of the challenges associated with chronically fragile
states. These states are often a perfect breeding ground for radicalism and extremism. In some
cases these are nuclear-armed or are critically important to enduring coalition interests. Over the
course of the next several decades, conflicts are at least as likely to result from state weakness as
from state strength.?

6.3 Sliding Powers — Failed and Failing States

States that cannot cope with the negative influences of globalisation, demography, climate change
and resource shortages will risk collapse. Poor governance, economic deprivation, criminal
expansion, and social inequality, already prevalent in parts of Africa, Asia, and Central America, are
likely to spread further. Many failures will be accompanied by substantial outbreaks of violence. All
MIC nations have large non-indigenous communities, particularly from South Asia, Africa and
Eastern Europe (including Turkey), which provide us with a direct interest in either securing the
stability of these regions or mitigating the consequences of any conflict.

6.4 Non-State Actors

Extremist non-state actors will present significant challenges. They are likely to range from state
proxies such as Hezbollah through to major companies, to extremist interest groups or even trans-
national criminal gangs. They could employ a wide spectrum of military capabilities, albeit at limited
scale, but they will nevertheless be capable of innovative tactics that exploit inherent coalition
weaknesses. The merging of state proxies, extremist ideologies and even criminal intent will make
extremist non-state actors hard to counteract.

2 US QDR Report (p.9) — Feb 2010.
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7. ENDURING DRIVERS FOR THE CHARACTER OF FUTURE CONFLICT

Since the demise of the Iron Curtain, the use of MIC nations’ armed forces in conflict has broadly
fallen into 2 overlapping clusters: acting as a force for good, and addressing new threats of WMD
and Islamic extremism. This has resulted in a wide range of operations and needs but with a smaller
footprint. Islamic extremism is likely to be the main issue for the coming decade. That said,
homeland security, the Middle East and South Asia are likely to remain the main strategic areas of
focus.

7.1 Weapon and Technology Proliferation

The consequences of nuclear proliferation are typified by ongoing international anxiety about Iran
and North Korea, with the risks of pre-emptive action, regional arms races and other countries
reassessing their nuclear status. The era in which many states engaged in multi-tonne production,
weaponization and stockpiling of chemical and biological (CB) agents is over and the number of
countries with offensive CB programmes is likely to remain small. However, international terrorists
are seeking to acquire CB weapons. Non-state actors’ interest in CB capabilities will be limited
mainly to simple toxins and poisons, but they may still use traditional CB agents. Moreover, while
their use of a nuclear device without state sponsorship is less likely, acquisition of sufficient
radiological material to generate a so-called ‘dirty bomb’ cannot be discounted. It is likely that
coalition forces may be operating against, or near, a state with a ballistic missile capability, with at
least one permanent Joint operating base within range of ballistic missile attack. The spread of
ballistic missile defence capabilities may deter some states from developing or acquiring ballistic
missiles, but it is unlikely to deter the threat completely.

As Weapons of Mass Destruction (WMD) spread, more states are likely to weaponize systems, either
to deter opponents or as instruments of power in their own right. While it can be expected that Iran
will join the list of nuclear weapon states, states in Asia, the Americas and the Middle East might also
strive to obtain nuclear capabilities.

Proliferation of other weapon systems will be widespread and this will fuel instability and conflict.
Based on the time required to develop new weapons, the west is safe for the near term, however
weapon superiority may not be guaranteed past 2020. This has profound implications on how the
West can manage its security; emerging powers will counteract Western air power by decentralising
critical infrastructure, using camouflage, concealment and deception, and by countering
conventional power with asymmetric means. Asymmetry could be through both low and high
technology strategies. For example, the Chinese will use conventional capabilities and niche
technology. Its doctrine of High Tech Local War could counter Western dominance in technology
with low technology approaches. One example is by targeting pilots and aircraft maintenance
teams, directly or through their families, rather than the aircraft themselves. Another is developing
the relatively sophisticated but asymmetric means to deny US dominance in space, but without
entering the kind of symmetric space race that Russia tried to win against the US and ultimately
failed.
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7.2 Defense Exploitation Of Technology

Technology affects the way in which an actor is able to fight and in turn the way in which he chooses
to do so.> Technological advantage, proliferation and the natural cycle of countermeasures will
continue. Any perceived Western technological edge is being rapidly challenged. Space technology
is proliferating and the domain is now contested; computer network operations are also a daily
reality, with both military and civilian applications, but systems may be susceptible in the near future
to Directed Energy Weapons (DEW). Unmanned systems now promise to become increasingly
capable and autonomous. But adaptation is not the preserve of developed states. Examples abound
of seemingly inferior adversaries able to achieve tactical success beyond that suggested by their
level of sophistication. Moreover, their rate of adaptation or tempo has been faster than
technologically-advanced opponents; low technology has far less financial drag.

Technology will offer military advantage to those who can afford to develop or exploit it, but the
vanguard of technological development is shifting away from the military to the commercial sector.
Our acquisition process will be driven not just by what we want, but also by what is available and
what industry wishes to sell. Our adversaries, including poorer states and non-state actors, will
increasingly exploit low-cost, evolving or emerging technologies to gain asymmetric advantage. This
may frequently be to our disadvantage, but it may also present opportunities for our
countermeasures.

In people-centric operations influence is a key function, generating actionable understanding
coupled with the ability to strike. Our ability to attack will, nonetheless, remain vital, and will
require us to exploit newer domains such as space and cyberspace. Precision and discrimination are
essential, in both time and location, implying the need for persistence. Only then will an adversary
be held at a disadvantage, providing military options to a commander, though the route to success
will be through timely integration and synchronisation of capabilities.

7.3 The Future Battlespace - Overlapping Environments and the Cognitive Domain

While the physical environments that our forces will operate in will retain their distinct
characteristics, operations within any one environment will become increasingly dependent on
capabilities designed for a different environment, because each environment will have ever-deeper
overlap with the others. For example, the maritime environment can no longer be described in
purely naval terms; it is a hybrid environment. Significant land masses are directly influenced from
the sea, which stretches from the deep-sea bed, through to shallow coastal zones, including the air
and space above those areas and inland, typically influencing fisheries, urban, industrial and
agricultural areas. Global communication and trade routes criss-cross the oceans. The sea bed
carries energy pipelines and fibre-optics communication cables. The surface transports global trade.
Globalisation has thus driven each one of the traditional land, air and sea environments to be more
strongly influenced by each other. Cyberspace and space will arguably knit what had been three

% The First World War is a good example of a number of technologies coming together to change the character of
warfare. Telecommunications: vastly improving tactical level coordination of, for example, artillery; railways
enabled large amounts of men and materiel to be marshaled; armour made its debut, ending the prospect of
another trench-bound stalemate; and air power made its first full contribution, revolutionising reconnaissance on
the battlefield while Zeppelins and Gotha bombers conducted German attacks on distant cities.
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very distinct environments and areas of responsibility into a more interrelated but complex whole.
The future Battlespace will be more contested, more congested, more cluttered, more connected,
and more constrained.

The cognitive domain is also becoming increasingly more important. The globalisation of
information allows all actors, state and non-state, to wield an influence on the decision making
process of democracy. To preserve or being able to maintain the right political conditions for
military engagement is a mandatory precondition to the success of an operation, whether that be
for a projection of power or direct use of coalition armed forces. To secure such a precondition, a
democracy needs to develop an influence strategy aiming at persuading any allied, neutral or
opposing decision maker that their objectives (and selected modes of action to reach their military
objectives) and end state bear legitimacy and credibility whilst also being relevant and efficient.
Before, during and after conflict the cognitive strategy is implemented within the field of
comprehension and perception of individuals or groups, to contribute to the construction of a
favourable and positive situation in either the national interest of the intervening state or that of the
coalition.

This capability to exert influence on identified targets (civilian authorities, their closest advisors and
other elements of the general populous) takes place within the environment defined as both a
virtual and physical space, within which information is emitted, released, exploited and received.
The term ‘information’ includes the information itself as well as the information systems used to
exploit it. The various actors within a crisis or conflict intervene within this space, to support or
counteract the selected and implemented strategy. What is at stake is not only the credibility of the
coalition partners but also the indirect pillars of image, power and foreign policy instruments:
diplomacy, economy, principles of armed forces employment, etc.

Misinformation, manipulation, misunderstanding, lack of information accuracy, and the loss of real
meaning are all key parts of the ‘battle of perceptions’. This ‘war of information’, if not won by the
coalition, can severely disrupt our strategy of action, especially our military strategy of action.
Today’s wars involve the clash of influence strategies between parties which aim at impacting
perceptions. The minds of various populations, be they groups or individuals, and whether they are
directly involved by the conflict or not, have become targets, in order to influence decisions, tarnish
or lessen what has been declared as an achieved success or a victory. We have entered the battle of
perceptions and winning it has become a key factor to the success of military strategies.

7.4 Legal Framework and Challenges

Western legal and social norms, which are essential to the legitimacy of our actions, will guide those
actions, but will not guide the actions of many of our adversaries. Coalition action will remain bound
by our own Western legal norms. This will include careful discrimination between combatant and
non-combatants, the minimization of collateral damage, and careful control and precision in the use
of force. All these practices, conditioned by military necessity, will continue to make current and
future operation enormously difficult and challenging. If the demands for precision weaponry and
the complementary need for greater and more accurate target intelligence continue to increase
future operation may become much more costly.
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There are also differences between MIC nations on issues of treaties and international protocols
need to be defined and understood as they will create friction when operating together as a
coalition (e.g.: differences in national stances on ROE, cluster munitions, land mines, etc).

Security policy and military capability implications:

e Legal frameworks impact on our military action (proportionality, target discrimination, and
ethics, etc.).

e Legal challenges may be raised against the use of novel weapons and systems, such as
Unmanned Aerial Systems, Directed Energy Weapons, non-lethal weapons and cyber
operations.

8. INTEROPERABILITY CHALLENGES

The future coalition operating environment will be as volatile, uncertain, complex, and dynamic as it
is today, if not more so, driven by the ascendant global trends previously discussed. In light of the
likelihood that MIC nations will increasingly operate with interagency and non-governmental
organisations, these trends create several interoperability challenges for coalition nations. These
coalition interoperability challenges include:

e Policy. Each nation, whilst part of various individual coalitions, has different military policies
and priorities based on their individual national needs. This exacerbates the challenges of
interoperability as they are often beyond the gift of military personnel to change. As such it
is important that each nation understands the key national policy differences in order to
best mitigate the risks to the operational effectiveness of the coalition.

o Procedures. NATO procedures are often the most accessible and widely used ‘standard’
procedures for most MIC nations (this is not the case for AUS or certain parts of the US
military (e.g.: PACFLEET). Consideration should be given to further expand the usage of
these procedures to other nations where appropriate. Individual national procedures,
particularly at the operational and tactical levels of operation, should be avoided whenever
possible during coalition operations.

e Facilities. Facilities exist in each nation to support the national interest which can, in some
circumstances, be used for coalition purposes. Clever and efficient shared usage of military
(and appropriate civilian) facilities can enhance the overall strength of the MIC as a fighting
and unified military force.

e Compatibility. Facilitate the compatibility of organisations, doctrine, training, technology,
and equipment standards among coalition militaries.

e Capabilities Integration. Improve awareness of the disparate operational force capabilities
and degrees of interoperability among nations and integrate these capabilities in a cohesive
manner that supports coalition objectives.
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e Information Sharing. Improve information sharing among national military systems within
the constraints of national policy.

e Interagency Coordination. Establish policies, procedures, organisations, and systems to
facilitate successful interagency coordination and synchronisation.

By focusing current multinational efforts on interoperability challenges, the likelihood of meeting
future coalition objectives is increased. The latter four challenges identified above are used as focal
points in FCOE Part Il to orient multinational capability development analysis in order that coalition
forces are better prepared to meet the challenges of the future.

9. CONCLUSION

Part | of this document establishes the context for future coalition operations and suggests that MIC
nations will be participating in operations that span the full range of military operations. Trends that
characterise the coalition operating environment of 5-20 years and beyond possess inherent risks,
but also new possibilities for overcoming present day challenges. Environmental trends reflect
global climate change, natural disasters, and the increasing importance of dealing with extreme
environments. Other trends, associated with the behaviours of individuals or isolated groups, are
driven by proliferation activities, religious fundamentalism, or non-state political movements.
Finally, large-scale regional trends, such as demographic unrest, migration pressures upon the global
economy, or turmoil erupting out of failed or rogue states, will likely impact entire societies and
large portions of the global populace. Operating within the future environment created by these
trends will require MIC nations to focus development efforts upon four interoperability challenges:
Compatibility, Capabilities Integration, Information Sharing, and Interagency Coordination. Part Il of
this document analyses these challenges along the lines of development identified in Section 4.
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PART Il - APPLICATION

1. PURPOSE

The purpose of Part Il of the Future Coalition Operating Environment: Interoperability Challenges for
the Future is to look at the key challenges and what is required to operate effectively within a future
coalition. It looks beyond key functions and capability areas, and addresses the very real practical
challenges of interoperability. It highlights areas that the MIC nations should consider addressing (or
at least be cognisant of) when planning to operate jointly. Within the MIC, this document informs
internal strategy development and the Quadrennial Gap Analysis. It is meant to stimulate thoughtful
debate and serve as a catalyst for the presentation and consideration of interoperability ideas at all
levels of interoperability, from tactical to strategic.

The MIC Strategic Guidance Document (SGD) 2010 states that the main objective of the MIC is to
influence the development of operational practices to enable more effective coalition operations,

mainly by addressing their interoperability issues. FCOE Part Il analyses four critical interoperability
challenges identified in Part 1* against nine lines of development.® These lines of development are
directed at enhancing the awareness of the disparate capabilities which nations are able and willing
to commit, as well as improving their degree of interoperability®. Part Il includes analyses of two
cross functional challenges (Strategic Communication and Legal Requirements) which were derived
from the Strategic Guidance Document.

2. INTEROPERABILITY CHALLENGES AND CONSIDERATIONS

2.1 Compatibility
Challenge Description

The military forces of the MIC nations should be able, without significant modification, to train and
operate with each other’s procedures and equipment. This is a goal not easily realized since it must
include compatible processes and interoperable capabilities in many areas: coalition force
preparation, logistics, information systems, command and control, and planning, while national
resources are constrained. Additionally, compatibility in these various areas will often be a critical
supporting step to the achievement of capabilities integration among MIC nations. Challenges in
compatibility span a spectrum from the commonality of supply and equipment to the compatibility
of task or process accomplishment.

4 Compatibility, Capabilities Integration, Information Sharing, and Interagency Coordination

® Leadership Development, Command and Control, Education and Training, Doctrine, Logistics, Knowledge Advantage, Shared

Situational Awareness, Organizational Constructs, and Planning

6 Interoperability: the will, common understanding and ability of coalition partners to bridge differences in culture, organisation,
procedures and technology to effectively and efficiently cooperate towards achieving common goals
Military interoperability: The ability of military forces to train, exercise and operate effectively together in the execution of
assigned missions and tasks (NATO AAP-6 ed. 2010).
Force interoperability: The ability of the forces of two or more nations to train, exercise and operate effectively together in the
execution of assigned missions and tasks (NATO AAP-6 ed. 2010).

CBG Volume lll.1, Version 4.1
23| Page November 2012





Analysis of Compatibility via Lines of Development

e Leadership Development: Leaders must become accustomed to working in coalition military
headquarters to become comfortable and effective while serving with their military
counterparts. They should have an understanding of coalition partner capabilities. Leaders
must have opportunities early and often in their careers to develop these skills.

e Command & Control: The use of appropriate tools of liaison between several nations is a
critical factor for the success of coalitions. The efficient use of “Liaison Teams” at the
appropriate levels should be established as one of the training objectives of multinational
exercises.” Further, sufficient numbers of liaisons with the appropriate level of rank and
experience need to be provided and equipped with communications, protection, and
transport.® Existing procedures that support compatibility in C2 and a common operating
picture® should be used in exercises and in operations. ™

e Education and Training: Minimum standards for Professional Military Education should be
established among MIC nations, as well as criteria for assessing and monitoring the
educational and training programmes’ ability to meet operational requirements. National
education and training programmes should emphasize multinational aspects of coalition
operations, including cultural preparation'’ to operate within multinational environments
(headquarters, staffs, units).

e Doctrine: Many interoperability issues arise from misunderstandings due to language, idiom,
and doctrine. NATO doctrine is an example of multinational doctrine that is designed to
minimize misunderstandings.

e Logistics: Units should be adequately equipped or prepared to provide logistical and
administrative support to attached joint, coalition, or multinational forces. MIC nations
should adapt their plans for development of national-level logistics automated systems that
support logistics C2 with the intent to standardize so that information is shared and common
reports produced.

e Knowledge Advantage: Knowledge Advantage is supported through committed and
mutually-productive organizational relationships, extensive networks with key organizations
outside the military and other government contingents, and effectively utilising all available
information sources. In this regard, developing technology platforms that enhance
interoperability and promote the timely passage of relevant information is important.*

e Shared Situational Awareness: The development of compatible equipment and processes is
required to support rapid consultation and planning. Senior leaders need to be aware of
relevant strategic-to-tactical activities conducted in the information environment, following
intelligent screening. A majority of degrade/counter/amplify activities consists of actions
such as flexible deterrent options, force movements, distribution of aid. While tactical in

T JLLIS lesson 10642, “Liaisons between MNFS and Partner Nations”, SOUTHCOM, 27 October 2008.
& ABCA Report Number 042, Coalition Lessons Analysis Workshop, 3-7 September 2007.

® Such as the Coalition Logistic Handbook or the Coalition Health Interoperability Handbook

10 ABCA Report Number 042, p. 5-6.

1 «Cross Cultural Awareness and Competence, A Guide to Best Practices,” 27 September 2011, MIC
12 Government of Australia, CIVMILCOE-Conceptual-Framework-Booklet, Version 6, 2010.
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their nature, these activities can deliver a strategic message and therefore should be part of
senior leader information on effects in the information environment.*

e Organizational Constructs: Organizational designs should be created to accept compatible
national contributions without modification. Within military segments of the coalition,
nations should establish a minimum level at which multinational formations can effectively
be used.™

e Planning: Acceptance of a baseline planning process and compatible tools facilitate coalition
operations. Additionally, development of compatible security clearance and information
release protocols to facilitate rapid consultation and planning is necessary.

Key Capability Gaps

e Standardization

e Common lexicon for military concepts, doctrine and operations

e Common Rules of Engagement (ROE) appropriate to an operation

e Secure computing / voice / video capabilities among coalition members

e Utilization of existing services and support doctrine™ in training and exercises
e Common training

e Common tools for command and control

2.2 Capabilities Integration
Challenge Description

Whereas Compatibility addresses the ability of coalition partners to use each other’s equipment and
processes, Capabilities Integration addresses the coordinated and cohesive employment of nations’
complementary capabilities for effective operations. Capabilities Integration:

e Highlights the burden sharing of responsibilities amongst nations;

e Provides participating nations a flexible tool to support the ultimate goals of the coalition,

while minimizing the impact of domestic constraints and limitations;

e Helps effective and efficient employment of nations’ scarce resources;

e Addresses possible coalition capability gaps in a Comprehensive Approach framework;

e Enhances the efficiency of force generation and force preparation processes.

The effectiveness of coalitions rests with the political will to share and pursue common objectives as
well as the extensive integration of capabilities, which assorted nations are able to put in place. Due
to individual political circumstances some nations will be able to provide a full range of military
capabilities whilst others may only be willing or able to provide limited contributions to a campaign.
Furthermore, different nations can contribute appropriate available expertise and niche capabilities
using individual nations’ military strengths whilst taking less risk by not exposing individual
weaknesses.

13 JLLIS lesson 14935, “Strategic Communication Integration,” SOUTHCOM 05 October 2010.

! Recent experience indicates that in high intensity operations the company is the lowest level for interoperability; platoon level
and possibly lower may be possible in more permissive circumstances. NATO JALLC Observation, “Lowest Level Echelon at
which Multinational Interoperability Can Reasonably Be Achieved,” 15 April 2009.

5 Such as the ABCA Coalition Logistic Handbook
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Analysis of Capabilities Integration Lines of Development

e Leadership Development: The relationships and trust amongst military leaders will influence
every aspect of multinational cooperation within future coalitions. Senior leaders should
strive to achieve a sympathetic rapport with their multinational counterparts and develop an
understanding of mutual capabilities, in order to shape policy through sound military advice.

e Command & Control: Confidence in partners is essential when working in a multinational
environment. Commanders should be encouraged to develop mutual trust in the
professional ability of their counterparts and develop respect for their culture, history,
religion, customs and values. Time taken to understand partners will pay dividends during
coalition operations. Increased integration of command structures should be considered as
the primary enabler for capabilities integration in conjunction with a clear and politically
agreed-upon chain of command.

e Education and Training: Mission rehearsal prior to an operation will emphasize the level of
integration amongst the diverse national capabilities. This allows the synchronization of
battlespace management systems, the definition of common SOPs, and the identification of
operational issues and concerns sufficiently early to inform corrective actions. These efforts
will help harmonize multinational staffs in the execution of key military tasks, thus identifying
issues and concerns. The process of capabilities integration will be enhanced by minimizing
coalition discrepancies through training, exercising and operating together.

e Doctrine: The continued use of NATO doctrine among MIC nations is considered an
important enabler for coalition operations. National concepts and doctrine should have
regard for coalition capability integration requirements. Promulgation of national policies
potentially affecting capability development should be considered.

e Logistics: Capability integration is increasingly influenced by national acquisition processes
and the dynamics of the industrial and commercial sectors, as well as by technological and
budgetary inequalities amongst coalition contributing nations. While equipment
interoperability at the operational level should be fostered through the identification of
common minimum requirements and the standardization of procedures, technological niche
capabilities offered by nations should be exploited as opportunities for integration. A clear
understanding of the services and opportunities regionally offered by national facilities
should be fostered among MIC nations and included into planning considerations.

e Knowledge Advantage: The awareness of the capability landscape, including any risks and
possible measures for their mitigation, should be fostered at the highest political level well in
advance of any commitment to coalition operations.

e Shared Situational Awareness: Before conducting any military operation, a coalition and its
contributing nations will conduct several preparatory activities, sharing responsibility and
working closely together to prepare forces for the operation.

e Organizational Constructs: Force generation is a critical part of the capability integration
process, being affected by both political dynamics and military requirements. Force
generation dialogue should commence concurrently with political engagement because early
visibility of coalition nations’ operational capability and willingness is essential. Coalitions
should take advantage of extant force generation databases (for example, NATO CJSOR) to
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distil raw data on national military and non-military capabilities, national political and legal
restrictions and caveats, into potential force capability packages with specific operational
applications.
An efficient and comprehensive liaison structure, linking Coalition Headquarters at all levels,
all force elements and other relevant organizations, will be paramount in any operation. This
may include diplomatic and military agencies under diverse political authorities, as well as a
potentially large number of international organizations (IOs) and non-governmental
organizations (NGOs).

e Planning: Strategic and operational level planning should consider the integration and
coordination of diverse capabilities across government departments, within and across
nations.

Key Capability Gaps

e Standards for Professional Military Education. National education and training programmes
should emphasize multinational aspects of coalition operations

e I|dentification of mission needs that can be filled by niche capabilities

e A comprehensive liaison structure that links the Coalition Headquarters at all levels with all
force elements and other relevant organizations

e Awareness of the capability landscape among coalition nations, including risks and possible
measures for their mitigation

e Sufficient coalition training, exercising, and operating before operations

2.3 Information Sharing
Challenge Description

Information sharing is key to the MIC’s goal of delivering better, more efficient military capabilities
that are coordinated around the needs of the task. It is essential to enable early planning,
intervention and preventative work, for effective and timely responses to crisis, and for the
collective security and wellbeing of any wider coalition. As coalition nations move towards
partnership working and integrated services, professional and confident sharing of information is
becoming more important to delivering the benefits of these new arrangements. In sum, good
information sharing is a vital element in improving outcomes for all; it should be necessary,
proportionate, relevant, accurate, timely and secure.

Analysis of Information Sharing Challenges via Lines of Development

e Leadership Development: Information sharing is an essential component of collaboration.
There can be significant consequences to not sharing information just as there can also be to
sharing information. Operational Security (OPSEC) and Personal Security (PERSEC) are often
used as arguments for not sharing information. There are times and situations when this is
true but on many occasions some risk must be taken in an effort to improve overall
effectiveness amongst trusted partners, be they state nations or other individual actors. It is
therefore important that practitioners can share information appropriately as part of their
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day-today practice and do so confidently. Professional judgement within the coalition
should normally be the deciding factor on whether to share or not, and what information is
appropriate to share.

e Command & Control: Command and Control depend on successful information sharing.
Information exchanges are implemented via dozens of open and proprietary protocols,
message and file formats. There are four primary information sharing design patterns for
sharing information: one-to-one, one-to-many, many-to-many, and many-to-one.
Technologies to meet all four of these design patterns are evolving and include blogs, wikis,
really simple syndication (RSS), tagging and chat. As technology advances, information
sharing platforms will provide controlled vocabularies, data harmonization, data stewardship
policies and guidelines, and standards for uniform data as they relate to privacy, security,
and data quality. Without an understanding of these advancements in systems and
processes, command and control will become increasingly problematic.

e Education and Training: Correct governance and agreed protocols will be essential for
information to be transferred between organisations and nations. This will mean that
originators and recipients will have a thorough understanding of the requirements and
methods needed for Information Management (IM), Information Exchange (IX) and
Information Assurance (IA). An appropriate training programme will be needed to support
this aspiration.

o Doctrine: The changes in information sharing technologies occur at a speed that makes
their integration into doctrine virtually impossible. As a result, doctrine should concentrate
more on “what” is needed to be achieved rather than “how”.

e Logistics: Traditional military procurement processes struggle to cope with the pace of
change in the information domain.

e Knowledge Advantage: Whilst the MIC's common language is English there are a total of 4
different languages in use amongst the current partners. Although many personnel at the
higher levels of command speak and understand English, this is often not the case at the
tactical level. For information sharing to be effective at all levels there must be considerable
effort made to investigate new ways to display and present data so that it can be more
easily understood by these individuals. Modern IT language translators are improving year-
on-year but there are times when nuances and subtle variations in meaning are lost using
such systems. When other nations are involved in broader coalitions there may well be
significant cultural and moral differences that will require even greater care when
information is shared so as to ensure that true meaning and intent is maintained and that
misunderstandings and possible offence are avoided.

e Shared Situational Awareness: There will always be human factors that affect much of what
is shared and understood. What is paramount is that Data Protection laws and customs do
not create data denial that degrades any coalition situational awareness. The Network
Enabled Capability (NEC) triangle is comprised of people, systems and information®®. Each

16 Data is defined as raw facts, without inherent meaning, used by humans and systems. Information is defined
as data placed in context. Knowledge is information applied to a particular situation.
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has a key role to play for any system to be effective. People have to understand their role in
the pushing and pulling of information. It is the human element that normally analyses the
data in most systems and then subsequently makes an assessment on which to act. Systems
vary across MIC nations for all types of information technology, many of which are
incompatible resulting in few truly joint multinational enablers. Overcoming this limitation
must be a MIC priority as this alone will often halt information sharing despite the best
intentions of personnel trying to operate together. Likewise agreements on access and
security protocols on the information itself will need to be addressed.

e Organisational Constructs: Connectivity and systems compatibility often result in
equipment interoperability issues within the coalition. This will be hard to overcome as
current and legacy equipment is likely to remain in service for many years to come. Whilst
many nations now strive for ‘joint’ systems between their armed services and other
instruments of security and national power, the need to adapt them to work seamlessly with
all the other MIC partner nations has often been a low priority. This has been due to
individual nations’ own security fears and the fiscal costs involved to get such systems
agreed by all. Compromises must be reached in the near future to try and fuse more
national military IT systems so that at least limited connectivity and interoperability may be
achieved. Current interoperable systems, mostly NATO based, tend to be centred on
pushing historical information or providing real-time situational awareness.

e Planning: Interface with the media, in all its different forms, is part of the information
sharing challenge. Agreed approaches within the MIC are not unachievable but once other
nations join coalitions it will become much harder to maintain a unified approach. Done
badly it can have negative long-term strategic effects whilst when done well it can often aid
a coalition in attaining its ultimate goal in any given operation. At the very least information
sharing with the media and wider general public must not hamper coalition efforts or
alienate domestic, regional or international audiences. For information sharing to truly
work, greater emphasis by the MIC nations’ militaries will need to be placed on the
integration of information sharing in the Military Planning Process.

Key Capability Gaps

e Compatibility of information technology. This alone will often halt information sharing
despite the best intentions of personnel trying to operate together. Likewise, agreement on
access and security protocols on the information itself will need to be addressed.

e Common language for communication and information sharing

e Ability to maximise use of the media and to shape the information campaign

e Secure web-based interconnectivity allowing for broader access to trans-national data
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2.4 Interagency Coordination
Challenge Description

The comprehensive approach is centred on the ability of all coalition military forces and other
government departments, non-governmental agencies, and international agencies to plan,
communicate and operate in a collaborative environment throughout all phases of an operation.
These agencies will have their own agendas, and the need to coordinate with them may present a
great challenge to achieving coalition goals. Unique challenges arise when stakeholders, including a
widening array of non-military actors, come from different cultures. Coordination with third parties
may further complicate interagency coordination.

Analysis of Interagency Coordination Lines of Development

e Leadership Development: Interagency cooperation should rely on habitual relationships
based on trust and confidence at all levels of leadership within appropriate organisations and
agencies. The diverse nature of crises makes it extremely difficult to plan for every possible
combination of interagency relationship required and it may be necessary to pull together ad
hoc organisations. Success in these situations will depend upon trustful leadership
relationships previously established through participation in interagency training, exchange
and exercise events involving coalition military and interagency partners. These events are
essential in exposing operational and strategic leaders to high-level interagency decision
making challenges and in developing interagency relationships and mutual understanding.
National commitment to meaningful interagency and international leadership engagement,
such as leadership liaison elements in pre-crisis periods, is essential.

e Command & Control: A perennial challenge for coalition military leaders is a limited
influence over non-military agencies during operations. Establishment of a clear C2 structure
is crucial for interagency coordination. It should consider relevant other governmental
departments and incorporate, as appropriate, linkages with non-government and other
international agencies. Equally important to effective C2 is the clear establishment of which
organizations are supported and which are supporting. Additionally, networked C2 systems
across agencies enhance coordination at all levels, reducing duplicate and contradictory
command decisions in a complex campaign environment.

e Education and Training: National education and training programmes should emphasize
multinational and interagency aspects of coalition operations, including cultural preparation
to operate within multinational environments (headquarters, staffs, units). National and
coalition training and exercises should incorporate interagency coordination objectives. New
networking technologies such as virtual and distributed (remotely connected) training
systems will help achieve maximum reach across various agencies.

e Doctrine: The use of common lexicon and terminology is paramount to efficient
coordination. NATO standards are an appropriate baseline.” Widely used non-military
agency practices can add important elements to the doctrinal baseline.

7 Representative current doctrine publications include the US Joint Pub 3-08, Nongovernmental Organization Coordination
During Joint Operations, the UK’s Joint Doctrine Publication 3-40, Security Stabilization: the Military Contribution, and the
Australian handbook on Strengthening Australia’s Conflict and Disaster Management Overseas.
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o Logistics: Logistical capabilities are far more effective if greater interdepartmental,
interagency and international cooperation and coordination are achieved prior to the
“execution” phase of any operation. Lessons identified from numerous recent humanitarian
relief operations have emphasized the need for a multinational logistics framework which can
describe how the military synchronizes planning and execution of logistics support within a
non-combat/ civilian led mission. In many circumstances, no single government, military or
civilian organization will be able to accomplish its own goals without the support of the other
agencies. One key element to the successful logistics support of a comprehensive approach is
the availability of timely, accurate and relevant logistics information, which can be shared
amongst the participating agencies and nations. Another major friction point which impedes
successful logistic support within a CA is the complex legal and financial systems inherent
among coalition members and others. Finally, the logistical needs of the host nation must be
particularly considered and reflected in the planning and dialogue.

e Knowledge Advantage: This area was addressed Section 2.3

e Shared Situational Awareness: Situational awareness needs to be shared beyond military
organizations, to include other interagency elements, regional organizations, NGOs, OGDs
and commercial businesses.

e Organisational Constructs: Enduring formal arrangements that associate military, other-
governmental, and non-governmental agencies improve interagency coordination through
the establishment of coordinated pre-crisis procedures. Groups such as the Multinational
Interagency Group, NATO’s Civilian Advisory Group, and Civil-Military Operations better
prepare all agencies to stand up a functional construct with minimal delay.
Interdepartmental memorandums of understanding and temporary appointments across
agencies break down organisational barriers and develop a shared understanding of agencies’
roles. A growing challenge is the integration of new and potentially unconventional partners
within a coalition construct. Partnership with these actors (such as former opponents,
militias, transnational combatants, criminals with important linkages) can be crucial in
achievement of a coalition’s aim, yet their consideration as a ‘coalition agency’ sits
uncomfortably with planners. Interagency understanding of the utility and agendas of these
actors, and the means with which coalition hierarchy wishes to engage with them is
important. A coordinated approach to dealing with non-aligned actors such as contractors
and service providers is also necessary across agencies. Government commitment to
domestic interdepartmental coordination is a crucial prerequisite for an aligned national
approach to multinational interagency coordination.

e Planning: Involvement of all the governmental departments and consultation of non-
governmental and international agencies will optimize the planning process. However,
civilian organizations usually hesitate to duplicate the perceived heaviness and ‘inflexibility’ of
the military. They may consider contributing to military planning efforts but at the same time
strive to keep their independence.”® Agencies must endeavour to gain a balanced
understanding of the differing levels of planning fidelity. Awareness of these differences
facilitates better coordination and should be accepted.

8 MIC 2011, Comprehensive Approach Framework — A military Perspective v 2.0 Jun 2011 p.6.
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Identifying and agreeing upon an achievable outcome, while difficult, is a central planning
challenge. An understanding of the humanitarian and military spheres of activity requires
mutual clarification of roles and activities in areas where the two domains intersect."

An ideal planning team should include functional, regional, and planning experts representing
all the agencies. But the lack of a joint assessment, strategy, or implementation plan will
make it hard to agree on where resources should be focused, prioritized, and integrated into
each agency’s efforts.”’ An enhanced use of collaborative tools is necessary to improve the
planning process when actors are globally dispersed.

Key Capability Gaps

e Coalition leadership engagement in dedicated fora that tests and enhances interagency
coordination

e Availability of networked technology to enhance C2 structure and training systems to achieve
maximum reach across agencies

e Incorporation of specific objectives addressing interagency coordination into exercise and
training objectives

e Collaborative planning tools to allow interagency planners, even when globally dispersed, to
work together in a virtual problem space to understand a common problem and plan and
devise a solution

e National education and training programmes that emphasize interagency aspects of coalition
operations

3. CROSS-FUNCTIONAL CHALLENGES AND OTHER CONSIDERATIONS

3.1 Strategic Communication
Challenge Description

In modern societies information has evolved into a decisive element of all security-related
operations. All aspects of coalition activities have an information and communication component.
Understanding the strategic security environment, including the information environment, is an
essential prerequisite for crisis/conflict prevention and resolution.

Across all coalition efforts, effective communication is essential to sustaining global legitimacy and
supporting strategic objectives. Aligning actions with words is a shared responsibility that must be
consistent across coalition partners. Effective Strategic Communication requires engagement and
better understanding of attitudes, opinions, grievances, and concerns of the global public as well as
audiences in the mission area. This will enable a coalition to convey credible, consistent messages
and to develop effective plans, while better understanding how its actions will be perceived. The
aim is to persuade and convince either the allies, the neutral actors or the opponents about the
rightness of ours actions.

;Z MIC 2009, The military contribution to Stabilisation Operations p. 73.
loc. cit.
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As a cross-functional process, Strategic Communication seeks to coordinate the work of traditional
communication functions, such as Public Diplomacy and Public Affairs, and the military capabilities
integrated through the Information Operations (Info Ops) function with other non-lethal and lethal
elements of operations, which often have an immeasurably greater impact on people's perceptions
than words or imagery.

Strategic Communication is not an adjunct activity, but should be inherent in the planning and
conduct of all operations and activities, political and military, across all lines of operation. Strategic
Communication is necessary at all levels of policy, planning and execution of operations.

In the armed forces, information is recognised as a decisive factor. The military Info Ops function
plans, coordinates and assesses information activities as an integral part of military operations.
Furthermore, it distils a comprehensive and systemic understanding of the information
environment, considering all capabilities and activities able to create effects.

Key Capability Gaps

e Development and dissemination of timely and culturally-attuned messages based on a shared
narrative and coined in a comprehensive, mission-specific information strategy

e Coordination of information activities with other actions, and the efforts of other agencies and
partners, to shape the information environment, and achieve desired effects on selected
audiences

e Ability to access, produce and maintain updated information and knowledge on perceptions
attitudes, behaviours and beliefs of potential audiences in complex social communication
systems

e Ability to detect, monitor, translate and assess the effects of information activities of other
stakeholders — whether friendly, neutral or adversarial

e Ability to estimate the direct and indirect effects of potential actions and signals on perceptions,
attitudes, behaviours, beliefs and actions of selected audiences.

3.2 Legal Requirements
Challenge Description

Perhaps the most important and certainly one of the most fundamental aspects associated with
operating in a Coalition Environment is that of legal probity. Without an agreed legal mandate it is
unlikely that an operation would be commenced in the first place, and agreement between partners
is essential to ensure that the coalition remains intact and focussed on the appropriate outcome.
Interventions are usually accepted and validated by the United Nations Security Council using
resolutions to determine the possibility for states to use the chapter VI or VIl of the UN charter.

International Law

International law governs international relations both in time of peace and in time of armed conflict.
It covers, for example, the delimitation of international boundaries, international trade, the law of
the sea, air and space law, human rights, protection of the environment, and diplomatic relations. It
also regulates the circumstances in which states may use armed force (traditionally termed ‘jus ad
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bellum’) and the way in which armed force is actually used (traditionally termed ‘jus in bello’ or ‘the
law of war’). Today the latter is more frequently known as ‘the Law of Armed Conflict’ (LOAC) or
‘International Humanitarian Law Applicable in Armed Conflict’ or more simply ‘International
Humanitarian Law’ (IHL).

Law of Armed Conflict*

The main purpose of the LOAC is to protect combatants and non-combatants from unnecessary
suffering and to safeguard the fundamental human rights of persons who are not, or are no longer,
taking part in the conflict (such as prisoners of war, the wounded, sick, and shipwrecked) and of
civilians. At sea, the law also serves to identify and protect ships flying the flag of states not parties
to the conflict. By preventing the degeneration of conflicts into brutality and savagery, the law of
armed conflict aids the restoration of peace and the resumption of friendly relations between the
belligerents. LOAC applies to international armed conflicts and to the conduct of military operations
and related activities in armed conflict, however such conflicts are characterized.*

The increasing reach of International Human Rights Law further controls the behaviour of armed
forces and affords protections and advantages in certain situations to those who are affected by
military operations. In stabilisation there may also be good political or military reasons for exercising
a greater degree of self-restraint than is legally required.”

LOAC comes from both customary international law and treaties. Customary international law,
based on practice that nations have come to accept as legally required, establishes the traditional
rules that govern the conduct of military operations in armed conflict. Additionally, soldiers are
subject to national laws which must drive their behavior and derive from international law and
treaty obligations.

The Contemporary Environment

Peace Support Operations (PSO), or what used to be known as “Operations Other Than War”, are
the most prevalent contemporary military operations, and the type that a future coalition is most
likely to be required to conduct. While the legal requirements are the same for a PSO as they are for
a war of national survival, there are additional moral, ethical and practical constraints which could
complicate the perceived legitimacy of an operation. It is true that commanders on all levels
undoubtedly have a great strain placed on their shoulders when conducting PSOs. The potential to
make a faux pas, due to an inadequate understanding of cultural nuances, while under the full and
intrusive view of embedded media, merely adds to the requirement not just to do the right thing but
to be seen to be doing it as well. Operating in a multi-national coalition environment exacerbates
the potential problems. The following key points are relevant:

e A commander will need to appreciate his subordinates’ difficulties in balancing the risks to
their own troops, against the need to offer maximum protection to the civil population.

21 3SP 383 — The Joint Service Manual Of The Law Of Armed Conflict

2 | aw of Armed Conflict (LOAC) The Rules of War By Rod Powers at usmilitary.about.com/cs/wars/a/loac.htm accessed 19 Jul
2011

2 JDP 3-40 — Security And Stabilization: The Military Contribution
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e There may be an absence of a well-understood, common moral code, especially when
operating with a large mix of host nation military and civilian organisations.

e There may be risks associated with the reality of unity of effort in place of unity of
command.

o There will be additional pressures when working in the glare of the global media.

e There may be an increasingly political nature of the role of the military commander.

The cultural requirement of the contemporary coalition commander has been identified as “an

du 24

ability to respect the differences of others while still achieving effective command”“". There are four

attributes essential for a coalition commander:

e Political acumen,

e Diplomacy,

o Applied intelligence,
e Mental stamina.

All apply to any senior military leader, but they become particularly important when operating with
forces and agencies from other nations. Local culture does not relieve the commander of his
responsibility for maintaining ethical and moral standards. He will need to strike a balance between
tolerating what is acceptable behaviour in one culture, against condemning that which is
unacceptable in any circumstance. Through all its actions and messages, the international force
should lead by example, demonstrate compassion and empathy for the population, maintain the
moral high ground and provide a moral compass for others.

Summary

The law of war is binding not only upon States as such but also upon individuals and, in particular,
the members of their armed forces. Parties are bound by the laws of war to the extent that such
compliance does not interfere with achieving legitimate military goals. For example, they are
obliged to make every effort to avoid damaging people and property not involved in combat, but
they are not guilty of a war crime if a bomb mistakenly hits a residential area. By the same token,
combatants that intentionally use protected people or property as shields or camouflage are guilty
of violations of laws of war and are responsible for damage to those that should be protected.
Maintaining the rule of law entails very different ethical obligations than fighting to establish it.
Effective security exists when institutions, civil law, courts, prisons, and effective police are in place
and can protect the recognised rights of individuals.

Maintaining complete legal and ethical concurrency across a coalition force will undoubtedly take
significant time and effort, but doing so is essential if legitimacy, effectiveness, and positive public
opinion are to be achieved. Without concurrency, mission failure is a virtual certainty.

2 |bid
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Key Capability Gaps

e Coalitions require an agreed legal mandate to ensure the coalition remains intact and to ensure
focus on the appropriate outcome

e A well-understood, common moral code, especially when operating with a large mix of host
nation military and civilian organisations

e Maintenance of complete legal and ethical concurrency across a coalition force

4. CONCLUSION

Coalition forces must be capable of swiftly operating in an orderly, efficient and integrated manner
with elements from other member states in a coalition system with little to no modification or
conversion required. The key to operational success will be the long-term and effective preparations
conducted in advance of any deployment to overcome, or at least mitigate, any actual or perceived
compatibility issues. In order to effectively operate as a coalition, the following summary of gaps
should to be resolved:

Key Capability Gaps in Compatibility

e Standardization

e Common lexicon for military concepts, doctrine and operations

e Common Rules of Engagement (ROE) appropriate to an operation

e Secure computing / voice / video capabilities among coalition members

e Utilization of existing services and support doctrine® in training and exercises
e Common training

e Common tools for command and control

Key Capability Gaps in Capabilities Integration

e Standards for Professional Military Education. National education and training programmes
should emphasize multinational aspects of coalition operations

e |dentification of mission needs that can be filled by niche capabilities

e A comprehensive liaison structure that links the Coalition Headquarters at all levels with all
force elements and other relevant organizations

e Awareness of the capability landscape among coalition nations, including risks and possible
measures for their mitigation

e Sufficient coalition training, exercising, and operating before operations

Key Capability Gaps in Information Sharing

e Compatibility of information technology. This alone will often halt information sharing
despite the best intentions of personnel trying to operate together. Likewise, agreement on
access and security protocols on the information itself will need to be addressed.

e Common language for communication and information sharing

e Ability to maximise use of the media and to shape the information campaign

% Such as the ABCA Coalition Logistic Handbook
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e Secure web-based interconnectivity allowing for broader access to trans-national data

Key Capability Gaps in Interagency Coordination

e Coalition leadership engagement in dedicated fora that tests and enhances interagency
coordination

e Availability of networked technology to enhance C2 structure and training systems to achieve
maximum reach across agencies

e Incorporation of specific objectives addressing interagency coordination into exercise and
training objectives

e Collaborative planning tools to allow interagency planners, even when globally dispersed, to
work together in a virtual problem space to understand a common problem and plan and
devise a solution

e National education and training programmes that emphasize interagency aspects of coalition
operations

Key Capability Gaps in Strategic Communication

e Development and dissemination of timely and culturally-attuned messages based on a shared
narrative and coined in a comprehensive, mission-specific information strategy

e Coordination of information activities with other actions, and the efforts of other agencies
and partners, to shape the information environment, and achieve desired effects on selected
audiences

e Ability to access, produce and maintain updated information and knowledge on perceptions
attitudes, behaviours and beliefs of potential audiences in complex social communication
systems

e Ability to detect, monitor, translate and assess the effects of information activities of other
stakeholders — whether friendly, neutral or adversarial

e Ability to estimate the direct and indirect effects of potential actions and signals on
perceptions, attitudes, behaviours, beliefs and actions of selected audiences.

Key Capability Gaps in Legal Requirements

e Coalitions require an agreed legal mandate to ensure the coalition remains intact and to
ensure focus on the appropriate outcome

e A well-understood, common moral code, especially when operating with a large mix of host
nation military and civilian organisations

e Maintenance of complete legal and ethical concurrency across a coalition force
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TASK SCOPE AND ANALYSIS

Action: I|dentify best practices and current initiatives for Cross-Cultural Awareness &
Competence.

Context: Lessons learned from the current Afghanistan campaign, and from other recent
operations including Humanitarian Assistance and Disaster Relief (HA/DR) activities
highlighted the value of Cultural Awareness to campaign progress, and also revealed the
long lead time required for the establishment of Cultural Competence.

Cultural preparation may include language training, regional understanding, anthropological
and sociological education, and historical and religious awareness. The training and
education activities may include individual and collective training, force preparation, mission
rehearsal, etc. This is not limited to the respective country, but may include partner nation(s)
and neighboring countries. The follow-on step will be to determine possible synergies among
identified initiatives.
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1. Introduction

Coalition Forces will be engaged in highly complex operations with a multitude of actors
involved. These operations will take place in complex operational environments where
opposing forces and the population are intermingled in a way that it is hard to distinguish

between the different “On 25 March 2011, in the first meeting of its kind in the UK, General Sir David
stakeholders. Coalitions by Richards, Chief of the General Staff, met the Afghan religious leaders at the
Ministry of Defence's Main Building in London. General Richards spoke about
themselves could be more the various cultural initiatives that were taking place across Defence to ensure
challenging due to the number better cultural understanding of Afghanistan and its people. He said: "We know
. L. . that cultural awareness has been a weakness in the past. But there have been a
of nationalities they are llkely to number of initiatives set up in recent years to ensure that the military serving
encompass. on the front line can have the best possible pre-deployment preparation and be
equipped with the appropriate knowledge, understanding and appreciation of
the region, its people, and its incredibly rich and diverse culture. Through
developing an innate awareness of this unique society, of its tribal dynamics,
environment requires the customs and ethos, our soldiers are far better equipped to play their part fully
in the delivery of security, stability and prosperity to southern Afghanistan.”

Being able to operate in such an

continuous and  permanent

search for the support of the From: UK Ministry of Defence,
http://www.mod.uk/Defencelnternet/DefenceNews/DefencePolicyAndBusiness

local populatlon as well as the /HeadOfTheArmyMeetsHelmandsReligiousLeaders.htm

support and the trust of all other
friendly, neutral, or other groups in the surrounding area or from other Governmental or
Non-Governmental Organizations (GOs or NGOs). Successful operations will involve every
effort at least to avoid any inappropriate behavior and ideally to gain the trust of the people
and to understand their claims and their needs.

Cultural concerns should not neglect that success rests on a multinational force whose ties
rely on a sound mutual understanding, which emphasizes the need to pay also a great
attention to partner nations’ culture and customes.

Cultural aspects or cross-cultural differences, their knowledge and application, and the
evaluation and synthesis of these subjects will remain relevant in current and future military
operations, not only when operating in close proximity to foreign populations but in all kinds
of military operations.

Concerned with matters of interoperability in coalition operations, the Multinational
Interoperability Council (MIC) strives for a common understanding of the seven participating
nations’ best practices in the field of cultural aspects. In this paper, the nations’ ideas,
concepts and doctrines concerning cultural aspects in education, training, planning and
conduct of military operations are examined. Synergies of the nations’ best practices are
then discussed and recommendations are given for a common understanding.
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2. Cross Cultural Awareness and Competence (CCAC) Overview

While working in and/or with different cultures, it is important to be aware of one’s self-
image. Only when people understand their own culture, will they be able to successfully
interact with people of other cultures. In order to determine a common understanding of
the different levels of cultural significance, it is necessary to analyze the different nations’
approaches to Cross-Cultural Competence.

From a civilian point of view, “Cultural Competence” refers to an ability to interact
effectively with people of different cultures. Cultural Competence is comprised of four
components: (a) awareness of one's own cultural worldview, (b) attitude towards cultural
differences, (c) knowledge of different cultural practices and worldviews, and (d) cross-
cultural skills. Developing Cultural Competence results in an ability to understand,
communicate, and effectively interact with people across cultures.®

Contemporary United States Marine Corps (USMC) research has defined “Cultural
Awareness” as the ability to recognize and understand the effects of culture on people’s
values and behaviors. In the military context, Cultural Awareness can be redefined as the
cognizance of cultural terrain for military operations and the connections between culture
and war fighting.?

The United Kingdom (UK) Joint Doctrine Note 1/09 “The Significance of Culture to the
Military” defines Cultural Awareness as the basic knowledge of cultural issues, the
comprehension of their importance and impact, and the ability to apply this knowledge, skill
and attitude to predictable scenarios to create the desired effect. Cultural Competence is
defined as the advanced knowledge of cultural issues, the comprehension of their
importance and impact, the ability to apply this knowledge, skill and attitude to
unpredictable scenarios, and analyze and evaluate the effect in order to synthesize this
evaluation to create new improved effect.’

A Canadian Forces paper defines Cultural Competence as the ability to function effectively in
other than one’s own culture as a result of personal attributes, knowledge, and skills.
Cultural Awareness is described as a combination of culture-specific and culture-general
knowledge.*

! Martin, Mercedes & Vaughn, Billy, "Strategic Diversity & Inclusion Management" magazine, pp. 31-3, 2007, DTUI
Publications Division, San Francisco

2Healey, Edward J. Jr., Major USMC, “Cultural Competency Training in the United States Marine Corps: A Prescription for
Success in the Long War”, 2008 thesis for the Master of Military Arts and Science at the US Army Command and General
Staff College

% UK Joint Doctrine Note 1/09, “The Significance of Culture to the Military”, Assistant Chief of the Defence Staff
(Development, Concepts and Doctrine), January 2009; see also UK Joint Doctrine Publication 04 “Understanding”, Assistant
Chief of the Defence Staff (Development, Concepts and Doctrine), December 2010

* Davis, Karen (Editor) “Cultural Intelligence and Leadership: An Introduction for Canadian Forces Leaders “, Canadian
Defence Academy Press, 2009
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The German “Zentrum Innere Fiihrung” (Leadership, Development and Civic Education
Center) defines Cross-Cultural Competence as knowledge and capabilities that adequately
deal with different cultures and religions as well as the ability to develop understanding and
sensibility for values, behaviors and conduct in other cultures.”

The Multinational Experiment (MNE) 6 framework concept “Integrated communication in
multinational coalition operations within a Comprehensive Approach” defines Cultural
Awareness as the recognition that not all people are from the same cultural background;
that people have different values, different behaviors and different approaches to life.®

Putting these and other definitions for Cultural Awareness and Cultural Competence in the
context of Bloom’s hierarchy of educational activities, this paper defines the first three steps
- knowing, comprehending and applying - as Cross-Cultural Awareness. At the higher
cognitive level, analyzing, evaluating and synthesizing cultural aspects are defined as Cross-
Cultural Competence.

Svynthesis
Cross-Cultural
Competence Evaluation
Analysis
\
Application NG

| Cross-Cultural

Comprehension > Awareness

Knowledge

Therefore, Cross-Cultural Awareness (CCA) is the recognition that not all people are from
the same cultural background, including the understanding of differences between oneself
and people from other countries and/or backgrounds. It is the ability to behave
appropriately based on this recognition and understanding. CCA forms the basis of cross-
cultural hierarchy by addressing the ability to identify and describe basic cultural concepts.
These concepts need to be understood, applied, analyzed and evaluated to determine
mission relevancy.

> ZInFuBw, ,Interkulturelle Kompetenz in der Bundeswehr: Handreichung fiir Multiplikatoren®, 2009/2010

®MNE 6 Framework Concept “Integrated communication in multinational coalition operations within a Comprehensive
Approach”, p. 123 et seq.

"MNE 6, Obj 4.3 “Guidelines for Commanders & Staff: Operationalization of Culture into Military Operations
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Cross-Cultural Competence (CCC) is the ability to use cultural information and knowledge of
how to synthesize them across the Lines of Operations, including how to operationalize
them for use in a plan.®Cross-Cultural Competence therefore forms the top of the hierarchy.

CCAC is a tool which helps commanders and their staffs consider culture as a key element
within the decision making process leading to enhanced mission success, through a
deliberately planned application of cultural facets of a mission.

The relevance of CCAC ranges from the tactical to the strategic level: if soldiers are not
sensitive enough in cultural interactions, their behavior could endanger operations and
result in strategic consequences. Conversely, CCAC at the political-strategic level will affect
each soldier engaged in operations.

In order to integrate CCAC into military planning and operations, the relevant aspects of
culture, which influence these operations and help us understand the effects of our own
decisions vis-a-vis the socio-cultural fabric of the operational environment, must also be
identified. CCAC should thus be applied in four key areas: education, training, military
planning and conduct of operations.

3. Best Practices in Integrating CCAC in Education & Training

Cross-Cultural education is a pre-requisite to enable Cross-Cultural training, understanding
and awareness. While experience acquired over time is paramount, cultural education,
training and awareness forms the basis for every military practitioner including specialist
cultural Subject Matter Experts (SMEs), who enhance commanders’ and staffs’ collective
CCAC.

3.1. Cross-Cultural Education

Cross-Cultural education should be part of military education at all levels, from basic training
to Joint General Staff Officer Courses. Every soldier should understand and be made aware
of his/her own culture. Such preparation will help them successfully interact with people
from different cultures without offense while preserving their own values. Principles,
characteristics and dynamics that govern all cultures should be addressed in a generic
approach.

3.2. Cross-Cultural Training

Cross-Cultural training must be tailored to the mission. Together with educational aspects, it
is an essential element “[...] for creating the knowledge with whom, amongst whom and

8See also Taxonomy of Educational Objectives: The Classification of Educational Goals; pp. 201-207;B. S. Bloom (Ed.) Susan
Fauer Company, Inc. 1956.
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against whom we operate."9 Cultural training is not only language training and should not
only take place at training facilities, schools or academies. It should be included in the unit or
Headquarters (HQ) training and should be regularly exercised, including the use of SMEs and
other cultural experts. It should be applied to a specific theatre of operations, most likely
through pre-deployment training.

A detailed collation of MIC-Nations’ best practices in Cross-Cultural Education and Training is
at Annex A.

4. Best Practices in Integrating CCAC in Military Planning& Operations

Although CCAC is a regarded as a supporting factor to operations, it can be vital to the whole
mission. It can be realized using SMEs in staffs or in the field, using Cultural Advisers, Red
Teaming, Information Management and Knowledge Development, pools of regional
expertise and technological support tools.*

Every participant in an operation should be culturally aware, but it is in the planning and
execution phase of military operations that one needs experts who are qualified to be
culturally competent. These experts should accompany the decision makers on all levels
during the planning phase, and also accompany the troops out in the field to advise the
leader on scene.

4.1. Planning Phase

Commanders and staffs need to promote a collective capability of CCAC. Many times, the
only source of cultural expertise within a staff is from its own members through their own
expertise. Certain staff members or specialists should be more sensitive to cultural matters
than others (e.g. Intelligence, Civil Affairs, Public Affairs, Information Operations), as they
carry out tasks that are closely linked to or dependent on cultural factors. Staffs need to
include dedicated SMEs, like Human Terrain Teams (HTT), special Cultural Advisors / Foreign
Area Officers or other relevant experts, especially non-military experts who take an active
part in every step of the military planning process. Most suitable are experts who routinely
train with the staff in order to find the proper approach for developing a collective cultural
expertise in the HQ.

Cultural considerations should be assessed throughout the planning process. Although the
relevance of these aspects may differ according to the type of operation being executed,
they should always be considered in the planning stage. In reference to the MNE 6
“Guidelines to Operationalization of Culture into Military Operations” CCAC should be
integrated into military planning as follows:

UK Joint Doctrine Note 1/09, “The Significance of Culture to the Military”, Assistant Chief of the Defence Staff
(Development, Concepts and Doctrine), p. 5-1, January 2009

04K Joint Doctrine Note 1/09, “The Significance of Culture to the Military”, Assistant Chief of the Defence Staff
(Development, Concepts and Doctrine), p. 5-2 — 5-4, January 2009
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a. Culture as a planning factor should be integrated in all planning procedures and in

SOPs (incl. checklists, templates and other related documents) of all HQs.

b. CCAC should be included in HQ training and exercises.

c. Cultural SMEs and other sources of cultural expertise should be identified and

continuously included in the planning process.

d. Cultural aspects should be considered by all planners in all planning areas, not just by

the cultural SMEs.

e. All relevant actors in the Area of Responsibility / Area of Operations should be

identified and considered during the planning process.

f. Perceptions, characteristics and attitudes of all forces should be considered.

g. The planning of different elements (e.g. Centers of Gravity) of the operation must

consider cultural aspects.

4.2. Operations Phase

elements from platoons upward.

“Those Marines in | Corps [...] are also testing something that is new in warfare.
Combined Action Platoons protect the population of about 80 villages. The
Marine squads in those platoons train the villages' own Popular Forces--and
then fight beside them when it's necessary. But the Marines are not just
stationed in those villages. [...] They live there as friends and neighbours,
compassionate, understanding, helpful, working with the people, trying to assist
them build schools, drill wells, and construct houses, showing them how to get
more from their land, giving them medical treatment, looking after the lame
and the sick and the old and the young. It is going to be a long time before the
final results of their work can be assessed. But the enemy has already made his
judgment. Recently, the enemy, the Vietcong offered $1,750--dead or alive--for
the Marine sergeant of one of those platoons. That was more money than many
of the villagers would ever see in an entire lifetime. But no one earned it--and
no one really tried to earn it. When the sergeant's tour was up and he had to
leave the village, all turned out for a farewell party for the man who had been a
friend of each one of them. [...] As a result, that village and other villages bear
the mark of the Marines who have been there. They bear the mark of their
Commandant's belief, that real victory is going to be won in the hearts of the
people.”

Johnson, Lyndon B., during the retirement and presentation of the
Distinguished Service Medal to General Wallace Greene, USMC on January 26,
1968;from “The American President Project”, Papers of Lyndon Johnson,
http://www.presidency.ucsb.edu/lyndon_johnson.php

6|Page

Cultural awareness is paramount in today’s military operations. In addition to every single
culturally aware soldier, SMEs ranging from interpreters and regional experts up to Human
Terrain System — Teams, act as advisors on the scene to the respective decision maker in

During the Vietnam War, the US Marine Corps implemented the Combined Action Platoons

Program (CAP), which evolved
into the Combined Action Force
(CAF) in 1970. This concept is
considered to be the result of
the Marine Corps experience
during the so-called “Banana
Wars” fought in the Caribbean
between 1915 and 1934, where
the USMC advised, trained and
fought side by side with local
forces.' In Vietnam, squads of
Marines were deployed to
Vietnam villages in order to
support the Popular Forces, the
in the fight
against the Vietcong and the

village militia,

Ugee Enclosurel, Fact Sheet on the Combined Action Force, Ill Marine Amphibious Force, 31 March 1970
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NVA. The same concept was used later in Somalia during Operation “Restore Hope".12

Similar to the CAP/CAF, ongoing initiatives in the US Army like the Foreign and Regional Area
Officers (FAO) Program, the Human Terrain System (HTS)® and the concepts for Counter-
Insurgency (COIN) have evolved. The mission statement of the HTS is: “Recruit, train,
deploy, and support an embedded operationally focused socio-cultural capability; conduct
operationally relevant socio-cultural research and analysis; develop and maintain a socio-
cultural knowledge base, in order to enable operational decision- making, enhance
operational effectiveness, and preserve and share socio-cultural institutional knowledge.”

FAOs are used as advisers to senior leaders on political-military operations and relations with
other nations, and provide cultural expertise to forward-deployed commands conducting
military operations. FAOs build and maintain long-term relationships with foreign leaders,
develop and coordinate security cooperation, execute security assistance programs with
host nations, and develop reports on diplomatic, information, military, and economic
activities.™

During operations it is paramount to fully integrate the socio-cultural information not only
into the field, but also into the battle rhythm of the staff. The SME, either as an advisor or as
a team member, must be present in all meetings, working groups etc. where cultural
expertise is required.

A detailed collation of MIC-Nations’ Best Practices in integrating CCAC into Military Planning
and the Conduct of Operations is at Annex B.

5. Synergies & Analysis

5.1. Education & Training

All MIC nations agree on certain levels of cultural education and training. Apart from
language training, which already receives a high priority in all member nations, ®each MIC
nation performs some degree of mission related cultural training. Cultural education has
been broadly incorporated into military basic and leader training courses. This clearly shows
that it is widely understood that mastering soldiering skills today must include an
understanding of the cultural implications of actions in the field, because a mistake may

12Go, William, Major USMC, “The Marine Corps' Combined Action Program and Modern Peace Operations - Common
Themes and Lessons”, 1997, from http://www.globalsecurity.org/military/library/report/1997/Go.htm (22 July 2011)

Bsee http://humanterrainsystem.army.mil (22 July 2011)

Ysee http://www.au.af.mil/au/awc/awcgate/usmc/brewington.pdf and
http://www.smallwars.quantico.usmc.mil/search/Papers/brewington.pdf “Combined Action Platoon: A Strategy for Peace
Enforcement”, Major Brooks R. Brewington, USMC 1996

1> US DoD, Directive Number 1315.17, Military Department Foreign Area Officer (FAO) Programs, 28 April 2005

16E.G., U.S. Forces pay an additional compensation to service members who demonstrate proficiency in one or more foreign
languages - U.S. House of Representatives, Committee on Armed Services, Subcommittee on Oversight & Investigation,
“Building Language Skills and Cultural Competencies in the Military: Bridging the Gap”, December 2010, p. 27-30
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have a strategic impact far beyond an affected local population due to the discredit the
mistake could cast on coalition operations if it is swiftly conveyed by the medias and
exploited by opponents.

The majority of MIC nations have integrated cultural training into extant syllabi. Although
one might consider cultural aspects being the same all over the different service branches,
some countries still train their soldiers separately within their services, setting different
standards and requirements (i.e. the USA and the UK).

Only three countries have dedicated joint schools and/or units that work on cultural issues.
Already in 2003, France has formed the “Ecolemilitaire de specialisation de |'outre-mer et de
I"étranger (EMSOME)”, which carries out all the cultural training and education with the
exception of language training. The EMSOME is an army school and with origins from the
“Centre militaire d’information et de documentation sur |'outre-mer et I'étranger”, an
installation which dates back to 1901 which collected information about the “Département
d’outre-mer” and other foreign countries, and distribute it to the French Army and Joint
Forces.

The United Kingdom lead unit for cultural awareness training, the Defense Cultural Support
Unit (DCSU), reached Initial Operating Capability in April 2011. The DCSU will be the Joint
Training Requirements Authority for Cultural Training across the UK Ministry of Defense
(MOD). Not only training deploying personnel, the DCSU will also focus on training Cultural
Advisors (CULADs).

Cross Cultural Awareness Training is mandatory for all Australian Defense Force (ADF)
members assigned to ADF or coalition operations. Individual Services still however run their
internal Service culture education programs. On behalf of all three services, the 39%
Personnel Support Battalion of the Australian Army conducts central CCAC training for
specific theatres and cultures.

The cultural training for German Forces is currently restricted to current mission related
training and the training of Intercultural Mission Advisors (IMA) for these operations. In
addition, Cultural Education is not only part of the basic military training, but a very
important aspect within the Innere Fiihrung, the inner design and guiding principle of the
German Armed Forces based on the application of the Basic Law, the German constitution.

In Italy, Cultural Awareness training is mission focused during the pre-deployment phase.
Advanced training is only provided to select Intelligence, Information Operations or Special
Forces personnel.

In May 2011, the U.S. Department of Defense (DoD) published the “Implementation Plan for

n17

Language Skills, regional Expertise and Cultural Capabilities””" which lays down the way for

y.s. Department of Defense, ,Strategic Plan for Language Skills, Regional Expertise and Cultural Capabilities”, May 2011
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DoD components to modify their strategy accordingly and to recognize the importance of
foreign language, regional expertise and cultural skills to mission readiness. Below DoD-level,
the combatant commands, the Joint Staff, the Services and Combat Support Agencies will
adapt their efforts to align with this strategy.

Canada is the only MIC-nation to train its personnel not only joint, but within a whole-of-
government-approach at the Peace Support Training Centre (PSTC) in Kingston, Ontario. This
institution works closely together with the Centre for Intercultural Learning (CIL) which is
part of the Canadian Department of Foreign Affairs and International Trade. While the PSTC
focuses on training individuals, key elements of unit and formation training for deployment
includes cultural familiarization at the Canadian Maneuver Training Centre in Wainwright,
Alberta. In addition to training and education, CCAC is being researched and experimented
at the Canadian Defense Academy and at the Defense Research and Development Canada
(DRDC). The DRDC is Canada’s centre of excellence for research into human effectiveness as
it is applied to national defense and security matters.

5.2. Planning and Conduct of Operations

The early conflicts in Iran and in Afghanistan have once again shown that cultural awareness
& competence in the military decision cycle and

“And across the force, we're investing in new skills du”ng m|||tary Oper‘at|ons were not exp|0|ted
and specialties, because in the 21st century, military

strength will be measured not only by the weapons to their full extent.® To successfully operate
our troops carry, but by the languages they speak L . . .
and the cultures that they understand”. within forelgn environments, coalition

Remarks by President Obama to the Veterans of commanders ideally need to have a detailed

Foreign  Wars, August 17" 2009; from:
http://www.whitehouse.gov/the press office/Remark . .
s-by-the-President-at-the-Veterans-of-Foreign-Wars- forces in general need to have at least a basic
convention/

understanding of the host society, and coalition

understanding  of that society; such

understanding helps achieve order and stability
as culturally sensitive operations are more likely to be supported by local populations than
culturally insensitive operations.

UK doctrine already reaches out far ahead on this subject, as they do not stop with the
implementation of CULADs or other specialists. From a military perspective the Military
Decision-making Process (MDP) should formalize ‘Culture’ as a factor to be considered
during the formal estimate process. During the early stages of a campaign the accessibility of
cultural information across all government departments is considered essential to aid the
development of an effective strategic plan. Across the UK force, there is investment in new
skills and specialties, because in the 21st century, military strength will be measured not only
by the weapons troops carry, but by the languages they speak and the cultures that they
understand.

84| had perfect situational awareness. What | lacked was cultural awareness”. Commander US Third Infantry Division, Iraq
2003, from: “Operational Handbook — Working amongst different cultures”, Australian Army Adaptive Warfare Branch,
Headquarters 1% Division, 2011, p. 4
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CCAC is regarded as a key component of U.S. Defense strategy which contributes to a
comprehensive (whole-of-government) approach to supporting the development of capacity
and capability of foreign security forces and their supporting institutions. These advances are
not only applicable against traditional and irregular military threats , but also help U.S. forces
overcome cultural barriers which impede mission accomplishment by military and civilian
forces alike.

For the Canadian Forces (CF), the incorporation of cultural considerations into the planning
and conduct of operations, especially in Counter-Insurgency Operations (COIN) is today’s
modus operandi. CCAC is included in many doctrine manuals. A good example is the
Canadian Army’s Counter-Insurgency Operations manual, which describes a “Cultural
Information Relief in Place Template” to be used between units arriving and departing an
area of operations (see Enclosure 2 to this paper).® DRDC is currently running a project
called Human Effects Advisors (HEA) to validate HEA officers who are trained in the social
sciences and have the job to provide the “Whole-of-Government” team with socio-cultural
data in high risk environments. Key to this project will be to identify methodologies and
processes for data collecting along with assessing what education and training the HEA
requires.

France integrates Cultural Awareness as an element of synergy contributing to foster
influence and efficiency from the operational point of view. As it belongs to the cognitive
domain, it is fueled by the continuous feedback, in particular at the lowest level in the field.

The Australian “Operational Handbook — working amongst different cultures”?

presents a
good overview of the subjects and strategies concerning CCAC that should be considered in

operations.

The German Bundeswehr has introduced Interkulturelle Einsatzberater (IntkulEinsBer) or
”Intercultural Mission Advisors” whose task is to advise military leaders on communication
and interaction with locals, to identify and analyze local, ethnic, religious, political and socio-
cultural structures, to keep contact to local multipliers and to support the units with
additional training measures in theatre. These SMEs are not only involved during operations,
but also play a vital part during the planning process and during the education & training
phase of a mission. They are part of an academic expert network on cross-cultural matters,
which is currently under development.*

Bacounter Insurgency Operations”, B-GL-323-004/FP-003, CAN Chief of Land Staff, 13 DEC 2008

20”Operaltional Handbook — Working amongst different cultures”, Australian Army Adaptive Warfare Branch, Headquarters
1% Division, 2011

21BMVg StvGenInspBw und Insp SKB, “Konzept zur Wahrnehmung der Interkulturellen Einsatzberatung in der Bundeswehr”,
24 July 2009
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6. Conclusions

The MIC nations’ best practices in cultural education, training, planning and operations differ
to varying degrees, but also include some encouraging commonalities. This is expected,
considering the seven nations’ differing cultural backgrounds. In applying the MIC charter of
interoperability and compatibility, MIC nations should seek to identify and align those areas
of differences, and seek to build on the commonalities.

The Australian Operational Handbook “Working amongst different cultures” is the only
conceptual document which takes into account the difference in culture between coalition
and other partners (e.g. NGOs, GOs). All other nation’s conceptual documents relate to the
difference to other cultures, mainly focusing on the difference to the Afghan cultures.

A coalition cannot neglect its own cultural differences among coalition partners. The more
the coalition partners train and exercise together, the less “inside” cultural preparation is
needed for coalition operations. Conversely, coalition partners that do not train and exercise
together will need to devote a greater portion of their time during the coalition operation
itself to fully understand one another—time that could otherwise be better used in
executing the coalition operation at hand.

Most MIC nations do not have the resources to train SMEs for regions worldwide, and
instead focus on current operations. While the USA is developing expertise through their
regional Combatant Commands, France and the United Kingdom developed their expertise
through a more historical context.

But even at a high degree of integration it remains questionable if soldiers from different
cultural backgrounds can be trained and prepared together as one group for another, totally
different culture. Referring to the pyramid in Chapter one, combining cultural training to
enable cultural awareness of another culture might be possible and be applicable in the
field, but these efforts will be transitory compared to the life-long national customs and
military expectations that shape different coalition members, and those national
customs/expectations may interfere with full accomplishment of coalition goals; it is easy to
learn another language, to learn about traditions and heritage, to learn about “Do’s and
Don’ts” together with soldiers from another coalition nation. In most cases, the soldiers will
probably be able to apply this knowledge out in the field. But still, the initial training for
Australian soldiers, for example, needs to come from someone who thinks “Australian” or at
least knows how “Australians think” — as there are certain differences to other nation’s
soldiers.

On a higher level, will a Subject Matter Expert from nation A be able to advise the decision
maker from nation B? Will they be able to “understand” each other apart from speaking the
same language? Most probably only to a certain degree, as the awareness of one’s own

culture again weighs too much in these interdependencies and cannot be replaced.
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Turning to operations, CCAC has not yet been included in all MIC nations’ Military Decision
Making Processes. Therefore, the development of strategies concerning cultural differences
and on how to work with partners in the area of operations is crucial, in order to avoid
military stand-alone operations that contradict the comprehensive approach.

Merging the MIC nations’ best practices from education, training, planning and operations,
the following strategies are the MIC’s Guidelines for CCAC in military operationszzz

1. Prepare your force.
Educate and train you soldiers in Cross-Cultural aspects of the mission.
2. Recognize the challenges and prepare for cultural differences.
Make the subject of Culture a part of your mission.
3. Put the campaign mission and the objective in context.
It is not only about defeating an enemy; it is about success of the mission.
4. Include CCAC during the Planning Phases of Operations.
Realize the Cross-Cultural aspects that influence your mission planning.
5. Develop specific strategies for communication.
Communication on all levels with all actors is crucial.
6. Develop specific strategies for working with partners.
There will be cultural differences between the partners or within a coalition.
7. Develop specific strategies for working with NGOs.
Even when coming from your home-country, they have a different organizational
culture.
8. Apply additional best practice CCAC principles.
0 Conflict sensitivity: understand the local culture and politics and avoid adverse

unintended consequences of projects in the battle space.

O Delivery: focus on process as well as product. It is the ‘how’ and not just the
‘what’ soldiers do that matters.

0 Legitimacy: facilitate good governance and state-society relations.

O Security: prioritize freedom of movement and broad human security for the
local population before attempting to ‘win hearts and minds’ through
development activities.

0 Experience: deploy experienced field personnel who are well-prepared for the
cultural context in which they will be operating.

2 See also “Operational Handbook — Working amongst different cultures”, Australian Army Adaptive Warfare Branch,
Headquarters 1% Division, 2011
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GERMANY

There is a variety of seminars, trainings etc. based on the German “Concept for development and strengthening of intercultural competence”. The
core of this concept is the German leadership philosophy called “Innere Flihrung” with focus on the role model of the “citizen in uniform”. This
German concept stands on top of the core values (e.g. Human dignity) in the German constitution.

In the tradition of Clausewitz, it is most important to know about one’s own mental structure, attitudes, prejudice and last but not least one’s
own culture, as this is the centre of all military leadership. He says: “Es ist Gberhaupt nichts so wichtig im Leben, als genau den Standpunkt
auszumitteln, aus welchem die Dinge aufgefalSt und beurteilt werden missen, und an diesem festzuhalten; denn nur von einem Standpunkte aus
konnen wir die Masse der Erscheinungen mit Einheit auffassen, und nur die Einheit des Standpunktes kann uns vor Widerspriichen sichern”
(“There is, upon the whole, nothing more important in life than to find out the right point of view from which things should be looked at and
judged of, and then to keep to that point; for we can only apprehend the mass of events in their unity from one standpoint; and it is only the
keeping to one point of view that guards us from inconsistency”).

In a first step, which can be called Cultural Awareness, this means “finding yourself”. It makes no sense for a soldier on a mission to want to be
“more Roman than the Romans”. In most cases he will be not respected. We see and interpret things always from the view out of our own
cultural background. This is a normal reaction and it is really important to be aware of this. The aim in this cultural general sense is an authentic
soldier who is self-aware, aware of its own culture and respectful against other cultures. This hopefully leads to advantages in the field of COIN
and self-protection. But not the other way round. COIN or the partnering concept is not the starting point of the cultural project in the German
armed forces.

The first cultural training (90 min) takes place in basic training to find an access to this topic on a cognitive level. There are culture-specific follow-
ups in the pre-deployment training. The German Forces developed an ISAF training board which is an interactive training tool in a classical sense
with five to seven soldiers around a working paper to discuss the text, the pictures and the situation which is shown. This training is lead by so-
called multipliers which are educated at the “Zentrum Innere Fihrung” in a one week course. Multipliers are not subject matter experts, but they
are responsible for the education and training of their soldiers, those who are working close together with them. This system together with the
concept mentioned earlier may lead to a similar way of thinking for people who teach Intercultural Competence at the units, schools academies
and universities of the Federal Armed Forces.
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In addition to the pre-deployment training, which focuses on the upcoming operation, the Bundeswehr provides for a one-day decentralized
seminar called “Dimension Kulturen”. Small bicultural teams with SMEs from various areas travel around Germany and enhance the cultural
awareness of German soldiers.

Language training is centrally conducted at the Federal Language School, mainly in preparing soldiers for international assignments or military
attachés. Additionally, it should be noted that the Bundeswehr University in Munich will implement a master study course “Intercultural

Communication and conflict analysis”.
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UNITED KINGDOM

The UK lead unit for all cultural awareness training is the Defense Cultural Support Unit (DCSU). The DCSU reached Initial Operating Capability
(I0C) in April 2011, and once it reaches Full Operating Capability it will become the Joint Training Requirements Authority for Cultural Training
across defense. Its remit is still developing and is currently spilt between two distinct camps: deploying the Cultural Specialists (CULADs) into
theatre correctly trained, and support to wider Defense in the developments and assurance of Cultural Training at a variety of levels. While the
focus of CCAC training is predominantly on deploying personnel, there is a long-term aim to introduce education in this area during Phase 1 New
Entry across all three services.
The UK “Joint Doctrine Note (JDN) 1/09 The Significance of Culture to the Military” recognizes three levels of cultural capability within the military
environment. This terminology should be borne in mid when referencing British approaches to Cultural Training. Specifically the standards
expected at each of these levels are:
e Level | - Awareness : Displays an understanding of what effective performance looks like. Demonstrates some practical application at
work.
e Level Il — Practitioner: Displays detailed knowledge and understanding and is capable of providing evidence and guidance to others.
Demonstrates practical application in a range of work situations.
e Level lll - Expert: Displays leadership, extensive knowledge and understanding, and is seen as a subject matter expert and a role model for
others. Demonstrates consistent practical application in a wide range of work situations.
All three services (Royal Navy, Royal Air Force and Army) run CCAC education and training courses as part of pre-deployment training for
personnel heading into an operational theatre, although for obvious reason the focus is predominantly on LAND provision. The following is a list of
the different types of CCAC training courses that are run by the UK:

All Ranks Briefing (ARB). For LAND this is the basic Cultural Awareness package that all deploying soldiers must complete prior to deployment. 22
Trg Gp (RAF) deliver Culture and Language at this level to their Force Protection wing (RAF Regiment) and Fleet deliver training to their deploying
personnel during the two week Fleet OPTAG package.

Tactical Commanders Cadre (TCC). The TCC includes two 45 minute Cultural Awareness sessions.

Enhanced Cultural Understanding Course (ECUC). This is a two day package that contributes to the Cultural Understanding level of training. It is
more practical in nature than CS1 but more in-depth than TCC and ARB.

CS1 — Cultural Understanding Course. CS1 is an intermediate level Cultural Understanding course conducted by LAND. The conduct of the course
is currently such that a team of 4/5 officers will teach a large (40-strong) cohort per iteration. AIR have an SO3 Culture and Language in FP wing
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who is qualified to teach CS1. FLEET do not formally conduct this level of training. There is bespoke provision at this level for SF elements of LAND
and FLEET.

CS1 - Cultural Understanding Course Train the Trainer (T3). The CS1 package is delivered to LAND elements by ETS officers who have attended
the T3 course, currently run by Cranfield University. The university provides course materials and a mentor to support the instructors’ first CS1
course (if required).

CS2 — Advanced Cultural Specialist Program. CS2 is the specialist cultural program designed to meet the needs of the deploying Cultural Specialist
(CULAD). ltis divided into 4 blocks.

1. The first block is a two week course, generic in nature and solely academic. It comprises Research Methods, Social Science Foundation,
principles and methods, Data gathering (techniques and assessment tools), Cultural Competency (as per the Competency Framework),
Communication (incl. channels of comms, non-verbal commes, interpreting v translating), British Military Doctrine (plus an understanding of US
doctrinal challenges).

2. The second block of training is the language phase. This currently stands at 15 months in duration and is a stand-alone package delivered by the
Defense School of Languages at Beaconsfield.

3. The third block is the military and staff skills required to be a CULAD. This includes mandated “green” skills, Theatre specific SOPs, area specific
J2 information, Battlegroup planning, basic Influence and Information Operations courses and liaison with key partners. This element of the
program will compress or expand to fit the needs of the CULADs based on their operational experience and Arm or service. It generally fits within
a 12 week pipeline.

4. The final block of training for CULADs is the country-specific course. This is a 3 to 4 week package focusing on Politics and Power relationships,
economics and income generation, religion and beliefs, social identity relating to family, work, environment and history and security force lay
down. Additional language training is provided during this phase in order to prevent skill-fade. In total the training pipeline will be approximately
20 montbhs.

Under development are a Senior Officers’ Course and improvements to Military and Defense Attaché cultural training. Both are subject to
resource constraints but ad hoc senior officers have been briefed by experienced CULADs and small packages have been put together for Brigade
HQs and Individual Augmentees. There is much appetite for this to be formalized but as the numbers involved are small it has yet to gain wider
support.
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UNITED STATES OF AMERICA

Current Initiatives

In May 2011, a draft of the DoD Implementation Plan for Language Skills, Regional Expertise, and Cultural Capabilities was published. The plan
states that every DoD member will become cross-culturally competent, and receive the level of language-, regional-, and culture-specific training
appropriate to support mission objectives and responsibilities. DoD components will modify their strategies to align with the implementation
plan and recognize the importance of foreign language, regional expertise, and cultural skills to mission readiness.

The combatant commands identify and prioritize language, regional expertise, and culture (LREC) capability requirements for missions within
their area of responsibility.

The Joint Staff integrates and validates those languages, regional and culture capabilities requirements to forward on to the Services as well
as recommends budget proposals for the Combatant Commands.

The Services and Combat Support Agencies®® will develop or modify their strategic plans to align with and support the DoD’s Strategic Plan.
Additionally, they will provide additional initiatives to ensure successful execution of the strategic, recognize capabilities critical to mission
readiness, and provide progress reports to ensure the Services or Agencies are achieving strategic goals and objectives.

The Defense Language Office and Joint Staff will develop the policies, programs, and procedures necessary to identify, validate, and prioritize
requirements for language skills, regional expertise, and cultural capabilities.

The Secretary of Defense set one of the key standards in language training. This requirement states that at least one member of each platoon,
or like-sized organization, must have sufficient comprehension of the language spoken in the operational area. This supports cross-cultural
awareness and competence (CCAC) in that more general purpose forces are required to have basic level communication skills in specified areas
of responsibility.

1. Cultural Awareness Training
There are multiple ongoing efforts by each Service to achieve the goal of cultural competence. A common thread among the Services is the
implementation of on-line pre-deployment training programs.

The U.S. Army and U.S. Marine Corps offer pre-deployment training programs to provide additional language and culture instruction focused
on the particular area to which a unit will deploy.

The U.S. Navy requires standard pre-deployment training consisting of on-line coursework for individuals and classroom-based coursework
for units.

The U.S. Air Force emphasizes the use of language, regional expertise, and cultural capabilities in all three tiers of its Expeditionary Skills
Training, or pre-deployment program, as a critical warfighting skill. Additionally, the U.S. Air Force developed expeditionary field guides for

¥ Combat Support Agencies are DoD agencies designated by Congress or the Secretary of Defense that support military operations, such as the Defense
Intelligence Agency and Defense Logistics Agency.
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specific countries offering pocket-sized reference tools to connect cross-cultural competence skills with application in particular situations
and new learning technology for interactive computer-based learning.

The Secretary of Defense mandated “Rapport”, a specific on-line language and culture pre-deployment training program, for all forces
deploying to Irag or Afghanistan. “Rapport” is a four to six hour online training course on basic language and cultural awareness. Available
languages include Dari, Pashto, and Iraqi Arabic. It introduces culture, religion, and way of life of a specific linguistic group. The program
includes ten military survival tasks from expressions of politeness, handling language barriers, commands, and basic questions.

2. Cultural Awareness Education

Each Service is implementing long-term, career-based cultural awareness education standards. The Defense-wide goal is all general purpose
forces deploying to coalition operations complete the required mission-specific pre-deployment cultural and language training as well as be
culturally competent to operate in a foreign area for the success of the mission.

e The U.S. Army offers new recruits courses to build basic cultural competence and is in the process of adjusting training programs in each of
its schools to expand the amount of cultural content in training. Additionally, they provide some soldiers with an opportunity to study a
foreign language in professional military education courses and develop foreign language skills through self-directed, computer-based
training.

e The U.S. Marine Corps and Air Force language, region, and culture training builds upon cross-cultural competence skills developed through
professional military education courses.

e The U.S. Air Force regards life-long education as the essential foundation for cross-cultural competence development. Since 2009, they have
enhanced core curriculum instruction in several Air Force academic institutions. The Community College of the Air Force offers two online
courses to increase cross-culture competence. The U.S. Air Force established the Language Enabled Airman Program, recently identified as a
“model” for other Services by the House Armed Services Committee, which spans an airman’s entire career and enables him or her to select,
develop, and increase foreign language capability. The objective of this program is cross-culturally competent leaders across all Air Force
specialties with working level foreign language-proficiency.
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FRANCE

Armed Forces need personnel that combine expertise in social science disciplines with a good grasp of military affairs. Schools and training centers
have this mission to prepare future commanders (War College).

The individual and collective training for the Human environment is completed at the EMSOME (Ecole militaire de specialisation de I'outre-mer et
de I'étranger) which inherited more than 120 years of Marine Corps expeditionary campaigns. It has given a real capacity for operational culture
training and education.

The Objective of EMSOME is to prepare soldiers for a mission to any destination where French forces contribution is required (short term to long
term rotations [4/6 month or 1 to 3 years], individuals or units). The ambition is to help soldiers to adapt and integrate their new environment and
know how to behave: “how to be” among distinct socio-cultural groups. This training is executed for operational purposes.

EMSOME is part of the sub-direction “Formation et Ecoles de I'armée de terre”. The training offered by the EMSOME covers 20 countries (Africa
and theatres of operations: Afghanistan, the Ivory Coast, Chad, Kosovo) and is provided by 18 instructors who have executed missions in the
country they teach on. This training is enriched by the intervention of university lecturers and experts coming from various organizations
(international, think thanks, NGOs). The nature of the teaching is multidisciplinary as it integrates geography, past and present history (that of
guerrilla operations in distinct areas, When? Which tribes and clans? Where? How?), local economies, geopolitics, power balances, anthropology
(how do these people behave and why) sociology, linguistic (mementos).

But EMSOME will not provide courses in foreign languages. This skill will be done by courses given in universities for non-common languages.
Proficiency in a foreign language requires years of in-depth study combined with immersion in the country and is beyond the scope of pre-
deployment training. Instead, the effort focuses on teaching officers and soldiers how to use an interpreter.

In the preparation of a unit for a mission, instructors also teach students how to interact with street vendors, local imams, and marabous; what
greetings to use; which “codes” to apply when conducting a meeting; how to quickly identify dominant families or individuals in the
neighborhood; how to understand the social value of bargaining with vendors in a market; how to bargain; and how to follow rules of hospitality.
At this stage, small-unit leaders benefit from a two-hour basic language course providing them with about 50 key “icebreaker” sentences and
numbers. Language proficiency, however, is not a priority.

This comprehensive vision and the approach of the socio-cultural environment favors the understanding of the operational environment. All
productions and teaching are regularly up dated provided by previous rotations in the country, a media monitoring is done so as to adapt
delivered information. Materials are available such as country and thematic monograph (CD and papers), cultural mementos, and online
information via a sophisticated website.

The ENSOME does not use a template approach and adapts the topics to the mission (lvory Coast, Afghanistan, and Lebanon). The training is
provided via courses (adaptation training, specific training (military advisors) distributed publications and dossiers, and specific courses to all three
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services and to various hierarchic levels (platoon and squads), to execute commanding responsibilities in specific contexts and among specific/
unigue human, socio-cultural environment. Specific formation are provided to high military authorities such as overseas commanders to other
specialties schools such as ESAG (engineers school) and units schedules to be deployed, before any mission.

This French cultural approach to education and training prior to any soldier projection is recognized abroad. Foreign students are welcomed at the
EMSOME. There are also courses for NATO personnel. The EMSOME and its US equivalent, the Centre for Advanced Operational Culture Learning
(CAOCL), based in Quantico met recently and presented their respective conception of cultural awareness and the integration of the cultural
dimension within the units operational preparations. Both delegations focused on the growing importance of an enhanced integration of the
cultural dimension in the conduct of operations. To achieve its objectives the ENSOME relies on 47 persons among which the school counts 17
instructors. More than 26.000 attendees have benefited from the training at the ENSOME institution.
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ITALY

Education
Basic and advanced Professional Military Education programs, single service and Joint, are tailored for Officers and NCOs to include:

— notions of cultural anthropology;

— sociology and military sociology;

— notions of cross-cultural negotiation.
The needs of cultural-competent personnel coming from the Theaters of Operations are addressed through the mechanism of the Selected
Reserve, which is the national system for recruiting civilian professionals with high valued skills and expertise (i.e. anthropologists, sociologists,
cross-communication experts, experts in gender issues, etc.) able to cover the positions of cultural advisors, regional advisors or political advisors.

Training

Basic, mission focused, cultural awareness training is provided during the pre-deployment phase, at unit level, trough the provision of country
handbooks and monographic documents, seminars, training activities, etc.

The aim of basic cultural awareness training is to disseminate at all levels the knowledge and the respect of the most important traditions,
customs and social habits within the human environment of reference, in order to support a better understanding, communication and
interaction.

Leaders and key staff personnel, during the pre-deployment phase, attend to cultural-oriented courses at the NATO Joint Warfare Centre (JWC) in
Stavanger (NOR) and at the 28th Operational Communication Regiment “Pavia”. The courses are focused on a deeper understanding of the
human environment of reference, Key Leader Engagement (KLE) and negotiation techniques.

Advanced cultural awareness training is provided by the Joint Intelligence and Electronic Warfare Education Centre (Centro Interforze di
Formazione Intelligence e Guerra Elettronica — CIFIGE) mainly to selected personnel of Intelligence and Information Ops branches, as well as to
Special Forces personnel and military attachés.

Study of foreign languages of interest is also carried out, for the same purposes, by the foreign language schools of the Services.
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CANADA

General: In the Canadian Armed Forces (CAF) education and training in cultural awareness coupled with knowledge of the socio-political
environment is considered to be a key requirement in preparing soldiers for operations “among the people.” This training occurs at both the
individual and collective levels and is task tailored to meet specific mission requirements.

Individual Training: CAF personnel designated for deployment receive cultural awareness training through a variety of methods including self
study and distant learning, unit-run seminars and formal courses. Central to individual training programs is the Canadian Army’s Peace Support
Training Centre (PSTC) in Kingston, Ontario. As the CAF’s Centre of Excellence for all cultural awareness education and training, the PSTC provides
CAF members, individually and collectively, with social, cultural and analytical skills needed to operate effectively among civilian populations in an
area of conflict. In support of its training mission, the PSTC works closely with the Centre for Intercultural Learning (CIL), which is part of the
Department of Foreign Affairs International Trade and Development (DFATD) while using the academic and cultural resources of the CIL to
develop course syllabi. The PSTC also employs CIL “cultural experts” to instruct classes as part of various pre-deployment training packages. PSTC
students are not only military, but may come from other government departments and agencies that are providing personnel for the “non-
kinetic” aspects of a mission. This approach reflects the importance — and necessity — of leveraging resources and talents that reside outside the
military sphere in order to meet mission requirements.

At the PSTC, cultural awareness training is designed around three levels to be achieved. These are:
e Level 1 — Awareness;
e Level 2 — Understanding; and
e Level 3 — Application and Leverage.

CAF members are required to complete all three levels of cultural awareness training prior to deployment. Training is also tailored to particular
unit requirements and mission specific tasks, such as for Provincial Reconstruction Teams (PRT), Operational Mentor and Liaison Teams (OMLT)
and Civil-Military Cooperation (CIMIC) Teams. The current cultural awareness training program conducted by the PSTC is focused solely on
Afghanistan; however, future training packages are being developed for mission areas such as Sudan and Haiti and will be posted on the PSTC
website when available. See: http://Ifdts.kingston.mil.ca/pstc-cfsp/default_e.asp

Collective Training: While the PSTC focuses on preparing individuals for deployment, the Canadian Maneuver Training Centre (CMTC) in
Wainwright, Alberta conducts collective level field exercises to prepare Army units and formations for full spectrum NATO and coalition
operations. These exercises simulate the complexities of the contemporary operating environment entailing Joint, Interagency, Multinational and
Public (JIMP) operations. A key element of the training entails role playing, cultural familiarization and appropriate methods of personal
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interaction in order to prepare soldiers to interact effectively with the people they will encounter. Training scenarios are developed with
extensive feedback from deployed Lessons Learned teams and the advice of Cultural Advisors. Whenever possible, this training includes
participation by the staffs of other Government departments and is supported by contracted cultural advisors and civilians from the same ethnic /
cultural background that soldiers can expect to encounter in the theatre of operations. Known as “COEFOR” — an acronym for Contemporary
Operating Environment Force — these contracted civilians are used to create a variety of human-centered exercise vignettes that soldiers and / or
their units must respond to. In this way, deploying units are provided with as realistic a training environment as possible, making them well
prepared for “operations among the people.”

Other CF CCAC Education and Training Initiatives

In addition to CCAC education and training conducted by the PSTC and CMTC, the subject exists as a major field of academic research and concept
development and experimentation by both the Canadian Defense Academy (CDA) and Defense Research and Development Canada (DRDC).
Ongoing academic research by CDA includes:

e Canadian Forces Leadership Institute Technical Report May 2011 titled The Importance of Culture: Soft Skills for Inter-Agency Complex
Operations.

e Canadian Defense Academy Directorate of Learning and Innovation Consultant’s Report titled Lessons Learned — Culture and War

Both of these reports can be accessed through the CDA’s virtual library at: http://cda.mil.ca/LITER/libr-eng.asp

On the defense science side, DRDC Toronto is Canada's centre of excellence for research into human effectiveness as it is applied to national
defense and security matters. A key focus of DRDC Toronto’s work is the “Human in Command,” entailing all aspects of human performance,
human-machine interaction, and the influence of culture on operational outcomes. A major subset of this work is Red Teaming, which includes
the examination of cultural factors within an opponent’s decision making process. Another DRDC initiative for developing cross cultural
competencies is the Human Effects Advisor (HEA) Experiment, which is testing whether specialist officers trained in the social sciences can
successfully collect, collate and analyze socio-cultural data in high risk environments in support of “Whole of Government” mission objectives. All
of these activities are key components of the CAF’s education and training development process aimed at preparing troops for the contemporary
operating environment.

In summary, the Canadian Forces embraces a diverse, multifaceted and decentralized approach for education and training in Cross Cultural
Awareness and Competencies, involving, military, academic and scientific components, and which are carried out at different levels among
different organizations. Combined with appropriate doctrine for operating in a Joint, Interagency, Multinational and Public environment, CCAC
education and training is effective, timely, realistic and specific to CAF operational requirements.
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AUSTRALIA

The philosophy of Australian Defense Force (ADF) cultural awareness and competence is based on a tiered approach to cultural competence.
Commencing at the individual level, and then expanding to Service-wide, and domestic Defense Force level, before branching up into international
Operations-specific cultural training. The ADF thus delivers CCAC training and education tailored to specific requirements. These programs are run
by various organizations within Defense responsible for the appropriate program.

INDIVIDUAL AND DOMESTIC AUSTRALIAN CULTURAL AWARENESS TRAINING AND EDUCATION

ADF CCAC commences with individual commitment to the concept of the ADF as a values-based organization. The ADF values are Professionalism,
Loyalty, Integrity, Courage, Innovation and Teamwork. These form the basis for professional decision making based on awareness of self and of
others. This is linked with compulsory individual training for all Defense members to attain competence in Equity and Diversity in the workplace.
Service-specific cultural programs focus on the required service cultures and are again based on the Defense Values, as well as recognizing the
importance of cultural diversity within the ADF.

ADF policies specific to domestic CCAC include the 2002 Defense Multicultural Policy and the 2010 Army Indigenous Strategy. The latter is a
domestic starting point for principles that are equally applicable to international cultural competence needs for operations. The strategy strives
for an integrated workforce, cultural diversity and to incorporate our Indigenous community into ADF planning and preparation for operations,
capacity building and population support, through engagement with and recognition of traditional land owners, elders and communities on
Indigenous culture and customs. The Directorate of Indigenous Affairs facilitates targeted education programs to enhance Defense’s
understanding of Indigenous cultural issues and improve capability through greater Indigenous participation in Defense.

OPERATIONS-SPECIFIC CROSS-CULTURAL AWARENESS TRAINING

Building upon the baseline individual and domestic cultural competence model, the ADF tailors cultural awareness force preparation training and
education for operations to specific theatres and cultures. ADF members force assigned to an ADF or Coalition operation must undergo both
Individual and Collective force preparation Cross Cultural Awareness Training.

Individual force preparation CCAC training is centrally conducted by the 39th Personnel Support Battalion, on behalf of all three services. The
training is viewed as relevant and professionally delivered, and a significant improvement over earlier CCAC training. The training does not
however currently cover cultural awareness in relation to coalition partners. This is an area for future development
The training is delivered in two parts as follows:
Understanding Culture - provides generic Cultural Awareness for personnel deploying on operations with the ADF. The presentation is
based on academic research and outline theories and trends in regards to social mapping, cultural norms and cultural intelligence. The
presentation is not regional-specific but explores common traits and clashes between varying cultures, and how the Australian culture may
affect the ability to work within and alongside other cultures;
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Application of Cultural Awareness - takes the theory provided in Understanding Culture and applies it to a target area, including but not
limited to Middle East, Central Asia, Africa, South East Asia and South West Pacific regions. It describes the different cultural groups within
an Area of Operation (AO) and highlights how they differ to Australian cultural norms. A number of practical examples (from previously
deployed personnel or regional SMEs) of cultural differences that deployed personnel have experienced are presented.

Collective CCAC training for formed bodies
Collective CCAC training for formed bodies is conducted as part of Mission Readiness Exercises by 1 Division. It applies aspects of challenging
cultural situations in real time exercise scenarios.

SUPPORTING ORGANISATIONS for CULTURAL AWARENESS TRAINING AND EDUCATION

The Defense Force School of Languages (DFSL) supports CCAC for operations through the training and assessment of selected Defense
Department personnel in specified languages, in order to enable them to conduct joint, combined and interagency operations and other Defense
business in support of the Australian National Interest. The DFSL has provided pre-deployment cross-cultural awareness training for Defense, the
Australian Federal police and United Nations personnel.

Training includes General Language (GL) courses and Specialist courses targeted to specific military tasks or vocations.

An example of Operations-specific cultural language training is the Arabic Basic Course which aims to graduate linguists who can use Modern
Standard Arabic listening, reading, speaking and writing skills to complete simple instructional and transactional tasks in the military domain. The
focus is on the completion of real-life language tasks using authentic Arabic texts wherever possible.

1st Division (1 Div) Adaptive Warfare Branch (AWB).
The AWB role is to integrate a short learning loop process into the 1 Div deployment cycle to support rapid learning during force preparation and
to support FE deployed on operations. The AWB sponsored the 2011 Working Amongst Different Cultures Handbook in the references.

Land Warfare Development Centre (LWDC)
LWDC will seek and drive institutional and cultural change in the Australian Army to enhance today's Army and shape the future joint land force.

The Defense International Training Centre (DITC)

Defense understands the benefits of close cooperation with defense forces drawn from a variety of cultures in its international operations.
Recruitment of multicultural personnel into its workforce enhances Defense’s international image leading to a better understanding of how other
cultures operate. The DITC contributes to Defense regional engagement by providing training and support in Australia to South-East Asian and
South Pacific Defense Forces and other selected overseas personnel. The DITC provides Australian cultural and military familiarization courses to
overseas personnel; and provides cross-cultural awareness training for Australian personnel involved in this training.
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STUDIES/RESEARCH AND LESSONS LEARNED
A number of recent and older studies inform the development of best practice CCAC within the ADF. These should be applied in conjunction with
partner nation best practice lesson and studies.

Operational Handbook - Working Amongst Different Cultures — 2011 Army Adaptive Warfare Branch Headquarters 1st Division
This handbook compiles ‘practical, hard-learned lessons from ADF forces’, and of rigorous defense scientific studies. It contains knowledge about
the environment, culture, history, people and combatants — essential information that everyone needs regardless of their role in an operation.

Cultural Awareness and Language Training Report. (2010) (Land Warfare Development Centre)

The aim of this report is to provide a valuable source of recent insights and lessons from operations to inform the preparation of future forces.

Key lessons included:

a. Demand for greater cultural training. Greater insight into the cultural aspects of theatre is required. Regional subject matter experts (SME)
are necessary to enhance mission-specific CCAC training. An exemplar model is the US Marine Corps officer training initiative whereby each officer
is assigned a region of the world to study (language, culture, etc), and these officers then become SMEs for training and operations.

b.  Region-specific language training. Language training needs to be relevant to the specific region(s) that AS soldiers are deployed to, as the
dialects change considerably between regions.

c. Need for allied language training. Deployed members have experienced difficulty overcoming the inter-coalition language barrier. Inter-
coalition language needs must be assessed, with a view to providing language training to better enable AS forces to communication with non-
English speaking allied nations.

d. Training to work with interpreters. Deployed members are increasingly required to work with interpreters in theatre. A training package on
working effectively with interpreters would greatly enhance the ability and confidence of AS members who use interpreters.

Preparing Capable Australian Defense Force Personnel For Peace Operations (1999): Australian Army Psychology Corps

An older but comprehensive study of 41 ADF peacekeepers’ deployment experiences to examine and improve extant human resource policy and
practice in preparing military personnel for peace operations. The study evaluated the adequacy of (then) current pre-deployment preparation.
The findings are explored in two contexts. First, peace operations require different cultural skills, knowledge and attitudes beyond those provided
in conventional military training and education. These include the ‘soft’ skills of advanced interpersonal interaction, to overcome obstacles in
cross-cultural communication, leadership, negotiation, mediation and liaison. Second, the development of these skills requires an approach to
training and education that is beyond competency.
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Annex C - CCAC Military Planning & Operations — Best Practices
GERMANY

Interkulturelle Einsatzberatung (IEB) or Intercultural Mission Advise is based on the “Konzept zur Wahrnehmung der Interkulturellen
Einsatzberatung in der Bundeswehr” (Concept for Intercultural Mission Advisors in the Bundeswehr) by the Vice Chief of Staff Bundeswehr and
Chief of Staff Joint Support Service from July 2009. IEB provides the appropriate Interkulturelle Einsatzberaterinnen/-er (IntkulEinsBer) or
Intercultural Mission Advisors (IMA), who advise the commander during education & training, mission planning and mission execution. IMAs can
be civilian or military personnel from O-3/0OF-2 and up to O-5/0F-4, in some cases even 0-2/0OF-1 or 0-6/0F-5, depending on the level they
communicate with. IMAs are at the same time sensors, effectors and advisors. As sensors, they collect information and add to the situational
awareness of the commander, as effectors they can influence local decision makers, and as advisors they support the military decision makers in
cross-cultural issues.

As part of the IMA-cell within the staff structure, they take part in all phases of mission planning and mission execution. They are responsible to
maintain close contact to local civilian structures and for the buildup of local personal networks. Their deployment time should, in general, be nine
months. After the deployment, they will be available for education & training in order to preserve their experience and knowledge.

IMA need to be sufficiently qualified in their specific cultural area including the appropriate language training.
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UNITED KINGDOM

As UK operations in Afghanistan have developed it has become increasingly obvious that there is an enduring need to better understand the
Social, Cultural, Historical, Economic and Political dimensions (SCHEP) of operating in a foreign environment. While in 2008 a single officer,
previously employed as an interpreter but with no formal social science training, was tasked with understanding the SCHEP whilst attached to a
Battle Group, since then the capability has evolved. By Jan 2011 there were 21 individuals specifically employed to analyze SCHEP and the rest of
the force were increasingly culturally aware after better pre-deployment and in-theatre training. Evidence suggests that the Defense cultural
capability is contributing significantly to the campaign in Afghanistan; variously being described as akin to an Electronic Warfare (EW) or the
Human Intelligence (HUMINT) capability. Commanders and Heads of Mission will require access to cultural capability in future conflicts,
particularly when there is an emerging contingent operation. The formation of the Defense Cultural Support Unit (DCSU) has allowed the training,
force generation and deployment of Cultural Advisers (CULAD) to evolve in response to the Op HERRICK theatre requirement. Having a Defense
organization with the exclusive responsibility for cultural capability development has paid dividends but required substantial investment which
will need to be continued.

It has also become clear that Cultural Awareness is everybody’s business, but Cultural Competence should remain the preserve of specialists who
are recruited, selected, trained and educated to deliver the specialist cultural capability that Commanders and Heads of Mission require.
Notwithstanding the contribution made by the CULADs, Commanders and Heads of Mission everywhere require a cultural capability tool kit to
help inform decision making; from a military perspective the Military Decision-making Process (MDP) should formalize ‘Culture’ as a factor to be
considered during the formal estimate process. During the early stages of a campaign the accessibility of cultural information across government
departments is considered essential to aid the development of an effective strategic plan. There is also an argument for the consolidation of the
SCHEP information on each region or country into a central repository for subsequent and continuous exploitation by government departments. It
has also been recommended that opportunities should be developed to exercise and train against challenging cultural scenarios to best prepare
Commanders and Heads of Mission for the complexities of current and future conflicts.
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UNITED STATES OF AMERICA

The Department of Defense (DoD) sets minimum language skills, regional expertise, and cultural capability requirements, allowing DoD
components to specify the extent of training and education required beyond that minimum. The Office of the Secretary of Defense states the
importance of identifying, validating, and prioritizing language skills, regional expertise, and cultural capabilities.

e The key practice in cultural awareness planning is the language and regional expertise and culture capability requirement proposal to
implement a standardized method for an identification, prioritization, and validation process of language, regional expertise, and culture
(LREC) capability requirements.

0 Combatant Commands are responsible for identifying and prioritizing these requirements within their areas of responsibility.

0 Joint Staff processes those requirements and forwards them on to the Services for implementation into each Services’ training and
education systems.

O This system allows each component to be involved in a five-step planning process to articulate the language, regional expertise, and
culture (LREC) capability requirements for U.S. forces.

In regards to mission-specific operations, U.S. Central Command requires all forces deploying to their area of responsibility to complete cultural
training that includes a general overview of the political and religious conditions of the country. Recently, the Secretary of Defense mandated a
minimum requirement of a four to six hour on-line language and culture training program for all general purpose forces deploying to Iraq or
Afghanistan.

Conclusion
A key component of U.S. defense strategy includes those activities that contribute to the comprehensive approach to support the development of

capacity and capability of foreign security forces and their supporting institutions. This strategy is applicable against traditional and irregular
threats alike. The activities required to implement the strategy include the incorporation of language skills, regional expertise, and general and
specific cultural awareness within the general purpose forces of the U.S. military. These advances in cultural awareness will help enable U.S.
forces overcome language and culture barriers that impede the ability of our military and civilian personnel to successfully carry out essential
missions. As stated in the 2008 House Armed Services Committee report, speaking the language with an appreciation of local culture is a potent
tool in influencing a mission’s outcome in our favor. The ultimate end state of these objectives is all U.S. forces acting in coalition operations are
able to communicate effectively and demonstrate respect and appreciation for other cultures and ways of living.
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FRANCE

There is no dedicated publication dealing with cultural awareness in the French doctrinal outputs. Nevertheless, cultural awareness is a major
stake relevant to comprehensive approach. Accordingly, it is spotted as an important focus of forces’ training before they are dispatched for new
operations. A swift process analyzing lessons learned on the ground is also a great concern to share feedback and best practices as soon as they
are gathered and set out to the forces. Failure in this realm may lead to failure of the mission if populace’s disaffection and frustration swell.

As a result, cultural awareness is a concern for the military chief. It is taken into account at every stage of the operation and constitutes on the
one hand a prerequisite for influence and leverage on action, on the other hand it shall warrant against social offences. It is refined when human
environment is better known and shall be considered as a never ended state.

Implemented in the French camp of Mailly where French combined brigades are trained before their engagement, it resorts to civilian or military
actors. They set out their own vision of cultural, tribal, sociological organization of the populace and try to give key elements for a best
understanding of the social fabric. Not to mention the upstream information and training delivered by the training department of each regiment
when it is marked as force provider for a combined brigade.

An effort is also made to improve mutual understanding of other actors on the ground like NGOs and development stakeholders whose actions
will unfold on the same areas as militaries. CIMIC teams are ordinary aware of these topics. So they are to advise the forces and accustom them to
the living together.

In the field, comprehensive approach is attached to the militaries’ behavior. They are incited to have contacts with indigenous, in particular the
elders, and to live among the population as far as security allows, to improve mutual understanding and trust and lead to a genuine acceptance of
the force in the villages and the country.
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ITALY

The positive impact of cultural awareness/competence is recognized on the whole spectrum of joint military functions:

— Command and Control;

— Intelligence;

— Maneuver and Fires;

— Information Operations;

— Civil Military Cooperation;

— Sustainability.
Although not yet formalized in a concept or in a monographic paper, clear references to the notion of cultural awareness and cultural competence
are included in national Joint and Single Service doctrine and directives, and incorporated in the national Military Decision Making Process.

Lessons Learned from the main Theaters of Operations have been implemented with the establishment of the specific positions of cultural
advisors and regional advisors to the national contingent commander. Pending the definition of the appropriate qualifying program for cultural
competent personnel, the positions of regional advisor and cultural advisor are currently covered by Selected Reserve personnel or Ministry of
Foreign Affairs specialists.
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CANADA

General.

It is the modus operandi of the Canadian Armed Forces (CAF) that cultural considerations be incorporated into the planning and conduct of
operations. Commanders are expected to understand the impact of cultural factors on the execution of their campaign plans coupled with the
implications and challenges inherent in “human terrain.” This is especially so for counter-insurgency (COIN) operations. Understanding and being
sensitive to cultural realities can make or break the success of the mission, be it on the battlefield, in peacekeeping, nation building, or even
humanitarian relief operations. The ability of commanders and soldiers to know and understand the human terrain in which they are operating is
a key force multiplier allowing them to identify, shape and exploit opportunities critical to mission success, while preventing the enemy from
dominating the human terrain’s “high ground.” In essence, knowledge of local conditions, including social and cultural mores, coupled with an
empathetic awareness of the individual and collective concerns of the local population are key requirements for successfully operating in and
exploiting human terrain to mission advantage.

Application of CCAC in Military Planning and Preparation for Operations

When planning and preparing for operations, CCAC considerations are elemental throughout the process. Drawing on after action reviews (AAR),
the gathering of best practices (lessons learned) and academic research in the “human factors” field, CCAC requirements are provided for in the
following ways:

Doctrine: Foundational understanding for the development and application of CCAC competencies in operations are contained in the Canadian
Army’s keystone doctrine manual Land Operations (B-GL-300-001-FP-001). In addition, the Army’s recently published Counter-Insurgency
Operations manual (B-GL-323-004/FP-003) contains a detailed description of CCAC requirements. This includes in Chapter 6 of the manual an
extensive “Cultural Information Relief in Place Template” to be used between units arriving and departing an area of operations. Both manuals are
used to frame operational training for Joint, Interagency, Multinational and Public (JIMP) operations. They are also used to inform the various
operational planning and professional development courses taught at the Army’s training institutions, including the Canadian Army Command and
Staff College (CACSC) and Peace Support Training Centre. The doctrine is also referenced in the education and training components of the
Canadian Defense Academy, including the Canadian Forces College. Copies of these manuals can be provided to MIWG members on request.

Tactics, Technigues and Procedures (TTPs): Canadian Army units and sub-units deployed on operations rely extensively on both written and

unwritten TTPs that are adjusted as necessary to meet mission specific requirements. These TTPs include actions (drills and policies) specifying
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how engagements with local populations will be carried out, taking cognizance of social and cultural norms. These TTPs are regularly reviewed to
ensure their suitability to the operational environment. In addition, local commanders conduct After Action Reviews following each task
conducted, e.g. patrols, cordons, key leader engagements, with a view to acquiring knowledge of local conditions and how to interact most
effectively with local populations in the area of operations. Lessons Learned teams are employed to record this information and ensure that it is
incorporated during mission preparation training. Critical lessons are maintained online and in Lessons Learned publications. This information is
also used to refine doctrine. Details of the human terrain and local cultural environment are also passed to incoming soldiers and replacements
through formal handover procedures.

White Situational Awareness Teams: For the ISAF mission In Afghanistan, the CAF deployed white situational awareness teams to conduct
research on cultural factors and provide advice and information for the planning and execution of operations. These teams proved to be a

valuable tool for improving soldiers’ understanding of the complex nature of the ISAF operating environment.

Defense Research and Development: The requirement for military members to possess cross cultural awareness and competencies when

operating out of country is recognized by the CAF as being an important capability enabler. The challenge, however, lies in being able to impart
these skill sets when time is limited and there are competing training priorities. To address this, several concept development and
experimentation (CD&E) initiatives are ongoing or planned. These involve scientists from Defense and Research Development Canada (DRDC) and
members of CAF’s Influence Activities Task Force. Most promising is the Human Effects Advisor (HEA) experiment that will be conducted by 1
Canadian Mechanized Brigade Group (CMBG) over the next two years. The purpose of the experiment is to validate the concept of Human Effect
Advisors (HEA) operating as part of an Infantry Brigade Group deployed on a “whole of government” operation. HEA officers will be trained in the
social sciences and have the job of providing the “Whole of Government” team with socio-cultural data in high risk environments. This includes
contributing to G2 essential elements of information (EEIs) while forming part of the overall staff assessment of mission requirements. Key to the
experiment will be identifying methodologies and processes for collecting this data along with assessing what kind of education and training is
required by HEA officers. In addition, DRDC and the Canadian defense Academy have conducted academic studies and surveys on various topics
associated with CCAC. These include a Lessons Learned in Culture and War study (Jan 2009) and Canadian Forces Leadership Institute Technical
Report May 2011 titled The Importance of Culture: Soft Skills for Inter-Agency Complex Operations. Both of these reports can be accessed through
the CDA’s virtual library at: http://cda.mil.ca/LITER/libr-eng.asp.
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AUSTRALIA

The Operational Handbook- Working Amongst Different Cultures — 2011 by Australian Army Adaptive Warfare Branch Headquarters 1st Division
underpins latest ADF thinking on CCAC for current Operations. It is a compilation of practical, hard-learned lessons from ADF forces on the ground,
and of rigorous academic studies by the Defense Science and Technology Organization. It contains knowledge about the environment, culture,
history, people and combatants — essential information that everyone needs regardless of their role in the mission. The Handbook presents the
following key themes and specific strategies for ADF Cross Cultural Awareness practices on operations:

1. Recognition of challenges and mental preparation for culture shock.
2. The need to put the campaign mission and objective into context - when it comes to measuring the progress of a Stabilization campaign,
success can only be understood in terms of what constitutes stability, normality or positive change in the local culture. This is in contrast to
conventional operations, where success is defined by defeating an easily identified enemy.
3. Specific strategies to deal with key cultural differences including: Identity, Behavior (time management, reciprocity, hospitality, dress, gender
issues, and children), Religion, Law and Justice (local laws, land ownership, corruption, compensation) and Politics (national , local, tribal).
4. Specific strategies for communication.
5. Specific strategies for working with partner agencies. Selecting and working with interpreters; Principles for Culturally Sensitive Training &
Mentoring of Indigenous Security Forces; recognition of cultural similarities and differences with partners coalition forces;
6. Specific strategies for working with humanitarian and development agencies including Non-Government Organizations (NGOs). Knowledge
of potential areas of discord and Engagement Strategies for Working with OGA and NGOs (Humanitarian space; political agendas; use of language
and lexicon;)
7. Consideration of The Paris Declaration on Aid Effectiveness: an international agreement to which many countries and organizations are
committed (including Australia). It is grounded on five mutually reinforcing Best Practice principles: local ownership, alignment, harmonization,
results-based management and mutual accountability. In order to comprehend both the culture and operating practices of development
organizations, ADF awareness of these principles is important.
8. Additional best practice cultural principles. Experience in stabilization and counterinsurgency operations has yielded a number of additional
best practice principles. These include:

- Conflict sensitivity: understanding the local culture and politics and avoiding adverse unintended consequences of projects in the battle

space.
- Delivery: focusing on process as well as product. It is the ‘how’ and not just the ‘what’ soldiers do that matters
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Legitimacy: facilitating good governance and restoring state-society relations.

Security: prioritizing freedom of movement and broad human security for the local population before attempting to ‘win hearts and minds’
through development activities.

Experience: deploying experienced field personnel who are well-prepared for the cultural context in which they will be operating.

The following Lessons from the US Marine Corps Center for Lessons Learned 2008 are recognized as valuable to ADF CCAC in Operations and
worthy of ‘best practice’ consideration

Train with classes on negotiation, specific local dialect and cultural awareness and on using an interpreter

Cultural training needed to distinguish between friendly and hostile engagement meetings

For culture awareness training to be effective, it must be focused on your particular area of operations and in the context of the COIN
mission

Translators required during training to better prepare for Leader Engagements and interaction with local populace

Troops with a language aptitude should train intensively with Rosetta Stone; all others need to practice working with an interpreter

Once in country, organize ongoing classes on language taught by your interpreters: Training is targeted more appropriately on the correct
language and dialect. Troops are less likely to forget it. It will serve as a catalyst for your Soldiers and the interpreters to interact and to get
to know each other

For effective SIGINT and HUMINT Cultural understanding is a must — need to build relationships with the locals and balance our concept of op
tempo with the reality of how long it takes to get info.
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Annex D - Enclosures

1. Fact Sheet on the Combined Action Force, Il Marine Amphibious Force, 31 March 1970
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Enclosure 1.pdf

2. Cultural Information Relief in Place Template
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ENDORSEMENT

During the June 2014 MIC Principals meeting and its post-meeting action phase, the MIC
Steering Group (SG) representatives approved and endorsed this document as contributing to
the development of operational practices that enable more effective coalition operations
across the contemporary operating environment.

The MIC SG representatives are the senior or lead 0-6/NATO OF-5 from each MIC member
nation’s national defense headquarters/staff operations/plans branch, representing their
respective MIC Principal and nation.

The SG is responsible for assessing and managing the MIC's work and recommending MIC
strategy and guidance to the MIC Principals to facilitate improved interoperability for enhanced
coalition operations. The MIC member nations include: Australia, Canada, France, Germany,
Italy, the United Kingdom, and the United States.

The MIC provides a joint, multinational forum for identifying and addressing multinational and
or coalition interoperability issues across the contemporary operating environment and
articulating actions at the strategic and high operational level that, if nationally implemented by
MIC member nations, will contribute to more effective coalition operations.
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