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Introduction and executive summary

fntroduction to BT

BT is one of the world’s leading providers of communications services and solutions, serving customers
in 180 countries. its principal activities include the provision of networked IT services globally; local,
national and international telecommunications services 6 its customers for use at home, at work and
on the move; broadband, TV and internet products and services; and converged fixed-mobile products
and services. BT consists of six customer-facing lines of business: Consumer, £EE, Business and Public
Sector, Global Services, Whelesale and Ventures, and Openreach.

We established our TV business over ten years ago and continue to add customers as we build our
content and technicai offer. We deliver our own TV services over a range of platforms, including via
BT ¥V, our managed IPTV service, which enables us to bring technicat innovations to our customers:
for example, we were the first TV service in the UK to broadcast live sport in Ultra D via the BT Sport
4k UHD channet and, in a world-first, we have now added Dolby Atrmos surround sound to this channel,
to further enhance the TV viewing experience.

We launched BT Sport in 2013 and are now in over five million households. To build this business we
have made muiti-billion pound investments in exclusive sports content which we seek to offer at
accessible prices and in a range of formats to domestic and commercial {e.g. pubs and clubs}
subscribers.

Executive Summary

BT believes in the importance of copyright protection as an essential element in maintaining the
ongoing success of the UK creative industries, a sector which is warth £84.9billion and is growing at
twice the rate of the rest of the UK economy providing 2.8 million jobs®. Continuing to support and
underpin the success of this sector will be even more important as we approach (and, ultimately,
implement) Brexit.

liicit IPTV Devices? form one component of a complex ‘value chain' or ecosystem which enables IPTV
Piracy® and represent a fast-growing, global threat to the audiovisual industries. IPTV Piracy is driving
a fundamental shift, from web-based viewing of iliegal content on PCs and japtops, towards access via
apps and devices which can be readily connected to TVs for viewing in the censuemer’s fiving-room,
This threatens to turn digital access 1o illegal content into a mainstream and ‘normalised’ activity
which undermines the value of investment in content [see Q1]. There is a clear and pressing need to
review and make appropriate amendments to the law to address the challengas that IPTY Piracy
presents to legitimate businesses [see Q4].

Legisiative change to combat IPTV Piracy will not, in itseff, be a “one-stop shop” solution, and must be
part of a muiti-faceted approach that also includes consumer education, awareness and engagement
fram Law Enforcement Agencies (LEAs), industry collaboration, “follow the money” approaches
engaging all players along the value chain and, where appropriate, litigation [see Q13]. However
efforts in all these areas are undermined without timely and agpropriate evolution in the law to enahle
effective enforcement action to be undertaken against IPTV Piracy.

Lwww . gov.uk/government/news/creative-industries-worth-almost- 10-million-an-hour-to-econgmy
1See the table of definitions below.
¥ thid.




In this regard, any review of the legal framework and subsequent amendment(s} to address {PTV
Piracy must:

» be based on a comprehensive, holistic understanding of all aspects of the ecosystem that
results in IPTV Piracy; ‘

« he technologically neutral, and be sufficiently flexible to account for a continually evolving
TV Piracy landscape and avoid introducing legislation that is rendered obsolete due to
technological change;

s create effective enforcement options against off players within the IPTV Piracy value chain,
and not just against those involved in the retall and/or distribution of IHicit 1PTV Devices.
Therefore, careful consideration should be given to the legal framework as it applies to
developers of Ilficit Apps and JHicit Add-ons and providers of HHicit Streams.* [see Q4]

In this context, BT considers that the Copyright Designs and Patents Act {CDPA} is the most appropriate
statute for amendment with 5.297A [unauthorised decoders) being one potential provision suitable
for amendment [see Q4].

In conclusion, we acknowledge and welcome this Call for Views which reflects the UK IPQ's
commitment to ensuring iP rights are respected and appropriately enforced.* We call upon the UKIPO
to work in partnership with law enforcement and industry to provide leadership in 3 concerted effort
to tackle the significant threat posed by IPTV Piracy to legitimate businesses and consumers. We
envisage that such leadership from the UK IPQ would involve the following actions:

1. Consulting with industry to understand all aspects of the IPTV Piracy ecosystem to enable a
forward-facing and holistic review of the legal framework prior to any amendment. Although
5.297A CDPA is one potential provision appropriate for amendment, all forms of legislative
amendment that may facilitate effective enforcement actions against all parts of the fPTV
Piracy value chain should be considered in consultation with industry [see Q4];

2. Working with industry to better educate consumers about the risks associated with IPTV
Piracy and its adverse impact on the creative industries [see Q1};

3. Facilitating more effective engagement from, @nd consistancy of approach by, LEAs in their
enforcement actions against IPTV Piracy [see G10 ond Q12];

4, Supporting initiatives to enhance engagement from legitimate businesses whose services are
used to facilitate IPTV Piracy e.g. é-commerce platforms, social media sites, and payment
praviders [see Q13]; and

5. Building on the UK’s relationship with international faw enforcement bodies, given the cross-
border nature of IPTV Piracy [see Q7-8].

BT, like many other industry stakehoiders, has significant resources assigned to proactively tackle

various aspects of the chailenges raisad by 1PV Piracy, including Illicit 1PTV Devices, and we weicome
this opportunity to further engage with the UK IPO on this issue.

Definitions used in BT's response

IPTV Piracy is a complex issue and we have therefore chosen to adopt certain defined terms below to
provide as much clarity as possible about the aspects of the IPTV Piracy ecosystem to which our various
responses relate,

4 See the table of definitions below.

% Promaoting Innowation and Growth; The Intellectual Property Office ot Work 2015/16
www.gov.uk/government/uploads/system/uploads/attachiment dats/file/552791/innovation-and-growth-
report-sept-15-15.ndf




‘Hlicit Streams’ Collective term referring to.the various elements invoived in the
streaming of illegal content, namely:

¢ the original source feed of the content (e.g. a satellite decoder
box with an activated access card) to obtain the original footage
being streamed {e.g. a live footbali match);

¢ the streaming platform which provides an interface to allow a
supplied source feed to be distributed online; and

* the streaming server which receives a copy of the original
footage which is then transmitted to individual users upon
request e.g. via an lllicit App, Mllicit {PTV Device and/or Ilicit
Website.

“Bicit Add-on’ A spetific plug-in {e.g. ‘TVAddans™} which enhances and customises
another software application {e.g. the Kodi media player’} so that it can
access lifegal Streams.

‘Nkicit Apps’ An app which provides a user-interface through which an end user ¢an
- access Hiicit Streams.

‘Wicit IPTV Device’”  Hardware {e.g. a set-top box or stick) which has Hlicit Apps and/or lilicit
Add-ons installed that enable access to illicit Streams. Well known
examples of Hlicit IPTV Devices include the MAG250 set-top box or
Amazon Firestick {which are in themselves legitimate devices} pre-
installed with the legitimate open source media player, Kodi, with the
addition of an itlicit Add-On (e.g. TVAddons) that enable access to Hlicit
Streamns. Where such software is pre-instailed, such devices are also
cammenly referred to as 3 ‘fully-loaded’ or ‘pre-configured’ Kodi devices.

Hlicit Websites’ A website which provides a user-interface through which an end user can
watch pirated audiovisual content made available by lilicit Streams,
whether through an émbedded video player or by linking to another

website,
TV An abbreviation of “Internet Protocol Television” ?
TPTV Piracy’ A collective term referring to the entire ecosystem which results in the

making available and consumption by end users of pirated content using
IPTV technology and therefore includes suppliers and distributors of Ilicit
IPTV Devices, developers of Hiicit Apps and IHicit Add-ons, operators of
tlticit Websites, and providers of Hlicit Streams.

‘Vanilla IPTV Legal hardware devices (e.g. a set-top box or stick} that are capable of
Device’ being configured to access lllicit Streams through the installation of illicit
Apps and/or legitimate software with Hlicit Add-ons.

§ wwwr.tvaddons.ag/

7 Kodi' {formerly known as XBMC) is a free, open source software media player and entertainment hub that
can be installed on multiple platforms {Linux, 05X, Windows, i0S and Android) https://kodi.tv/about

& within the TV industry, “IPTV" has traditionally been used to describe the managed delivery of content over a
proprietary IF network to a proprietary receiving device (an example being BT's own BT TV platform, which
detivers TV content over the BT consumer broadband network to BT YouView set top boxes). However, within
a piracy context “IPTV” is increasingly used to describe the unmanaged over-the-top [OTT) streaming of IlHcit
Streams via IP and, unless otherwise stated, In our response “IPTV” is generally used to describe the OTT
streaming of {llicit Streams.




Scale of the problem {Q1)

Q 1: Please provide evidence of the scale of the problem of illicit IPTV streaming
devices and the economic harm it is causing to broadcasters and content owners

This Call for Views has focussed on lilicit IPTV Devices and our response s necessarily focused on this
issue. However, Hicit IPTV Devices are only one aspect of 2 complex and evoiving ecosystem that
results in IPTV Piracy. As further explained in our response to Q4, there is a growing trend of
consumers accessing illegal content without dedicated hardware such as an (Hicit IPTV Device, and in
their place, using Infringing Apps on their own general purpose devices {e.g. smartphone, tabiet}.
Therefore it is important that the IPO considers the scale of the problem caused not just by Hlicit IPTV
Devices, but by alf the elements within the ecosystem that result in IPTV Piracy. To assist the IPO in
this regard, we have provided a brief suromary of this IPTV Piracy ecosystem below.

The IPTV Piracy’ ecosystem

The end user can readily access pirated content via IPTV Piracy through muitiple channels, for instance,
by using:
« an lllicit IPTV Device with an internet connection and connected to a television;
+ a Vanilla IPTV Device® onto which the end user installs ilicit Apps and/or llicit Add—ons to
another enabling software’;
* their own computer, smartphone or tablet onto which they install Illicit Apps** and/or using .
the internet browser to access IHicit Websites,

The ultimate source of pirated content which is accessed by such end users is made available by
providers of ilficit Streams. However, such access to pirated content is enabled by other elements
within the IPTV Piracy ecosystem, e.g.

s developers of ilficit Apps and ilicit Add-ans

» operators of ifficit Websites;

s organisations that ‘create’ Hicit IPTV Devices through the installation of Iilicit Apps and/or

tHicit Add-ons prior to delivery to end users;
s suppliers and/or distributors of Hlicit IPTV Devices.

it is important to note that in some instances, a single entity may be operating muitiple layers of this
ecosystem, involved in end-to-end activities — i.e. from making available the pirated content at source
{i.e. as the provider of llicit Streams), developing Wicit Apps and [licit Add-ons, through to supplying
lilicit iPTV Devices to users — and typically operate a subscription model to IPTV Piracy.

A well-known example of this type of entity involved in multiple layers of the IPTV Piracy ecosystem is
“Tv Addons”, which according to its website is “owned and operated by a company based in the
Caribbean, with infrastructure hosted on offshore servers located around the world™'2. As shown from

* There are a large range of Vanilla IPTV Devices, with popular madeis including Amazon Fire Sticks, Mag254
Boxes or an NVidia shield. The factory version will contain no content, but these devices can be modified in the
settings to enable the usage of 3rd party applications, including Hlicit Apps and the enabling software onto
which Illicit Add-ons are installed.

¥ 'Kodi’ is the maost papular mediz player, although there are many other alternatives e.g. Plex and Roku. To
be clear, these media players are, in themselves, legitimate software applications.

1 if the end user is using the open source Android operating system, it is easy to install ilicit Apps, whereas
other clased operating systems {e.g. Apple [0S} may reguire the end user to “jailbreak” the device first before
being able to instal! Illicit Apps.

¥ www tvaddans.ag/about-unofficial-addons/



the screenshots below, its profileAincludes advertising such as "WATCH ANYTHING IN ANY
LANGUAGE”, “NO ADDS OR POPUPS” and instructions on how to configure [Hicit Add-ons.

Screenshot from TV Addons Facebook page:

FREE DOWHLOAD

SCENIEIEENET

Google search resuit for ‘TV Addons”:

Unofficial Kodi Addons for the Kodi Media Center | TV ADDONS

https/iwww tvaddons.ag/ «
There's no having fun with Kodi without TV ADDRONS. We're the original source for unofficial Kodi
Addans. Now you can watch anything you want!

Adding the Fusion Installer ... Download Kodi

Fusion for Kodi is your gateway ... Download the widely popular open
our Fusion Installer source in .. source Kodi media center for ...
Configure Forums

Once you've instalied Kodi, you'lt Walcome to the largest unofficial
need to configure Kodi addons ... Kodi forums, home of the bast
Upgrading to the Latest ... Help

Upgrading lo the Latest Version of If you're having trouble with your
Kodiis Mow Mecessary {17.1 ... Kodi media center or Kodi ...

Muore resuits from tvaddons.ag »

Evidence of the scale of the problem

Access to pirated content facilitated via IPTV Piracy, including illicit 1PTV Devices, is a global issue
affecting all types of creative content, including live sports, that requires urgent action. Typically, lllicit
IPTV Devices are:

readily avaifable to consumers through legitimate e-commerce channels, at reasonable cost;
easy to set up, requiring minimal technical ability;

offer high quality viewing of live sports, film and TV content, via a “traditional” television;
prafessionally marketed; and

enable easy access to content via familiar electronic programme guide (EPG) interfaces.



it IPTV Devices are driving a fundamental shift, from web-based viewing of illegal content on PCs
and faptops {where websites often carried inappropriate content such as pornography or a lower
quality viewing experience with pop-up advertising} towards a higher-guality ‘living room” experience
via app and device-based viewing connected to TVs. This threatens to turn digital access to illegal
content into @ mainstream and ‘normalised’ activity which undermines the value of investment in
comtent.

The following statistics from the Industry Trust™ indicate the growing scale of the problem posed by
IPTV Piracy:

*  Availability: nearly 14,000 listings for IPTV devices across 51 online marketplaces, equating to
more than 4 million items in stock globally, with Amazon and eBay being the largest
marketplace suppliers for IPTV boxes {both Vanilla {PTV Devices and JHicit IPTV Devices).

» Consumer interest. there was a 143% increase in UK searches for ‘kadi box' between
November 2015 and November 2016,

« Intergenerational interest: “more than half {54%)} of surveyed parents reported watching
infringing content through their set-top hox or stick with children aged under 18 in their
household, whilst one in five of 11-15 years engaged in IPTV piracy”. '

BT's own consumer research, with focus on unauthorised streaming of live sports content, suggests
that between one in five and ane in three sports fans stream live sports unofficially online, although
the real figures could be higher: awareness around the questionable legality of the activity may make
respondents reluctant to admit to is use.

The Industry Trust has also considered the scafe of the issue for live sports, finding that:

“The potential impact of IPTV Piracy on sports subscription services is significant, with

the opportunity to watceh live sports fixtures for free cited as o particulor draw for younger
men. Of the 18% of infringers using IPTV Piracy, nearly two thirds {(62%) reported to using
IPTV devices to watch live sports at least once, with 11% admitting to doing so more than
once a week.”

It is worth highlighting here that, in respect of live football matches, there is a designated ‘closed
peried’ in Engiand between 2.45-5.15pm on Saturdays, during which live footbal! matches may not be
broadcast on a live basis. The primary aims of the closed period are to ensure that spectators are not
deterred from watching matches in person (whether at a professional, amateur or at a local level} and
to support grassroots participation. IPTV Piracy enables end-users in the UK to access, during the
closed period, international Hlicit Streams to live English football matches (including via Hicit IPTY
Devices).

Evidence of economic harm to broadcasters and content owners

Substantial economic harm is already being caused by lflicit IPTV Devices and other components within
the IPTV Piracy ecosystem which make available a wide range of illegal content, spanning TV, film and
sports, presenting a critical threat to the creative content sector,

¥ In our response, references to Industry Trust statistics are to a study undertaken on IPTV piracy covering set-
top hox and stick infringement completed in February 2017 on research carried out between 2015 te 2017.
Questicns refating to this study should be directed to Liz Bales, Chief Executive of the industry Trust.



BT has invested heavily in securing exclusive live broadcasting rights in the UK, particularly in respect
of Premier League!® and Champions League'> matches, which form a central part of its BT Sport
offering. These investments have a positive effect beyond BY's TV and Sport business, with the launch
of BT Sport coinciding with a significant slowdown in the decline of subscribers to fixed line telephony
and an increase in broadband subscriptions.

Broadcasters Audience Research Board (BARB) viewing figures show that legitimate audiences for live
foothall are falling with a decline in Premier League viewing this season (16/17} of around 12% on
averagel®.

Overall, and based on our consumer research, BT believes that viewing of llicit Streams is one of the
main drivers of this decline in viewing, materially undermining the exclusivity acquired by
broadcasters in live sports rights, and causing economic harm to BT and other rightsholders, platferms
and broadcasters, This is evident from the recent judgment of the English High Court in FAPL v BT &
Others [2017] EWHC 480 (Ch)¥ which found that:
= "There is increasing evidence of football fans turning to streaming devices which access
infringing streams as a substitute for paid subscriptions to services offered by Sky and BT”. This
undermines the value of the live sports rights which “if unchecked is likely to reduce the
revenue returned by FAPL to football clubs, sports focilities and the wider sporting
community”. 2
*+  FAPL and its licensees {such as BT} make substantial contributions to the UX economy** and

“there is g public interest in combatting the infringement of [their] rights”.

It is therefore important to recognise that Ificit IPTV Devices and IPTV Piracy more generally have a
wider impact that goes beyond economic harm to the rights holders:
* There is & broader adverse impact on the economy, particularly in the context of football,
where the rights fees paid to FAPL are used to fund all levels of football, which benefits the
wider community and local economy;

4 Sky and BT paid a record £5.136bn for UK broadcasting rights for live Premier League footbalt matches for
three seasons from 2016-2017, of which BT paid £960m for 42 Premier League matches per season. BBC
article, ‘Premier League TV rights: Sky and BT pay £5.1bn for live games’ {10 February 2015)
www.bbc.co.uk/sport/football /31357409

¥ {n March 2017, BT extended its exclusive TV rights in the UK for the Champions League and Europa League
untll 2021 in a deal worth £1.2bn. www bbc.co.ul/sport/foothall/39177581 (6 March 2017)

18 This article suggests somewhat higher numbers for individual games. Qur internal tracking suggests an
average of around 12% https://www.thepuardian.com/football/2016/0ct/24/ sky-sports-bt-sport-people-
switching-fogtbail-off ’ '

7 www.bailii,orgfew/cases/EWHC/Ch/2017/480.htmi. The issue of economic harm has also been recognised
by the Federal Court of Appeal in Montreal, Canada, In Belf Canada v Wesley dba MTLFREETV.COM where the
appeal court highlighted how the advertising by sellers that Iflicit IPTV Devices were a “way to access free tv
content and avoid cable bills” entitied the court to infer that the cable companies/content producers would
suffer irreparable harm if injunctive relief was not granted. www.smart-
biggar.ca/files/March%2020%20201 7. pdf and t www. smart-
biggar.ca/files/Order%20%28/une%%201%202016%29.pdf

8 see FAPL v BT & Others [2017] EWHC 480 (Ch} at paragraph 16,

*® See FAPL v BT & Others [2017] EWHC 480 (Ch) at paragraph 45. The economic impacts estimated for the
Premier League and its underlying clubs (for the 2013/2014 season) was considered in detail by Ernst & Young
{EY} in May 2015, who identified how the contributions made by the Premier League to non-Premier League
clubs “help to suppart the long term health of the game, with improved investment in youth development,
training and facilities helping to ensure that football clubs continue ta develop, irrespective of their pluce in
English footbail’. www.ey.com/Publication/vwlLUAssets/EY_-
_The_econoric_impact_of_the_Premier_League/$FILE/EY-The-econamic-impact-of-the-Premier-League.pdf
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¢ The ability to stream 3pm matches is undermining the purpose of the closed period which is
to encourage spectators to watch local matches and to play footbail at a local level, with a
knock-on effect of reducing income for clubs from gate receipts;

* Revenue is being channelled into criminal enterprises which are increasingly invoived in the
{highly profitable} supply and distribution chain for PTV Piracy, inciuding through the
provision of paid-for iflicit IPTV "subscription” services which provide or enable access to
unauthorised content;

¢  There may be product safety issues with imported Vanilta IPTV Devices and illicit IPTV Devices
according to initial investigations undertaken by FACT {Federation against Copyright Theft);

* Minors are at risk of being exposed to explicit and/or age-inappropriate content due to
ineffective parental controls; © .

* icit IPTV Devices present a risk of malware and viruses, which leaves users exposed to cyber-
theft, with malware and other potentially unwanted programmes (PUPs) "found to be the
most prominent type of advertising served”. The “most dangerous of these are present as
necessary updates which must be installed to improve / repair or update a device in some
way”, while others are dating or other money earning schemes. This is further ilfustrated in
the figure below provided by the Industry Trust:

Fig 6: Type of advertising present after pairing device

- tegitimate
: Gambling

Scam

Maiware/PUP

Source: INCOPRO

 The Industry Trust research indicates that "67% of parents say they are unaware that IPTV Piracy con expose
children to inappropriate advertising, such as gambling or alcohol adverts, while 61% are unaware of the risk of
exposure to age-inappropriate entertainment content. 55% of parents who engoge in IPTV Piracy ore

unaware that the porental controls they set on their IPTV device will not extend to unauthorised apps

ond add-ons.”



Case history (Q2-Q3)

Q2: Please provide examples of cases that you are aware of (with references where
possible) where prosecution in the UK has been successful for the: a. Import; b.
Offer; c. Sale; or d. Use of set-top boxes for iflicit streaming. Please indicate the legal
basis used for these prosecutions.

We note that in the Call for Views document, the UK PO is already aware of the following two cases
in which a prosecution was successfully brought in the UK relating to IPTV Piracy:

R v Rosero (legal basis: 5.11 Fraud Act through s.44{1} Serious Crime Act 2007)
* Rosero (an eBay seller of illicit IPTV devices) pleaded guilty to an offence of assisting or
encouraging others to obtain services dishonestly and was sentenced to pay a fine of £516.
Rv O'Reilly & O'Leary [T20157857] {legat basis: Conspiracy to defraud)
»  O'Reilly was convicted following a 4 week trial of two conspiracies to defraud and sentenced
to 4 years’ imprisonment.
s His co-defendant, ('Leary, pleaded guilty to a single count of conspiracy to defraud and
received a 2 year sentence of imprisonment, suspended for 2 years.

In addition, we are aware of the following two prosecutions in the UK, in which the defendants
pleaded guilty to offences contrary to section 29628 CDPA (devices and services designed to
circumvent technclogical measures):

R v Mayes
*  According to the BBCY, Mayes was ordered to pay £170,000 costs and an £80,000 Proceeds
of Crime Order with two 10-month prison sentences suspended for one year.

R v Montgamery
»  Montgomery pleaded guilty and was sentenced to pay a £450 fine,

It should be noted that only one of the above 4 cases (R v O’Reilly end (Leary) was contested — i.e.
that the legal basis underlying the prosecutions for 8 v Mayes / R v Montgomery (under 5.2962B CDPA}
has not yet been truly tested.

2 Set-top box seller Maicolm Maves ordered to pay £250,000 {6 March 2017) www.bbe.co.uk/news/uk-
england-tees-39184505
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Q3: Pleuse provide examples of cases you are aware of where prosecution of
ostensibly valid cases was not pursued under the obove provisions. Please indicate
why these cases were not taken forward.

We are not aware of any cases hot being taken under the legistation identified in the Call for Views.

in our view, the novelty and potential complexity of prosecuting IPTV Piracy has instead led both CPS
and, to a lesser extent, Trading Standards, to be reticent in even initiating such cases, and for a2 great
deal of delay being buiit into police led IPTV Piracy investigations. The driving force behind the majority
of IPTV Piracy cases both concluded and currently in the pipeline are right-holders themsehves e.g.
FAPL who are bringing private prosecutions conducted by specialist legal teams, in order to combat
the proliferation of IPTV Piracy, which are likely to have the effect of further developing case law.

Efficacy of existing legal framework (Q4-Q5)

Q4: Are there specific areas where you believe the current legal framework does
not provide the necessary toois to investigate and prosecute this issue? If so, please
provide as much detail as you can on how you think the current provisions could be
amended and how these amendments would address the perceived gap.

For the same reasons explained in Q1 above, our response to this guestion has been focused on the
issues raised by IPTV firacy as a whole, and not just by Iflicit IPTV Devices. We are concerned that a
focus on legislative change solely to combat the retail and/or distribution of fllicit IPTV Devices would
be too narrow and not sufficiently future-proofed, resulting in the risk of any legisiative amendment
becoming obsolete. '

In this regard, it is critical to emphasise how the IPTV Piracy landscape is constantly evolving with those
involved in the value chain making changes to evade legal and disruption techniques. For example:

*  With increasing enforcement focus on the supply of illicit IPTV Devices, there is already a trend
towards suppliers offering Vanilla IPTV Devices, followed up with instructions on how to install
IHicit Add-ons and/or llicit Apps in order to gain access to Hicit Streams.

* We are seeing software being developed to automatically download everything {e.g, illicit
Add-ons) requirad to access illicit Streams, therefore making the download and configuration
process easy for a consumer with no technical knowledge or expertise.

» Consumers are already moving toward using illicit Apps viewed on smartphones/tablets to
watch infringing content, and there is growing consumer demand for SrartTVs onte which
Hiicit Apps can be installed. These do not rely on the consumer acquiring a separate hardware
device {such as a set top box| to access the llicit Streams. This cantent can still be consumed
on a hig screen through the use of technology such as Chromecast to ‘sling’ or ‘cast’ the
content from a mobile device onto the TV for a high quality ‘living room’ viewing experience.

In the future, it is very likely that no hardware or physical set top box will be required to access content
and thus the legisiative framewotk must cater to address all aspects of IPTV Piracy, not just lilicit IPTV
Devices. Therefore, our view is that any review of the legal framework and subsequent amendment(s)
to address IPTV Piracy must:

1. be based on a comprehensive, holistic understanding of all aspects of the ecosystem that
results in IPTV Piracy;
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2. be technologically neutral and be sufficiently flexible to account for a continually evolving IPTV
Piracy landscape to avoid introducing legislation that is rendered obsolete due to
technological change; and

3. create effective enforcement options against all ptayers within the IPTV Piracy value chain,
and not just against the retail and distribution of lilicit IPTV Devices. For instance, careful
consideration should be given to the legal framework as it applies to developers of llicit Apps
and lllicit Add-ons and providers of ilicit Streams *

The case of R v O'Reilly and O'Leary {referenced in Q2) highlights how the common law offence of
conspiracy to defraud can be successfully deployed as an effective tool when prosecuting suppliers of
HHlicit IPTV Devices, However, conspiracy to defraud cannot be relied upon as the only suitable offence
for this activity {for instance, it cannot be used against lone operators). There is a pressing need for a
statutory offence(s} capable of effectively addressing ali aspects of the IPTV Piracy value chain with in-
built flexibility so that technological advancement does not render it. In our view, there is currently
no existing statutory offence that can he effectively deployed in this manner.

in this context, BT considers that the CDPA is the most appropriate statute for amendment, adopting
the approach listed at 1 to 3above. In particular, BT considers that s5.297A CDPA (unauthorised
decoders) should be considered for amendment:

* Section 297A CDPA was designed for a form of television broadcast fraud which is centred on
the actual decryption of an encrypted signal, usuaily by means of the sharing of legitimate
codes known as “control words' between devices, a process colloquially referred to as ‘card
sharing,

« IPTV Piracy facilitated via Hlicit IPTV Devices, lllicit Apps and/or 1ficit Websites typically does
not involve any decryption of an encrypted signal {a prerequisite for an offence under s.297A},
because any such decryption happens further ‘upstream’ in the creation of the [lficit Streams.

s A possible approach Is to refocus 5.297A and remove the decryption requirement 50 as to
capture set-top boxes, software, firmware and camponents which enable persons using the
eguipment to gain access to pay television without paying appropriately for it.

Such an amendment would no longer require proof that a transmission was decrypted, instead
concentrating upon the effect of the relevant device and/or software —~ Le. it is technologically neutral.
The offence wouid turn on whether it enabled a pay television service to be viewed without the proper
payment for that service being made. Adopting a technologically neutral approach reduces the risk of
the provision becoming obsolete, since every development in IPTV Piracy always has the same
objective; to steal pay television,

However, this is just one potential avenue for legislative amendment which we have identified in the
limited timeframe aveilable to us. We call upon the UK |\PQ to consider all forms of legislative
amendment that may facilitate effective enforcement actions against all parts of the IPTV Piracy value
chain and to cansult with industry in this regard. '

We should also highlight that the case law relating to IPTV Piracy is continually evolving, In particular,
the Court of Justice of the European Union (CJEU} will deliver its judgment on 26 April 2017 in Case
C-527/15 Filmspefer®™ on whether the sale of llicit IPTV Devices infringes the communication to the
public right and whether an end-user watching Hlegal content that is streamed via such devices
infringes copyright. After judgment, further analysis will be required on how this affects enforcement

2 5pe the table of definitions below.
B See the Curia calendar at http://curia.europa.eu/icms/icms/iol 8581/en/
M qeto: ffcuria.europa.eufjuris/liste.jsfPlanguage=en&num=C-527/15
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options. However, our view is that even if the CIEU follows the {non-binding} Advocate General's
Opinion® of 8 December 2016 that the sale of an lHlicit IPTV Device infringes copyright, and end-users
watching pirated content through such devices infringe copyright, this is unlikely to create a clear
statutory basis for enforcement against sl elements of the IPTV Piracy ecosystem. This further
emphasises the pressing need to review the current legal framework to address IPTV Piracy.

Q5: Is there any UK case law which you believe limits the apphcabmty of the
statutory offences listed above?

To date, there have only been four prosecutions relating to IPTV Piracy that have been successfully
conducted within the UK, of which one (R v O’'Reilly and O’Leary) was contested. In view of this, no
case law exists which can properly be said to limit the applicability of the currently available statutory
offences.

The key issue, in our view, is rather to look to the future and foresee as far as possible what problems
might arise, taking into account the rapid pace of technological development, should a greater number
of prosecutions be initiated.

Inshort, the lack of case law challenging and undermining IPTV Piracy prosecutions is no indicator that
the current legislative regime is either robust or adequate.

Difficulties in evidence gathering {Q6)

Q6: Are there any issues around evidence gathering for these existing offences? This
could arise conceivably from the need for digital forensic capability, or the often
dispersed nature of the jllicit streaming infrastructure.

By their nature, IPTV Piracy investigations will require digital forensic examinations to prove lllicit IPTV
Devices are capable of accessing infringing content. There are challenges and issues around various
parts of the evidence gathering process as follows:

* Capacity - to carry out the examinations. Often [aw enforcement have significant backlog of
examination work, causing delays to these investigations.

» Costs — cost implications of setting up a lab environment to examine lllicit IPTV Devices, or
outsourcing examination work.

* . Remote infrastructure — inability to examine off-shore servers utilised as part of the provision
of Hiicit Streams. .

* Attribution {i.e. attributing the test purchased iHlicit IPTV Device to an individual or group) —
this typically invoives protracted enquiries with service providers, financial institutes and law
enforcement, Where this occurs across international borders, the associated timeframas can
provide a further barrier to a successful investigation. information sharing agreements
which simplify this process would assist investigations.

]
htip://curia. europa. eufjuris/document/document.jsf ’docid = 1860698 mode=Ist8&oageindex= 1 &dir=&occ=first
&part=1&text=&doclang=EN&cid=451567
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International considerations {Q7-Q9)

Q7: Please provide examples of where this issue has been raised with law
enforcement agencies or government officials/ministers in other countries.

Through the Audiovisual Anti-Piracy alliance {AAPA), we are aware that many members are actively
investigating IPTV Piracy across Europe. The main facilitators in these cross border efforts are EU PO,
Europol and Interpol. All members face the same challenges, around LEA engagement and ability to
take such investigations on, knowledge and understanding and appropriate application of legislation.

As the selection of articles below show, it is evident that {PTV Piracy is a global issue, with industry
seeking LEA engagement where possible, and that these criminal enterprises are not restricted by
borders, often affecting members from various geographical locations.

htaly (web-based broadcasting of live and on-demand content, including sports)
* 5 people arrested, 50 pirate sites and 44 servers seized, with charges under the art.171-ter
violation of Law 633/41 which provides for imprisonment up to 4 years and a fine of €
15,000.%

Spain (pirated decoders enabling access to pay-TV channels)

* 30 suspects arrested in Spain, and 48 800 decoders seized (imported from China}, alongside
EUR 183 200 in cash, 10 luxury vehicles, 1 counterfeit luxury car, a private plane, several
financial documents and IT equipment. Servers were located in various European countties,
including Germany.?’

Spain (ISP hosting streaming service enabling illegal access to 100 international pay TV channels)
¢ Joint effort by Spanish National Police, Premier League and lrdeto to shut down IPTV
subscription service run by two U.K. citizens. 8

China {manufacturer of [licit tPTV Devices)
* China police arrested owners and operators of a company that illegally programmed pirate
IPTV boxes and marketed and sold them around the world under the “Filstream” brand.®

Holland (sale of control word sharing equipment and pirate subscriptions enabling access to
international pay TV channels)

* Dutch police arrest 7 defendants, of whom twa received 200 hours of community service and
three months of conditional sentencing. The third received 240 hours of community service
and four months of conditional sentencing. Three defendamts also forfeited amounts of
€52,245, €53,245 and €110,406.85 respectively. ¥

2 www.aa pa.eu/news-and-events/italian-blitz-against-viracy/

T www europol.eurapa.ed/newsroom/news/spanish -ngtwork-hehind-illegai-distribution-of-pay-tv-channels-
dismantied

n https:/firdeto.com/news/spanish-national-police-premier-lesgue-and-irdeto-jcin-forces—to-shut-down-isp -
cunnjng-pirate-iptv-subscription-business.htmi

B hitp.//usa.inquirer.net/1982/police-china-arrest-content-pirates-stale-abs-chn-others

® hitp://sdvanced-television.com/2016/11/25/3-dutch-content-pirates-sentenced/
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Q8: Please provide examples of where there is an international element to the
supply and support of this activity in the UK, and give your views on how this
dimension of the problem could be addressed in terms of: a. The supply of illegal
boxes; b. Websites hosting illegal content.

a. The supply of illegal boxes

Listings on e-commerce platforms evidence the international element to the supply of Hlicit IPTV
Devices into the UK. China appears to be the country with the largest links ta listings, whether that be
selling direct to the customer or having a UK seller obtaining their stock from China and selling within
the UK. As shown below, many listings, written in English, have the business seller’s address as being
located in China, where a large proportion of such sellers self direct from China offering free postage
and packaging to a large coverage of the glabe.
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Some listings also have a valid GB VAT number (examples below). This suggests that the
seller/manufacturer in China has either set up a company in the UK from within China, or has a
seller/contact within the UK that is taking in deliveries and selling from within the UK {this will often
result in quicker delivery times to the buyer, making the sale more attractive).
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The scale of the international problem is hard to judge, some sellers will import their stock from China
into the UK, but as they are a UK based seller they make no reference to China and thelr supply chain
is hidden, unless an investigation is launched which will uncéver this information. However, there are
a large number of sellers that have links to China on their profile, whether it is the business information
or country of sale,

We already work closely with many of the major e-commerce platforms to reduce the visibility of Hiicit
IPTV Device listings. The sale of such devices on legitimate and mainstream e-commerce platforms
which use trusted payment methods is likely to cause consumer confusion around the legitimacy of
such devices and increases the risk of ‘normalising’ digital piracy that is facilitated through them. More
effective displacement of illicit IPTV Devices from major e-commerce platforms may push the supply
and sale of them onto smaller, less trusted, ecommerce platforms, and ditimately reduce the scaie
and profitability for those behind their distribution.

Facusing on the manufacture and importation of itlicit IPTV Devices in China could also have a large
impact by seriously disrupting the business model for many of the organised, large scale sellers.

This strategy focused on preventing entry into the UK of such devices is also effective to tackie the
emerging trend of distributors/sellers supplying consumers with Vanilla IPTV Devices and associated
instructions on how to install the Hlicit Add-ons which enable access to illicit Streams (see further, Q4}
Recently, we have also seen police in China start to take action against this.®

% Palice in China arrest content pirates that stole from ABS-CBN, others | INQUIRER.net
http://usa.inguirer.net/ 1982 /police-china -arrest-content-pirates-stole-abs-chn -others
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Clear guidance to e-commerce platforms and co-operation between global IPO reprasentatives would
support this action and work towards a consistent approach. This would also enable quicker and more
robust evidence gathering by Investigators.

b. Websites hosting illegal content

There is an international element within this context because almost all source sites host their website
infrastructure on servers based outside of the UK, which is a jurisdiction in which itis generally possible
to undertake effective action against the hosting of iliegal content.

Currently the most problematic hosting provider encountered by BY is based in Russia. Other
jurisdictions in which we encounter difficulties in taking effective action include: The Netherlands,
France, Belize and the USA.

Q9: Are there examples of enforcement powers ir other countries that have been
introduced to deal with these issues? Please provide examples of approaches you
are aware of in other countries and any evidence you have of their success.

This issue is still relatively new and we are not aware of any countries that have brought in legislation
specifically to deal with IPTV Piracy. However, based on the examples provided at Q7 of the
enforcement activity in other countries, it would seem that the relatively low fines and/or custodial
sentences {if any) associated with engaging in this criminal activity is unlikely to act as a sufficient
disincentive given the high profitability that results from this activity.

Other barriers to prosecution (resource, jurisdiction) (Q10-Q12)

Q10: Are there any other barriers to the successful investigation and prosecution of
these issues?

The complexities around the supply and sale of llicit IPTV Devices have been highlighted above. Our
experience from supporting LEA enfarcement actions is that there is a significant level of inconsistency
in how this issue is addressed, in particular, in respect of what legislation is used in charges relating to
IPTV Piracy. Furthermore, the quality of investigation varies greatly and is often dependent on the
individual who is assigned to the investigation, their knowledge, experience and willingness to drive
the investigation forward.

Therefore, lack of knowledge by prosecutors is one barrier to prosecution which, if left unresolved,
could result in negative judicial precedents with detrimentai effects on enforcement efforts. Better
education and training is required for these agencies to drive forward a consistent approach.

Time is another critical factor, and many cases are dropped because the modus aperandi has changed
and evidence packages are therefore irrelevant by the time the LEA is ready to take action. Thisis a
significant problem when trying to submit cases to the likes of EUROPOL when cross border offences
are identified. This is a very long and complex process.

Further we have directly or indirectly {via our membership of FACT) experienced cases being rejected
by Trading Standards for a variety of reasons, for example:

* IPTV Piracy was not an "organisational priority”;
» Lack of resources in terms of manpower and finances to prosecute;
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* Lack of legal authority to investigate fraud.

There is a need for central government to provide leadership and spotlight the issue and ensure that
these issues are on the strategic priorities of LEA and Trading Standards. There are significant
revenues involved in these activities, with evidence of involvement by organised crime.

Q11: Da enforcement agencies have the powers required to investigate this
activity? Given the split in offences between IP legislation and other provisions such
as the Fraud Act, are warrants readily available to those investigating?

it is essential that enforcement agencies have the necessary powers under both the CDPA and the
Fraud Act to Investigate IPTV Piracy-related offences.

In relation to the Fraud Act, further scrutiny should be applied to implications of the lack of powers of
entry, search and seizure for Trading Standards officers under the Fraud Act, and how this may be
dissuading Trading Standards from involving themselves in IPTV Piracy allegations based upon Fraud
Act offences.

We also consider that, when amending any provisions within the CDPA to address IPTV Piracy (such
as to 5.297A CDPA as per Q4 above}, the IPO should consider whether the amended provision is
inciuded within the list of offences that Trading Standards are under a duty to investigate.” in this
regard, it should be noted that 5.297A is not currently included in this list and we recommend should
be considered for inclusion, alongside any other provisions which are identified as appropriate for
amendment.

Q12: Are there specific areas where further guidance (from IPO and/or CPS) would
be beneficial in the investigation and/or prosecution of this activity?

In light of the inconsistency of approach currently taken by LEAs (see Q10}, we considar that there is
a pressing need for better education and training for LEAs to facilitate an informed and consistent
approach to enforcement against IPTV Piracy.

However, in view of the inherent complexities of IPTV piracy, it is important that those providing
guidance in the investigation and/or prosecution of this activity have the necessary experience.? |t
would be counter-productive and extremely damaging if centralised guidance was given which was
incorrect and thus it is important that this process is done with detailed consultation with appropriate
industry stakeholders. Where guidance is deemed appropriate, we would recommend that this is
provided by the IPQ in consultation with appropriate stakeholders from within the industry who have
specialist expertise in this area, e.g. FACT.

3 Under 5.107A CDPA, local weights and measures authorities are placed under a positive duty to enforce the
provisions of section 107 {making or deating with infringing articles etc). This focus was relevant and
appropriate ten years ago, when the majority of intellectual property prosecutions in the criminal courts
concerned the sale/distribution of ‘hard goods’, namely optical discs containing infringing copies of films or
albums.

# In this respect, we note that at this stage, the CPS have conducted only one successful IPTV prosecution {R v
Rosero) against a small-scale individual eBay seller resufting in a £516 fine. We are not aware of any other
cases prosecuted by the CPS.
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Other suggestions comments (Q13-Q14)
Q13: Are there any non-legislative approaches that you think could help with the
situation? Please provide examples.

There is no “one-stop shop” solution to address all parts of the IPTV Piracy value chain, and thus
legislative amendment will form one {important) aspect of a broader enforcement strategy. industry
members, including BY, are already working collaboratively to share best industry practice and
inteiligence to combat IPTV Piracy. This involves various non-legislative approaches which have been
already highlighted in this response, including:

* Monitoring and working with large e-commerce platforms and payment providers and other
legitimate businesses in the value chain;

*  Working with non-UK hasting providers;

* Participating in industry initiatives o raise awareness and provide better guidance and
training on this issue to LEA.

Government leadership and support on all the issues raised in our response in parallel with legislative
amendment would be most welcome. In particular, we call for the UK IPO's support in the following
areas:

* Better education for consumers about the public interest in combatting IPTV Piracy (e.g. age-
inappropriate content, malware, product safety}.

* To build on the ‘follow the money (FTM) approach adopted in other Government fed
initiatives to engage and bring about responsive change from e-commerce platforms, social
media platforms and payment providers all of which facilitate this trade currently.

*  Building the UK’s relationship with international law enforcement bodies, including building
their understanding of the issues and how they are best addressed.

* Facilitating more effective engagement from, and consistency of approach by, LEAs in their
enforcement actions against IPTV Phracy [see Q10 ond Q12]. The UK Government has a key
role to play here in terms of providing leadership and setting priorities in consultation with
industry. One negative outcome which has already materialised from the absence of a
consistent approach is unhelpful public coverage of public statements by local trading
standards officers that streaming illegal content is “fikely to be exempt from copyright laws”
which further encourages IPTV Piracy and normalised digital piracy®. Clear, accurate and
publicly available statements from the IPO, championed by Government Ministers would be
a very helpful first step in ensuring LEAs take an appropriate and consistent approach across
the UK to combatting IPTV Piracy.

Q14: Do you have any other suggestions or experience relevant to this exercise?

BT welcomes this opportunity to further engage with the UK PO in its endeavours to create a legal
framework that adequately addresses all parts of the [PTV Piracy value chain.

We would be happy to discuss these issues further, Further enquiries can be directed to
Head of Political Research, Policy and Brigfing, BT Group ple

W www.derbytelegraph.co.uk/derbyshire-trading -standards-warns-kodi-users-warns-about-illegal -
streaming/story-3017132 1 -detail/story.htmt
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