Data Protection Team
Department for Culture, Media & Sport
4th Floor
100 Parliament Street
London
SW1A 2BQ

Sent by email to: GDPRCallforViews@culture.gov.uk 

10 May 2017

Call for views on General Data Protection Regulation derogations

Dear Sir or Madam,

Please find overleaf the joint AFME and BBA responses to the Call for views by the Department for Culture, Media & Sport on the use of derogations in the United Kingdom under the General Data Protection Regulation.[footnoteRef:1]  [1:  The Association for Financial Markets in Europe (AFME) represents a broad array of European and global participants in the wholesale financial markets. Its members comprise pan-EU and global banks as well as key regional banks, brokers, law firms, investors and other financial market participants.  AFME is the European member of the Global Financial Markets Association (GFMA) a global alliance with the Securities Industry and Financial Markets Association (SIFMA) in the US, and the Asia Securities Industry and Financial Markets Association (ASIFMA) in Asia. 

The BBA is the leading trade association for the UK banking sector with 200 member banks headquartered in over 50 countries with operations in 180 jurisdictions worldwide.  Eighty per cent of global systemically important banks are members of the BBA.  As the representative of the world’s largest international banking cluster the BBA is the voice of UK banking and represents members domestically, in Europe and on the global stage. The BBA network also includes over 80 of the world’s leading financial and professional services organisations and members manage more than £7 trillion in UK banking assets, employ nearly half a million individuals nationally, contribute over £60 billion to the UK economy each year and lend over £150 billion to UK businesses.] 


If you have any further queries, we would be happy to assist.

Yours faithfully,


[bookmark: _GoBack]
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Initial comments: protecting core financial services processing

Banks process large amounts of personal data, particularly as a part of processing transactions, risk management, and in order to meet regulatory requirements. Confidentiality and the protection of our customers’ data is core to banking services, and we support the objectives of the GDPR to raise data protection standards. 

However, it is vital that implementation of the GDPR allow the continuation of core financial services data processing, specifically:
· Preventing, detecting and monitoring financial crime, including money laundering, market abuse, and fraud
· Preventing, detecting and monitoring terrorism and the financing of terrorism
· Preventing, detecting, monitoring and reporting of tax evasion
· Preventing, detecting and monitoring cyber crime
· Preventing, detecting and monitoring bribery and corruption
· Monitoring and enforcing UK, EU and international sanctions 
· The protection of whistleblowing
· Complying with regulatory and international standards and requirements in the field of financial services (these will overlap with the other core activities, but also includes matters such as protecting vulnerable customers, the vetting and monitoring of employees, and ensuring lending to customers is responsible).

These ‘core FS activities’ are needed for regulatory compliance, the protection of customers, and for firms to protect themselves from legal and regulatory action. If such processing is not permitted, is subject to too many limitations, or is at risk of being undermined by inappropriate use of data subject rights post-GDPR, there is a significant risk of disruption to the underlying objective of these core FS activities, which is to protect the public. It would also place firms in the position of being unable to meet their other regulatory and legal obligations.

Proposed approach

As a starting point, we highlight that the approach of the Data Protection Act (DPA) works well on the whole and should be carried forward as far as possible under the GDPR. Subject to any additions and adjustments needed to accommodate the new structure and provisions, and the GDPR’s nature as a regulation rather than a directive, this is primarily a case of bringing forward key exemptions and similar provisions in Part IV and Schedule 7 of the DPA, and the relevant secondary legislation, insofar as they are not directly covered in the GDPR already. Of particular interest for the financial services industry are:
· The ‘non-disclosure’ and ‘subject information’ provisions in Part IV, including:
· Section 29 on financial crime prevention
· Section 34 on information available to the public
· Section 35 regarding disclosures required by law or made in connection with legal proceedings
· Section 55 on unauthorised disclosure or acquisition of personal data, and the corresponding whistleblowing protection
· Schedule 3 (2), (6) and (9) on the processing of sensitive data in the area of employment, for the purposes of legal proceedings, and on the processing of sensitive data for the purposes of equality of opportunity
· Schedule 3 (7A) regarding anti-fraud data sharing
· Schedule 7(1), (5), (6), (7), (10), and (11) relating to confidential references, corporate finance, management forecasts, negotiations, legal professional privilege and self-incrimination.
· The additional bases for processing sensitive data under The Data Protection (Processing of Sensitive Personal Data) Order 2000 (PSPD Order)

As a central measure, the core FS activities should be deemed to be in the ‘(substantial) public interest’ under the GDPR. There is a clear public interest in ensuring that these core FS activities can be carried out reliably and are not at risk of being undermined by inappropriate use of data subject rights. Deeming such processing to be in the public interest will flow through to a number of GDPR provisions, ensuring that vital processing can take place and cannot be unduly impeded  by data subjects inadvertently, or indeed maliciously, for example to impede fraud prevention or enforcement of a debt. 

We note that this appears to be the approach sought by the European Commission. In particular, we note that the Fourth Anti Money Laundering Directive contains statements that anti-money laundering (AML) processing is to be considered to be in the public interest for the purposes of data protection. Using this tool provided in the GDPR therefore aligns with the broader regulatory framework that is emerging. Indeed, this should be encouraged in other Member States, also.

Recommendation: Processing for these ‘core FS activities’ should be set out as being in the ‘(substantial) public interest’ in the UK’s GDPR implementing legislation. 

In other areas, it will also be necessary to make use of other derogation powers, particularly Article 23, which enables Member States to restrict the application of Chapter III (and Article 5) and Article 22(2)(b) on automated decision-making. 

In the following section we set out the relevant provisions of the GDPR for which derogations are needed by the financial services industry, along with a short explanation. We would be happy to provide further information and to assist with any additional policy development.
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Article by article analysis

	Article 
	Area 
	Comments / recommendations

	Article 6
	Lawfulness of processing 
	(As outlined above, the ‘core FS activities’ should be set out as being in the (substantial) public interest. 

This derogation is necessary in order to give effect to derogations from other provisions of the GDPR, as outlined below, but would have the secondary effect of providing a potential basis for processing under Article 6 (in addition to ‘legal obligation’ and ‘legitimate interests’, as appropriate.)

	Article 9
	Processing special categories of personal data
	1) As outlined above, the ‘core FS activities’ should be set out as being in the (substantial) public interest.
· Preventing, detecting and monitoring financial crime, including money laundering, market abuse, and fraud
· Preventing, detecting and monitoring terrorism and the financing of terrorism
· Preventing, detecting, monitoring and reporting of tax evasion
· Preventing, detecting and monitoring cyber crime
· Preventing, detecting and monitoring bribery and corruption
· Monitoring and enforcing UK, EU and international sanctions 
· The protection of whistleblowing
· Complying with regulatory and international standards and requirements in the field of financial services (these will overlap with the other core activities, but also includes matters such as protecting vulnerable customers and ensuring lending to customers is responsible).

Although banks do not generally screen customers specifically on the basis of religion, nationality or political opinion, banks often do process these categories of data as a necessary part of during Know Your Customer and AML monitoring. This can arise for example when a customer uses a passport to prove his/her identity (indicates nationality), or when a customer is present on a terrorism watch list (can imply extremist political opinions or religious beliefs). In addition, biometrics are emerging as a tool to help firms protect customers from fraud. 

It is not possible for banks to rely on the data subject’s explicit consent for this kind of processing, as firms could not cease such processing if consent were withdrawn. Furthermore, the consent would not likely be ‘freely given’ under the GDPR, as consent would be a condition of receiving services.

In the context of protecting vulnerable customers, the most likely scenario for the processing of special categories of personal data is where a firm needs to process health data but cannot get informed consent from the customer. This can arise where the firm observes that the customer may have a health issue and needs assistance from an outside party such as a charity but cannot consent – for example where the customer’s mental capacity is in doubt. Similarly, it can arise where a family member or other third party advises the bank that the customer has a health condition and needs special assistance. Again, getting customer consent may not be possible where the customer is hospitalized or may lack mental capacity.[footnoteRef:2] [2:  Further examples of where such personal data will need to be processed for the core FS purposes include:
Inadvertent processing of SCPD when monitoring employee communications for market abuse prevention purposes. 
AML, Proceeds of Crime Act, MLRs 2007, FCA SYSC, especially SYSC3.2.6 on fin crime.
FCA Handbook in general, e.g. principles 6&7 (and to the extent they apply ICOBS 2.2.2R, 6.15R, 8.1, CONC 8.2.7), plus the Complaints Sourcebook. 
The relevant provisions of Financial Services and Markets Act 2000, eg: (s225(1), s225(2) and Schedule 17(para 4)).
Equalities Act 2010 – firms need to ensure they do not indirectly discriminate against persons with protected characteristics, and need make ‘reasonable adjustments’ for some individuals (Eg: where the firm receives information relating to a customer disability from a third party, or where a third party deals with firm on behalf of vulnerable customer).] 


We note that ‘suitable safeguards’ must be included in the relevant legislation allowing the derogation. We would be happy to discuss this with officials and to provide assistance. We note, of course, that the overarching GDPR requirements such as proportionality, data protection by design and data minimization will still apply, as will broader legal protections such as protection against discrimination.

2) Separately, we note that Article 9(2)(f) regarding disclosures to courts, etc, is much less precisely worded than is DPA Schedule 3(6). It should be considered further whether there are any gaps that might need to be filled by UK derogations.

	Article 10
	Data processing relating to criminal convictions and offences
	As outlined above, the ‘core FS activities’ should be set out as being in the public interest. (Noting that in the context of Article 10, this must be a ‘substantial public interest’, which might need to be specified).

This derogation is particularly important, as the GDPR puts in place an absolute prohibition on the processing of such data in the absence of enabling legislation. The processing of such data is necessary for, in particular:
· Processing & disclosure of Suspicious Activity Reports 
· Bank employee screening, including DBS checks
· Know Your Customer screening
· Negative News / Adverse Press Screening  - performing adverse press checks on clients and third party suppliers and their directors using third party databases (e.g. Worldcheck, RDC, LexisNexis) or public negative news repositories)
· Politically Exposed Persons Screening - screening customers/clients records against external databases to establish connections to Politically Exposed Persons (PEPs) as part of customer due diligence and onboarding
· Sanctions Screening - screen customers and beneficial owners against sanction lists (including US, EU, UK, and UN lists).
· Underwriting, claims management and lending decisions – fraudulent activity is factored into pricing models and decisions.

It is not clear to us whether Article 10 applies only to actual offences. Given the wording of Article 10 (particularly the use of the words ‘relating to’) we think it is likely that alleged offences are also caught. It is also likely to apply to situations where a firm may suspect an individual of having committed an offence, but where no official legal process has been initiated. Banks are required to process such data, for example, as a part of monitoring employee compliance with insider trading requirements. 

Therefore, facilitating legislation needs to make clear that the processing of data relating to alleged and suspected offences is also permitted. We note that this is consistent with the existing PSPD Order, updated to accommodate the new GDPR requirement and wording.

	Article 13 and Article 14
	Data subjects’ rights to information
	An exemption from Article 13 and Article 14 should be granted where the provision of information under these articles would undermine the core FS activities. This can be achieved by using the powers given to Member States under Article 23.

This is comparable to the ‘non-disclosure’ and ‘subject information’ provisions in Part IV of the DPA.

For the sake of clarity:  we are not arguing that firms should be able to avoid informing data subjects that their personal data will be processed for the purposes of preventing financial crime, etc. This will be described in firms’ fair processing notices’. However, it is important to ensure that data subjects are not given details about specific relevant processing that would impede the core FS activities. For example, where a firm has a suspicion that a customer is engaged in illegal activity and must pass information to law enforcement agencies, firms cannot provide a ‘just in time’ fair processing notice to the customer advising them of this data sharing, as this would amount to a ‘tipping off’ offence and would put the investigation at risk.

	Article 15
	Right of access by the data subject
	As exemption should be granted where complying with a subject access request would undermine activities for the purposes of the core FS activities (as above). This can be achieved by using the powers given to Member States under Article 23.

This is comparable to the ‘non-disclosure’ and ‘subject information’ provisions in Part IV of the DPA.

	Article 17
	Right to erasure
	1) As outlined above, the ‘core FS activities’ should be set out as being in the public interest. This provides an exemption from this right under Article 17(3)(b).

This will put beyond doubt firms’ right to retain data that is needed for these important processing activities. Without such an exemption, there is a risk of abuse by data subjects, for example fraudsters wishing to impede their detection or repay a debt. Performance of vital processing would be undermined and put firms at risk of sanction from the FCA or other regulators for failing to meet regulatory rules and standards.

See also comments below under Articles 18 and 21, concerning the importance of ensuring customer communications are fair and transparent, and other customer protections.

Lastly, we note that in some instances the processing would be necessary for compliance with a legal obligation, granting an exemption from the right to erasure. However, this will not always be the case, as much core FS processing set out in FCA and international guidelines rather than in law.

(We also note that it would also be possible to use Article 23 to grant an exemption with the same effect.)

2) There are also situations where a firm’s legacy systems might prevent the firm from technically complying with the right to erasure. This can happen, for example, where an individual’s personal data is stored in the same batch as the personal data of other individuals and it is not technically possible to delete that data without deleting the entire batch. In such situations, firms should not be required to delete the data provided they put in place an alternative technical solution to prevent further processing, such as severing relevant associations in the system. 

This is essentially giving effect to the ICO’s guidance on putting data beyond use.[footnoteRef:3] It is also consistent with the data protection principle of ‘storage limitation’ in Article 5(1)(e), which rather than requiring deletion of data as such, requires that data be “…kept in a form which permits identification of data subjects for no longer than is necessary…”. [3:  See https://ico.org.uk/media/for-organisations/documents/1475/deleting_personal_data.pdf, particularly page 5.] 


Though care is needed with comparisons with other countries, we note that Germany appears to intend to grant exemption from this provision where compliance would involve disproportionate effort.[footnoteRef:4] [4:  See for example: http://privacylawblog.fieldfisher.com/2017/data-protection-does-the-german-implementation-act-bdsg-e-undermine-the-gdpr/ ] 


This derogation should be given effect using the powers given to Member States under Article 23.

	Article 18
	Right to restrict data processing
	1. As outlined above, the ‘core FS activities’ should be set out as being in the public interest. This provides an exemption from this right under Article 18(2).
1. A derogation from this right should exist for processing necessary for ‘business as usual’ banking operations.  This derogation should be given effect using the powers given to Member States under Article 23.

As with Article 17, Article 18 would enable data subjects to impede vital data processing that is necessary for the protection of customers and other public interest purposes. Indeed, Article 18 poses a greater challenge, as it can be triggered by a customer simply questioning the accuracy of data without any burden of proof. 

Customers should of course be able to question the accuracy of their personal data. However, in the context of ‘business as usual’ banking processing, the processing should not have to be suspended while the accuracy is checked. This includes the maintenance of records (including credit records), the execution of transactions and other processing necessary to maintain a customer relationship. It is not possible to halt such processing in the way the GDPR seems to suggest, as the payment system and other infrastructure do not support this. For example, millions of data lines are shared with Credit Reference Agencies every day, and restricting this would not be practicable given the scale and use of batch data sharing. Attempting to do so would be highly disruptive and would likely force the bank to end the relevant customer relationship, to the detriment of that customer.

It is important to ensure that protections for customers exist, and that they are not disadvantaged due to a firm processing inaccurate personal data about them. However, this should be focused on the outcomes for the individual, rather than focusing on simply halting data processing. The financial services sector is subject to extensive obligations in primary legislation, secondary legislation and under regulation from the FCA, to ensure that customers are treated fairly.

By way of example, the Consumer Credit Sourcebook is aimed primarily at protecting the interests of borrowers. This includes protections to ensure that vulnerable customers are protected, forbearance is available when required, and that customers have the opportunity to dispute a debt. These are important consumer protections, and are more useful to customers than simply having data processing halted.

	Article 20
	Right to portability
	Article 23 should be used to ensure that controllers will not be forced to share trade secrets or intellectual property.

	Article 21
	Right to object
	As exemption should be granted where complying with an objection would undermine activities for the purposes of the core FS activities (as above). This can be achieved by using the powers given to Member States under Article 23.

As outlined above, the core FS processing is central to the provision of financial services, the protection of customers and the management of legal and regulatory risk. If firms fail to carry out such processing, they risk sanction by the FCA or other authorities for not satisfying regulatory rules and standards. Furthermore, processing for these purposes inherently constitutes a compelling legitimate interest that overrides the interests of the data subject. As such, firms would realistically need to override all objections to such processing.

This processing is ubiquitous and cannot be turned off for an individual data subject. It is not possible, for example, to cease fraud monitoring for one customer; this is not technically possible and, if done in theory, would create risks for other customers.

In the absence of an exemption, data subjects will be left in the situation of being told that they have a right to object to this processing (under Articles 13 and 14), but then almost certainly having their objections overridden on the basis of the firm’s compelling legitimate interest. It is fairer and more transparent for customers if there is an exemption in place.

As noted above, firms are subject to extensive obligations to ensure that customers are treated fairly, providing more targeted protections than blocking data processing.

	Article 22
	Profiling and automated decision-making
	Legislation is needed under Article 22(2)(b) to ensure that profiling and automated decision-making can be used for the purposes of the core FS activities (as above).

Under the DPA and current ICO approach, firms must allow data subjects to contest an automated decision and request a reassessment. This is an effective protection that allows firms to make use of the efficiency of automated decision-making (which also benefits from avoiding human bias), while allowing individuals a right to have their case reexamined when required. 

This approach should be maintained under the GDPR.

It is not yet clear how the Article 29 Working Party will interpret Article 22(1). In particular, it is not clear what the final interpretation of ‘significantly affects’ will be, or whether the ‘right not to be subject to a decision based solely on automated processing’ will be interpreted as a right to appeal (similar to current practice) or as a prohibition. If the bar for ‘significantly affects’ is set too low, and if the new right is interpreted as a prohibition, this will have the effect of preventing significant amounts of data processing needed for the purposes of the core FS activities, such as monitoring for signs of financial distress, as well as fraud and AML monitoring.

This processing is not optional, so ‘explicit consent’ under Article 22(2)(c) is not appropriate given the requirements of Article 7 and recent ICO guidance.

As noted above, the financial services sector is subject to significant legal and regulatory requirements to ensure that customers are treated fairly, not discriminated against, etc. These rules, plus a right to request a human reassessment of an automated decision, would constitute appropriate safeguards to protect data subjects’ interests.

We have raised this point with the ICO also in the context of their consultation on profiling and automated decision-making. It is important that a consistent and coherent approach to this provision be taken. We recommend discussion of this point in particular with the ICO to ensure there are no unintended consequences or gaps that fall between guidance and derogations. 

(We note that alternatively Article 23 could be used to provide an exemption from Article 22).

	Article 23
	Restrictions on data subjects’ rights
	1) Article 23 should be used as outlined in the table above.

2) Additional the DPA derogations should be carried forward under the GDPR. We highlight a number of derogations of particular interest to the financial services sector above under ‘Proposed approach’. 

	Article 49 (d)
	Data transfers to 3rd countries and derogations 
	As outlined above, the ‘core FS activities’ should be set out as being in the public interest. This would ensure that firms are able to satisfy data requests from third country courts and regulators. (Noting that in Article 49(d) these must be ‘important reasons of public interest’ (emphasis added), which might need to be specified.)

Financial services firms are frequently subject to data requests from courts and regulatory authorities (‘authorities’) as a part of compliance monitoring and investigations. For international financial services groups, this often involves providing data not just to home country authorities but also to authorities with jurisdiction over their global operations. When a third country authority requests data from EU-based firms, this transfer will need to meet the requirements of Chapter V of the GDPR.

Where there is an adequacy decision in place, this does not pose a problem (provided necessary legislation is in place to enable processing under Articles 9 and 10 when required, as set out above). However, adequacy decisions are of limited help, as so few countries are deemed adequate under European data protection law. In the absence of an adequacy decision there is no ‘safeguard’ in Chapter V which would enable the transfer to take place. It is not possible to use model clauses, as firms cannot enter into a contractual relationship with an authority, and binding corporate rules only apply to transfers within the firm / group.

Furthermore, the majority of the derogations are unusable. Firms cannot rely on consent, as if the data subject were to refuse to consent (as would likely arise) the firm would be unable to make the transfer, risking severe sanctions from the third country authority. Similarly, the ‘legitimate interests’ derogation does not apply to large scale data transfers, which are sometimes needed to satisfy such data requests. This derogation is also so complex that it would likely be unusable in practice.

The ‘public interest’ derogation is therefore the only way to enable these transfers. As outlined above, this is appropriate, as there is a clear public interest in ensuring that anti-money laundering, bribery and corruption prevention, etc, can be carried out effectively. It is recognized that such a derogation should not enable firms to respond to all and any request for data from a third country authority without due consideration and process. Firms should still ensure that the third country authority provides sufficient justification for requesting the data.  

	Article 80
	Archiving
	UK derogations should be used to allow firms to archive records in the public interest.

Many banks are very long-lived institutions, some with over one hundred years of history. Their records can provide important insights for historical and similar research. In order to preserve this source of historical information, firms should be able to archive material in the public interest.
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