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	Article
	Comments

	Theme 1 - Supervisory Authority

	Article 51 - Supervisory Authority 
	No comment

	Article 53 - General conditions for the members of the supervisory authority 
	No comment

	Article 54 - Rules on the establishment of the supervisory authority 
	No comment

	Article 58 - Powers 
	No comment

	Article 59 - Activity reports 
	No comment

	Article 62 - Joint operations of supervisory authorities 
	No comment

	Article 90 - Obligations of secrecy
	No comment

	Theme 2 - Sanctions

	
Article 36 - Prior consultation 

5. Notwithstanding paragraph 1, Member State law may require controllers to consult with, and obtain prior authorisation from, the supervisory authority in relation to processing by a controller for the performance of a task carried out by the controller in the public interest, including processing in relation to social protection and public health.
	· 
· Further clarification – whether in legislation or guidance from the ICO/DCMS – would be helpful as to what constitutes a task in the public interest, with regard to museums. 
· 
· We are concerned that requiring every public authority to consult and gain authorisation for any processing for a task in the public interest would be prohibitively time- and resource-intensive.  Given the range of activities and new initiatives that might be subject to this requirement if it is enshrined, a major financial investment would be required both from individual public authorities and controller, and a process put in place for consulting on thousands of activities every year. The sort of high risks that this measure is seeking to mitigate are not generally of relevance to Museums, and this authorisation appears disproportionate and arguably unnecessary.  

We believe that the conditions already set out in the Article are sufficiently strong to ensure that the rights and freedoms of data subjects are protected, and therefore we consider that additional requirements - whereby data controllers should consult with the ICO following a Data Protection Impact Assessment – would offer no further benefit but would carry an additional cost.  


	Article 58 – Powers 
	No comment

	
Article 83 - General conditions for imposing administrative fines 

7.Without prejudice to the corrective powers of supervisory authorities pursuant to Article 58(2), each Member State may lay down the rules on whether and to what extent administrative fines may be imposed on public authorities and bodies established in that Member State. 
	
While the threat of administrative fine may be a useful deterrent, any actual fine must not unduly hamper a museum in carrying out its activities for public benefit. We would suggest that any fines levied on public authorities should be proportionately reduced or minimised, especially in light of the wide range of additional corrective powers granted to the ICO under Article 58(2).  For the same reason we do not consider that any additional penalties should be introduced under Article 84(1).


	Article 84 - Penalties
	No comment

	Theme 3 - Demonstrating Compliance

	Article 40 - Codes of conduct 
	No comment

	Article 42 - Certification 
	No comment

	Article 43 - Certification bodies 
	No comment

	Theme 4 - Data Protection Officers

	Article 4 - Definitions 
	No comment

	
Article 37 - Designation of the data protection officer 
5.The data protection officer shall be designated on the basis of professional qualities and, in particular, expert knowledge of data protection law and practices and the ability to fulfil the tasks referred to in Article 39. 

	
See comment on Article 38 below

	
Article 38 - Position of the data protection officer

2.The controller and processor shall support the data protection officer in performing the tasks referred to in Article 39 by providing resources necessary to carry out those tasks and access to personal data and processing operations, and to maintain his or her expert knowledge. 
3.The controller and processor shall ensure that the data protection officer does not receive any instructions regarding the exercise of those tasks. He or she shall not be dismissed or penalised by the controller or the processor for performing his tasks. The data protection officer shall directly report to the highest management level of the controller or the processor. 
6.The data protection officer may fulfil other tasks and duties. The controller or processor shall ensure that any such tasks and duties do not result in a conflict of interests. 

	
Detailed guidance on the requirements for the role of the data protection officer (DPO) would be useful. For example, we highlight that the requirements of Art.38(3) for the DPO to directly report to the highest management may conflict with the realities of Museum staffing arrangements. A DPO who is expected to have expert technical knowledge (Art.37(5), 38(2)), carry out the day-to-day tasks, and who may fulfil other tasks and duties (Art. 38(6)) may not be a member of the senior leadership team. It would therefore be useful to know whether the responsibilities can be delegated. 

	Theme 5 - Archiving and Research

	
Article 89 - Safeguards and derogations relating to processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes
2.Where personal data are processed for scientific or historical research purposes or statistical purposes, Union or Member State law may provide for derogations from the rights referred to in Articles 15, 16, 18 and 21 subject to the conditions and safeguards referred to in paragraph 1 of this Article in so far as such rights are likely to render impossible or seriously impair the achievement of the specific purposes, and such derogations are necessary for the fulfilment of those purposes. 
3.Where personal data are processed for archiving purposes in the public interest, Union or Member State law may provide for derogations from the rights referred to in Articles 15, 16, 18, 19, 20 and 21 subject to the conditions and safeguards referred to in paragraph 1 of this Article in so far as such rights are likely to render impossible or seriously impair the achievement of the specific purposes, and such derogations are necessary for the fulfilment of those purposes. 

	· 
· We would strongly support the derogations referred to in Art.89(2) – for scientific/historical research and statistical purposes - being provided to ensure that they are not unnecessarily restricted.
· 
· In addition, we also strongly support the derogations referred to Art.89(3), relating to archiving purposes.  These derogations are very important for the continued effective management of archives, which are by definition held in the public interest – particularly in museums such as the NHM where the archives are public records.  Without this derogation, managing and preserving collections containing personal data – which many archives do – would become very difficult in the face of requests for access (in the sense of Art.15), rectification, restriction of or objection to processing. The integrity of the archives will be negatively affected if such changes are made to the content after material has been selected for permanent preservation.



	Theme 6 - Third Country Transfers

	
Article 49 - Derogations for specific situations - 
3.Points (a), (b) and (c) of the first subparagraph of paragraph 1 and the second subparagraph thereof shall not apply to activities carried out by public authorities in the exercise of their public powers. 
	
Many Museum staff are involved in international collaborations across a range of Museum business areas, including – as a scientific centre of excellence – numerous scientific research projects. We would suggest that ‘transfers’ of personal data whereby members of staff travel overseas on business and consult personal data held on an electronic device (whether directly or by accessing a server based in the UK), should be regarded as in the public interest.  This should be on the explicit condition that other safeguards are in place to protect the personal data, including but not limited to the security measures listed in Article 32.  The removal of the ability to make such a transfer following a self-assessment of adequacy (as currently permitted under the Data Protection Act 1998) will have major adverse consequences to the operations of staff that operate internationally.

As with a definition of a ‘task in the public interest’, clarification of what ‘activities carried out by public authorities in the exercise of their public powers’ would be helpful for museums to able to interpret this Article correctly.


	Theme 7 - Sensitive personal data and exceptions

	Article 9 - Processing of special categories of personal data 
	No comment

	Theme 8 - Criminal Convictions

	Article 10 - Processing of personal data relating to criminal convictions and offences 
	No comment

	Theme 9 - Rights and Remedies

	
Article 17 - Right to erasure ('right to be forgotten') 

3.Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:  
(b) for compliance with a legal obligation which requires processing by Union or Member State law to which the controller is subject or for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; 
	· 
For an organisation such as a museum which has contact with very large numbers of individuals for various purposes, and undertakes communications with public and private audiences on a daily basis, it will be necessary to retain minimal or skeleton records of people who have exercised their right to erasure or opted-out of all communication (i.e. a suppression list), in order to exclude them from future processing at any time.

· Again, clarity on the definition of a task in the public interest is needed for the correct interpretation of this Article.  


	Article 22 - Automated individual decision-making, including profiling 
	No comment

	Article 26 - Joint controllers 
	No comment

	Article 80 - Representation of data subjects 
	No comment

	Theme 10 - Processing of Children’s Personal Data by Online Services

	
Article 8 - Conditions applicable to child's consent in relation to information society services

1.Where point (a) of Article 6(1) applies, in relation to the offer of information society services directly to a child, the processing of the personal data of a child shall be lawful where the child is at least 16 years old. Where the child is below the age of 16 years, such processing shall be lawful only if and to the extent that consent is given or authorised by the holder of parental responsibility over the child. Member States may provide by law for a lower age for those purposes provided that such lower age is not below 13 years. 

	
While much of our online content is aimed at general audiences and suitable for children aged 13, we would not be wholly comfortable with reducing the age of consent for information society services from 16 to 13.

It would be useful to be involved in ongoing discussions around how any lowering of the age of consent would affect museums and educational organisations, whether there would be any exceptions for some areas such as education activities, and what the practicalities of enforcement/policing might be. 
 

	Theme 11 - Freedom of Expression in the Media

	Article 85 - Processing and freedom of expression and information 
	No comment

	Theme 12 - Processing of Data

	
Article 6 - Lawfulness of processing 
1.Processing shall be lawful only if and to the extent that at least one of the following applies: 
…
(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; 
(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child. 
Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in the performance of their tasks.
	
It is essential for museums to have a clear definition of a ‘task in the public interest’ (Art.6(e)). The question facing museums is how to categorise activities such as marketing, fundraising, retail, membership and communication programmes, including interactions with site visitors and online visitors, all of which help fund core museum activities or otherwise support and enrich its primary purpose – whether as tasks in the public interest due to their purpose in supporting the museum’s core business, or as legitimate interests. The ICO has said (in response to an enquiry from the Museum) that Art.6(f) will be available for non-public task activities, which will be critical for museums if the activities listed above are not considered to be public interest tasks. 

Clarification of what activities would fall into which legal basis in legislation is required. Without the clarity that would be created by such legislation, we consider that this fundamental aspect of the GDPR will attract numerous costly, burdensome and unnecessary legal challenges and have a significant financial impact on museums, who are actively seeking to both save and generate funds and to minimise their burden on government.  


	Article 18 - Right to restriction of processing 
	No comment

	Article 28 - Processor 
	No comment

	Article 29 - Processing under the authority of the controller or processor 
	No comment

	Article 32 - Security of processing 
	No comment

	Article 35 - Data protection impact assessment 
	No comment

	Article 37 - Designation of the data protection officer 
	No comment

	Article 86 - Processing and public access to official documents 
	No comment

	Article 87 - Processing of the national identification number
	No comment

	Article 88 - Processing in the context of employment 
	No comment

	Theme 13 – Restrictions

	Article 23 – Restrictions
	A definition of ‘objectives of general public interest’ (Art.23(1)(e), in particular a broad interpretation that takes account of the needs and priorities of public authorities including museums, and supports these as being in the public interest, would be helpful in legislation. 


	Theme 14 – Rules surrounding Churches and Religious Associations

	Article 91 – Existing data protection rules of churches and religious associations
	No comment

	Additional question – cost impact

	
In the context of the derogations above, what steps should the Government take to minimise the cost or burden to business of GDPR?
	
The Museum would welcome the Government implementing the available derogations as broadly as possible, and providing a clear definition (potentially in legislation) of both what constitutes a task in the public interest, and where public authorities such as museums would be able to use ‘legitimate interests’ for a range of important activities including generating income and communicating with various audiences.








