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	COMMENTS

	Amber Information Consulting Ltd

	"Q9" : "Article 51. The supervisory authority for the whole UK should be the Information Commissioner's Office. The ICO should be taken out of the realm of influence of central government department but should be accountable only to Parliament. Its budget should be increased significantly as it is badly resourced. . Article 53. Appointment by Parliament and budget and accountability (operational) to Parliament.. Article 54. The requirement for the Information Commissioner should include a track record in privacy or data protection, (such as Denham has, but Graham and Thomas did not).. Article 58. 58.1.e not providing information should be an offence. Article 59.",

      "Q11" : "Article 36. high risk should be defined using the HMT Orange Book methodology with a clear cut off point. In addition, the ICO does not have the funds to look at privacy impact assessments. Funding should be provided for this. . Article 83. a schedule of fines should be set out so that the ICO is not so conservative in fining. . Article 84.",

      "Q13" : "40.2 the ICO should sign off on all codes by bodies to ensure accuracy. Bodies should pay the ICO for this to ensure that the cost is borne by bodies' members and not by the public purse.. 42. The ICO should charge for this process for all bodies except small businesses and small charities."

      "Q15" : "37. the Art 29 WP opinion is perfect. 38. Ditto"

      "Q27" : "A child should be defined at the lowest age possible to ensure maximum freedom for children. This is a retrograde step in terms of freedom for children.",


	Greenwich Foundation for the Old Royal Naval College

	
      "Q31" : "I am writing as I am concerned about the impact of Article 6 on the work of fundraising offices within charities and universities. Many charities rely on in-house 'prospect research' functions to identify and research potential new major supporters. Often this research focuses on the wealth, interests and philanthropic track record of the 'prospect' in question, and is key to informing how charities plan their major gift fundraising strategies and approaches. This research involves processing of publicly available data which is stored on a CRM.. . Whilst charities do use consent as the main basis for processing data - certainly for existing supporters - if a charity does not have an existing relationship with a potential supporter, it is very hard for the charity to gain consent as defined by GDPR. The Legitimate Interests (Article 6.1) provision is therefore the only practicable way for charities to undertake research, the curtailing of which would be very damaging for the sector.",

      "Q38" : "The potential burden to the charity sector of Article 6 will be extremely significant. Prospect research enables charities to target their resources effectively and efficiently, focusing their fundraising efforts on those with the capacity to give and the highest level of interest, and minimising unwanted or inappropriate approaches. As highlighted in the Institute of Fundraising report 'Good Asking', curtailing research activities would result in the return to a 'spray and prayâ€™ approach â€“ \"asking everyone in the hope that someone latches on to what weâ€™re saying.â€ . . As such, I feel that Government should make provision for charities to process publicly available data on potential major supporters using the Legitimate Interests article of GDPR. There is a growing body of evidence that high net worth individuals and established philanthropists - often the subject of this research - have a 'reasonable expectation' that charities will do their research before approaching them."


	Griffin House Consultancy Limited

	"Q15" : "Article 37 specifies a DPO must be designated in an organisation if 'the core activities of the controller or the processor consist of processing operations which, by virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring of data subjects on a large scale'. . Nowhere is 'Large Scale' defined. Can the Government as part of their derogation remit specify a figure for 'Large Scale'? Is it 5k, 10k, 50k, 100k, 1 million or as with Germany more than 9 employees.",
      "Q38" : "The appointment of DPO's will be expensive for businesses - stating which organisations need them will save the SME sector millions of UKP"


	Open GI Limited

	"Q23" : "Article 10 as it stands would appear to prohibit the processing of motoring related convictions (which could be anything from speeding to causing death by dangerous driving). When obtaining insurance quotations, motoring conviction data is requested and processed by the insurer, broker, and any underlying processor or quote aggregator. The same applies for other forms of insurance such as life, truck, bike, home, etc. Under the DPA, criminal convictions are classed as sensitive personal data. However, it has now been removed into Art10. Provisions need to be made in Article 10 to ensure that such processing can continue by entities such as the above for genuine reasons, and in a secure and compliant manner."


	VIVID (previously First Wessex and Sentinel housing)

	"Q9" : "No comment",
      "Q11" : "Article 84 - Should these fines be set so that one authority is not imposing lesser fines than another authority?",
      "Q13" : "Article 42 - voluntary certification is a welcome concept, but with technology moving so quickly the proposed 3 years before renewal wold be too long. 12- 24 months would be more suitable depending on the type of organisations - this would be data controller and processors mind focused on continuous compliance.",
      "Q15" : "Article 4 - no comment. Article 37 / 38 - guidance should be provided as to the qualifications / experience a DPO should have prior to being appointed. the additional guidance provided by working party 29 is useful, Organisations and DPO's would benefit from a 'job descripton/ type of guidance.",
      "Q17" : "Article 89 - No comment",
      "Q19" : "Article 49 - no comment",
      "Q21" : "Article 9 - no comment",
      "Q23" : "Article 10 - no comment",
      "Q25" : "Article 17 - to show compliance with this some information will need to be retailed, little guidance is offered how information is erased and how this can be evidences?",
      "Q27" : "Article 8 - lowering the age to 13 would appear to be more suitable when children are exposed to so much more and are also more technically advanced then, in some instanced, their parents and or legal guardians.",
      "Q29" : "Article 85 - no comment",
      "Q31" : "Article 18 - an indication of the period of time would be beneficial. Article 32 - so link to or associated standards such as the ISO standards would be beneficial fro organisations to work to. Article 35 - this is a great addition, and industry specific templates would be beneficial. Article 37 - organisations are crying out for more guidance on this.. Article 88 - employees (also data subjects in their own rights) need to feel that they have the same right to information as a data subject . there currently exists too many limitations to what they can / cannot access from their employers. further obligations imposed on employers would in tunr make their staff more accountable for what and how they record information about their employees.",
      "Q38" : "A tiered approach should be considered depending on the organisation, their sector and they size. The standards should be set for all to meet. if organisations take their data seriously they will already meet a lot of the GDPR as they will be compliant with the DPA, so the costs to fully meet the GDPR will never be so much that it puts too much of a financial burden on them."


	Plymouth City Council

	"Q9" : "Most of this is of more relevance to EU Countries without the equivalent of an ICO",
      "Q15" : "This should be compulsory for all major organisaitons",
      "Q25" : "The right to erasure will need suppliers of major systems to modify their systems. . . One of the biggest impact areas will be the right to data portability, which requires information to be supplied in a machine readable format",
      "Q31" : "DPIA's are essential, and they should be enforced for all systems, as it wil prevent the supply and use of insecure systems. Consent management will have the biggest impact on many organisations",
      "Q38" : "Engage suppliers of ICT systems to ensure that if they are trying to place the costs of development of GDPR solutions, that these solutions were complaint with the current DPA in the first place, for example in the case of deletion of data"


	RAFBF

	"Q13" : "Articles 40 - 43 do not contain specific enough advice regarding acceptable levels of certification and codes of conduct. This is an area in which ICO guidance would be very welcome.",
      "Q15" : "While Article 38 makes clear what role the data protection officer must play, and the kinds of organisational support required, the GDPR is not specific enough about the type of qualifications or experience necessary for such a role. This is an area in which further guidance would be welcome.",
      "Q23" : "Article 10 does not appear to allow for our organisation to process data relating to criminal convictions and offences in order to support beneficiaries back into work. We require this information, in some instances, as it affects what roles an applicant might reasonably take up. Further clarification would be greatly appreciated from the ICO.",
      "Q38" : "Clearer guidance of certain issues from the ICO would enable more advanced preparation. This is of course only possible when the Government has made decisions regarding areas such as the age of consent for data protection purposes. Speedy decision making would be appreciated."


	Stone King LLP

	"Q15" : "Re Article 37, a data protection officer is required when processing is carried out by a public authority. What counts as a public authority is a domestic law matter. It would be sensible if the definition of 'Public Authority' follows that in the Freedom of Information Act 2000 where public authorities for FOI purposes are listed in Schedule 1 of that Act.",
      "Q21" : "With regard to Article 9 paragraph 4, genetic, biometric data - this is covered by the Protection of Freedoms Act and any further provisions may be best inserted into that Act to avoid confusion.",
      "Q23" : "This appears to require scrutiny of the current arrangements around the Disclosure and Barring Service and related provisions under the Safeguarding Vulnerable Groups Act.",
      "Q31" : "Re article 6 - please can I urge the Government to give particular consideration to child protection related information. The current Data protection Act does not work well for this due to the absence of suitable condition under Schedule 3 of that Act to justify disclosures of sensitive personal data. Although the Vital Interests condition in Schedule 3 looks as though it would apply, in practice the Information Commissioner's Office maintains that this should only be used in life and death situations. A child protection issue may be very serious without being a matter of life and death for the child. As Article 6 contains the same vital interests condition and it is likely that the ICO will adopt the same approach it would be helpful if the government could ensure the scope of the conditions for processing at 1 e) is sufficiently wide even where sensitive ( or in GDPR terms Special category) data is involved.",
      "Q38" : "Retain the wording of the DPA unless there is good reason for change. Issue good practical guidance. Provide the ICO with sufficient resources to make sure that the ICO can maintain standards and respond promptly to increased numbers of queries and possibly increased numbers of complaints."


	WiFI SPARK

	"Q17" : "It is the considered opinion of WiFi SPARK that the derogations surrounding Article 89 of the GDPR, namely processing and archiving of data for the purposes in the public interest, scientific or historical research purposes or statistical purposes, require a degree of clarification and we would look to persuade the Government to look at the broad nature in which this derogation has been allowed and adhere to the spirit in which it was written.. . A full and comprehensive response to our stance on the matter is in the secure link below. We would urge the DCMS to give this your attention and consideration. We are very eager to follow up this response in more detail. Please don't hesitate to get in touch -. .  https://www.dropbox.com/s/54ee8trijp93bgj/Response%20to%20the%20Department%20for%20Culture%20Media%20%26%20Sport%20%28GDPR%29.pdf?dl=0",
      "Q38" : "It is the considered opinion of WiFi SPARK that the derogations surrounding Article 89 of the GDPR, namely processing and archiving of data for the purposes in the public interest, scientific or historical research purposes or statistical purposes, require a degree of clarification and we would look to persuade the Government to look at the broad nature in which this derogation has been allowed and adhere to the spirit in which it was written.. . A full and comprehensive response to our stance on the matter is in the secure link below. We would urge the DCMS to give this your attention and consideration. We are very eager to follow up this response in more detail. Please don't hesitate to get in touch


	Facewatch Ltd

	"Q23" : "Facewatch is a private company that works with UK police by enabling businesses to report crime online to police. The receiving police forces assign crime references and updates on crime reports which are fed back to victims through the Facewatch platform. The platform is also used by the CPS in prosecution cases as it contains CCTV evidence of crimes.. . Article 10 states that \"Processing of personal data relating to criminal convictions and offences or related security measures based on Article 6(1) shall be carried only under the control of official authority or when the processing is authorised by. Union or Member State law\". The question we have is: Is the data we hold covered by this section and if so would we require special authorisation to process this data?",
      "Q25" : "It is crucial that the UK Govt incorporates the restrictions mentioned in Article 23 - in particular for Facewatch the most important point is (d) the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties,. including the safeguarding against and the prevention of threats to public security; . . Without allowing the Processing/Controlling of personal data for the prevention and detection of crime (as allowed under the DPA 1998) it will be impossible for non public authorities to prevent crime effectively. Furthermore, facial recognition is going to be widely used to prevent both low level crime (shoplifting etc) as well as being a vital tool in the fight against terrorism. The attached article which we will email separately explains in more detail how the current wording of the GDPR would prevent this: https://www.ifsecglobal.com/exclusive-facewatch-founder-urges-government-protect-facial-recognition-crime-fighting-tool/.",
      "Q33" : "We fully agree that these must be implemented and also that Facial Recognition must be allowed as a tool for preventing crime as noted in the earlier response which is repeated here:. . Without allowing the holding and processing of personal data for the prevention and detection of crime (as allowed under the DPA 1998) it will be impossible for non public authorities to prevent crime effectively. Furthermore, facial recognition is going to be widely used to prevent both low level crime (shoplifting etc) as well as being a vital tool in the fight against terrorism. The attached article which we will email separately explains in more detail how the current wording of the GDPR would prevent this: https://www.ifsecglobal.com/exclusive-facewatch-founder-urges-government-protect-facial-recognition-crime-fighting-tool/.",
      "Q38" : "The Govt should state that it is in the National Interest to reduce crime of all kinds and that the GDPR is not there to prevent sharing but to ensure it is carried out responsibly. . . It should also empower private organisations such as Facewatch to carry out crime prevention through the sharing of data and use of facial recognition and other new technologies to prevent crime. Unfortunately the police forces are structured in such a way that they are siloed so data sharing across borders is almost non existent and the same applies to businesses. This has to be urgently addressed and only by working together will we be able to fight crime and terrorism.. . The most important thing the Govt could do in this respect is to remove the Fear of Sharing that exists across the board which reduces our collective ability to fight crime effectively."


	Somerset County Council

	"Q38" : "Theme 7 â€“ Sensitive personal data and exceptions. Article 9 â€“ paragraph 2, point (h) :. â€œprocessing is necessary for the purposes of ... the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law â€¦â€¦. This would appear to apply to the processing (including sharing) of health and social care records by (and between) public authorities for the purpose of providing integrated care to their data subjects.. The applicable â€œMember State Lawâ€  is The 2014 Care Act . . Recent ICO guidance strongly suggests that consent would NOT be an appropriate condition for such processing.. However, public health authorities are still insisting on relying on consent as the condition for processing and sharing (Personal Data) with Local Authorities. . Derogation is needed to give legal certainty to Health and Local Authorities regarding appropriate condition for sharing health and social care data."

"Q21" : "Hi, please could you consider UK legislation to clarify the use of Article 9.2 in the processing of Health and Social Care information so that there will be no confusion over the use of 9.2(a) explicit consent and 9.2 (h) processing for reasons of Health and Social Care. The NHS still has a culture of \"implicit consent\" which has not a legitimising condition under GDPR.. . The UK legislation would need to make clear that the processing of special category data under 9.2 (h) can be done without explicit consent as long as the legitimising condition of 9.2 (h) is met. . Such legislation would make the processing of such data for integrated working in STPs far more effective and efficient.. . Clearly the same derogation would address data subjects being made aware of their rights to object / restrict processing and also the risks of doing so.. . Without clear legislation on this subject the NHS may continue to require explicit consent and the significant issues this will raise under GDPR",
      "Q25" : "Article 26 Joint Controllers - please could you consider UK legislation to clarify the position of public authorities engaged in legitimate data sharing.. . Should these public sector organisations, as party to an ISA, be considered as Joint Data Controllers? Each party retaining responsibilities for the data shared as defined by their \"agreement\"",
      "Q31" : "Article 87 National Identifier. . Please could you consider UK derogation for the greater use of the NHS Number for use across Health Care pathways. This will permit NHS Digital to release the number freely to any recognised Health Care organisation for use on Care related processing, public private or 3rd sector.. . Current restrictions on the access to and use of the NHS number imposed by NHS Digital make it virtually impossible to match / ratify this number and ensure the effective, efficient and safe health care.. . To do this the derogation may need to exclude the NHS number from \"special category data\"",
      "Q38" : "I work in the Public Sector, the most significant step UK government can take to minimise the burden of the GDPR on the Public Sector will be to remove the need for explicit consent 9.2 (a) from Health-Care processing when an alternative legitimising condition is available to the data controller such as 9.2 (b), (c), (f), (g), (h), (I).. . This would need to be clearly communicated to NHS Digital, NHS England, IGA, NDG and the GMC"



	Association of School and College Leaders
	"Q9" : "No comment to make.",
      "Q11" : "No comment to make.",
      "Q13" : "No comment to make.",
      "Q21" : "No comment to make",
      "Q23" : "No comment to make.",
      "Q25" : "No comment to make.",
      "Q27" : "No comment to make.",
      "Q29" : "No comment to make.",
      "Q31" : "No comment to make.",
      "Q33" : "No comment to make.",
      "Q35" : "No comment to make.",
      "Q38" : "The Government should publish clear guidance relating to the derogations so businesses are fully informed and can be well prepared."


	National Portrait Gallery

	"Q9" : "No comments",
      "Q11" : "Article 83 - General conditions for imposing administrative fines:. Comments from Records Manager - The Gallery yearly budget is circa Â£40,000,000. We receive around 40% from DCMS. In either of the above penalty cases the value of either 20,000,000 EUR or 10,000,000 EUR means that the Galley won’t be able to operate. Is there any consideration for public authorities / charities and institution of national service to have different / reduced penalties?. . Article 84 - Penalties. Comments from Records Manager -Is the DCMS planning to propose different penalties within the UK? And if so, when and at what level they might be applicable to arms length bodies?",
      "Q13" : "No comments",
      "Q15" : "Article 37 - Designation of the data protection officer . Comments from Records Manager: 37.3 In case of art sector, how is it possible to have joined DPO, who at the same time has direct reporting line to the highest level and can influence decision / processes within multiple institutions, where budget constraints may apply?. 37.5 In case of potential internal conflict of interests between DPO responsibilities and other work requirements, what are the priorities from the above list? Is this a main concern in positioning the DPO, or seniority and direct level of reporting or the knowledge and application of law?. 38.1 can you please define â€œtimely mannerâ€ . 38.2 Is DCMS expecting each of the arms length body to cut own budge to fulfil the â€œresources necessaryâ€  or is it likely that yearly budget from DCMS will have provision for implementation of the GDPR?. 38.3 Additional comments sent via email",
      "Q17" : "Comments from Records Manager:. 89.3 Is it likely that the DCMS will suggest derogation from this article? As an Archive and Library place, part of the Gallery service is to provide access to researchers where some personal data may be included in the researched material. Is it likely that there may be a change that will to affect our service to the public?",
      "Q19" : "No Comments",
      "Q21" : "No Comments",
      "Q23" : "No Comments",
      "Q25" : "Article 17 - Right to erasure ('right to be forgotten') . Comments from Records Manager:. What is the DCMS and the ICO expectation of implementation? Can you please share actual examples how this meant to be implemented considering some systems limitation in terms of functionality and not being able to perform data pseudonymisation. . For example, in case of personal data provided during gift aid gift aid and fact that as a public body we have retention schedule in place to keep financial records for +6 years, we wouldnâ€™t be able to remove all personal data within that period of time according to our retention schedule, (and I would agree that this is in accordance with paragraph 3b. above), and even after that period, our CRM do have limited functionality, therefore your implementation guidance would be much appreciated. . . Can you please define the â€œundue delayâ€ ",
      "Q27" : "Article 8 - Conditions applicable to child's consent in relation to information society services. Comments from Records Manager:. What is the DCMS and ICO expectation of implementation of this â€“ in particular where the Gallery serve public and have young adult programmes? What is the enforcement expectation from the DCMS? Please define â€œreasonable effortâ€ . Is it likely that the consent age will be lower down from the age 16? If so when and to what age? And again what is the implementation of assurance expected here?",
      "Q29" : "No Comments",
      "Q31" : "What is a â€˜task in the public interestâ€™? As a public sector, we need to bring in money to keep fulfilling our core public functions. This links to the wealth screening and profiling (partly). Article 6 - Lawfulness of processing . Comments from Records Manager:. Also what is DCMS stand on keeping personal data that: a.) is available in public domain, do we still have to inform users that we have this data? b.) do we need to have consent to keep personal data about collection owners, for example our exhibition and curatorial team do keep track of art objects and their owners, in case the Gallery would like to borrow or purchase an particular item for an exhibition or display? Does the task of public interest apply?. Comments from Senior Archive and Library Manager: We also routinely capture data about privately onwed portraits as a result of enquiries submitted to the Archive Enquiry Service. . Additional comments sent via email",
      "Q33" : "No Comments",
      "Q35" : "No Comments",
      "Q38" : "Set up a clear guidance for public sector, arm lengths body, institutions providing public service to the nation. At the moment it's not clear and the definition of public task interest would be helpful"
    

	Children's Charities' Coalition on Internet Safety

	"Q27" : "We are not in a position to argue for or against any age within the permitted range. This is for two main reasons: (1) There has been no consultation with children, parents or others with an appropriate interest in relation to the issues raised by Article 8 (this questionnaire hardly counts as consultation of the kind needed), and (2) notwithstanding that objection neither has any evidence been produced which would help illuminate the issues raised by a potential derogation e.g. which addresses levels of comprehension at different ages within the range of children's understanding of the commercial nature of many online environments and what happens to their data within those environments. The data used to justify the original age level of 13 was collected for a different purpose in 1996/97 in the USA, for a law passed in 1998. At that time the internet was unrecognisably different from what we know today. Could Article 8 cut across the Gillick Principles?",


	Registry Trust Limited

	"Q38" : "Registry Trust supports the continuation of rights in section 7 of the DPA 1998 however we have concerns about the removal of a fee for responding. . The UK data industry provides legitimate activities underpinning modern life for the general public; banking and finance, insurance, travel, social engagements either media or general public events. For companies whose business involves processing personal data there can be significant costs and impacts incurred in fulfilling DSARs. . Particularly so where proving an applicantâ€™s identity is necessary. The existence of a fee, even one at a low level, helps to prevent intentionally vexatious applications by individuals. Just as importantly it helps to prevent speculative attempts at fraud by individuals posing as someone else. Dealing with both of these is both a cost and a burden to business. A small administration fee is not a barrier to access for an authentic data subject making a genuine request for a copy of their own data."


	Research Libraries UK

	"Q17" : "The derogations related to archiving and research in Article 89 are important to ensure the accuracy and completeness of the historic record in library and archival collections, as well as the contemporary record of history, science, and culture. Additionally, many libraries and archives have already digitised 20th and 21st century collections, whose benefits would be significantly curtailed should Article 89 not be implemented.Â . . Research relies on the ability to process personal data to create insights and new findings. Libraries and archives provide access to data and tools that support this work, through our collections and by facilitating the use of research methods such as Text and Data Mining. Implementation of Article 89 will ensure that libraries and archives continue to have the ability to support high quality research in the UK.",
      "Q29" : "Given the importance of journalistic, academic, artistic and literary expression, and the role of libraries and archives in ensuring the completeness and accuracy of the contemporary and historic record, the derogations in Article 85 are required. Libraries and archives particularly those holding significant collections of audiovisual or news media that may also be published online, require Article 85 to continue to fulfil these roles.",


	Jisc

	"Q17" : "Jisc recommends that the Government should:. * use the Article 89 derogation to reproduce the current regime under s.33 of the Data Protection Act 1998 (DPA), which has enabled long-term research studies and data sets, including in health and social sciences;. * in particular, and as suggested by the European Data Protection Supervisor, apply that derogation to the forthcoming ePrivacy Regulation to permit suitably protected research on electronic communications data;. * use the Article 85 derogation, as required by the GDPR, to give academic expression and information the same free speech protection as journalistic expression has under section 32 of the DPA. . Further details of these points, and our response to the question on cost impact, will be sent by e-mail",
      "Q38" : "Probably the greatest cost impact on UK organisations will be if, after leaving the European Union, they are required to include Model Clauses in, or obtain permission from EU regulators for, every contract with an EU counter-party. We therefore consider it essential that the UK seeks and obtains a declaration of adequacy under Article 45(3) of the General Data Protection Regulation, and would be concerned if derogations or other measures in the UKâ€™s implementation risked reducing the likelihood of obtaining such a declaration."


	Henley Business School

	"Q9" : "We feel that the interpretation of the word 'derogation' has been confused with the meaning of the word 'exception' and 'exemption' that appear in the GDPR. The way the DCMS refers to 'Derogations' actually means 'exceptions' and 'exemptions' as well as the ability of a Member State to enact local laws. . . In reality, there are VERY FEW areas for derogations in the GDPR. A derogation is where a the door is left open for a Member State to walk through this and do their own thing. This is a very different situation to an exception/exemption to the general principle in the GDPR. This is compounded by the fact that exemptions under Data Protection Directive 95/46/EC will need to be moved under the GDPR.",
      "Q11" : "There needs to be clarity as to the list of personal data processing that needs prior consultation in the UK from the ICO before 25 May 2018.. . The ICO has requested criminal sanctions under Art.84, GDPR and this needs to be brought into UK law because it will focus the minds of Board directors in ensuring compliance with the GDPR.",
      "Q13" : "The Government needs to invest and encourage other industry Regulatory bodies to produce Code of Conduct and Certification process so that small-medium sized businesses can comply with the GDPR and achieve a commercial advantage with mark and seal in order to create a point of differentiation with respect to processing of personal data and build deeper trust with Data Subjects.",
      "Q15" : "There needs to guidance on the definition of risk and how you quantify it. There also appears to be discrepancy in the latest Guidance from Art.29 WP regarding sensitive data which now has financial and location data added to it and this is creating substantial confusion among clients who have in their mind the previous definition of sensitive data under the Data Protection Directive 95/46/EC.. . It would be prudent in the guidance on risk to link and categorise /define the personal data types according to the risk. . . It may be a good idea for organisations to seek prior consultation with the ICO regarding whether or not to appoint a DPO.",
      "Q17" : "This Article requires further guidance as it is unclear whether it applies to re-purposing of personal data or the personal data can be processed this way fulfilling Art.89, GDPR without including this in the Data Privacy Notice.",
      "Q19" : "This is not a derogation, it is exception.",
      "Q21" : "Again, this is not a derogation it is an exception.. . This is where local laws under the Data Protection Directive for health processing need to be brought under the GDPR or processing of personal health data relies upon explicit consent that ties in with the Nuremberg Trials after the end of the WWII.",
      "Q23" : "This is not a derogation, it is an exception under Member State law.",
      "Q25" : "These are not derogations but exceptions.",
      "Q27" : "There needs to be one age level across the UK.",
      "Q29" : "This is fine as it currently stands.",
      "Q31" : "Art.6 - GDPR is fine as it stands. Art.18 - no derogation applies. Art.28 (3)(g) - The UK needs to be very careful with this provision because it could negate the UK becoming an 'adequate country' post 2019. Art.29 - this is not a derogation. Art.32 - this is not a derogation. Art.35 - need to understand clearly where there is a legal basis in UK law, the requirements to carry out a DPIA which should tie in with the ICO's lists (required by Art.29 WP 248 DPIA Guidance) - List (1): Where the types of personal data processing require a DPIA List (2): where optional and List (3): Where not required. Art.37 - this is fine. Art.86 - not a derogation. Art.87 - this is not a derogation. Art.88 - this is fine",
      "Q33" : "Art.23 - this is fine.. . It's difficult to comment on the derogation when these have not been created!",
      "Q35" : "This is not a derogation",
      "Q38" : "There needs to be an inter-regulatory approach to supporting small - medium sized businesses to comply with the GDPR preferably using Codes of Conduct and Certification mechanisms.. . As it exists in Switzerland, the breaking of professional codes of secrecy by Directors of companies should be a criminal offence under UK law.. . The ICO should be tasked to produce a paper on the quantification of risk (which we can assist with).. . To decide whether a DPIA should be conducted, the ICO should adopt a pro forma DPIA Lite that clarifies whether a full DPIA should be carried out."


	Imperial War Museum

	"Q15" : "Under Article 37 S4 Companies offering data processing services (including cloud storage) should have a data protection officer",
      "Q17" : "Overall comment: Article 89 S1: we believe there needs to be a clear definition of \"archiving purposes in the public interest\"; archives are not just publicly funded but can also be private institutions, families/estate etc. These do not appear to be covered by the definition in Recital 158.. . Derogations Article 89 Ss 2 and 3: we believe all the derogations in these articles should be activated to preserve and protect the historic record and ensure that archives are not hindered by rights under articles 15, 16, 18,19, 20 and 21. Arrangements for archives under the current Act relating to subject access, rectification and the Section 33 exemption for research, history and statistics, work well and the use of the derogations would help preserve the status quo.",
      "Q23" : "Are there provisions which would allow employers to carry out security and DBS checks on prospective employees?",
      "Q25" : "Article 17 S3 (d): the exemption for archives is particularly important to protect the historic record",
      "Q31" : "Article 6 Ss 1, 2 and 3: A clearer definition of condition 1 (e) is required for public authorities - there are a number of public authorities responsible for raising their own revenue and perform other \"non-official\" functions and without the ability to use condition (f) or a clear definition of condition (e), these functions will be jeopardised.. . Article 86: there needs to be an exemption within the Freedom of Information Act to cover personal information in official documents - which preserves the current provision under FOI A Section 40. . Article 88: some protection is necessary to enable us to retain personnel files",
      "Q38" : "Keep people informed in good time. Produce clear and timely guidance"


	University College London

	 "Q17" : "On behalf of University College London (UCL) I would like to respond to the DCMS call for views on the General Data Protection Regulations (GDPR). The response relates to Theme 5 of the Call for views, the derogations for Archiving and research contained within Article 89 of the GDPR:. . UCL believes that the derogations for Archiving and research which are available to member states within the GDPR should be retained and applied when the GDPR comes into force in the UK, in order to preserve to the greatest extent possible the existing exemptions for â€œResearch, history and statisticsâ€  (Section 33 of the Data Protection Act 1988). From the perspective of UCL as a leading UK research university, I believe it is most important not to impose unnecessarily onerous restrictions on research activities and archives with regard to data protection legislation.",
      "Q38" : "The retention of the derogations for research and archiving should assist in reducing the possible cost of the GDPR for higher education in the UK."


	Young Scot 5Rights Youth Commission

	  "Q27" : "Derogation (Art. 8(1)) to lower age of consent for data processing: this is the independent view of a youth-led group of young people, Young Scot 5Rights Youth Commission. It does not reflect the views of Young Scot, the Scottish Government or 5Rights.. 16 for many young people is a critical age when our digital footprint attracts attention from potential employers, higher education â€“ not least our peers. Being accountable for our own data at an earlier age (e.g. 13) gives us a gentler learning curving to controlling our data, our online representation, before this critical age. If safety is the motivation, then we should focus on improving age verification methods instead â€“ moving the age of consent does little to protect. The requirement for parental consent might also inhibit young people's access to support of a more sensitive nature â€“ e.g. advice around mental health and sexuality. It is paramount that we can access our right to this information with full confidentiality.",


	West Bromwich Building Society

	 "Q17" : "In order to support profiling and behavioural modelling the Government should provide for a derogation from Article 89 and subsequently Article 18(right to restriction) and Article21( right to object) where this data is processed for statistical purposes.",


	Children's Commissioner for England

	"Q27" : "While the OCC accepts the need to specify an age at which children should be able to consent to the processing of their data, any choice of age between 13 and 16 is arbitrary. What matters, as the Commissionerâ€™s work has shown, is that all children are appropriately informed, protected and supported online. We believe all children should have access to a â€˜Digital Citizenshipâ€™ programme which ensures that they are informed about their digital engagement, from the use of their personal data to their own online behaviour and assessment of platforms, as well as how to disengage; and therefore make informed choices and thrive online. While the GDPR is concerned with the age at which children are able to give consent for use of their data, there should be greater pressure on companies to detail how this data is consequently used. Transparency through clearer T&Cs would contribute to childrenâ€™s digital understanding thereby enabling them to be agents of their online lives at any age.",


	MIB

	"Q21" : "9,2, (g) & 9,4-Claims and Underwriting Exchange (CUE) is a central database of motor,home & personal injury/industrial illness incidents reported to insurance companies which may have given rise to a claim. Information held on CUE is a powerful weapon in the fight against fraud. By enabling insurers to access details of incidents it makes it harder to successfully commit claims fraud or misrepresent claims history. This helps to keep down the cost of insurance for honest policyholders. The personal injury/ illness records can contain details of the injury/illness type (special categories of data). CUE is used by all major insurers & many self-insured organisations such as Local Authorities, passenger carriers and transport companies. None of the conditions for processing this data appear to be suitable to enable CUE to continue to process PI/illness records, We require a similar condition to DPA SCH 3 7, 1 (A) (B). Without this the industry & Consumers will be heavily impacted.",
      "Q23" : "The insurance industry currently processes data relating to criminal convictions and offences as these are used to assess the risk of a potential policyholder. MyLicence gives Insurance providers access to accurate driver information from the DVLA via a secure link. By using a data subjects driving licence number, insurance providers can use MyLicence to confirm GB driving licence holdersâ€™ entitlements, endorsements and penalty points. The benefits of this service are: accurate risk profiling, accurate pricing for consumers, a better customer experience and combatting insurance fraud. MIB and the wider insurance industry currently process this data without control of an official authority. We require circumstances whereby data relating to criminal convictions and offences can continue to be processed. The impact of Article 10 on the insurance industry is significant. . We also believe the employee vetting processes of many organisations would also be majorly impacted.",
      "Q31" : "A 6, 1 (E) & 6,2 \"We require greater clarity on what would constitute 'public interest'. Every Insurer underwriting compulsory motor insurance is obliged, by virtue of the Road Traffic Act 1988 to be a member of MIB and to contribute to its funding. Our objectives are: . â€¢ To reduce the level and impact of uninsured driving in the UK . â€¢ Compensate victims of uninsured and untraced drivers fairly and promptly . â€¢ To provide first class data asset management and specialist claims services . We manage several databases on behalf of the insurance industry. The overiding purpose of our organisation is acting in the public interest. In providing data asset managment/ specialist claims services on behalf of the industry we are constantly seeking to reduce insurance fraud, improve consumer experience, assist official authorities in enforcing laws & reguations (RTA 1988), assist the industry in complying with laws (Civil Proc Rules) and to reduce the cost of insurance for honest policyholders.",
      "Q38" : "Align the derogations to the DPA as closely as possible."


	PA Consulting

	"Q9" : "It would be really useful to have clarity on how the lead supervisory authority will be established after UK's exit from the EU, as well as the relationship model between the UK ICO and regulators in the EU countries to enable transparent governance around data protection.",
      "Q11" : "Given that the monetary amount of penalties could be very substantial, there is likely to be significant public interest in the way proceeds for fines are reinvested in to the public purse. The Government may wish to consider this and put appropriate guidance or structures in place.. . A strategy for supporting GDPR compliance for Small and Medium Enterprises (SMEs) should be developed. Currently, there is no guidance on how SMEs will achieve GDPR compliant with significantly less resources than larger corporations.. . There needs to be clearer guidance on how fines will be scaled according to the level/impact of data breach (if this the intention).",
      "Q13" : "The Government should consider the development of a GDPR â€˜certificationâ€™ that businesses can demonstrate compliance against. This will ensure the standardisation of data protection practices across industries.",
      "Q15" : "Guidance should be developed on the liabilities of third-party DPOs providing specific services to multiple clients (if any)",
      "Q19" : "It would be helpful to have clarity on the provisions and any restrictions regarding the sharing of data between the UK and EU States post-Brexit.. . Greater clarity on the adequacy of data protection laws from other jurisdictions against the GDPR will help businesses implement the relevant data transfer safeguards",
      "Q21" : "What is the data 'sensitivity' test? How will it be measured? Further guidance would be helpful around the processes and handling of data anonymisation and encryption.",
      "Q23" : "The Government could consider including personal data relating to criminal convictions and offences in to the â€˜special categoriesâ€™ of personal data (Article 9).",
      "Q25" : "It is widely recognised that implementation of right to be forgotten may be very challenging in some organisations. Could there be grounds for a \"reasonableness\" test? It would also be useful to get clearer guidance on the Governmentâ€™s position on data on data tapes, encryption and physical records in the context of Article 17.. . The deletion of data to enable a â€œright to erasureâ€  is challenging for businesses specially when it is stored in back-up tapes or maninframe systems which are difficult to maintain and change",
      "Q38" : "â€¢ A provision of standards and tools that businesses can apply, as well as associated examples to support organisations.. . â€¢ A provision of working groups and forums where businesses are able to gain answers to their questions without fear of reprimand.. . â€¢ Clarity over areas of uncertainty in the legislation will reduce costs and implementation timescales."


	Factiva Limited

	"Q21" : "Factivaâ€™s Risk & Compliance subscription only service is a key tool that empowers customers to perform a critical function squarely within the public interest: satisfying compliance requirements throughout the globe aimed at reducing relevant crimes and fraud to ensure the stability of international business and financial transactions. Customers rely on the service for access to accurate, complete information for limited purposes, including to comply with regulatory obligations such as anti-money laundering, anti-terrorism and anti-bribery regulations, and to prevent fraud. We request UK derogations to clarify that processing of sensitive data is allowable for the purposes of (1) satisfying compliance requirements (including those of a third party) imposed by the UK and other Member States aimed at reducing financial crimes and fraud, and (2) serving the substantial public interest of thwarting bribery, corruption, money laundering, terrorism, fraud and other applicable crimes.",
      "Q23" : "Factivaâ€™s Risk & Compliance subscription only service is a key tool that empowers customers to perform a critical function squarely within the public interest: satisfying compliance requirements throughout the globe aimed at reducing relevant crimes and fraud to ensure the stability of international business and financial transactions. Customers rely on the service for access to accurate, complete information for limited purposes, including to comply with regulatory obligations such as anti-money laundering, anti-terrorism and anti-bribery regulations, and to prevent fraud. We request UK derogations to clarify that processing of criminal data is allowable for the purposes of (1) satisfying compliance requirements (including those of a third party) imposed by the UK and other Member States aimed at reducing financial crimes and fraud, and (2) serving the substantial public interest of thwarting bribery, corruption, money laundering, terrorism, fraud and other applicable crimes.",


	Archives and Records Association (UK & Ireland)

	"Q9" : "The derogations that the ARA proposes here concern both THEME 1 and THEME 4, specifically the secrecy and confidentiality obligations of the Data Protection Officer at Article 38(5). We are concerned that a DPO responding to the ICOâ€™s exercising of its powers under Article 58(1) paragraphs (a) and (e) might put himself/herself in breach of the secrecy and confidentiality obligations owed to the controller (the employer) and to the data subject. Article 58(4)-(6) enables Member State law dealing with the exercising of ICOâ€™s powers. We recommend a derogation to ensure that providing information about the controller and/or the personal data to ICO when ICO has used its powers to request or require them would not be considered a breach of Article 38(5). Article 90(1) is another example relation to Article 58(1) paragraph (e) of the possibility that a DPO responding to the ICOâ€™s exercising of its powers could put himself/herself in breach of his/her confidentiality obligations.",
      "Q11" : "Article 83(7) allows Member States to lay down rules for administrative fines to be paid by public authorities and Article 84(1) allows them to lay down rules for penalties not covered by Article 83. . All archive services operate in the public interest. However, most are small units within a larger organisation such as a university, a local authority or a FTSE 100 business. If a fine becomes payable because of a mistake by such a service, any penalty should not be assessed against the turnover of the parent body, but against its own budget. The mere risk of having to pay a fine at some future point could have the real, unintended consequence of organisations deciding to shut down their archives. . The ARA recommends a derogation to allow the UK authorities to take a flexible, proportionate approach to assessing fines and/or other penalties arising from processing of records for archiving purposes in the public interest (most of which is undertaken by archive services).",
      "Q13" : "The ARA interprets Articles 40, 42 and 43 to mean that professional bodies (like ours) will have the right/responsibility to draw up our own codes of conduct, codes of practice and certification, as we have done under earlier versions of data protection legislation. However, the GDPR does not specifically mention codes of practice, an important omission for the UK profession. We have already seen unfortunate moves in other parts of the European Union to draw up compulsory codes (under Article 89) that their authors intend to apply to all member states and their professional bodies. . We therefore recommend a derogation that makes clear that these articles will not require independent professional membership bodies in member states to work to codes of conduct and practice and certification that have no practical relevance to our operational environment.",
      "Q15" : "Article 38(5) imposes confidentiality obligations on the Data Protection Officer (DPO). However, it is not clear whether the confidentiality is owed to the controller or the data subject, or both. Nor is it clear whether the duty applies to the personal data & information about the controllerâ€™s operations. . The ARA is concerned that a DPO dealing with an order from the UK ICO to provide information under Article 38(5) might find that compliance puts them in breach of the confidentiality obligations at Article 38(5). . Article 39(1) paragraph (d) requires the DPO to co-operate with the ICO. But such â€˜cooperationâ€™ could result in the DPO also being in breach of the Regulation. We recommend a derogation that makes clear that DPOs will face no penalties for complying with an ICO request, under Article 58(4)-(6).. The ARA also recommends a derogation that specifies that disclosing personal data to a data subject that has exercised rights under Articles 13-15 also does not breach Article 38(5)",
      "Q17" : "Article 89(3) lists six other Articles from which derogations can be derived. Article 15 gives data subjects various rights, including how to obtain a copy of the data. . The ARA recommends a derogation retaining Sections 7(3), 33(4) and 9A(3)-(4) of the 1998 Data Protection Act. These allow a controller to seek further information to locate the requested data, exempt subject access requests if the archives are not available for public access (e.g. are currently â€˜closedâ€™) & cover unstructured manual records (category (e) personal data), allowing a cost limit to be applied to subject access requests. .  The ARA believes that all archiving purposes are in the public interest, that the rationale for the provisions in current data protection law remain extant and have worked well with regard to archives as well as protecting individual rights, and that there should be maximum continuity in the rules as they apply to archive services.",
      "Q19" : "Many archive services and records managers have successful international partnerships beyond the EU, for example the sharing or sub-contracting of digitised data. Paragraph 1(d) of the GDPR enables transfers to take place where there are â€˜important reasons of public interest.â€™ But it is not clear which body will decide what constitutes â€˜important.â€™ . The Archives and Records Association (UK & Ireland) recommends a broad derogation to ensure that regular and routine transfers to third countries is permitted for archiving purposes in the public interest, so that such processing is not disrupted unnecessarily.",
      "Q21" : "Article 9(2) paragraph (j) of the GDPR allows processing of sensitive personal data for archiving purposes in the public interest. The ARA welcomes the fact that the EU envisages archiving of sensitive personal data, but recommends certainty that current arrangements in this regard, that have worked well, be maintained. . There is currently provision at paragraph 9 of SI 2000 No. 417 (The Data Protection (Processing of Sensitive Personal Data) Order 2000) which refers to â€˜research purposesâ€™ but has also been used by archive services. The ARA therefore recommends a derogation that allows a similar provision to Paragraph 9 of SI 2000 No. 417, to apply when processing is for archiving purposes in the public interest.",

"Q23" : "Article 10 of the GDPR requires processing of personal data relating to criminal convictions and offences to be â€˜under the control of official authorityâ€™. The ARA cannot be sure whether this processing obligation applies to all archive services that exist in the public sector, or whether the term â€˜official authorityâ€™ here has a narrow legal meaning. . Certainly archive services, particularly local government records offices, hold archives containing this type of personal data, e.g. Crown court records, coronersâ€™ records and prison records. Many, but not all, of these archives are public records under the Public Records Act 1958. . We therefore recommend a derogation that recognises the role of all archive services that hold records of criminal convictions and other personal data relating to alleged offences, including those appointed to hold public records under section 4(1) of the Public Records Act 1958, so that all can continue to accept custody of them and to preserve them.",
      "Q29" : "The Archives and Records Association (UK & Ireland) believes that there may be exceptional cases, for example major public enquiries in the public interest, where freedom of expression rights may require that journalists be permitted to have access to personal data. We therefore recommend reference to Article 85 when seeking a derogation that may apply in exceptional cases.",
      "Q31" : "Article 6 makes no explicit provision for processing for archiving purposes in the public interest. This is a major oversight that creates problems for archive services. Article 6(3) says the basis for processing using paragraph 1(e) must be laid down in Union or Member State law. These provisions do NOT cover UK universities, community archives, charitable bodies and businesses, i.e. the vast majority of archive services. The ARA notes that Article 6(2) allows Member States to adapt application of the processing rules but Article 6(3) para (b) says that they must be laid down in Member State law. There is a serious risk of unintended consequences. Without certainty that they are operating lawfully, many may choose to shut down. A derogation allowing the Secretary of State to issue clear guidance on archiving purposes in the public interest (and by extension clear language in any UK implementing GDPR legislation) so that all archive services can â€“ with confidence â€“ continue operating.",
      "Q33" : "The ARA seeks several derogations. We are opposed to Article 16 applying to archives. Archive services protect the integrity of the historical record. This underpins a number of basic rights, notably free expression, redress and accountability. Even incomplete or erroneous data may be important historically. . On Article 18, the ARA believes that this right should only result in data in archives being removed from public access. Storage and preservation of the data should continue until it ceases to be personal data. Individual notifications each time personal data has been disclosed would create disproportionate effort and burdens for small archive services & result in closures. Article 20 should not apply to processing for archiving purposes in the public interest, as the original data itself is not actually leaving the archive service. . Archives are exposed in Article 21 by the failure to mention â€˜archiving purposes in the public interestâ€™ (â€˜research purposesâ€™ is insufficient).",
      "Q35" : "Freedom of religion is a fundamental right and related to freedom of expression and the UN Charter. The ARA believes that any obligations on religious archives under the GDPR should reconcile with the provisions of Article 85.",
      "Q38" : "The ARA has referenced this issue in comments and recommendations on THEMES 1,2,4,5,6,11 and 12. As an example, under THEME 5, GDPR Article 15(3) requires that a data subject requesting a copy of his/her personal data by electronic means, should be given such a copy in electronic form. Most personal data within archive services (and some held by records managers) is not held electronically, and any obligation on them to digitise material so as to supply digital copies could impose (for many in the private and voluntary sectors) a significant additional and unjustifiable cost to operations. The ARA therefore recommends a derogation from the obligation to digitise personal data, even if the request was received by email."



	Electronic Frontier Foundation

	"Q11" : "Relating to article 83: the fines provided under the GDRP are extremely high, potentially putting an Internet platform out of business for a single mishandled erasure request. Apart from the damaging flow-on effects to the users of that platform, there is also an inevitable chilling effect whereby platforms will be inclined to over-remove content for fear of crushing liability. Here there is the possibility for the UK to ensure that there are procedural safeguards that would limit the imposition of penalties, and/or cap those penalties, to take account of of the effects of excessive fines on users' information and free expression rights.",
      "Q25" : "Under article 17.3, there is the scope for erasure requests to be refused in cases where they conflict with expression and information rights. The UK should ensure that this limits the impact of the provision on Internet platforms such as social networking sites, in respect of information about third parties provided by their users. For example, the ability to require Facebook or Twitter to \"forget\" a posting that a user makes about a politician or celebrity should be very tightly circumscribed, in order to safeguard the posting user's free expression rights, and the information rights of the platform's other users.",
      "Q29" : "UK law should enshrine derogations that protect freedom of expression online, and guard against platforms simply removing all challenged content to avoid the risk of liability. This can be done by drawing a distinction between personal information gathered by a platform, and publicly available information that has been shared online by its users, and procedurally excluding the latter from the right to erasure. Procedures should also be set in place to ensure that platforms do not over-remove content for which removal has been improperly requested.",
      "Q31" : "As to article 6, the UK may clarify the legitimacy of online expression being processed by online platforms, such as social networking websites, that host that expression.",
      "Q33" : "Significant scope exists here for the expression and information rights of Internet users to be protected by ensuring that platforms do not act on erasure requests that are inaccurate or overreaching. These include by eliminating \"manifestly unfounded\" requests under Articles 12, limiting under Articles 14 and 15 the disclosure of online speakers' personal information, under Article 18 ensuring that restriction of processing does not occur without a substantive examination of the merits of the claim, clarifying Article 18.2's exception for \"the protection of the rights of another natural or legal person\" to minimise the overlap with defamation law, and under Article 21 identifying freedom of expression and information rights as legitimate grounds for the processing of publicly available data on online platforms.",
      "Q38" : "As much as possible should be done to ensure that the GDPR does not create unintended responsibilities for online platforms to remove information that was submitted to them by a user in the exercise of that user's rights of free expression. Examples of how that can be done have been given in answer to previous questions in this survey."


	Reporters Committee for Freedom of the Press

	"Q25" : "I. Extending Article 17â€™s Right To Be Forgotten Requirement To Online Platforms Threatens Obligations Under International Law To Protect Freedom of Information.. . Since the Google Spain decision in 2014, â€œright to be forgottenâ€  obligations have applied to search engines such as Google or Bing, but have not been extended to Online Service Providers (â€œOSPsâ€ ) such as Facebook or Twitter. Under the GDPR, individual EU Member States are required to implement derogation policies to reconcile free expression interests with privacy concerns. When considering this balance and implementing their own policies, Member States should recognize that applying the â€œerasureâ€  obligations of Article 17 to digital platforms will directly affect the ability of the news media to report on newsworthy events. By extension, the publicâ€™s interest in receiving newsworthy information will be curtailed. In order to respect obligations under international law, Article 17 should not be extended to these platforms.",
      "Q29" : "I. Member States Should Apply Article 85 Broadly To Defend International Principles Protecting The Flow Of Information To The Public. . . Article 85 of the GDPR states that Member States â€œshall by law reconcile the right to the protection of personal data pursuant to this Regulation with the right to freedom of expression and information[.]â€  Art. 85.1. Following this principle, Article 85 requires Member States to create special exemptions for journalistic purposes â€œif they are necessary to reconcile the right to the protection of personal data with the freedom of expression and information.â€  Art. 85.2. These concepts are vitally important but Article 85 does not elaborate on them. Member States must therefore give this language the broadest possible interpretation so that it may serve its intended purpose.",


	University of Keele

	"Q31" : "Theme 12 â€“ Processing of Data. . We are concerned that there is currently much uncertainty with regards to the status of Universities as â€˜public authoritiesâ€™ for the purpose of the GDPR. If we are to be treated as public authorities then it would appear that for many non-core activities â€“ including more â€˜commercialâ€™ type activities, and activities such as alumni services â€“ we will struggle to identify a practical processing condition (given that the â€˜legitimate interestâ€™ condition (Art 6(1)(f)) would be unavailable and that consent (Art 6(1)(a)) may prohibitively impractical).. It appears clear that the reasoning behind the exclusion of Art 6(1)(f) is that â€˜Given that it is for the legislator to provide by law for the legal basis for public authorities to process personal data, that [Art 6(1)(f)] legal basis should not apply to the processing by public authorities in the performance of their tasksâ€™ (Recital 47). . Therefore if we are to be considered public authorities for the purpose of t",


	Data analysts User Group

	"Q17" : "The derogation allowed in article 89.2 should allow for the inclusion of the widest data possible in the generation of base line statistics, so that citizens do not have the automatic right to be excluded from the generation of collective estimates and non-disclosive population estimates. This is essential to allow for non-discriminating comparisons to be maintained and tracked. The tendency to opt-out of research and statistics shows clear bias and distortion, not so much in standard demographics like age and gender, but rather in attitude and behaviour.",
      "Q31" : "Article 18(1)(d) refers to the right of the citizen to suspend processing until the legitimate interests claimed by the controller are established relating to Article 21(6). The derogation should make clear how important it is to allow unbiased sourcing of personal data used for statistical purposes, this has the danger to invalidate statistical processes by generating biased and unrepresentative values. This has the possibility to generate discriminatory outputs and effects which because of this bias may well be undetectable and will likely get lost as a collective statistical value is used in environments that are removed from their original calculation.",
      "Q38" : "There is a clear risk to the costs of doing business that exist within the rights for subjects to obtain a copy of the personal data, article 15(3) apparently without cost. This raises the possibility of veracious requests by coordinated groups. It is also not clear how business can legitimately conduct verification tests in order to meet their obligation under Article 15(4) to protect the rights of others by inadvertently disclosing data to another party.. . The Government can provide some clarity as to how business can protect and recover associated costs."


	Liverpool Victoria Friendly Society


	"Q9" : "LV= has no concerns over the definition and responsibilities of the Supervisory Authority. We understand that the UK Supervisory Authority will be the Information Commissionerâ€™s Office.",
      "Q11" : "LV= has no concerns over the sanctions element of the regulation.",
      "Q13" : "LV= has no concerns over the requirements to demonstrate compliance.",
      "Q15" : "LV= has no concerns over the requirement or role of the Data Protection Officer.",
      "Q17" : "LV= has no concerns over the restrictions and considerations for Archiving and Research",
      "Q19" : "LV= sees a number of concerns over the practicality of the requirements concerning third country transfers, however, we understand the intent and the necessity.",
      "Q21" : "Consent. As per the ABIâ€™s response to the ICO concerning Profiling and Automated Decision Making, LV= continue to be deeply concerned that relying on explicit consent under Article 9 will prevent customers being able to access and obtain insurance on behalf of family, friends and children. Third party insurance cover is provided to benefit the third party and is commonly arranged by one policyholder on behalf of third parties for example when adding a named driver to the policy; travel insurance for a family or group of named individuals; private medical insurance for members of the main policyholderâ€™s family. . The interpretation of consent in the ICO guidance has increased our concerns by suggesting that if consent is a precondition of services it is unlikely to be a legitimate basis for processing. Health data is fundamental to providing most insurance products. This means without it the service cannot be provided and provision of explicit consent to process health data is therefore a",
      "Q23" : "Under Directive 95/46/EC \"Processing of data relating to offences, criminal convictions or security measures may be carried out only under the control of official authority, or if suitable specific safeguards are provided under national lawâ€¦\". . The UK implemented the Data Protection Act 1998 and included criminal convictions data within the definition of \"sensitive personal data\" which therefore provides \"suitable specific safeguards\". Insurers are therefore currently able to process criminal convictions data in reliance on one of the processing conditions set out in Schedule 3 of the DPA. . Article 10 of the GDPR appears to restrict processing of criminal conviction data unless: .   it is explicitly authorised by UK law â€“ maintaining the current arrangements will not be adequate as consent alone is not an adequate basis for processing or holding this data under GDPR; and .   such authorising law provides for appropriate safeguards for data subjects. . This removes the ability currently wi",
      "Q25" : "LV= sees a number of concerns over the practicality of the requirements concerning rights and remedies, however, we understand the intent and the necessity.",
      "Q27" : "LV= has no concerns over the processing of Childrenâ€™s personal data by online services element of the regulation.",
      "Q29" : "LV= has no concerns over the Freedom of Expression in the Media element of the regulation.",
      "Q31" : "Insurers use fraud databases, including the Insurance Fraud Register (IFR) and the Health Insurance Counter Fraud Database (â€œHICFGâ€ ), use of which can lead to referrals to the National Crime Agency (NCA). These registers are currently permitted through existing exemptions (Data Protection Act 1998 and the Serious Crime Act 2007) which permit insurance companies to cross-check against fraudulent behaviour. . CIFAS and the Insurance Fraud Bureau (that operates the IFR) have Specified Anti-Fraud Organisation (SAFO) status (awarded under Section 68 of the Serious Crime Act 2007) meaning that they are trusted to share data with public sector bodies for the purposes of preventing fraud. Databases help to prevent fraud and support compliance with requirements from the Proceeds of Crime Act and 4th Money Laundering Directive. . Employee screening within financial services is currently undertaken through the Disclosure Barring Service (DBS). This provides an assurance that potential employees in",
      "Q33" : "LV= would like to include another restriction under Article 23 (Restrictions) that is â€œnecessary and proportionate measure in a democratic society to safeguard:â€ . The prevention, investigation, detection or prosecution of criminal offences (or breaches of ethics in regulated professions).. Under DPA, this information is classes as â€˜sensitiveâ€™ personal data and various processing exemptions were included. LV= would like to see similar exemptions provided for under the GDPR.",
      "Q35" : "LV= has no concerns over the rules surrounding Churches and Religious Associations.",
      "Q38" : "We are not currently able to establish the cost of the project but the opportunity lost has been estimated as being in excess of Â£25M.. In order to minimise the cost to comply, it would be helpful to set out the expectations for an amnesty period, particularly for existing data (as distinct to data collected post May 25th 2018) to meet the full scope of the GDPR. Some of the changes involve substantial change to our operating systems and processes and the degree of change required will prevent in flight activities from continuing should we need to comply with all requirements of the legislation.. The timing of the derogations will be crucial to our ability to comply with the legislation. The two key areas contained in this response (Grounds for processing Sensitive personal data and provisions for the processing of Criminal Conviction data) are a significant change to the Insurance industry and, should legislation not be forthcoming, we will need to implement complex changes throughout o"

	Finance & Leasing Association

	"Q9" : "We have no views.",
      "Q11" : "Article 84 - Penalties. GDPR Article 84(1) permits Member States to lay down rules on other penalties applicable to infringements which are not subject to administrative fines in Article 83. . . Firstly, would this go beyond the existing law? Secondly, weâ€™d like clarification on what this might include, for example are fines levied for certain offences in other Member States but not in the UK?",
      "Q13" : "We believe that the ICO is best place to take a view on and deliver a code of conduct. Any standalone codes would in any event have to be signed off by the ICO.",
      "Q15" : "We have no views.",
      "Q17" : "We have no views.",
      "Q19" : "We have no views.",
      "Q21" : "We believe that article 9 provides the appropriate level of coverage. We are therefore opposed to use by the UK of the derogations provided. If the Government or stakeholders have in mind suggestions for applying article 9 to new categories then we would like to be consulted. We would also emphasise the need for any proposed changes by UK Government to be consistent with sector rules, for example the FCAâ€™s rules on vulnerable consumers.",
      "Q23" : "Derogation is required to support employment screening in relation to jobs where a previous conviction or offence would be an issue of serious concern. These will not always be situations where failure to conduct a check would breach other regulations. They may also include situations where there is no legal requirement yet checks are clearly justified. Examples would include working in financial services (in roles not formally designated by the FCA to require such checks) or in other areas where roles have the capability to facilitate fraud or other offences, and working with vulnerable persons. . . We understand that the Home Office will be designated as the official authority. Given that the Home Office has not been active in this area, it is essential that it puts measures in place as soon as possible to enable the processing of criminal conviction data.",
      "Q25" : "Art. 22 - Suitable derogations should be created to support the use of automated decision making / profiling to protect against fraud. This will need to be done carefully as GDPR could be interpreted to cover more ground than under the DPD 1995. . . In a credit context, fraud can include first party fraud where a borrower legitimately obtains credit but has no intention of repaying it e.g. by misstating their commitments or income at application or changing address in an attempt to distance themselves from debts and mislead lenders or via misrepresentation of identity. It is important that derogation supports the need to prevent all frauds of these kinds. . . Art. 80 â€“ UK law should carefully define how relevant not-for-profit entities must be constituted and authorised to exercise rights on behalf of data subjects, to avoid any unintended consequences that might conflict with consumer interests. The Consumer Rights Act class action provisions could be drawn on to create consistency.",
      "Q27" : "We have no views.",
      "Q29" : "We have no views.",
      "Q31" : "Article 6 â€“ Lawfulness of processing. It is not clear what the intention is behind the derogations set out in article 6. FLA members wish to implement the provisions in article 6 right away so therefore do not wish to see any further changes introduced. . . Article 18 â€“ Right to restriction of processing. The right to restrict processing carries with it a clear risk that it could be abused by individuals who challenge processing for unrelated reasons. For example, an individual might seeks to conceal information about themselves in order to secure an advantage, by challenging the continued processing of that information. There is protection here of the rights of another natural or legal person, but consideration could be given to strengthening this through derogation.",
      "Q33" : "Article 29 â€“ Processing under the authority of the controller or processor. We would like the DCMS to safeguard the restrictions that currently exist under article 29(3) of the Data Protection Act, for example the prevention or detection of crime.",
      "Q35" : "We have no views.",
      "Q38" : "We believe that current exemptions should be continued unchanged so far as is possible in order to reduce the burden on industry, with the exception of specific enhancements such as those we mention above. The cost of uncertainty to business must also be recognised, and we request that a draft of the final form of derogations should be shared as soon as is practicable."


	NSPCC

	"Q11" : "Please refer to email.",
      "Q17" : "Article 89. . Paragraph 2: We ask that the UK Regulations provide for derogations from the rights referred to in Articles 15, 16, 18, and 21. The derogations should be similar to those in s33 of the Data Protection Act 1998.. . Paragraph 3: We welcome the provision for derogations in relation to archiving purposes which are in the public interest. We ask that the UK Regulations provide for derogations from the rights referred to in Articles 15, 16, 18, 19, 20 and 21. . . Please see email for background information.",
      "Q19" : "Article 49. . 1, d, 4 and 5: We ask that transfers to third countries for reasons of protecting any child from the risk of harm are recognised as being necessary for important reasons of public interest. We ask that the UK Regulations should make that clear.",
      "Q21" : "Please see our email.",
      "Q23" : "We ask that the UK Regulations provide for cases where the processing of personal data relating to criminal convictions and offences is authorised in UK law. In particular, we ask for provisions equivalent to s29 (1) and (3) of the Data Protection Act, and SI 2000 No. 417, sections 1, 2 and 9. . Background: the NSPCCâ€™s child protection Helpline receives allegations about criminal offences. This data is passed to social services and the police for investigation. The NSPCC does not itself investigate alleged offences but may receive feedback from social services and police as to the outcome of their investigations. The NSPCC is sometimes required to disclose personal data relating to criminal offences for the purpose of evidence in criminal proceedings. We also process data about criminal offences allegations in the course of providing our Childline confidential counselling service and our social work with children and families.",
      "Q25" : "Please see our email.",
      "Q27" : "Please see our email.",
      "Q29" : "Article 85. . We ask for derogations as permitted in paragraph 2 which in line with those in s32 of the Data Protection Act. We support responsible journalism where publication is in the public interest.",
      "Q31" : "Article 6, 2 c and e, and 3 (Lawfulness of processing) . - and Article 18, 2, and Article 88 (processing in the context of employment).. . We ask that the legal bases for processing (fair processing conditions) as expressed currently in Schedules 2 and 3 of the Data Protection Act, and SI 2000 No.417 are incorporated in the UK Regulations as permitted by Article 6. This is particularly important for us where we are carrying out processing in the public interest of protecting children from harm.. . Article 88, 1 We ask that the UK Regulations provide rules for not only employees but for other types of worker and for volunteers who work to help deliver our services.",
      "Q33" : "Please see our email.",


	Samaritans

	  "Q21" : "Samaritans provides confidential emotional support to people who are struggling to cope with a variety of problems including those who are experiencing suicidal thoughts. To date Samaritans has relied on the substantial public interest condition contained within para 4 of The Data Protection (Processing of Sensitive Personal Data) Order 2000. This covers processing that is necessary for the discharge of any function which is designed for the provision of confidential counselling, advice, support or any other service. . We note that General Data Protection Regulation, Article 9, Paragraph 2(g) enables processing of sensitive personal data which is necessary for reasons of substantial public interest. We would see the provision of confidential counselling falling within this category. We would ask that this condition for processing sensitive personal data be represented in the derogations policy and that it be reflected in UK law or an update to the Data Protection Order 2000.",

About Samaritans
 
Samaritans is the UK and Ireland’s largest suicide prevention charity, taking 5.4 million calls for help a year – that’s someone contacting us every six seconds. We have 201 branches, with over 20,000 trained volunteers. We also work in a wide range of community settings, including prisons, schools, workplaces, railways, hospitals and offer training, and support where it’s most needed, working across prevention, crisis support and postvention.
 
Samaritans’ vision is that fewer people die by suicide. We work to achieve this by making it our mission to alleviate emotional distress and reduce the incidence of suicidal feelings and behaviour. We do this by:
 
Being available 24 hours a day to provide confidential, non-judgemental emotional support for people who are struggling to cope, including those who have had thoughts of suicide.
Reaching out to high risk groups and communities to reduce the risk of suicide
Working in partnership with other organisations, agencies and experts
Influencing public policy and raising awareness of the challenges of reducing suicide
 
Supporting Evidence to Theme 7:  Sensitive Personal Data And Exceptions
 
Samaritans provides confidential emotional support to people who are struggling to cope with a variety of problems including those who are experiencing suicidal thoughts.  To provide our service, we need to record some information about the people we speak to including sensitive personal data.  This is so that we can ensure callers receive the appropriate level of support on a consistent basis, understand and manage demand for the service, and address misuse of the service.  The way in which we record data allows us to associate a caller with a specific encrypted telephone number or email addresses and recognise their use of the service, without knowing the identity of the caller. 
 
To date Samaritans has relied on a substantial public interest condition contained within The Data Protection (Processing of Sensitive Personal Data) Order 2000.  The Schedule sets out circumstances in which sensitive personal data may be processed and includes the following (paragraph 4):
 
 The processing—
(a) is in the substantial public interest;
(b) is necessary for the discharge of any function which is designed for the provision of confidential counselling, advice, support or any other service; and
(c) is carried out without the explicit consent of the data subject because the processing—
(i) is necessary in a case where consent cannot be given by the data subject,
(ii) is necessary in a case where the data controller cannot reasonably be expected to obtain the explicit consent of the data subject, or
(iii) must necessarily be carried out without the explicit consent of the data subject being sought so as not to prejudice the provision of that counselling, advice, support or other service.
 
We rely on this condition for processing because it would not be possible in each contact to ask for consent to record personal data as many callers are in a state of distress or anxiety at the time they contact us.
 
We note that General Data Protection Regulation, Article 9, Paragraph 2(g) enables processing of sensitive personal data which is necessary for reasons of substantial public interest, on the basis of Union or Member State law.  We would see the provision of confidential counselling, advice, support or any other service falling within this category.  We would therefore ask that this condition for processing sensitive personal data be represented in the derogations policy and that it will be reflected in UK law or an update to the Data Protection (Processing of Sensitive Personal Data) Order 2000.



	British Toy & Hobby Association

	"Q27" : "(38). We agree that children merit specific protection however we would ask for a number of derogations to ensure quality, age-appropriate content is able to be created and used by children.. We ask that parental consent NOT be required when a child-directed website is required to collectÂ anonymous or pseudonymized information.Â . We would ask for persistent identifiers to not be within the definition of data that needs parental consent. . We ask for an exemption to parental consent for the collection of a childâ€™s online contact information forÂ one-time useÂ when theÂ sole purpose of the collection is to respond to a childâ€™s request.. I have supplied supporting text by email.",
      "Q38" : "For parental consent and child data protection we would ask that as much as possible to rules follow the COPPA system. Companies have been conforming to COPPA for some time and this would alleviate some of the cost burden by avoiding a second and differing system.. . We would ask that legitimate interest rules are allowed when there is no danger in the data requested."


	Future Care Capital

	"Q11" : "Article 36: Future Care Capital welcomes (5). . . We believe the government should proactively build trust in recently introduced powers provided for in the Digital Economy Act (2016), and consider whether . . (a) consulting the ICO and/or National Data Guardian; . (b) obtaining prior authorisation; and/or. (c) publishing the purposes of any processing agreed to by them in the interests of transparency . . should be incorporated into the Code of Practice to be developed in respect of health and care data processing.. . We believe a commitment to such safeguards and transparency would help prevent adverse media coverage with the potential to impact public confidence as per recent cases involving . (I) Royal Free London NHS Foundation Trust and Google subsidiary DeepMind; and . (ii) the Department of Health and Home Office.",
      "Q19" : "We welcome the provisions regarding Third Country Transfers clarified by the Commission in January 2017 and echo concerns articulated by MEPs 06/04/17 surrounding the EU-US Privacy Shield. It is imperative the UK commits to introducing and maintaining the best possible data protection provisions pursuant with the requirements but, also, the spirit of the GDPR. The spirit of the GDPR concerns â€˜free movement of dataâ€™ across borders, with appropriate safeguards, in recognition of the benefits that are expected to flow from the same in view of new/emergent technologies. The government should nurture a competitive advantage in health and care-driven innovation and enterprise by pioneering cutting-edge data sharing and onward re-use provisions and controls for individuals, as well as a leading-edge algorithmic assessment and monitoring capability. It should encourage a transition from passive health/care data subjects and service recipients, to active data generators and service co-producers",
      "Q21" : "Article 9: The derogations afford Member states considerable latitude to shape sensitive personal data processing, and we note that suggested amendments to the Digital Economy Act (2016) which would otherwise have resulted in draft Codes of Conduct concerning health and care data being rendered subject to public consultation, were not agreed to during recent parliamentary â€˜wash upâ€™ period. . . We believe the government should proactively build trust in recently introduced powers provided for in the Digital Economy Act (2016) which will affect the processing of sensitive personal health and care data, and consider whether . . (a) consulting the ICO and/or National Data Guardian; . (b) obtaining prior authorisation; and/or. (c) publishing the purposes of any processing agreed to by them in the interests of transparency. . should be incorporated into the Code of Practice to be developed in respect of sensitive health and care data processing.",
      "Q25" : "Article 22: We are crowd-sourcing information to better understand peoplesâ€™ motivations and explore the scope to build trust between data subjects, controllers and processors in relation to health and care data, because machine learning, AI or â€˜cognitive servicesâ€™ are liable to exacerbate well-researched public concern, unless appropriate safeguards and transparency are pursued and adverse media coverage with the potential to impact public confidence avoided. However, transparency alone is unlikely to prove sufficient, as recent submissions to the Science and Technology Committee about algorithmic decision-making attest to. The challenge is not limited to technology - it also concerns education to empower data subjects to make use of pertinent remedies. Government should consider how it can promote understanding of technological advancements where they pertain to automated decision-making: a 'no decision about me, without me' fit for the C21st.",
      "Q31" : "Article 32: Future Care Capital welcomes provisions in the GDPR concerned with â€˜security of processingâ€™, for so long as anonymised health and care data which is not covered by it is sufficiently safeguarded in pertinent UK legislation to further build trust in data generation, sharing and re-use by third parties in future. We otherwise note that Article 32 could, disproportionately, favour data processing of sensitive data by a relatively small number of large data processors which, in and of itself, risks perpetuating data analytic monopolies â€“ with ramifications for what we believe are currently inadequate anti-trust measures as well as provisions to stimulate innovation and enterprise in our universities and SMEs in relation to health and care.",
      "Q38" : "We recommend the government explores further the potential for UK universities to work with SMEâ€™s and charities to process health and care data in a GDPR compliant manner to ensure that the scope for them to innovate, compete for service provision opportunities and generate earned income is not adversely impacted."


	More Partnership

	"Q9" : "None",
      "Q11" : "With regard to Article 36(5), we do not consider that additional requirements should be introduced whereby data controllers should consult with the ICO following a Data Protection Impact Assessment as the conditions already set out in the Article are sufficient to ensure that the rights and freedoms of data subjects are protected.. . With regard to Article 83(7), we do not consider that public authorities should be subject to administrative fines, or at least that any fines levied on them should be proportionately reduced, especially in light of the wide range of additional corrective powers granted to the ICO under Article 58(2). For the same reason we do not consider that any additional penalties should be introduced under Article 84(1).",
      "Q13" : "It is conceivable that the Information Commissioner will want to refer to the Fundraising Code of Practice established by the new Fundraising Regulator. It will very important, if ICO does decide to do this, to contextualise the Fundraising Regulator's code. Aspects of fundraising which are entirely unacceptable in some circumstances are completely appropriate in others. Similarly, the Fundraising Regulator advises that \"typcally\" consent should last two years. But that very general statement is at risk of being applied as much to someone who has given Â£3 by text as a result of seeing an advertisement in the tube as it does to someone who is a lifelong supporter of a theatre, local community group or the university at which they studied. Thus, if Fundraising Regulator's Code is to be used it must be contextualised. The Regulator has produced other guidance, none of which should be regarded as having the same force as the core Code of Practice.",
      "Q15" : "None",
      "Q17" : "There is a risk that over zealous compliance officers, egged on by the currently assertive regime at ICO will delete information vital for both the public interest and for a proper understanding of our history. Although GDPR requires a minimum of data to be collected, and then only for as long as is necessary, practices should be developed which ask the question \"what is the long term impact of deleting this?\" in addition to the GDPR mandated \"do we have any justification for keeping it.\"",
      "Q19" : "We consider that â€˜transfersâ€™ of personal data wherein members of a data controllerâ€™s staff travel overseas on business and consult personal data held on an electronic device (whether directly or by accessing a server based in the UK), should be regarded as a transfer in the public interest. This should be on the explicit condition that other safeguards are in place to protect the personal data, including but not limited to the security measures listed in Article 32. While we recognise that this type of transfer might not have been the primary driver behind the wording of Article 49(1)(d), it is our view that, without such a finding, the removal of the ability to make such a transfer following the data controllerâ€™s self-assessment of adequacy (as currently permitted under the Data Protection Act 1998) will have major adverse consequences to the operations of many data controllers that operate internationally without having offices in those third countries.",
      "Q21" : "None",
      "Q23" : "None",
      "Q25" : "With regard to Article 17(3)(b), we consider that it is a task carried out in the public interest for public educational institutions to retain indefinitely proper records of their current and former students and accordingly processing for this purpose should be exempt from the right to erasure.",
      "Q27" : "None",
      "Q29" : "None",
      "Q31" : "We want to draw attention to the exceptional problems being caused for organisations which are both publicly funded and which are charities - i.e. universities, publicly funded museums etc. because of the exclusion under Recital 47 in respect of processing under Article 6(1)(f). While it looks as if these bodies (whose very definition remains uncertain) may be able to rely on Article 6(1)(f) for processes not covered under Article 6(1)(e), for example fundraising and marketing, this is by no means certain. Hundred of hours of time are currently being used in these bodies considering how to plan post-GDPR compliance against a background of a complete lack of clarity about the most fundamental aspect of that compliance - namely what ground for lawful processing will be available. This is not simply a technical problem since the determination of which aspect of Art 6(1) to rely upon has a fundamental impact on proper compliance.",
      "Q38" : "The government, through HEFCE, DCMS and the Cabinet Office has encouraged philanthropy to public institutions for some time. GDPR is a major threat to this unless these bodies are able to rely on Art 6(1)(f) for tasks not covered by Art 6(1)(e). Clarity is urgently needed over:. . 1) what are public authorities, . 2) what grounds they may rely on for lawful processing in respect of non statutory tasks. We argue that Art 6(1)(f) is essential if these bodies are to continue their current activities.. . More generally, ICO has adopted a restrictive line on what is Legitimate Interest and also on use of public domain data. It has promised guidance on the former \"before the end of the year\" while its assertions on the latter in respect of fundraising appear to be un-evidenced. It is vital that GDPR is not used as an opportunity to \"gold-plate\" compliance beyond the law, and that wide, properly evidenced consultation is carried out before this urgently needed guidance is released."


	UKAS
	"Q13" : "UKAS would draw DCMS attention to Paragraph 1 (a) and (b) which states that certification bodies can be accredited by â€œ Supervisory authority which is compete pursuant to Article 55 or Article 56 â€  or by â€œ the national accreditation body named in accordance with Regulation (EC) No 765/2008 of the European Parliament and of the Council (1) in accordance with EN-ISO/IEC 17065/2012 and with the additional requirements established by the supervisory authority which is competent pursuant to Article 55 or 56â€ . . The wording in this paragraph ( and in Article 58, paragraph 3 (e) to which this Article is pursant ) is in direct conflict with Chapter 1 paragraph 10 Regulation (EC) No 765/2008 which defines accreditation as being performed solely by the national accreditation body:. . â€œ: accreditationâ€™ shall mean an attestation by a national accreditation body that a conformity assessment body meets the requirements set by harmonised standards and, where applicable, any additional requirements i",


	Museum of London

	"Q15" : "In reference to article 38 it would be useful to have clarity around where it is expected a data protection officer would sit in an organisation. The article states that 'the data protection officer shall directly report to the highest management level of the controller or the processor' - in practical terms does this mean it is expected to be a director level appointment reporting in at that level, or would it be appropriate for it to be at a lower level e.g. records manager?",
      "Q17" : "How will archiving in the public interest be defined? Can we be sure that existing archive material, and that collected in future, will be exempt from rectification, notification and subject access for example?",
      "Q31" : "Under Article 6, how are tasks carried out in the public interest under part (e) being defined? As a museum we carry out fundraising, marketing and other communications which we feel should be considered as acting in the public interest, and therefore exempt from the mandatory consent requirement under GDPR. Museums are constantly striving to make themselves more self-sustaining by undertaking these activities, and if successful, this helps to ease the burden on the public purse - it would be a step backwards if GDPR cut off this avenue of revenue generation. Museums (and other charities) have also undertaken prospect research, certain interpretations of the GDPR make this problematic - at what point would we need to seek permission for this research? Or could we use Article 6(f) to justify it, saying it is a legitimate interest? Again, this kind of research is vital in allowing the Museum to continue its work without increasing demand for public funding.",


	Group Risk Development

	"Q19" : "Insurers and Reinsurers are often multi-national companies. In some cases information may need to pass to a third country. We believe that this should be acceptable in the context of Group risk as either. . â€¢ the organisation to which the data will be in a country that has adequacy under Article 45 (3), or. â€¢ Article 49 1 (c) applies. . See our emailed response for the wider context",
      "Q21" : "Sensitive personal data is usually provided with the employee's explicit consent, so Article 9 2 (a) applies.. . There may be some circumstances where the employee could not complete a form to support a valid claim, for example if they were in a coma. In this case Article 9 2 (c) applies. . However there is one area where new legislation will be needed to support current practices.. . The current DP Act has statutory instrument 417 which allows for underwriting of family history. When the GDPR replaces the DP Act this statutory instrument will disappear. Therefore we will need to have this re-enacted or included within the GDPR otherwise the only way that family history can be used in the medical underwriting process will be with the explicit consent of the family member.",
      "Q31" : "This section is the most significant in the context of Group Risk, especially considering the impact it will could on business. This forms the majority of the response we have sent, focussing on Article 88.. . In a worst case scenario, the administration overheads and potential reduction in availability of benefit may cause employers to drop these benefits, to the detriment of employees. The Government and wider society may also be adversely affected, as without the financial benefit there may be a greater call on State benefits.. . Therefore we suggest that the regulations implementing Article 88 in the UK should specifically allow for the transfer of sufficient personal data from the employer to third parties for the provision of benefits for the employee, without the need for specific employee consent for each individual benefit.. . Ideally this would be a general derogation for employer provided benefits. However if a list of exempt benefits is required we will assist in its drafting.",
      "Q38" : "We would also suggest that DCMS and the ICO work with employers and provider organisations to provide guidance for employers on the issues of providing employee benefits. This will remove any unnecessary concerns and perceived barriers to business. GRiD is willing to contribute to this to ensure that any definitions are sufficient to facilitate this business without indirectly extending beyond the desired scope."


	General Medical Council

	 "Q9" : "Article 58: Powers â€“ The Government should consider including powers for the Supervisory Authority to bring criminal proceedings against individuals in cases equivalent to the current offence under section 55 of the Data Protection Act 1998.",
      "Q11" : "Article 36: Prior Consultation â€“ If the Government introduces a requirement for consultation with and prior authorisation from the Supervisory Authority in respect of processing for tasks carried out in the public interest, we would suggest that it is subject to a threshold so that it is not a routine requirement in all processing scenarios. The timescales involved in prior consultation as set out in Article 36(2) would be likely to have a significant operational impact on processing for tasks carried out in the public interest.. . FURTHER INFORMATION SUBMITTED BY EMAIL",
      "Q13" : "No comments",
      "Q15" : "Article 38: Position of the data protection officer â€“ There should be an exemption from the secrecy/confidentiality obligations of the data protection officer to allow disclosure of information in the public interest to the Supervisory Authority or others as required e.g. Information Tribunal, courts, insurers etc. and for public interest disclosures.",
      "Q17" : "See separate email submission",
      "Q19" : "Article 49: Derogations for specific situations - The GMC actively shares, and receives, doctor-related Fitness to Practise data with overseas regulators (using the Internal Market Information system for EU regulators) and we would want this to continue for patient safety reasons. A specific derogation for sharing for regulatory functions and/or patient safety may be useful to facilitate this.",
      "Q21" : "See separate email submission",
      "Q23" : "Article 10: Processing of personal data relating to criminal convictions and offences - The GMC does not have powers to prosecute, but it is crucial that we are able to process information relating to criminal convictions and offences, for example because this may form a head of impairment in relation to an individual doctorâ€™s fitness to practise. It would also be relevant to the decision on whether an applicant should be granted registration. The Government should ensure that criminal conviction and offence information can be processed by medical and professional regulators as it is clearly relevant to fitness to practise and patient protection.. The GMC also wishes to be able to process information relating to criminal records checks in respect of employees where appropriate.",
      "Q25" : "Article 17: Right to erasure (â€˜right to be forgottenâ€™) â€“ Where personal data is processed to fulfil the GMCâ€™s functions under the Medical Act, and that processing is necessary, we consider that Article 17(3)(b) is sufficient to restrict the right to be forgotten and therefore no additional measure is required.. Article 22: Automated decision making (including profiling) â€“ No comments . . Article 26: Joint controllers â€“ It is important to bear in mind the outsourcing of services by the public sector in this context. The Government should introduce a provision similar to section 1(4) of the Data Protection Act 1998 which confirms the position regarding the data controller where the processing relates to purposes which are required by or under any enactment.",
      "Q27" : "No comments",
      "Q29" : "No comments",
      "Q31" : "Article 18: Right to restriction of processing â€“ There should be an exemption from this right to the extent that it would prejudice the GMCâ€™s functions e.g. we would not wish to be restricted from processing where a doctor objects to accuracy in the context of a fitness to practise investigation because this could cause a delay in our investigatory activity.. . Article 88: Processing in the context of employment â€“ The Government should retain or introduce similar provisions to those set out in the Data Protection Act 1998, Schedule 7:. (1) References. (5) Management forecasts. (7) Negotiations",
      "Q33" : "See email submission",
      "Q35" : "No comments",
      "Q38" : "The Government should address transfers of personal data post-Brexit as a priority. It will be much more burdensome for business to deal with transfers in the absence of an adequacy finding, or something akin to the EU/US Privacy Shield."


	intu properties plc

	"Q21" : "The use of certain advanced technologies, could help ensure the security of crowded places such as shopping centres and the safety of staff working within these areas. Facial recognition involves the processing of biometric data which is not covered by any of the conditions/exemptions set out under Article 9(2) of the General Data Protection Regulation (GDPR) and express consent would be almost impossible to collect from all members of the public in this context. We would urge the Government to use their powers under Article 9(4) to introduce further conditions permitting the processing of biometric data for the purposes of the prevention, investigation, detection or prosecution of criminal offences, including the safeguarding against and the prevention of threats to public security and data sharing within police/business crime partnerships for this purpose. Such a condition would dovetail with the restrictions set out under Article 23 which are explored further in our other responses.",
      "Q23" : "Criminal behaviour is increasingly prevalent in crowded places, such as shopping centres, where processing personal data, including sensitive personal data by the retail sector is essential in tackling crime and ensuring the safety of the public. Article 10 of the GDPR appears to limit the processing of sensitive personal data relating to criminal convictions/offences (which could include capturing the commission of an offence on CCTV or other imaging technologies) or related security measures to processing \"under the control of official authority or when the processing is authorised by Union or Member State law\". We would urge the Government to invoke Article 6(2) and introduce more specific provisions to cater for instances where the processing of data relating to preventing or detecting crime by the private sector (for example to investigate suspected criminal behaviour in retail centres and ban potential offenders) would clearly be in the public interest.",
      "Q25" : "Under Article 23 of the GDPR, Union or Member State law may restrict by way of legislative measure the scope of certain data subjects rights, in particular the right to erasure (Article 17) and objection to profiling (Article 22). These rights could be misused by those involved in criminal activity and blanket compliance with these provisions could prejudice public safety and security. In the context of the prevention, investigation, detection or prosecution of criminal offences, we would urge the Government to retain the exemptions provided for by section 29 of the Data Protection Act 1998 (DPA) permitting processing of personal data for the purposes of crime prevention and extend these provisions to include exemptions of the broader rights afforded to data subjects under the GDPR, provided that such measures respect the essence of the fundamental rights and freedoms of data subjects and are necessary and proportionate in a democratic society.",
      "Q31" : "Criminal behaviour is increasingly prevalent in crowded places, such as shopping centres, and developing surveillance technologies, including facial recognition, could play a more central role in tackling crime and ensuring the safety of the public.The Article 6(1)(f) \"legitimate interests\" ground does not appear to apply to the processing of personal data for the purposes of preventing, investigating and detecting crime so we would urge the Government to use Article 6(2) to introduce specific provisions that would enable the private sector to process personal data and to share such data within police/business crime partnerships in this context, provided that these provisions respect the essence of the fundamental rights and freedoms of data subjects and are necessary and proportionate in a democratic society to protect the public.The Government would also need to introduce the relevant restrictions under Article 23 to ensure that personal data processing for crime prevention is lawful",
      "Q33" : "The data subject rights set out at Articles 12-22 of the GDPR and the Article 5 principles (in so far as they correspond to such rights) have the potential to prejudice public safety and the prevention, investigation, detection or prosecution of criminal offences if they are applied strictly to each processing activity. Section 29 of the DPA is often invoked by law enforcement agencies to legally circumvent rights relating to data subject information and non-disclosure for crime and taxation purposes. We urge the Government to introduce a similar derogation under Article 23 of the GDPR to ensure that the private sector is able to assist public authorities in maintaining the security of the public and where appropriate, share information within the context of police/business crime partnerships. There is a need to invest in advanced technologies, including facial recognition and CCTV, to help ensure the security of crowded places such as shopping centres.",


	Association of Show And Agricultural Organisations

	"Q9" : "No comments on these particular Articles",
      "Q11" : "No points on these particular articles",
      "Q13" : "Article 40 Due to the complexitty of the regulations - clarrification on how a subject who is and has to be a members of an organisation -. enters an affiliated event run by another organisation and so has implied agreement to do this by becoming a member in the first instance fits in to this - is there a code that could be prepared for membership organisations and their affiliates ?. . Article 42 see above is this a model for certification. . Article 43 see above",
      "Q15" : "Article 4 is this or can a membership organisation be classed in these definitions As being processed to be a member that is the basis of the member to belong to and be able to enter see ref to article 40. Article 37 Are the mebership organisations a suitable umbrella organisation to cover this ?. Aricle 38 see above",
      "Q17" : "Article 89 Breeding and genetics is scentific and this information is published as the result of entries so how will the deregation in the context of shows work ? what will be allowed just because of the entry again from a membership base",
      "Q19" : "Aricle 49 shows do have foreign entries - therfore info is required for Customs legal protection etc how does this fit in to this scenario please",
      "Q21" : "Article 9 2.1 and 2.2 is implied by the original membership in most cases or by the completition of the forms and information sent by the organiser to the entrant . Infiormation for vets and other government departments - livestock registration numbers and equine passport registration information legally required. there is therfore precendent and therfore the conclusion is that this would be a special catagory",
      "Q23" : "Article 10 not applicable",
      "Q25" : "Article 17 - information on livestock is required tio be kept by DEFRA - some accounting info is also included and so retention is required therfore not clear on how this would work. Article 22 - no comment. Article 26 I return to my original comments that for some entrants they have to be members of other organisations to be able to enter and compete and thefore checked as with information on the animals and DEFRA so is there a way of joint controllers . Article 80 Most shows and Member societies are regist and or ered charitie and or other not for profit through a trrading arm to the host Society due to charity laws. therfore what exemptions apply or can be considered tp apply in this regard? how does this to be researched further and worked through to see how it could or would be able to work",
      "Q27" : "Article 8 - quite understand and agree with this but how in the show workld would this work if exhibit owned by parent with child showing or ridding it as a nominated jockey or leader - is this to be conversant for both or only ther entrant tjhe owner and controller",
      "Q29" : "Article 85 by signingthe entry form and also again as in most cases a member of a governing body the use by the press is promotion with the resuklts and the catalogue listings also for breeding and promotion of the business",
      "Q31" : "Article 6 1 By signing the entry you give consent to the process and the activity you are participating in . 6 4 by joining an org that promotes you are agreeing to the affiliates activities as well so this is a lawful process and signing forms. Article 18 see above by entering an affilaites event - Most events retain for disease requirements and statistical info information for 3 years . Article 28 Define the processor are we this as the one taking the entry or when we sent info to print or to be checked by the member body who is it then. A 29 as 28 32 no comment. Article 35 and 37 Many of our organisation have limited staff operate from the home or are all volunteers in some cases a small group covering all aspects from schedule to entries prizes and stewarding - not one person ic all of this hence my earlier comment re umbrella cover - can some guidance for various levels be discussed a national c of p ?. A 86 87 no comment. A 88 Some orgs just volunteers not employees ? responsibity",
      "Q33" : "Article 23 yes agreed . one point on legal crininal and civil - many cases over ownership though civil litigation etc has arisen is this in order as well",
      "Q35" : "Article 91 reserved no comment",
      "Q38" : "The clarrification of how this will affexct volunteer organisations and also charities that are linked through membership is required. A code of practice for all as has happened in many other chnages would be beneficil and we as an organistaion would be keen to be involved. As the National Organisation for the Agricultral show industry entertaining 6 million of the british public each year we have not been specifially contacted re this consultation it has only been through another national body that also stumbled across this that we were made aware please do feel free to contact us further for any clarrification or points to be further researched or discussed. this requirement will be a hugh undertaking foir the industry and as planning for 2018 will be underway from the middle of this year early resolve and or clarrification would be welcomed"


	Information & Records Management Society

	"Q9" : "The IRMS believes that clarification is needed on how far does this rule applies, i.e. while we agree that the supervisory authority cannot be involved in court decision making, personal information processing operations surely would come under the supervisory authority jurisdiction? . . Also this seems to contradict Article 10 which states that processing relating to criminal convictions/offences shall be carried out only under the control of official authority or when authorised by Union/member state law.",
      "Q11" : "Article 36 (4)&(5) allows for the UK Government to legislate for Data Controllers to consult with the Supervisory Authority in additional circumstances to that of â€˜high riskâ€™ and those outlined in Article 36 (1). IRMS believes that further clarification should be given here as to exactly when this would apply, especially as some of the categories listed would require prior consultation for any processing for that purpose (Social protection for example). . . For Art 83 (7) the IRMS would therefore recommend that an administrative fine â€˜systemâ€™ for Public Authorities is developed and this takes in to account the grounds for issuing of a fine but also the lack of funds available to Public Authorities. The current approach of â€˜carrot and stickâ€™ should remain with fines only being explored where the authority is failing to engage with requirements.",
      "Q13" : "Overall the IRMS believes that the creation of more detailed Codes of Conduct for aspects of the GDPR are welcome. We believe that focus should be placed on codes of practise in these respective areas and the codes should be endorsed / made in collaboration with an appropriate professional boy / trade association. . â€¢ Information & Records Management (building on the standards outlined in S46 Code of Practice. â€¢ Register of Processing Activities. â€¢ Subject Access Requests. â€¢ GDPR Risk Management (Information Risk)",
      "Q15" : "Article 10 (and throughout the Regulation) makes mention of â€˜official authorityâ€™. We believe it would be beneficial for a definition to be included in the Definitions (Article 4) or member state legislation.. . The IRMS believes that in order to support the requirement of â€˜suitable qualificationsâ€™ that the UK Government and/or Information Commissioners Office agree and publish a list of acceptable UK qualifications to hold. . Currently there are numerous qualifications a DPO could hold with regards to Data Protection, including it being a subject in a wider legal degree. Some clear standards on the suitable qualifications (as a minimum for example) would offer a clear requirement and skills plan for future DPOs.",
      "Q17" : "Under the current Data Protection Act 1998 the archiving condition (section 33) outlines the conditions for which this applies but also what requirements of the DPA do not apply in that processing purpose. Under the GDPR Article 89 (2)&(3) allow for the UK Government to legislate on outlining how the rights outlined in Articles 15, 16, 18, 19, 20 and 21 would apply to the Personal Data processed under these conditions / purposes. . . The IRMS believes that this legislation should, at the very least, match the protections offered to archiving services under the Data Protection Act 1998. Some clarity would also be beneficial where there is no â€˜national statuteâ€™ to archive information that is not deemed a public record but does have some historical (national or local) value.",
      "Q23" : "The GDPR currently does not offer protections over the processing of Personal Data for the prevention and detection of crime. If the Data Protection Act 1998 is repealed this will leave a gap in the protections and requirements of the processing of Personal Data for this purpose. The IRMS therefore believes that legislation should be drafted to cover this gap and that at the very least the same protections and requirements of the DPA should be in place. . . We also believe that within the â€˜employment processingâ€™ related legislation, there should be clear provisions around the processing of Special Categories of Personal Data for the purpose of DBS checks. Currently we believe the provisions in the GDPR for this are too vague, especially where the processing concerns criminal record information.",
      "Q25" : "Under the GDPR we are losing the definition of â€˜Data Controllers in commonâ€™. This is often very useful in situations where the point of data collection could be the same, but the purposes for each controller were very different. For example, in an application for social care assistance, the assistance may be offered by 2 different entities especially if one aspect of the care assistance requires specialist experience. Under the GDPR we would need to, in that arrangement, be joint controllers for everything we both collect together or separate out the data collection so it is clear they are very different. In a social care context this can then be very long and confusing for data subjects and then means that entities need to police each other in what they are doing with that Personal Data. Something which, again in a Social Care & Health context, neither entity is likely to have the resources to achieve.",
      "Q31" : "Art 18)2) The IRMS believes that it should be made clear in UK law that where processing is done under the grounds of legal statute, where original records of Personal Data are needed to verify compliance with those obligations, rights to restriction, deletion or correction cannot apply either fully or in part. More information on each restriction is outlined in theme 13. . Also, in Article 18 (2) there is the term â€˜with the exception of storageâ€™. Does this mean that personal data held in storage does not have to be restricted or does this refer to further processing of data held in storage? UK supporting legislation should therefore make this clear.",
      "Q33" : "Art 16 - Any restrictions on the right to rectification should offer the same level of protections as the Data Protection Act 1998. For example, where information on a care need referral was recorded on the day the referral was made, which then turns out to be inaccurate for one reason or another, we as the Data Controller and entity responsible for responding to that care referral need to be able to demonstrate that appropriate actions were taken based on that information. There therefore needs to be an exemption to the right to rectification (and erasure) that allows Data Controllers to still process that original record but ensure that it is not used for other purposes (like delivery of current care needs for example).",
      "Q38" : "The UK economy is facing a period of unprecedented change with some of the effects known and some unknown at this point. Various sectors are already feeling budgetary pressures for various reasons therefore even with best will in the world they may not have the funds available to make all of the necessary changes. Costs can be minimised through early decision making, allowing entities time to plan and implement properly. Efficiencies can also be realised through making best use of processes already in place, and reducing unnecessary bureaucracy. . . The IRMS therefore believes that through Central Government, the ICO and organisations like ourselves and others, best practice and standards should be promoted and shared widely in order to give the chance for all entities regardless of budget to engage (rather than just the threat of monetary penalty). . . Additional supporting information for this submission will be submitted via email"


	Essex County Council

	"Q9" : "Art 36 (5) specifically references Social Protection (Social Care) as an example where derogations could apply. ECC believes that further clarification should be given here as to exactly when this would apply, as all processing for Social Protection requiring prior consultation would slow up the process and devalue the point of having privacy by design. There therefore should be linked to the definition that is needed for â€˜high riskâ€™ processing. . Art 83 (7) allows for member states to lay down rules for when and how administrative fines are imposed on Public Authorities. ECC recognises that there is a need for the Public Authority to demonstrate compliance and be transparent with Data Subjects on their compliance however fines of up to Â£20million poses risks for the financial stability and ability to provide vital services should such a fine be imposed.",
      "Q11" : "Article 36 (4)&(5) allows for the UK Government to legislate for Data Controllers to consult with the Supervisory Authority in additional circumstances to that of â€˜high riskâ€™ and those outlined in Article 36 (1). Article 36 (5) specifically references Social Protection (Social Care) as an example where this could apply. ECC believes that further clarification should be given here as to exactly when this would apply, as all processing for Social Protection requiring prior consultation would slow up the process and devalue the point of having privacy by design. There therefore should be linked to the definition that is needed for â€˜high riskâ€™ processing.",
      "Q13" : "ECC believes that the UK Government and Information Commissioners Office should pursue a GDPR Certification scheme, especially one aimed for those looking to provide services to Public Authorities. This should be designed to ensure that basic GDPR compliance is certified so that Public Authorities then do not need to perform the same checks on suppliers but instead can ensure their due diligence is for anything specific the provider in looking to do in that agreement. This will make it easier for suppliers to work with the public sector and also reduce the due diligence burden on Public Authorities as Data Protection is only one of many areas of â€˜legally requiredâ€™ due diligence, which often puts off suppliers from working with Public Authorities.",
      "Q15" : "ECC does not believe it is necessary for UK Law to impose any requirements on associations of local authorities under Art 37 (4).. ECC believes that in order to support the requirement of â€˜suitable qualificationsâ€™ that the UK Gov and/or ICO to agree and publish a list of acceptable UK qualifications to hold. Some clear standards on the suitable qualifications (as a minimum for example) would offer a clear requirement and skills plan for future DPOs. . ECC would also like to see some clarification on the standards under Art 37 (4) for clustering of entities to enable them to appoint a single DPO. ECC believes that many schools, voluntary bodies and smaller constitutional entities (parish and town councils) will not have the funds or resources to appoint a DPO for each entity therefore if they were able to cluster together to appoint one collectively per cluster.",
      "Q17" : "Under the current Data Protection Act 1998 the archiving condition (section 33) outlines the conditions for which this applies but also what requirements of the DPA do not apply in that processing purpose. Under the GDPR Article 89 (2)&(3) allow for the UK Government to legislate on outlining how the rights outlined in Articles 15, 16, 18, 19, 20 and 21 would apply to the Personal Data processed under these conditions / purposes. . ECC believes that this legislation should, at the very least, match the protections offered to archiving services under the Data Protection Act 1998. Some clarity would also be beneficial where there is no â€˜national statuteâ€™ to archive information that is not deemed a public record but does have some historical (national or local) value.",
      "Q19" : "There is a gap under the current Data Protection law which is also not plugged by the GDPR. This relates to Subject Access Requests made by Data Subjects in other countries. There is a lack of clarity around data transfers if a Data Controller was to send the Personal Data to the requester knowing they would access it from a third country, likely to be an â€˜unsafe locationâ€™. While currently there are differing views and ambiguity under the GDPR we would prefer if this was made explicitly clear that it is or is not included in the third country provisions. And if not, what aspects of the request and subsequent processing are exempt.",
      "Q21" : "We currently believe that as a Public Authority processing sensitive Personal Data for the purposes of Social Care (some under statute and some under consent) that the provisions in the below sections allow us to not rely on consent (for the services processed under statute). . Art 9 (2)(b) . Art 9 (2)(h) . Social Protection Law as defined by the EU, includes provision of Social Care and safeguarding, however in order to ensure this remains clear UK supporting legislation should define this and make it clear that statutory Social Services and Safeguarding purposes would come under this category. . We also believe the UK legislation should further clarify the processional secrecy protections outlined in Art 9 (3). For example, many professional involved in the provision of social care are under varying degrees of professional secrecy so some clarity on how this would interact with UK legislation on this area would be beneficial to all concerned.",
      "Q23" : "The GDPR currently does not offer protections over the processing of Personal Data for the prevention and detection of crime. If the DPA 1998 is repealed this will leave a gap in the protections and requirements of the processing of Personal Data for this purpose. ECC therefore believes that legislation should be drafted to cover this gap and that at the very least the same protections and requirements of the DPA should be in place. . This could include, but is not limited to, ensuring that the prevention and detection of crime is a clear ground for processing, that does not require data subject consent. This would also include provisions around Sec 29 & 31 requests and how they would now need to interact with the GDPR requirements, again maintaining a need to not notify or seek consent of the Data Subject when processing or responding to the request. . ECC would like to stress the impact of not getting it right would significantly affect various important aspects of Authority operation",
      "Q25" : "Under the GDPR we are losing the definition of â€˜Controllers in commonâ€™. This was very useful in situations where the point of data collection could be the same, but the purposes for each controller were very different. Under the GDPR we would need to, in that arrangement, be joint controllers for everything we both collect together or separate out the data collection so it is clear they are very different. In a social care context this can be very confusing for data subjects result in unnecessary complexity and then means that we need to police each other in what we are doing with that Personal Data.. ECC believes that the definition used in Article 17 (3)(c) for â€˜public healthâ€™ should be clearly defined, as there are several functions that the UK calls public health that would not seem to meet the implied definitions under the GDPR.",
      "Q27" : "ECC believes that UK legislation should allow for the age of consent to be lowered to 13, as allowed under Article 8 (1). We also believe that some provision should also be made for the current Gillick competency test so that should a child of below 13 years of age, engage with council services that are offered by various means, including online, the processing would not require consent if they are deemed to be Gillick Competent. Our concern is that having different standards with regards to when child consent is needed and what that consent is, especially in the context of any online care, counselling or medical support, may lead to conflicts between different areas of UK legislation which may then also affect the ability to act in the childâ€™s best or vital interests.",
      "Q29" : "ECC does not have any pressing views or evidence in regards to the above Article 85 and its derogations.",
      "Q31" : "ECC believes that changes in guidance and possible Freedom of Information Act 2000 wording are required in order to ensure that the FOIA continues to interact well with the GDPR and any UK supporting legislation for employment and crime data processing. As a public authority subject to Freedom of Information requirements it is important that this is implemented from 25 May 2018 so that we can continue to meet both our GDPR and FOI obligations. Currently there is the possibility for some confusion, especially as the definition of Personal Data (and special categories) is now far wider than the current DPA definition. . . It is ECCâ€™s view that a UK derogation on employment processing should make it clear that the legal grounds for processing is the provision of employment by contract and then outline steps that an employer would need to take to balance that lack of â€˜effective consentâ€™.",
      "Q33" : "ECC believes that the restrictions and â€˜exemptionsâ€™ of the Articles 12 to 22, 35 and 5 should, in so far as possible, offer at least the same exemptions as the current Data Protection Act. . ECC also believes that any restrictions/exemptions should be limited to purpose only (and not entity or sector). To take the NHS as an example, where there is a dependency on health data to provide statutory care and other purposes, to have a restriction / exemption in place for one entity but not the other has the strong potential to double the compliance requirements. Especially if information is recorded in a way that would be incompatible with GDPR requirements on notifications and consent. Wherever possible, these requirements should be the same or work in conjunction with each other.. For each Article we have summarised the key requirements in a separate document submitted electronically.",
      "Q35" : "ECC does not have any pressing views or evidence in regards to the above theme and derogations.",
      "Q38" : "Local Government is subject to unprecedented budget pressures arising mainly from social care, inflation (including the national living wage), and reduction in central government grant. It is therefore important that any additional costs arising from GDPR should be funded by central government. Costs can be minimised through early decision making, allowing local authorities time to plan and implement properly. Efficiencies can also be realised through making best use of processes already in place, and reducing unnecessary beaurocracy. We would be happy to work through this on more detail."


	Hampshire County Council

	"Q15" : "Article 37 The term â€œpublic authorityâ€  needs to be defined as a matter of urgency, currently there is confusion as to its meaning and whether it will apply to particular organisations eg maintained and/ or academy schools.",
      "Q21" : "We would want the current exemptions under Schedule 3 of the Data Protection Act and also the Statutory Instrument Data Protection (Processing of Sensitive Personal Data) Order 2000/417 to be maintained",
      "Q23" : "A derogation would be needed to reflect and take account of the types of data processed by Local Authorities to include DBS checks, Trading Standards and safeguarding children and vulnerable adults.",
      "Q31" : "We would want the exemptions that exist under the Data Protection Act and under the Data Protection (Subject Access) Health Order 2000, DP (Subject Access) Education Order 2000 and DP (Subject Access) Social Work Order 2000 to be maintained. These enable information to be withheld for example when release would harm the health (including mental health) of the data subject or another.. The term â€œpublic authorityâ€  needs to be defined as a matter of urgency, currently there is confusion as to its meaning and whether it will apply to particular organisations eg maintained and/ or academy schools. . The term â€œOfficial authorityâ€  does this include legal powers and obligations. Public authorities will need this to be the case otherwise the ability to process will be overly restrictive.. Clarify the term Public task .. Art 18 Right to restriction of processing, Local authorities would want confirmation that the right to restrict processing will not apply in certain situations eg safeguarding",


	The Institute of Practitioners In Advertising

	"Q9" : "The IPA supports the Information Commissioner's Office (ICO) as the UK's supervisory body.",
      "Q15" : "The IPA does not believe it necessary for the Government to require the designation of data protection officers in addition to the requirements of Article 37.1.",
      "Q25" : "Profiling is an essential tool used in the provision of targeted, relevant, online advertising, a sector in which the UK excels. The IPA requires the Government to authorise decisions based on profiling for the purposes of online advertising in order that such decisions do not fall within the scope of Article 22.1..  . Alternatively, since Recital 47 of the GDPR makes clear that direct marketing may be carried out for a legitimate interest, the IPA would ask the Government to confirm that decisions based on profiling for the purposes of online advertising may also be carried out for a legitimate interest and/or that they do not, in any event, produce legal effects or similarly significantly affect data subjects and so, again, fall outside of the scope of Article 22.1.",
      "Q27" : "The IPA is in favour of introducing a lower age for the purposes of Article 8 at under 13. Although there is no universal definition of a child in UK law, the Committee of Advertising Practice UK Code of non-broadcast Advertising states in its section on Databases that marketers must not knowingly collect from children under 12 personal information without first obtaining parental/guardian consent. Further, Appendix 3 of the Code which deals with online behavioural advertising (OBA) states that interest segments should not be specifically designed for the purpose of targeting OBA to children aged 12 or under. The IPA would suggest that lowering the age to 13 for the purposes of Article 8 will provide useful consistency and certainty.",
      "Q31" : "The IPA would ask the Government whether, in respect of Article 28.3, it intends to introduce a form of \"other legal act\" with regard to processing in order that lengthy contractual provisions between data controllers and processors may not be necessary in all circumstances.",


	Investment & Life Assurance Group

	"Q19" : "Within the industry firms, such as insurers and reinsurers, can have overseas parent companies or operate in multiple countries. This means that customer data may need to pass to a third country. . . We understand that transferring data, in this manner, is appropriate for these purposes, where, under GDPR, the organisation the data is transferred to has adequacy under . Article 45 (3), or if Article 49 1 (c) applies.. . Additionally, employers, benefit administrators and insurers make use of support service providers and administration teams that can be based overseas. This allows specialist support to be provided, keeps costs manageable and the provision of benefits affordable.",
      "Q21" : "Under GDPR the only basis for processing special category data will be under Article 9.2(a) â€˜explicit consentâ€™ of the data subject. However, insurers often process special category personal data, for example to price and underwrite according to the level of risk presented. . . A derogation, by which Paragraph 9 of Article 9 of GDPR does not apply to processing required to arrange, underwrite and administer insurance products and any associated claims or withdrawals, is necessary. . . An exclusion permitting this type of processing will enable providers to continue to deliver competitive and accurate risk pricing. This will ensure that the industry can continue to provide products and services that allow individuals to manage financial risks and provide security.. . Please refer to our full response, emailed to DCMS for the remaining response to this theme.",
      "Q31" : "Although an employer can accurately maintain the personal data required to provide its insured employee benefits, this also involves the data being passed to a third party or insurer for processing.. . Under GDPR, it appears that an employer could determine that it is required to obtain explicit consent from each employee to enable data processing. This would mean that for those where consent isnâ€™t obtained benefits would not be provided.. . Providing employee benefits on a selective basis, will mean the loss of financial security for many and the potential for an increased strain on the State Benefits system. â€˜Selectionâ€™ against the insurer could increase (as can happen with non-compulsory eligibility categories) resulting in a decrease in those benefitting from financial protection through employee benefits. This would also result in higher costs for lower cover as the insured population ages.. . Please refer to our full response sent by email to DCMS for remaining comments on this theme.",


	Universities UK and CASE Europe

	 "Q9" : "As a general point, higher education providers would welcome more guidance and support from the ICO at a sector level.",
      "Q11" : "Under Article 36(5) we propose that no further requirements are introduced for data controllers to consult with the ICO following a Data Protection Impact Assessment. . . Under Article 83(7), public authorities or hybrid bodies should not be subject to administrative fines or any fines should at least be proportionately reduced. In our view this is appropriate considering the budgetary constraints of public bodies and their reliance on public funding and support, coupled with the additional corrective powers granted to the ICO under Article 58(2). . . the ICO is permitted to introduce additional sanctions pursuant to Article 84, these must be applied subject to the same range of factors set out in Article 83.",
      "Q17" : "We would welcome further consultation on these safeguards required under article 89(1) when they are set out in legislation or statutory guidance. It is important to recognise that research projects can transfer from one institution to another, and any safeguards should therefore enable research data to be transferred from one research institution to another in those circumstances.. . Processing for research purposes should be exempt from the requirement to fulfil the rights of access, rectification, restriction or objection, as permitted under Article 89(2) to ensure that research projects may be conducted properly and without prejudice.. . Where the derogations relating to research are relied upon, there should be a further derogation to permit a request for correction, restriction or deletion to be treated instead as a request for anonymization or pseudonymisation, where to do otherwise would in the reasonable view of the university affect the integrity of the dataset.",
      "Q19" : "Article 49(1)(d) permits a third country transfer for important reasons of public interest which, by virtue of Article 49(4), should be recognised in Member State law. We consider that several university activities potentially involving third country transfers should be considered as in the public interest and hence benefit from derogations under Article 49(1)(d). Many universities do not have offices in third countries, but do recruit students and staff from abroad. Furthermore, university may travel overseas for research or teaching purposes.",
      "Q21" : "We suggest that additional legal bases for processing special category personal data should reflect those currently set out in the Data Protection Order 2000 to enable processing required in the public interest (as far as is permissible under article 9). . . Clarification would be welcomed on whether CCTV recording may be considered to contain sensitive personal data, and what the legal basis for data processing in this way may be.",
      "Q23" : "We suggest that additional legal bases for processing personal data relating to criminal convictions should reflect those currently set out in the Data Protection Order 2000 (as far as is permissible under article 10)",
      "Q25" : "One of the key charitable functions of Universities is the awarding of a degrees for which records must be kept indefinitely in order to protect the public interest in the integrity of awards. Our understanding is that under Article 17(3)(b) the task of retaining indefinitely proper records of HE providersâ€™ current and former students and accordingly processing for this purpose should be exempt from the right to erasure.",
      "Q27" : "The ICOâ€™s â€˜GDPR: 12 Steps to Take Nowâ€™ guidance suggests that the UK is likely to lower the threshold in Article(8)(1) to 13 years, and we would agree that this seems to be a suitable age.",
      "Q29" : "Universities have a statutory obligation to uphold academic freedom and freedom of speech. As a result, any restrictions would place universities in an impossible position. Processing that falls under Article 85 should be granted similar exemptions from the GDPR as those granted under section 32 of the DPA to processing for the special purposes as defined in section 3 of that Act.",
      "Q31" : "Universities should be treated as hybrid bodies under the GDPR. If universities are regarded as public authorities without any specific derogations, they will lack a suitable legal basis for processing personal data for many of their key tasks, particularly alumni engagement work. . . To solve this problem, we suggest that Article 6(2) should define â€˜tasks carried out in the public interestâ€™ with regard to universities, and clarify that the processing of personal data in pursuit of all other tasks should not be excluded from the use of the â€˜legitimate interests basisâ€™ (Article 6(1)(f)). This would ensure that the legal basis under Article 6(1)(f) remains available for higher education providersâ€™ activities not captured under Article6(1)(e). . . Any legislation introduced under Article 88 should be mindful of the need of employers to process their employeesâ€™ data for the range of purposes listed in that Article without the need for consent.",
      "Q33" : "Insofar as each is permissible under the terms of Article 23, a range of exemptions from the data subject rights (including the right to receive privacy notices) should be introduced to mirror those currently set out in Part IV of, and Schedule 7 to, the DPA. The Government should take a broad view of the â€˜public interestâ€™ in Article 23(1)(e) and include amongst such activities those of management planning, negotiations the fair and proper operation of examination processes (as already allowed for under paragraphs 5, 6, 8 and 9 of Schedule 7 to the DPA),and the processing data for compliance with government initiatives, such as the DLHE survey . This will prevent the exercise of the rights by data subjects impinging on the fundamental matters of public interest listed.",
      "Q38" : "Our members understand that the GDPR represents a change from current requirements, and are therefore preparing for the implementation of the GDPR in May 2018. However, to prepare properly they need clarity on whether higher education providers will be defined as public authorities for the purpose of the GDPR, as this has significant implications for the legal bases upon which they can process personal data. To avoid substantial increases in administrative and legal costs, this matter should be resolved quickly and sufficient advice and guidance should be made available. Applying the derogations outlined in our response will also help to reduce legal uncertainty and increased costs."


	Glasgow City Council

	 "Q9" : "We have no comments on this section.",
      "Q11" : "Art 36: We consider that this is an opportunity for member states to enact stricter measures rather than a derogation. Given the existing safeguards in this sphere already (particularly in relation to health and social care data) we would not support any such additional requirement.. Art 58(6): Given that the list is comprehensive we would not support any additions.. Art 83(7) allows member states to make rules on whether and to what extent administrative fines may be imposed on public authorities and bodies established in that Member State. Glasgow City Council is supportive of such a measure. Imposing a fine, payable to the Treasury, on a publicly-funded body is not an efficient or sensible mechanism for ensuring compliance with these rules. Other enforcement techniques are more appropriate for public authorities; financial penalties are more appropriate for commercial â€œfor profitâ€  organisations.. Art. 84: We would support continuing the ICOâ€™s power to issue enforcement notices.",
      "Q13" : "We have no comments under this heading. The references to member states under Articles 40, 42 and 43 are exhorting member states to encourage development and adoption of codes of practice, accreditation etc. and we do not read the provisions as requiring or permitting derogation from the Regulation.",
      "Q15" : "Article 4 appears to provide for no derogations or scope for domestic law in connection with data protections officers and appears to be included in this section in error.. Article 37 sets out when a DPO is required. Article 37(4) allows member states to make the DPO role compulsory even where not required by the Regulation. This seems unnecessary.. Article 38 requires the DPO to be subject to Union or member state law regarding secrecy or confidentiality. However this is merely a reference to member state law and no derogation or enhancement of the Regulation is required or possible.",
      "Q17" : "The derogations permitted under Article 89 are potentially wide-ranging and could relate to subject access rights, rights to object to processing and rights of rectification. We would be supportive of a restriction under Article 18 where the research was a population-based exercise and the research methodology would be skewed if specific individuals were allowed to opt out. We would support a restriction of access rights under Article 15 only if this contained similar limitations to subject access contained in section 33 of the Data Protection Act 1998.",
      "Q19" : "Article 49: We are of the view that few public registers operated by the council are subject to any conditions on access so it would seem that no derogation would be required under this provision.",
      "Q21" : "Article 9(4): Given the strict nature of the general rules under GDPR which apply to the processing of genetic data, biometric data or data concerning health, we do not think any specific additional rules on this category of data are required.",
      "Q23" : "Glasgow City Council carries out a number of regulatory functions (e.g. trading standards, licensing, criminal justice social work) which require us process of personal data relating to criminal convictions and offences. We consider that the councilâ€™s status as a local authority would be sufficient to satisfy the test of this processing being under the control of official authority. However if EU-level guidance is produced which suggests this is not the case then we consider that a significant amount of domestic law would be required to clarify the position in relation to these functions. However given that these matters are at least in part devolved, we feel it would be more appropriate for the Scottish Parliament to enact any required clarification in this area.",
      "Q25" : "We consider that the provisions identified under this heading are actually simply recognising domestic law and do not invite or permit member state derogation.. We have no comments under this heading.",
      "Q27" : "We would observe that derogation to 13 is permitted. This is still higher than the current law in Scotland which presumes mental capacity at 12 (including for DPA purposes). We consider this to be a matter for the Scottish Parliament to address so far as relating to Scotland.",
      "Q29" : "We have no comment under this heading.",
      "Q31" : "We have a number of observations under this heading which do not fit within the website word limit. These will be emailed separately.",
      "Q33" : "Article 23: We do not support any derogations under this provision.",
      "Q35" : "We have no comment under this heading.",
      "Q38" : "The derogations identified provide at best limited scope to reduce the cost of GDPR. There are a number of areas where enhanced provision is possible but this would generally result in a greater regulatory burden and we have not, in general, supported any such enhancements."

Article 6:  It is suggested that the more general provisions of the GDPR are adequate in providing appropriate safeguards for data subjects whose data is processed by public authorities and we do not  propose any derogation (or gold plating) under this heading for Scottish local authorities.  We would also suggest that if any such changes were considered appropriate, these would be a matter for the devolved administrations to consider and implement rather than the UK government/parliament.
Article 18 covers the right to restriction of processing.  The reference to member states refers to the interests of those member states and no derogation/enhancement of the Regulation would seem to be competent under this heading and we think it has been included in error.
Article 28:  References to member state law all relate to circumstances where member state law imposes obligations on data processors to process data in a particular way outwith the scope of the data controller’s instructions.  We do not read this as inviting derogation but instead think the Regulation is simply giving effect to any pre-existing member state law on this point.
Article 29 is in a similar vein:  we consider that this simply gives effect to existing law, on the same basis as Article 28, and does not invite derogation.
Article 32 includes reference to member state law solely in relation to individuals having to go against the wishes of a data controller because member state law requires this.  Again this is recognising domestic law rather than inviting derogation.  We do not consider any action is required under this heading.
Article 35:  the reference to member state law calls back to domestic law requirements for DPIA at the legislative stage.  Again this is reflecting domestic law and is not inviting or permitting derogation.
Article 37:  we have no comment on this point.
Article 86:  The current FOI regimes (both UK and Scotland) cross-refer to tests in the Data Protection Act as a means of determining whether or not  personal data held by a public authority can be released in response to an FOI request.  This is widely regarded as perhaps the most complicated aspect of FOI and has been the source of the majority of FOI cases which have been appealed to the courts.  We think the FOI laws in the UK will require amendment to permit disclosure of personal data where Articles 6 and 9 (and possibly Article 10, if applicable) allows this.
Article 87:  In our opinion, in the UK the closest equivalent to a national identification number is the National Insurance Number (“NINO”).  Use of this is already heavily constrained under DPA and will continue to be subject to constraints under GDPR so additional safeguards seem unnecessary.
Article 88:  given that the Regulation itself imposes stringent rules on employers, we do not see any need for additional legislation in this area.



	The Public Record Office of Northern Ireland

	"Q17" : "Derogations sought - Article 15: . 1.allow the data controller reasonable time to verify an applicantâ€™s identity and to locate the information sought, as in (DPA 1998 s. 7(3)). 2.exempt archives not available for public access from being subject to SARs, (as in DPA 1998 s. 33(4)). 3.SARs for all unstructured manual (non-digital) records which are being processed for archiving in the public interest should be subject to a cost limit in a similar manner to â€˜category e dataâ€™ in the 1998 Act, s9A (3-4). 4. Archives should be exempt from Article 15 (3) (providing copies of data in an electronic form) unless the archive is already processing the data sought in an electronic format.. Article 16, 17, 18: where data is archived in the public interest and subsequently is to be either rectified or restricted, the integrity of the record in its original form must be preserved and removed from public access. Notification regarding this should be clearly stated in the public catalogue of the archive.",
      "Q21" : "Derogation sought:. . Article 9: . â€¢ Sensitive personal data may be processed for the purposes of archiving in the public interest in a manner consistent with SI 2000 no 417 para 9",
      "Q31" : "Derogation sought:. Article 6:. â€¢ â€˜Archiving in the public interestâ€™ is a term which should either be defined in a derogation or should be the subject of some further guidance by the UK government in order to make it clear which organisations or institutions can properly be considered to be processing personal data within this term.",


	ITM Limited

	"Q21" : "There are a number of uses of sensitive personal data within pension schemes which are difficult to slot into the permitted exemptions under Article 9 (2) of GDPR e.g. health data required when individuals retire due to ill-health, data on sexual orientation when an individual completes a nomination form for the payments of benefits on their death.. . Article 9(2)(a) permits sensitive data to be processed if the data subject has given explicit consent. This does not seem appropriate in these cases as for consent to be valid data subjects must have a genuine choice. When an individual completes a nomination form nominating a same-sex partner, they may not wish to disclose to the partner that they have done so. However this would not be possible if consent was required from the nominated beneficiary.. . We would therefore like a new ground to be enacted to allow processing of sensitive personal data for pension schemes purposes.",
      "Q23" : "Pension schemes need to process data on criminal convictions in the following situations. . â€¢ A beneficiary has murdered a pension scheme member and due to be paid a discretionary death benefit. â€¢ Liens against a fraudulent memberâ€™s benefits. . Processing of personal data relating to criminal convictions and offences is not permitted under Article 10. We would therefore like a new ground to be enacted to allow processing of criminal convictions and offences for pension schemes purposes.",


	Experian

	"Q13" : "We acknowledge Article 40 in the GDPR encourages the drawing up of codes of conduct. . . We would support a flexible approach towards Codes of Conduct, to support taking into account the specific features of the various processing sectors, and to allow adaption to accommodate changes, for example in regulation or technology. . . We would support UK national codes of conduct being approved by the ICO.",
      "Q17" : "We would support DCMS exercising the derogation pursuant to Article 89(2) to preserve the protections relied upon in the UK today pursuant to section 33 of the Data Protection Act 1998. Historical research and statistical processing purposes support a wide range of statistical and analytics processing today, that has benefits in keeping scoring and classification mechanisms relevant, reliable and updated.",
      "Q23" : "We would support DCMS in exercising the derogation pursuant to Article 10 to ensure organisations in the UK continue to be able to access services from private sector entities, as such services allow today for the processing of criminal convictions or offences data in appropriately controlled ways, including for example, processing of PEPs and sanctions data. This supports UK organisations in their making of responsible compliance and regulatory decisions.",
      "Q25" : "We welcome discussing the Article 22 derogation further to support the continued viability of UK scoring systems. Models today are used extensively for well-established purposes across industries, and help e.g. to determine credit-worthiness, for responsible lending, to identify fraud, to guard against consumer detriment. They also have the potential to support innovation and growth in new market entrants e.g. with new UK initiatives including Open Banking.. . We understand A29WP is reviewing profiling to provide guidance later this year. Given the public interest benefits in scoring, we would have concerns if an EU interpretive approach is taken which extends the basis on which scoring activities are regulated, and threatens the continued operation of current models.. . We are discussing this with ICO. Our concern is there are different cultural attitudes to scoring cross-EU, and if EU guidance regulates at a minimum threshold, there is risk to the UK, given the strength of UK credit syst",
      "Q31" : "We welcome discussing further the derogation at Article 18. We have discussed with the ICO our concern if this Article is interpreted to allow data subjects to mask bad credit data before applying for credit. The effect could be seriously detrimental, both for the consumer if allowed access to credit that a complete and accurate credit report could have determined to be unsustainable; and for the lender who has a regulatory responsibility to demonstrate responsible lending decisions. . . The UK CRAs highlight important public interest in the retention of complete and accurate credit files. The current system to dispute files allows for investigation of accuracy issues and protection of consumers whilst guarding against the risks raised above. We consider it likely that the continued current processing of disputed files to fall within the circumstances listed in Article 18(2), including for reasons of important public interest, and would welcome exploring further with you directly.",
      "Q33" : "A range of exemptions are used, relied upon today to obtain and process credit reference data for appropriate purposes, including Sections 28, 29, 31, 34 and 35 in the 1998 DPA. We support DCMS exercising its derogation to retain these provisions.. . We welcome discussing with DCMS its ability to exercise the Article 23 derogation in two important areas for credit reference activity:. . (1) To retain a similar presumption to that under s.9 DPA 1998 today, to maintain the well-established mechanisms available to UK consumers today that supports efficient access and additional rights specifically in connection with credit files; and. . (2) To retain the accuracy provisions at para. 7, sch. 1, Part II of the DPA 1998. This supports enhanced transparency, accountability and consumer education to fairly understand their rights if accuracy issues are raised with a credit file. We welcome discussing this in connection with Article 5, in so far as it corresponds in particular in Articles 16 and 18.",
      "Q38" : "Our view is that steps taken by Government to carefully review and to support appropriate derogations, including in particular those we raise at Theme 13 regarding the Article 23 derogation to maintain existing services, and to support new services in compliance with GDPR, will support minimising the cost or burden to business of the GDPR. . . We have additional information on Theme 9, articles 26 and 80 and Theme 12, article 6 which we will email following the consulation instructions."

	Imperial College NHS Healthcare Trust

	"Q17" : "There is a clear need for this to be considered on a case by case basis but the national legislative measures should offer a clear indication of the elements to be taken into consideration. It would also be useful, by way of guidance, to have an indication of information security that will be expected to be leveraged when dealing with specific types, be it pseudonymised or identifiable, and categories, be they sensitive or confidential, of information. . . Article 89 (3) the national legislative measures should ensure that the â€˜specific purposesâ€™ referred to herein are clearly and precisely scoped to ensure that the appropriate fulcrum is found between fundamental rights and the public interest in research, with particular consideration given to translational medical research.",
      "Q19" : "The national legislative measures should offer sufficient clarity on how it UK intends to offer an â€˜adequate level of protectionâ€™ particularly in light of the current uncertainty over Privacy Shield and the commensurate challenges to fundamental rights such as privacy posed by the Investigatory Powers Act 2016. Some comfort, by way of a white paper, would be extremely helpful for providing certainty to privacy professionals.. Further, where a third country transfer cannot be based on Article 45 or 46 could any implementing measures indicate what is intended by: â€˜not repetitive, concerns only a limited number of data subjectsâ€™ (emphasis added). The number of data subjects is particularly unclear â€“ what constitutes a â€˜limited numberâ€™? Could a large number be defined as limited if it is clear that the transfer will be limited to this large number?",
      "Q21" : "â€œprovide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.â€ . . The national legislative measures should clarify what is meant by suitable and specific measures and how these vary from appropriate measures.. . Further, when read in conjunction with recital 52, Article 9 suggests the research can be a basis for processing sensitive data only â€œwhen provided by Union or Member State law and subject to suitable safeguards.â€  Any national legislative measures amending the current law would need to provide a clear, articulated basis for the processing of data for research purposes and how the public interest might be balanced for research.",
      "Q25" : "Article 17 â€“ Right to Erasure. . Clarification on in which cases research is exempted from the right to erasure â€“ notably in relation to the clause in Article 17(3)(d) that employs the terms â€˜render impossible or seriously impairâ€™. Precluding testing in court, it would be useful to have some clarity about the definitions and the interaction between the two notions. National legislative measures could provide such clarity.",
      "Q31" : "Article 6. . Article 6(4)(d) implies that a researcher may further process sensitive date for a research purpose, even where this was not the original purpose for collection. Although this is referenced under Recital 50 which notes that further processing is permissible when the subsequent processing is â€œcompatible,â€  any national legislative measures may be minded to clarify that data may be further processed in this manner. This would offer a firm legal foundation for research that acts in the public interest.. . Furthermore, under this same article, the inclusion in Article 6(4)(c) of special categories of data implies that such data may be further processed for research purposes. The national legislative measures should offer further clarity on this point taking due account of the fundamental rights of data subjects.",
      "Q38" : "Ensure that clarity is provided to privacy professionals and stakeholders around ambiguous concepts. Provide sufficient funding to national data protection authorities to provide a full advice service on specific areas of public interest."


	Heriot-Watt University

	"Q31" : "Theme 12 â€“ Processing of Data. Article 6 â€“ Lawfulness of Processing. . Our recommendation, based on the relationships we establish with from students to alumni, is that universities should not be classified as â€œpublic authoritiesâ€  under Article 6.1 (f) of EU GDPR as this would significantly affect our on-going interactions and relationships with our community. We believe that universities have a â€˜legitimate interestâ€™ to process alumni data, and in the case of Heriot-Watt University, this is established within our institutionâ€™s charter.. . University Advancement/Development & Alumni Services help to philanthropically fund our higher education sector and our work to build and maintain relationships with our graduates over multiple decades is a complex and very different process than the relationship a customer has with a commercial brand or with a local public authority. . . We can be viewed as a hybrid, non-profit agent and our recommendation is that we require a separate classification.",


	Common Sense Privacy Ltd
	"Q9" : "Articel 90. The Supervisory Authority required complete access to information held by controllers and processors in order to investigate on behalf of data subjects. No labels such as legal privilege or commercial confidentiality should be available to prevent full access. The Authority can decide what needs to be published in the public interest and to support their judgements. If any information is used in the investigation and not published then exemptions as for FOI should be considered and be open to challenge. The principles of openness and fairness cannot be supported if the Authority's powers of investigation are limited.",
      "Q15" : "Articel 37. It is my experience that without a clearly appointed DPO organisations fail to understand and enact their compliance responsibilities. I submit therefore that all organisations processing significant amounts of personal data, measured by type and quantity should be required to appoint a DPO",


	BBC

	"Q9" : "Article 58(1)(e) giving the ICO the right â€œto obtain, from the controller and the processor, access to all personal data and to all information necessary for the performance of its tasksâ€  must be read in light of Article 10 of the European Convention on Human Rights in relation to information which would tend to identify confidential journalistic sources. As envisaged by Article 90, explicit protection from disclosing confidential journalistic sources would be desirable. Article 58(2)(f), which permits a ban on processing to be imposed, and Article 58(2)(j), which permits the suspension of data flows to a third country, would not be consistent with Art.10.",
      "Q11" : "Article 36 - Prior Consultation. . The BBC Charter and Agreement provide for a new governance regime, which aims to simplify and clarify regulation of the BBC. As such, it would seem contrary to the public policy intention for another body to be given a role, which would overlap with existing roles and provisions overseen by the BBC itself and by its external regulator, Ofcom. . . The ICO is not intended to be, a statutory regulator of the media. It would not be appropriate, or consistent with the perishable nature of news, to require consultation with the supervisory authority in connection with the special purposes which would otherwise be likely to arise in connection with, e.g. undercover filming in the context of investigative journalism or the research and production of factual drama which often further the publicâ€™s understanding of contemporary or historical events or societal issues.",
      "Q17" : "Recital 153. . . The BBCâ€™s website is an important archival resource which provides a public record of information published by the BBC. Together with similar online resources maintained by all other major media organisations, these resources should be recognized as news archives as envisaged in recital 153. Further, the BBC as the world's oldest national broadcasting organization itself holds news archives and press libraries which are of historic and public interest. This includes the BBC Genome Project http://genome.ch.bbc.co.uk. . . Regardless of the wider journalist exemption, this is an opportunity for the Government to explicitly legislate news archives and press libraries (including the online news archives maintained by media organisations for the benefit of the public) are exempt from the fourth and fifth data protection principles (the requirements that data is accurate kept up to date and kept for no longer than necessary).",
      "Q21" : "It is imperative that the media is entitled to process special categories of personal data, and not merely in cases where this is objectively considered to be of substantial public interest. . . Article 9.2 should be extended so that for journalistic purposes journalists are specifically entitled to process special categories of personal data (such as sensitive personal data) except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject. . . The media must not be under any obligation to disclose sources of information, and therefore must have a carve out from the requirements of Article 14(2)(f) which requires controllers to tell data subjects â€œfrom which source the personal data [about them] originateâ€ .",
      "Q23" : "Article 10. . It is presumed that the right to freedom of expression under Article 10 of the European Convention on Human Rights and Article 11 of the EU Charter of Fundamental Rights would be considered to authorise processing of information relating to criminal convictions and offences. . . This position should be clarified for journalists by an explicit authorisation for special purposes processing of information relating to criminal convictions and offences (or confirmation explicit authorisation not required).",
      "Q27" : "The BBC supports maintaining the current position of 13 as the age of consent for children.",
      "Q29" : "It is vital that the UKâ€™s implementation of the GDPR secures the right balance between balance between protection of the privacy of individuals and freedom of expression which allows the BBC and the media generally to fulfil their important public interest functions, including the freedom to investigate and report news and current affairs.In general S32 of the DPA in general has worked well for over 17 years in protecting the media and reconciling competing demands of data protection and freedom of expression. Any erosion of S32 of the DPA could have a chilling effect on the freedom of the press. So it should be substantially retained, subject to amendments to address areas where the protection of media afforded by S32 has been subject of attack, for example by data subjects taking legal action to try and force the media to disclose journalistic information pertaining to the data subject on grounds it is no longer processed only for the special purposes or with a view to publication.",
      "Q38" : "In order to minimize the cost or burden to the media is vital that the Government secures the right balance between balance between protection of the privacy of individuals and freedom of expression, including the freedom to investigate and report news and current affairs. In this regard we would advocate imposing a limitation period for bringing claims relating to processing for the special purposes and introducing a threshold of seriousness for bringing claims under the DPA, particularly in light of the decision in Vidal-Hall v Google permitting claims for compensation for mere distress, which would serve to minimise the cost or burden to business of the GDPR."


	Equifax Limited

	"Q13" : "GDPR says that codes of conduct are to be encouraged and this should be reflected by creating an effective framework to make it easy to approve and formalise appropriate codes. There must be as much flexibility in operation as possible around codes of conduct. To work well, they must be able to attain a level of prescription that will add value while at the same time supporting change through flexibility and avoiding artificial constraints on the codifying process, as technology and circumstances continue to evolve rapidly. Ownership of the ratification of any national codes of conduct should naturally sit with the ICO.",
      "Q17" : "A derogation under Article 89(2) is vital to preserve the current effect of Section 33 of the Data Protection Act 1998. Historical statistical processing is necessary for a wide range of reasons, which include supporting statistically sound, fair and non-discriminatory profiling and decision making.",
      "Q23" : "Derogation is required to support employment screening in relation to jobs where a previous conviction or offence would be an issue of serious concern. These will not always be situations where failure to conduct a check would breach other regulations. They may also include situations where there is no legal requirement yet checks are clearly justified. Examples would include working in financial services (in roles not formally designated by the FCA to require such checks) or in other areas where roles have the capability to facilitate fraud or other offences, and working with vulnerable persons.",
      "Q25" : "In a credit context, fraud can include first party fraud where a borrower legitimately obtains credit but has no intention of repaying it or income, as well as misrepresentation address history and identity. It is important that derogations under this Article supports the need to prevent all frauds of these kinds and provides clarity as to where Article 22(1) does not apply. E.g. a CRA â€˜s profiling activities are essential for lenders in making decisions to protect against fraud as well as in the public. A derogation under this Article should consider, clarify and support credit reference agenciesâ€™ profiling activities as not being deemed to be â€œdecisionsâ€  that have significant consequences for data subjects. The creation of a credit score by credit reference agencies is not a decision which is caught by Article 22 (1) but instead takes effect at the point at which a lending decision is made by lenders, and the controller to which it applies is the lender making that decision.",
      "Q31" : "Article 18 â€“ Right to restriction of processing. The right to restrict processing carries with it a clear risk that it could be abused by individuals who challenge processing for unrelated reasons. For example, an individual might seek to conceal information about themselves in order to secure an advantage, by challenging the continued processing of that information. There is protection here of the rights of another natural or legal person, but consideration could be given to strengthening this through derogation.",
      "Q33" : "A range of exemptions are used to obtain and process CRA data for appropriate purposes. These include: S.28 (National Security); S.29 (Crime and Taxation); S.31 (Regulatory activity); S.35 (Legal proceedings) Given the purposes and uses of these exemptions, it is vital that the ability to obtain this data, and the maintenance of relevant restrictions on information provision should be continued, whether under derogations from GDPR or as part of the forthcoming implementation of the Law Enforcement Directive. Key areas CRAs consider appropriate legislation is permitted under Art 23 on at least a public interest ground to maintain existing provisions under the DPA include (1) Retention of similar presumption under S9 DPA; (2) the provision on fees and the timeline for responding to such subject access requests; (3) the prescribed statement to be included with responses to subject access requests; and (4) the specific rights of correction or removal of information under the CCA 1974.",
      "Q38" : "Our view is that current exemptions should be continued unchanged so far as is possible in order to reduce the burden on industry, with the exception of specific enhancements such as those we mention above. The cost of uncertainty to business must also be recognised, and we request that a draft of the final form of derogations should be shared as soon as is practicable."


	Insurance Fraud Bureau

	"Q21" : "Insurance Fraud Bureau (IFB) was established to lead the insurance industries collective fight against fraud and act as a central hub for sharing insurance fraud data and intelligence. We help insurers identify fraud and avoid the financial consequences of insurance fraud & support police, regulators and other law enforcement agencies in finding fraudsters and bringing them to justice.We also try to raise public awareness of insurance fraud scams. We were granted specialist anti fraud organisation (SAFO) status under the serious crimes act 2007 which inserted a condition in Schedule 3 of the DPA to allow the processing of sensitive personal data through a SAFO where necessary for the purpose of fraud prevention. IFB rely heavily on this condition for processing and on its SAFO status and given that this condition is no longer in the legislation we are concerned this will impact the sharing of sensitive data for fraud purposes and sharing between private and public sectors.",
      "Q23" : "The IFB regularly share data relating to criminal convictions and offences given its leading role in the fight against insurance fraud. We currently process this kind of data without the control of an official authority and rely heavily on the ability to do so. IFB along with the rest of the Insurance industry require conditions to enable us to continue to process relating to criminal convictions and offences. The impact of article 10 on IFB and the Insurance Industry is significant in the fight against fraud. . . Furthermore, given our unique and trusted position we carry out employee vetting for all staff and are concerned that we would (along with many organisations) be restricted from conducting sufficient employee vetting and criminal records checks at recruitment stage.",


	Co-op Insurance

	"Q21" : "Issue 2: Consent for special category data processing . . . . Article 9 of the GDPR details the applicable legal bases that Co-op Insurance can use in order to process special categories of personal data, such as health or criminal convictions. There are a number of Statutory Instruments that are applicable under the current Data Protection Act 1998 for Insurance Contracts, for example they allow current and future policyholders to enter into a contract with sensitive health data via the process of obtaining the insurance contract direct or via a main policyholder. . . . . To maintain the provision of cover on policies which include health data to new and existing policyholders our understanding is that existing legalisation will need to be maintained because GDPR offers no appropriate legal basis to respond to an individualâ€™s claim that includes health data because the individual is not in a position to a) provide consent and where b) Article 9c is not appropriate. Therefore it w",
      "Q23" : "Issue 1: Processing of Personal Data relating to criminal convictions and offences . . . . ïƒ˜ Issue . . . . Article 10 states that â€œProcessing of personal data relating to criminal convictions and offences or related security measures based on Article 6(1) shall be carried out only under the control of official authority or when the processing is authorised by Union or Member State law providing for appropriate safeguards for the rights and freedoms of data subjects. Any comprehensive register of criminal convictions shall be kept only under the control of official authorityâ€ . This removes the ability currently within the DPA 1998 for insurers to process personal data: . . â€¢ for the purposes of the prevention or detection of crime (DPA1998 Part IV â€“ Exemptions, para 29 Crime and taxation) . . â€¢ where it is necessary for the purposes of preventing fraud or a particular kind of fraud (DPA 1998 Schedule 3, para 7(1)A 9b). . . . . ïƒ˜ Impact. . . . Without additional legislation from the UK Government, insurers",
      "Q27" : "Issue 1: Processing of Personal Data relating to criminal convictions and offences . . . . ïƒ˜ Issue . . . . Article 10 states that â€œProcessing of personal data relating to criminal convictions and offences or related security measures based on Article 6(1) shall be carried out only under the control of official authority or when the processing is authorised by Union or Member State law providing for appropriate safeguards for the rights and freedoms of data subjects. Any comprehensive register of criminal convictions shall be kept only under the control of official authorityâ€ . This removes the ability currently within the DPA 1998 for insurers to process personal data: . . â€¢ for the purposes of the prevention or detection of crime (DPA1998 Part IV â€“ Exemptions, para 29 Crime and taxation) . . â€¢ where it is necessary for the purposes of preventing fraud or a particular kind of fraud (DPA 1998 Schedule 3, para 7(1)A 9b). . . . . ïƒ˜ Impact. . . . Without additional legislation from the UK Government, insurers",


	Freedom of Expression Group

	"Q9" : "My proposed derogations are connected to THEME 4, and specifically the secrecy and confidentiality obligations of the Data Protection Officer (DPO) at Article 38(5). I am concerned that responding to the ICOâ€™s exercising of its powers under Article 58(1) paragraphs (a) and (e) might put the DPO in breach of the secrecy and confidentiality obligations owed to the controller (the employer) and to the data subject. . Article 58(4)-(6) enable Member State law dealing with the exercising of ICOâ€™s powers. We need a derogation to ensure that providing information about the controller and/or the personal data to ICO when ICO has used its powers to request or require them should not be considered a breach of Article 38(5). . Article 90(1) would provide another opportunity in relation to Article 58(1) paragraph (e) to ensure that responding to the ICOâ€™s exercising of its powers would not put the DPO in breach of his confidentiality obligations.",
      "Q11" : "Article 83(7) allows Member States to lay down rules for administrative fines to be paid by public authorities and Article 84(1) allows them to lay down rules for penalties not covered by Article 83. It is unlikely but possible that an archive service â€“ whether public or private â€“ might be subject to a penalty under either of these Articles as a result of a mistake when processing for archiving purposes in the public interest. However, most archive services are units or functions within a larger organisation such as a local authority or a business. If a fine becomes payable because of a mistake by a small archive service,the penalty should be assessed not against the turnover of the archive serviceâ€™s parent body but against its own budget. A large fine payable because of a mistake could put the future maintenance of the archive service at risk. We need a derogation to allow a proportionate approach to assessment of the amount to be paid when a fine or other penalty arises fro",
      "Q15" : "Article 38(5) imposes confidentiality obligations on the Data Protection Officer (DPO) - â€˜The data protection officer shall be bound by secrecy or confidentiality concerning the performance of his or her tasks, in accordance with Union or Member State lawâ€™. It is not clear whether the confidentiality is owed to the controller or the data subject or both. Nor is it clear whether the duty applies to the personal data as well as to information about the controllerâ€™s operations. My concern is that a DPO who is dealing with an order from ICO to provide â€˜any information it requires for the performance of its tasksâ€™ (Article 58(1) paragraph (a)) or â€˜access to all personal data and to all information necessary for the performance of its tasksâ€™ (Article 58(1), paragraph (e) might find that compliance puts them in breach of the confidentiality obligations at Article 38(5). Article 39(1) paragraph (d) requires the DPO to co-operate with the supervisory authority but is that sufficient to ensure t"


	The Co-operative Group
	"Q21" : "We have concerns that some of the additional Schedule 3 conditions currently available (from The Data Protection (Processing of Sensitive Personal Data) Order 2000) will not be carried over to GDPR. As an example, some of these allowed the processing of religion, ethnicity and physical/mental health or condition for the purposes of 'reviewing the existence or absence of equality of opportunity or treatment between persons'. There wouldn't appear to be an article 9 condition within GDPR to allow for the processing of this type of information, and without this we're concerned that our ability to manage equal opportunities and equality monitoring will be reduced.. . We're also surprised that Criminal Offences / Convictions appear to not be 'special category' data under GDPR and instead seems to be just personal information instead (based on the fact that article 10 includes a reference to article 6(1) which is the conditions for processing personal information).",
      "Q23" : "Article 10 says that personal information relating to criminal convictions and offences 'shall be carried out only under the control of official authority or when the processing is authorised by Union or Member state law.....'. This would suggest that Data Controllers aren't allowed to process information about criminal convictions/offences, but there are some situations where we may need to. For example when we're recruiting someone (dependent on the job role) we'd need to ask a question around criminal convictions and a CRB may need to be carried out. Article 10 wouldn't seem to allow us to process any information like this.",


	Bassetlaw District Council

	"Q13" : "Whilst the principles should be adopted, there is a feeling that the codes may be too erroneous especially for the data subject to wade through. The codes should be relevant to those organizations which are responsible as controller and processor without over burdening and denigrating or aggravating service delivery . Whilst for some data subjects there is a level of choice for those who have either a need or access to a statutory need this must be provided with due care and attention to protect the subject.",
      "Q15" : "Whilst it is admirable that public sector entities must define a DPO, there should include a whilstleblowing facility to enable the DPO, with a level of security to report to the SA.",
      "Q21" : "The tiered nature of data means that, in some circumstances, there may be issues with securing the correct data level. THerefore, it would be of use that the overriding categories should prevail when data contains a mixture of sensitive and that of personal",
      "Q25" : "It can be foreseen that issues will occur with my win no fee claims when either examining the rationale behind some of the rights and remedies. Clear and unambiguous language must be used to enable all to understand compliance and clear guidance on representation of data subjects.",
      "Q27" : "Alongside the Digital Economy bill and the age verification there should be verifiable means to ascertain ages.",
      "Q31" : "As a result of processing the data subject must be afforded the correct level of protection whilst not overburdening the relevant organization. Whilst the level should be left at organizational level there must be clear and unambiguous criteria as the SA (ICO) has a tendency to \"sit on the fence\" .",
      "Q33" : "Restrictions must be proportionate to the organization processing or controlling the data.",


	ISBA

	"Q31" : "Theme 12: Processing of Data. Article 28 provides that processing by a processor shall be governed by a â€œcontract or other legal actâ€ . It would be helpful for the Government to provide information on whether it will introduce a â€œlegal actâ€  that will enable contracts between controllers/processors or processors/sub-processors to avoid including lengthy contractual clauses which repeat the provisions of Article 28(3).. It would be helpful to know whether the Government intends to produce a list of the types of processing operations that will require an impact assessment and those which will not. (Article 35). Â",
    },
    "The Institute Of Practitioners In Advertising" : {
      "Q6_1" : "The Institute Of Practitioners In Advertising",
      "Q9" : "The IPA supports the Information Commissioner's Office as the UK's supervisory body.",
      "Q15" : "The IPA does not believe it necessary for the government to require the appointment of DPOs in addition to the requirements of Art 37.1",
      "Q25" : "Profiling is essential to providing targeted, relevant, online advertising. The IPA asks government to authorise in UK law decisions based on profiling for the purposes of online targeted advertising in order that such decisions do not fall within the scope of Article 22.1. Alternatively, since Recital 47 of the GDPR makes clear that direct marketing may be carried out for a legitimate interest, the IPA would ask government to confirm that decisions based on profiling for the purposes of online advertising may also be carried out for a legitimate interest and/or that they do not, in any event, produce legal effects or similarly significantly affect data subjects.",


	Museum of London

	 "Q15" : "In reference to article 38 it would be useful to have clarity around where it is expected a data protection officer would sit in an organisation. The article states that 'the data protection officer shall directly report to the highest management level of the controller or the processor' - in practical terms does this mean it is expected to be a director level appointment reporting in at that level, or would it be appropriate for it to be at a lower level e.g. records manager?",
      "Q17" : "How will archiving in the public interest be defined? Can we be sure that existing archive material, and that collected in future, will be exempt from rectification, notification and subject access for example?",
      "Q31" : "Under Article 6, how are tasks carried out in the public interest under part (e) being defined? As a museum we carry out fundraising, marketing and other communications which we feel should be considered as acting in the public interest, and therefore exempt from the mandatory consent requirement under GDPR. Museums are constantly striving to make themselves more self-sustaining by undertaking these activities, and if successful, this helps to ease the burden on the public purse - it would be a step backwards if GDPR cut off this avenue of revenue generation. Museums (and other charities) have also undertaken prospect research, certain interpretations of the GDPR make this problematic - at what point would we need to seek permission for this research? Or could we use Article 6(f) to justify it, saying it is a legitimate interest? Again, this kind of research is vital in allowing the Museum to continue its work without increasing demand for public funding.",


	Open Rights Group

	    "Q9" : "Article 58 - Powers . The ICO should be able to recover the costs of an audit and enforcement if the data controller is found in breach of the GDPR. This will help the finances in the absence of compulsory registrations.",
      "Q11" : "Article 36 - Prior consultation . The provision makes â€œprior authorisationsâ€  an option in relation to risks around â€œthe processing of personal data by a controller for the performance of a task carried out by the controller in the public interest, including the processing of such data in relation to social protection and public health.â€  In practice, this will mainly apply to public bodies â€“ but some â€œtasksâ€  performed by private entities, such as fraud detection, can also be argued to be â€œin the public interestâ€ .. . We support the need for prior authorisation for certain high risk processing in the public interest. The Digital Economy Act 2017 creates vast new powers for ministers to share data and the state will undoubtedly increase its data processing in the near future, leading to potential abuses.",


	Western Sussex Hospitals NHS FT

	  "Q11" : "Article 36: \"processing would result in a high risk in the absence of measures taken by the controller to mitigate the risk\" - formal definition of 'high risk' would be useful. Is it just use of special categories of data, or wider?",
      "Q13" : "Article 40: Will the DoH IG Toolkit suffice with this?. Article 42: Will the DoH IG Toolkit suffice for this?",
      "Q15" : "Articles 37 and 38: Clarification is required as to the level within an organisation that should be the DPO, and whether this needs to directly report to the Board, or simply have a reporting line through to it.. . There also needs to be clarify on what is meant by independence.. . It is my very clear view that this role should be an IG Lead in an NHS organisation as they appear very clearly to have the responsibilities outlined in Article 39.",


	Advertising Association

	"Q17" : "The UK is an attractive research base and it is the worldâ€™s second largest research market outside of the US. To maintain this position, the exemptions in Article 9 and 89 that will allow for the processing of data for research purposes should be implemented.",


	Her Majesty's Land Registry

	"Q31" : "Article 88 - Her Majesty's Land Registry (\"HMLR\") currently relies on the exemption contained in Schedule 7 paragraph 1 and wishes personal data for these purposes to be exempt from the Article 12-22 rights. HMLR must be able to rely on providing confidential references in the context of employment. More generally, HMLR seeks provision in the GDPR that processing personal data for employment purposes is a legal basis for such processing.",
      "Q33" : "Her Majestyâ€™s Land Registry (\"HMLR\") does not have any statutory data sharing gateways and therefore relies on the exemptions contained in Sections 28 ,29, 31 and 35 of the Data Protection Act to disclose, when requested, personal information to law enforcement agencies, other government departments, its Solicitors (section 35). HMLR considers that these activities fall within Article 23 (e). Certain of the miscellaneous exemptions currently contained within Schedule 7 of the Data Protection Act need to be carried forward, on the basis that HMLR can also rely on the grounds in Article 23 (e). These exemptions are to exempt personal data from the Article 12-22 rights if they are processed for the purposes of Crown employment (Schedule 7 para 4); Management Forecasts para 5 and Corporate finance para 6 and para 10 â€“ Legal professional privilege. . Please see email enclosing further representations on this point.",

The most important exemption that HMLR relies on is that contained in Section 34 of the DPA:    
 
By way of background, the 1862 Land Registry Act set up Her Majesty’s Land Registry (HMLR) to record land and property ownership in England and Wales.
 
Its powers have been contained in statutes thereafter.
 
HMLR’s main primary legislation (although not exclusive) is the:-
· Land Registration Act 2002 (“LRA”) 
· Agricultural Credits Act 1928
· Land Charges Act 1972
 
Subordinate legislation:-
· Land Registration Rules 2003
· Network Access Rules 2008
· Fee Order 2013
· Proper Office Orders  
· Transfer of Functions Order 2011
 
Land Registry only has statutory powers. It has no prerogative powers. It is a non-ministerial government department sitting within BEIS.
 
Under Section 66 of the Land Registration Act 2002, anybody can obtain copies and inspect Registers of Title, title plans and supporting deeds and documents.
 
This statutory information comprises names and addresses which is personal data.
 
HMLR relies on the exemptions under Section 34 of the Data Protection Act 1998 and not- withstanding the terms of Article 86 of the GDPR, the exemption contained in Section 34 of the DPA 1998 needs to be specifically carried forward for the following reasons:-
· The open register and access provisions contained in the Land Registration Act 2002 support transparency and efficiency within the Conveyancing process.
· The subject access provisions and provisions contained in the GDPR, Articles 12 – 22  conflict with the statutory provisions contained in HMLR’s legislation regarding access, security and retention. HMLR needs to be able to rely on its own legislation.
·        HMLR is a trading fund and funds its statutory operations from the income it receives. This income is derived from the fees charged for inspection and purchase of title registers/title plans and deeds and documents that have been lodged in support of applications.
· If this exemption were removed, HMLR would lose this revenue stream and its trading fund status would be threatened. 



	Market Research Society

	"Q17" : "The UK is the second largest research market in the world and implementation of Art. 89 is critical to ensure the UK research sector continues to lead the way in the development of creative and innovative research approaches. Article 89 GDPR research regime operates at both an EU and a national level and UK Government needs to set out clear requirements fto facilitate a workable approach for public and privately funded research that allows processing of sensitive data (articles 9 and 10), restricts the five named individual rights and details content on processing for statistical purposes. . . Implementing legislation must also:-. . Provide clarity that commercial research is scientific research within the exemption - The GDPR recitals provide guidance and indicate a broad interpretation that should bring commercial research within the regime. . . Explicitly include industry codes of conduct such as the MRS Code of Conduct within GDPR acceptable and recognised ethical safeguards",
      "Q21" : "Provision should be made for scientific research to form a basis for processing sensitive personal data as set out in Articles 9 and 10 of the GDPR. This will allow the research exemption to be used for both standard personal data and sensitive personal data.",
      "Q27" : "Article 8 sets out the conditions applicable to child's consent in relation to information society services for online services.. . If the opportunity is taken to implement the derogation regarding the age limit for children it is important that a definition of â€œinformation society servicesâ€  is included so that other sector such as research (which currently sets the age of a child at under 16) are not inadvertently impacted.",


	Information Security Know How LTD

	"Q9" : "n/a",
      "Q11" : "As a soon to launch Managed Cyber Security Services company, tailored jus for the UK's Third Sector; to include Charities, Social Enterprises & Not-for-Profits, I feel that I have to air various concerns that we hear from this sector about GDPR. . . Regarding Article 83 - Third Sector organisation's, whilst heavily regulated and often held more accountable than SME's in the main, are \"Incredibly Fearful\" of the impact on their organisation, if there was a resulting administrative fine due to a data breach or other form of GDPR breach.. . This sector is under constant strain in a plethora of ways, including financially, if you run an organisation that sits outside of the very top echelon one's, who turnover high finances. . . We would implore the ICO to consider that any fines, or Article 84 - Penalties for Third Sector organisation's, on the whole are carefully considered, as this sector carries out an immense amount of good for the country, up and down it and across it - don't RUIN them.",


	Art Fund

	"Q35" : "In order to carry out our charitable purpose Art Fund, like many other small charities, holds the data of a range of subjects, including members, donors, corporate and charitable trust contacts, partner museums and their employees and other sector contacts we work with such as artists, journalists, and influencers. Types of processing varies from contact to contact depending on the nature of our relationship with each individual.. . We are committed to offering our data subjects real control over their information and how we use it. To ensure we stay within the confines of the law and good practice, we have been following the Information Commissioners Officeâ€™s (ICO) guidance together with that of the Fundraising Regulator. . . Article 6 (1) of GDPR details the six lawful bases for processing data, this includes allowing data to be lawfully processed if â€œIt is necessary for the purposes of the legitimate interests pursued by the controller or by a third party except where such",


	Scottish Government

	"Q11" : "Article 36, para.5 - In principle, any measure which results in a higher degree of public confidence in public sector data handling should be given serious consideration; however, this has clear capacity considerations for the supervisory authority.. . Article 83, para.2 - It is clearly necessary to incentivise compliance with the Regulation; however, where a task is being carried out in the public interest, there is potential for damage to be caused to the public interest by any administrative fine resulting from non-compliance. It may be that tasks carried out *in accordance with* a previous consultation under Article 36, para.5 could be made partially or wholly exempt.",
      "Q13" : "We support the development of codes of conduct and welcome the involvement of organisations representing controllers and processors in the development of the codes of conduct.. . A Code of Conduct in respect of handling personally identifiable information might be useful in terms of public confidence especially where we currently are with online identity and the challenges that it brings about. Signing up to a code of conduct would go a long way towards assuaging some of the privacy fears (well-founded or otherwise) that some groups might have. Accreditation to some recognised standard is extremely useful as it avoids people interpreting what they feel their position or posture might be. Different people and groups will often interpret common terms in widely differing ways so having a set of principles that we sign up to is something we wholeheartedly support.",
      "Q17" : "Article 89. . We support the views offered by the National Records of Scotland.. . Clear and practical provision for processing of personal data for research and archiving is needed for the functions of the Scottish Government.",
      "Q27" : "Article 8. . We support the age of consent for processing the personal data of children for information society services provided by a public sector organisation, for example educational services, being set at the lower age of 13.",
      "Q31" : "Article 35, para.10 - There is potential for this section to be clarified in line with para.11, i.e. where reliance is on the assessment carried out in the context of the adoption of the legal basis, the controller should satisfy themselves by review that processing will be in accordance with the original assessment before being allowed to disregard paragraphs 1 to 7.",
      "Q33" : "Article 23 - The inclusion of explicit restrictions to cover circumstances where individuals are perceived to be at risk but where crime may well not be a factor, e.g. vulnerable missing persons, would be welcome. This seems to be in line with Recital 73 on protection of human life, but is not as clear as in current Data Protection Act.",


	Water UK

	 "Q31" : "We would strongly recommend that government clarifies that statutory water and water and sewerage undertakers (\"water companies\") fall outside the term \"public authority\". . . GDPR Recital 45 states that: \"It should also be for Union or Member State law to determine whether the controller performing a task carried out in the public interest or in the exercise of official authority should be a public authority...\". The WP29 considers that such a notion is to be determined under national law. . . In the rest of the EU, water companies are overwhelmingly in public ownership whereas in the UK, except in Scotland and Northern Ireland, they are privately owned. Considering water companies as public authorities would cause many practical problems with no clear benefit.. . We request confirmation that the definition of a public authority will be the same as that set out in the Freedom of Information Act.",

Water companies are subject to the Environmental Information Regulations 2004, but not to freedom of information legislation.  S 13(2)(b) of The Environmental Information Regulations provide an exception for unstructured paper information about living, identifiable individuals.  It does this by reference to s 33A(1) of the Data Protection Act 1998, which relates manual personal data.  The GDPR does not contain an equivalent of s 33A(1).  This could have the unfortunate result of requiring the disclosure under the EIRs of manual, unstructured information about living, identifiable individuals.
 
We should be grateful if consideration could be given to implementing the GDPR in such a way that the status quo for manual, unstructured information is maintained.  We see no reason why the position should change as a result of the introduction of the GDPR.



	Companies House

	  "Q33" : "The Registrar of Companies is legally obliged to maintain a public register of certain information about companies including includes personal information regarding company officers as laid down in the Companies Acts. The information forms part of the public register. . . The central exemption which the Registrar relies on is section 34 of the DPA 1998. If this exemption was removed, or narrowed, it could restrict the Registrarâ€™s ability to publish personal information collected under the Companies Act 2006 or to operate the registry. The Registrar would be unable to disclose personal information relating to company officers. This would affect the fundamental purpose of the register; to maintain a public register of corporate information in the public interest. Unless section 34 is drafted in substantially the same terms as it is currently, Companies House will struggle to exempt under DPA personal information required by the Companies Act to be made publicly available.",


	Hammersmith Medicines Research Ltd

	"Q17" : "Article 89 - scientific research purposes . Private research for technological development qualifies as research, but there may be an expectation that the research data â€˜circulate freelyâ€™. Transparency in clinical trials has been debated extensively in Europe. Safeguards have been put in place during implementation of the EU Clinical Trials Regulation to prevent premature disclosure of commercially sensitive information relating to early clinical trials (situations where disclosure carries great risk to the owner of the intellectual property and there is no benefit to prescribing physicians or patients). Pharmaceutical sponsors of clinical trials require at least the same level of protection of commercially sensitive information as that provided by the Regulation.",
      "Q19" : "Article 49 - Derogations for specific situations. We work in a global market and must be able to transfer pseudonymised clinical trials results to our clients. Our consent forms explain to trial subjects that data may be transferred to third countries where data protection laws are less strict. We cannot specify which countries or organisations will process the data. That system must continue if the UK is to remain competitive.",
      "Q21" : "Article 9 - Processing of special categories of personal data. Clinical trials involve processing of sensitive data â€“ medical history, ethnic origin and sometimes genetic data. That is necessary to meet the scientific objectives of clinical trials. We make that clear in our consent forms.",
      "Q25" : "Article 17 - Right to erasure ('right to be forgotten'). For clinical trial subjects, there can be no automatic right to be forgotten.. We canâ€™t remove subjects from our database if theyâ€™ve ever been dosed with an experimental medicine â€“ we may need to pass on new information about long-term health consequences of a clinical trial. . The EU Clinical Trials Directive obliges us to keep personal information about trial subjects for at least 15 years (soon to increase to 25 years). We obtain fully informed written consent for that.",
      "Q31" : "Article 18: Clinical trial subjects must have no automatic right to object to processing of their data. . If subjects withdraw from a trial, we stop collecting new data. But we must not compromise the scientific integrity of the trial. In the public interest, we shouldnâ€™t dose extra subjects unnecessarily, so it would be unethical not to use the data weâ€™d collected. We obtain consent for the use of data.. The right to rectify mistakes should be limited. Correction of pseudonymised data should be mandatory only if it materially affects the scientific value of the trial. . Article 6: We may not be able to obtain specific consent for future research. Trial protocols may allow us to keep samples for future research, which is typically limited to investigations linked to the study medicine or the disease for which it will be marketed. However, details of the investigations will not be available, as some of the tests will rely on scientific discoveries not yet made.",
      "Q38" : "Preserve competitiveness of UK clinical trials and other scientific research by permitting continuation of existing systems, which are already highly regulated and controlled."


	BGL Group Limited

	"Q17" : "To assist in providing the right service to our customers and ensuring that we can make accurate decisions on issues such as pricing and credit worthiness assessments it is necessary to us to use personal data for statistical and research purposes. This can include the consideration of claims information to predict the likelihood of claims being made in the future, predicting the likelihood of a customer to fall into debt and can also importantly include activity such as examining past policies to look for patterns which may assist us in predicting fraud in the future. It is important that the accuracy of this research can be maintained and therefore we believe it is necessary for the existing exemptions under the Data Protection Act to continue to ensure that the processing of data for statistical and analytic purposes is not unnecessarily restricted.",
      "Q21" : "Please refer to email submitted by BGL Group Limited on 10 May 2017 which contains our full response to this theme.",
      "Q23" : "Please refer to our email from BGL Group Limited dated 10 May 2017 which sets out our full response to this theme.",
      "Q33" : "We believe that the existing exemptions in relation to data subject rights in the Data Protection Act are appropriate and represent a sensible balance between the rights of the data subject and ensuring the data controllerâ€™s position or the wider public interest is not prejudiced. By way of example, it is sometimes appropriate for data to be withheld from a subject access request as it will prejudice the data controllerâ€™s positon in a negotiation or legal claim or it may be appropriate for information to be withheld where disclosing the information to the data subject would tip them off in relation to an ongoing fraud investigation. We therefore consider that it is important that appropriate exemptions remain in relation to subject access request, particularly in the areas of management forecasting and planning, negotiations with the data subject, legal professional privilege, crime and taxation and legal proceedings.",


	National Association of Business Crime Partnerships
	I am the operations director for the National Association of Business Crime Partnerships (www.businesscrime.org.uk) and we help to manage some 130 business crime reduction partnerships (BCRPs) in towns and cities in England and Wales.  Their purpose is to bring together retailers and other day-time economy and night-time businesses to better manage the types of crime which particularly effect those business sectors who, by the nature of their business, open their doors to the general public. 
The most general crimes committed against these businesses are shop theft, threats, intimidation, violence, criminal damage and anti-social behaviour, which not only effects businesses and their staff, but damages customer confidence when these offences involve visitors and the public.
The partnerships are managed by a local business board of management, have their own paid for crime manager and are registered with the ICO for the purpose of the prevention and detection of crime and the prosecution of offenders.  They operate by sharing personal data about local, known offenders, mainly prolific offenders, as well as relaying information regarding offences and suspects by radio to each other, acting as an early warning system.  The partnerships operate intelligence systems which manage personal data in compliance with the DPA, and NABCP has good relations with the ICO, a number of its partnerships having been reviewed recently for data compliance by the ICO.
All our partnerships work closely with local police and BIDs as part of a community effort to reduce crime and manage offenders and their behaviour by identifying and deterring offenders. At the moment, many police forces are creating policies based on non-attendance to many minor crimes to save resources, and an increasing amount of quasi police work is being undertaken by BCRPs.  This includes a national programme, managed by the Metropolitan Police, funded through the HO, to create a national business crime hub (NBCH) to provide an intelligence focus for retail and business crime to help businesses and the police identify and deal more effectively with organised business crime.  It is intended that local BCRPs will feed relevant intelligence into the NBCH.
In order to carry out the functions above, partnerships rely on The Data Protection (Processing of Sensitive Personal Data) Order 2000 to process personal and sensitive personal data.  This order will, I believe, be repealed when the GDPR comes into force.  This would remove the authority which currently exists to process such data, and would mean that helping the police and local authorities to manage the significant amount of relatively minor crime in our towns and cities would fall back on the police at the time when their resources are under considerable strain.
NABCP is the successor to Action Against Business Crime, which was created with HO funding in 2004 to provide the support and framework for this work, under which it has developed a national profile which attracts the confidence of police and businesses as an effective means of dealing with lower level offending.  NABCP is now an important third sector organisation, bringing together businesses and police, and reducing the amount of police time spent dealing with offences which do not justify the expenditure of a police resource.  Without their continuing ability to provide that service, the management of this crime sector will fall back directly onto the police.  They are not in a position to manage the current scale of the problem, and this will rebound onto businesses both financially and politically.
There is a need for a replacement for the 2000 order to enable BCRPs to continue to effectively manage crime in our towns and cities.


	ZigZag Global
	We are a software solution provider that helps retailers manage returns. We wish to be compliant with GDPR and would ask that returns are considered when drafting the legislation as returns can be up to 50% of retail in fashion, but sometimes retailers use partners such as ZigZag to help process returns.

In this instance ZigZag would potentially be passed data by the retailer, but ZigZag has not been the party to obtain the consent from the customer at the time of the purchase. We feel the onus must be on the retailer to collect consent, and that the wording around this allows them to share the data with a 3rd party service provider such as ZigZag so that the return can be efficiently processed in the same way the retailer would collect the data and share it with a delivery company such as Royal Mail who may deliver the item.

Typically, a consumer would visit the ZigZag portal to request the return of a product they have bought from a partner retailer - eg A Harrods customer wants to return a dress.

ZigZag would receive the Harrods customer data in a feed (a copy of what the customer ordered together with name and address etc so that we can facilitate the return).

We do not ask the customer to fill in lots of data as we already know who the customer is from the data we receive. 

In this instance, the retailer has passed us the necessary data to help us process the returns so that we can book a courier via our software portal and to minimise customer friction and make the return quick and simple.

How do we store the data so that we are compliant without constituting a breach for not obtaining consent? 

I hope the scenario is clear and that returns are being taken into consideration. I realise we are after the 10th May - but we still remain available for contact if you would like to get some feedback in this area. We are based in holborn and want to actively engage with decision makers in this legislation so that we are compliant.




