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Introduction
This submission has been prepared by GRiD in response to the call for views on the General Data Protection Regulations derogations published on 12th April 2017.

Our response has been compiled from a working group drawn from a representative sample of our membership and reflects our combined views, although it may not represent the views of each member company.
 
The response is focussed on the specific issues involved with the provision of insured employee benefits, although we believe that the concepts discussed could apply to other benefits provided in the context of employment such as pensions.

We have also included flags to wider insurance issues such as the use of family history in underwriting health benefits and transfer of data to reinsurers and overseas.

We are providing:

· Information about how Group Risk works in practice to contribute to the financial protection of over 12 million people
· Responses to the questions where we can add value

We are calling for the regulations implementing Article 88 in the UK to allow for the transfer of sufficient personal data from the employer to third parties for the provision of benefits for the employee, without the need for specific employee consent for each individual benefit.

The ideal solution would be by a general derogation for employer provided benefits. However if a list of exempt benefits is required, this should include:

· Pensions
· Benefits payable and non-financial support following the death of an employee or dependant
· Benefits payable and non-financial support if an employee or dependant is affected by injury or ill health 

We would also suggest that DCMS and the Information Commissioner's Office (ICO) work with provider organisations to provide guidance to employers on this issue. This will remove any unnecessary concerns and perceived barriers to business.

About GRiD
Group Risk Development (GRiD) is the industry body for the group risk protection sector, promoting the value to businesses of providing financial protection for their staff, enhancing their wellbeing and engagement. 

Our membership has a collective wealth of experience built over years of operating in the group risk protection market.

Group risk benefits are employer-sponsored Group Life, Group Income Protection and Group Critical Illness.
GRiD aims to promote group risk through a collective voice to Government, policymakers, stakeholders and employers. GRiD’s media activity aims to generate a wider awareness and understanding of group risk products and their benefits for employers and employees. GRiD works with Government departments and regulators involved in legislation and regulation affecting group risk benefits and with other organisations involved in the benefits and financial protection arenas.
GRiD also seeks to enhance the industry's standing by encouraging best practice and by participating in industry wide initiatives such as the professional qualification in group risk managed jointly with the Chartered Insurance Institute.

Background information – a brief outline of Group Risk
Group Risk products are insurance policies taken out by an employer so that if one or more of their employees dies or is affected by injury or ill-health there is a financial benefit, often supplemented by non-financial support such as helplines and workplace rehabilitation.

The three Group Risk products are:

Group Life - provides a lump sum, and sometimes a survivor's pension, to the employees' dependants. This is often written as a Registered Pension scheme. 

Group Income Protection (GIP) - covers an employer's promise to provide sick pay to employees if they are unable to work for a prolonged period because of illness or injury.

GIP policies provide the most non-financial support with preventative measures such as Employee Assistance Programmes and early intervention and rehabilitation services to help employees remain in or return to work

The Government has recognised the role that GIP can play in supporting health in the workplace and the recent Green Paper - Work, health and disability green paper: Improving lives looked at ways for expanding the role GIP can play. GRiD's comprehensive response is available if you require more information.

Group Critical Illness (GCI) - provides a lump sum to the employee if they are affected by one of a pre-defined list of serious illnesses such as cancers, a heart attack or a stroke.

Group Risk policies are available to SMEs with two or three employees through to the largest employers.  
Market data

Each year there are two publications that provide comprehensive market-wide data from UK group risk providers. The surveys requests information from all insurers writing Group Risk business and have had 100% response rates. 

Swiss Re carries out a survey which shows how many employers purchase insurance and how many employees are covered.

The 2017 survey showed that in 2016 there were:
· 52,362 Group Life policies covering over 9,204,000 employees
· 17,168 GIP policies covering 2,239,000 employees 
· 3,311 GCI policies covering 586,000 employees

GRiD carries out a survey showing the number and amount of claims paid under Group Risk Policies

The 2017 survey showed that in 2016 there were:
· 9,337 Group Life claims paid with a total value of £1.067 billion.
· 1,089 GCI claims paid with a total value of £71.5 million.
· 5,146 new GIP claims admitted with a total annual benefit of £125.9 million
· 24.1% of these new claims were due to cancers
· 22.9% of these new claims were due to mental health conditions
· 14.8% were due to musculo-skeletal conditions.
· 2,289 employees were helped back into work without a claim needing to be submitted
· At the end of 2016 there were 14,499 GIP claims in payment with an average annual benefit of £24,740 (total annual benefit of £358.7 million)





The fundamental feature of Group Risk is that insurance is linked to employment and the employer covers most, and ideally all, staff. 

By insuring large numbers of people who are included as a result of working for an employer rather than because they chose cover personally, the risk of selection against the provider is reduced. There is therefore little requirement to collect medical evidence for each individual, unless they are very highly paid, and most people can be included if they are not already absent due to illness.

Administration is further reduced by dealing with the employer and not each person individually, and this leads to cost savings.
It is important to understand the typical data flows associated with the administration of Group Risk products and why some clear derogations and guidance would help employers continue to provide these valuable benefits with no detriment to the privacy of the employees covered.
The financial impact on an employer paying death, long-term sickness and critical illness benefits to employees without adequate insurance can be massive, particularly to SME’s.  Many employers have a genuine need to insure these employee benefits and the only way they can do this is by providing employee data to an insurer.  Personal data is essential for the insurer to calculate insurance premiums and to validate claims and prevent fraud.
The personal data that will commonly be held in conjunction with a Group Risk policy is
· A personal identifier, usually name
· Gender
· Date of birth
· Salary
· Job Title
· Workplace postcode (not home address)
· (indirectly) the company someone is employed by

This data is held by the employer as part of their HR and payroll records. When providing quotations and administering policies this information is usually passed by the employer to a financial adviser initially, who then will approach insurers. Some insurers will then use reinsurers for some or all of the cover.
It will be noted that apart from the employer these are firms regulated by the FCA or PRA (or their equivalents) and will be adhering to the high standards expected by their regulators.
Sensitive personal data is only usually held in two scenarios, and in each case the employee is asked to complete a form that outlines what data will be used for. Current forms would reference both the Data Protection Act and the Access to Medical Reports Act. In both cases information may be shared with a reinsurer if, and only if, that is required to provide the cover.
Large benefits - If the cover level required for a particular employee is large (e.g. group life benefits over £500,000 for an SME or over £1,500,000 for a very large employer) then the insurer will ask for evidence of health. This is in line with underwriting for many individual policies and the response from ABI will cover this in more detail.
GIP and GCI claims - benefit payments are assessed on medical evidence, usually from those treating the employee, which demonstrates whether the employee's conditions meet the requirements for payment. Where relevant and with the employee's consent this may be shared with rehabilitation specialists that could be employed by the insurer or a third party. 
Theme 6 - Third Country Transfers




Insurers and Reinsurers are often multi-national companies. In some cases information may need to pass to a third country. We believe that this should be acceptable in the context of Group risk as either

· the organisation to which the data will be in a country that has adequacy under Article 45 (3), or
· Article 49 1 (c) applies

Theme 7 - Sensitive Personal Data





As mentioned earlier sensitive personal data is usually provided with the employee's explicit consent, so Article 9 2 (a) applies.

There may be some circumstances where the employee could not complete a form to support a valid claim, for example if they were in a coma. In this case Article 9 2 (c) applies

However there is one area where new legislation will be needed to support current practices.

The current DP Act has statutory instrument 417 which allows for underwriting of family history.  When the GDPR replaces the DP Act this statutory instrument will disappear. Therefore we will need to have this re-enacted or included within the GDPR otherwise the only way that family history can be used in the medical underwriting process will be with the explicit consent of the family member.

Theme 12 - Processing of data
Additional question - burdens on business






This is the most relevant section for the efficient functioning of Group Risk insurance.

It is relatively simple for an employer to accurately maintain the limited personal data that is required to quote for and administer a Group risk policy. If that data is then passed on by the employer it will be complete and timely, ensuring that appropriate insurance is offered.

If, in a worst case application of the regulations, an employer believed each employee had to give explicit consent or pass on the data individually, there would be large gaps in the information as some employees would ignore requests. This could affect the cover of other employees as overall records could not be reconciled.

If membership was on an opt-in basis it would create the risk of anti-selection and the benefits of group insurance may be lost - more employees would need to provide medical evidence and some vulnerable people may not obtain cover.

We can compare the processing, which may go from a single simple interaction to produce annual accounts to a complex interaction for each employee. At market level this is an increase from 70,000 interactions to over 12 million. When an employer wishes to check the market for competitive terms they may approach 3 to 12 insurers, with the help of an adviser, and in each case this increase in work could apply.

The administration overheads and potential reduction in availability of benefit may cause employers to drop these benefits, to the detriment of employees. The Government and wider society may also be adversely affected, as without the financial benefit there may be a greater call on State benefits.

For example GRiD have estimated that, for GIP alone, without the financial benefit there may be a greater call on State benefits and there will be a loss of tax revenue to the state.  With respect to the latter, we estimate that: 

· £37.6 million was paid in income tax and employee NI contributions on GIP benefits in 2016; plus 
· £28.4 million in employer NI contributions

It should benefit all stakeholders, in particular the data subjects, if the current position can continue. 

There are a number of relevant Articles in the GDPR which overlap with this topic, and can be interpreted as allowing the status quo. 

Article 88 is key. This gives the UK the ability to establish its own specific rules in respect of processing employees' data in the employment context,." ...for the purposes of the exercise and enjoyment, on an individual or collective basis, of rights and benefits related to employment, ..". 

Group Risk benefits fall into this category.

There are other Articles that should be considered:

Article 6 1 (a) allows processing with explicit consent. As we have pointed out this is impractical in most cases in the group context. If it were collected it would initially only be given to the employer and not to others providing the insurance.

Article 6 1 (c) allows processing where the employer is under a legal obligation. This may cover Automatic Enrolment for pension schemes but would not extend to other employee benefits.

Article 6 1 (d) allows processing is in the vital interests of the data subject or other natural persons. Group Risk benefits are in the interest of the data subject but it may be difficult to argue that these are vital. There is an interesting contrast with Article 49 1 (c) relating to overseas transfer of data where the requirement is only that "the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data subject between the controller and another natural or legal person;"

In practice it is Article 6 1 (f) that will be the basis of processing, where "processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child."

It is in the legitimate interests of the employer and insurer to process the data and the interests of the data subject are enhanced by having financial protection. However it would create a substantial further burden on business if each employer had to carry out this interpretation themselves.

Therefore we suggest that the regulations implementing Article 88 in the UK should specifically allow for the transfer of sufficient personal data from the employer to third parties for the provision of benefits for the employee, without the need for specific employee consent for each individual benefit.

The ideal solution would be by a general derogation for employer provided benefits. However if a list of exempt benefits is required, this should include:

· Pensions
· Benefits payable and non-financial support following the death of an employee or a dependant
· Benefits payable and non-financial support if an employee or dependant is affected by injury or ill health 


In the context of employment related benefits "employee" may need to encompass other types of working. This could include Equity Partners or new categories that may arise from the Taylor Review of Employment Practices in the Modern Economy.

We would also suggest that DCMS and the ICO work with employers and provider organisations to provide guidance for employers on this issue. This will remove any unnecessary concerns and perceived barriers to business. GRiD is willing to contribute to this to ensure that any definitions are sufficient to facilitate this business without indirectly extending beyond the desired scope.
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