 Response of Guardian News & Media to Department for Culture Media & Sport call for views on the General Data Protection Regulation Derogations

About GNM 

Guardian News & Media (“GNM”) publishes theguardian.com, one of the world’s leading English-language newspaper websites. Traffic from outside of the UK now represents around two-thirds of the Guardian’s total digital audience. In the UK, GNM publishes the Guardian newspaper six days a week, first published in 1821, and the world’s oldest Sunday newspaper, The Observer. GNM is owned by Guardian Media Group, one of the UK's leading commercial media organisations and a British-owned, independent, news media business.

In March 2017, Guardian journalists were recognised as News Reporter of the Year, Sports Journalist of the Year and Specialist Journalist of the Year at the Society of Editors UK Press Awards. The Guardian was awarded in the Content Team of the Year, App of the Year and Product Team of the Year categories at the 2016 British Media Awards. Its journalistic excellence was also recognised when it became the first news organisation of non-US origin to receive the Pulitzer Prize for its investigation into NSA surveillance.

The Guardian is also known for its globally acclaimed investigations, for example as a driving force behind the Panama Papers, which involved reporting on the leak of 11.5m files from the database of the world’s fourth biggest offshore law firm, Mossack Fonseca.  The Panama Papers coverage has led to a huge number of proposed financial reforms across the world. In December 2016, the Guardian was awarded Investigation of the Year at the British Journalism Awards for this investigation.

1. Introduction

GNM supports the protection of individuals’ data protection rights at a European level and we have extensive measures in place to support our users’ data and privacy. We recognise that in some cases there may be an inherent conflict between privacy rights and freedom of expression rights, and therefore member states need to exercise care in ensuring both are protected adequately. There are many ways that we process data that benefits our readers and the experience that they have when they consume our journalism – it is important that we can continue to provide quality journalism in innovative ways. In this response, we outline how the UK government can support freedom of expression and the publication of quality news through derogations to the EU General Data Protection Regulation (the “GDPR”).

Currently, the UK data protection regime is governed by the Data Protection Act 1998 (the “DPA”), which implements the EU Data Protection Directive 95/46/ec (the “Directive”). However, from 25 May 2018 the GDPR will apply in the UK as a member state of the European Union (“EU”).  Although the GDPR has direct effect as a regulation, there are derogations within it where individual member states can exercise their discretion about how certain provisions will apply.

In June 2016, the British public voted to leave the EU and Britain is expected to exit the EU altogether by 29 March 2019. Although the GDPR will be implemented before this date, and domestic law will also be introduced that accords with its provisions, it is possible that once Britain has exited the EU it could consider alternative provisions to the GDPR. The Prime Minister has said that once Britain has exited the EU, it will not be bound to follow the decisions of the Court of Justice of the European Union (the “CJEU”).  We consider that the government should keep this in mind and be prepared to take a different stance from the EU in the future if appropriate, given a range of factors including freedom of expression and the commercial impact that it would have on UK companies. 

GNM welcomes the opportunity to respond to this Call for Views by The Department for Culture, Media & Sport (“DCMS”). In doing so, we have focused on two aspects: firstly, the specific themes that we consider to be relevant to freedom of expression, literature, journalism and art; and, secondly, the analysis and safeguards that are necessary for a digital publisher like GNM to continue to do business successfully. 

2. Executive summary

The government must ensure that broad safeguards exist for freedom of expression. The current exemption set out in section 32 of the DPA is a reasonably broad protection and provides a good framework for the new derogation under the GDPR. DCMS should consider the following points, among others:
· Journalism, by its very nature, requires the processing of large volumes of personal data, for instance through the gathering, collation, storage and retention of information. In many cases, only a tiny fraction of this information will be published, after careful consideration with regard to editorial standards and wider legal obligations. It is an integral part of many very important stories, from Panama Papers to investigations of the corporate and tax affairs of Sports Direct and Boots. 
· The evolving nature of new media and journalism means that some content produced by journalists is paid for by sponsors and the derogation should protect such “dual purpose” processing.
· Rules should be tightened around subject access requests to prevent media organisations having to comply with abusive requests, which are often designed to waste the time and resources of news organisations in order to prevent or slow down journalistic investigations in the public interest.
· Any derogation regarding the processing of personal data related to criminal convictions and offences should recognise the importance of journalists processing this data as it is essential to the exercise of reporting in the public interest. 
· Criminal sanctions should not be available in cases involving freedom of expression rights as this would have a chilling effect on journalistic activity.

Understanding reader data is crucial for news organisations to generate revenue through the display of digital advertising. Targeted, relevant, digital advertising is now an established norm in the advertising industry, driven primarily by the dominance of Google and Facebook, but also encompassing the entire digital advertising value chain. Without the ability to treat data in a sophisticated way, publishers are at a huge disadvantage compared to dominant global platforms, particularly as publishers seek to use data to develop diversified revenue streams. We also face a substantial reduction in our ability to use cookie data due to the ePrivacy regulation. In order to allow publishers flexibility in their future business models, GNM believes that the UK should prepare for a derogation that can be effective in the event that an overly restrictive understanding of the term ‘legal effect’ is adopted. 

We are pleased that the GDPR contains a provision that provides those who maintain archives with additional comfort and protection, particularly in light of the new rights and obligations created by the GDPR. There is a significant public interest in the maintenance of complete newspaper archives and this should be recognised within the derogation on sensitive personal data. 

3. The importance of freedom of expression

European data protection rights have developed since the Directive was introduced and often prioritise the  privacy rights of individuals over that of freedom of expression - for instance, freedom of expression is dealt with by way of a “derogation” from the standard position. 

Increasingly, complainants to news publishers seek to take advantage of data protection rights to stifle legitimate public interest journalism and the publication of details, stories and legitimate opinion that may be embarrassing, but fall below the threshold of being libelous. Commentators have suggested that data protection claims are the “new libel”. We now see that many pre- or post- publication letters of complaint (a) make a subject access request for disclosure of the personal data of the complainant; and/or (b) purport to be a ‘section 10’ notice for the media organisation to stop processing the personal data of the complainant; and/or (c) threaten a claim for damages for distress under section 13 of the DPA; and/or (d) cite the ‘right to be forgotten’ (“RTBF”) to request the removal of personal data from the Guardian databases. 

We recognise a clear need to protect individuals’ data rights, but strongly believe that the UK implementation of this legislation should seek to balance the right to privacy with the right to freedom of expression.

3.1 The RTBF

Google Spain SL v Mario Coseja Gonzalez C-131/12[footnoteRef:0] was handed down by the CJEU in May 2014.  The CJEU held that the Directive includes a RTBF that entitles data subjects to require internet search engines to “de-list” their personal data from the search results for a search of their name in circumstances where it is outdated, irrelevant or inaccurate, notwithstanding that the underlying data may remain available on the website of the original publisher. The CJEU also decided that the only way for an internet search engine to justify the on-going publication of such personal data was where the public interest in enabling internet users to continue having access to that data outweighed the right of the data subject. [0:  http://www.bailii.org/ew/cases/EWHC/QB/2017/695.html] 


The principles established in the Google Spain judgment require internet search engines to justify the inclusion of personal data in third party publications by reference to a specific public interest.  This is a difficult exercise for organisations that do not have experience of making editorial judgements and often were not privy to the justification for the original publication.[footnoteRef:1] The judgment poses a very real threat to freedom of expression on the internet as it risks search results becoming subject to manipulation by individuals who are able to suppress any true information that they consider to be embarrassing or damaging to them. [1:  The RTBF right codified in article 17 is enforceable against data controllers that may not necessarily be based within the EU.  Although Google Spain established the search engine Google to be a data controller for the purposes of the Directive, it is not clear which online social media platforms (whether based in the EU or elsewhere) would be considered to be data controllers for the purposes of the GDPR.  If social media platforms hosting third-party content were considered to be controllers of that data, when faced with RTBF requests they would be required to justify the on-going publication of personal data complained of by reference to the public interest.  This may be difficult, particularly where a lot of the personal data being published could appear flippant, trivial or humorous.  Any derogation should recognise that the publication of this data is important for freedom of expression rights and restrictions on it would have a chilling effect on free speech on the internet.
] 


Internet search engines play the role of judge and jury in deciding whether or not to comply with RTBF requests.  The original creators of the content are excluded from this process and material, including GNM articles, may be de-listed on inadequate grounds which is a severe threat to freedom of expression on the internet and undermines the rights of internet users to access information freely. Further, if an intermediary does not comply with a request and the data subject makes a complaint to the national courts or the ICO, the original publisher of the material is likely to be excluded from the process and will not be able to make representations to defend their freedom of expression rights (for further information please see our comments on Theme 9 – Rights and remedies below).  We consider that, in search engine RTBF cases, it is vital that the original publisher of the material should be notified of the request and given the opportunity to participate in defending their content and freedom of expression rights.

3.2 The Data Protection Act

In the UK, the DPA has increasingly been used as a tool for claimants in media claims, particularly following the court of appeal judgment in Google Inc. v Vidal- Hall and others [2015] EWCA Civ 311[footnoteRef:2], which established that a data subject can make a claim for compensation under section 13 of the DPA without proving pecuniary loss.  The court of appeal in the case of HH Prince Moulay Hicham Ben Abdallah Al Alaoui of Morocco v Elaph Publishing Limited [2017] EWCA Civ 29,[footnoteRef:3] has recently allowed a claimant to add a DPA claim to a defamation claim and, held that, even if a libel defence succeeds, the “DPA claim may found an appropriate alternative means of redress” for the claimant. [2:  http://www.bailii.org/ew/cases/EWCA/Civ/2015/311.html]  [3:  http://www.bailii.org/ew/cases/EWCA/Civ/2017/29.html] 


The rise of the use of the DPA is a worrying trend for media organisations, particularly as there appears to be no threshold of seriousness to bring a DPA claim (as there is for instance in defamation) or limitation period. The lack of a seriousness threshold effectively renders the introduction of the serious harm threshold in section 1 of the Defamation Act 2013 futile.  In the case of Elaph, claimants can simply bring a data protection claim in relation to the processing of information they consider to be unlawful, regardless of the seriousness of the statements that are the subject of complaint.  

The use of the DPA in this way also leaves the media in a situation where it cannot make any mistake relating to an individual’s personal data/sensitive personal data without risking a data protection claim, regardless of whether the publication would otherwise be protected on the basis of the public interest defence in section 4 of the Defamation Act 2013. Despite the most thorough investigation conceivable, ticking every Reynolds box and more, would still not be enough to prevent the issuing of a claim under the DPA in the event of an inaccuracy. Obviously in such circumstances the media defendant could apply for strike out on section 32 grounds but that misses the fundamental point which the Defamation Act 2013 sought to clarify, namely that claimants should not be able to bring a claim at all unless clear thresholds have been met. It is the ability to bring the claim, and thereby put the media defendant to considerable time and cost, that has the chilling effect on freedom of expression. 

3.3 The current freedom of expression exemption

Article 9 of the Directive required member states to make an exemption for carrying out journalistic, artistic or literary purposes (the “special purposes”) and the current derogation is contained in section 32 of the DPA.  Section 32 of the DPA is relatively untested before the courts / by the ICO although the decisions to date and the ICO Guidance “Data protection and journalism: a guide for the media”[footnoteRef:4] (the “ICO Guidance”) indicate that it is intended to be a broad protection for those processing personal data in a journalistic capacity.  For instance: [4:  https://ico.org.uk/media/for-organisations/documents/1552/data-protection-and-journalism-media-guidance.pdf] 


· In December 2014, the ICO decided that the campaigning non-governmental organisation Global Witness was able to rely on the journalism exemption under section 32 of the DPA to resist complying with subject access requests made by claimants which would prejudice their journalistic activity.[footnoteRef:5]  [5:  https://www.globalwitness.org/sites/default/files/141215%20letter%20from%20ICO%20to%20GW%20(2)%20(1).pdf] 


· In February 2017, the high court decided that the media could rely on the powerful stay mechanism in section 32(4) and (5) of the DPA to stay proceedings involving DPA claims where they concerned unpublished material held for the purposes of journalism.[footnoteRef:6] [6:  http://www.bailii.org/ew/cases/EWHC/QB/2017/695.html. A similar stay was also used in the Global Witness case.] 


· The ICO Guidance refers to the journalistic exemption giving journalists “much more leeway than other exemptions, [which] reflects the importance of a free and independent media”.

· In 2002, the court of appeal acknowledged that the protection of section 32 of the DPA applies both before and after publication.[footnoteRef:7] [7:  Campbell v MGN Ltd [2002] EWCA 1373] 


A broad protection for journalists and a wide definition of journalism are absolutely crucial against the backdrop above of the increasing number of complaints and requests rooted in data protection rights.

4. Response to specific themes

4.1 Theme 11 – Freedom of expression in the media

Article 85 (Processing and freedom of expression and information) of the GDPR states:

(1.) Member States shall by law reconcile the right to the protection of personal data pursuant to this Regulation with the right to freedom of expression and information, including processing for journalistic purposes and the purposes of academic, artistic or literary expression.

(2.) For processing carried out for journalistic purposes or the purpose of academic artistic or literary expression, Member States shall provide for exemptions or derogations from Chapter II (principles), Chapter III (rights of the data subject), Chapter IV (controller and processor), Chapter V (transfer of personal data to third countries or international organisations), Chapter VI (independent supervisory authorities), Chapter VII (cooperation and consistency) and Chapter IX (specific data processing situations) if  they are necessary to reconcile the right to the protection of personal data with the freedom of expression and information.

This exemption is critical for freedom of expression and journalists. As referred to above, the current exemption for the special purposes is set out in section 32 of the DPA. It is generally considered to be a broad protection and provides a good framework for the new derogation under the GDPR.

We submit the following should also be taken into account by the DCMS when considering how to exercise its discretion regarding the creation of a new exemption for the special purposes:

· Journalism, by its very nature, requires the processing of large volumes of personal data, for instance through the gathering, collation, storage and retention of information, much of which will be personal data.  In many cases, only a tiny fraction of this information will ever be published, and only after careful consideration with regard to editorial standards and wider legal obligations. However, it is still integral to journalism - for example, the information may be used to identify a future story or source or may be developed as a body of background expertise to assist with the writing of a properly informed article. For example, the Guardian investigation into the so called Panama Papers involved a fine-grained analysis of 11.5m files, with only a small handful revealed over a number of days. We received international acclaim for our use of this data, including from UK commentators and politicians.[footnoteRef:8] The processing of personal data is a fundamental element of journalism and should be recognised in any derogation for the special purposes. Processing should be protected if it relates to publication, regardless of whether or not the personal data in question is published or not.  Accordingly, we consider the current wording in section 32(1)(a) regarding the processing being undertaken with a view to the publication of any journalistic material is appropriate and should be reflected in the new derogation.  [8:  And, for example, Prime Minister David Cameron announced the establishment of a taskforce, led by HM Revenue & Customs and the National Crime Agency, to examine the legality of the financial affairs of companies mentioned in the Panama Papers.] 


· The exemption should protect a wider category of processing than that carried out “only” for the special purposes.  We note that this wording, which was present in the Directive, is not in the GDPR. Newspapers face a pressing need to experiment with new business models and revenue streams, as advertising markets mature and revenue streams shift away from individual publishers and towards dominant online platforms.[footnoteRef:9] The evolving nature of new media and journalism means that some content produced by journalists is paid for by sponsors – for instance there may be product placement within a television programme, an advertorial within a newspaper or pages supported financially by third parties, examples of which include the Guardian’s resilient cities page, which is supported by the Rockefeller Foundation[footnoteRef:10].  Where processing is done in these circumstances, we consider that that such processing should not undermine reliance on the derogation for the special purposes. [9:  https://www.theguardian.com/media/2017/may/02/google-and-facebook-bring-in-one-fifth-of-global-ad-revenue]  [10:  https://www.theguardian.com/cities/series/resilient-cities] 


· The derogation should prevent data subjects from being able to obtain interim relief using the GDPR in special purposes cases. Section 32(4) of the DPA prevents injunctions being sought in the pre-publication context by providing for a stay where there is a claim that the data is being processed only for the special purposes and with a view to the publication of previously unpublished material. The new derogation should preserve this protection, which has recently been recognised by the court as an appropriate safeguard for journalistic freedom. 

· The DPA has been used to obtain an injunction against the publisher of a website (Sunderland Housing Co Ltd v Baines [2006] EWHC 2359 (QB) as a result of them not being registered as a data controller.  The availability of this relief from the courts has a chilling effect on freedom of expression and should not be available in cases involving the special purposes.

· The derogation should make it clear that the exemption is available in both pre- and post- publication scenarios.  There should also be guidance as to the overlap between this exemption and the new exemption for archiving and research catered for in article 89 of the GDPR.

· Publishers receive increasing numbers of subject access requests (“SAR”) from data subjects.  It is welcome that citizens take a growing interest in how their data is used, and GNM welcomes the use of SARs for the purpose of data subjects ensuring that their data is being processed in accordance with data processing principles. That is the policy underlying section 7 of the DPA and the relevant provisions of the Directive. GNM already has internal systems and processes in place to ensure that we can respond appropriately to SARs. However, the DPA does not qualify the right with motive and the courts have recently directed data controllers to comply with SARs that are made for collateral purposes, often in the context of litigation[footnoteRef:11]. GNM often receives requests that appear to be for a collateral purpose, for instance (a) to try and obtain disclosure ahead of commencing a claim against a publisher, (b) to try and ambush an ongoing journalistic investigation or (c) to try and identify a journalistic source.  These collateral purpose SARs are a clear abuse of the section 7 process and can be very time consuming and expensive for publishers to deal with.  There should be further protections for publishers when dealing with abusive and vexatious SARs to ensure that publishers do not have to spend increasingly limited time and resources in dealing with them. [11:  Dawson-Damer v Taylor Wessing [2017] EWCA Civ 74] 


· The public interest element of the current exemption in section 32 of the DPA relies on the data controller’s reasonable belief (section 32(1)(b) “the data controller reasonably believes that, having regarding in particular to the special importance of the public interest in freedom of expression, publication would be in the public interest”).  This test recognises the importance of editorial discretion in the media’s exercise of freedom of expression. The ICO Guidance states that it is intended to reflect the importance of a free and independent media as “[i]n other words, the DPA respects the media’s independent decisions on public interest, and doesn’t disregard them lightly.”  We consider that this an appropriate test for public interest in the context of the special purposes and that the new derogation should also refer to it.

· Section 32 of the DPA currently requires compliance with the provision to be “incompatible” with the special purposes in order for it to be disapplied by the data controller. Incompatibility appears to be a high hurdle to meet, for instance the ICO Guidance has suggested that a data controller would need to show it would be “impossible” for them to comply with a particular provision and fulfill the special purposes.  We consider a lesser threshold (for instance of practicability) should be considered instead given the evidential difficulties that could arise from a publisher having to meet such a high threshold.  

Given all these important concerns, it is essential to grant wide mandatory exemptions from those chapters covered by article 85.


4.2  Theme 12 – Processing of Data

Profiling activities leading to “legal effects” for individuals or that “significantly affect” them will generally require explicit prior opt-in consent.  The full scope of this requirement is not yet clear, which means it is difficult to provide specific details on the nature of the derogation that might be required. 

While it may be reasonable to assume that an altered offer such as cheaper insurance would be constitute “legal effect”, it is less clear how this would translate to the news publishing sector. For example, would tailoring a reader’s homepage on GNM websites be considered to be a “legal effect”? Or the personalisation of adverts that are displayed based on their previous browsing? Or where a user is prevented from participating in the online comment section if we understand, based on profiling, that they have broken guidelines using a pseudonym?

By way of background, having a clear understanding of our readers through the data that they generate on our website and services, is vital for a range of business reasons, not least the ability for news organisations to deliver timely and relevant digital advertising in order to generate revenue for reinvestment in quality journalism. Targeted, relevant, advertising has become an established norm in the advertising industry, having been normalised as a result of the use of personal data by global digital platforms such as Google and Facebook.  These platforms, which control a vast amount of personal data, are forecast to take more than 70 per cent of all digital display advertising in the UK by 2020. In its report “News brands: rise of membership as advertising falls”, published on 15th February, Enders Analysis set out how the commercial underpinning of national news organisations has been undermined by the flow of advertising revenue away from print advertising and towards Google and Facebook. The analysis shows that since 2012, news organisations have lost £31 in print advertising, in return for a gain of the equivalent of just £1 in digital advertising.

Without the ability to use data in a sophisticated way, publishers would struggle further to create commercial propositions to market to advertisers that help publishers to generate revenues for reinvestment in high quality journalism. Even where news organisations seek to diversify revenue streams away from digital advertising, such diversification is underpinned by the use of reader data to build new revenue models.  These models will take multiple forms, but are likely to encompass models such as subscriptions to both physical and digital news products, as well as innovative approaches to supporting journalism such as the Guardian’s approach to support through contributions and membership. In order to develop these propositions, the ability to use reader data is essential, but can only occur if that flexibility is allowed by legislation, including the GDPR and derogations. 

Against the backdrop of a digital advertising market that is increasingly dominated by Google and Facebook, we face a substantial reduction in our ability to use cookie data due to the ePrivacy regulation. Recital 47 of the GDPR states that personal data may be processed under the grounds of legitimate interests, however the proposed ePrivacy regulation requires prior consent to be obtained before using electronic means for direct marketing. While the details of these proposals are outwith the scope of this consultation, we register in this response that the negative commercial impact of these proposals as currently written, are substantial.  

Given these pressures, we must consider the appropriate way to mitigate restrictions on the ability of publishers to understand the data they hold, and to utilise that data. We note that it may be within the government’s remit to develop the definition of ‘legal effect’, or alternatively, to impose a derogation that allows certain activities leading to legal effects without obtaining explicit prior opt-in consent.

In order to allow publishers flexibility in their future business models, GNM believes that the UK should prepare for a derogation that can be effective in the event that an overly restrictive definition of ‘legal effect’ is adopted. We would be happy to discuss the activities with DCMS in more detail, including once guidance on the interpretation of ‘legal effect’ is known.

4.3  Theme 8 – Criminal convictions                               

Article 10 of the GDPR states:

“Processing of personal data relating to criminal convictions and offences or related security measures based on Article 6(1) shall be carried out only under the control of official authority or when the processing is authorised by Union or Member State law providing for appropriate safeguards for the rights and freedoms of data subjects. Any comprehensive register of criminal convictions shall be kept only under the control of official authority.”

The right to report on criminal convictions and offences is a key element of democracy that is tightly interwoven with the principle of open justice.  The vast majority of criminal proceedings take place in public and the reporting of a conviction is a natural component of providing a fair, accurate and contemporaneous report of proceedings.  In its report “Publicising criminal convictions” (2009), the government recognised that the presumption should be in favour of publicising verdicts and sentences of criminal courts in the great majority of cases.[footnoteRef:12] The reporting of criminal convictions plays an important role in maintaining public confidence in the criminal justice system and assures that the public sees that justice has been done.  It also deters potential offenders. [12:  http://library.college.police.uk/docs/moj/publicising-criminal-convictions.pdf] 


Any derogation regarding the processing of personal data related to criminal convictions and offences should therefore recognise the importance of journalists processing this data in this context and ensure that journalists are entitled to process personal data related to criminal convictions and offences as they will need to gather, collate, retain, store and publish such information. 

The position regarding processing is slightly different regarding historic convictions – whether it be in relation to historic reporting within newspaper archives or references to historic convictions in current reporting (e.g. “Mr Smith, a convicted fraudster”).

The Rehabilitation of Offenders Act 1974 sets out the law on spent convictions.  Section 4 of the act states that the effect of a conviction being spent is that a person shall “be treated for all purposes in law as a person who has not committed or been charged with or prosecuted for or convicted of or sentenced for the offence[s] which were the subject of that conviction.”  The evidentiary consequences for the purpose of legal proceedings is that no evidence is admissible to prove that the person with a spent conviction committed, was charged with, prosecuted, convicted or sentence of the offence(s) which was the subject of the spent conviction.  Section 8 of the act contains a statutory defence for publishers facing a defamation action founded upon the publication of any matter imputing that the plaintiff has committed or been charged with or prosecuted for or convicted of or sentenced for an offence which was the subject of a spent conviction.  In such cases, the publisher defendant can rely on the spent conviction in order to defend an action.  

Accordingly, the creators of the act envisaged publishers being able to defend the publication of information about spent convictions.  However, over the last decade privacy law has developed significantly and publishers can no longer rely solely on section 8 of the act to justify the publication of information related to spent convictions.  In some cases, individuals have been able to establish a reasonable expectation of privacy in a historic conviction.  In these cases, publishers must carry out a balancing act between article 8 and 10 when considering whether to publish (or indeed process) the information in question, to decide whether  reference to spent convictions can be justified as being in the public interest.

Likewise under the DPA convictions are defined as “sensitive personal data” and the processing of such information must comply with either one of the Schedule 2 or 3 conditions or rely on an exemption under Part 4 of the DPA.  Media organisations will usually rely on the section 32 exemption referred to above.

In relation to historic convictions, there has been an increase in individuals relying on RTBF principles in order to request the removal of information regarding their historic convictions on the basis that the continued processing of them is unlawful.  This is a worrying trend for media organisations, who face having to justify the publication of all information in their archives with reference to a specific public interest.  If those with spent convictions are able to use rights under the GDPR to force the removal of any reference to their conviction(s) from articles within the Guardian archives, it would be extremely damaging to the public interest.  There is considerable public interest in the maintenance of complete newspaper archives, which form part of the public record and contribute to society’s collective memory.  The public interest in preserving the integrity of newspaper archives has been recognised in the UK by the Information Commissioner when rejecting a complaint that Newsquest newspaper were breaching the DPA by refusing to remove an archived story on the complainant’s fraud conviction from their website.[footnoteRef:13] [13:  http://www.pressgazette.co.uk/fraudster-loses-bid-make-newsquest-remove-report-spent-criminal-conviction-online-archive/] 


Whether or not there is public interest in the current reporting of a historic conviction is assessed on a case-by-case basis.  However, as a starting point a conviction is a matter of public record and the prima facie position should be that the press are entitled to report it.  It is therefore important that journalists are able to process data relating to historic criminal convictions and offences or related security measures without the risk of a successful civil action against them derived from rights under the GDPR.  

4.4  Theme 7 – Sensitive personal data and exceptions

Article 9(2)(j) of the GDPR exempts the processing of certain special categories of personal data where it is:

“necessary for archiving purposes in the public interest . . . in accordance with Article 89(1) based on Union or Member State law which will be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and interest of the data subject.”

As referred to above, we consider there is a significant public interest in the maintenance of complete newspaper archives and that this should be recognised within the derogation.

4.5  Theme 9 – Rights and remedies 

4.4.1 RTBF and search engines

As referred to above, we consider that European data protection laws do not currently strike the right balance between the right to privacy and the right to freedom of expression.  This is encapsulated in the current notice and takedown process regarding RTBF complaints made to search engines, which currently excludes the publishers of that information from defending their right to publish on freedom of expression grounds.

The current situation sees search engines play the role of judge and jury in deciding whether to comply with RTBF requests regarding content created by third parties in their search results.    This is concerning for publishers as the consequence of content being removed from search engine results is that it becomes a lot more difficult for the public to access.

Search engines are discouraged from notifying third parties of RTBF requests that affect their content and in many cases the original creator of the content may be unaware of it. This is a worrying trend for third party publishers of that material, such as GNM.  Third party publishers are best placed to defend the right to publish based on the underlying journalistic material or the facts that underpin the dispute.  By contrast, the search engine does not have the same priorities in seeking to defend freedom of expression, particularly when faced with the potential consequences of refusing to de-list the result. The penalties under the GDPR include criminal liability and fines up to 4% of annual global turnover or €20 million, which may provide a strong incentive for search engines to comply with RTBF requests.  Against this backdrop we consider it likely that search engines will over-remove material, particularly as there is no mechanism to scrutinise their decisions and protect against this.  

Where a search engine does not comply with a RTBF request for the removal of information posted by a third party, the data subject can take their complaint to the national courts or the ICO. The complaint will be treated as a two-party dispute between the search engine and the data subject and the search engine will have to defend the information on the basis of the public interest.  The creator of the information will not have the opportunity to participate in the process and defend it.  For instance, if a search engine received a RTBF request regarding an article published by the Guardian, GNM would not have the opportunity to defend the article and its freedom of expression rights.  

We consider that in cases involving intermediaries, provisions should be made for the publishers of the content that sit at the heart of the complaint, to have a voice in the process in order to defend the right to freedom of expression, rather than relying on an intermediary to do so.

4.4.2 Article 17

The GDPR formalises the RTBF through article 17, which contains an exemption for processing that is necessary for exercising the right of freedom of expression and information.   It is likely that the right will be applied broadly to a variety of data controllers following the introduction of the GDPR, particularly as data subjects will no longer have to establish that the processing has caused them unwarranted and substantial damage or distress.  As the exercise of article 17 poses a significant threat to freedom of expression, particularly to the maintenance of news archives and the rights to obtain information and investigate stories, it is essential that any relevant derogation (in particular, the journalistic exemption under article 85) gives a strong protection to those exercising their rights of freedom of expression and that they are explicitly exempt from complying with RTBF requests.

4.6  Theme 5 – Archiving and research

Article 89(3) states that: 

“Where personal data are processed for archiving purposes in the public interest, Union or Member State law may provide for derogations from the rights referred to in Articles 15, 16, 18, 19, 20 and 21 subject to the conditions and safeguards referred to in paragraph 1 of this Article in so far as such rights are likely to render impossible or seriously impair the achievement of the specific purposes, and such derogations are necessary for the fulfillment of those purposes.”

We are pleased that the GDPR contains this provision, which provides those who maintain archives with additional comfort and protection, particularly in light of the new rights and obligations created by the GDPR.

It is now common for newspapers to make their back issues available to members of the public through an online archive. Most national newspapers in the UK make their archives available and it has been estimated that over 90% of regional newspapers in the UK have an online presence, and that they “are now routinely archived online”. 

Internet archives are important sources for education and historical research, particularly as they are readily accessible to the public (more accessible than traditional library archives).  They are a contemporaneous record of events and there is value in retaining them. Leaving any sort of lingering or indefinite legal liability for archived material would therefore generate considerable concern. The mere existence and availability of an archive leaves publishers vulnerable for an indefinite period in the future to an indefinite number of claims simply because of the passage of time and the fading of memories. Such claims may be hard to defend years later as a result of staff turnover in both legal and editorial sides of the business. The maintenance of an archive can also have implications for theme 8, discussed above, as it may contain material relating to such matters. 

In Times Newspapers Ltd (Nos 1 and 2) v The United Kingdom ​(Application nos 3002/03 and 23676/03; [2009] EMLR 14​,  10 Mar 2009) one of the key issues was over the legal risks that were inherent in maintaining archives. ​The European Court of Human Rights acknowledged that the press provide a valuable role by maintaining archives. It is important to be alert to the potential “chilling effect” of data protection law here.  If archives were left vulnerable to the data processing obligations, this has the potential to severely restrict their social utility. Internet archives are a significant aspect of freedom of expression because the material contained within them is of historic and academic relevance. 

We consider that the significant public interest in the maintenance of complete newspaper archives should be recognised in the derogation and that newspapers should not have the burden of being required to justify the publication of their archives as being in the public interest. 

4.7  Theme 2 – Sanctions

Article 84 requires member states to lay down rules on penalties applicable for certain breaches of the GDPR. We note that any sanctions, whether civil or commercial, have the potential to chill journalistic activities.  Criminal sanctions such as fines and particularly prison sanctions should be avoided in cases involving freedom of expression rights and should only be available for the most serious breaches.

Guardian News and Media
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