DCMS Consultation on GDPR Derogations - Further information in support of PRONI’s response

This response is from the Public Record Office of Northern Ireland (PRONI). PRONI is the official archive for Northern Ireland and was established under the terms of the Public Records Act (NI) 1923. Since May 2016, PRONI has been a part of the Department for Communities. PRONI aims to identify and preserve records of historical, social and cultural importance and make them available for the information, education and enjoyment of the public.  PRONI has submitted online responses under Themes 5, 7 and 12.
Further information in support of PRONI’s response to Theme 5 – Archiving and Research

PRONI’s response to Article 15: 
1. to allow the data controller reasonable time to verify an applicant’s identity and to locate the information sought, as expressed in DPA 1998 s. 7(3)
2. to exempt archives not available for public access from being subject to Subject Access Requests, as expressed in DPA 1998 s. 33(4)
3. SARs for all unstructured manual (non-digital) records which are being processed for archiving in the public interest should be subject to a cost limit in a similar manner to ‘category e data’ in the 1998 Act, s9A (3-4)
4. Archives should be exempt from the requirement in Article 15 (3) to provide copies of data in an electronic form, unless the archive is already processing the data sought in an electronic format.
PRONI is making these proposed derogations in order that archives may continue to benefit from existing provisions contained in the Data Protection Act (1998).   Additional information is provided below: 
1. DPA s. 7(3) is important for archives as information is likely to be contained across multiple sources, with the strong likelihood that not all of this information will have been indexed.  This increases the potential for resource-intensive and time consuming searches.  Requests made where the data is being processed for ‘archiving purposes in the public interest’ should similarly be allowed to define the scope of an applicant’s request as this is of vital importance before any searches of archival holdings can commence.
2. DPA s. 33 (4) exempts archives from Subject Access Requests where the archives in question are not available for public access.  This provision should be carried forward in a derogation for ‘archiving purposes in the public interest’.
3. DPA S. 9A (3) – (4) allows a cost limit to be applied to Subject Access Requests.  Due to the huge quantity of materials held by archives being held in manual formats, a derogation should extend the existing provision in the DPA to cover any request made by a data subject where the data sought is held in manual records.  Information contained in archives is likely to be contained across multiple sources, with the strong likelihood that not all of this information will have been indexed, thus increasing the potential for resource-intensive and time consuming searches.
4. A derogation should exempt data processed for ‘archiving purposes in the public interest’ from the requirement in Article 15 (3) to provide copies of data in an electronic form.  Again, due to the manual nature of the majority of information held by archives, a requirement to provide copies of data in an electronic format would have significant resource implications if the data sought was not already held in an electronic format.
PRONI’s response to Articles 16, 18, and 19: 
1. where data is archived in the public interest and subsequently is to be either rectified or restricted, the integrity of the record in its original form must be preserved, and removed from public access.  Notification regarding this should be clearly stated in the public catalogue of the archive.
PRONI is suggesting derogations for these three articles in the interest of protecting the integrity and the historical authenticity of records which are processed for  ‘archiving purposes in the public interest’.  The Archives and Records Association, in a submission to DCMS in January 2017, states that  “Archives preserve the evidence of decisions made in the past and the reasons for those decisions. Incomplete or erroneous data may be an important factor in helping understand why a decision was reached. Even if it can be shown subsequently that a decision was based on inaccurate or incomplete personal data, archives should not change history by changing the record of it, as this would seriously compromise the evidential value of the archives as an authentic record”[footnoteRef:1].  PRONI fully endorses this view, and requests that a derogation should be in place to protect the original record where a data subject successfully applies to have their data rectified, or to restrict the processing of their data.  In both cases, the original record of the data is to be preserved, but removed from public access.  Evidence of a rectified version of the data should be clearly stated in the public catalogue of the archive (if appropriate).  A derogation is further requested where rectification of data has taken place due to a data subject exercising their rights under Article 16, and where the data has been processed for ‘archiving purposes in the public interest’.  The derogation should exempt archives from individual notifications in order to avoid disproportionate effort and burden on archives services.   [1:  Archives and Records Association, UK & Ireland, EU General Data protection Regulation (GDPR): recommended archiving derogations (Article 89(3)), p. 3] 

Additional response on Article 20:
1. A copy of data archived in the public interest will be provided to an applicant, in order to preserve the integrity of the original record.
PRONI requests a derogation to this effect as, in line with the fundamental purposes of archives in preserving the integrity and historical authenticity of records, once records have been accepted for ‘archiving purposes in the public interest’, these records are preserved in their original format, and it would only ever be possible to provide copies of original records to data subjects.
Further information in support of PRONI’s proposed derogations in Theme 7 – Archiving and Research

PRONI’s response to Article 9:
1. Sensitive personal data may be processed for the purposes of archiving in the public interest in a manner consistent with SI 2000 no 417 para 9
PRONI is seeking a derogation which will allow archives to benefit from an existing provision in The Data Protection (Processing of Sensitive Personal Data) Order 2000 which allows sensitive personal data to be processed for research purposes, as further defined in section 33 of the Data Protection Act.  A derogation should explicitly extend this provision to specifically cover sensitive data processed for ‘archiving purposes in the public interest’.

Further information in support of PRONI’s proposed derogations in Theme 12 – Processing of data

PRONI’s response to Article 6:
1. ‘Archiving in the public interest’ is a term which should either be defined in a derogation or should be the subject of some further guidance by the UK government in order to make it clear which organisations or institutions can properly be considered to be processing personal data within this term.

Article 6 (Lawfulness of processing) makes no explicit provision for processing for archiving purposes in the public interest. The paragraph most likely to be used by archive services is Article 6(1) paragraph (e), which reads ‘processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller’. However, under Article 6(3), the basis for processing using paragraph 1(e) must be laid down in Union or Member State law. This should work for UK national archives (which have their own legislation) and local authorities, however this would exclude universities, charitable bodies and businesses, i.e. the vast majority of archive services that operate in the UK. These archives need to be brought explicitly within the definition of archiving in the public interest.


