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	Theme 2 Sanctions

	Article 36

Recital
94, 95, 96
	Prior consultation
Under Article 35(1) where a type of processing is likely to result in a high risk to the rights and freedoms of natural persons, the controller is required before processing commences to conduct an assessment of the impact of the envisaged processing operations on the protection of personal data. 

Article 36(1) places an additional duty on the controller to consult the supervisory authority prior to processing where a data protection impact assessment under Article 35 indicates that the processing would result in a high risk in the absence of measures taken by the controller to mitigate the risk.



	
In addition to the duty in Article 36.1, Article 36.5 provides that Member State (MS) law may require controllers to consult with, and obtain prior authorisation from, the supervisory authority in relation to processing by a controller for the performance of a task carried out by the controller in the public interest, including processing in relation to social protection and public health. 

Processing of this type will largely be carried out by public authorities. However, processing of this type on a large scale will almost certainly trigger an impact assessment under Article 35.3(b), and where appropriate this would in turn trigger the obligation to consult under Article 36.1.  

Therefore, imposing additional requirements under domestic law to require prior consultation with the supervisory authority for other processing by public authorities for social protection and public health purposes does not appear to be either necessary or desirable.

	Article 58

Recital 
129
	Powers


	The power in Article 58.2(f) to impose a temporary or definitive limitation including a ban on processing should include a safeguard that in the case of a public authority this does not apply to processing which is necessary for the performance of that public authority’s statutory functions.   




	Article 83

Recital
148, 150, 151
	General conditions for imposing administrative fines
Article 83 sets out the general conditions for imposing administrative fines.

Article 83.7 provides discretion for each Member State to lay down rules on whether and to what extent administrative fines may be imposed on public authorities and bodies established in that Member State.



	

This discretion should be exercised in the UK to ensure that administrative fines in respect of public authorities are no higher than the maximum financial penalties currently applicable under the Data Protection Act 1998 and Data Protection (Monetary Penalties) (Maximum Penalty and Notices) Regulations 2010/31. 

In addition, rules under Article 83.7 should include a requirement on the supervisory authority to give due regard to the factors in Article 83.2, and should include the current statutory thresholds in Section 55A(2) & (3). 

These rules should also clarify that no fine should be imposed in the case of simple human error, where it is found that appropriate technical and organisational systems were in place. This would bring the position as regards administrative fines into line with the position regarding awards of compensation under Section 13 of the DPA (see the decision of the Court of Appeal in CLG and Others v Chief Constable of Merseyside Police [2015] EWCA Civ 836).      

Article 83.8 requires the exercise by the supervisory authority of its powers under this Article to be subject to appropriate procedural safeguards in accordance with Union and Member State law, including effective judicial remedy and due process and therefore if the supervisory authority is to impose fines directly we would expect that, as now, this will be subject to a right of appeal to a tribunal or directly to the courts. 


	Article 84 

Recital

149, 152
	Penalties

Article 84.1 requires Member States to adopt rules on other penalties applicable for infringements of the regulation, including those that are not subject to administrative fines under Article 83 and that such penalties must be effective, proportionate and dissuasive. 




	

We are not clear what other “penalties” are being referred to. Presumably this is not a reference to criminal penalties given that Article 84 appears to envisage that these penalties should be for infringements which are not sufficiently serious to attract a fine under Article 83. 

In any event, if the Government is minded to impose other penalties it would be helpful to understand what these will be, and the basis for imposing them.



	

	
	
	

	
	
	

	Theme 4 - Data Protection Officers

	
	
	


	Article 37

Recital
97

	Designation of the data protection officer
Article 37.1 requires controllers and processors to designate a data protection officer in any case where:
(a) the processing is carried out by a public authority or body, except for courts acting in their judicial capacity;
(b) the core activities of the controller or the processor consist of processing operations which, by virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring of data subjects on a large scale; or
(c) the core activities of the controller or the processor consist of processing on a large scale of special categories of data pursuant to Article 9 and personal data relating to criminal convictions and offences referred to in Article 10  

	It is our understanding that a maintained school and an academy school will be a “public authority or body” for these purposes (see R v Governors of Haberdashers Askes Hatcham College Trust, ex parte T., and R (on the application of Omotosho) v Harris Academy Crystal Palace). However, it would be useful to know the Government’s view of this, and if the Government agrees that these schools must appoint a data protection officer, then it would be helpful if DfE informed schools directly of this, as quickly as possible 



	Article 38

Recital
97
	Position of the data protection officer
Article 38.5 provides that the data protection officer shall be bound by secrecy or confidentiality concerning the performance of his or her tasks, in accordance with Union or Member State law. 

	Given the various tasks of the data protection officer in Article 39, it would be useful to know if the Government is proposing any specific secrecy/confidentiality requirements, or whether it is intended to rely on the general law of confidence in this respect. 

	

	
	

	

	

	
	
	

	Theme 7 - Sensitive personal data and exceptions

	Article 9

Recitals
51, 52, 53, 54, 55, 56
	Processing of special categories of data 
Article 9.1 prohibits the processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual orientation.
This prohibition may be set aside where a specified condition in Article 9(2) is satisfied.

	
Even where the data subject has given explicit consent to the processing of special category data (SCD), Article 9.2(a) provides discretion for MS law to restrict the lifting of this prohibition. We assume that any additional domestic law would only restrict the lifting of this prohibition in the event that processing might result in physical or mental harm to the data subject or another person, but it would be useful to know the Government’s intentions in this respect. 

Article 9.2(b), (g), (h), (i), and (j) require processing to be carried out on the basis of Union or MS law. In particular, (g) requires the relevant MS law to be “proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject”. Local authorities are under a range of statutory duties, which are usually expressed broadly and without specific reference to data processing, or data protection. Nevertheless, local authorities are of course under a duty in the Human Rights Act 1998, not to act in a way which is incompatible with the Convention rights, including the right to respect for private and family life, home and correspondence in Article 8. Therefore, we assume that where for example, a local authority needs to process SCD for housing management purposes, it can do so legitimately under Article 9.2(g) on the basis of its functions in the Housing Act 1985 in combination with its duties under the Human Rights Act, (and indeed in combination with its other duties under the GDPR). However, it would be useful to know if the Government is proposing further specific MS law in this respect.




	

	
	
	



	Theme 9 - Rights and Remedies

	Article 17 

Recitals
65, 66
	Right to erasure (“right to be forgotten”)
The data subject’s right to the erasure of personal data by the controller applies where one of the following grounds applies: 

(a) the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed;
(b) the data subject withdraws consent on which the processing is based according to point (a) of Article 6.1, or point (a) of Article 9.2, and where there is no other legal ground for the processing;
(c) the data subject objects to the processing pursuant to Article 21.1 and there are no overriding legitimate grounds for the processing, or the data subject objects to the processing pursuant to Article 21.2;
(d) the personal data have been unlawfully processed;
(e) the personal data have to be erased for compliance with a legal obligation in Union or Member State law to which the controller is subject; 
(f) the personal data have been collected in relation to the offer of information society services referred to in Article 8.1.


	
Article 17.3 provides that this right does not apply where processing of personal data is required for compliance with a legal obligation by MS law or for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. Therefore, it seems the right of erasure is unlikely to apply to most processing by local authorities. However, we assume that the data minimisation principle will in effect provide a right of erasure where processing is no longer necessary - see The Christian Institute & Ors v The Lord Advocate (Scotland) [2016] UKSC 51, where the Court found that the current 5th data protection principle, combined with the ICO’s powers and the right to judicial review was sufficient to guarantee removal of data from the relevant database where appropriate.


	Article 22

Recitals
71, 72
	Automated individual decision-making, including profiling  
Article 22 provides the right of the data subject not to be subject to automated individual decision making, including profiling. 

	This provision does not apply if the decision is authorised by Member State law and this also lays down suitable measures to safeguard the data subject’s rights, freedoms and legitimate interests.
It would be helpful to know whether Government intends to legislate in this area. 


	Article 26

Recital
79
	Joint controllers
Article 26.1 enables Member State law to determine the responsibilities of joint data controllers.

	
In our view, respective responsibilities should properly be left to the data controllers to determine. However, it would be helpful to know whether Government intends to legislate in this area or intends to rely on statutory guidance issued by the supervisory authority.

	
	
	


	Theme 10 - Processing of Children’s Personal data by On Line Services

	Article 8 

Recital

38 
	Conditions applicable to child’s consent in relation information society services
Where consent is required in relation to the offer of information society services[footnoteRef:1] directly to a child, this will only be valid if the child is below the age of 16 years where that consent is given by the holder of parental responsibility over the child. (This does not extend to preventative services and counselling which young people under 16 are eligible to access without parental consent). [1:  The full definition of “information Society Service” is taken from Article 1 (1)(b) of Directive 2015/1535 which says:
 
 ] 

	Member States may provide by law for a lower age for those purposes provided that such lower age is not below 13 years.
The definition of “information society services” refers to any service “normally” provided for remuneration at a distance, by electronic means and at the individual  request of the recipient of the service. 
In our view, the provision by local authorities of social media to users, without requiring any payment from those users, is not a service “provided for remuneration”, and therefore this provision will not apply in such cases. 
In any event though, we have doubts about how realistic and effective this requirement will be in the on line environment.  
          
 

	Theme 11 - Freedom of Expression in the media 

	Article 85

Recital

153
	Processing and freedom of expression and information
Article 85 provides for MS law to reconcile right to protection of personal information with the right to freedom of expression and information and for MS to determine certain exemptions from processing for journalistic etc. purposes, if necessary to reconcile the right to the protection of personal data with the freedom of expression and information.

	In our view, Section 40 of the Freedom of Information Act, and Section 32 of the DPA 1998 provide an appropriate balance between the protection of personal data and the competing fundamental rights of freedom of information, and freedom of expression for journalistic purposes etc. respectively. 

	Theme 12 - Processing of Data 

	Article 6

Recitals
40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50

	Lawfulness of processing
Article 6.1 sets out the grounds which must be satisfied to lawfully process personal data.
In particular, under (e) where the processing “is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller”.
Article 6.2 provides that Member States may maintain or introduce more specific provisions to adapt the rules with regard to processing for compliance with points (c) (processing necessary for compliance with a legal obligation) and (e) (processing necessary for performance of a task carried out in the public interest or in the exercise of official authority vested in the controller) by determining more precisely specific requirements for the processing and other measures to ensure lawful and fair processing including for other specific processing situations as provided for in Chapter IX.
Article 6.3 provides that the basis for processing under 1.(e) shall be laid down by Union or MS law and the purpose of processing must be laid down in that legal basis, or be necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. 
The Union or MS law must meet an objective of public interest and be proportionate to the legitimate aim pursued.
Recitals 41 and 45 make clear that where the GDPR refers to a legal basis or a legislative measure, this does not necessarily require a legislative act adopted by a parliament, without prejudice to requirements pursuant to the constitutional order of the Member State concerned but that such a legal basis or legislative measure should be clear and precise and its application should be foreseeable to persons subject to it, in accordance with the case-law of the Court of Justice of the European Union (the 'Court of Justice') and the European Court of Human Rights. 

	
As mentioned above, local authorities have a wide range of statutory functions, most of which are necessarily expressed in broad terms, without any specific reference to the processing of data or data protection. 

Nevertheless, authorities are under a range of public law duties, including a duty under the Human Rights Act 1998 not to act in a way which is incompatible with the Convention rights, including the rights in Article 8. In addition, authorities are under intensive duties in the current DPA, and will be under even more stringent duties in the GDPR. 

In our view therefore, it would not be appropriate for more specific provisions to be made under Article 6.2 as regards processing under 6.1(e), or to lay down any more specifically the basis for processing under Article 6.3. To do so would be to add an additional, in our view unnecessary layer of regulation for processing by local authorities. In addition, this would create a fundamental distinction in law between data processing by public authorities and bodies, and data processing by “private” data controllers, a distinction which has never previously existed in data protection legislation. 

In our view, the principles established by the Supreme Court in Catt & T R(on the application of) v The Commissioner of Police of the Metropolis [2015] UKSC9, will apply. In that case, the retention of data by the Metropolitan Police was found to be “in accordance with the law” for the purposes of Article 8, given that the exercise of police powers to obtain and store information was subject to an intensive regime of statutory and administrative regulation, the principal elements of this regime being the DPA and the regulatory jurisdiction of the Information Commissioner. In the same way, it is considered that the specific statutory purpose for processing, when combined with the duties in the HRA, and the detailed statutory and administrative regime in the DPA, will amount to sufficiently clear, foreseeable and proportionate legal measures meeting objectives of public interest.  









  
 
    


	Article 18

Recital
67
	Right to restriction of processing 
Article 18.1 provides the right for the data subject to require the controller to restrict (quarantine) processing on a number of grounds. 
These grounds include where:
· the accuracy of the data is contested; 
· the processing is unlawful; 
· the data is no longer needed save for legal claims of the data subject, or
· the legitimate grounds for processing are disputed 
Article 18.2 provides that this right may be over-ridden “for reasons of important public interest of the Union or of a Member State”

	In our view, it is right in principle that a restriction of processing can be overridden for reasons of important public interest. 

Under Article 21.1, data subjects will have the right to object to processing which is carried out on the basis of Article 6.1(e), and the onus will be on authorities to demonstrate that their legitimate grounds outweigh the interests of data subjects, and pending this “verification” data subjects will have the right to obtain this restriction. In addition, data subjects may challenge this “verification” and complain to the ICO. Given that the majority of processing by local authorities will be on the basis of Article 6.1(e), and therefore susceptible to restriction, this could lead to serious delays in processing, particularly as Article 18.3 requires data subjects to be “informed” by the controller before the restriction is lifted. Therefore, it is important that processing is still permitted for public interest reasons, in particular where processing is necessary for the purposes of discharging statutory functions.


	Article 28

Recital
81
	Processor
Article 28.3(a) & (g) require controllers to ensure that processing of personal data by a processor acting for them is governed by a binding legal contract which amongst other requirements, specifies that the processor must only process data on documented instructions from the controller, unless required to do so by Union or MS law.

In addition, processors must delete or return data unless Union or MS law requires it to be stored.




	
Plainly, these derogations are necessary for example in circumstances where the ICO or the court require a processor to produce data, or where there are existing statutory requirements regarding retention of data. If the Government is minded to make further provision via domestic legislation, it would be helpful to know what is proposed.


	Article 29
	Processing under authority of the controller and processor 
The processor and any person acting under the authority of the controller or of the processor, who has access to personal data, shall not process those data except on instructions from the controller, unless required to do so by Union or MS law.


	
In the same way as for Article 28, this derogation is plainly necessary. If the Government is minded to make further provision via domestic legislation it would be helpful to know what is proposed.



	Article 32

Recital
83, 74, 75, 76, 77
	Security of processing
Article 29.4 requires both the controller and processor to take steps to ensure that personal data is only processed on the instructions of the controller, unless the person is required to do so by Union or MS law.

	
In the same way as for Article 28, this derogation is plainly necessary. If the Government is minded to make further provision via domestic legislation it would be helpful to know what is proposed.


	Article 35

Recital
75, 84, 89, 90, 91, 92,
93
	Data Protection Impact Assessment 
Article 35.10 provides that where processing pursuant to Article 6.1(e) has a legal basis in Union law or in the law of the Member State to which the controller is subject and that law regulates the specific processing operation or set of operations in question, the requirements in paragraphs 1 to 7 do not apply where a data protection impact assessment has already been carried out as part of a general impact assessment at the time the legislation is introduced, unless Member States deem it to be necessary to carry out such an assessment prior to processing activities. 

	In our view, it seems highly unlikely that local authorities will seek to rely on any general impact assessment which may have been carried out at the time that legislation was enacted. By definition, any such national impact assessment will be far less specific, and may be outdated. Therefore, the requirements of paragraphs 1 to 7 should apply in the usual way in these instances.   


	
	
	


	Article 86

Recital
154
	Processing and public access to official documents 
Article 86 provides that personal data in official documents held by a public authority or a public body or a private body for the performance of a task carried out in the public interest may be disclosed by the authority or body in accordance with Union or MS law to which the public authority or body is subject.


	As mentioned above, in our view Section 40 of the Freedom of Information Act properly reconciles public access to official information with the protection of personal data under the DPA, and this should simply be amended to refer to the corresponding provisions of the GDPR. 



	Article 87
	Processing of the national identification number 
Article 87 provides that Member States may further determine the specific conditions for the processing of a national identification number or any other identifier of general application, subject to appropriate safeguards for the rights and freedoms of the data subject.  

	
In our view, further legislation is not needed, but if the Government is minded to legislate it would be helpful to know what is proposed.

	Article 88

Recital

155
	Processing in the context of employment
Article 88.1 provides discretion for Member States (by law or collective agreements) to introduce more specific rules to ensure the protection of rights and freedoms in respect of the processing of employee’s personal data in the employment context, including specific measures to safeguard the data subject’s human dignity, legitimate interests and fundamental rights.

	Given the intensive new regime in the GDPR, more specific rules for the processing of employees’ data are in our view, unnecessary. However, if the Government is minded to legislate in this respect it would be helpful to know what is proposed.

	Theme 13 - Restrictions 

	Article 23

Recital
73
	Restrictions
Article 23.1 provides that Union or MS law may by legislation restrict on certain grounds the scope of the obligations and rights provided for in Articles 12 to 22 and Article 34 (notification of breach to data subject) as well as Article 5 (principles) in so far as such measures correspond to the rights and obligations provided for in Article 12-22. 

Restrictions must respect the essence of fundamental rights and freedoms and be a necessary and proportionate measure.
 
Legislative measures must contain specific provisions as listed in Article 23.2. 

	The scope of Article 23 effectively enables member States to provide for similar exemptions to those now applicable under the Data Protection Act 1998 (DPA) in Sections 27—31, 34 – 35 and some or all of the exemptions in the miscellaneous exemptions category in Section 37, fully set out in Schedule 7.
In our view, it would be sensible to replicate the current exemptions, which are “tried and tested” and well-known to data controllers. However, it may be sensible to create a slightly broader exemption in relation to subject access to cover circumstances where the data controller reasonably believes that complying with the request would, or would be likely to damage the physical or mental health or condition of the data subject, or of some other person. This would be preferable to the current, rather narrow exemptions in the Health, Education and Social Work Modification Orders.
Please also see our comments below in relation to Articles 13 and 14.


	

	
	
	

	Additional question – cost impact 

	None
	In the context of derogations above, what steps should the Government take to minimise the cost or burden to business of GDPR?

 
	In our view, the provisions of Article 13 and Article 14 do not distinguish properly between “one-off” and long- term interactions with service users, between differing amounts of processing, and between the processing of “ordinary” personal data, and SCD. Nor do these provisions distinguish between interactions in the on-line world, and in the real world. In our view, these provisions should be subject to a derogation on the basis of Article 23.1(e) to the effect that they should not apply where disproportionate effort or expense by the data controller would be required.     
The mandatory requirement for a DPO appears likely to impose a significant burden on schools who are unlikely to have in-house data protection expertise.   
In terms of mitigating the burden of GDPR compliance clarification/confirmation of the following issues would be helpful:
· [bookmark: _GoBack]the extent and level of record keeping requirements at corporate level to demonstrate overview and control of processing activities, in particular in relation to the accountability requirement in Article 5.
· standard GDPR compliant contractual clauses issued by Office of Government Commerce (OGC) for inclusion in public sector data processor contracts.
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