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 News Media Association  General Data Protection Regulation Call for Views

The News Media Association is the voice of the local regional and national news media. Its members publish over 1100 national and local titles, including some 300 small independent titles, which are read by 48 million adults a month in print and online. 

Context

The UK press is vibrant, lively and diverse. UK news media publishers invest heavily in journalism, more than any other media, accounting for 58% of the total investment in original news content in the UK (Oliver & Ohlbaum 2015). 

Its agenda setting news, reports, investigations, features and opinion pieces are the original work of the UK news media companies. This continues to serve what is an ever-increasing audience demand for their journalism, in the multiplicity of forms now provided by NMA members’ news brands. Ninety-one percent of adults consume this original content produced by news brands every month. Seventy-five percent of adults now access news brands digitally every month, with companies’ substantial investment in digital services achieving some 37% increase upon their print readership.

The UK has the most national newspapers per capita and is second only to the USA in the provision of local newspapers. The UK press plays a vital role in representing the public and reflecting the public interest. It makes a reality of the principles of public scrutiny and public accountability, open justice and open government, with its role as public watchdog over the actions of the state recognised by the domestic and Strasbourg courts. Its investigations reveal matters of public interest, its editorial campaigns reveal and reform, ensuring that wrongdoing and injustice are addressed. It provides the public forum for news, debate, opinion at all levels, local, regional and national. Seemingly mundane or trivial information can be very important to everyday life. The day to day journalism, notices, information published by national, regional, local and hyperlocal news media alerts, informs, entertains, connects and chronicles the communities that it serves.

Annually, the national press publishes over three million articles and the regional press eight million articles in print and online. Its audiences spend over twice as long reading newspapers in print or digital form - around 31 minutes a day, compared with 14 minutes reading other online news. Over the course of last year (2015) UK news brands drove nearly a billion social media interactions. 

The Deloitte report UK News Media: Engine of Original News Content and Democracy (2016) found that, in addition to the sector’s economic contribution to the UK, the journalism invested in by news media publishers has a unique and wide-ranging set of benefits such as boosting SMEs, improving literacy, enhancing community cohesion, and, crucially, underpinning democracy by holding powerful figures and institutions to account. 

The Deloitte report sets out the economic contribution of the national, regional and local news media publishers, including the £5.3 billion gross value added to the UK economy by news media publishers in 2015. Ninety per cent of UK news publishers’ total spend with suppliers remains within the UK, compared to the average of 77 per cent across the economy; The news media industry adds value across the supply chain with the average publisher dealing with nearly 2,600 suppliers. The news media sector supports an estimated 87,500 FTE UK jobs. 

However, the industry is facing challenges as it adapts its business model and deals with new global competitors for the revenue that underpins its investment in journalism. 

Despite very large audiences, the industry has experienced falling revenues over the past decade. This is partly driven by the shift of advertising spend to online media, the competition for that revenue, declining print revenues, and the early stage of development of print subscription models online. All of these factors have contributed to the current lower monetisation of news brands’ digital audiences as compared to their print audiences. As the Deloitte report points out, there are now global competitors such as Google and Facebook that impact on news media companies’ engagement with the audience for their news services. The businesses of digital aggregators and platforms benefit greatly from UK publishers’ investment in journalism and news content, but contribute little to it. The concerns about false news, its proliferation and effects, only underline the importance of the continuation of a lively vibrant press whose editorial agenda setting content is fuelled by publishers’ investment in and underwriting of its own original journalism.

Potential impact of GDPR

 The approach and methods of Implementation of the GDPR and the ePrivacy proposal are obviously of acute concern to news media publishers. 

The wide definitions of personal data, processing, data controller and processor means that the new laws could have profound and adverse effects upon press freedom and publishers’ business models. 

Immediacy of editorial content is hugely important to the news media.  Whatever the media platform, print or online, their audience is attracted, engages, interacts, responds, is galvanised into action, because the content sparks interest, recognition with a liveliness that holds their attention. As the courts have recognised, names, local addresses, the individual details create that interest, enable the audience to relate to the material and make common connections. Such details are the lifeblood of the press, stimulating and retaining interest of their audience. News media must entertain as well as inform and educate – the audience is drawn in and benefits accordingly. Editorial content inevitably deals with identified and identifiable individuals etc that fall within the definition of personal data,for the purposes of the GDPR. But that content is the result of journalistic investigation, research, report from a huge variety of different sources, local, national and global.

Yet every aspect of every stage of journalistic, editorial and publishing activity also could fall within the truly all encompassing definition of processing. Any journalist’s tools of mobile phone and laptop, editorial and production processes and all publishing platforms making that content available to domestic, European and international audience – website, mobile,social media, broadcast, print. print.  

 Thus press freedom and freedom of expression will be severely constrained unless all relevant exemptions and derogations from the GDPR’s requirements are implemented.

 Hence the importance of GDPR Articles that mandate the exemptions and derogations for freedom of expression, freedom of information and journalistic purposes, with further protection for academic, literary and artistic purposes. Full use must be made of these powers to exempt journalistic purposes from the requirements rights and powers set out in all the GDPR Chapters and Articles cited.

 Commercial : A light touch in the commercial sphere is also important to the industry. It hopes that all exemptions and derogations in Articles and recitals of the GDPR will be used by the UK government and applied by the ICO, including by discretionary interpretation and guidance, in order to achieve a business friendly regime, as suitable for UK local SMEs as international companies.

The GDPR will impact upon news media companies’ commercial operations and business models – the advertising, marketing, commercial services, subscriptions and sales, the development of their businesses and the development of their relationship with their audience as individuals and communities, who know and trust their titles and news brands  and therefore engage in many different ways, whether  across many different media platforms or direct. A free press independent of state subsidy relies upon revenue from its commercial activities to fund their huge investment in journalism.Those activities also all involve personal data and processing and are therefore affected by implementation of the GDPR and ePrivacy proposal. 

Companies are concerned that UK implementation avoid unnecessary detriment. As the NMA ‘s submission to the DCMS on ePrivacy pointed out, its current consent requirements would allow Google to deny access to media websites, by directing choice of consent settings, or drive newspapers behind pay walls- while the GDPR would make lawful access to UK websites impossible.

Thus the industry trusts that the Government will apply the exemptions and derogations in the GDPR appropriately. It should pursue pragmatic, practical and sensible implementation of the requirements of the GDPR to minimise the cost burdens of compliance, enabling organisations to be responsible for their compliance without the minutiae of the bureaucratic rules that provide no real protections to consumers.

The Government should encourage the ICO to adopt and the ICO should adopt and maintain a pragmatic, realistic and risk-based approach to its engagement with business, the preparation of its guidance, and enforcement. (For example, stipulations that go beyond the GDPR cause concern, such as their draft consent guidance that suggested specification of every third party to which data might be passed. Another instance is where the draft profiling consultation paper refers to a ‘legal’ or ‘significant’ effect as though these were alternatives.)

Press freedom: It is imperative that the UK government implements Article 85 to the widest possible extent, in addition to the derogations and exemptions to individual articles which would also benefit freedom of expression and freedom of information including journalistic processing.

The GDPR would prima facie govern every aspect of editorial activities from initial news gathering to publication to archives would fall under the scope of the Regulation. The Government must ensure robust, wide and comprehensive implementation of all the exemptions and derogations written into the Regulation for freedom of expression, freedom of information, journalistic purposes and news archives.

Without such Article 85 exemptions, news media companies could neither function editorially nor as businesses. A cry of ‘fake news’ might stop the press. A mere assertion of inaccuracy might paralyse newspaper. Investigation, reporting-writing, editing, production processes- publication and archive access- all would have to stop pending newspaper checks. Individuals and regulators could delve at will into investigations and demand vast quantities of unpublished material, no source will be safe, individuals could maintain vexatious actions and representative legal actions could be brought by organisations to get compensation, without even a mandate from the data subjects concerned but with chilling effect upon investigation and reporting and media organisations that will face the costs of rebuttal. The European Commission, despite that it lacks competence over press content, will have set up a system of pan European data protection regulators setting pan European codes, whilst enforcing other nation’s laws against UK news media. 
The protections of defamation law- protection against prior restraint, harm thresholds, defences of privilege and other matters expanded by the Defamation Act 2013 and other statutory and commonlaw provisions would be bypassed, to the detriment of freedom of expression.

Background

The GDPR does mandates exemptions and derogations for freedom of expression and information, including processing for journalistic purposes (and for academic, literary and artistic purposes). It is important that these are interpreted and implemented as broadly as possible. It has never been intended that data protection should become an instrument of press control, bypassing the common law and statutory safeguards which facilitate freedom of the press and its role as public representative and watchdog, including in courts and councils.

The protection of personal data is not an all-encompassing privacy right that must counterbalance or trump freedom of expression and freedom of information.

The NMA (and its predecessor organisations) has maintained a detailed dialogue with successive governments on the necessity for strong safeguards to prevent the undermining of press freedom, erosion of freedom of expression and curbs upon freedom of information , through unjustified data protection controls and /or their exploitation.

 Data Protection Act 1984 From the outset, there was an appreciation of the potential threat to press freedom at the time of the Data Protection Act 1984, as ‘new technology’ began revolutionising publishing and consideration of press freedom concerns enabled appropriate interpretation and regulatory approach.

Data Protection Act 1998 section 55 The media also contributed to the public consultations on data protection offences first introduced in 1994 as forerunner to section 55 of the Data Protection Act 1998 and subsequently on section 55. The NMA, its members and other media have argued strongly for implementation of improved journalistic defenses to section 55 DPA ( under Criminal Justice and Immigration Act 2008 section  78  New defence for purposes of journalism and other special purposes)

The NMA and other media organisations have constantly and consistently strongly opposed any introduction of custodial sanctions to section 55 offences  including section 77 CJIA 2008), irrespective of any implementation of section 78 CJIA 2008. They remain opposed to the introduction of prison sanctions.

 Data Protection Act 1998 The NMA, its members and other media organization pursued detailed discussions in the EU and UK on appropriate exemptions to the 1995 directive (article 9) and implementation into UK law under the Data Protection Act 1998 and the Data Protection (Processing of Sensitive Personal Data Order) 2000 under Article 8 (4).

These included the provision for the special purposes under section 32 and exemption from all but one of the data protection principles, sections 7,10,12,14(1) -(3) and the necessary protections under sections 44,45 and 46.

As ministerial statements in Parliament during the passage of the Bill made very clear, the Act was intended to provide robust and comprehensive protections. It was intended to safeguard freedom of expression in its broadest sense, applicable to the receipt and impart of the most trivial information and irrespective of the style and content of any newspaper title. Hence the Act’s reference to  ‘having regard in particular to the special importance of the public interest in freedom of expression’- and not  merely the public interest applicable to  any individual matter.

In line with the EU directive and UK tradition, the journalistic, artistic and literary special purposes were intended to be broadly interpreted and broadly applied. They were intended to protect the processing for journalistic, literary and artistic purposes ie by any individual or organisation, not simply any media professional or media organisation, newspaper publisher or licenced broadcaster and their employees or freelance contributors.

The section 32 provisions were specifically intended to apply where the Act’s requirements were simply ‘incompatible’- impractical and inappropriate, given the nature of news, newsgathering, newspapers, journalistic tools, media production processes and practical operation of media organisations and journalism.

The special purposes protections were intended to provide strong protections against any interference, any assertion of requirements, rights and powers under the Act of potential claimant, data subject and the Information Commissioner, who would otherwise have a very wide discretion for interpretation and application of repressive powers against the media. Media protections therefore included recourse to court, with rights of representation and appeal, in line with other statutory journalistic protections.

The 1998 regime was intended to prevent subversion of data protection into repressive media controls and to avoid bypass of protections established in UK law for journalistic matters, including protection of sources and safeguard of freedom of expression and press freedom. The Act was intended to protect press freedom through strong pre-publication and post – publication protections (beyond the 24 hour stay) and exemptions. 

The Act was intended to provide strong protection against prior restraint and protect against all rights and remedies of the data subject including attempts to detect investigation, obtain material and obstruct investigation and reporting and all powers of the regulator. The safeguards were specifically intended to apply irrespective of whether anything was actually published or not, since at any stage inquiries or investigations might subsequently be discontinued and editorial judgement require selection or rejection of material for publication.

The Act was also intended to provide post- publication protection. The policy intention and legislative framework were designed to allow, without obstruction by data subject or regulator, the l publication and the further development of stories and investigations, as publication led to fresh revelations and new directions for investigation and report.  It was also intended to safeguard news media archives.

The Act and regime were also intended to complement, not undermine, or supplant, or bypass voluntary media codes including the Editors’ Code of Practice and the voluntary system of press self- regulation under the Press Complaints Commission- and not to translate voluntary codes’ requirements into new statutory press controls, or create any suggestion that breach of the Editors Code of Practice would then amount to a breach of the law. Press codes were not to be drawn up, or authorized, or approved, or supervised by the data protection authorities. 

Care was taken to ensure that the Act’s protections were not confined to investigative journalism, or some concept of public interest journalism only.

As stated above, the 1998 Act was specifically intended to protect freedom of expression in its broadest sense, including the trite and the frivolous, enabling journalistic, artistic and literary activities that contributed to the traditional diverse content of newspapers and broadcast services   from the lightest of entertainment to the most weighty and serious coverage.

The NMA refers the DCMS to the statements in Parliament by government ministers in respect of the intended breadth and strength of the protections for freedom of expression and press freedom. 

Thus, the Act’s intention was understood to enable the media to rely upon section 32 and any other relevant exemptions and derogations to the directive and data protection legislation, implemented through the Act and secondary legislation. Section 32 provisions were necessary additions to the general grounds for lawful processing of personal data and sensitive data, including schedules 2 and  3 respectively, because these would otherwise provide insufficient or uncertain protection. It was agreed that additional special purposes ‘gateways’, under Article 8 (4) of the 1995 directive, were necessary to facilitate release of information to the media and its publication by the media, as set out in the 2000 Order. Assurances were given by government and regulator that news archives, whether accessible or dormant, should benefit from the special purposes protections and not fall foul of the Act.  Assurances were also given in relation to provisions on the administration of justice that have enabled coverage of the courts and criminal justice system including the maintenance of longstanding but then discretionary   arrangements on supply of information about criminal court cases, prosecution material and registers of judgement, including assistance from government departments, police, prosecution service, court staff and the judiciary.

The protections were intended to protect every aspect of journalism from initial inquiry, pre-publication, no publication and post publication, including protection of sources.  It is important that these protections are retained, improved, extended and augmented under the new GDPR regime,  to address its new requirements.

 Leveson Report recommendations: contrary to freedom of expression and press freedom

The NMA therefore remains steadfastly opposed to the recommendations of the Leveson report on amendment to the Data Protection Act 1998.

The Leveson Report’s recommendations would have stripped out the journalistic protections necessary for all media operations, (including the court’s supervision of the regulator’s investigation and enforcement powers), to the great detriment of freedom of expression and press freedom, The politicians rightly expressed concern and reservations about the proposals and their endangerment of investigative journalism, The proposals would also have rendered day to day journalism impracticable or impossible. Crucially, the proposals were inimical to press freedom. The recommendations would have transformed the Information Commissioner into the de facto statutory regulator of the press.  The then Information Commissioner also expressed concern about any such transformation of his role.

The NMA and its members remain strongly opposed to implementation of the Leveson Report recommendations on data protection.

GDPR Call for Views

The NMA welcomes the DCMS’s call for views on the GDPR exemptions and derogations. It refers the DCMS to its previous representations on editorial, advertising and commercial issues and past stakeholder meetings including the Round Table with the Secretary of State, the Information Commissioner and other DCMS Ministers.

In particular, we refer you to the issues on both the GDPR and problems in respect of the current act that were originally outlined to the DCMS in October 2016  (under MLA auspices) dated 20  January 2017 and its schedule  of the additional protections ( beyond the maintenance and extension of the current protections in the 1998 Act) and exemptions required to safeguard press freedom, freedom of expression  and freedom of  information against the new GDPR provisions and forthcoming regime. We now refer you to the attached MLA submission to the Call for views.

Robust, far reaching and enduring exemptions and derogations for freedom of expression, freedom of information and for journalistic purposes are vital, under Article 85 and under Article 17 in addition to the exemptions and derogations permitted under other Articles.

These must prevent any attempts to subvert data protection legislation into an instrument of press control, or attempts to prevent release of information to the media, or attempts to force disclosure of unwelcome inquiries and to access information, or to uncover sources, to stop investigation, to prevent publication, to stop further publication, to attack published material, to censor archives, to bring or to threaten vexatious claims and costs to chill investigation and reporting.

The new regime must ensure that freedom of expression, protection of sources, open justice and access to information rights that that been developed by statute, the common law and Strasbourg  jurisprudence are not now undermined by GDPR implementation or other changes to the data protection regime.

The GDPR does contain a wide and strong mandate for protection of freedom of expression and freedom of information. That UK implementation must use and apply in relation to journalism and news media  under Article 85, Article 17, and other provisions, to their fullest extent.

The new UK legislation must maintain, improve and extend the level of protection for the media and processing for the special purposes Data Protection Act 1998 and 2000 Order. This includes improvement to section 32, sections 44-46 , to prevent abuse of data protection claims to chill investigation and reporting, ( through new thresholds , new procedures to bring claims, including higher thresholds for any legal action requiring demonstration of serious harm and damage, not mere distress) 

The new UK legislation must include additional, broader and stronger protections enabled by the GDPR relevant to media organisations, freedom of expression, freedom of information that will be robust in protection of news media organisations’ journalistic activities and output across media platforms, in print, online, broadcast and future development. 

The NMA also supports the submission of the Media Lawyers Association to the DCMS Call for Views which is included with this submission.








CALL FOR VIEWS

THEME 11: FREEDOM OF EXPRESSION IN THE MEDIA
Please see below and 2 papers also attached- NMA second paper and MLA submission

1.The NMA supports the response of the Media Lawyers Association of 10 May 2017 
 and attaches a copy to this submission which principally addresses Theme 11, including improvements needed to the Data Protection Act 1998.

2.The NMA also attaches an outline Call for Views Theme 11 outlining the Articles to which exemptions and derogations are necessary for freedom of expression in the media.

3.The NMA also comments below on the other Themes to which exemptions and derogations are necessary for freedom of expression in the media.


THEMES

Theme 1 Supervisory Authorities

[bookmark: _30j0zll]The GDPR mandates exemptions and derogations for freedom of expression, including processing for journalistic purposes.

Recital 128 provides that the provisions on lead authority and one stop shop should not apply where the processing is carried out by private bodies in the public interest. In such case, the only supervisory authority competent to exercise powers under the GDPR should be the supervisory authority of the Member State.

Media organisations established in the United Kingdom should only be subject to UK law (or law of the relevant jurisdiction within it) and courts and to the supervision of the UK enforcement authority (unless and insofar as not exempted). The press should not be at risk of supervision, authorisation, and enforcement action by overseas regulators under powers relating to mutual assistance-operation, delegation or otherwise. UK media organisations should not be within remit of other European Data Protection Board.

The European Commission has no competence over press content.UK media organisations and the right to freedom of expression and freedom of information should not be subject directly or indirectly to more repressive laws and enforcement authorities of other member states. Nor should the Information Commissioner be permitted to delegate its powers to authorities in other Member States to use against the UK media. The European Data Protection Board should not have jurisdiction over UK media organisations and their journalistic activities or publications.

No supervisory authority should be able to draw up, approve, impose, supervise or enforce a press code, or appoint another body to supervise it.

The Information Commissioner should also continue to be subject to the constraints of the 1998 Act set out in section 44-46 and these journalistic and special purposes protections must be expanded and strengthened appropriately under the GDPR..




Theme 2 Sanctions Articles 36 58 83 84 

The GDPR mandates exemptions and derogations for the right to freedom of expression and information, including processing for journalistic purposes.

The media must not be subject to the powers under Articles 36 and 58. The ICO must not be transformed into a statutory press regulator with unprecedented powers over the press through application of any such powers.

These articles would literally give the ICO powers far beyond state licencing of the press. She would decide whether or not a new media platform could be devised; or a new newspaper title launched. She would have to be informed of a proposed investigation which would then be subject to her close supervision; she would have the power equivalent to interim and permanent injunction, enabling temporary or absolute bans on publication, or title; she would have the power to notify the subject of an ongoing investigation where she assumed some breach; she could write and impose media codes.

 Application of such powers would be wholly contrary to the right to freedom of expression and press freedom.
Article 53 powers must be subject to tight restrictions that ensure appropriate application and proportionality. The maximum fines are massive, could be out of all proportion to any breach and have serious consequences for any business. The particular circumstances of the case and actual finances of the entity at fault must be considered. For example, regional newspapers may form part of a large company, but any title’s individual financial position may be fragile. Modest sums could chill investigation and reporting, larger could close titles, let alone a disproportionate fine, with reference to a parent company’s global turnover 
 Disproportionately high costs, damages, fines or other financial liabilities, administrative, civil or criminal, have a chilling effect upon investigation and publication, as recognised by the Strasbourg and UK courts.
Article 84: Penalties
The news media industry remains opposed to criminal offences and custodial sentences for data protection matters that could impact upon the media and its sources. In particular, for reasons outlined in previous submissions to the DCMS, the industry opposes the introduction of prison sanctions for section 55 of the Data Protection Act 1998, irrespective of any implementation of the defence under section 78 Criminal Justice and Immigration Act 2008.
Theme 3 Demonstrating Compliance
[bookmark: _1fob9te]The GDPR mandates exemptions and derogations for freedom of expression, including processing for journalistic purposes.
The news media industry opposes statutory regulation of advertising and editorial content and the imposition of statutory content codes by statutory regulators over its content. The implementation of these articles should not permit in any way the direct or indirect imposition upon the news media industry of any form of data protection codes that purport to regulate editorial practice and publication, by any data protection supervisory authority in the UK and/or other Member States, or the Data Protection Board or the European Commission (or UK Parliament or Government).
Similarly, Article 41 should not be implemented in any form that would permit the imposition upon the press of any supervisory body to enforce such media codes, by way of ICO accreditation. Nor implementation of Articles 42 0r 43 permit any certification bodes to impose directly or indirectly any form of regulation upon UK news media organisations or their UK and cross- border editorial activities.
The UK news media publishers are fiercely opposed to state press controls. The majority of publishers of local and national newspaper titles are voluntarily in membership of IPSO, an independent regulator. The Editors Code of Practice was designated under section 32 after consultation with and agreement of the industry (stipulating that a court may have reference to it in its assessment of the reasonableness of belief in the public interest) The industry is opposed to any voluntary industry code being appropriated by regulators, thereby transforming voluntary constraints into formal controls giving rise to civil or criminal liability.
Theme 4 Data Protection Officers
The UK should not implement provisions on data protection officers in a way that is burdensome to business, especially SMEs.
The GDPR mandates exemptions and derogations for freedom of expression, including processing for journalistic purposes.
News publishers’ editorial activities inevitably include material relating to the special categories of data under Article 9 and criminal offences and convictions, not least because of their editorial coverage of  the courts and criminal justice system.
Article 85 exemption, derogations and special authorisations may be necessary (see below). 
 Theme 5 Archiving and Research
The UK government must ensure the widest possible and most robust exemptions to enable archiving and research and to exclude news media publications and archives from the right to be forgotten. These may require a combination of complementary exemptions to avoid ‘loopholes’ or spurious argument that a commercial use of an archive such as a genealogy resource) negates any exemptions. Exemptions may also be necessary also apply to prevent interference with material held by the British Library etc through the legal deposit schemes.
 The GDPR mandates exemptions and derogations for freedom of expression, including processing for   journalistic purposes and for the purposes of academic literary and artistic expression, to Articles 12-23.
Article 17 also provides that the right to erasure (the right to be forgotten) shall not apply to processing necessary for exercising the right of freedom of expression and information.

An absolute exemption must apply to all news media ‘s processing and their content should be exempted from the right to erasure. This must include protection of  their archives and other unpublished and published journalistic material of any kind.

News media research, investigation, reporting, production processes, publications past present or future, archives or any other collection must not be subject to censorship or black holes in history as a result of this new right- (or indeed be prevented from publishing or listing links to their material that search engines or others might have delisted- and procedures may be necessary to ensure that publishers can make representations to inform any such decision making to prevent erasure or take down).
Theme 6 - Third Country Transfers - Article 49 - Derogations for specific situations 
The GDPR mandates exemptions and derogations for freedom of expression, including processing for journalistic purposes and for the purposes of literary and artistic expression.
News media company have many editorial and commercial dealings with third countries involving data transfers. Some have head offices or other establishments in third countries. They pursue editorial activities in third countries, which deploy reporters or involve other activities in support. Simply accessing a webpage in a third country might constitute cross border transferr..
 NMA members also request that the existing derogation found in Schedule 1 Part II paragraph 13 of the UK Data Protection Act (“Paragraph 13 of the DPA”) is implemented for the UK in the GDPR. The existing derogation permits a data controller to make its own determination of “adequacy” in cases where other transfer mechanisms are not available. For instance, there is no approved set of EU Model Contractual Clauses to permit an EU data controller to engage an EU data processor that will use a non-EEA sub-processor. The flexibility of the existing derogation has allowed UK companies to put in place their own “ah-hoc” contracts in place to ensure adequate protection. Under Article 46(3) of the GDPR, however, it appears this would require authorisation of the supervisory authority.  
 Flexibility in contracting is fundamental to the free-market principles championed in the UK; companies must retain the ability to contract on negotiated terms that provide adequate protection having regard to the set of criteria outlined in Paragraph 13 of the DPA. 
 This appears to be a permitted derogation under Article 49(5) of the GDPR (although the wording is unclear). Alternatively, members suggest that this derogation is formally enacted through an authorisation under Article 26(2) of Directive 95/46/EC and therefore would continue under Article 46(5) of the GDPR. 
 Further, the definition of “personal data” under the DPA required direct identification by that data controller, i.e., with information “likely to come into the possession of the data controller”. Under the GDPR, this has been expanded to be “identified, directly or indirectly”. This means that a UK company risks contravening the GDPR in a situation where the contract with a non-EEA processor fails to have the EU Model Contractual Clauses, even where the information is not directly identifiable by the data controller or data processor, such as IP addresses captured in webserver error logs. Given the low risk of harm, it would be appropriate for pseudonymous data to be permitted to be transferred under the equivalent of the last paragraph of Article 49(1), even where the transfer is repetitive or concerns more than a limited number of data subjects. The continuation of the existing derogation under Paragraph 13 of the DPA would permit this.


Theme 7 Sensitive personal data and exceptions Article 9
Article 85 GDPR mandates exemptions and derogations for freedom of expression, including processing for journalistic purposes and for the purposes of literary and artistic expression. Article 9 also provides processing gateways. 

News media companies should be able to rely upon any and all exemptions and derogations, irrespective of origin, to enable its lawful processing. The exemptions must also enable and facilitate release of information including sensitive personal data to press and public, including release to the media for publication.

Clear, comprehensive and robust exemptions are vital to journalism. News, features, investigations, campaigns, comment, opinion, investigations, reviews, readers’ contributions, reports of courts, councils, public services, central and local government are filled with material that falls into the categories of sensitive personal data. 

The GDPR requirements are otherwise impracticable and incompatible with journalism and would impose severe restraints upon freedom of expression and press freedom.

Derogations are also necessary to facilitate commercial operations.

Theme 8 Criminal Convictions Article 10
 
Article 85 GDPR mandates exemptions and derogations for freedom of expression and information, including processing for journalistic purpose., Article 17 stipulates derogations and exemptions for the purposes of freedom of expression and freedom of information. Article 10 provides for special authorisations. These exemptions and derogations must be applied to enable the continuation of media publication of all matters relating to criminal convictions, offences and related security matters, including interchange of information with any of those concerned in the criminal justice system or other prosecution authorities, government and public services etc. 

 The UK implementation must ensure that the news media can continue to act as the public’s representative for the purposes of the open justice principle to access court lists, to attend court and to report the criminal courts, the criminal justice system, crown prosecution service, police and all other investigation, prosecution and enforcement authorities. Information about criminal convictions and offences will also feature in various editorial content-general news, reports of various bodies, comment features, reviews, profiles. The protocols on supply of court lists, court registers of judgments, release of prosecution material must continue and access to court documentation. The statutory framework that facilitates open justice and access to court proceedings and court documentation and enable court reporting, including the civil and criminal procedure rules, must not be diminished. These will become ever more important as the project on transformation of the civil and criminal justice system progresses. 

Exemptions for all processing and publication, including archives, will be vital. Newspapers must not be required to excise court reports or other mention of criminal convictions and offences, if special authorization is necessary, early consultation and clarification would be helpful. Any new restrictions must be defined as narrowly as possible and the exemptions, derogations and authorisations should be as broad as possible and not susceptible to vexatious complaint or blanket restrictions on release of information.

News media companies and their employees may also be asked to provide information about criminal convictions for the purposes of security clearance in certain circumstances (e.g. special correspondents, for the purposes of press access to restricted areas or coverage of state events). It will be important that this can be done lawfully.
Theme 9  Rights and remedies article 17,22,26,80
The GDPR Article 85 mandates exemptions from 17,22,26 for the right to freedom of expression and information, including processing for journalistic purposes.
The GDPR Article 17 also mandates exemptions from the right to erasure (right to be forgotten) for exercising freedom of expression and information. Such exemptions must protect the media, including release of information to the media, access rights to information by the media, all journalistic and publishing activities pre-and post-publication including archives and any further exploitation, commercial or otherwise.
These exemptions must be implemented and provide the strongest possible safeguards pre- publication, publication and post- publication, including news archives for all purposes. For avoidance of doubt, this includes any other use such as re- publication in any form, any further exploitation, commercial or otherwise, legal deposit. 
Article 22 and Article 11 derogations and exemptions should also be used to facilitate trusted news media publishers’ commercial activities including advertising  and direct marketing activities and profiling insofar as these benefit the trusted and responsible news media publishers.
The UK could clarify that advertising and marketing activities are legitimate activities.
Companies should be enabled to modernise consent processes and the new regime ought not be capable of exploitation that blocks publishers’ websites or content from users. The new regime should promote the free flow of information, publishers’ innovation and economic growth. 
Companies should be able to satisfy consent requirements through a variety of means that are best suited to the nature of the service they provide and the needs of their customers. Consent models should be practical, manageable and implementable.
Organisations ought not to be mandated by data subject or others to bring representative actions or to recover compensation , nor should organisations be permitted to bring such actions and recover compensation without mandate of the data subject, against the media, nor should Information Commissioner or other supervisory authority be allowed to bring actions against the media and in respect of processing for journalistic, artistic and literary purposes.
Changes could be introduced to restrain vexatious claims and attempts to exploit data protection to deter unwelcome investigation and reporting. New procedures and new high thresholds could be set before any legal claim could be brought or threatened against the media.
Organisations  should not be able to bring actions on data protection grounds Only living data subjects should be able to bring actions and any claim should require proof of actual and substantial damage to the data subject who is making a claim – distress should be insufficient.  New procedural requirements could be introduced.
No claim or remedy or penalty or sanction should be imposed or compensation recovered for damage or distress by any other individual or other organisation.
Theme 10 Processing of Children’s data by online services Article 8
News media publishers’ services, advertising and marketing are not primarily targeted at children. Any changes must not impose general new requirements  upon news media  publishers in respect of audience measurement. GDPR should not result any new age access restrictions being imposed to obstruct access to hitherto freely available news media websites or new restrictions sought on access to or content of news media publications and information services.
Theme 12- Processing of Data Article 6,18,28,29,32,36
Article 85 mandates exemptions to Article 6 and such exemptions are vital to enable lawful media publication and journalistic processing as the derogations listed are insufficient and would not safeguard press freedom and rights to freedom of expression and freedom of information.
Article 85 mandates exemptions to Article 18, Exemptions are vital. The right of the data subject to restrict processing would paralyse the press. A mere assertion of inaccuracy, a cry of ‘fake news’ would require a suspension of all dealing, without any need to recourse to a court. This undercuts all protections against prior restraint, defences of privilege or public interest defences under various media laws.
Article 85 mandates exemptions to Article 36 and such exemptions are necessary to protect against prior restraint and pre- publication interference and restraint by data subject and regulator. The data subject will have remedies under data protection and other areas of law in the event of any actual breach.
The UK should also implement the provisions to minimize burdens on business and facilitate publishers’ advertising and marketing activities .Article 28 provides that processing by a processor shall be governed by a “contract or another legal act”. It would be helpful for the Government to provide information on whether it will introduce a “legal act” that will enable contracts between controllers/processors or processors/sub-processors to avoid including lengthy contractual clauses which repeat the provisions of Article 28(3).
It would be helpful to know whether the Government intends to produce a list of the types of processing operations that will require an impact assessment and those which will not. (Article 35)
 Theme 13- Restrictions
We note the scope of article 23 and trust that the UK government will use these provisions to promote freedom of expression, freedom of information, press freedom, open justice, open government and other access to information rights.
 Where the UK government seeks to use restrictions for the purposes of state powers,  in areas such as national security, defence, crime , in order to facilitate the deployment of  powers of the state against the citizen, then it must still consider and  balance the extent of its intended restrictions against all relevant rights, including rights of freedom of expression and freedom of expression and press freedom. It must recognise the necessity for the safeguard of journalists, journalistic material, journalistic activities  and journalistic sources against the powers of the police, security and intelligence agencies and other statutory prosecution, inspection, enforcement and supervisory authorities, including  respect of any deployment of investigatory powers, interception, surveillance, search and seizure powers, criminal or civil  powers and controls, prosecution or other civil legal action and remedies all of which would have  chilling effect upon investigation and publication, detrimental to freedom of expression.
Theme 14 Rules surrounding churches and religious associations
 Any rules should not create unintended difficulties for media investigation and editorial coverage of churches and religious associations, their members and activities.
 Other :Cost implications- reduction of burdens on media business and enable media business to function 
1. Comprehensive exemptions under Article 85 to ensure press freedom and to enable  news media publishers’ business operations, in accordance with rights to freedom of expression under ECHR and the Fundamental Charter on Human Rights and the right to run a business 
2. Implementation of derogations and exemptions that facilitate advertising, marketing, subscription and doing nothing to prevent access to media companies’ websites and news services- we refer DCMS to our representation on ePrivacy proposal
3. Clear, practical and pragmatic guidance from the ICO and an educative rather than penal approach to supervision and enforcement
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