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Executive Summai
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Economic benefits arising from greater consumer trust in the digital economy are frequently cited
in support of the European data protection framework in general, and the GDPR specifically.
However, unlike with benefits for firms from reduced administratiburdens (onestop shop,
reduced notification requirement), these benefits have not been analysed in detail.

This study represents the most extensive direct attempt to characterise and measure the benefits
the rights of individualsincluded in the GDPRamely:

A Therightofacces2 y SQa LISNER2YIlf RIGL
A CKS NRAIK(G G2 SNI&adzZNBE 2F 2ySQa LISNE2YFE REFEGET
A The right to data portability

The value of GDRP rights for individuals

Individuals value their personal datandthe value increases with the quantity anithe sensitivity
of the data involved.

The act of disclosing personal data typically takes place in an environment of incomplete and
asymmetric information. This explains the crucial role of consumer confidence in enabling
transactions that involve the ditosure of personal data.

Despite widespread concerns about disclosurasticipation in digital markets is pervasive and
rising. Participation in digital markets is almost universal and -participation is concentrated
among older and socially disadvaged demographics, which suggests a lack of resources and/or
digital skills as more likely explanations than a lack of confidence in data protection. Moreover, data
protection law is not well known, which makes it difficult to conceive of a strong increheiffect

of GDPR.

This study uses @hoice experimento elicit realistic, contexspecific valuations of GDPR rights for
three common datdntensive transactions: retail store loyalty cards, electricity smart meters and
rewards for health &ifestyle monitoring in health insurance contracts.

The consumer choice experiment finds tivadividuals are willing to forego savings of roughly 5%

to 10%on weekly spending on shopping, monthly spending on electricity or monthly spending on
health insirance in order to have the rightnshrinedin the GDPR. This large valuation indicates
that individuals are generally happy with the package of rights they have and that they should be
compensated significantly for these rights to be taken away.

Furthemore, the existence of maximum fines for neoompliance with the law is highly valued.

This high valuation may be interpreted as an implicit insurance against things going wrong.
Individuals are willing to pay for the existence of punitmeasures which should deter non
compliance.

London Economics
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Executive Summary

Consumer valuation of GDPR rights

Lg??f"y cards

Electricity bill

Right to access

Right to data portability

£8.48

Right to erasure

£7.25

£0.63

£4.44

£5.45

Maximum fines
4
Pounds

6

Health insurance voucher scheme
£2.56
Right to access —

4
Pounds

Results of the consumer choice experiment (N=502)
Note: the bars around the central estimate show the 95'

confidence interval.

s £0.28
Right to data portability

£5.96

Right to erasure

) ) £7.79
Maximum fines

5
Pounds

Source: LE survey of consumers (2017) Choice experiment

Data rights are seen by consumers as almost as important as brand reputation, past experience
and the type of datainvolvedin the decision to give out personal data, with data rights only seen
as marginally less important. Consumers are npositiveabou how important data rights are in
these decisions than professionals.

At the same time benefits to consumers are not necessarily predicted to translate to increased
profitability of firms, both for specific benefits and rights and for the package ofsrighgieneral.

Only 21 of the 250 of the professionals surveyed predict that the package of rights to data
portability, erasure and access will increase their profitability.

London Economic
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Do you think that the availability of the right to data portability, access amtasure will increase
the profits of your organisation?

7%

1¥es mPo Don'tknow

Source: LE survey of data protection professionals (2017)

Overall, data professionals showhagh level of uncertainty when asked to assess the benefits of
GDPR data rights. It is noteworthy thhe in-depth interviews revealed kck of imagination and
preparedness in terms of the more faeaching impacts of GDPRspecially secondrder effects
such as the emergence of new datentric business models and privacy & and data protection as a
competitive advantage.

¢CKAA &adza33sSadta dKIdG GKS @FfdzS 2F GKS D5wt NAIKGA
consumers actively using their rights, but that more widespread awareness of the scope of personal
data use might make the rights even maauable in the eyes of consumers.

A stronger regulatory framework is likely to mitigate the effect of a localised loss of trust (i.e. a data
breach affecting a specific data controller), by reassuring consumers that companies in general are
incentivised(through rights that allow user control etc.) to keep data safe, and to react to a loss
event by strengthening security.

London Economics
Research and analysis to quantify the benefits arisingm personal data rights under the GDPR %



Executive Summary

GDPR rights as a safety net for digital markets
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boundary can vary across consumers and across counterparties/transaction types. A loss of consumer trust based on thagqeerform

of the data controller such as a data breach results in some consumlérg faglow the minimum level of confidence needed to

transact(Consumer B)A strong regulatory framework mitigates this loss of tr{Sbnsumer \ so that transactions can continue to

take place (or confidence recover more quickly).

Source: LE

This implies that the greatest benefit of the GDPR is not what it enables, but what it prevents,
yEYSte | 02ttt LJAS Ay O2yFARSYOS FFGSNJI 6KS RANBO
things not going wrong) have failed.

The hypothesis thaa strong regulatonfframework, including sanctionscts as a backstop that
enables customer confidence to bounce back after an incident is consistent with the evidence.

Benefitsof key GDPRights

Right of a&cess

The GDPR brings an incremental strengthg of theright of access.

Greater control for consumers over their data is seen by professionals as the most likely benefit to
occur, while more accurate data is seen as having the greatest potential impact on profitability for

data controllers.

Acces requests are interpreted by businesses as signals of consumer dissatisfaction. As such, they
may incentivise good data protection practices.

There is a consistent discrepancy between the assessment of likelihood and the assessment of
impact: The number forespondents that agree that agree or strongly agree that a benefit impacts

London Economic
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positively on profitability is consistently smaller than the number that see a benefit as likely or
extremely likely.

Benefits arising from the right of access

Right to access (SARs)

Signals consumer
dissatisfaction

More accurate data Control

Better security

< GDPR right > [Consumerimpactj Firm impact
—_—

Note: A largefont size in the node indicates that more data professionals indicate that they think a benefit is likely or extremely likely
to occur.
Source: LE

Right to gasure

Theright to erasureis a substantial change compared with the current legislation anekis as an
extension or further strengthening of the right of access.

The most likely benefits arising directly from the right to erasure are the end of harmful use of data
and greater control of consumers over their data.

The right to erasure reflects ceamer preferences and is seen as important in the decision to give
out information.

Like access requests, requests to erase personal data are also seen as evidence of consumer
dissatisfaction. There is little expectation that the right to erasure wilekercised often, driven
partly by a lack of consumer awareness.

London Economics
Research and analysis to quantify the benefits arisfingm personal data rights under the GDPR vii
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Benefits arising from the right to erasure

Right to erasure

Signals consumer Consumers more likely to
dissatisfaction try new service

More accurate data

Dealing with one
controller only

Ending harmful use
of personal data

—
< GDPR right > [Consumerimpactj Firm impact
-— -

Note: A larger font size in the node indicates that more data professionals indicate that they think a benefit is likebnoelg likely
to occur. Minimum font size has been set to 8 points for readability.
Source: LE

Data portability

Theright to data portability is potentially the most fareaching change from current legislation,
and has the largest expected impact on the relation betwdata controller and consumer.

An increase in competition in markets that rely on the use of personal data is potentially the greatest
source of benefit, but this does not come out strongly in the survey evidence. Uncertainty about the
scope of the rightand the new business models that may be enabled by the right make an
assessment difficult.

Consumer switching which data portability would enable has been shown to be beneficial in
different markets. Time savings and the existence of marketsdoondary data are seen as the
benefits most likely to arise.

London Economic
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Benefits arising from the right to data portability

(" Data portabiity )

Secondary data : /
V ol dotn || [T|me savmgsj
market

Lower grices from Personalised
new provicer prices

More tailored Frotestion sgainst
service cata loss

//_7—*_‘_*"\
< GDPR right > [Consumerimpactj Firm impact
- -

Note: A larger font size in the node indicates that more data professionals indicate that they think a benefit is likenoelg lilely
to occur. Minimum font size has been set to 8 points for readability.
Source: LE

Auxiliary rights

Data Protection Officerare seen as increasing awareness of and compliance with legislktisn.
widely accepted that having a DPO does increasestatis and priority of data protection within
organisations. DPOs therefore haa@ositive impact on data security, quality and accuracy.

However, having a DPO is not seen to lead to lower costs for individuals wishing to exercise their
datarelated righs.

Consumers attach a higher value to ivdstence of substantial finethan to the other rights.

Professionals think thdineswill have little extra impact on data security, but they may reinforce a

security mind set in an organisation. The lossasfstimer trust following a data breach is seen as a

much larger problem for organisation than fines. Consumer trust is directly dependent on the data
O2yGNRftSNDa LISNF2NXIYOS gAGK NBaLISOG G2 &aSOdzNR
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1| Introduction

1 LYUGNRRdAzOUA2Y

1.1 Background & context

Economic benefits arising from greater consumer trust in the digital economy are frequently cited
in support of the European data protection framework in general, and the GDPR specifically.
However, unlike with benefits for firms from reduced administrative burdens {sto@ shop,
reduced notification requirement), no quantified estimates of these benefits have been provided in
the official impact assessments

Partly, this is because potential benefits are complex,

includng averted harm due to data minimisationanduse ¢ . dzaAy Saasa Ky i
limitation, direct benefits such as reduced transaction LINR (G SOiG Ay RA A Rdz
costs due to data portability and increased participation risk losing their trust. This trust,

in online markets; and indirect benefits, notably higher particularly in  the  online
security arising from stronger inngves for firms to keep environment, is essential to
data secure (fines, breach notifications) and increased encourage people to use new
competition (due to data portability and new customer |LINR RdzOi & | BCRR0L®S NI
segments entering digital markets for the first time).

Moreover, the benefits of trust are difficult to measure. Whilésino doubt true thath G NHza G 6 X0 A
SaaSyaAialrt (2 SyO02dzNI 3S LIS2 LXK fe role of piaby aydSlata LINE R dz
protection in determining the level and intensity of consumer participation in online markets (and

the resulting benefitsn terms of lower prices/transaction costs and consumer choice) is still
insufficiently understood.

A more detailed examination of the key provisions from an economic point of view is of substantial
value to policymakers. Understanding the extent and tharses of economic benefit associated
with the rights enshrined in the GDPR will be important for the further development of data
protection policy and industrial strategy for the digital economy as well as operational priorities for
the government (suchsapublic awareness campaigns).

1.2 Objectives of the study

Theaim of thisstudyis to analyse and where possilite quantify the benefits arising from personal
data rights under the GDPRhe focus of the study is on thigghts of individualsincluded in the
GDPR, namely:

A therightofacces®@ y SQa LISNBR2Y Lt RF G
A tKS NRAIKG G2 SNI adze® 2F 2y SQa LISNE2YIFE REFGET
A the right to data portability

Twoauxiliary provisionssupporting the effectiveness of the individual rights enshrined in the GDPR
are also analysed:

LEC (2012), Ministry of Justice (2012).
2EC20160), p. 2.

London Economics
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1| Introduction

A the requirement, under certain circumstances, to appoint a Data Protection Officer (DPO);
and

A the increase in maximum administrative fines ifdringements of data protection rules.

Other innovations of the GDPR, notably the new rules on consent, angrtvisions that affect
individuals only indirectly are outside the scope of this study.

1.3 Data sources

A review of secondary evidence, including surveys of public attitudes, trade publications and
scientific literature was carried out alongside a mplibnged primarydata collection exercise.
Primary data was collected through:

A an online survey of 250 individuals with data protection responsibility at their place of work
(professionals survey);

A an online survey of 503 individuals including a choice @rpant allowing for valuation of
data rights (consumer choice experiment);

A three online forums with individuals with data protection responsibility at their place of
work;

A sevenin-depth interviewswith senior data professionals in UK businesses.

Taken ogether, the exclusive focusf the researcton the new GDPR rights (reflecting the most
recent official guidance on content and scope), the use of sophisticated quantitative analysis of
survey data (consumer choice experiment), and triangulation betwesrsumer and industry
perspectiveghe broaderresearch literatureon the economics of privacy and the role of trust in
digital markets provide a new and substantive evidence base for thinking about the effects of GDPR.
The report is structured as follows:

A Section2 containsa brief review ofattitudes towards data protection, participation in
digital markets and theotential benefits of GDPR rights.

A Section3: presentsthe results of the consumer choi@xperimentson the valuation of
GDPRights.

A Sectiond: discusses théenefits of individual GDPRrights based on the survey of data
protection professionalsind secondary sources

A Sectiond: summaries the findings and presents a unifyfiragnework for interpretation.

London Economic
2 Research and analysis to quantify the benefits arising frparsonal data rights under the GDI



2| Benefits of GDPR: drivers & mechanis

2 . SYSTDERNMNISABDKE YA AYA
Box 1 Summary: Benefits oDPRdrivers & mechanisms

Individuals value their personal dat@nd the valueincreases with the
guantity and the sensitivity of the data involved.

The act of disclosing personal data typically takes place in an environm
incomplete and asymmetric information. This explains the crucial ro
consumer confidere in enabling transactions that involve the disclosuré
personal data.

Impact assessment®f the GDPR by the European Commission and
Ministry of Justice single out the increased market participation as &
benefit of enhanced consumer trust.

Despte widespread concerns about disclosure, participation in dig
markets is pervasive and rising. Participation in digital markets is a
universal and no#participation is concentrated among older and soci
disadvantaged demographics, which sudges lack of resources and/(
digital skills as more likely explanations than a lack of confidence in
protection. Moreover, data protection law is not well known, which ma
it strong incremental effects of GDPR unlikely.

2.1 Consumer perceptions & pracy preferences

There is ample evidence that many individuals do not feel in control of personal data they disclose
online and that they are concerned privacy and data protection when participating in the digital
economy.

London Economics
Research and analysis to quantify the benefits arising from personal data rights under theRGDP 3



2 | Benefits of GDPR: drivers & mechanisms

Figure 1  Control over information providel online

QB4. How much control do you feel you have over the information you provide
online, e.g. the ability to correct, change or delete this information?

@ Complete control

@ Partial control
® No control at all

It depends on the website or
application (SPONTANEOUS)

Don't know

@ cus

Source: Special Eurobarometer 431 (2015)

2 KSYy Fal1SR lo2dzi GKSANI O2yOSNYya
important, and sometimes as the most important factbigure 2.

Sy3al 3ay3

London Economic
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2| Benefits of GDPR: drivers & mechanisi

Figure 2

Concerns when using the internet

Figure 3.4: Top-of-mind concerns when using the internet

When thinking about using the internet in general,
internet? (unprompted top-of-mind concerns)

Privacy

Safety of personal details/ID theft/hacking

Fraud

Lack of safety of financial transactions

Viruses

Safety of my children, including online bullying

Safety of my children such as paedophiles contacting children
Companies collecting/using/selling my data

Personal safety, or experience of trolling/bullying/abuse on
Pornographic content

Violent or abusive content

The government having access to people’s/my data

Police having access to people’s/my data
Computers/software breaking down

It's too difficult

No concerns

Other (Specify)

Don't know

Base: All adults (1,423)

Source: Digital Footprints (2016)

what concerns, if any, do you have about using the

%
I 42
- 38
I 28
I 26
I 24
I 16
13
—— 13
.. I 10
I 9
8
7
- 4
2
N1l
I 15
L3
m1l

While the reliability of selfeported privacy preferences needs to be interpreted with care due to
the socalledprivacy paradox (in observed behaviour people often show less concern for privacy
than surveys of attitudes and intentions would suggestgre is strong evidence for the basic fact
that data protection is valuable to consumers, and that the valuation ineseadth the volume and
sensitivity of data, as well as the scope of follow use once the data is disclostéigure 3
illustrates the positive fationship between scope of processing and data type on the one hand and

consumer valuation on the other.

3 See Norberg et al. (2007).

4However, the monetary values reported in theoeomics literature are often suspect, see Godel et al. (2012).

London Economics
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2| Benefits of GDPR: drivers & mechanisms

Figure 3  Quantitative estimates of the value of personal data items in the economics
literature
€50
ifi —— 0
Unspecified secondary use
(Hannetal. 2002}
€40 .
Weight, 1Q Locat.ion
test scores. trackm.g,' |
Grossklags commericia
€30 ( es L. g ,
and Acquisti ,0 (Danezis etal.
2007) e 2005)
7
hile ph / s Location
€20 mobriephone - tracking
number etc. , .
(ENISA2012) ’ (Danezis et al.
o 0 2005)
_\ ,
€10 # . Income, date
.’ of birth
e (Beresford et
’ al. 2010)
4
€0 0 o 0o . . I—. -

--> More data /more extensive data use -->

Source: Godel et al. (2012), p. 52.

2.2 Sources of benefit:he EC and MoJ impact assessments

Data protection law, and the new GDPR in particular, has been proposed as a key tool to aid the
development of digital markets. The mechanisms through which this is thought to occur are:
empowering consumers to exercise contimver their personal data (and reducing the cost of
exercising data protection rights); incentivising competition in markets that rely on the disclosure of
personal data; and creating/safeguarding a climate of trust in which-eiatbled exchanges can
flourish.

The economics literature identifies several distinct economic benefits that result from the disclosure

of personal information in digital markets, both for data controllers (savings, efficiency gains, surplus
extraction, increased revenues througtonsumer tracking) and data subjects (personalised

services, discounts from a loyalty program, targeted offers and promotions, reduced search costs

and increased accuracy of information retrieval, eté\}.the same time a lack of data protection is

1y26y G2 OFdzAS RSIUNAYSyidaszs NIy3aiAy3d FTNRY a02aia
YAaddzaSRI 2NJ O2ff SOGSFK Ay ¢l e&a GKIFIG O2yadzySNE |
discrimination, stigma opsychological discomfort for consumérBenefits turn into opportunity

costs when individuals refrain from disclosing personal data. Disclosure (andisubosure) can

also cause positive and negative externalities (social benefits/costs greater thaerteéts/costs

to an individual or firm involved in the transaction).

5See Acquisti et al. (2016), p. 462.
6 Acquisiti et al. (2016), Tamir and Mitchell (2012), Stone and Stone (1990) and Feri et al. (2016).

London Economic
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2| Benefits of GDPR: drérs & mechanism

The impact assessments carried out by the European Commission (EC, 2012) and the Ministry of
Justice (MoJ, 2012) did not provide quantified estimates of benefits caused by new faghts
individuals. However, qualitative argemts were made that identify arncrease in market
participation as the key driver of benefits on the consumer side. The EC impact assessment argued
that:

GLYRAGARdzZEfa | NB A1 St ewiththe phiechich adyfhiciSpedsohay a5 | & A y 3
or refrain from fully using the internet as a medium for communication and commercial
transactions.The 75% of individuals currently not feeling in complete control of their personal data

on social networking st (and 80% when shopping online) is not likely to decrease without
regulatory intervention which can support the confidence of individuals. Such a development could
counteract the key performance target of the Digital Agenda for Europe for 50 % of thiatpmp

G2 0dz2 2yft'AYyS o0& Hnmp PE

TKS az2wQa A YL} Oladvariced & sindilaf Bgsaning (albeiimote focused on concrete
harm to individuals):

GOYKIFYOSR LINRPGSOGA2Yy 2F LISNBR2Ylf RFGF A& | o
identify fraud and can have more confidence sharing their data online. This may also have-a knock
on economic benefit if it leads to amcrease in the use of internet servicéBhe Regulation also
gives individuals greater control over their personal dataugh measures such as 'the right to be
F2NH2GG0SyUs YR RFEGF LIRNIFOoOAfAGRE ®E

SyS

We summarise this line of reasoning abthe benefits of GDPR as follov@ y 4 dzZY SNE Q O2y FAR
when engaging in transactions that involve the disclosure of personal dataadepe many factors,

among thenpersonal experience, the reputation of the counterparty (the data controller entrusted

with the personal data) as well as the strength of the regulatory framework.

The consumer survey carried out for this study confirmg #ilhof these factors play a role in
O2yadzYSNE Q LJdzNEfire &HowsIhe RvBragk inpoRtafice that consumers attach to
the differentdimensions.Thedata confirms the importance of the different factors (including the
different GDPR rights) and furthermore that they lie close together in terms of importance.

7 European Commission (2012), p. 37.
8 Ministry of Justice (2012)p. 1.

London Economics
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2 | Benefits of GDPR: drivers & mechanisms

Figure4 | @SN} 3S AYLENIIFIYyOS 2F RAFTFSNBYyG FFOG2NA Ay

The reputation of the company

The type of data the consumer & asked to provide

The consumer's own pas experiencewiththe
mercharnt/brand
Thie knowledge of maximum fines if personal daa is
ost or treated mproperly

The right to erasure

The right to data portability

The right to access

]

fos
fe=
(2]
LN

05 1 2 25 3 35

[y
L

[=

Average importance

Note: importance was ranked on &5lscale.
Source: LE survey of consumers (2017)

Confidence can come from the strength of the regulafjas the context in which trust is giveas

gStft a FTNRY GKS O2yadzySNDa 2 ¢ yeoubtdrpaldNacTeO S =
confidence boundary demarcates the level of confidence necessary for transactions to také place

SE6X0 Y2NB GKEy Ttp: 2F O2yadzySNB FNB Y2NB 6AttAy3 (2 stshant NB
ik2asS @(KSe R 2hp@lwwwaha dg/publixafiohs/eNewsletters/MarketinlewsWeekly/Pages/DatSharingCheat
SheetColumbiaBusinessSchool.aspx

0 One interesting modification suggested by one respondent (representing a major retailer) was that GDPR might shift #&receonfid
threshold outwards, by making issues of data protection more salient to consumers.

London Economic
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Figure 5
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boundary can vary across consumers and across counterparties/transaction types

Source: LE

For consumers inside the boundary, a strengthening of the regulation can increase confidence
sufficiently to get to a pait beyondthe boundary where transactions are possible (Consumer A).
In reality, a situation like that of Consumer B, in which a ndliftiensional pull on confidence

enables the transaction is more likgseeFigure 3.

Note that the calculus is contexiependent (indicated by the differently shadedundaries in the
figure above), which makes general conclusions (including a potgogatification of total benefits
from personal data rights) difficult to draw. What constitutes sensitive information, and the value
associated with disclosure varies across individuals and use¢ases.

However,a number of considerations cast doubt onshiiew of GDPR as a driver of economic

benefits.

up Oljdzaaida S

I £ & ntdpirceswt infcmatidgbwilnmmattelvdifféréntly ToTdifiexaBt people (your piano teacher may not

be as interested in the schools you attended as your potential employer). The value of information will change over timim¢an
advertiser may not be ast#rested in logs of your online activity from five years ago as in your activity right now). In fact, the value and
sensitivity of one piece of personal information will change depending on the other pieces of data with which it can e $d#bio X 0 € @

London Economics

Research and analysis to quantify the benefits arising from personal data rights under theRGDP 9

S



2 | Benefits of GDPR: drivers & mechanisms

2.2.1 Caveas
Participation in digital marketsis increasing

¢tKS a0SyINA2 RSAONAROSR o0& 9/ 6KSNB y2i AYLX SYS
Oy &dzZLJLI2 NI GKS O2yFARSYOS 2F AYRAGARdzZ f a¢ g2 dz
Digital Agenda for Europe for 50 % of the population to buy orllide Hnmpé KIF & y2i 02Y
the 9 / Q & dagaéhpws thathe target had been achieved 8015:a h @3S NJ G KS fFad FTAGS
number of European citizens ordering goods and services online has inctead@dpercentage

points, to 533 &%

Similarly, tke increase in the use of internet services that was posited as a potential benefit of
enhancedprotection of personal data according to the MoJ is cannot be easily reconciled with a
situation in whichinternet use in the UK has been growing consistentlg @already very
widespread: The internet was used daily or almost daily by 82% of adults in Great Britain in 2016,
compared with 78% in 2015 and 35% in 2006. In 2016, 89% of households in Great Britain had
internet access, and 77% of adults bought goodservices online.

Figure 6  Daily internet use by adults, 2006 to 2016, Great Britain

r

(e
100 2

80

0

2007 2008 2009 2010 2011 2012 2013 2014 2015 201

o

&

o

Note: Base: Adults aged 16+ in Great Britain
Source: Office for National Statistics, Internet Access Survey (2016)

Moreover, the available evidence suggests thaatack of dta protection rights isot what is
stopping the small minority of individuals thstill do not participate in digital market#\ lack of
interest and relevant skills as well as economic constrdiatee empirical support as alternative
explanations fonon-participation.

2 Euopean Commission (2016a).

London Economic
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Figure 7 Reasons why not to access the internet

Figure 3.3: Reasons non-internet users do not access the internet

Here are some reasons why people do not access the internet or do not use it very often. Please tell me all

the reasons that apply to you.
%

Not interested in accessing internet _ 48
Not confident with computers _ 20
Don't own a device _ 19
Worried about privacy _ 16
Can ask others to use internet for me _ 16
Can't afford PC/device - 7
Can't afford connection - 7

Base: All infrequent internet users (296)

Source: Digital Footprints (2016)

Moreover, the problem of nomarticipation is heavily concentrated among older people (nearly half
of single pensioners have no internet acédssvhich suggestthat it will continue to dedhe over
time.

In addition, recent survey eviden¢euggests that trust levels in the UK have in fact increased over
the most recent periodKigure 8, which is consistent with the observed growth in the digital
economy.

3 Office for National Statistics, Internet Access Survey (2016) Retrieved from
https://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristicsftenternetandsocialmediausage/bulletins/inter
netaccesshouseholdsandindividuals/2016

14 DatalQ (2017). The results are based on 2 waves of an online survey (1,001 responses in 2016 and 1,000 in 2017) usiativeprese
of the adult (18+) UK population.

London Economics
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Figure 8 Consumer attitudes towards sharing personal information
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Source: DatalQ (2017), Figure 1.1, p. 6

While the evidence dtussed above is not conclusive (and does not take into account pull factors,
such as the increasing range and attractiveness of digital offers, falling hardware costs, improving
digital skills, etc.), it does contradict a simplistic view that tiwet keybenefit of GDPR is that it
increases patrticipation in digital markets (either by people participating for the first time or by
intensifying the participation of existing usershhis does not mean that an unreformed data
protection regimehas not held bdc certain developments, or that it wouldbt lead to problems
further down the road.Furthermore, the argument that the debates around GDPR over the last
years, which attracted considerable publicity, themselves contributed to greatemuomgrstrust
cannotbe wholly dismissed

GDPR represents an incremental change to an already strong data protection framework

In order to claim that the GDPR improves welfare for consumers through increased trust, we would
need to show that a) current framework is a lorst environment (i.e. the DPA/Directive 95/46
does not engender sufficient trust) compared with GDPR and that b) the incremental changes in the
GDPR improve trukt

However, he GDPR builds on the existing data protection framework (the .DMA)y key
provisions, including the right of access and tigiit to erasure exist already, albeit in weaker form.
The GDPR thus represents a largely incremental chafge.limits the incremental impact on
consumer behaviour that can be expected as a result ohtwe rights enshrined in the GDPR.

15LE (2012) strongly suggests that consumers are not aware of incremental changes in the law, so any effect is bound.to be smal

London Economic
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2| Benefits of GDPR: drivers & mechanis

Awareness of data protection rights is limited

This problem is exacerbated by widespread ignorance of the prevailing regulatory framework,
RSY2Yy &GN GSR F2NJ SEI YLX S dhe constirfed suvepsied olIBrLI2 NI
this study provided further evidence that knowledge@DPRprovisionsis far from universal (and
typically lower that digital market participation rates).

Figure shows the percentage alurveyrespondents that are aware that they have the rights given

to them in the GDPR. Most people (68%) are aware they havegiheof accestheir data but only
a minority are aware of the existence of the rights to erasuré4}t&nd data portability (35%).

Figure 9  Are you aware that you have the following rights regarding your personal data tl
organisations may hold on you

Rght to access

Right to data portability
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Source: LE survey cbnsumers (2017)

The incremental nature of GDPR, building on a largely functional and internationally respected data
protection framework, together with limited awareness of some of the key data protection rights
for individuals suggests that the effect of GDPR may nddarge

Digital markets can thrive outside the European data protection framework

A look atdigital markets outside the Ethsts further doubt on the idea thatlack oftrust in the

data protection frameworlks holding back datdriven transactions: Foxample, that almost a third

of Americans trust European standardsre than America standardswhen it comes to data
privacy may suggest that a trushabled digital economy faces greater obstacles in the USA, other
things being equal, even if cultural feeences for data privacy were stronger in Europe.

16 When asked to identify 10 key GDPR provisid@®8o of506 respondents (individualsith data protection responsibilities inKJ
organisations) hadghaccurate knowledge of all 10 provisions considered. None of the survey respondents accurately dedctbe
provisions. (The 10 provisions, based on the GDPR proposals, were: subject access requests; breach notificatioertiateipoact

T2

I 448aaYSyiaT 5thaT FAySaT G(KS WNRIAKG (2 0SS F2NH2GGSy QT RIEGE LE2NIIL
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2 | Benefits of GDPR: drivers & mechanisms

Figure 10 Trust in data privacy standards in Germany and the USA (2014)

"Now thinking about standards for products
and services...In general, do you trust
European standards or American standards
more when it comes to data privacy?"

Germany -
0% 20% 40% 60% 80% 100%
European standards ® American standards m Neither (VOL)
® Both (VOL) Don't know

{2dzNDOSY tS¢6 Dft2ott | GGAGdzZRSBSHYE NS kit Aww. gefgiotiah @qyfuestibnt 6+ 8S3X a! &f{ @
search/?qid=1762&cntIDs=&stdIBs

However, Europe as a whole lags behind the USA on a broad range of digital economy indicators
whichsuggests that different data protection regimes are compatiblénweighly developed digital
markets.

Figure 11 Captured potential of Figure 12 Digital Share of the economy (¢
digitisation

8.0
n " 55 54 50 it
Uriited! Uriited Sweden  Mether-  France Germary EU-28 Italy

Kingdom  States lands

Uriited Uriited Mether-  Swecden  Europe'  Frarce Germary  Italy
States Kingdom  lands SOURCE: Eurostst OECD; European Com mission Joint Ressarch Certrs; Mekinssy Global Ingtitute analysis

Note: 1) Europe is the weighted average of the six countrie Source: McKinsey Global Institute (2016), Exhibit 9, p. 18
shown here. These six countries make up 60% of the
population, and 72% of GDP, in the-E®grouping.

Source: McKinsey Global Institute (2016), Exhibit 5, p. 12.

The evidence that the US combines lower trust in the domestic data protection regime with a higher
level of digital development does not support the view that the European digital economy suffers in
comparisorbecause oén insufficiently strong regulatofyamework.

2.3 Conclusion & and implications for the study

The considerationabove showthat trust in digital markets is importangndthat the trust deficit

is real.However, the hypothesis that the mechanism by which the GDPR will produce benefits is
through increasingonsumertrust leading to increased participation in digital marketsat odds

with the evidence of widespread and still increasing participation in digital markets. Moreover, the
incremental nature of GDPR combined with limited knowledgthe details of the law makes large
additional benefits less likely.

London Economic
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2| Benefits of GDPR: drivers & mechanis

This study expands the knowledge basdvim ways Frst, a realistic, contexspecific valuation of
individual GDPR rights is currently not available. This study remedies this &staking the first
rigorous attempt to measure the consumer valuation of individual GEgtHgs (Section3), using
state of the art methodology to minimise respondent bias (the privacy paradox). Sectmlly,
mechanism through whicB DPRroduces benefits need to be better understo®&hsed on primary
data collection among UK data protection professionals,deatify the key mechanism through
which individual GDPR rights produce benefits (Sedfjion

London Economics
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Box 2 Summary: Coa dzY SNE Q @I fdzt GA2y 2F D5tw NRARIKGaA

A choice experiment is used &dicit realisti¢ contextspecific valuations o
GDPR rights for three common datdensive transactions: retail stor
loyalty cards, electricity smart meters and rewards for healttiféstyle
monitoring in health insurance contracts.

The choice experiment methodology mitigates bias ingbrted privacy
preferences by presenting subjects with realistic and salient taitke
across the relevant dimensions of the transaction,uduig price and dat;
protection rights available to the subject.

To have the right of access or erasure, and for the existence of maxi
fines consumers are willing to foregdor each rightyoughly 5% to 10% ¢
savings on transactions requiritrgnsfers of data

Survey evidence shows a) that consumers show significant gaps in awa
of the extent to which personal data is collected as part of comi
transactions, and b) that GDPR rights are unlikely to be exercised frequ

This suggestd K| i GKS @l tdz2S 2F GKS D5w
view does not depend on consumers actweising their rights, but tha
more widespread awareness of the scope of personal data use might
the rights even more valuable in the eyes of conswsner

3.1 A choice experiment to elicit valuations for GDPR rights

Establishinghow muchconsumer valu¢he individual rights enshrined in tH@DPR is difficulsince

the GDPR is ngtet in force, we have to rely on stated preferences, which is problematiausec
people overstate their concern for privacy relative to their revealed prefererfties privacy
paradox) Moreover, as valuation is contegpecific (certain types of data are more sensitive than
others),a realistic valuation needs to be based on sfietransactions, where both the type of data,

its use by the data controller and an approximate underlying value range are known. Finally, the
content and scope of the rights to be investigated need to be made explicit to overcome the problem
of low levds of awareness of the content of the GDPR.

Toaddress these issuess far as possibleaseries ofchoice experimerghas been conducted to
obtain realistic valuationfor the GDPR right$n a choice experiment, subjects are presented with
a set of binay choices between mukattribute scenarios, in which the attributes are varied so as to
force subjects to make tradeffs. A welldesigned choice experiment can provide a more accurate
estimate of consumer value than survey evidence because it is patingubjects into real choice

London Economic
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situations, where attribute combinations can be compared directly and preferences are revealed
through the observed choicé&’s

The first step in the design of the choice experiment was the choice of appropriate transactions
(contexts). Three contexts were chosarith familiarity to consumersas the main criterionThe first
context was doyalty card schemethe second context was the use srfhart metersand the third
context was a voucher programme run biiealth insurancecompany. In each context, consumers
were asked to make a number of choices between two loyalty schemes, smart meters or voucher
schemes with varying attributes in term¢ the rights provided with them and the discount they
would receive for providing caext-specific personal data. Expenditure and discount levels were
set with reference to measured household expenditure and evidence from market reports about
the discount levels available for existing loyalty schemes.

In eachcontext, subjects (a randomample of 502 UK adults from the YouGov consumer panel)
were presented wittthoices between two optionsvhere a discount could be received in return for
personal data. Each option varied in terms of the aver@geekly or monthly) discount the
individual would receive on theibill and on the personal data rightsey would be given as part of
the packageMore specifically, the attributes varied were:

A the average discoun(E),

A whether theright of accessvas granted,

A whether right to data portability wa granted,

A whether the rightto erasure was granted, and

A  whether there was a maximum fine for n@mompliancé?®.

In all cases, both options could be refused by respondents. The results show that individuals are
prepared to trade personal data and daights in economic transactions if they are compensated
sufficiently.

As an additional measure to ensure that the choice experiment provides evidence withaedl
importance, respondents were asked to rate the realism of the experiment. Most choic#sg (77
were made by people who felt they could make at least somewhat realistic choices, whereas around
20% of choices under seemingly fully realistic conditions. This inditizé the choice experiment
providedrealisticscenariosand results should not bdiscountedon the basis of unrealistic framing

3.2 Results of the choice experiment

3.21 Loyalty card scheme

The first context in which consumers made decisions was a loyalty card scheme where, in return for
personal data, individuals can obtain a discount onrthveeklyshopping for food and drink.

The results are shown in Figure 13. The average value to consumer for the rights and maximum fines
ranges from approximately £1 to £7.25. This translates into roughly 5% to 10% of weekly shopping.
These values are tfagr highg with the exception of the value for data portabiligwhich indicates

17See Annex 2 for further details on methodology.

Be¢KS 2LIA2y&a F2N GKS YIFEAYdZY FANY P36 INB (S3NYRDENELSNRAOKSIS gt ANS
deliberately different from the maximum fine established in the GDPR.
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that people are happy with the set of rights they have, and they should be thoroughly compensated
if the rights were to be taken away. The high value for the existenceesd fian be interpreted as

an insurance on data breaches. People are effectively willing to pay £7.25 per week for the existence
of punitivemeasuresf things go wrong.

The numbers represent the consumer valuation of the GDPR rights in the context afctians

that they are already prepared to engage in (rather than an additional value created by the GDPR).
As such, they point to the role of the data protection framework as underpinning the market as it
is, rather than a future market equilibrium.

The estimates are the result of a contegpecific, detailed choice scenario in which the relevant
factors (the rightdiscount tradeoff) are made highly salient and with which consumers are familiar.
Moreover, discount ranges and weekly expenditures are cahir to reflect actual patterns in
household consumption and discounts offered by supermarkets. The estimates represent the best
evidence so far that specific GDRP rights confer substantial benefits to consumers, which can be
guantified in money terms.

Figure 13 Corsumer valuation of GDRP rights: loyalty cards

Izgg/salty carés

Right to access

£1.08
S

Right to data portability

£6.48
S

Right to erasure

£7.25
&

Maximum fines

0 2 4 6 8 10
Pounds

Note: the bars around the central estimate show the 95% confidence interval.
Source: LE survey of consumers (2017) Choice experiment
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Table Iprovidesa numerical summary dhe average cosumer valuation forights or the existence
of a maximum fin¥ in absolute terms in in relation to weekly spend.

Table 1  Average value to consumers oights and fines, in the loyalty card context

Value in £

Right to request complete details of the personal data th 3
provider has on you
Right to copy or transfer your personal data from therent

.86

: 1.06
provider to another
Right to request the deletion or removal of personal data
. 6.48
stored by the provider
Provider faces a fine of £15m or 5% of turnover fornon 725

compliance
Note: Average total weekly shopping expenditure in the suis€$7.19.

Source: LE survey of consumers (2017) Choice experiment

3.2.2 Smart meters

The second context in which consumers made decisions is the use of smart meters. Smart meters

Value as percentage of
weekly spending on shoppin

6%
2%
10%

11%

provide discounts o2 Yy Sdthly electricity bill but in return they allow the supplier to collect

personal data on individuals.

WeKS a@ltdz2 GA2yaée FNBE GKS | Yyzdzyida GKIFG

O2yadzYSNE | NB drinki € Ay 3

shopping, in return for the right in question. A higher valuation implies that consumers should be compensated more lspémigine
their rights were to be taken away, and therefore indicates higher satisfaction with their rights.

London Economics
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Figure 14 Consumer valuation of GDRP rights: smart meters

Electricity bill

, : £1.90

Right to access : : = :
, . £0.63
Right to data portability | & |

, : £4.44

Right to erasure : : = 1
: , : £5.45
Maximum fines : : & !
0 2 4 6 8
Pounds

Note: the bars around the central estimate show the 95% confidence interval.
Source: LE survef consumers (2017) Choice experiment

Average valuationyhich in this case is the average monthly savings they are willing to forego to be
granted a given righs presented inTable2 in absolute and relative terms

Table 2  Average value to consumers of rights and fines, in the smart meter context

Value as percentage of

Valuein £ monthly spending on electricit

Right to request complete details of tipersonal data the

. 1.90 4%
provider has on you
ngh_t to copy or transfer your personal data from the curi 0.63 1%
provider to another
Right to request th_e deletion or removal of personal data 4.44 8%
stored by the provider

1 1 0,
Provider faces a fine &15m or 5% of turnover for nen 5 45 10%

compliance
Note: Average total monthly expenditure on elecity in the survey i€52.80.

Source: LE survey of consumers (2017) Choice experiment

The average consumer value ranges from £1.90 to £5.7his translates into roughly 5 to 10% of
the monthly electricity bill. These high values once again confirm that individuals are happy with the

20This excludeshe average consumer value for the right to data portability as this right has not shown to be important in the decision
for smart meters; it is statistically insignificant.
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package of rights they have, and that they need to be compensated significantly to give up their
rights.

3.2.3 Health insurance voucher programme

The last context in which in which consumers made decisions was a voucher scheme run by a health
insurance company. In this scheme, a health insurance company rewards healthy clients with
vouchers giving discounts on goods aadlvices such as clothes, cinemas and gyms, among other
things. In return, participants need to provide personal data on their life style such as how far a
participant walks, whether she goes to the gym or whether she goes for health-apsck

Figure 15 Consumer gluation of GDRP rights: smart meters

Note: the bars around the central estimate show the 95% confidence interval.
Source: LE survey of consumers (2017) Choice experiment

Table 3  Average value to consumers of rights and fines, in the health insurance voucher
scheme context

Value as percent of monthly

Value in £ spending on health insuranc

Right to request complete details of the personal data the

. 2.56 3%
provider has on you
ngh_t to copy or transfer your personal data from the curre 0.28 0%
provider to another
Right to request the deletion or removal of personal data

. 5.96 6%

stored by the provider

1 1 0,
Provider faces a fine of £15m or 5% of turnover for-non 779 8%

compliance
Note: The average total spending on health insurance used is £93, which igivetideom the survey.

Source: LE survey of consumers (2017) Choice experiment
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