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9ȄŜŎǳǘƛǾŜ {ǳƳƳŀǊȅ 

Economic benefits arising from greater consumer trust in the digital economy are frequently cited 
in support of the European data protection framework in general, and the GDPR specifically. 
However, unlike with benefits for firms from reduced administrative burdens (one-stop shop, 
reduced notification requirement), these benefits have not been analysed in detail.  

This study represents the most extensive direct attempt to characterise and measure the benefits 
the rights of individuals included in the GDPR, namely:  

Â The right of access ƻƴŜΩǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ 

Â ¢ƘŜ ǊƛƎƘǘ ǘƻ ŜǊŀǎǳǊŜ ƻŦ ƻƴŜΩǎ ǇŜǊǎƻƴŀƭ ŘŀǘŀΤ ŀƴŘ 

Â The right to data portability.  

The value of GDRP rights for individuals  

Individuals value their personal data and the value increases with the quantity and the sensitivity 
of the data involved.  

The act of disclosing personal data typically takes place in an environment of incomplete and 
asymmetric information. This explains the crucial role of consumer confidence in enabling 
transactions that involve the disclosure of personal data.  

Despite widespread concerns about disclosure, participation in digital markets is pervasive and 
rising. Participation in digital markets is almost universal and non-participation is concentrated 
among older and socially disadvantaged demographics, which suggests a lack of resources and/or 
digital skills as more likely explanations than a lack of confidence in data protection. Moreover, data 
protection law is not well known, which makes it difficult to conceive of a strong incremental effect 
of GDPR.  

This study uses a choice experiment to elicit realistic, context-specific valuations of GDPR rights for 
three common data-intensive transactions: retail store loyalty cards, electricity smart meters and 
rewards for health & lifestyle monitoring in health insurance contracts.  

The consumer choice experiment finds that individuals are willing to forego savings of roughly 5% 
to 10% on weekly spending on shopping, monthly spending on electricity or monthly spending on 
health insurance in order to have the rights enshrined in the GDPR. This large valuation indicates 
that individuals are generally happy with the package of rights they have and that they should be 
compensated significantly for these rights to be taken away.  

Furthermore, the existence of maximum fines for non-compliance with the law is highly valued. 
This high valuation may be interpreted as an implicit insurance against things going wrong. 
Individuals are willing to pay for the existence of punitive measures, which should deter non-
compliance. 
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Consumer valuation of GDPR rights 

  

 

Results of the consumer choice experiment (N=502) 

Note: the bars around the central estimate show the 95% 
confidence interval.  

Source: LE survey of consumers (2017) Choice experiment 

Data rights are seen by consumers as almost as important as brand reputation, past experience 
and the type of data involved in the decision to give out personal data, with data rights only seen 
as marginally less important. Consumers are more positive about how important data rights are in 
these decisions than professionals. 

At the same time benefits to consumers are not necessarily predicted to translate to increased 
profitability of firms, both for specific benefits and rights and for the package of rights in general. 
Only 21 of the 250 of the professionals surveyed predict that the package of rights to data 
portability, erasure and access will increase their profitability.  
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Do you think that the availability of the right to data portability, access and erasure will increase 
the profits of your organisation? 

 

Source: LE survey of data protection professionals (2017) 

Overall, data professionals show a high level of uncertainty when asked to assess the benefits of 
GDPR data rights. It is noteworthy that the in-depth interviews revealed a lack of imagination and 
preparedness in terms of the more far-reaching impacts of GDPR, especially second-order effects 
such as the emergence of new data-centric business models and privacy & and data protection as a 
competitive advantage. 

¢Ƙƛǎ ǎǳƎƎŜǎǘǎ ǘƘŀǘ ǘƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ D5wt ǊƛƎƘǘǎ ŦǊƻƳ ŎƻƴǎǳƳŜǊǎΩ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ ŘƻŜǎ ƴƻǘ ŘŜǇŜƴŘ ƻƴ 
consumers actively using their rights, but that more widespread awareness of the scope of personal 
data use might make the rights even more valuable in the eyes of consumers.  

A stronger regulatory framework is likely to mitigate the effect of a localised loss of trust (i.e. a data 
breach affecting a specific data controller), by reassuring consumers that companies in general are 
incentivised (through rights that allow user control etc.) to keep data safe, and to react to a loss 
event by strengthening security.  
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GDPR rights as a safety net for digital markets   

 

bƻǘŜΥ ¢ǊŀƴǎŀŎǘƛƻƴǎ Ŏŀƴ ƻƴƭȅ ǘŀƪŜ ǇƭŀŎŜ ƻǳǘǎƛŘŜ ǘƘŜ άŎƻƴŦƛŘŜƴŎŜ ōƻǳƴŘŀǊȅέ όǘƘŜ Ŏƻƭƻured area in the figure above). The location of the 
boundary can vary across consumers and across counterparties/transaction types. A loss of consumer trust based on the performance 
of the data controller such as a data breach results in some consumers falling below the minimum level of confidence needed to 
transact (Consumer B). A strong regulatory framework mitigates this loss of trust (Consumer A), so that transactions can continue to 
take place (or confidence recover more quickly).  

Source: LE 

This implies that the greatest benefit of the GDPR is not what it enables, but what it prevents, 
ƴŀƳŜƭȅ ŀ ŎƻƭƭŀǇǎŜ ƛƴ ŎƻƴŦƛŘŜƴŎŜ ŀŦǘŜǊ ǘƘŜ ŘƛǊŜŎǘ ŘǊƛǾŜǊǎ ƻŦ ǘǊǳǎǘ όŀōƻǾŜ ŀƭƭ ŎƻƴǎǳƳŜǊǎΩ ŜȄǇŜǊƛŜƴŎŜ ƻŦ 
things not going wrong) have failed.  

The hypothesis that a strong regulatory framework, including sanctions, acts as a backstop that 
enables customer confidence to bounce back after an incident is consistent with the evidence. 

Benefits of key GDPR rights  

Right of access 

The GDPR brings an incremental strengthening of the right of access.  

Greater control for consumers over their data is seen by professionals as the most likely benefit to 
occur, while more accurate data is seen as having the greatest potential impact on profitability for 
data controllers.  

Access requests are interpreted by businesses as signals of consumer dissatisfaction. As such, they 
may incentivise good data protection practices. 

There is a consistent discrepancy between the assessment of likelihood and the assessment of 
impact: The number of respondents that agree that agree or strongly agree that a benefit impacts 
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positively on profitability is consistently smaller than the number that see a benefit as likely or 
extremely likely.  

Benefits arising from the right of access 

 

 

Note: A larger font size in the node indicates that more data professionals indicate that they think a benefit is likely or extremely likely 
to occur. 
Source: LE 

Right to erasure 

The right to erasure is a substantial change compared with the current legislation and is seen as an 
extension or further strengthening of the right of access. 

The most likely benefits arising directly from the right to erasure are the end of harmful use of data 
and greater control of consumers over their data.  

The right to erasure reflects consumer preferences and is seen as important in the decision to give 
out information.  

Like access requests, requests to erase personal data are also seen as evidence of consumer 
dissatisfaction. There is little expectation that the right to erasure will be exercised often, driven 
partly by a lack of consumer awareness.   
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Benefits arising from the right to erasure 

 

 

Note: A larger font size in the node indicates that more data professionals indicate that they think a benefit is likely or extremely likely 
to occur. Minimum font size has been set to 8 points for readability. 
Source: LE  

Data portability  

The right to data portability is potentially the most far-reaching change from current legislation, 
and has the largest expected impact on the relation between data controller and consumer.  

An increase in competition in markets that rely on the use of personal data is potentially the greatest 
source of benefit, but this does not come out strongly in the survey evidence. Uncertainty about the 
scope of the right and the new business models that may be enabled by the right make an 
assessment difficult.   

Consumer switching ς which data portability would enable ς has been shown to be beneficial in 
different markets. Time savings and the existence of markets for secondary data are seen as the 
benefits most likely to arise. 
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Benefits arising from the right to data portability  

 

 

Note: A larger font size in the node indicates that more data professionals indicate that they think a benefit is likely or extremely likely 
to occur. Minimum font size has been set to 8 points for readability. 
Source: LE 

Auxiliary rights 

Data Protection Officers are seen as increasing awareness of and compliance with legislation. It is 
widely accepted that having a DPO does increase the status and priority of data protection within 
organisations. DPOs therefore have a positive impact on data security, quality and accuracy. 

However, having a DPO is not seen to lead to lower costs for individuals wishing to exercise their 
data-related rights.  

Consumers attach a higher value to the existence of substantial fines than to the other rights.  

Professionals think that fines will have little extra impact on data security, but they may reinforce a 
security mind set in an organisation. The loss of consumer trust following a data breach is seen as a 
much larger problem for organisation than fines. Consumer trust is directly dependent on the data 
ŎƻƴǘǊƻƭƭŜǊΩǎ ǇŜǊŦƻǊƳŀƴŎŜ ǿƛǘƘ ǊŜǎǇŜŎǘ ǘƻ ǎŜŎǳǊƛǘȅ ŀƴŘ ƴƻǘ ƳŜŘƛŀǘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ƭŜǾŜƭ ƻŦ ŦƛƴŜǎΦ  
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1 | Introduction 

1 LƴǘǊƻŘǳŎǘƛƻƴ 

1.1 Background & context 

Economic benefits arising from greater consumer trust in the digital economy are frequently cited 
in support of the European data protection framework in general, and the GDPR specifically. 
However, unlike with benefits for firms from reduced administrative burdens (one-stop shop, 
reduced notification requirement), no quantified estimates of these benefits have been provided in 
the official impact assessments1.  

Partly, this is because potential benefits are complex, 
including averted harm due to data minimisation and use 
limitation, direct benefits such as reduced transaction 
costs due to data portability and increased participation 
in online markets; and indirect benefits, notably higher 
security arising from stronger incentives for firms to keep 
data secure (fines, breach notifications) and increased 
competition (due to data portability and new customer 
segments entering digital markets for the first time).  

Moreover, the benefits of trust are difficult to measure. While it is no doubt true that άǘǊǳǎǘ όΧύ ƛǎ 
ŜǎǎŜƴǘƛŀƭ ǘƻ ŜƴŎƻǳǊŀƎŜ ǇŜƻǇƭŜ ǘƻ ǳǎŜ ƴŜǿ ǇǊƻŘǳŎǘǎ ŀƴŘ ǎŜǊǾƛŎŜǎέ2; the role of privacy and data 
protection in determining the level and intensity of consumer participation in online markets (and 
the resulting benefits in terms of lower prices/transaction costs and consumer choice) is still 
insufficiently understood.  

A more detailed examination of the key provisions from an economic point of view is of substantial 
value to policymakers. Understanding the extent and the sources of economic benefit associated 
with the rights enshrined in the GDPR will be important for the further development of data 
protection policy and industrial strategy for the digital economy as well as operational priorities for 
the government (such as public awareness campaigns). 

1.2 Objectives of the study 

The aim of this study is to analyse and where possible to quantify the benefits arising from personal 
data rights under the GDPR. The focus of the study is on the rights of individuals included in the 
GDPR, namely:  

Â the right of access ƻƴŜΩǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ 

Â tƘŜ ǊƛƎƘǘ ǘƻ ŜǊŀǎǳǊŜ ƻŦ ƻƴŜΩǎ ǇŜǊǎƻƴŀƭ ŘŀǘŀΤ and 

Â the right to data portability.  

Two auxiliary provisions supporting the effectiveness of the individual rights enshrined in the GDPR 
are also analysed:  

                                                           

1 EC (2012), Ministry of Justice (2012).  

2 EC (2016b), p. 2. 

ά.ǳǎƛƴŜǎǎŜǎ ǘƘŀǘ Ŧŀƛƭ ǘƻ ŀŘŜǉǳŀǘŜly 
ǇǊƻǘŜŎǘ ƛƴŘƛǾƛŘǳŀƭǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ 
risk losing their trust. This trust, 
particularly in the online 
environment, is essential to 
encourage people to use new 
ǇǊƻŘǳŎǘǎ ŀƴŘ ǎŜǊǾƛŎŜǎΦέ EC (2016a) 
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1 | Introduction 

Â the requirement, under certain circumstances, to appoint a Data Protection Officer (DPO); 
and 

Â the increase in maximum administrative fines for infringements of data protection rules.  

Other innovations of the GDPR, notably the new rules on consent, and the provisions that affect 
individuals only indirectly are outside the scope of this study.  

1.3 Data sources 

A review of secondary evidence, including surveys of public attitudes, trade publications and 
scientific literature was carried out alongside a multi-pronged primary data collection exercise. 
Primary data was collected through:  

Â an online survey of 250 individuals with data protection responsibility at their place of work 
(professionals survey); 

Â an online survey of 503 individuals including a choice experiment allowing for valuation of 
data rights (consumer choice experiment);  

Â three online forums with individuals with data protection responsibility at their place of 
work;  

Â seven in-depth interviews with senior data professionals in UK businesses.  

Taken together, the exclusive focus of the research on the new GDPR rights (reflecting the most 
recent official guidance on content and scope), the use of sophisticated quantitative analysis of 
survey data (consumer choice experiment), and triangulation between consumer and industry 
perspectives the broader research literature on the economics of privacy and the role of trust in 
digital markets provide a new and substantive evidence base for thinking about the effects of GDPR. 
The report is structured as follows:  

Â Section 2 contains a brief review of attitudes towards data protection, participation in 
digital markets and the potential benefits of GDPR rights. 

Â Section 3: presents the results of the consumer choice experiments on the valuation of 
GDPR rights.  

Â Section 4: discusses the benefits of individual GDPR rights based on the survey of data 
protection professionals and secondary sources. 

Â Section 5: summaries the findings and presents a unifying framework for interpretation.   
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2 | Benefits of GDPR: drivers & mechanisms 

2 .ŜƴŜŦƛǘǎ ƻŦ D5twΥ ŘǊƛǾŜǊǎ ϧ ƳŜŎƘŀƴƛǎƳǎ 

Box 1 Summary: Benefits of GDPR: drivers & mechanisms 

Individuals value their personal data and the value increases with the 
quantity and the sensitivity of the data involved.  

The act of disclosing personal data typically takes place in an environment of 
incomplete and asymmetric information. This explains the crucial role of 
consumer confidence in enabling transactions that involve the disclosure of 
personal data.  

Impact assessments of the GDPR by the European Commission and the 
Ministry of Justice single out the increased market participation as a key 
benefit of enhanced consumer trust.  

Despite widespread concerns about disclosure, participation in digital 
markets is pervasive and rising. Participation in digital markets is almost 
universal and non-participation is concentrated among older and socially 
disadvantaged demographics, which suggests a lack of resources and/or 
digital skills as more likely explanations than a lack of confidence in data 
protection. Moreover, data protection law is not well known, which makes 
it strong incremental effects of GDPR unlikely. 

2.1 Consumer perceptions & privacy preferences  

There is ample evidence that many individuals do not feel in control of personal data they disclose 
online and that they are concerned privacy and data protection when participating in the digital 
economy.  
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2 | Benefits of GDPR: drivers & mechanisms 

Figure 1 Control over information provided online 

 

Source: Special Eurobarometer 431 (2015) 

²ƘŜƴ ŀǎƪŜŘ ŀōƻǳǘ ǘƘŜƛǊ ŎƻƴŎŜǊƴǎ ǿƘŜƴ ŜƴƎŀƎƛƴƎ ƛƴ ƻƴƭƛƴŜ ŀŎǘƛǾƛǘƛŜǎΣ ΨǇǊƛǾŀŎȅΩ ƛǎ ƻŦǘŜƴ ŎƛǘŜŘ ŀǎ 
important, and sometimes as the most important factor (Figure 2).  
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2 | Benefits of GDPR: drivers & mechanisms 

Figure 2 Concerns when using the internet 

 

Source: Digital Footprints (2016) 

While the reliability of self-reported privacy preferences needs to be interpreted with care due to 
the so-called privacy paradox3 (in observed behaviour people often show less concern for privacy 
than surveys of attitudes and intentions would suggest), there is strong evidence for the basic fact 
that data protection is valuable to consumers, and that the valuation increases with the volume and 
sensitivity of data, as well as the scope of follow-on use once the data is disclosed.4 Figure 3 
illustrates the positive relationship between scope of processing and data type on the one hand and 
consumer valuation on the other.  

                                                           

3 See Norberg et al. (2007).  

4 However, the monetary values reported in the economics literature are often suspect, see Godel et al. (2012).  
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2 | Benefits of GDPR: drivers & mechanisms 

Figure 3 Quantitative estimates of the value of personal data items in the economics 
literature 

 

Source: Godel et al. (2012), p. 52. 

2.2 Sources of benefit: the EC and MoJ impact assessments 

Data protection law, and the new GDPR in particular, has been proposed as a key tool to aid the 
development of digital markets. The mechanisms through which this is thought to occur are: 
empowering consumers to exercise control over their personal data (and reducing the cost of 
exercising data protection rights); incentivising competition in markets that rely on the disclosure of 
personal data; and creating/safeguarding a climate of trust in which data-enabled exchanges can 
flourish.  

The economics literature identifies several distinct economic benefits that result from the disclosure 
of personal information in digital markets, both for data controllers (savings, efficiency gains, surplus 
extraction, increased revenues through consumer tracking) and data subjects (personalised 
services, discounts from a loyalty program, targeted offers and promotions, reduced search costs 
and increased accuracy of information retrieval, etc.).5 At the same time a lack of data protection is 
ƪƴƻǿƴ ǘƻ ŎŀǳǎŜ ŘŜǘǊƛƳŜƴǘǎΣ ǊŀƴƎƛƴƎ ŦǊƻƳ άŎƻǎǘǎ ƛƴŎǳǊǊŜŘ ώōȅ ŦƛǊƳǎϐ ǿƘŜƴ Řŀǘŀ ƛǎ ōǊŜŀŎƘŜŘ ƻǊ 
ƳƛǎǳǎŜŘΣ ƻǊ ŎƻƭƭŜŎǘŜŘ ƛƴ ǿŀȅǎ ǘƘŀǘ ŎƻƴǎǳƳŜǊǎ ŘŜŜƳ ǘƻƻ ƛƴǘǊǳǎƛǾŜέ ŀƴŘ ƛŘŜƴǘƛǘȅ ǘƘŜŦǘΣ ǇǊƛŎŜ 
discrimination, stigma or psychological discomfort for consumers.6 Benefits turn into opportunity 
costs when individuals refrain from disclosing personal data. Disclosure (and non-disclosure) can 
also cause positive and negative externalities (social benefits/costs greater than the benefits/costs 
to an individual or firm involved in the transaction).   

                                                           

5 See Acquisti et al. (2016), p. 462.  

6 Acquisiti et al. (2016), Tamir and Mitchell (2012), Stone and Stone (1990) and Feri et al. (2016).  
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2 | Benefits of GDPR: drivers & mechanisms 

The impact assessments carried out by the European Commission (EC, 2012) and the Ministry of 
Justice (MoJ, 2012) did not provide quantified estimates of benefits caused by new rights for 
individuals. However, qualitative arguments were made that identify an increase in market 
participation as the key driver of benefits on the consumer side. The EC impact assessment argued 
that:  

άLƴŘƛǾƛŘǳŀƭǎ ŀǊŜ ƭƛƪŜƭȅ ǘƻ ŜƴŎƻǳƴǘŜǊ ƛƴŎǊŜŀǎƛƴƎ ǇǊƻōƭŜƳǎ with the protection of their personal data, 
or refrain from fully using the internet as a medium for communication and commercial 
transactions. The 75% of individuals currently not feeling in complete control of their personal data 
on social networking sites (and 80% when shopping online) is not likely to decrease without 
regulatory intervention which can support the confidence of individuals. Such a development could 
counteract the key performance target of the Digital Agenda for Europe for 50 % of the population 
ǘƻ ōǳȅ ƻƴƭƛƴŜ ōȅ нлмрΦέ7 

TƘŜ aƻWΩǎ ƛƳǇŀŎǘ ŀǎǎŜǎǎƳŜƴǘ όнлмнύ advanced a similar reasoning (albeit more focused on concrete 
harm to individuals):  

ά9ƴƘŀƴŎŜŘ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƛǎ ŀ ōŜƴŜŦƛǘ ǘƻ ƛƴŘƛǾƛŘǳŀƭǎ ǿƘƻ ŀǊŜ ƭŜǎǎ ƭƛƪŜƭȅ ǘƻ ōŜ ǾƛŎǘƛƳǎ ƻŦ 
identify fraud and can have more confidence sharing their data online. This may also have a knock-
on economic benefit if it leads to an increase in the use of internet services. The Regulation also 
gives individuals greater control over their personal data through measures such as 'the right to be 
ŦƻǊƎƻǘǘŜƴϥΣ ŀƴŘ Řŀǘŀ ǇƻǊǘŀōƛƭƛǘȅΦέ8  

We summarise this line of reasoning about the benefits of GDPR as follows: CƻƴǎǳƳŜǊǎΩ ŎƻƴŦƛŘŜƴŎŜ 
when engaging in transactions that involve the disclosure of personal data depends on many factors, 
among them personal experience, the reputation of the counterparty (the data controller entrusted 
with the personal data) as well as the strength of the regulatory framework.  

The consumer survey carried out for this study confirms that all of these factors play a role in 
ŎƻƴǎǳƳŜǊǎΩ ǇǳǊŎƘŀǎƛƴƎ ŘŜŎƛǎƛƻƴǎΦ Figure 4 shows the average importance that consumers attach to 
the different dimensions. The data confirms the importance of the different factors (including the 
different GDPR rights) and furthermore that they lie close together in terms of importance.  

                                                           

7 European Commission (2012), p. 37.  

8 Ministry of Justice (2012), p. 1.  
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Figure 4 !ǾŜǊŀƎŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ŘƛŦŦŜǊŜƴǘ ŦŀŎǘƻǊǎ ƛƴ ǘƘŜ ŎƻƴǎǳƳŜǊΩǎ ǇǳǊŎƘŀǎƛƴƎ ŘŜŎƛǎƛƻƴ 

 

Note: importance was ranked on a 1-5 scale. 

Source: LE survey of consumers (2017) 

Confidence can come from the strength of the regulation (as the context in which trust is given) as 
ǿŜƭƭ ŀǎ ŦǊƻƳ ǘƘŜ ŎƻƴǎǳƳŜǊΩǎ ƻǿƴ ŜȄǇŜǊƛŜƴŎŜΣ ǘƘŜ ǊŜǇǳǘŀǘƛƻƴκōǊŀƴŘ ƻŦ ǘƘŜ counterparty9, etc. The 
confidence boundary demarcates the level of confidence necessary for transactions to take place10.  

                                                           

9  άόΧύ ƳƻǊŜ ǘƘŀƴ тр҈ ƻŦ ŎƻƴǎǳƳŜǊǎ ŀǊŜ ƳƻǊŜ ǿƛƭƭƛƴƎ ǘƻ ǎƘŀǊŜ ǇŜǊǎƻƴŀƭƭȅ ƛŘŜƴǘƛŦƛŀōƭŜ ƛƴŦƻǊƳŀǘƛƻƴ όtLLύ ǿƛǘƘ ōǊŀƴŘǎ ǘƘŀǘ ǘƘŜȅ ǘǊǳst than 
ǘƘƻǎŜ ǘƘŜȅ ŘƻƴΩǘ ƪƴƻǿ όΧύΦ https://www.ama.org/publications/eNewsletters/Marketing-News-Weekly/Pages/Data-Sharing-Cheat-
Sheet-Columbia-Business-School.aspx  

10 One interesting modification suggested by one respondent (representing a major retailer) was that GDPR might shift the confidence 
threshold outwards, by making issues of data protection more salient to consumers.  

https://www.ama.org/publications/eNewsletters/Marketing-News-Weekly/Pages/Data-Sharing-Cheat-Sheet-Columbia-Business-School.aspx
https://www.ama.org/publications/eNewsletters/Marketing-News-Weekly/Pages/Data-Sharing-Cheat-Sheet-Columbia-Business-School.aspx
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Figure 5 GDPR as a driver of consumer confidence  

 

bƻǘŜΥ ¢ǊŀƴǎŀŎǘƛƻƴǎ Ŏŀƴ ƻƴƭȅ ǘŀƪŜ ǇƭŀŎŜ ƻǳǘǎƛŘŜ ǘƘŜ άŎƻƴŦƛŘŜƴŎŜ ōƻǳƴŘŀǊȅέ όǘƘŜ ŎƻƭƻǳǊŜŘ ŀǊea in the figure above). The location of the 
boundary can vary across consumers and across counterparties/transaction types 

Source: LE 

For consumers inside the boundary, a strengthening of the regulation can increase confidence 
sufficiently to get to a point beyond the boundary, where transactions are possible (Consumer A). 
In reality, a situation like that of Consumer B, in which a multi-dimensional pull on confidence 
enables the transaction is more likely (see Figure 4).  

Note that the calculus is context-dependent (indicated by the differently shaded boundaries in the 
figure above), which makes general conclusions (including a potential quantification of total benefits 
from personal data rights) difficult to draw. What constitutes sensitive information, and the value 
associated with disclosure varies across individuals and use cases.11  

However, a number of considerations cast doubt on this view of GDPR as a driver of economic 
benefits.  

                                                           

11 !Ŏǉǳƛǎǘƛ Ŝǘ ŀƭΦ όнлмсύΣ ǇΦ ппсΥ ά5ƛŦŦŜǊŜnt pieces of information will matter differently to different people (your piano teacher may not 
be as interested in the schools you attended as your potential employer). The value of information will change over time (an online 
advertiser may not be as interested in logs of your online activity from five years ago as in your activity right now). In fact, the value and 
sensitivity of one piece of personal information will change depending on the other pieces of data with which it can be combiƴŜŘ όΧύέΦ  
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2.2.1 Caveats 

Participation in digital markets is increasing  

¢ƘŜ ǎŎŜƴŀǊƛƻ ŘŜǎŎǊƛōŜŘ ōȅ 9/Σ ǿƘŜǊŜ ƴƻǘ ƛƳǇƭŜƳŜƴǘƛƴƎ ǘƘŜ D5tw όάǊŜƎǳƭŀǘƻǊȅ ƛƴǘŜǊǾŜƴǘƛƻƴ ǿƘƛŎƘ 
Ŏŀƴ ǎǳǇǇƻǊǘ ǘƘŜ ŎƻƴŦƛŘŜƴŎŜ ƻŦ ƛƴŘƛǾƛŘǳŀƭǎέ ǿƻǳƭŘ άŎƻǳƴǘŜǊŀŎǘ ǘƘŜ ƪŜȅ ǇŜǊŦƻǊƳŀƴŎŜ ǘŀǊƎŜǘ ƻŦ ǘƘŜ 
Digital Agenda for Europe for 50 % of the population to buy online ōȅ нлмрέ Ƙŀǎ ƴƻǘ ŎƻƳŜ ǘƻ ǇŀǎǎΥ 
the 9/Ωǎ ƻǿƴ data shows that the target had been achieved by 2015: άhǾŜǊ ǘƘŜ ƭŀǎǘ ŦƛǾŜ ȅŜŀǊǎΣ ǘƘŜ 
number of European citizens ordering goods and services online has increased by 13 percentage 
points, to 53 ҈Φέ12  

Similarly, the increase in the use of internet services that was posited as a potential benefit of 
enhanced protection of personal data according to the MoJ is cannot be easily reconciled with a 
situation in which internet use in the UK has been growing consistently and is already very 
widespread: The internet was used daily or almost daily by 82% of adults in Great Britain in 2016, 
compared with 78% in 2015 and 35% in 2006. In 2016, 89% of households in Great Britain had 
internet access, and 77% of adults bought goods or services online.  

Figure 6 Daily internet use by adults, 2006 to 2016, Great Britain 

 

Note: Base: Adults aged 16+ in Great Britain 

Source: Office for National Statistics, Internet Access Survey (2016)   

Moreover, the available evidence suggests that a lack of data protection rights is not what is 
stopping the small minority of individuals that still do not participate in digital markets. A lack of 
interest and relevant skills as well as economic constraints have empirical support as alternative 
explanations for non-participation.  

                                                           

12 European Commission (2016a).  
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Figure 7 Reasons why not to access the internet 

 

Source: Digital Footprints (2016) 

Moreover, the problem of non-participation is heavily concentrated among older people (nearly half 
of single pensioners have no internet access13), which suggests that it will continue to decline over 
time.  

In addition, recent survey evidence14 suggests that trust levels in the UK have in fact increased over 
the most recent period (Figure 8), which is consistent with the observed growth in the digital 
economy.  

                                                           

13 Office for National Statistics, Internet Access Survey (2016). Retrieved from  
https://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics/homeinternetandsocialmediausage/bulletins/inter
netaccesshouseholdsandindividuals/2016  

14 DataIQ (2017). The results are based on 2 waves of an online survey (1,001 responses in 2016 and 1,000 in 2017) using representative 

of the adult (18+) UK population. 

https://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics/homeinternetandsocialmediausage/bulletins/internetaccesshouseholdsandindividuals/2016
https://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics/homeinternetandsocialmediausage/bulletins/internetaccesshouseholdsandindividuals/2016
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Figure 8 Consumer attitudes towards sharing personal information 

 

Source: DataIQ (2017), Figure 1.1, p. 6 

While the evidence discussed above is not conclusive (and does not take into account pull factors, 
such as the increasing range and attractiveness of digital offers, falling hardware costs, improving 
digital skills, etc.), it does contradict a simplistic view that that the key benefit of GDPR is that it 
increases participation in digital markets (either by people participating for the first time or by 
intensifying the participation of existing users). This does not mean that an unreformed data 
protection regime has not held back certain developments, or that it would not lead to problems 
further down the road. Furthermore, the argument that the debates around GDPR over the last 
years, which attracted considerable publicity, themselves contributed to greater consumer trust 
cannot be wholly dismissed.  

GDPR represents an incremental change to an already strong data protection framework 

In order to claim that the GDPR improves welfare for consumers through increased trust, we would 
need to show that a) current framework is a low trust environment (i.e. the DPA/Directive 95/46 
does not engender sufficient trust) compared with GDPR and that b) the incremental changes in the 
GDPR improve trust15.  

However, the GDPR builds on the existing data protection framework (the DPA). Many key 
provisions, including the right of access and the right to erasure, exist already, albeit in weaker form. 
The GDPR thus represents a largely incremental change. This limits the incremental impact on 
consumer behaviour that can be expected as a result of the new rights enshrined in the GDPR.  

                                                           

15 LE (2012) strongly suggests that consumers are not aware of incremental changes in the law, so any effect is bound to be small.  
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Awareness of data protection rights is limited  

This problem is exacerbated by widespread ignorance of the prevailing regulatory framework, 
ŘŜƳƻƴǎǘǊŀǘŜŘ ŦƻǊ ŜȄŀƳǇƭŜ ōȅ [9Ωǎ нлмо ǊŜǇƻǊǘ ŦƻǊ ǘƘŜ L/h16. The consumer survey carried out for 
this study provided further evidence that knowledge of GDPR provisions is far from universal (and 
typically lower that digital market participation rates).  

Figure 9 shows the percentage of survey respondents that are aware that they have the rights given 
to them in the GDPR. Most people (68%) are aware they have the right of access their data but only 
a minority are aware of the existence of the rights to erasure (45%) and data portability (35%).  

Figure 9 Are you aware that you have the following rights regarding your personal data that 
organisations may hold on you 

 

Source: LE survey of consumers (2017) 

The incremental nature of GDPR, building on a largely functional and internationally respected data 
protection framework, together with limited awareness of some of the key data protection rights 
for individuals suggests that the effect of GDPR may not be large.  

Digital markets can thrive outside the European data protection framework 

A look at digital markets outside the EU casts further doubt on the idea that a lack of trust in the 
data protection framework is holding back data-driven transactions: For example, that almost a third 
of Americans trust European standards more than American standards when it comes to data 
privacy may suggest that a trust-enabled digital economy faces greater obstacles in the USA, other 
things being equal, even if cultural preferences for data privacy were stronger in Europe.  

                                                           

16 When asked to identify 10 key GDPR provisions, 40% of 506 respondents (individuals with data protection responsibilities in UK 
organisations) had inaccurate knowledge of all 10 provisions considered. None of the survey respondents accurately described all 10 
provisions. (The 10 provisions, based on the GDPR proposals, were: subject access requests; breach notification; data protection impact 
ŀǎǎŜǎǎƳŜƴǘǎΤ 5thǎΤ ŦƛƴŜǎΤ ǘƘŜ ΨǊƛƎƘǘ ǘƻ ōŜ ŦƻǊƎƻǘǘŜƴΩΤ Řŀǘŀ ǇƻǊǘŀōƛƭƛǘȅΤ ŘŜŦƛƴƛǘƛƻƴǎΤ ŎƻƴǎŜƴǘΤ ŀƴŘ Řŀǘŀ ƳƛƴƛƳƛǎŀǘƛƻƴΦύ  
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Figure 10 Trust in data privacy standards in Germany and the USA (2014) 

 

{ƻǳǊŎŜΥ tŜǿ Dƭƻōŀƭ !ǘǘƛǘǳŘŜǎ ϧ ¢ǊŜƴŘǎ vǳŜǎǘƛƻƴ 5ŀǘŀōŀǎŜΣ ά¦Φ{Φ-DŜǊƳŀƴȅ нлмпέΣ http://www.pewglobal.org/question -
search/?qid=1762&cntIDs=&stdIDs=   

However, Europe as a whole lags behind the USA on a broad range of digital economy indicators, 
which suggests that different data protection regimes are compatible with highly developed digital 
markets.  

Figure 11 Captured potential of 
digitisation 

 Figure 12 Digital Share of the economy (%) 

 

 

 
Note: 1) Europe is the weighted average of the six countries 
shown here. These six countries make up 60% of the 
population, and 72% of GDP, in the EU-28 grouping. 

Source: McKinsey Global Institute (2016), Exhibit 5, p. 12.  

 Source: McKinsey Global Institute (2016), Exhibit 9, p. 18 

The evidence that the US combines lower trust in the domestic data protection regime with a higher 
level of digital development does not support the view that the European digital economy suffers in 
comparison because of an insufficiently strong regulatory framework.  

2.3 Conclusion & and implications for the study  

The considerations above show that trust in digital markets is important, and that the trust deficit 
is real. However, the hypothesis that the mechanism by which the GDPR will produce benefits is 
through increasing consumer trust leading to increased participation in digital markets is at odds 
with the evidence of widespread and still increasing participation in digital markets. Moreover, the 
incremental nature of GDPR combined with limited knowledge of the details of the law makes large 
additional benefits less likely.  

http://www.pewglobal.org/question-search/?qid=1762&cntIDs=&stdIDs
http://www.pewglobal.org/question-search/?qid=1762&cntIDs=&stdIDs
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This study expands the knowledge base in two ways: First, a realistic, context-specific valuation of 
individual GDPR rights is currently not available. This study remedies this by undertaking the first 
rigorous attempt to measure the consumer valuation of individual GDPR rights (Section 3), using 
state of the art methodology to minimise respondent bias (the privacy paradox). Secondly, the 
mechanism through which GDPR produces benefits need to be better understood. Based on primary 
data collection among UK data protection professionals, we identify the key mechanism through 
which individual GDPR rights produce benefits (Section 4).  
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3 /ƻƴǎǳƳŜǊǎΩ Ǿŀƭǳŀǘƛƻƴ ƻŦ D5tw ǊƛƎƘǘǎ  

Box 2 Summary: ConǎǳƳŜǊǎΩ Ǿŀƭǳŀǘƛƻƴ ƻŦ D5tw ǊƛƎƘǘǎ  

A choice experiment is used to elicit realistic, context-specific valuations of 
GDPR rights for three common data-intensive transactions: retail store 
loyalty cards, electricity smart meters and rewards for health & lifestyle 
monitoring in health insurance contracts.  

The choice experiment methodology mitigates bias in self-reported privacy 
preferences by presenting subjects with realistic and salient trade-offs 
across the relevant dimensions of the transaction, including price and data 
protection rights available to the subject.  

To have the right of access or erasure, and for the existence of maximum 
fines consumers are willing to forego, for each right, roughly 5% to 10% of 
savings on transactions requiring transfers of data.  

Survey evidence shows a) that consumers show significant gaps in awareness 
of the extent to which personal data is collected as part of common 
transactions, and b) that GDPR rights are unlikely to be exercised frequently.  

This suggests ǘƘŀǘ ǘƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ D5wt ǊƛƎƘǘǎ ŦǊƻƳ ŎƻƴǎǳƳŜǊǎΩ Ǉƻƛƴǘ ƻŦ 
view does not depend on consumers actively using their rights, but that 
more widespread awareness of the scope of personal data use might make 
the rights even more valuable in the eyes of consumers.  

3.1 A choice experiment to elicit valuations for GDPR rights 

Establishing how much consumer value the individual rights enshrined in the GDPR is difficult: since 
the GDPR is not yet in force, we have to rely on stated preferences, which is problematic because 
people overstate their concern for privacy relative to their revealed preferences (the privacy 
paradox). Moreover, as valuation is context-specific (certain types of data are more sensitive than 
others), a realistic valuation needs to be based on specific transactions, where both the type of data, 
its use by the data controller and an approximate underlying value range are known. Finally, the 
content and scope of the rights to be investigated need to be made explicit to overcome the problem 
of low levels of awareness of the content of the GDPR.  

To address these issues as far as possible, a series of choice experiments has been conducted to 
obtain realistic valuations for the GDPR rights. In a choice experiment, subjects are presented with 
a set of binary choices between multi-attribute scenarios, in which the attributes are varied so as to 
force subjects to make trade-offs. A well-designed choice experiment can provide a more accurate 
estimate of consumer value than survey evidence because it is putting the subjects into real choice 
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situations, where attribute combinations can be compared directly and preferences are revealed 
through the observed choices17.  

The first step in the design of the choice experiment was the choice of appropriate transactions 
(contexts). Three contexts were chosen, with familiarity to consumers as the main criterion: The first 
context was a loyalty card scheme, the second context was the use of smart meters and the third 
context was a voucher programme run by a health insurance company. In each context, consumers 
were asked to make a number of choices between two loyalty schemes, smart meters or voucher 
schemes with varying attributes in terms of the rights provided with them and the discount they 
would receive for providing context-specific personal data. Expenditure and discount levels were 
set with reference to measured household expenditure and evidence from market reports about 
the discount levels available for existing loyalty schemes.  

In each context, subjects (a random sample of 502 UK adults from the YouGov consumer panel) 
were presented with choices between two options, where a discount could be received in return for 
personal data. Each option varied in terms of the average (weekly or monthly) discount the 
individual would receive on their bill and on the personal data rights they would be given as part of 
the package. More specifically, the attributes varied were:  

Â the average discount (£),  

Â whether the right of access was granted,  

Â whether right to data portability was granted,  

Â whether the right to erasure was granted, and  

Â whether there was a maximum fine for non-compliance18.  

In all cases, both options could be refused by respondents. The results show that individuals are 
prepared to trade personal data and data rights in economic transactions if they are compensated 
sufficiently. 

As an additional measure to ensure that the choice experiment provides evidence with real-world 
importance, respondents were asked to rate the realism of the experiment. Most choices (77%) 
were made by people who felt they could make at least somewhat realistic choices, whereas around 
20% of choices under seemingly fully realistic conditions. This indicates that the choice experiment 
provided realistic scenarios and results should not be discounted on the basis of unrealistic framing. 

3.2 Results of the choice experiment  

3.2.1 Loyalty card scheme 

The first context in which consumers made decisions was a loyalty card scheme where, in return for 
personal data, individuals can obtain a discount on their weekly shopping for food and drink. 

The results are shown in Figure 13. The average value to consumer for the rights and maximum fines 
ranges from approximately £1 to £7.25. This translates into roughly 5% to 10% of weekly shopping. 
These values are rather high ς with the exception of the value for data portability ς which indicates 

                                                           

17 See Annex 2 for further details on methodology.  

18 ¢ƘŜ ƻǇǘƛƻƴǎ ŦƻǊ ǘƘŜ ƳŀȄƛƳǳƳ ŦƛƴŜ ǿŜǊŜ ŜƛǘƘŜǊ ά½ŜǊƻέ ƻǊ άϻмр Ƴƛƭƭƛƻƴ ƻǊ р҈ ƻŦ ǘǳǊƴƻǾŜǊΣ ǿƘƛŎƘŜǾŜǊ ƛǎ ƎǊŜŀǘŜǊέΦ ¢ƘŜǎŜ ƴǳƳōŜǊǎ ŀǊŜ 
deliberately different from the maximum fine established in the GDPR. 
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that people are happy with the set of rights they have, and they should be thoroughly compensated 
if the rights were to be taken away. The high value for the existence of fines can be interpreted as 
an insurance on data breaches. People are effectively willing to pay £7.25 per week for the existence 
of punitive measures if things go wrong.  

The numbers represent the consumer valuation of the GDPR rights in the context of transactions 
that they are already prepared to engage in (rather than an additional value created by the GDPR). 
As such, they point to the role of the data protection framework as underpinning the market as it 
is, rather than a future market equilibrium.  

The estimates are the result of a context-specific, detailed choice scenario in which the relevant 
factors (the right-discount trade-off) are made highly salient and with which consumers are familiar. 
Moreover, discount ranges and weekly expenditures are calibrated to reflect actual patterns in 
household consumption and discounts offered by supermarkets. The estimates represent the best 
evidence so far that specific GDRP rights confer substantial benefits to consumers, which can be 
quantified in money terms. 

Figure 13 Consumer valuation of GDRP rights: loyalty cards 

 

Note: the bars around the central estimate show the 95% confidence interval.  

Source: LE survey of consumers (2017) Choice experiment 
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Table 1 provides a numerical summary of the average consumer valuation for rights or the existence 
of a maximum fine19 in absolute terms in in relation to weekly spend. 

Table 1 Average value to consumers of rights and fines, in the loyalty card context 

 Value in £ 
Value as percentage of 
weekly spending on shopping 

Right to request complete details of the personal data the 
provider has on you 

3.86 6% 

Right to copy or transfer your personal data from the current 
provider to another 

1.06 2% 

Right to request the deletion or removal of personal data 
stored by the provider 

6.48 10% 

Provider faces a fine of £15m or 5% of turnover for non-
compliance 

7.25 11% 

Note: Average total weekly shopping expenditure in the survey is £67.19. 

Source: LE survey of consumers (2017) Choice experiment 

3.2.2 Smart meters 

The second context in which consumers made decisions is the use of smart meters. Smart meters 
provide discounts on ƻƴŜΩǎ monthly electricity bill but in return they allow the supplier to collect 
personal data on individuals. 

                                                           

19 ¢ƘŜ άǾŀƭǳŀǘƛƻƴǎέ ŀǊŜ ǘƘŜ ŀƳƻǳƴǘǎ ǘƘŀǘ ŎƻƴǎǳƳŜǊǎ ŀǊŜ ǿƛƭƭƛƴƎ ǘƻ ŦƻǊŜƎƻ όƛΦŜΦ ²¢tύ ƛƴ ǘŜǊƳǎ ƻŦ ǎŀǾƛƴƎǎ ƻƴ ǘƘŜƛǊ ǿŜŜƪƭȅ ŦƻƻŘ ŀƴŘ drink 
shopping, in return for the right in question. A higher valuation implies that consumers should be compensated more by businesses if 
their rights were to be taken away, and therefore indicates higher satisfaction with their rights. 
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Figure 14 Consumer valuation of GDRP rights: smart meters 

 

Note: the bars around the central estimate show the 95% confidence interval.  

Source: LE survey of consumers (2017) Choice experiment 

Average valuation, which in this case is the average monthly savings they are willing to forego to be 
granted a given right is presented in Table 2 in absolute and relative terms. 

Table 2 Average value to consumers of rights and fines, in the smart meter context 

 Value in £ 
Value as percentage of 
monthly spending on electricity 

Right to request complete details of the personal data the 
provider has on you 

1.90 4% 

Right to copy or transfer your personal data from the current 
provider to another 

0.63 1% 

Right to request the deletion or removal of personal data 
stored by the provider 

4.44 8% 

Provider faces a fine of £15m or 5% of turnover for non-
compliance 

5.45 10% 

Note: Average total monthly expenditure on electricity in the survey is £52.80. 

Source: LE survey of consumers (2017) Choice experiment 

The average consumer value ranges from £1.90 to £5.4520. This translates into roughly 5 to 10% of 
the monthly electricity bill. These high values once again confirm that individuals are happy with the 

                                                           

20 This excludes the average consumer value for the right to data portability as this right has not shown to be important in the decision 
for smart meters; it is statistically insignificant. 
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package of rights they have, and that they need to be compensated significantly to give up their 
rights. 

3.2.3 Health insurance voucher programme 

The last context in which in which consumers made decisions was a voucher scheme run by a health 
insurance company. In this scheme, a health insurance company rewards healthy clients with 
vouchers giving discounts on goods and services such as clothes, cinemas and gyms, among other 
things. In return, participants need to provide personal data on their life style such as how far a 
participant walks, whether she goes to the gym or whether she goes for health check-ups. 

Figure 15 Consumer valuation of GDRP rights: smart meters 

 
Note: the bars around the central estimate show the 95% confidence interval.  

Source: LE survey of consumers (2017) Choice experiment 

Table 3 Average value to consumers of rights and fines, in the health insurance voucher 
scheme context 

 Value in £ 
Value as percent of monthly 
spending on health insurance 

Right to request complete details of the personal data the 
provider has on you 

2.56 3% 

Right to copy or transfer your personal data from the current 
provider to another 

0.28 0% 

Right to request the deletion or removal of personal data 
stored by the provider 

5.96 6% 

Provider faces a fine of £15m or 5% of turnover for non-
compliance 

7.79 8% 

Note: The average total spending on health insurance used is £93, which is not derived from the survey. 

Source: LE survey of consumers (2017) Choice experiment 




















































































































































































































































































































