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Introduction

1.1 Background
The DBS has a facility to enable DBS applications to be bulk-submitted electronically and to return information regarding the result of those applications by a similar means. This facility is known as the “E-Bulk” interface.

The Registered Bodies (RBs) who meet the E-Bulk criteria will be invited to use the E-Bulk facilities. RBs that are using E-Bulk will be referred to as E-RBs. The RBs who wish to use the E-Bulk facility will need to sign a confidentiality agreement to initiate the process of becoming an E-RB. 

Use of the E-Bulk interface will alleviate the need for the production and mailing of paper forms by E-RBs and form scanning, and data keying by the DBS.  

1.2 Purpose

The purpose of this document is to provide RBs with an overview of the system testing that DBS requires during the onboarding of a new RB and to inform planning activities. The document defines the approach to testing and is based on [IEEE829] and as such it will identify the scope of testing, pass/fail criteria and environmental requirements for the test phase.
1.3 Terminology
	Term
	Meaning

	E-Bulk
	The term that has been given to the interface described in this document, named as such because it provides an electronic mechanism for submitting applications in bulk (i.e. in batches, as opposed to one at a time). This is analogous to the current practice of sending paper DAFs in bulk by post.

	eBulkApplicationsBatch (CRB01)
	XML file generated by RB system and sent to CRM that represents a batch of up to (a configurable limit) initially 50 eBulkApplications.

	eBulkApplicationBatchRejection

(CRB02)
	XML file generated by CRM that represents a file level rejection of a CRB01 message. This file is sent to the RB system that generated the original CRB01 message.

	eBulkApplicationReceiptsBatch

(CRB03)
	XML file generated by CRM to indicate whether individual eBulkApplications from a particular RB have passed or failed initial validation. This message is generated to match the number of eBulkApplications received from a particular RB.

	eBulkResultsBatch (CRB04)
	XML file generated by CRM to indicate the results of individual eBulkApplications from a particular RB. This message is generated either on a regular interval or when the number of eBulkApplications from a particular RB passes a predefined threshold.

	eBulkApplication
	An application sent by electronic means. In the context of this document, this refers to an application sent via the E-Bulk interface.

	eBulkResult
	An electronically delivered response to an eBulkApplication. An eBulkResult indicates, to an RB, either that a Certificate contains no information or that they must await the applicant producing their Certificate to the RB.

	XML Schema
	A standard for defining the format of XML documents. The standard provides a means by which tools can know the correct format of a document, enabling them to provide generic operations such as validation.

	Black Box Test
	A black box test is one conducted without knowledge of the inner workings of the system being tested. Black box tests are typically functional. The test defines the inputs and the expected outputs, but no inspection of the workings the system performs is made.

	System Test
	System testing of software is testing conducted on a complete system to evaluate the system's compliance with its specified requirements. System testing falls within the scope of black box testing, and as such, should require no knowledge of the inner design of the code or logic.


	CDC
	Canopy Digital Connect, a configurable ‘Software as a Service’ (SaaS) messaging solution provided by Atos that enables the secure exchange of messages and data between disparate government and non- government IT systems connected via the internet and the Public Services Network (PSN).

	Atos
	Digital services provider; provider of the CDC MFTS solution.

	MFTS
	Managed File Transfer Service; MFT refers to software or a service that manages the secure transfer of data from one computer to another through a network (e.g. the internet)


1.4 Related Documents

	Document Name
	Abbreviation
	Description

	Business Process Document
	[BPD]
	Defines the information exchange between the end points (RB and DBS systems) and the business process that surrounds and controls it.

	Business Message Specification
	[BMS]
	Defines the business content of messages that will pass between the end points (RB and CRM systems). ISA/VBS requirements that change the published E-Bulk schema will be contained in a revised version of the Business Message Specification currently under construction.

	Interface Control Documents
	[ICD]
	Define the specific configuration of message delivery and operational interface protocols that will be used by end points (e.g. RB systems).

	Message Integrity Specification
	[MIS]
	Defines the approach to assuring integrity of business messages used for the business information exchange between the end points (RBs and the DBS systems).

	Interchange Agreement
	[IA]
	States the agreed business level agreement that governs the use of the end to end solution between RBs and the DBS.

	IEEE Std 829-1998
	[IEEE829]
	Standard for Software Test Documentation.

	CDC MFTS Onboarding Document for DBS
	OBD
	Provides an overview to the onboarding process for Canopy Digital Connect in the context of the DBS MFTS service.

	CDC Code of Connection
	CDC CC
	An Atos document for all customers of the Canopy Secure Messaging Service that sets out the minimum security standards for connected networks and hosted applications, which DBS must adhere to. 


2 Scope Of Testing
This testing is scoped to cover the RB end point of the E-Bulk interface and in particular the testing needs to prove that the RB system is compliant with the E-Bulk requirements as set out in the [BPD], [BMS], [MIS], [ICD] and [IA].
2.1 Features To Be Tested
· Functional testing of the RB system’s data capture component e.g. proving that the data input into the RB’s system is accurately and completely transferred into a CRB01 XML message. (in a correct and valid format as specified in the Business message Specification(BMS)) 
· Functional testing of the RB system’s message generation component e.g. proving that the RB system can generate well formed CRB01 XML messages for a variety of standard and pathological cases.
· Functional testing of the RB system’s message integrity component e.g. proving that the RB system can both generate and validate integrity tokens. This will be proved during System Test, particularly in scenarios where the secret key (testing environment – version) expires and a new one is distributed and used). 
· Functional testing of the RB system’s message digestion component e.g. proving that the RB system can digest CRB02, CRB03 and CRB04 XML response messages and associate their contents with the appropriate applications in the RB system.
· Functional testing of the RB system’s schema and business rule validation component e.g. proving that malformed CRB01 messages either cannot be generated or cannot be sent from the RB system.
2.2 Features Not To Be Tested

The following test coverage is deemed out of scope for the purpose of this test phase:

· Functional testing of the connectivity will be performed within the pre-production environment.
· Performance testing of the RB system.

· Security or penetration testing of the RB system. 
· Other non functional testing of the RB system.
· Complete exhaustive coverage of all possible maximum lengths of fields or testing that all fields completed to their maximum length, repeated to the their limit for the maximum number of applications i.e. currently configured at 50. 
· Complete coverage of all possible permutations of Postcode and Ninumber format validation tests.
· Complete coverage of all possible combinations of where the combined address/previous address do/do not cover 5 years.
· Details of what ‘validation’ the RB would be expected to perform on the incoming message files from DBS  (as this is not a documented requirement) apart from message integrity check and ensuring they only process their own files
· Testing that the DBS system processes the CRB01 messages and produces response messages correctly. 
3 Approach

3.1 Overall Approach

This test phase is conducted by the RB organisation and co-ordinated by DBS. Before the RB can commence the formal DBS system testing described in this document, they must declare that their system is complete and has passed internal system testing. This is because the focus of the DBS system testing is not defect identification and resolution rather it is to provide a minimum assurance to the DBS that the RB system is functionally correct as regards message generation and processing.

The DBS will provide the RB with a test pack containing test scenarios, conditions, scripts and data that fully defines the tests that must be executed (see section 6). Note that live data must not be used during testing. The majority of the testing resolves to RB testers keying the test data in the DBS scripts into their system and then recording evidence (screen shots or CRB01 files) to submit to the DBS in an exit report. Some of the scripts can be completed without intervention from DBS software (e.g. negative tests to prove schema validation functionality) however other scripts require DBS software to process CRB01 messages that the RB system has generated and return the appropriate CRB02, CRB03 and CRB04 response messages.
For scripts that require DBS software to process CRB01 messages, the RB will be responsible for extracting the CRB01 messages to file for processing. The DBS will provide an end-to-end test facility that emulates the DBS’s end point of the E-Bulk interface. The principle is that RBs’ test messages will be processed by the DBS. This intervention will need to be accounted for when planning the testing (see section 8).
The DBS test facility will perform file, schema and business rule validation of the RB’s CRB01 message and will create the appropriate response CRB02 or CRB03 and CRB04 messages. Part of the testing will involve proving that the RB system can adequately digest the response messages e.g. proving that the RB system correctly associates disclosure information contained in CRB04 messages with the original application information.
The testing that the DBS requires to be executed includes both positive and negative scenarios i.e. proving that the system behaviour necessitated by requirements is actually available (e.g. generation of well formed CRB01 messages) and that the functionality excluded by the requirements (e.g. violation of business rules) is not available. 
Once the RB has declared successful completion of system testing and is satisfied that the system is fit to exit the test phase, the RB will complete the System Test Exit Report template, including any supporting evidence requested by the DBS, and submit this to the DBS for review and approval. The RB may also be required to provide additional information such as test incident reports and the test log. Furthermore, the DBS may need access to the process information (copies of release notes or defect management processes) to ensure rigorous defect, release and configuration management procedures had been followed.
Where appropriate test evidence is not provided by the RB, DBS will re-request the evidence or may advise that the test(s) must be repeated to ensure compliance with test conditions.
The key aspects to the test approach are listed below:

· A risk based approach to the testing has been adopted. In effect this means that the tests the DBS requires the RB to execute do not exhaustively cover all permissible scenarios sanctioned by requirements. Rather, the tests represent a prioritised set of conditions that, if successfully proven, will provide the DBS with an acceptable level of confidence about the completeness and stability of the RB’s end point of the interface. The risk based approach is motivated by not burdening RBs with an unnecessarily long and costly system testing phase. Note that the message validation performed at the DBS end point of the E-Bulk interface mirrors that at the RB end point and therefore the risk of undetected faults in RBs’ systems causing corrupt application data to be uploaded to the DBS system is greatly reduced. 

· The documentation provided to the RB by the DBS (including this document) is purposely generic and does not relate to any specific RB system. This is because the documentation needs to support the roll out of the E-Bulk interface to all RBs and there are no constraints as to how RBs capture application data. This means that there may be a degree of customisation required for each RB to perform the system test phase e.g. the test schedule will need to be re-planned and agreed for each RB.
· During testing, the RB will need to demonstrate that their system can digest a variety of response messages including those that represent errors in the original application information sent to the DBS. The key success criterion is that the RB system successfully associates and displays each error message with the application that caused it. However if the RB system is functioning correctly, this scenario will be prevented i.e. the RB system should prevent incorrect information from being transmitted to the DBS. Therefore, in order to test these scenarios, RB technical staff will be required to manipulate the application data in the RB system to produce the CRB01 messages that contain the errors specified in the test scripts. Prior to test execution the DBS will need to liaise with the RB and validate this assumption.
· A black box approach to testing has been adopted and the test scripts are not reliant on any implementation specifics of the RB system. As a result the scripts are largely comprised of application data to key into the RB system with a clearly defined expected condition i.e. valid data should produce CRB01 files and invalid data should throw a validation error that may either be presented in the user interface or may be a “back end” error during XML validation. In either case, it will be the responsibility of the RB testers to capture specific pieces of evidence to prove the test conditions were successfully met. Each script is annotated with the points at which evidence is required. Note that screen shots containing the relevant information will be acceptable evidence in the case of user interface validation errors.
3.1.1 Data Preparation

For the RB, there is no data preparation activities beyond those required to provide a test system e.g. populating reference data. For the DBS, there may be the requirement to synchronise their test facility/system with the data in the scripts to allow non blank CRB04 messages to be generated. 
4 Item Pass/Fail Criteria

All of the test scripts must have been attempted in order to exit system test. The impact of an incident/defect preventing completion of a test script should be risk assessed by the DBS test team to determine its criticality. The risk assessment should be based on the likelihood of encountering the defect in live operation and the functional impact of the defect. It will be the responsibility of the RB to resolve these issues. A retest will then need to be planned and agreed with the DBS. 
A number of critical issue statements can be identified at this point. If any of the below issues are evident, they will be regarded as a net failure of system testing:

· Any test case that identifies data issues affecting the applicant information appearing in the CRB01 message, whether effectively filtering, transforming or otherwise modifying data. 

· Any test that indicates the RB system will impede the performance or operation of the DBS’s system such that it will tangibly impact the service delivered by the CRB to any Registered Body e.g. generating massive CRB01 files or generating spurious CRB01 files.
· Any test case that cannot be executed fully and is estimated to impact on more than 1% of CRB01 messages, regardless of a manual work around.

· Any breach of security arrangements set out in the relevant Interchange Agreement.
The aim will be to proceed and complete all remaining test cases if any of the above statements can be made as a result of information gathered during system testing. The decision to suspend or stop system testing is the responsibility of the RB.

5 Suspension Criteria And Resumption Requirements

If the RB fails to produce CRB01 files test activities should be suspended. Other suspension criteria are at the discretion of the RB test manager. 

The DBS is unable to create specific resumption requirements since these will depend on the characteristics of the RB’s system, and their regression test capability. The RB is at liberty to define resumption requirements on receipt of a new version of their application on the test environment. The resumption requirements defined by the RB must include regression testing of functionality already tested.
6 Test Deliverables To Be Produced

	Deliverable
	Responsibility

	System Test Plan (this document)
	Produced by DBS.

	System Test Pack containing  Test Scenarios, Conditions, Scripts and Data (including System Test Log)
	Produced by DBS.(Test Log to be subsequently populated by RB)

	System Test Schedule (Encompassing Test incident Report /Run Log)
	Produced by DBS and subsequently populated by DBS from details provided by RB at agreed time.

	System Test Exit Report Template
	Templates produced by DBS and subsequently populated by RB.


7 Responsibilities

	Group
	Responsibility

	DBS
	· Plan testing with RB and agree test schedule.

· Obtain CRB01 messages from RB for processing by DBS test facility and return response messages for digestion by RB system.

· Ad hoc support during RB test execution e.g. advice on acceptable evidence for test conditions.

· Co-ordination of Test Schedule.

· DBS may perform some witnessing of test execution.

· Review and sign off of Test Exit Report.

	RB
	· Plan testing with DBS and agree test schedule.

· Provide tester and developer resource to support the schedule.

· Test execution and defect resolution including population of test log and test incident reports.
· Inform DBS of the build or version number of their system at the commencement of testing and then inform DBS of the uplifted build or version number when patches are applied as part of defect resolution.
· Provide CRB01 messages to DBS for processing and upload response messages to RB system.
· Evidence gathering.

· Completion of Test Exit Report.

	TCS
	· Responsible for running the CRB01s through their Test Suite and producing the relevant results that will then be passed back to the RB


8 Schedule
The test phase has been designed so that one cycle of testing (i.e. the effort required to execute all scripts) should take RB two testers no longer than 10 days to perform. This assumes that RB’s testers are familiar with following standard test documentation and a reasonably stable system is available (see section11). Should errors be encountered during the 10 day window, a further 5 day window for regression and retesting may be required. The exact schedule will need to be agreed between the RB and DBS prior to test execution. A copy of this System Test Schedule will be created by DBS and will be monitored and updated with the progress against the planned tasks each day. The RB must provide details (including any Incidents raised) of any complete/incomplete tasks on a daily basis at an agreed time, to DBS.
9 Environmental Requirements

The RB system test environment must be representative of the environment that is intended to be used in production. The RB must highlight any differences between the test and production environments to the DBS prior to testing. The RB system test environment should also be used to perform MFTS connectivity testing. If the RB wishes to use different environments for system testing and MFTS connectivity testing they must obtain prior agreement from DBS.

10 Risk, Assumptions, Issues and Dependencies (RAID)

10.1 Risks

	Risk
	Description
	Mitigation
	Owner

	1
	Duration of test execution exceeds agreed schedule.
	· Ensure RB has reviewed system test documentation prior to agreeing to schedule and that appropriate tester and developer resource is made available. 

· Ensure RB system is stable before test execution commences

· Leverage DBS’s experience of previous test phases with other RBs
	RB


10.2 Assumptions

	Assumption
	Description


	1
	It is assumed that the RB’s technical staff can amend the application data held in the RB database to generate the negative test conditions contained in the DBS test scripts. If this assumption is invalid then alternative arrangements will need to be agreed between DBS and the RB prior to testing.

	2
	It is assumed that the RB system can be configured to use a test RB number supplied by the DBS. If this assumption is invalid then alternative arrangements will need to be agreed between DBS and the RB prior to testing.

	3
	It is assumed that the RB has the facility to produce CRB01 file(s) within the required timescale for testing for scenarios where the configured maximum application limit is set to 50/51.


10.3 Issues

None Identified. 

10.4 Dependencies

	Dependency
	Description


	1
	The DBS will provide a test facility to process CRB01 messages generated by the RB system during testing and will generate response CRB02, CRB03 and CRB04 messages.

	2
	The RB will provide adequate tester and developer resource to enable the test schedule. The RB will also provide a suitable test environment to support the test execution

	3
	The DBS will provide a point of contact to support the RB during testing for queries relating to the test scripts and coordinating the exchange to test files

	4
	The RB will provide a point of contact that will provide updates on progress, incidents raised and test scripts completed to DBS.


11 Entry And Exit Criteria

.

11.1 Entry Criteria into DBS System Testing 

	Criterion
	Evidence

	The RB test system must have successfully exited internal development as well as internal system testing i.e. the test system must be complete and sufficiently stable to allow DBS system testing to progress without encountering significant errors. 
	RB to provide evidence of the internal testing they have already undertaken to demonstrate the maturity of the system to the DBS. The DBS may request a system demo.


11.2 Exit Criteria from DBS System Testing
	Criterion
	Evidence

	The RB must have attempted the execution of all test scripts provided by the DBS. DBS will sign off the system testing if all scripts are passed and the required evidence is provided. There may be exceptional circumstances where DBS will sign off the system testing if adequate work-arounds are available or it is agreed that certain scripts cannot be executed.
	· Screen shots of the RB test system at steps specified in the test scripts
· All CRB01 messages generated by the RB test system due to execution of the test scripts

· DBS representative witnessing the RB test execution.


� IEEE Standard Computer Dictionary 1990
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