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Chapter 1
INTRODUCTION

Definitions
1.1 In this code:

“1989 Act” means the Security Service Act 1989;
“1994 Act” means the Intelligence Services Ac
“1997 Act” means the Police Act 1997;
“2000 Act” means the Regulatiogfef Inv;
“RIP(S)A” means the Regulation’of haves
(Scotland) Act 2000;
e “2010 Order” means the Regulati
(Extension of AuthosiSation
Order 2010;
® terms in alics are define

stigatory
Consultations)

s: L
the end of this code.

Background

s guidance on the use by public

t to authorise covert surveillance
ining of private information about a

Iso provides guidance on entry on, ot interference
witeless telegraphy by public authorities under
ence Services Act 1994 or Part 111 of the Police

of practice in relation to the powers and duties in Parts I to 111 of the
2000 Act, section 5 of the 1994 Act and Part III of the 1997 Act. This
code replaces the previous code of practice issued in 2002.
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Chapter 1
INTRODUCTION

1.4 This code is publicly available and should be readily accessible by
members of any relevant public anthority' seeking to use the 2000 Act to

authorise covert surveillance that is likely to result in the olsgaining of
private information about a person or section 5 of the 1994 Act
11T of the 1997 Act to authorise entry on, or interference with
property or with wireless telegraphy®.

1.5 Where covert surveillance activities are unlikely to
obtaining of private information about a person, or where th@
separate legal basis for such activities, neither t t
code need apply.?

Effect of code

1.6 The 2000 Act provides that all codes ractic€ relating to the
2000 Act are admissible a& i

ide and civil proceedings.
If any provision of this code any court or tribunal

this code, the use or granting of
failure to use or grant authorisations

, cluded for guidance only. It is not possible for
examples to replicate the level of detail to be found in real
uently, authorising officers should avoid allowing supetficial
ith the examples to determine their decisions and should
ko justify their decisions solely by reference to the examples
than to the law, including the provisions of this code.

—_

Being those listed under section 30 of the 2000 Act or specified in orders made by the Secrezary of State
under that section

S8

Being, at the time of writing, the police, services police, Serious Organised Crime Agency, Scottish Crime
and Drugs Agency, HM Revenue and Customs and Office of Fair Trading

0

See Chapter 2. It is assumed that intrusive surveillance will always result in the obtaining of
private information.
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Chapter 1
INTRODUCTION

Surveillance activity to which this code applies

1.8 Part II of the 2000 Act provides for the authorisation of covert
surveillance by public anthorities where that surveillance is likely to
result in the obtaining of private information about a person.

1.9 Surveillance, for the purpose of the 2000 Act, includes monitotj
observing or listening to persons, their movements, conversation
other activities and communications. It may be conducted with or
without the assistance of a surveillance device and includ
recording of any information obtained.*

1.10 Surveillance is covert if, and only if, it is carrigd o
calculated to ensure that any persons who are sub
surveillance are unaware that it is or may be taking

1.11 Specifically, covert surveillan‘qay
2000 Act if it is either intrusive or dire

® Intrusive surveillance is covert
relation to anything tgdRing remises of in any

f an individual on

® Directed surveill illance that is not intrusive but
is carried out in i8¢ investigation or operation in
such a man i It in the obtaining of private

her than by way of an immediate

stances such that it is not reasonably

k anthorisation under the 2000 Act).

4 See section 48(2) of the 2000 Act
5 Asdefined in section 26(9)(a) of the 2000 Act

6 See Chapter 2 for full definition of residential premises and private vehicles, and note that the 2010
Order identifies a new category of surveillance to be treated as intrusive surveillance.
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Chapter 1
INTRODUCTION

Basis for lawful surveillance activity

1.13 The Human Rights Act 1998 gave effect in UK law to,the rights
set out in the European Convention on Human Rights (E€
Some of these rights are absolute, such as the prohibition on'
while others are qualified, meaning that it is permissible fg
to interfere with those rights if certain conditions are sati
Amongst the qualified rights is a person’s right to respect
private and family life, home and correspondence, 2

when public authorities seek to obtain private
person by means of covert surveillance. Astic
right to a fair trial, is also relevant where
of covert techniques, particularly where th

the use of those techniques‘
1.14 Part II of the 2000 Act

r legal basis for conducting covert
It in the obtaining of private information about
e Police and Criminal Evidence Act 1984

es private information and examples of activity for which
ations under Part 11 of the 2000 Act are or are not required.

7 See also the Police & Criminal Evidence (Northern Ireland) Order 1989.
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Chapter 1
INTRODUCTION

Relevant public authorities

1.17 Only certain public anthorities may apply for authorisations under the
2000, 1997 or 1994 Acts:

® Directed surveillance applications may only be made by those public
anthorities listed in or added to Part I and Part II of schedule 1 o
2000 Act.
® Intrusive surveillance applications may only be made by those pu
anthorities listed in or added to section 32(6) of the 2000z G

the 2000 Act.
o Applications to enter on, or interfere with, prop
telegraphy may only be made (under Part 11T of
those public authorities listed in or added to section
Act; or (under section 5 of the 1994 Act i

Scotland

1.18 Where all the con take place in
Scotland, authorisations sh P(S)A, unless:

® the authorisation is to b (by any relevant public

al security or the economic

d by, or authorises conduct by or on
listed in section 46(3) of the 2000

anthorisations granted under RIP(S)A.
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Chapter 1
INTRODUCTION

International considerations

1.20 Authorisations under the 2000 Act can be given for sur elllance
both inside and outside the UK. However, authorisations to
outside the UK can usually only validate them for the purpos
law. Where action in another country is contemplated, the
relevant country must also be considered.

1.21 Public anthorities are therefore advised to seek authorise
the 2000 Act for directed or intrusive surveillance i

likely to be used in evidence before a UK
1.22 _Authorisations under *2

and intrusive surveillance opetation s areas under the
jurisdiction of the UK, such a ilitary bases and
detention facilities.

1.23 Under the of the 2000 Act, as inserted
by the Crime (Int ration) Act 2003, foreign
surveillance teams m i ¢ UK subject to certain

conditions.
surveillan

uthorisation procedures for directed

10
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Chapter 2
DIRECTED AND INTRUSIVE
SURVEILLANCE DEFINITIONS

2.1 This chapter provides further guidance on whethg

or whether an authorisation for either activity woul

necessaty.
Directed surveillance ’
2.2 Surveillance is directed surveillan are all true:

® it is conducted for the
or operation;

of the investigati
® itis conducted o y way of an immediate response to

ure of which is such that it would

11
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

Private information

2.4 The 2000 Act states that private information includes an
information relating to a person’s private or family life®.
information should be taken generally to include any aspect o
person’s private or personal relationship with others, includi
and professional or business relationships.

2.5 Whilst a person may have a reduced expectation of X
in a public place, covert surveillance of that persog
may still result in the obtaining of private infor.
the case where that person has a reasonable ex
even though acting in public and where
a public authority of that person’s activities

ot analysis." I

Example: Two people holdi idMon the street or in a
bus may have a reasonable exp cy over the contents
of that conversation, are associating in public.
uld therefore still be
irected surveillance
authorisation woul propriate for a public authority
nversation as part of a specific

bout a person or for subsequent data processing to generate
formation. In such circumstances, the totality of information

8 Sce section 26(10) of the 2000 Act.

9 Family should be treated as extending beyond the formal relationships created by marriage or civil
partnership.

10 Note also that a person in police custody will have certain expectations of privacy.

12
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

gleaned may constitute private information even if individual records do
not. Where such conduct includes surveillance, a directed surveillance
anthorisation may be considered appropriate.

Example: Officers of a local authority wish to drive past a café for
the purposes of obtaining a photograph of the exterior.

Reconnaissance of this nature is not likely to require a directed
surveillance authorisation as no private information about any
person is likely to be obtained or recorded. However, if
authority wished to conduct a similar exercise, for exag
establish a pattern of occupancy of the premises by a
accumulation of information is likely to result i
private information about that person and a dire
authorisation should be considere

2.7 Private information may include per.
telephone numbers and address detalls
acquired by means of coyert sur rson having a
reasonable expectatlon i
is appropriate'’.

Example: A survei tends to record a specific person
part of a criminal investigation.

d these details in a public place,
e expectation that the details are

11 The fact that a directed surveillance authorisation is available does not mean it is required. There may be
other lawful means of obtaining personal data which do not involve directed surveillance.

13
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

Specific situations requiring directed
surveillance authorisations

2.8 The following specific situations may also constitutee
surveillance according to the 2000 Act:

® The use of surveillance devices designed or adapted fo
of providing information regarding the location of a v
does not necessarily constitute directed surveillance as
necessarily provide private information about anyg id

information, often coupled with other
may obtain private information, could int
A directed surveillance guthorisation may
® surveillance consisting fthe i i0
the course of its transmissi

appropriate.'”
a communication in
ublic postal service or
nication is one sent or
ted to the interception of
where there is no

.8 above, the interception of
ublic post or by means of public
ems or private telecommunications is

e use of such devices is also likely to require an authorisation for property interference under the 1994
or 1997 Act. See Chapter 7.

13 i.e. under Part 1 Chapter 1 of the 2000 Act

14 See section 48(4) of the 2000 Act. The availability of a directed surveillance anthorisation nevertheless
does not preclude authorities from secking an interception warrant under Part I of the 2000 Act in these
circumstances.

14
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

2.10 The recording or monitoring of one or both ends of a telephone
conversation by a surveillance device as part of an authorised directed
(or intrusive) surveillance operation will not constitute interceptio
under Part I of the 2000 Act provided the process by which the prod
is obtained does not involve any modification of, or interference with
the telecommunications system or its operation. This will not consti
interception as sound waves obtained from the air are not in the

course of transmission by means of a telecommunications system
(which, in the case of a telephone conversation, should be
begin with the microphone and end with the speaker). 4
product can be treated as having been lawfully obtaine

Example: A property interference authorisation
authorise the installation in a private car of an eav
device with a microphone, togeth8#vith i
authotisation to record or monitor sp
both ends of a telephone conversation
during the course of the,operatj i

surveillance under the ambit of the 2010 Oxrder is to be treated as
intrusive surveillance. Accordingly, it is not necessary to consider
whether or not intrusive surveillance is likely to result in the obtaining
of private information.

15
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

Residential premises

2.13 For the purposes of the 2000 Act, residential premise are
considered to be so much of any premises as is for the timf
occupied or used by any person, however temporarily, for re
purposes or otherwise as living accommodation. This spe
includes hotel or prison accommodation that is so occupi
However, common areas (such as hotel dining areas) to
person has access in connection with their use or o
accommodation ate specifically excluded.'®

2.14 The 2000 Act further states that the con
be taken to include any place whatsoever,
moveable structure, whether or not occu

2.15 Examples of residen‘pre

® arented flat currently occu

® a prison cell (or police cell se
accommodatjon);

® ahotel bedr

2.16 Examples of
residential w

ode by, for example, a homeless person);

ice interview room;

r example trading standards ‘house of horrors’
ions or undercover operational premises.

15 See section 48(1) of the 2000 Act
16 See section 48(7) of the 2000 Act

16
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

Private vehicles

2.17 A private vehicle is defined in the 2000 Act as any vehicle,
including vessels, aircraft or hovercraft, which is used primarily fo
the private purposes of the person who owns it or a person otherwise
having the right to use it. This would include, for example, a comp
car, owned by a leasing company and used for business and pleas
by the employee of a company."”

Places for Legal Consultation

2.18 The 2010 Order provides that directed surveillan
carried out in relation to anything taking place o

during the surveillance, used for th
shall be treated for the purposes o
intrusive surveillance. The premises id

(a) any place in which persons
imprisonment or tio,
in custody for trial o

(b) any place in which
16(1), (1A) or (
Schedule 3 to
UK Bordea A

17 See section 48(1) and 48 (7) of the 2000 Act

17
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

Further considerations

2.19 Intrusive surveillance may take place by means of a person or
device located in the residential premises or private vehicl®
for legal consultation under the 2010 Order. It may also take

means of a device placed outside the premises or vehicle o

information of the same quality and detail as might be ex
obtained from a device inside."®

ivity. Such activity includes:

ert surveillance by way of an immediate response to events;
vert surveillance as part of general observation activities;

® covert surveillance not relating to specified grounds;

e overtuse of CCTV and ANPR systems;

® certain other specific situations.

18 See section 26(5) of the 2000 Act.
19 See section 26(4) of the 2000 Act

18
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

2.22 FEach situation is detailed and illustrated below.

Immediate response

2.23 Covert surveillance that is likely to reveal private information abou
a person but is carried out by way of an immediate response to eve
such that it is not reasonably practicable to obtain an authorisation u
the 2000 Act, would not require a directed surveillance authorisati
The 2000 Act is not intended to prevent law enforcement officers
fulfilling their legislative functions. To this end section
2000 Act provides that surveillance is not directed sur
it is carried out by way of an immediate response to, eve
circumstances the nature of which is such that it i
practicable for an authorisations to be sought for the

the surveillance. ‘

suspicious persons th
routine patrol.

2.24 The general o i i many law enforcement officers
i quite authorisation under the 2000
Act, wheth . general observation duties frequently

thes police officers on patrol to monitor a
hot-spot or prevent and detect shoplifting would
lirected surveillance authorisation. Their objective is
erve a location and, through reactive policing, to
identity and arrest offenders committing crime. The activity may
be part of a specific investigation but is general observational
activity, rather than surveillance of individuals, and the obtaining
of private information is unlikely. A directed surveillance
authorisation need not be sought.

19
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

Example 2: Local authority officers attend a car boot sale where it
is suspected that counterfeit goods are being sold, but they are not
carrying out surveillance of particular individuals and thef
is, through reactive policing, to identify and tackle offendef
this is part of the general duties of public authorities and
obtaining of private information is unlikely. A directed
authorisation need not be sought.

Example 3: Intelligence suggests that a loca
selling alcohol to underage customers, witho
asked. A trained employee or person e

CHIS or a directed
ver, if the test

ent but is not authorised as a
granting a directed

surveillance authorisation is u
purchaser is wi armg t i

ned operation to determine her
n shoplifting. It is proposed to conduct
and record her activities as part of the

elating to specified grounds or core functions

.25 An authorisation for directed or intrusive surveillance is only
appropriate for the purposes of a specific investigation or operation,
insofar as that investigation or operation relates to the grounds
specified at section 28(3) of the 2000 Act. Covert surveillance for any

20
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

other general purposes should be conducted under other legislation ,
if relevant, and an authorisation under Part 11 of the 2000 Act should
not be sought.

2.26 The ‘core functions’ referred to by the Investigatory Powers
Tribunal (C v The Police and the Secretary of State for the Home Office —
IPT/03/32/H dated 14 November 2006) are the ‘specific public
functions’, undertaken by a particular authority, in contrast to the
‘ordinary functions’ which are those undertaken by all authorities

may only engage the 2000 Act when in performance o
functions’. The disciplining of an employee is not
although related criminal investigations may be.
2000 Act may therefore be available in relation to a
investigations so long as the activit‘ dee
and proportionate.

Example: A police officer is sus is employer of
undertaking addition discipline
regulations. The police ber wishes to
conduct covert surveillanc side the police work
environment. Such actia if it is likely to result in the
obtaining of priva s not constitute directed

surveillance for t 00 Act as it does not relate
to the disch i ce’s core functions. It relates
instead to i nary functions, such as employment,
which are ic authorities. Activities of this nature

are ¢ Data Protection Act 1998 and employment
12

21
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

Example 2: A police officer claiming compensation for injuries
allegedly sustained at work is suspected by his employer of
fraudulently exaggerating the nature of those injuries. TH
force of which he is 2a member wishes to conduct covert sutV
of the officer outside the work environment. Such activit

police force may launch a criminal investigation. The pf
surveillance is likely to result in the obtaining of pri
and, as the alleged misconduct amounts to th
fraud, a directed surveillance authorisation

CCTV and ANPR (Automatic Nu
Plate Recoghnition) Cgera

2.27 The use of overt CC
normally require an authorisatio
public will be aware that
is covered by t
Practice 2008, is
Similarly, the overt ems to monitor traffic flows or
detect mototj oes not require an authorisation under the

uthorities does not
ct. Members of the

llance equipment, such as town centre

R, is used to gather information as part of a
¢.g. to identify individuals who have committed
amage after the event). Such use does not amount to
illance as the equipment was overt and not subject to
overtitargeting. Use in these circumstances would not require
d surveillance authorisation.

However, where overt CCTV or ANPR cameras are used in a
covert and pre-planned manner as part of a specific investigation or
operation, for the surveillance of a specific person or group of people,

20 For example, by virtue of cameras or signage being clearly visible. See the CCTV Code of Practice 2008
for full guidance on establishing and operating overt CCTV systems.

22
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

a directed surveillance authorisation should be considered. Such covert
surveillance is likely to result in the obtaining of private information

about a person (namely, a record of their movements and activities
and therefore falls properly within the definition of directed

surveillance. The use of the CCTV or ANPR system in these
circumstances goes beyond their intended use for the general
prevention or detection of crime and protection of the public.

Example: A local police team receive information that a
suspected of committing thefts from motor vehicles 1
in a town centre area. A decision is taken to use the ta
CCTV system to conduct surveillance against t
that he remains unaware that there may be any s
him. This targeted, covert use of t ¢ overt town ¢
system to monitor and/or record
should be considered for authorisatio

2.29 The following specific actiyiti stitute neither directed

® the use of a reco i vert human intelligence source
i ate use or conduct authorisation has

pvert, the member of the public knows that they are

rviewed by a member of a public anthority and that

information gleaned through the interview has passed into the
possession of the public anthority in question;

® the covert recording of suspected noise nuisance where the

21 See section 48(3) of the 2000 Act

23
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Chapter 2
DIRECTED AND INTRUSIVE SURVEILLANCE DEFINITIONS

intention is only to record excessive noise levels from adjoining
premises and the recording device is calibrated to record only
excessive noise levels. In such circumstances the perpetgator would
normally be regarded as having forfeited any claim to pr
an authorisation may not be necessary;

the use of apparatus outside any residential or other prg
exclusively for the purpose of detecting the installatios
television receiver within those premises. The Regulat
Investigatory Powers (British Broadcasting Cos
2001 (SI No. 1057) permits the British Broa
to authorise the use of apparatus for thls p
the 2000 Act, although such use cons
intrusive sutrveillance;*

entry on or interference 1th pro erty ofwi cgraphy under
section 5 of the 1994 A 97 Act (such activity
may be conducted in supp but is not in itself
surveillance).”

22 See section 26(6) of the 2000 Act
23 See section 48(3) of the 2000 Act

24
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Chapter 3
GENERAL RULES ON AUTHORISATIONS

Overview

3.1 An authorisation under Part II of the 2000 Act will
statutory tests are met, provide a lawful basis for a publi
carry out covert surveillance activity that is likely
obtaining of private information about a person. Simi

SOCA, SCDEA or HMRC to enter o
wireless telegraphy.

3.2 Responsibility for
nature of the operation a i 7y iNBlved. The relevant
public authorities and anthorisi,
Investigatory Powers (Di veillanceand Covert Human
Intelligence Sources

roperty, must believe that the activities to be
y on one ot more statutory grounds.”*

achieved by carrying them out. This involves balancing the seriousness

24 These statutory grounds are laid out in sections 28(3) of the 2000 Act for directed surveillance; section
32(3) of the 2000 Act for intrusive surveillance; and section 93(2) of the 1997 Act and section 5 of the
1994 Act for property interference. They are detailed in Chapters 5, 6 and 7 for directed surveillance,
intrusive surveillance and interference with property respectively.

25
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Chapter 3
GENERAL RULES ON AUTHORISATIONS

of the intrusion into the privacy of the subject of the operation (or any
other person who may be affected) against the need for the activity in
investigative and operational terms.

3.5 The authorisation will not be proportionate if it is excess
overall circumstances of the case. Each action authorised
bring an expected benefit to the investigation or operatio

techniques would be disproportionate. No ac
considered proportionate if the informatign
reasonably be obtained by other less intr

3.6 The following elements of proportio
be considered: 3

® balancing the size and scop the pro ctivity against the

gravity and extent of t crime or offence;

® explaining to be adopted will cause the
least possible nd others;

® considering whe i an appropriate use of the

aving considered all reasonable
e necessary result;

ably practicable, what other methods
d why they were not implemented.

26
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Chapter 3
GENERAL RULES ON AUTHORISATIONS

Example 1: An individual is suspected of carrying out a series of
criminal damage offences at a local shop, after a dispute with the
owner. It is suggested that a period of directed surveillance shoul
be conducted against him to record his movements and activities
for the purposes of preventing or detecting crime. Although these,
are legitimate grounds on which directed surveillance may be

conducted, it is unlikely that the resulting interference with priv
will be proportionate in the circumstances of the particular case.
particular, the obtaining of private information on the i
daily routine is unlikely to be necessary or proportiona
investigate the activity of concern. Instead, other less

Example 2: An individual is suspect
in order to abuse a school admission sy
education authority. The local i

ing, leaving waste out for collection a day
g dog-fouling in a public place without clearing

the purposes of preventing or detecting crime, or preventing
disorder. Although these could be legitimate grounds for secking a
directed surveillance authorisation, if the individual’s actions were
capable of constituting an offence or disorder, strong consideration
should be given to the question of proportionality in the circumstances

27
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Chapter 3
GENERAL RULES ON AUTHORISATIONS

of this particular case and the nature of the surveillance to be

conducted. In particular, the obtaining of private information on the
individual’s daily routine is unlikely to be necessary or prépo
in order to investigate the activity of concern. Instead, othct
intrusive means ate likely to be available, such as general
observation of the location in question until such time 3
may be committed. In addition, it is likely that such offe
tackled using overt techniques.

Collateral intrusion

trusi
unt the risk
o are not subjects of

(collateral intrusion).

of obtaining private z'ﬂform*

the surveillance or property 1

3.9 Measures should be taken, cable, to avoid or
minimise unnecessary i Tol e privacy of those who are not

and details of any measures taken to limit this,
he anthorising officer fully to consider the proportionality of

28
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Chapter 3
GENERAL RULES ON AUTHORISATIONS

Example: HMRC seeks to conduct directed surveillance against T
on the grounds that this is necessary and proportionate for the

collection of a tax. It is assessed that such surveillance will unavoida
result in the obtaining of some information about members of T’s
family, who are not the intended subjects of the surveillance. The
authorising officer should consider the proportionality of this

collateral intrusion, and whether sufficient measures are to be ta
to limit it, when granting the authorisation. This may include not
recording or retaining any material obtained through s
collateral intrusion.

3.11 Where it is proposed to conduct surveillanc
interference specifically against individuals who ar
direct or culpable involvement in t

not be considered as collateral intrusio
intrusion. Any such surveillance o

Example: A law enf ncy seekS to conduct a covert
surveillance operatj 1 e whereabouts of N in the
interests of preve i . It is proposed to conduct
directed survei ho is an associate of N but who is
not assess i i e crime, in order to establish the

, P will be the subject of the directed
r1sat1on and the authorising officer should

and proportionality of conducting directed

, bearing in mind the availability of any other
ns to identify N’s whereabouts. It may be the case
rveillance of P will also result in obtaining information
ily, which in this instance would represent collateral
intrusion also to be considered by the authorising officer.

29
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Chapter 3
GENERAL RULES ON AUTHORISATIONS

Combined authorisations

3.12 A single authorisation may combine:

® any number of authorisations under Part I of the 2000 Act

® an authorisation under Part IT of the 2000 Act? and an aut
under Part I1T of the 1997 Act;

® a warrant for intrusive surveillance under Part IT of the
and a warrant under section 5 of the 1994 Act.

3.13 For example, a single authorisation may com

could authorise the directed surveillance €
surveillance element wouldimeed
constable and the approval of
the case is urgent.

uthorisation of a chief
missioner, unless

3.14 The abovegonsid reclude public authorities from

plying for an authorisation will also
need to be i sensitivities in the local community
taking place and of any similar activities

25 see section 43(2) of the 2000 Act

26 on the application of a member of a police force, SOCA, a customs officer or an officer of the OFT. See
section 33(5) of the 2000 Act

27 on the application of a member of the intelligence services. See section 42(2) of the 2000 Act

30
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Chapter 3
GENERAL RULES ON AUTHORISATIONS

3.16 In cases where one agency or force is acting on behalf of
another, the tasking agency should normally obtain or provide the
anthorisation under Part 1T of the 2000 Act. For example, where
surveillance is carried out by the police on behalf of HMRC,
anthorisations would usually be sought by HMRC and granted by the
appropriate authorising officer. Where the operational support of oth
agencies (in this example, the police) is foreseen, this should be
specified in the authorisation.

surveillance as part of a joint operation, only one
required. Duplication of authorisations does not affe
the activities to be conducted, but ’ cre
administrative burden on authorities.

3.18 There are three further important
collaborative working:

3.19 SOCA and HMRC intrusive
surveillance and property in T applications for
intrusive surveillance, made by a member ot officer of the

or intrusive surveillance and

e made by a member ot officer of the
uthorising officer, unless the Chief Officers of the

ve made a collaboration agreement under either

3.21 _Authorisations for intrusive surveillance relating to residential
premises, and authorisations for property interference, may only authorise
conduct where the premises or property in question are in the area of
operation of the force or agency applying for the authorisation. This
requirement does not apply where the Chief Officers of two or more
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police forces have made a collaboration agreement under either
section 23 of the Police Act 1996, in the case of English and Welsh
forces, or section 12 of the Police (Scotland) Act 1967, in tlae case of
Scottish forces, and the collaboration agreement permits 57
officers to authorise conduct in relation to premises or propert
the force areas of forces other than their own which are
the agreement.

Reviewing authorisations

3.22 Regular reviews of all authorisations shoul
assess the need for the surveillance or proper

review authorisations frequefibly w
interference involves a high'le
significant collateral intrusion, ation 1s likely to
be obtained.

3.23 In each ca f re s should be considered at
for those subject to authorisation by
er who made the application within
. This should be as frequently as is

officer is, however, usually best placed to assess

e anthorisation should continue or whether the criteria on

d the original decision to grant an authorisation have

ed sufficiently to cause the authorisation to be revoked. Support
do the necessary research and prepare the review process but
ual review is the responsibility of the original authorising officer
ould, as a matter of good practice, be conducted by them or,
ailing that, by an officer who would be entitled to grant a new
anthorisation in the same terms.
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3.25 Any proposed or unforeseen changes to the #ature or extent of
the surveillance operation that may result in the further or greater
intrusion into the private life of any person should also be brought
the attention of the authorising officer by means of a review. The

anthorising officer should consider whether the proposed changes are
proportionate (bearing in mind any extra intended intrusion into
privacy or collateral intrusion), before approving or rejecting the
Any such changes must be highlighted at the next renewal if the
anthorisation is to be renewed.

3.26 Where a directed or intrusive surveillance axthoris,

established, the terms of the authorisation should b
to include the identity of these individuals. It woul
convene such a review specifically
will not require a fresh authorisation,
original authorisation envisaged surveilla
Such changes must be highlighted
authorisation is to be ren

Example: A directed survi ion is obtained by the
police to authorise susyei
purposes of investi cted involvement in a crime. X

is assessed that subsequent
surveillance vestigation. Surveillance of A may
continue
authorisati

2SSOCi
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General best practices

3.27 The following guidelines should be considered as best working
practices by all public anthorities with regard to all applicatio
anthorisations covered by this code:

® applications should avoid any repetition of information;

® information contained in applications should be limited
requited by the relevant legislation®;

® where authorisations are granted orally under urg
(see Chapters 5, 6 and 7 on authorisation pro
detailing the actions authorised and the real
procedures were used should be recor
anthorising officer as a priority. There is t
subsequently to submit g full written ap,

® an application should not¥equi
public authority other than t

® where it is foreseen that othe i involved in carrying

i hould be detailed in

ered good practice that within every
enior responsible gfficer”” should be

with this code;
cagement with the Commissioners and inspectors when they
onduct their inspections, and

28 As laid out in Chapters 5, 6 and 7 of this code

29 The senior responsible officer should be a person holding the office, rank or position of an authorising
officer within the relevant public authority.
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® where necessary, overseeing the implementation of any post-
inspection action plans recommended or approved by a
Commissionet.

3.29 Within local authorities, the senior responsible officer should be
a member of the corporate leadership team and should be responsi
for ensuring that all authorising officers are of an appropriate standar
light of any recommendations in the inspection reports prepared
the Ofﬁce of Surveillance Commissioners. Where an 1nspect10n

the authority’s use of the 2000 Act and set the poli
yeat. They should also consider integnal reports on
Act on at least a quarterly basis to ‘re
consistently with the local authority’s
remains fit for purpose. They should not§ ,
making decisions on spegific auf 0115.
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Overview

4.1 The 2000 Act does not provide any
‘confidential information’, although the 1997
for certain categories of confidential informa
care should be taken in cag@s wh
operation might reasonably ex

s, particular
of the investigation or
of privacy, or where
ation consists of

fidential journalistic
material. So, for ex hould be taken where, through
the use of suryei is likely that knowledge will be acquired of

welfare, or between a Menber of
ent relating to constituency matters, or
ical or journalistic confidentiality or /ega/

ern Ireland Assembly.

ormation or confidential journalistic material require (other than in
urgent cases) the approval of a Surveillance Commissioner.

4.3 Authorisations for directed surveillance of legal consultations
falling within the 2010 Order must comply with the enhanced
anthorisation regime described below. In cases where it is likely that
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knowledge of confidential information will be acquired, the use of covert
surveillance is subject to a higher level of authorisation eg a Chief Officer.
Annex A lists the authorising officer for each public anthority permitted
authorise such surveillance.

Material subject to legal privilege: introduction

4.4 Covert surveillance likely or intended to result in the acqulsl
of knowledge of matters subject to /lega/ przw/ege may take place

where knowledge of matters subject to /legal privile
be obtained.

4.5 The 2010 Otder provides that’ect

treated for the purposes

surveillance.

4.6 The 2010 Order consultation’ for these purposes.
It means:

(a) aconsultat fessional legal adviser and his client

is client, or

(b) professional legal adviser or his client
resentative and a medical practitioner made in

or in contemplation of legal proceedings and

part, and legal consultations which may be in furtherance
of a criminal purpose are therefore not protected by /legal privilege.
Covert surveillance of all legal consultations covered by the 2010
Otder (whether protected by legal privilege or not) is to be treated as
intrusive surveillance.
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4.8 ‘Legal privilege’ is defined in section 98 of the 1997 Act. This
definition should be used to determine how to handle material
obtained through surveillance authorised under RIPA, in i

to matters subject to legal privilege.

4.9 Under the definition in the 1997 Act, /legal privilege dd
to communications ot items held, or oral communication
the intention of furthering a criminal purpose
acting unwittingly or culpably). Legally privilg
items will lose their protection for these ogher
professional legal adviser intends to hold
purpose. But privilege is not lost if a profe
properly advising a persow\o is

criminal offence.
Tests to be applied

acquisition of
to legal privilege

n of knowledge of matters subject to

but it is likely that such knowledge will nevertheless be
cd’during the operation, the application should identify all steps
1 will be taken to mitigate the risk of acquiring it. If the risk

ot be removed entirely, the application should explain what steps
will be taken to ensure that any knowledge of matters subject to /ega/
privilege which is obtained is not used in law enforcement
investigations or criminal prosecutions.
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4.12 Where covert surveillance or property interference is likely or

intended to result in the acquisition of knowledge of matters subject
to Jegal privilege, an anthorisation shall only be granted or approved if
anthorising officer, Secretary of State or approving Surveillance Commission
as appropriate, is satisfied that there are exceptional and compelling
circumstances that make the authorisation necessary:

® Where the surveillance or property interference is not intende
result in the acquisition of knowledge of matters subject to lega/
privilege, such exceptional and compelling circumstancg i
in the interests of national security or the economic
the UK, or for the purpose of preventing or dete tm
® Where the surveillance or property interferenc
result in the acquisition of knowleclge of matters
privilege, such circumstances will
of cases, such as where there is a
national security, and the survelllan
reasonably regarded as likely to
counter the threat.

property interference likely o It in the acquisition of
knowledge of matter rivilege, the authorising officer,
Commissioner, as appropriate,
covert surveillance or property

at is sought to be achieved. In

, including surveillance to be treated

subject to /egal privilege may be authorised only
s entitled to grant authorisations in respect of

interference likely to result in the acquisition of material subject to
legal privilege may only be authorised by authorising officers entitled to
grant intrusive surveillance or property interference authorisations.
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4.15 Property interference likely to result in the acquisition of such

material is subject to prior approval by a Surveillance Commissioner
(unless the Secretary of State is the relevant anthorising officer o i
urgent). Intrusive surveillance, including surveillance whic
as intrusive by virtue of the 2010 Order, is subject to prior a
a Surveillance Commissioner (unless the Secretary of State i
authorising officer or the case is urgent).

Surveillance under the 2010 Order

4.16 As noted above, the 2010 Order provides
surveillance that is carried out in relation
so much of any premises specified in arti
any time during the surveillance, used for
consultations’ shall be tre for,
Act as intrusive surveillance.

tention, remanded in custody or committed
r sentence may be detained;

ch persons may be detained under paragraph
(1A) or (2) of Schedule 2 or paragraph 2(2) or (3) of

e 3 to the Immigration Act 1971 or section 36(1) of the
K Border Act 2007,

place in which persons may be detained under Part VI of the
riminal Procedure (Scotland) Act 1995, the Mental Health
(Care and Treatment) (Scotland) Act 2003 or the Mental Health
Act 1983;

(d) police stations;

(e) the place of business of any professional legal adviser;
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(f) any place used for the sittings and business of any court,
tribunal, inquest or inquiry.

4.19 With the exception of urgent applications and anthorisations gra
by the Secretary of State, anthorisations for surveillance which is to be
treated as intrusive surveillance as a result of the 2010 Order shall
take effect until such time as:

(a) the authorisation has been approved by a Surveillance
Commissioner; and

b)  written notice of the Commissionet’s decision to
anthorisation has been given to the authorising officer.

4.20 If an anthorisation is to be granted by the Secre
provisions in Chapter 6 apply. ’

Property interference under th
likely to result in the acquisition nowle
of matters subject i@ leg ileg

4.21 With the exception o ons, Where it is believed
that the action authorised is he acquisition of
knowledge of matters rivilege an authorisation under the
time as:

surveillance which acquires such material may give rise to issues
under Article 6 of the ECHR (right to a fair trial) as well as engaging
Article 8.
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4.23 Where public authorities deliberately acquire knowledge of
matters subject to legal privilege, they may use that knowledge to
counter the threat which led them to acquire it, but it will gt be

privileged material has been acquired an
be reported to the authorising officer by mea
relevant Commissioner o pec urin
which the material should Be

tions between a
to legal privilege. Therefore, in

4.25 A substantial proportion
lawyer and his client(s)

advice should also be sought where there is doubt over
information is not subject to /lega/ privilege due to the “in
rance of a criminal purpose” exception. The retention of legally
tleged material, or its dissemination to an outside body, should be
accompanied by a clear warning that it is subject to lega/ privilege. 1t
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should be safeguarded by taking reasonable steps to ensure there is no
possibility of it becoming available, or its contents becoming known,

to any person whose possession of it might prejudice any criminal
civil proceedings to which the information relates. Any disseminati
of legally privileged material to an outside body should be notified to
the relevant Commissioner or Inspector during his next inspectio

Confidential information

4.27 Special consideration must also be given to authorisg
involve confidential personal information, confidential
information and confidential journalistic material. ¢
material has been acquired and retained, the matt
reported to the relevant Commissioner or Inspecto
inspection and the material be mac‘vail i

express or implied undertakin it in¢onfidence or it is subject
to a restriction on dis igation of confidentiality contained
in existing legislati

information is information relating to
tween a Member of Parliament and a constituent in
matters. Again, such information is held in
subject to an express or implied undertaking to
e or it is subject to a restriction on disclosure or an

30 Spiritual counselling means conversations between a person and a religious authority acting in an
official capacity, where the individual being counselled is seeking or the religious authority is imparting
forgiveness, absolution or the resolution of conscience in accordance with their faith.
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4.30 Confidential journalistic material includes material acquired or
created for the purposes of journalism and held subject to an

undertaking to hold it in confidence, as well as communicg
resulting in information being acquired for the purposes o
journalism and held subject to such an undertaking.

4.31 Where there is any doubt as to the handling and dis
of confidential information, advice should be sought from a |
within the relevant public anthority before any further disse

the material takes place.
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Authorisation criteria

surveillance may be granted by an awuthorising office
that the authorisation is necessary in the circumstan
case on the grounds that it is: ’

(a) in the interests of national securi

(b) for the purpose of preventin
preventing disord

() in the interests of the
(d)
(e) for the purpo

31 One of the fu
protection again

horisation under Part IT of the 2000 Act where the investigation or operation
ics of the Security Service, as set out above, except where the investigation

er Terrorism Units, Counter Terrorism Intelligence Units and Counter
or where the Security Service has agreed that another public anthority can carry

perations in connection with national security in support of the Security Service, the Police
Service of Northern Ireland or other Civil Powers.

33 Detecting crime is defined in section 81(5) of the 2000 Act and is applied to the 1997 Act by section 134
of that Act (as amended). Preventing or detecting crime goes beyond the prosecution of offenders and
includes actions taken to avert, end or disrupt the commission of criminal offences.

34 This could include investigations into infectious diseases, contaminated products or the illicit sale
of pharmaceuticals.
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(f) for the purpose of assessing or collecting any tax, duty, levy or
other imposition, contribution or charge payable to a
government department; > or

(g) for any other purpose prescribed by an order made by
Secretary of State™.

5.2 'The authorising officer must also believe that the survg
proportionate to what it seeks to achieve (see 3.3-3.12).

Relevant public authorities

5.3 The public authorities entitled to autho 'se
(including to acquire confidential informatio
anthorisation), are listed in Schedule 1 to th
purposes for which each
surveillance authorisation are out lation of Investigatory
Powers (Directed Surveillance
Soutrces) Order 2010.

e carrying out of directed
thorising officer and requires the personal
r. The Regulation of Investigatory
lance and Covert Human Intelligence
gnates the authorising officer for each different
fficers entitled to act in urgent cases. Where an
on for directed surveillance is combined with a Secrezary of
isation for intrusive surveillance, the combined authorisation
by the Secretary of State.

surveillanc
authority

uuthorising officer must give authorisations in writing, except that
yent cases they may be given orally by the authorising officer or in
ng by the officer entitled to act in urgent cases. In such cases, a
record that the authorising officer has expressly authorised the action

35 This could only be for a purpose which satisfies the criteria set out in Article 8(2) of the ECHR.

36 This could only be for a purpose which satisfies the criteria set out in Article 8(2) of the ECHR.
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should be recorded in writing by both the authorising officer and the
applicant as soon as is reasonably practicable, together with the
information detailed below.

5.6 A caseis not normally to be regarded as urgent unless the time
that would elapse before the authorising officer was available to grant
the authorisation would, in the judgement of the person giving the

anthorisation, be likely to endanger life or jeopardise the investigatio
operation for which the authorisation was being given. An authorisats

own making,

5.7 Authorising officers should not normally be res
authorising operations in which they are directly in
is recognised that this may someti be idabl
the case of small organisations, or wheg@it i
or for security reasons. Where an author: es such an
investigation or operatiog the c le record of
anthorisations (see Chapt i nd the attention
of a Commissioner or Insp vited to it during his
next inspection.

act urgently

Information to
for authorisaiio

authorisation is necessary in the particular case
ds (e.g. for the purpose of preventing or detecting

ties, where known, of those to be the subject of
the surveillance;

® asummary of the intelligence case and appropriate unique
intelligence references where applicable;

® an explanation of the information which it is desired to obtain as a
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result of the surveillance;
¢ the details of any potential collateral intrusion and why the
intrusion is justified;
e the details of any confidential information that is likely to be
as a consequence of the surveillance;
¢ the reasons why the surveillance is considered proporti
what it seeks to achieve;
e the level of authority required (or recommended wherd
different) for the surveillance; and,
® a subsequent record of whether authorisation
by whom, and the time and date this happe

5.9 In urgent cases, the above informat 2 1 orally. In
such cases the authorising officer and applica able, should
also record the following ifformagien in w. g, s soon as is
reasonably practicable (it is hotgec rd further detail):

¢ the identities of those subjec
® the nature of the sur

thorisation was given; and,
rgent cases has given written
it was not reasonably practicable for
ed by the authorising officer should also

Itgent oral authorisations or written authorisations granted by a
who is entitled to act only in urgent cases will, unless renewed,
eease to have effect after seventy-two hours, beginning with the time
when the authorisation was granted.
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Renewals

5.12 If, at any time before an authorisation for directed surveillance
granted by a member of the intelligence services would cease to hav
effect, a member of the intelligence services who is entitled to grant
such authorisations considers that it is necessary for the authorisation t
continue on the grounds of national security or in the interests of
economic well-being of the UK, he may renew it for a further per
of six months, beginning with the day on which it would haye ceas
to have effect but for the renewal.

5.13 If, at any time before any other directed surveﬂla
would cease to have effect, the authorising officer co
for the authorisation to continue for the purpose fo
he may renew it in writing for a further period of th
Renewals may also be granted oral

period of seventy-two hours. The rene
at which the authorisation would have cea
the renewal.

last for a
at the time
but for

5.14 An application for ren ¢ made until shortly
before the authorisation perio end. Any person who
would be entitled to g orisation can renew an authorisation.

5.15 All applications irected surveillance authorisation
should record i ation, or when reasonably practicable
in the case of d orally):

wal or every occasion on which the
cen renewed previously;

es to the information in the initial application;
anthorisation for directed surveillance

b
and value to the investigation or operation of the
so far obtained by the surveillance;
the results of regular reviews of the investigation or operation.

5.16 Authorisations may be renewed more than once, if necessary and
provided they continue to meet the criteria for authorisation. The
details of any renewal should be centrally recorded (see Chapter 8).
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Cancellations

5.17 During a review, the authorising officer who granted or last renewed
the authorisation may amend specific aspects of the authorisfigm, for

example, to cease surveillance against one of a number of na
subjects or to discontinue the use of a particular tactic. T
cancel the authorisation if satisfied that the directed survei

will fall on the person who has taken over the
or the person who is acting as authorising officer
Investigatory Powers (Directed Surveilla
Intelligence Sources) Order 2010).

5.18 As soon as the decisign is taken that
be discontinued, the instr&on ivemto those involved to
stop all surveillance of the su
mentation of any

instruction to ¢ be retained (see Chapter 8).
There is no req tails to be recorded when

practice suggests tha
product obtzai
were achie

be retained detailing the
urveillance and whether or not objectives
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Foreign surveillance teams operating in UK

5.19 The provisions of section 76A of the 2000 Act as inserted by the
Crime (International Co-Operation) Act 2003 provide for foreign
surveillance teams to operate in the UK, subject to the following
procedures and conditions.

5.20 Where a foreign police or customs officer’”’, who is conductin
directed or intrusive surveillance activity outside the UK, needs
enter the UK for the purposes of continuing that surveilla

Director General of SOCA immediately after entr
shall request (if this has not been doge already) that
directed surveillance authorisation b
Act (or RIP(S)A 2000).

5.21 The foreign officer may then
a period of five hours b
the UK. The foreign office
in places to which members o
access, whether on pa
anthorisation, if obtai orise the foreign officers to
conduct such surve ve hour period in accordance
with the gene rOVISI

nduct surveillance for
en the officer enters

t thé$urveillance, however,
tr are permitted to have

37 as de 76(A)(10) of the 2000 Act.

38 With th authority of the country or territory in which it is being carried out and in respect of a
suspected crime which falls within Article 40(7) of the Schengen Convention or which is a crime for the
purposes of any other international agreement to which the UK is a party and which is specified for the
purposes of section 76(A) of the 2000 Act in an order made by the Secrezary of State with the consent of
Scottish Ministers.

39 Being a member of a police force, SOCA, HMRC or a police member of the Scottish Crime and Drug
Enforcement Agency appointed in accordance with paragraph 7 of schedule 2 to the Police, Public
Order and Criminal Justice (Scotland) Act 2006 (asp 10)
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General authorisation criteria

6.1 An authorisation for intrusive surveill by the
Secretary of State — for applications by the inte Ministry
of Defence or HM Forces*’ — or by a senio

designated deputy of the ;ﬁce, S

section 32(6) and 34(6) of t

6.2 In many cases, an investig n using covert
techniques may involv i urveillance and entry on, or

e pirpose of preventing or detecting setious crime*;

other public authority designated for this purpose under section 41(1) of the 2000 Act.

senior anthorising officer or designated deputy of a law enforcement agency shall not issue an authorisation
for intrusive surveillance where the investigation or operation is within the responsibilities of one of
the intelligence services and propetly falls to be authorised by warrant issued by the Secretary of State under
Part IT of the 2000 Act or the 1994 Act.

42 Serious crime is defined in section 81(2) and (3) as crime that comprises an offence for which a person
who has attained the age of twenty-one and has no previous convictions could reasonably be expected
to be sentenced to imprisonment for a term of three years or more, or which involves the use of
violence, results in substantial financial gain or is conduct by a large number of persons in pursuit of a
common purpose.
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® in the interests of the economic well-being of the UK or

® (in the case of the OFT) for the purpose of preventing or detecting
an offence under section 188 of the Enterprise Act 2002 (cartel
offence); and

(b) that the surveillance is proportionate to what is sought to be
achieved by carrying it out.

6.4 When dec1d1ng whether an authorisation is necessary and
proporuonate it is important to consider whether the infor
it is thought necessary to obtain by means of the intrusi
could reasonably be obtained by other less intrusive md

Authorisations Procedures for the police
SOCA, HMRC and OFT - se
officers and designated dep

6.5 The senior anthorising officers for thes
32(6) of the 2000 Act. If the senig ' cer is absent® then,
under section 34(2) of jonn can be given by
the designated deputy as p A of the Police Act
1996, section 5A of the Polic 967 and section 25 of
the City of London Pold

6.6 The sey ce40¥ designated deputy should generally
i 2 i i ever, in urgent cases, oral authorisations
e senior anthorising officer or designated deputy. In an

43 The consideration of an authorisation by the senior authorising officer is only to be regarded as not
reasonably practicable (within the meaning of section 34(2) of the 2000 Act) if he is on annual leave,
is absent from his office and his home, or is for some reason not able within a reasonable time to
obtain access to a secure telephone or fax machine. Pressure of work is not normally to be regarded as
rendering it impracticable for a senior authorising officer to consider an application. Where a designated
deputy gives an authorisation this should be made clear and the reason for the absence of the senior
authorising officer given.
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6.7 Inan urgent case, where it is not reasonably practicable having

regard to the urgency of the case for either the senior anthorising officer or
the designated deputy to consider the application, an anthorisais
be granted in writing by a person entitled to act only in urg@
under section 34(4) of the 2000 Act.*

been neglected or the urgency is of the «
own making,

Jurisdictional conside’a

app/z'mfz'on is ma e force or agency, unless, in
i tion agreement has been

authorisation cannot b the application is made by an
s or OFT respectively.

s carried out in relation to any residential
cannot be granted unless the residential

area of operation of the force or organisation,
the police, a relevant collaboration agreement
ade (see above, on collaborative working).

xcept in urgent cases a police, SOCA, HMRC or OFT

Zsation granted for intrusive surveillance will not take effect until
as been approved by a Surveillance Commissioner and written
notice of the Commissioner’s decision has been given to the person

44 Note that ACPO out-of-hours officers of assistant chief constable rank or above will be entitled to act for
this purpose.
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who granted the authorisation. This means that the approval will not
take effect until the notice has been received in the office of the person
who granted the authorisation within the relevant force or organisati

6.12 When the authorisation is urgent it will take effect from the time it
is granted provided notice is given to the Surveillance Commission
in accordance with section 35(3)(b) (see section 36(3) of the 2000

6.13 There may be cases that become urgent after approval has b
sought but before a response has been recelved from a Su

that it has become urgent since the notification).
anthorisation will take effect immediately.

Notifications to Surveillanc&om

6.14 Where a person grants, renews or
intrusive surveillance, he must, as
give notice in writing t ner, where relevant

which the case is be
should not be ysed Surveillance Commissionet is
satisfied that e s for believing the case to be one of
urgency, hy ash the authorisation.

45 The information to be included in the notification to the Surveillance Commissioner is set out in the
Regulation of Investigatory Powers (Notification of Authorisations etc.) Order 2000; ST No: 2563.
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Authorisation Procedures for Secretary
of State Authorisations

6.16 Intrusive surveillance by any of the intelligence servie
Ministry of Defence or HM Forces* requires the approval o
Secretary of State, unless these bodies are acting on behalf o
public authority that has obtained an authorisation.

6.17 Any member or official of the intelligence services, th
of Defence and HM Forces can apply to the Secrg

intrusive surveillance authorisation. Applications g W

should specify those matters listed below.
(but not renewed) by a

e Secretary of State.

6.18 Intelligence services authorisations m
warrant. Such warrants will generally be gw
of State. In urgent cases, a
senior official, with the expres

d and the purpose of the
e application should specify:

® the reas thotisation is necessary in the particular case
g. for the purpose of preventing or detecting

identities, where known, of those to be the subject of

veillance;

explanation of the information which it is desired to obtain as a

csult of the surveillance;

® details of any potential collateral intrusion and why the intrusion
is justified;

46 or any other public anthority designated for this purpose under section 41(1) of the 2000 Act, such as the
Home Office on the application of a member of HM Prison Service (SI 1126; 2001).
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® details of any confidential information that is likely to be obtained as a
consequence of the surveillance;

® the reasons why the surveillance is considered proportionate to
what it seeks to achieve;

® arecord should be made of whether the authorisation was given or
refused, by whom and the time and date at which this happene

6.20 In urgent cases, the above information may be supplied orall
such cases the applicant should also record the following informat
in writing, as soon as is reasonably practicable (it is not
record further detail):

= the identities, where known, of those subject t
= the nature and location of the surveillance;
= the reasons why the authorising officer or the officer
urgent cases considered the case‘u
written authorisation was given; and/
® the reasons why it was not reasonably
to be considered by the authorigi

Duration of intrusive
Secretary of State

was issued. S at 09.00 on 12 February will
expire on 1 ns (except those granted under
urgency pro i at 23.59 on the last day).

sly authorised by a Secretary of State, but signed by
he urgency procedures, will cease to have
of the second working day following the day of issue
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Duration of intrusive surveillance authorisations
— all other intrusive surveillance authorisations

6.23 A written authorisation granted by a Secretary of State, a 56

day on which it took effect. So an authorisation given at 09
12 February will expire on 11 May. (Authorisations (except
for 72 hours) will cease at 23.59 on the last day).

6.24 Ortal anthorisations given in urgent cases b
sendor anthorising officer or designated deputy, ant
given by those only entitled to act in urg
effect (unless renewed) at the end of the

fof the warrant to be renewed for
he Secretary of State may renew it

a warrant issued by a Secretary of State for any
es, the Secretary of State considers it necessary
newed for the purpose for which it was issued,
ew it in writing for a further period of three months,

ith the day on which it would have ceased to have effect,
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Renewals of intrusive surveillance authorisations
— all other intrusive surveillance authorisations

6.27 If, at any time before an authorisation expires, the senior anthorisi
officer ot, in his absence, the designated deputy considers that the
anthorisation should continue to have effect for the purpose for which
it was issued, he may renew it in writing for a further period of
three months.

6.28 As with the initial authorisation, the senior authorising officer must
(unless it is a case to which the urgency procedure applies e
approval of a Surveillance Commissioner. The renewal
effect until the notice of the Surveillance Commissione

which the authorisation would have *erwi

6.29 In urgent cases, a renewal can ta

this is not before the day on which the «
otherwise ceased to have effect).
Act and the Regulation
Authorisations etc.) Order

Information to b all renewals

ations

O far obtained by the surveillance;
® the results of any reviews of the investigation or operation (see below).

6.31 Authorisations may be renewed more than once, if necessaty, and
details of the renewal should be centrally recorded (see Chapter 8).
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Cancellations of intrusive surveillance activity

6.32 The senior authorising officer who granted or last renewed the
anthorisation must cancel it, or the person who made the applidut:
the Secretary of State must apply for its cancellation, if he is sat1
the surveillance no longer meets the criteria upon which it
authorised. Where the sezior authorising officer or person w.
application to the Secretary of State is no longer available, thi
fall on the person who has taken over the role of sez

6.33 As soon as the decision is taken th
should be discontinued, the instruction
involved to stop the intrusiye surveillance.
was cancelled should be c&

instruction to cease surveilla

C authorisation
documentation of any
ed (see Chapter 8).
tails. However,

¢ when such an instruction was given should be retained for at
ree years (see Chapter 8).

47 See the Regulation of Investigatory Powers (Cancellation of Authorisations) Order 2000; SI No: 2794.

48 This notification shall include the information specified in the Regulation of Investigatory Powers
(Notification of Authorisations etc.) Order 2000; ST No: 2563.
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General basis for lawful activity

7.1 _Authorisations under section 5 of the 1994 Act or

Agency (SOCA), Scottish Crime a?)
(SCDEA), HM Revenue and Custorms
Trading (OFT), or persons acting on t

7.3 In many cases i 1N covert techniques may involve
both directed gffi i nce and property interference. This
can be auth
anthorisation
on commabi

61



This document was withdrawn on 5 April 2016.

Chapter 7
AUTHORISATION PROCEDURES FOR PROPERTY INTERFERENCE

Example: The use of a surveillance device for providing
information about the location of a vehicle may involve some physical
interference with that vehicle as well as subsequent direct
surveillance activity. Such an operation could be authorised ¥
combined authorisation for property interference (under 2

the necessity and proportionality of obtaini
by means of the directed surveillance.

. ot entry
(whether for the purpose ? r for any other
legitimate purpose) into arcas ic in shops, bars,
restaurants, hotel foyers, bloc
which, with the implied ¢ ¢ occupier, members of the

entry on any oth invitation of the occupier.

This is so whateve which the premises are used. If
consent for e obtained by deception (e.g. requesting

orisations under the 1994 Act and 1997 Act are not necessary
blic anthority is acting with the informed consent of a

000 Act depending on the operation.
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Example: A vehicle is fitted with a security alarm to ensure the
safety of an undercover officer. If the consent of the vehicle’s
owner is obtained to install this alarm, no authorisation under th
1997 Act is required. However, if the owner has not provided
consent, an authorisation will be required to render lawful the
property interference. The fact that the undercover officer is aw:
of the alarm installation is not relevant to the lawfulness of the
property interference.

Incidental property interference

7.6 The 2000 Act provides that no petson shall
civil liability in respect of any conduct which is inc
authorised directed or intrusive sugyeillanc ivi

reasonably have been expected to have
legislation.” Thus a person shall not, for
liability for trespass wheggthat i
authorised directed or int#us
anthorisation under the 1994
reasonably have been e

y and where an
available but might not

7.7 Whete an authofisati incidental conduct is not available
or 1997 Act do not apply to the

sation under the 1997 Act are forced to temporarily and
momentarily cross into neighbouring land to bypass an unforeseen
obstruction, before returning to their authorised route.

49 See section 27(2) of the Act
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Samples

7.8 The acquisition of samples, such as DNA samples, fing
and footwear impressions, where there is no consequent 18
damage to property does not of itself constitute unlawful prd
interference. However, wherever it is necessary to conduct g
unlawful property interference to access and obtain thesg
anthorisation under the 1994 or 1997 Act would be approp
anthorisation for directed or intrusive surveillance wou
be relevant to any subsequent information, wh

_ |
obtained as a result of the covert technique. DINA
aig€d, any\Stibsequent

fingerprint or footwear impression has begn o
analysis of this information will not be s
section 48(2) of the 2000 Act. The appro

these cases is likely to be @at i

Example 1: Police wish to ta a public telephone
to identify a suspected cgimi is known recently to have used
the telephon i erprints would not involve
any unlawful p i o authorisation under the

1994 or 1997 Act1 ired. bsequent recording and analysis
of the informagi d to establish the individual’s identity

otherwise be unlawful.

orisations for property interference by the police,
the services police, SOCA, SCDEA, HMRC and OFT

7.9 Responsibility for these authorisations rests with the authorising
officer as defined in section 93(5) of the 1997 Act, i.e. the chief constable
or equivalent. Awuthorisations require the personal authority of the
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anthorising officer (or his designated deputy) except in urgent situations,
where it is not reasonably practicable for the application to be considered

by such person. The person entitled to act in such cases is set out i
section 94 of the 1997 Act.

7.10 Any person giving an authorisation for entry on or interference
with property or with wireless telegraphy under section 93(2) of t
1997 Act must believe that:

® itis necessary for the action specified to be taken for t
of preventing or detecting serious crime™’; and

® that the taking of the action is proportionate to wha
seeks to achieve.

thought necessary to achieve by thefwthori
reasonably be achieved by other meahs.

application by a member or_officer e or agency unless, in
the case of the polic boration agreement has been
made which permit ied.

the police, a relevant collaboration
made which permits this rule to be varied. Unless
agreement applies, an authorising officer may
erference (excluding wireless telegraphy

de the relevant area, solely for the purpose of
cluding replacing) or retrieving any device, apparatus

50 An authorising officer in a public anthority other than the Security Service shall not issue an authorisation
under Part ITT of the 1997 Act where the investigation or operation falls within the responsibilities of
the Security Service. Where any doubt exists a public anthority should confirm with the Security Service
whether or not the investigation is judged to fall within Security Service responsibilities before seeking
an anthorisation under Part I11 of the 1997 Act. Where the authorising officeris the Chairman of the OFT,
the only purpose falling within this definition is the purpose of preventing or detecting an offence
under section 188 of the Enterprise Act 2002 (see section 93(2AA) of the 1997 Act.
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or equipment the use of which within the relevant area has been
authorised under the 1997 Act or 2000 Act. Unless a relevant
collaboration agreement applies, an authorisation for maintcia

private land.

7.14 Any person granting or applying for an authorisation
enter on or interfere with property or with wireless telegra
also need to be aware of particular sensitivities j
where the entry or interference is taking place

officers in the services police, SOCA, SCDEA,
consult a senior gfficer withifisthe pghice forcdih which the investigation
or operation takes place where ghe i cer considers that

officers maintaini
Northern Ireland.

nerally be given in writing by the authorising
cases, they may be given orally by the
cases, a statement that the authorising officer has

[the anthorising officer is absent then an authorisation can be given
ing or, in urgent cases, orally by the designated deputy as

1ded for in section 94(4) of the 1997 Act, section 12(A) of the
olice Act 1990, section 5(A) of the Police (Scotland) Act 1967,
section 25 of the City of London Police Act 1839 or section 93(5) of
the 1997 Act (for SOCA).
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7.17 Where, however, in an urgent case, it is not reasonably
practicable for the authorising officer or designated deputy to consider an
application, then written authorisation may be given by the following:

® in the case of the police, by an assistant chief constable (other than
a designated deputy)”;

® in the case of the Metropolitan Police and City of London Poli
by a commander;

® in the case of MOD police or British Transport Police, by a dep
or assistant chief constable;

® in the case of the services police, by an assistant Provost
the Royal Naval Police) or deputy Provost Marshal (
Military Police or Royal Air Force Police);

® in the case of SCDEA, by a chief constable, his
or assistant chief constable; ’

® in the case of SOCA a person designate

® in the case of HMRC, by a person d
Commissioners of Revenue an

® in the case of the OF.
this purpose.

Information to be

7.18 _Applications to
an authorisation gaus i iting (unless urgent) by a police

officer, Revenu , SCDEA officer, a member of SOCA

or an office 1d specify:

® th ntities, where known, of those who possess the
e subject to the interference;

o ormation to identify the property which the entry or

® th d extent of the proposed interference;

® the of any collateral intrusion, including the identity of

individuals and/or categories of people, where known, who are

51 ACPO out-of-hours gfficers of assistant chief constable rank or above will be entitled to act for
this purpose.

52 This will be an officer of the rank of assistant chief investigation officer.
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likely to be affected, and why the intrusion is justified;
® details of the offence suspected or committed;
® how the authorisation criteria (as set out above) have beengmet;
® any action which may be necessary to maintain any equip
including replacing it;
® any action which may be necessary to retrieve any equig
® in case of a renewal, the results obtained so fat, or a f
explanation of the failure to obtain any results; and
® whether an authorisation was given or refused, b
time and date on which this happened.

7.19 In urgent cases, the above informatign
such cases the authorising officer and the ap
following information in writing, as soon
(it is not necessary to reco,

¢ the identity or identities of ing the property
(where known);
sufficient informatio roperty which will be affected;

® details of th mitted;
the reasons wh . cer or designated deputy

an oral instead of a written

riting to a Surveillance Commissioner, where relevant, in

dance with arrangements made by the Chief Surveillance
ommissioner. In urgent cases which would otherwise have required
the approval of a Surveillance Commissioner, the notification must
specify the grounds on which the case is believed to be one of urgency.
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7.21 There may be cases which become urgent after approval has
been sought but before a response has been received from a

Surveillance Commissioner. In such a case, the authorising officer sho
notify the Surveillance Commissioner that the case is urgent (pointi
out that it has become urgent since the previous notification). In thes
cases, the authorisation will take effect immediately.

7.22 Notifications to Surveillance Commissioners in relation to t
granting, renewal and cancellation of authorisations in respect of ent
on or interference with property should be in accordancg
requirements of the Police Act 1997 (Notifications of 4
etc) Order 1998; SI No. 3241.

Cases requiring prior approval of a
Surveillance Commissioner ’

erence with
sioner has

7.23 1In certain cases, an authorisation f

ournalistic material.

53 Office premises are defined as any building or part of a building whose sole or principal use is as an
office or for office purposes (which means purposes of administration, clerical work, handling money
and telephone or telegraph operation).
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Duration of authorisations

7.24 Written authorisations in respect of entry on or interference with
property or with wireless telegraphy given by authorising offs
cease to have effect at the end of a period of three months b¢
with the day on which they took effect. So an authorisation g
09.00 on 12 February will expire on 11 May. (Authorisatio

those lasting for 72 hours) will cease at 23.59 on the last

7.25 In cases requiring prior approval by a Survei
Commissioner, the duration of a authorisation i
time at which the person who gave the author:
the Surveillance Commissioner had app
presenting the authorising officer with the a
in person or if the authorising officer is unava
notice by auditable electro
approval, this means from th

g the written
ot requiting prior
Zon was granted.

7.26 Written authorisationggi persons specified in 7.16
(section 94 of ora orisations given in urgent
cases by:

iod of seventy-two hours beginning
ook effect.

time before the time and day on which an authorisation
horising officer or, in his absence, the designated deputy

tee months beginning with the day on which the awthorisation
would otherwise have ceased to have effect. Authorisations may be
renewed more than once, if necessary, and details of the renewal
should be centrally recorded (see Chapter 8).
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7.28 Where relevant, the Commissioners must be notified of renewals
of authorisations. The information to be included in the notification is
set out in the Police Act 1997 (Notifications of .Authorisations etc)
Order 1998; SI No: 3241.

7.29 If, at the time of renewal, criteria exist which would cause an
anthorisation to require prior approval by a Surveillance Commissi
then the approval of a Surveillance Commissioner must be sough
before the renewal can take effect. The fact that the initial authoris.
required the approval of a Commissioner before taking
not mean that its renewal will automatically require su

Cancellations ‘

7.30 The senior anthorising officer who gr
anthorisation must cancel it if he is satisfie
longer meets the criteria gpon w, i

are satisfied that, at any time after an awthorisation
ed, there were no reasonable grounds for believing

may ordé#the destruction of records, in whole or in part, other than
any that are required for pending criminal or civil proceedings.
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Retrieval of equipment

7.33 Because of the time it can take to remove equipment f om a
person’s property it may also be necessary to renew an au. '
order to complete the retrieval. The notification to Commiss
such a renewal should state why the operation is being or
stopped, why it has not been possible to remove the equif
where possible, a timescale for removal.

7.34 Where a Surveillance Commissioner quashgs
authorisation or renewal, he will, if there are reag
doing so, order that the authorisation remain ef
period, to enable gfficers to retrieve anythj
virtue of the authorisation. He can only do
renewal makes prov151on for this. A decisi
Commissioner not to give

appeal to the Chief Surveilla

Ceasing of
property or

tel€graphy. The time and date when such an
uld be centrally retrievable for at least three

ipplication for a warrant must be made by a member of the
gence services for the taking of action in relation to that agency.
ddition, the Security Service may make an application for a warrant
0 act on behalf of the Secret Intelligence Service (SIS) and the
Government Communications Headquarters (GCHQ). SIS and
GCHQ may not be granted a warrant for action in support of the

prevention or detection of serious crime which relates to property in
the British Islands.
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7.37 The intelligence services should provide the same information as
other agencies, as and where appropriate, when making applications for
the grant or renewal of property warrants.

7.38 Before granting a warrant, the Secretary of State must:

® think it necessary for the action to be taken for the purpose of
assisting the relevant agency in carrying out its functions;

® be satisfied that the taking of the action is proportionate to wh
the action seeks to achieve;

® take into account in deciding whether an awthorisation
and proportionate is whether the information whic
necessary to obtain by the conduct authorised
reasonably be obtained by other means; and

® be satisfied that there are satisfactory arrangeme
the 1994 Act or the 1989 Act in ect i
material obtained by means of the
obtained will be subject to those arra

Renewals of intelli

7.39 A warrant shall, unless ave effect at the end of
the period of six mon i with the day on which it was

issued (in any other case).

7.41 'The Secretary of State shall cancel a warrant if he is satisfied that the
action authorised by it is no longer necessary.
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7.42 The person who made the application to the Secretary of State must
apply for its cancellation, if he is satisfied that the warrant no longer

meets the criteria upon which it was authorised. Where the Rerson
who made the application to the Secretary of State is no longer 3
this duty will fall on the person who has taken over from th
who made the application to the Secretary of State (see the Reg
Investigatory Powers (Cancellation of Authorisations) Ord
SI No: 2794)

in order to complete the retrieval. Applicat
renewal should state why igfis, bei has
has not been possible to remo
removal, where known.

ary of State for
closed down, why it
and any timescales for
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Centrally retrievable records of authorisations

Directed and intrusive surveillance authorisation

8.1 A record of the following information pertaisi
anthorisations shall be centrally retrievable within eagh pu

for a period of at least three years from the ending of@ach « ation.
This information should be regula pda an authorisation
is granted, renewed or cancelled and s d be ilable to the
relevant Commissioner or an Inspector the Off Surveillance
Commissioners upon re

the type of authorisatio
the date the authorisation
name and rank/gra
the unique refere
or operation;
the title of i igati peration, including a brief

has been renewed, when it was renewed and who
wal, including the name and rank/grade of the

riso ol

t estigation or operation is likely to result in
@1 fidential information as defined in this code of practice®;
¢ anthorisation was granted by an individual directly

involved in the investigation;*
® the date the authorisation was cancelled.

54 See Chapter 4
55 See paragraph 5.7
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8.2 The following documentation should also be centrally retrievable
for at least three years from the ending of each authorisation:

® a copy of the application and a copy of the authorisation tog€sher with
any supplementary documentation and notification of th
given by the authorising officer;

a record of the period over which the surveillance has
the frequency of reviews prescribed by the authorising 0

supporting documentation submitted whe
was requested;

® the date and time when any instructio
was given;

® the date and time Wher‘y

anthorising officer.

t periodic reviews of the authorisation;

of every renewal; and

time and date when any instruction was given by the
horising officer to cease the interference with property or
with wireless telegraphy.
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HANDLING OF MATERIAL AND USE
OF MATERIAL AS EVIDENCE

Use of material as evidence

9.1 Subject to the provisions in chapter 4 of this
obtained through directed or intrusive surveillan
interference with, property or wireless telegraphy,
evidence in criminal proceedings. " admadssibility
governed primarily by the common Tawgthe

section 78 of the Police and Criminal
Human Rights Act 1998.

9.2 Any decisions by a i mis 1 in respect of
granting prior approval for i nce activity or entry on,
or interference with, propert telegraphy, shall not be
estioned in any court.”’

t the Data Protection Act 1998 and any relevant
e produced by individual authorities relating to the

56 and section 76 of the Police & Criminal Evidence (Northern Ireland) Order 1989
57 see section 91(10) of the 1997 Act
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9.4 Where the product of surveillance or interference with property
or witeless telegraphy could be relevant to pending or future criminal or
civil proceedings, it should be retained in accordance wit
disclosure requirements®® for a suitable further period, com
to any subsequent review.

9.5 There is nothing in the 2000 Act, 1994 Act or 1997
prevents material obtained under directed or intrusive su
or property interference authorisations from being used to
other investigations.

Law enforcement agencies

r attention
ed under the

9.6 In the cases of the law enforcement
is drawn to the requirements

Criminal Procedure and I&
material which is obtained in
and which may be relevant to t
and retained.

inal investigation
ust be recorded

encies are responsible for ensuring that

ino that no information is stored by the
y for the proper discharge of their
esponsible for arrangements to control

e intelligence services, this is a statutory
ct and the 1994 Act.

itary Police and the Royal Air Force Police), particular
ais drawn to the Criminal Procedure and Investigations Act
ode of Practice) (Armed Forces) Order 2008, which requires
e investigator retain all material obtained in a service
vestigation which may be relevant to the investigation.

58 For example, under the Criminal Procedure and Investigations Act 1996.
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Commissioner to keep under review (with the assistanc
Surveillance Commissioners and Assistant Surveillance
the performance of functions under Part I1T of the,199
Part I of the 2000 Act by the police (including th
forces, the Ministry of Defence Police and the Brit
Police), SOCA, SCDEA, HMRC the
in Schedule 1 of the 2000 Act and the
Powers (Ditrected Surveillance and Co
Sources) Order 2010 and, in Nort Ire officials of the

10.2 The Intelligence Serv’
independent oversight of the

1’s remit is to provide

s contained within Part
the Security Service, Secret
Intelligence Servic inistry of Defence and

HM Forces (ex: police forces, and in Northern
Ireland offici ini Defence and HM Forces).

the exercise of any of the Commissioners’
uty of any person who uses these powers to comply
by a Commissioner to disclose or provide any

by the € Surveillance Commissioner and other Commissioners
apply also to Inspectors and other members of staff to whom such
functions have been delegated.
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COMPLAINTS

11.1 The 2000 Act establishes an independent Trib
will be made up of senior members of the judicia
profession and is independent of the Governry
full powers to investigate and decide any case
This Code does not cover the exercise o
Details of the relevant complaints proced

the following the followir‘ddr

Investigatory Powers Tridlunal
PO Box 33220

London
SWLH 9
& 0207035
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GLOSSARY

Application A request made to an authorisiag of

Authorisation

oved by the authorising officer.

Authorisi fficer erson within a public authority who
1s entitled to grant authorisations under
the 2000 or 1997 Acts or to apply to the
Secretary of State for such warrants.
Should be taken to include senior
authorising officers.

information Confidential personal information (such
as medical records or spiritual
counselling), confidential journalistic
material, confidential discussions
between Members of Parliament and
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their constituents, or matters subject to
legal privilege. See Chapter 4 for a
full explanation.

Legal privilege Matters subject to legal privileg

defined in section 98 of the 198
This includes certain comry
between professional legal

Public authority

Private information ’An
relati

not just the subject(s) of an investigation.

Member n employee of an organisation, or a
person seconded to that organisation
(for example, under the terms of section

24 of the Police Act 1996).

An officer of a police force, HMRC or
the OFT, or a person seconded to one
of these agencies as an officer.

ary of State Any Secretary of State (in practice this
will generally be the Home Secretary).

enior authorising officer A person within a public authority who
is entitled to grant intrusive surveillance
authorisations under the 2000 Act or to
apply to the Secretary of State for such
warrants. See also Authorising officer.

82



This document was withdrawn on 5 April 2016.

Services police

Warrant

™

Chapter 12
GLOSSARY

The Royal Naval Police, Royal Military
Police or Royal Air Force Police.

A type of authorisation granted by a
Secretary of State following an

application for intrusive surveillance
property interference under the 199
1997 or 2000 Acts.

N
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ANNEX A
Authorisation levels when knowled
of confidential information is likely
be acquired

Relevant Public Authority

Police Forces:

Any police force maintained under
section 2 of the Police Act 1996
(police forces in England
Wales outside London)

Any police force mamtalnd un hief Constable

ssistant Commissioner

Commissioner

Deputy Chief Constable

Chief Constable

Provost Marshal

Provost Marshal

Provost Marshal

e Serious Organised Deputy Director
Crime Agency
The Serious Fraud Office A Member of the Senior Civil

Service or Head of Domain
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Relevant Public Authority Authorisation level

The Intelligence Services:

The Security Service Deputy Director General

The Secret Intelligence Service A Director of the Secret
Intelligence Service

The Government A Director of GCH

Communications Headquarters

HM Forces:

The Royal Navy

The Army

The Royal Air Force

The Commissioners for
HM Revenue and Cu

The Department for
Environment, Food
Rural Affairs:

DEFRA Investi i ead of DEFRA
Investigation Services

Head of DEFRA Prosecution
Service

Head of DEFRA
Prosecution Service

The Medicines & Healthcare Chief Executive of the Medicines
Products Regulatory Agency & Healthcare Products
Regulatory Agency
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Annex A

Relevant Public Authority Authorisation level
The Home Office:

The UK Border Agency Strategic Director of th
Border Agency, or (in Ja
absence) Director o
Border Agency Intel
Directorate

The Ministry of Justice

The Northern Ireland Office:

The Northern Ireland ¢ Deputy Director
Prison Service A in the Northern
reland Prison Service

The Departm
Innovation and

irector of Legal Services A

The Welsh Head of Department for Health
Governm & Social Services, Head of
Department for Health & Social
Services Finance, Head of Rural
Payments Division, Regional
Director or equivalent grade in
the Care & Social Services
Inspectorate for Wales

\ nty council or district ~ The Head of Paid Service, or
aeil'In England, a London  (in his/her absence) the
bofouigh council, the Common person acting as the Head
ouncil of the City of London in of Paid Service
its capacity as a local authority,
the Council of the Isles of Scilly,
and any county council or
borough council in Wales
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Relevant Public Authority

Annex A

Authorisation level

The Environment Agency

Chief Executive of the
Environment Agency

The Financial
Services Authority

Chairman of the Financial
Services Authority

The Food Standards Agency

Head of Group, or Deputy C
Executive or Chief

The Health and Safety
Executive

NHS bodies in England
and Wales:

A Special Health Authorit
established under section 28

or section 22 of the
Health Service

irector of the NHS
raud and Security
anagement Services Division of
NHS Business

Services Authority

Deputy Registrar and Director

of Regulation

Chief Executive of

Jobcentre Plus

The Royal Mail Group Ltd, by
virtue of being a Universal Service
Provider within the meaning of
the Postal Services Act 2000

Director of Security

87



This document was withdrawn on 5 April 2016.

Notes

‘N
\
™

Printed in the United Kingdom for TSO
N2351478 C15 3/10



This document was withdrawn on 5 April 2016.

This code of practice provides guidance and rules on
authorisations for the carrying out of surveillance
(directed surveillance and intrusive surveillance)
under Part 2 of the Regulation of Investigatory
Powers Act 2000 and for interference with property
or with wireless telegraphy under Part 3 of the Police
Act 1997. It sets out the various authorisation
procedures to be followed for the grant, review,
renewal and cancellation of authorisations, as well
as special rules for authorisations in respect of
confidential and legally privileged information.

The code is aimed primarily at members of public
authorities involved in making applications for the
grant of authorisations and those persons

designated to grant authorisations.
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