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Description
FIELD OF THE INVENTION

[0001] This invention relates to the fleld of remole data
access and, more particularly, to techniques for autode-
struction of data avallable on a remale device that has
been compromised and is subject to be used by a user
withaut authorizatlon.

BACKGROUND OF THE INVENTION

[0002] Data accessibility and consislency are fre-
guently significant concerns for computer users. YWhen
a roaming user who has traveled to a remote location
needs to revisw or manipulate data such as e-mails or
documents, the roaming user must either carry the data
to the remote location ar access a workstatlon remolely.
Because maintaining a true copy of a databass contain-
ing the necessary data can be a cumbersome pracess,
system designers have developad various technigues for
connecting a remote device across a computer network
to a server storing the data,

[0003] Milllons of peopie, induding emplayees of com-
panies and organizations, use remote access technology
for communication of data in the performence of their
jobs. Compantes and organizations are often under pres-
sure for finding ways to rapidly and cost-effectively con-
nect mobile employees to key organizational information
utillzing existing and often dlsparate communications
pletforms and devices. Resolving lhe Issues of access,
synchronization, and security regarding remote access
technalogy may be crucial to these organizations.
[0004] The use of remote access technology far com-
munlcatlon of data may be ane of the factors leading to
the increasing importance of synchronization technolo-
gy. When copies of the same data resides In more than
one place, as the value of a copy of this data at one of
these places Is changed, the value of tha copy of the
same data at other locations must be updated to reflect
the most recent change. Synchronization process refers
to a process of updating data values lo reflect the most
recant changes in the value. For example, a data value
may be madified by the remote user by Input of a new
value to the remole device. By using the process of syn-
chronization the value of copies of the sams data at the
server location is modified to reflect the change at the
remote device. Data values may alsa he changed at the
server location. In that case, the process of synchroni-
zation Is needed to modify the values of the correspond-
ing capies of data at the remote deyice in order lo reflect
the change at the server location. In shart, the synchro-
nization process may be used to updale old values of
data to become equal to the new values.

[0005] Synchronization of emall over the Internet and
generic synchronization of other workplace data such as
flies, contacts, and calendars is handled with approptiate
applications. As users rely on multiple Intelligent devices,
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that may be located at different places, to communicate
and organize their key data, they need to synchronize
the data collected at or communicated from different plac-
as to make sure Lhat they have access to the most up ta
date versian of data. Frequently, facilitaling access and
updating the remate user’s data lhrough synchronization
allows the remote device to be in possession of the most
up-to-date data available at the server housing the data
base. Synchronization also allows transmission of any
changes to the data at the remote site back to the server.
As such, the user in control of a remote device that is in
communication with the central repositary for the data at
the server may cause modification of the data available
on the server.

[0006] Because through synchronization changes to
data by a remote user may cause changes to the data
at the central reposltory, unautharized change in the data
al the remote location endangers the data at the central
repositary. In some example scenarios, the remote de-
vice may be lost or stolen or the user in control of the
device may lose authorized status. In any scenario where
the remate device falls in unauthorized hands, both the
data on the remote device and the dala at the server are
in danger of being used without authorization, falsely
modified, or deleted. Any of these evenis may at lhe least
cause delay and loss of business and at the most prove
catastraphic to the viability or the business of the organ-
Ization. While transmissive encryplion technologies may
be used to ensure privacy of datain transit; transmissive
encryption is usuglly irrelevant to the securily measures
that are needed in the case that the remote device itself
is campromised or the remate user loses autharized sta-
tus.

[0087] WO 0212985 A2 describes a system including
a personal data device which stores personal data. The
personal data is synchronized with data stored at a re-
mote database server. If the personal data device is re-
ported missing, the database server synchronises the
data stored on the database server and sends a signal
to the personal data device ta delete the data hald on tha
device.

{0008] US 5748084 A1 describes a computer config-
ured with a radio iransmitler thal is capable of receiving
control commands In the event that the computer has
been stolen, and, dependlng on the content of the cantrol
commands, to perform varlous data handling operalions
on the computer, such as deletion and/or transmission
of data to a remote location.

SUMMARY OF THE INVENTION

[0009]) Methods, a mobile device and a computer pro-
gram for use in controlling access to data are provided
In accordance with the appended claims.

[0010] Embodiments of the presenl invention provide
a method, a syslem, and a computer program product
for a user In charge of the data at an establishment, such
as a company, a gavernmenl agency, a private club, etc.
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to prevent misuse of data onh a remote device that is in
communication with a global server system at, for exam-
ple, a central location of the establishment If the remote
device has been compromised or the user of the remote
device loses autherized status.

[0011] In an embadiment of the present Inventlon, &
method for erasing data from a compromised remote de-
vice is disclosed that comprises a) exchanging data with
aremate device via a network, wherein the remote deyice
has one or more lypes of data stored therein; b) receiving
an indication that the remote device |s compromised; ¢)
selecting at least one of the one ar more types of data
for erasure in the remote device; and d} transmitling an
order lo erase data to the remote device via the network,
In this embaodiment, the arder identifies the at one lease
lype of data to ba erased in the remote device and data
of the type of data identified by the order is erased in the
remote device upan receipt of the order by the remote
device.

[06012] Other embodiments of Lhis invention may in-
clude a system for autodestruction of data on a remote
device (remote deyice data) thal is in communicalion wilh
a server storing copies of lhe same data (server dala)
comprising 2 global server for storing and manipulating
server data and remote device data and one or more one
remote device for storing and manipulating remole de-
vice data. The global server and the remote devicas are
capable of communicating via a netwaork. The serverdala
includes non-synchrenized and synchronized type daia.
The remole device data includes non-synchronized and
synchronized type dala as well. The global server In-
cludes a datastore for storing server data, a remole ge-
cess server for communicating with the remote devices,
and a synchranizalion server for communicaling with the
remote devlces. The remote device server In turn has an
autodestruct server for automatically destroying naon-
synchronized type remote device data and the synchro-
nization server In turn has an autodestruct server for au-
tomalically destroying synchronized type remote device
data. The ramate devices include a datastare for storing
remote device data, a remole access clignt for commu-
nicating with the remote access server, and a synchro-
nization client for communicating with the synchroniza-
tion server. The remole access client has anautodeslruet
cllentfor automatically destroying non-synchronlzed type
remote device data; and the synchranization client has
an autodestruct client for automatically destroylng syn-
chronized type remote device data. The communication
between the remote devices and the server comprises
of communication betweenthe remote access serverand
the remote acecess client,

[0013] Inanother embodiment of the invention, the au-
todestruct server may further comprise an erasure con-
troller for controliing which remote device data is to be
destroyed, a remote device connection severing reques-
tor for requesting the remote device to sever its connac-
tion with the network, and a server connection severing
engine for severing the connection between the glabal
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server and the network,

[0014] In another embodiment, the autodestruct client
may further comprise a data tracker for keeping track of
data transfers and remembering the final location where
data is stored, a data eraser for erasing all or parts of
remote device data, a reformatter for reformatiing the
remole device, and a remole device connection severing
engine for severing the connection of the synchronization
client ar the remote access clienl with the netwark.
[0615] The embodiments of this invention include a
method for autodestruction of data by stering dala in at
least one category of data, in a server, each category of
data stored in the server (server data) being either of a
non-synchronized type or of a synchronlzed type, storing
data in at least one category of data in a remote device,
each category of data stored in the remote device (ramote
device data) being eilher of a non-synchranized type, of
a synchronized type, ar of a personally owned lype, com-
municating the non-synchronized type data via a remote
access connection between a remole access server of
the server and a remote access client of the remote de-
vice, Iracking the location, category, and type of each
server data and each remoie device data, sxecuting a
process of synchronization, being referred to as a syn-
chronization event, receiving an indication marking at
least one category of data, or alternatively at least one
type of data, in the remote device for destruction er re-
ceiving an indication marking al least one lype of data in
the remote device for desiruction, and requesting the re-
mote device to activate a sst procedure, lo destroy the
al least one calagory of data that is marked for destruc-
tion.

[0016] In one embodiment, the values of the server
data and remole device data may include a time stamp
indicating the time the vaiue was Iast modified.

[0017] In ancther embodiment, the type of a category
of data may be changed from the synchronized type to
the non-synchronized type. Synchronized data catego-
ries whose type is changed to non-synchronized may
includa applications and limesheet data. The lype of a
category of data may also be changed from a non-syn-
chronized type ta the synchronized type. Examples of
synchronized data categories whose lype is changed to
non-synchronized Include applications and timesheet
data.

[0018] The categories of dala may include at least one
of a calegory of e-mail data, a category of calendar data,
a category of fila data, a category of bookmark data, a
category of task data, a category of sales force automa-
tlon data, a category of customer relations management
data, a category of carporale directory data, a category
of personal information manager data, and a category of
applications dala.

[0019] The non-synchronized data categories include
employee salaries and passwords, and the synchronized
data calegories include calendar data and corporate di-
rectory data.

[0020] In other embadiments, the change In the type
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of dala may be communicated to the tracker by a user in
charge of changing the type of data, where the change
in the type of data Is faund out by the tracker during a
subsequent synchronizallon evenl.

[0021] Synchronization may ulilize the time slamps lo
determine the most recent dala value carresponding to
each date, where synchronizing the synchronized type
data includes updating vaiuss of synchronized type data
at one location if a corresponding value Is maodlfied at the
other localion, to reflect the mast recent madification of
the value of the data, on the synchronized type data via
a synchronization cannectlon between a synchronization
server of the server and a synchrenization client of the
remote device. Synchrenization may accur automatical-
ly, without initiation by auser. Synchranization may occur
at predetermined times. Synchronization may cecur pe-
riodically, it may accur upon detecting a change in a data
value al the remote device, upon detecting a change in
3 data value at the server system, or upon instructions
from 8 user.

[0022] Inother embodiments, destruction may Include
complele erasure of he remote device dala marked for
destruction, tagging of the remote device data marked
for destruction, or painting to the remote device data
marked for destruction.

[0023] In ather embodiments, the set procedure may
comprlse deslroying lhe synchranized type data an lhe
remole device; requesting the remaie davice lo reformal;
requesting erasure of personally owned dala en the re-
mote device; requesting erasure of applications on the
remote device; requesting erasure of non-synchronlzed
data on the remota device; requesting srasure of syn-
chranized data on the remote device; requesting encryp-
tion of alldata, synchronized type daia, personaliy owned
data, non-synchronlzed data and/or appllcatlons on the
remote device; severing the remote access cannection
between lhe remote device and the serve; severing the
synchronizatlon connection between the remote device.
and the server; and/or severing both the remole access
connection and the synchranization cannection betweaen
the remote device and the server.

[0024] tn other embodimenls, reformatting at the re-
mate device may comprise requesting erasing all data
from the remote device and severlng the communication
between the server and the remote device, and leaving
the operating system of the remate device intact so that
the remote device remalns a thinklng machine.

DESCRIPTION OF SEVERAL VIEWS OF THE DRAW-
INGS

[0025] The following figures depict examples of vari-
ous syslems and methods in accordance with embodi-
ments of the present invention:

FIG. 1 is a block diagram lllustrating a network sys-
tem;
FIG. 2 is a block diagram illustrating an example of
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FIG. 3 is a block diagram illustrating examples of
categories of server datathatmay be slored as either
synchronous or nan-synchronous type data in lhe
global server system;

FIG. 4 Is a block diagram illustrating types of server
dala;

FIG. 5is a block diagram illustrating types of remote
device data;

FIG. 6A is a block diagram illustrating an autode-
struct server system,

FIG. 6B is a block diagram illustrating an encryption
server system;

FIG. 7A is a black diagram illustraling an autode-
struct client system;

FIG. 7B is a block diagram illustrafing an encryption
client system;

FIG. BA and FIG, 8B together depict a flowchart il-
lustrating an example process for aulomatically de-
straying data and applications on a remate device
and severing the connection of lhe remote device to
the server syslem; and

FIG. 9A and FIG. 98 depict flowcharts lllustrating an
example pracess for automatically destroying data
and applications on a remote device and severing
the connection of the remote device lo the server
syslem.

DETAILED DESCRIPTION

[0026] The statement ofthe problem in the Background
sectlan makes ciear that a system and method are need-
ed for preventing the unauthorized use of data on a re-
mote device that is in communication with a central re-
pository of data such as a server system. Asystem, meth-
od, and computer program product are presenled here
that address the problem of unauthorized access (o data
onaremate device oron a serverthatls Incommunication
with the remate device.

[0027] FIG. 1 is a block diagram illustrating a netwark
system 100 in accordance with an embodiment of the
presentinvantion, As depictedin FIG. 1, the network sys-
tem 100 includes a glabal server system 110 thal is in
communication with ane or more remote devices 120 via
a network 150. The server system 110 may be coupled
to the network 150 via any type of suitable connection
such as wireless or wired (fiber-optics, coaxial cable, IS-
DN, copper wire, ete.) connections. Similarly, the remote
devices 120 may be coupled to the network 150 via any
suitable connection. Optionally, the remote device 120
and the server system 110 may be connected via direct
wired or wireless conneclion. As such, the remote devic-
es 120 may be mobile or stationary. Mobile devices are
those that are portable and easily carried around by the
user. Examples of moblle devices include mobile tele-
phones, palm pilats, and laptop computers. The remote
devices 120 may be in communication with other remota
devices utilizing the network 150.
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[0028] It should be noted that the embodiments of this
invention are capable of providing access lo a broad as-
sortment of remote devices that may be stationary or
mabile computing devices and wark with the mast widely
used enterprise messaging applicalions such as Micro-
soft Qutlook and Lotus Notes. Exampies of suitable net-
works 150 include WAN (Wide Area Networks), LAN {Lo-
cal Area Networks), telephone networks, the Internet, or
any olher wired or wireless communication netwark.
[0029] The global server system 110 may include a
server datastore 130, a remote access server 116, and
a synchronization server 118, The server datastore 130
may be usedto store server data 115 thatis synchronized
with remote device data 121 or otherwlse accessed by
the remole device 120, The remole access server 116
further inciudes an autodestruct server 117, an encryp-
tlon server 150, and a set procedures flle 170. The syn-
chranization server 118 further includes an autodestruct
server 119, an encryption server 152, and a set proce-
dures file 175.

[0030] The remole device 120 may similarly include
remote device dalasiore 135, aremote aceess client 122,
and a synchronization clienl 124. The remotc device da-
tastore 135 may be used to store remots device data
121. The remote access cllent 122 further includes an
autodestruct client 123 and an encryplicn client 160. The
synchrenization client 124 further includes an aulode-
struct client 125 and an encryptian cllent 162.

[0031] The remate access server 116, the synchroni-
zalion server 118, lheremote access clienl 122, the syn-
chronlzation client 124, and the securily systems (nol
shown) of the server system 110 and those of the remate
device 120 May support any suitabie protocol that may
for example include WAP {(Wireless Appiication Proto-
col), WML {Wireless Markup Language), HOML (Hand-
held Device Markup Language), SMS (Shart Message
System), HTML (Hypertext Markup Language), HTTP
(Hypertext Transfer Pratocoal), andior SMTP {Simple Mait
Transfer Protocal).

[0032] The remote access server 116 resides on the
server system 110, that may for example be located at
a central location such as an organization's headquarter,
and the remote access client 122 resides on the remote
device 120, for example at a roaming user's end, The
remote access client 122 permits the remate device 120
to access the server data 115 via the remote access serv-
er 116,

[0033] Coples of the same dala 115/121, or subsets
thereaf, may reside on the server 110 and the remote
device 120 respectively. When copies of the same data
reside in more than one place, as tha value of this data
at one of these places is changed, the value of the copy
of the same datia at olher locations must be updated to
reflect the most recenl change. A synchronization proc-
ess may be used lo synchronize the data, i.e., to update
old values of data to hecome equal to the new values.
[0034] The synchronization server 118 resides on the
server system 110 while the synchronization client 124

10

18

25

35

40

45

50

55

resldes on each remate device 120. The synchronization
server 118 and the synchronization client 124 operate to
synchronize the copies {or subset(s)) of the data 115 on
the server 110 with the copies (or subset(s)) of the same
data 121 on the remote device 120. A synchronization
process may be executed automatically without any ini-
liation from the user. For example, the synchronization
server 118 and the synchronizalion client 124 may be
set to execute the synchronization process al preset
times, al preset intervals, or upon detecting a change in
the data on one side. As another option, synchronization
may be executad upon user instruction, Every time the
synchronization process is executed, a synchronization
event occurs, A synchraonization event, thus, may occur
at presat time intervals, every time data values at one
end ars changed, every time a user at ane end wishes
it, or accarding to some other criterla.

[0035} The synchronization server 118 and the syn-
chronization client 124 operate to replace the older data
values with the carresponding newsr data values. Older
data values may be distinguished from newer values us-
ing various methods such as lime stamps. If, for example,
each data value s further qualified with a time stamp, the
synchronization server 118 and synchronization client
124 may use a comparison between the lime stamps fo
identify the later dala value and update the earlier data
value toreflect the latest modifications tothe value. Using
the time stamp, the synchronization server 118 or client
124 selects the later data value that may replace the ear-
lier version.

[0036] Ilustrative examples of synchronization
schemes that may be utilized for carrying out a synchro-
nizatlon process are disclosed In U.S. Patent No.
6,023,708, titled "System and Method for Using a Global
Translator to Synchronize Workspace Elements Across
aNetwork," by Mendez et al., U.S. Patent No. 6,151,606,
litled "System and Method for Using a Workspace Data
Manager to Access, Manipulate and Synchronize Net-
wark Data,” by Mendez, and U.S. Patent No. 6,085,192,
titled "System and Method for Securely Synchronizing
Multiple Copies of a Workspace Element in a Network,"
by Mendez ot al., all of which are incorporated by this
reference,

[0037] The autodestruct server 117 of the remote ac-
cess server 116 transmits erasure and other commands
lo the autodestruct client 123 of the remote access client
122 when a user of the remote device 120 losas author-
ization to use the device 120 or when the device 120 Is
compromised (e.g., lost, stolen). The commands can be
included In a set procedures file 170 that indicates lhe
procedures to follow. In 2n embodiment, the remote ac-
cess client 122 erases a subset of data in the remote
device data 121 that includes data remolely accessed
from the remote access server 116 butis not necessarily
synchronized with server data 115, Alternatively, the sub-
set of data can be thought of as one-way synchronized,
l.e., changesin the corresponding subset ofdata in server
data 115 leads to an update the subset in the remote
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device data 121, bul nol vice versa, An example of this
subset can include corporate directory data. The remote
access client 122 can also erase personal data and ap-
plications in the remote device data 121. Other cam-
mands in the set procedures file 170 can include format-
ting commands, communicalions iink severance com-
mands, encryption commands, copying, etc, In anolher
embadimenl of the inventlon, the autodestruct server 117
can instruct the auntodestrucl client 123 to firsl transmil
specified data (e.g., nan-synchronized andfor personal
data) to the server datastore 130 for storage and then
instruct the autodestruct cilent 123 to erase the data. The
autodestruct server 117 and client 123 will be discussed
In further detail below.

[0038] The encryption server 150, in conjunctian with
the autodesfruct server 117, can transmit instructions in
the set procedures fite 170 to the encryption client 160.
Instructions for the encryption server 150 can include en-
crypting all or a subsel of data from remate device data
121, lhereby preserving the data but preventing an un-
authorized user from accessing the remole device data
121 un the remole device 120. IT the remole device 120
is recovered, the encrypted data can be decrypted and
accessed, | the data is extremely sensitive and therefore
the risk of misuse if decrypted very high, the autodestruct
server 117 can instead instruct the autodestruct client
123 lo erase the data instead of the encryption server
150 instrucling the encryption client 160 ta encrypt Lhe
data. In an alternalive embodiment, the data can first be
encrypted and then erased sc that if the erased dala is
somehow recovered, it will still be in an encrypted format.
The encryption server 150 and the client 160 will ba dis-
cussed in further detail balow.

[0039] The autcdestrucl server 119 and the encryption
server 152 are substantially similar to the autodestruct
server 117 and the encryption server 119 but generally
operate to transmit Instructions to the autodestruct client
125 and the encryption client 162, which act upon syn-
chronized dala in the remote device data 121in substan-
tially simlifar fashian to the autodestruct clisnt 123 and
the encryption client 160. The sat procedures file 175
can be subsiantlally similar to set procedures flle 170 but
may include different instructions because of the nature
of the data acted on by the synchronization client 124. It
will be appreciated by ane of ordinary skl in the art that
the remote access server 116 and the synchronization
server can be combined into a single unit that transmlts
Insiructions te the remote device 120 to operate on the
remote device data 121. The single unlt can transmit in-
siructions to the remole device 120 o operate on ali re-
mate device daia 124 In a similar manner or to operate
on the data 121 based on lype (e.g., synchronized,
non-synchronized, persanal, ete.). Simlilarly, in an em-
bodiment of the invention, the remote access client 122
and the synchronization client 124 can also be combined
into a single unit to operate on the remate device data
121 based con data type. The remote device data and
types will be discussed In further detail below In conjunc-
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tion wilh FIG. 3 and FIG. 5.

[0040] In an embodiment of the invention, the remote
access client 122 and the synchronization clienl 124 of
the remote devlce 120 can each include a set procedures
file 180 and 185 respectively. The set procedures files
180 and 185 are substantially similar to the set proce-
dures files 170 and 175 and are used when the remote
device 120 seli-initiates an autodestruct and/or encryp-
tion routine. The remote device 120 can self-inltiate the
procedures when it has determined that It has been com-
promised. For example, the remote device 120 can re-
quire the regular input of a code. If the scheduled input
of the code is missed or if the inputted code is incorrect,
this could indicate the device 120 has been compromised
and therefore the remote device data 121 or a subset
thereof needs to be encrypted ar erased. This can be
useful in situations when the remote device 120 has been
compromised but is natin contact with the global server
systemn 110 and so the system 110 cannot initiate pro-
cedures in the set procedurss files 170 and/or 175.
[0041] During operation of the network syslem 100,
the remole device 120 accesses data from the global
sorver system 110. For non-synchronized data, lhe re-
mote access client 122 interacts with the remole access
server 116, For synchronized data, the synchronization
client 124 interacts with the synchronization server 118
to exchange data according to synchronizalion process-
es known in the art. Synchronization between the server
118 and the client 124 can occur at regularly scheduled
intervals or can be manually initlated by a user of lhe
remote device 120 or the operator of the giobal server
system 110.

[0042] Iftheremotedevice 120 has been compromised
(2.9., lost, stolen, or the user is no lenger authorized to
gccess data), the remote access server 116 and the syn-
chronization server 118 can transmil instructions to the
remote access client 122 and the synchronization elient
124 respectively of the remote device 120 lo encrypt
and/or erase all or subsets of the remote device data
121 In addition, the remate aceass server 118 and the
synchronization server 118 can transmil instructions to
the remate access client 122 and the synchronization
client 124 respectively to ransmit a copy of all or subset
of the remote device data 121 lo the global server system
110 or other locatlon for storage and evaluatton. [n ad-
dition, as described above, if the remote device 120 is
compromised, the remote device 120 can self-inltiate an
erasure andfor encryption routine.

[0043] FIG. 2 is a block diagram illustrating an exem-
plary computer system 200 that may be ulilized to carry
out embodiments of the present invention. The server
system 110, the remote device 120, and components of
these systems may Include such a computer system 200
or parts thereof, The computer system 200 includes one
or morg pracessars 202, input devices 203, output de-
vices 204, readers 205 for reading computer readable
slorage media, computer readable storage media 206,
a communication interface 207, storage media 208, and
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a working memory 209 that further Includes an aperating
system 291 and other programs 292, A bus 201 couples
these components together.

[0044] The processor(s) 202 usually contrals all the
other parts and may generally include a control unit, an
arithmelic and logic unit, and memory (registers, cache,
RAM and ROM) as well as various temparary buffers and
other logic. The control unit fetches instructions from
memory and decodes them to produce signals that con-
frol the other parts of the computer system. Some illus-
trative examples of the processor(s) 202 may include In-
tel's PENTIUM and CELERON processors, Motorola's
145008, or the like.

{0045] Input devices 203 or peripherals may be used
to transfer data to and from the camputer aystem. Some
input devices may be operated directly by the user, such
as keyboard, mouse, louch screen, joystick, digitizing
tablet, or microphona. Other input devices may include
sensors ar transducers that convert external signals into
dala, for example, an analog to digital converter such as
a micraphone.

[0046] COutpul devices 204 may include eleclronic or
electromechanical equipment coupled to the computer
system and may be used to transmit data from the cam-
puter In the form of toxt, [mages, sounds or ather media
to the communication interface 207 that may be a display
screen, printer, loudspeaker or storage device 208. Most
modem storage devlces such as disk drives and mag-
netic lape drives act as both input and output devices,
others are input anly.

[0047] The communications interface 207 may be
used to couple the bus 201 lo a compuler network 150
and may include an Ethernst card, 8 medem, or other
similar software or hardware. Ethernel [ 3 type of local
area network, which sends its communications through
radio frequency signais carried by a coaxial cable. Each
computer checks ta see if another computer is fransmit-
ting and waits its turn to transmit. Software protocols used
by Ethernet systems vary, but include Novell Netware
and TCP/IP. A madem connecls compuiters to each other
for sending communlcations via the telephone lines, The
modem moedulates the digital data of computers into an-
alog slgnals to send over the telephone lines, then de-
modulates back inte digital signals to be read by the com-
puter on the other end.,

[0048] Computer-readable storage medium readers
205 may be used to access and store Infarmatlan on the
computer-readable storage media 206, Computer-read-
able storage medium readers 205 may include disk
drives, CD-ROM drives, or DVD drives, Compuler-read-
able storage media 206 may include diskeltes, CD-
ROMs, or DVDs.

[0049] Storage 208 or memory is a device Into which
data can be entered, in which they can be held, and from
which they can be retrieved at a laler time, Starage 208
may include the hard disk space of the computer system
200 capable of permanently storing data and applica-
tions.
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[0050] Working memory 209 may include random ac-
cess memory {(RAM) which, in turn, houses the operating
system 291 and other programs 292. The RAM may be
built from semiconductor integrated circuits, which can
be either slatic {SRAM) or dynamic {DRAM). RAM is usu-
ally volalile although non-volatile random-access mem-
ory may also be used.

[0051] The operating system 291 is a low-level sofl-
ware which handles various tasks for axample interfacing
to peripheral hardware, scheduling of tasks, allocating
storage, and presenting a default interface to the user
usually when no application program is running Some
examples of the aperating syslem 291 may include UNIX,
XENIX, Linux, 082/ WARP, DOS, Windows, Windows 95,
Windows 98, Windows CE, Windaws NT, Windows 2000,
Macintosh System 7, IBM's VM and VSNME or operating
systems specifically engineered for handheld devices
such as PalmOS, EPQC, Windows CE, FLEXOS, 0S/9,
and JavaQS$, or any other type of operating system ca-
pable of operating various types of computers.

[0052] FIG. 3 is a black diagram illustrating examples
of various calegories of server data 115. The server data
115 and the remate device date 121, that are stored in
the server datastore 130 and the remote device datastore
135 respectively, may Include one ar more data catege-
tles. These categories may for example include email
data 310, calendar data 320, file data 330, bookmark
data 340, task data 350, sales force automation data 360,
customer relations management data 370, organization-
al directory data 380, personal information manager
{PIM) data 390, various applications 395, and other data
types.

[0053] Examples of email data 310 may include the
contents of an emall, the dates it was sent and received,
the addresses of the sender and the receiver, and the
tille of the email. Examples of calendar data 320 may
include the dates and the evenls scheduled for eachdate
and other characteristics of each date such as whather
the dale is a holiday or not. Examples of file data 330
may include file names, cantents, dates of creatian of the
fle, and file location. Examples of bookmark data 340
may include Internet addresses of bookmarked locations
and an identifier or name corresponding to the address.
Examples af task data 350 may include infarmation about
the tasks to be performed and the dates of performance
and the personnel assigned for performance of each
task. Examples of sales force automation data 360 may
Include data on automation of the sales activities of the
salespersons of an organization. Examples of customer
relalions management data 370 may include various
types of data about various customers of an organization.
Examples of corporate {or other arganization-type} direc-
tory data 380 may includes names, posilions, locations,
and contact information of the persons working for an
organization, Examples of personal information manager
(PIM) data 390 may include data used by a person in the
day-to-day management of the person'’s life and activi-
ties. Examples of various applications 385 may include
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word processing applications such as Microsaft Word or
WordPerfect, spreadsheet applications such as Lotus
1-2-3 and Excel, drafting applications such as Autocad,
andthe like, The server data 115 and remote device data
121 may include entire data files, applications, or other
data units.

[0054] FIG. 4 is a block diagram showing the server
data 115 of lhe global server system 110. The server
data 115 may Include twa types of data, non-synchro-
nized type daia 410 and synchronized type data 420.
[0055] Non-synchronized server data 410 may be de-
fined as a type of data that should not be maodified based
on the modifications of data on a remate device 120.
Nan-synchronized data 410 is served by the remote ac-
cess server 116 to tha remole access dient 122, This
data may be either dala that is not accessible (or even
visible) lo the remote device 120 or data lhat can be ac-
cessed and stored by the remote device 120 but should
not he changed or altered by the remote device 120. The
synchronization process does not impact this type of data
and does not update the data values of his type at the
server location when lhe cofresponding data value has
been changed at the remote device localion. Examples
of non-synchronized data 410 may include sensitive da-
ta, for example, data relating to security such as pass-
words and encryption infermation, or employee salaries.
[0056] Synchronized data 420 may be deflned as a
typa of data that can be synchronized utilizing a synchro-
nization process, The synchronlzation server 118 can
serve this data to the synchronization client 124, As ex-
plained asbave, it is generally dasirable to protecl some
dats values from being changed by a user In the fleld;
these are data that should elther stay constant or be
changed only at a central location by someone with cen-
tral authorily. On the other hand, synchronized dala is
the type of data that is permitted to be modified by a
roaming user at the remote device 120 and the change
in the data value is meant to be transferred lo the corre-
sponding server daia 115 during a subsequent synchro-
nization event. Examplas of synchronized data may in-
clude the kind of data regularly collected by roaming us-
ers lhat utillze a remote device, This data may vary de-
pending on the type of organizatlon and may include
sales dala, technlcal data, scheduling data, census data,
and the like. In these cases, the roaming user Is usually
in the best position to update the data value and it ta
desirable to communicate the updata to the centralloca-
tion.

[0057] FIG. 51s a block diagram showlng types of re-
mote device data 121. The remote davice data 121 in-
clude non-synchranized remote device data 510, syn-
chronized remote device dala 520, and personally owned
remole device data 530.

[0058] As explained in the contextof server data types,
if and while the data values on the remote device are
classified as non-synchronized datatype 510, these data
will not be affected by changes In the corresponding data
values on the server system 110, Conversely, a change
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In the data vaiue on the remole device 120 will nol auta-
matically impact the value of the corresponding dala on
the server system 110. However, in an alternative em-
bodiment, the non-synchronized data type 510 can ac-
tually be one-way synchronized. That is, changes in serv-
er data 115 will change the remote device data 121, but
not vice versa. The non-synchronized server data 410
may be actessed by the remote device 120 through the
use of the remote access cllent 122 and the remote ac-
cess server 116, The non-synchronized remote device
data 510 may include the same categories of non-syn-
chronized server data 410 and may further include cal-
egories of data different from non-synchronized server
data 410. Typically, the non-synchronized remote device
data 510 may belong to the entity controlling the server
system. Examples of non-synchronized remote device
data 510 may include sensitive data, for example, data
relating to security such as passwords and encryption
infarmation, or employee salaries.

[0059] The synchronized remote device data values
520 may be updated during a synchronization event if
the corresponding synchronized server dala 420 values
have been modified since the last synchronization event.
Al the same time, any modifications in the synchronized
remote device data 520 will result In corresponding
changes in the synchronized server data 420 during a
subsequent synchronization event. Those data catego-
rles that may be freely modified by the user of the remate
device 120 usually fall under the synchronized lype. Also,
when It is crucial that the roaming user has access to the
most current value of a data category, this category must
be classified as synchronized data 520 and must be up-
dated regularly with changes on the server system side
110. Calendar data and organizational directory dala are
examples of categories of data that fall under this type.
[0060] The personally owned data 530, in contrast to
the previous types, belongs to the user of the remote
device and Ideally speaking should not be accessed or
modifled by the user in charge of handling the data and
the server system, farexample aninformation technalogy
adminlistrator at a company. In an example scenatrlo, the
remote device 120 Incustody of the roaming user belongs
to the organization in control of the server system 110
and is contralled by the user in charge of controlling the
server system. The organlzatlon may autharize the roam-
ing users o install personal data or applications on the
remate devices assigned to them. In such cases, the user
In charge of controlling the server system may wish to
sleer clear of the personally owned dala 530 stored on
aremate device, Thig data, therefore, is assigned its own
type.

[0061] Each calegory of data may be assigned a syn-
chronized or non-synchronized type. The various cate-
gories of dala 310, 320, 330, 340, 350, 360, 370, 380,
390, 395, etc. may be assigned the synchronized type
410 or the non-synchronized lype 420 by the user in
charge of the data. Generally speaking, calendar data
320, some file data 330, bookmark data 340, sales force
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autamation data 360, and customer relations manage-
ment data 370 are categories of data that need to be
accessed and modified by the users carrying the remote
device 120 in order ta be up to date. These categaries
of data may be set to the synchronized type 420 by the
user in charge of the data. As such, a change in the data
121 in ane of these categories on the remote device 120,
effacted by {he roaming usar that may be, for example,
3 field employee, will be reflected at the server system
110 by a corresponding change in the synchronized data
420 on the server system 110, On the other hand, ordi-
nary applications 395 are generally, but nat always, non-
synchronized 510.

[0062]) The user in charge of handling the data may
move categeries of data in and out of the non-synchro-
nizad type 410 on the sarver system 110. |n ather words,
the type of each data category on the server system 110
may be changed depending an the clrcumstances. As a
result, the corresponding categories of data an the re-
mote device 120 may mave in and out of the non-syn-
chronized lype 510 as wall,

[0063] Anexampie of moving a categery ol datain and
aut of the non-synchronized lype 510 is keeping client
infarmation data, that are being enterad into the remote
device 120 by a roaming user in Lhe field, in the non-syn-
chronized type 510 unll the user in charge of handling
the data at the server location verifies them. In this man-
ner, the client information data, being entered by the
roaming user, may not affect the corresponding data at
the server location. As kang as the data being entered in
the fiald is set as non-synchronized type, the changes in
data value will not be transferred to the server location
during a synchronization event, After the user in chargs
of handling the data at the server location decides that
the field entries are credible, the corresponding server
data 115 may be safely updated by the fleld entries. Only
then, this category of data may be maved rom the non-
synchronlzad type 510 lo the synchronized type 520. And
only then, the server data 420 will be synchronized with
the newly madifled ramote device data 520.

[00€4] Another example of a category of data that may
be maved in and out of the non-synchronized type 510
may include applications such as word processing pro-
grams or spreadsheet programs, For example, every
time a new verslon of an application is instalted on the
server system 110, the user in charge of the dala at the
server may change the type of the appllcation category
te synchronized 420 so that the remote devices 120 may
also update their versions of the appllcallon through syn-
chronization, After all lhe remote devices have synchro-
nized their corresponding appllcations, it Is generally
more desirable to keep the applications in the non-syn-
chronized lype 510 so that a version of the application
Inslalled by a user of the remots devica Is not permitted
to corrupt the central copy at the server ceation.
[0065] Another example of a category of data that may
need to be changed from synchronized type to non-syn-
chronized type and back again are timesheet entries of
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employess of an entity. Timesheet entries of each em-
ployee may be synchronized throughoul a month but at
the end of each month an IT administrator may move
timesheel entries inta the non-synchronized data type
and prevent the employee-users to further modify their
entries.

[0068] Moving the categories of data between the syn-
chronized 420 or the non-synchronized type 410 may be
advantageous in many sltuations. For example, a variety
of security risk scenarios can be handled by embodi-
ments of this invention. For example, if erasure happens
accidentally at the remote device 120, no permanent loss
occurs as long as the deletion is not transferred back to
the server system during a synchronization event. Ta pre-
vent accidental or malicious erasure of data at the server
system 110, sensitive categories of data, that are usually
not to be modifled by users of the remote devices 120,
may be set to the nan-gynchronized type 410. If this data
need to be updated on occasion, the user in charge of
handling the data may change the dala type to synchro-
nized 420 during an active supervision petiod when he
can ensure thal the server data 115 are modified accord-
ing 1o credible medifications in the remote device data
121. Subsequently, the user in charge of handling the
data may change the data type back to non-synchronlzed
410 and protect it from madification by the remote device.
[0067] FIG. 6A is a block diagram illustraling an au-
todestruct server system 600. This block diagram may
refer to the aulodestruct server 117 included in the re-
mote access servar 116 or the autodestruct server 119
included in the synchronization server 118, Both autode-
siruct seryer systems 117 and 119 have similar compo-
nents that perform generally the same aperations. Thera-
fore, the companents of the two autodestruct server sys-
tems 117and 119 are being discussed together. The dif-
ferences are being discussed after the common points
are set forth.

[0068] The autodestruct server system 117, 119 is
used to instruct the remote device 120 to destroy the
remote device data 121. The aulodestruet server system
117, 119 includes an erasure controller 610, a remote
device connection severing requestor 620, and a server
connection severing engine 630,

[0069] The erasure controller 610 transmits a set of
erasure instructions to the remote device 120 and con-
trols which data from the remote device data 121 will be
delated according to instructions in the set procedures
file 170 ar 175. The erasure controller 610 may be an
application layer on the remote device 120 using an ap-
propriate operating system depending on the remote de-
vice operating system (platform) that may vary between
\Windows, Palm, Epoch, and the like. The erasure com-
mand may be platform specific and srasure of data may
be a complete erasure rather than tagging or pointing to
the data thal merely marks the data for deletion.

[0070] Theremaledevice connection severingreques-
tor 820 requests Lhe remote device 120 lo sever ils con-
nection with the network 150 that is connected with the
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server system 110. In response to a request by this re-
questor 620, the remote device 120 seversits connection
with the netwark 150 and thus with other remote devices
and the server system 110, Once this connection is sev-
ered, the server system 120 and the erasure controller
810ofthe autodestruct server 117 or 119 have no access
to the remote device 120 and may not contro| further
erasure of data. However, because anly those remate
device or remole devices thal are at issue are severed,
the server system 110 still may access cther remaote de-
vices whose connections to tha network 150 remain in-
tact.

[0071] The server connection severing engine 630 dis-
connects the connection between the server system 110
and the network 150 and thus disconnects the server
system 110 from all remate devices In the field. This en-
gine 630 may be used whan all remote devices are com-
promised and the server system 110 needs to sever the
connection wilh all devices 120. Another example sce-
narlo of the use of this engine 830 is when an error is
detected in the server system 110, such as a virus attack.
Preventing the propagslion of lhe emar or lhe virus re-
quires the server system 110 to be isolated from con-
nected devices such as all of the remote devlces 120, In
shart, lhis engine 630 is usually used when the server
system 110 Is compromised or when all the remole de-
vices 120 are compromised as opposed to the Lime when
asingle remote device 120 ara subsetof all of the remote
devices 120 are compromised.

[0072] In another embodiment of the invention, the
server connection severing engine 630 prevents the re-
mote device 120 from accessing the server system 110
by deleting all authorizatlon codes andfor related data
{e.g., User |0, MAC ID, password, etc.) for the speciflc
unauthorized remate device 120,

[0073] The difference between the two autodestruct
servers is that the erasure controller 610 af the autode-
struct server 117, residing within the remote access serv-
er 116, applles to server non-synchronized data 310
whereas the erasure controller 610 of the autadestruct
server 119, reslding within the synchronization server
118, applies lo server synchronized data 320, However,
itwill be appreciated by one of ardinary skill In the art thal
the autodestruct servers 117 and 119 can be combined
Into a single unlk,

[0074] FIG. 6B is a block diagram illustrating an en-
cryption server system 650. This block diagram may refer
to the encryption server 150 in the remote access server
118 or the encryption server 152 in the synchronizatlon
server 118. The encryption server 150 Is substantially
similar to the encryption server 152 by generally having
the same components that operale in a simitar fashion,
Theencryption server systermn 650 includes an encryption
controller 680, encryption algarithms 670, and encryption
keys 680.

[0075] The encryplion controller 660 sends instruc-
tions to the encryption client 160 and/ar 162 in the remote
device 120 to encrypt the remote device data 121 ar a
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subset thereof. The encryption controller 660 can be In-
itiated by a system 110 operator and can follow proce-
dures listed in the sel procedures file 170 andfor 175.
The set procedures for use by the encryption controller
660 caninclude sending a commandto the remote device
120 to encrypt all or a subset of the remote device data
120. The set procedures can also specify what type of
encryption algorithm to use as listed in the encryption
algorithms 670. The keys used to encrypt and/or decrypt
the data are stored in the encryption keys 680.

[0076] FIG. 7TA is a block diagram illustrating an au-
todestruct client system 700. This block diagram may
refer to the autodestruct client 123 included intheremote
access cllent 122 or the autodestruct client 125 included
inthe synchronization client 124, Both autedestruct client
systems 123 and 125 hava the same components that
perform generally the same operations. Therefore, the
components of the two autodestruct client systems 123
and 125 are being discussed logether, The differences
between the two are being discussed afler the common
points are set forth.

[0077] The autodestrucl client system 700 is used o
erase the remote device data 121 or a subset theraof,
The autodestruct client 700 includes a data tracker 710,
adala sraser 720, arsformatier 730, and aremole devica
connection severing engine 740.

[0078] The data tracker 710 system keeps track of the
transfers of data and remembers the final location where
the data is stored in the storage 208, the working memory
209, the computer-readable storage medium 2086, or
elsewhere, Data is communicated between the remota
devices 120 and the server system 110, or between the
remote devices 120 that are permitted to communicate
with one another, The communicated data falls within
various types and categories. Every data communicated
may be assigned the non-synchronized 410, 510, or syn-
chranized 420, 520 type. Personally owned data 530 is
generally nat communicated between devices. Data fail-
ing within this data type may howsver be lracked and
distinguished from other types as well. Every data from
a category such as email data 310, calendar data 320 or
the like may further fall within a particular type of non-
synchronized 410, 510, synchronized 420, 520 or pet-
sonally owned 530. Data to be synchronized 410 may
first be Identlfied and marked as such by the user in
charge of the data. When a synchronized type data 410
is communicatad, to aremole device 120, the data track-
er 710 keeps track of the location and type of this data.
If the user in charge of the data later changes the type
assigned to this data, during the next synchronization
event the dala tracker 710 finds out that the data is no
longer of the synchronized type 410 and changes the
type assigned to that data. In another oplion, lhe change
in the type of a data may be communicated by the server
system tothe data tracker 710 as the change takes place.
As such, when an erasure command is received for lhe
synchronlzed data only, the data tracker 710 knows
which data are assigned the synchronized lype and need
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to be erased and which are not. The data tracker 710,
further has record of the location of the data lo be erased
within the storage 208, the woarking memory 209, on a
compuler-readable storage medium 208, or any other
physical localion on the computer system 200 Lhat the
data may be.

[0079] The funclion of the data tracker 710 may be
likened to that of a lisl. In effact, the data tracker 710
provides the ramote device 120 with lists of the various
types of data and maintains thesg lists dynamically as
the type of a certain data unit is changed or as the storage
location of the data unit is changed. Depending on how
often synchronization is set to occur; avery time a syn-
chronjzation order is dispatched by the server system
110, at synchranization intervels preset by a user in
charge of the data or the user of the remote device, every
time a dala unit is updaled at the remote device 120 end,
and/or according to some other rule, the data tracker 710
identifies the synchronized remole device dala 520 that
must be synchrontzed with lhe synchranized server data
420,

[0080] The data eraser 720 system is capable of eras-
ing all or parta of the remole device data 121 ondemand
from the system 110 ar based on a seff-initiation following
set procedures 180 andfor 185. The dala eraser 720 con-
trols which data will be deleted from the remote device
data 121 as indicated by the data tracker 710, For exam-
ple, the data eraser may erase only synchronized data
520 or oniy personal data 530. The data eraser may use
an appropriate operating system depending on the re-
mole device operating system {platform) that may vary
between windows, Palm, Epach, and the like. The eras-
ure command may be platform specific and erasure of
data may be complete erasure rather than mere tagging
or pointing to tha dala that is marked for deletion.
[0081] The reformatter 730 refarmats the remote de-
vice 120 storage area 208. By doing so, the refarmatter
730 erases all data and severs the connection between
the remote device 120 and the natwork 150. The refor-
matter 730 does nat dislinguish between data types ar
categories. The operation of the reformatier 730 erases
the personally owned data 530 of the remote device 120
as well. In an embodiment of the invenlion, the refarmat-
ter 730 does not erase the operating system 291 of the
remote device 120 and thus leaves lhe remote device
120 a thinking and aperating machine withau! iis erlginal
data or applications 121,

[0082] The remote device connection severing engine
740 severs lhe connection of the synchronization cllenl
124 or the remote access client 122 with the network
150. As a result of operation of this engine 740, the re-
mote device 120 may no longer communicate the partic-
ular {ype of data with Lhe server system 110 or other
remote devices 120. The connection severing engine 740
leaves the remote device data 121 intact ffiniliated before
the data eraser 720 or the reformatter 730 is instructed
to operale. If the connection severing englne 740 of the
autodestruct client 123 of the remate access client 122
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operates, the communicatian of non-synchronized data
510 will be terminated. If the conneclion severing engine
740 of the autodestruct client 125 of the synchronization
client 124 operates, the communication of synchronized
data 520 will be terminated. In a possible scenario, the
connection severing engine 740 of the autodestruct cllent
123 of the remote access client 122 may sever the com-
munication of the non-synchronized data 510. [fthe data
type Is subsequently modified by the user In charge of
the data from non-synchronized 410 to synchronized
420, that same data will be communicated to the syn-
chronization client 124. As such, the operation of the con-
nection severing engine 740 is selective with respect to
the type of dala it isalates from communication.

[0083] One difference between the aulodestruct client
123 included within the remote access client 122 and the
autodestruct client 125 included within the synchronlza-
tian client 124, is that the data eraser 720 of the autode-
slructclient 123 included in the remote access client 122,
applies to clienl non-synchronized data 510 and persan-
ally ownzd remote device data 530 whereas the data
eraser 720 of lhe autodeslruet client 125, included in the
synchronization client 124, applies to client synchronized
data 520.

[0084] Another difference between the autodestruct
client 123 of the remote access client 121 and the au-
todestruct client 125 of the synchronization client 124 is
that data tracker 710 of autodestruct client 123, residing
within the remote access cilienl 122, tracks the client
nen-synchronized data 510 and the tracker 710 of the
autodestruct client 125, residing within the synchroniza-
tion client 124, tracks the client eynchronized data 520.
Each data tracker 710 keeps track of data that is com-
municated to the remote device 120 or entered Into the
remote device through its input device 203 by the user.
If a data unit {paint, fle, application, etc.) is moved by the
user in charge of the data from the synchronized type
420 to the non-synchronized type 410, the tracker 710
recognizes the change once that data is communicated
tothe remate devica 120. Inana scenario, a synchronized
data 420 js communicated to the remote device 120 by
the synchronization server 118 and is received by the
synchronization client 124 at the remote device 120 end.
The tracker 710 on the autodestruct client 125 tracks the
locatlon and type of this data. The user In charge of the
data subaequently changes the type of this dala to non-
synchranized 410. Upon request from the remole access
client 122, the remote access server 116 communicates
this data and s associated type to the remote access
client 122, The tracker 710 of the autodestruct ciient 123
records the location and type of this data such lhat this
data can be destroyed upon command. In another option,
the synchranizalion server 118 may communicate lhe
change in the type of data lo the tracker 710 of the au-
todastrucl client 125 of the synchronization client 124
during each synchronization event. The tracker 710 of
the autodestruct client 125 of the synchronization client
124 may communicate Lhe change in the type of the data
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to the lracker 710 of the sutodestruet client 123 of the
remote access client 122. The communication between
the two trackers keeps both apprised of the location and
type of each data unit.

[0085] [ngeneral, the remote device 120 is in synchro-
nization with the server system 110 at Ihe organization's
head office when the device 120 is first compromised.
The device 120 may be compramised If it is lost ar stolen
or if the employes in conlrol of the device 120 |oses au-
thorized status. An example may be whan an employee
is terminated but retains possessionoftheremote device
120 Forencountering such siluations, a mechanism pro-
vided by lhe embodiments of this invention enables the
user in charge of the data at the organization to disable
the device 120 remotely. For example, in the case of a
terminated employee, the user in charge of the data at
the arganization may indlcate to the remote device 120
that the employee’s account is no longer valid and the
employee should not be able to access the data.
[0086] A variety of approaches are taken by lhe em-
bodiments of the invention depending on whal the user
in charge of lhe data suspects. The invention may merely
sever the fink between the remote device 120 and the
server 110. This approach cuts the remote device's 120
access to the data available on the server 110 while |eay-
ing lhe data already on the remate device 120 open to
the unauthorized user. The invenlion may both sever the
link and erase all synchronlzad data avaliable on the re-
mote device 120. This optionis used when the data does
not lose lls value with time and the data an the remote
device must not fall in strangers’ hands either. The In-
vanlion may sever the fink, dalete the data, and delete
the appiications on the remote device 120.In this scenar-
io, the applicalions are also sensitive and proprietary and
should nol be compromised. In additian, as discussed
above, the remole device 120 can self-Initiate an erasure/f
encryption procedure.

[0087] FIG. 7B is a block diagram iliustrating an en-
cryption clisnt system 750. This black diagram may refer
to tha enaryption client 160 included intheremata access
clienl 122 or the encryption cllent 162 Included in the
synchronizaticn client 124. Both encryption client sys-
tems 160 and 162 have the same components that per-
form generally the same aperations, Therefore, the com-
ponents of lhe two encryption cllent systems 160 and
162 are being discussed together.

[o0o88] The encryption cllenl system 750 includes an
encryption engine 760, encryption algorithms 770 and
encryption keys 780. The encryption engine 760, in re-
sponse to commands from the system 110 or when
self-inlliated, encrypts remote device data 121 ar subsets
thereol. The dala to encrypt is specified In the set proce-
dures flle 170 andfor 175 in the server 110 or the set
procedures file 180 and/or 185 in the remote davice 120.
Fer example, the set procedures file 180 can specify en-
cryption of all non-synchronized data 510 and all person-
ally owned data 530.

[0089] The encryption algorithms 770 are the algo-
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rithms used to encrypt the remote device data 121.The
algorithms 770 can include public key algorithms, sym-
metric key algorithms or other encryption aigorithms. The
keys used for the encryption algorithms 770 are stored
in the encryption keys 780. If the encryption keys 780 are
the same as the decryption keys, then the keys 780 are
erased after encryption by the erasure controller 610 and
the corresponding keys are stored in the server 110 in
encryplion keys 680. If the encrypted data cannot be de-
crypted using the encryption keys 780, the keys 780 do
not need to be erased after encryplion.

[0090] FIG. BA and FIG. 8B tagether depict a flowchart
illustraling a process for automatically destroying data
and appiications on a remote device 120 and severing
the connection of the remote device 120 to the server
system 110. Tha process lllustrated is only an example
of varlaus processes that may be Implemented using em-
bodiments of the invention. This process is set forth from
the viewpoint of the server 110.

[0091] In the process of FIGS. 8A and 8B the server
systam 110that is in communication with aremate device
120 receives {8§10) an indication thal the remole device
120 is na longer authorized to access the server system.
In various scenarios and sxamples, an authorized fleld
user who has Jost its remote device 120 may inform the
user in charge of the data at the server 110 location that
the remote device 120 has been compromised, the user
in charge of the dala at the server location may decide
that the fieid user Is no longer authorized to use the data
or access the server, or some other eventmay precipitate
that results In the remote device 120 losing its autheri-
zation to access the server system 110 ar even the re-
mote device data 121. The indication that the remote
device 1201s compromised may be entered into the serv-
er system 110 by the user in charge of the data, or may
be communicated to the server system 110 by theremote
device 120 itself. In the case that the indication is com-
municated to the server by the remote device 120 itself,
the remole device 120 may be password protected or
may include some type of thefl prevention mechanism
that causes the remote device 120 to communicate a
message to the server system 110 in case the wrang
password is entered or if the theft prevention mechanism
is triggered otherwise. For example, the remote device
120 can communlcate a message to the server system
110 if a user does not enter a password Into the remote
device 120 at a scheduled interval.

[0092] The server syslem 110 requests the remote de-
vice 120 fo autodestruct in accordance with a set proce-
dure. The set procedure is selected either by the user in
charge of the data interactively based an a real time eval-
uation of the sltuation or by some preset mechanism that
is triggered according to cerlain preset criteria. The set
procedure determines the method and extent of self de-
siruction requested from the remote device 120. For ex-
ample, lhe server system 110 may check the sensitivity
level of data 121 stored on the remote device 120 and
chack whether the remote device 120 Is lost, stolen, in
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possession of a terminated empioyee, ar simply leaned
by one employee to another. Based on the camblination
of these preset conditions that are met, the server system
may trigger some preset mechanism ihat delstes alf or
some of the data, limits access to certain data, severs
the conneclion, or leaves the connection Intact. The re-
quest is communicated from the server system 110 to
the remote device 120 and comprises the following.
[0093] The server syslem 110 first checks (B15) If a
set procedure is selected that copies the remote data
121 to the server 110 ar other location. If so, server 110
requests (816) the remate device 120 to fransmil the re-
mote data 121. In an embodiment of the invention, the
server system 110 may request {(816) that the remote
device 121 only transmit a subset of the remole devics
data 121.

[0094] After requesting (816} the transmission or if no
transmission of the remole data 121 is requested, the
server system 110 checks (817) if the sel procedure is
selected Lhat encrypls the remote data 121. If the set
procedure requires encryplion, the encryption controfier
660 requests (818) the remole device 120 to encrypt Lhe
remote datg 121 or a subset therecf by transmitting a
message to the encryption engine 760. Inanembodiment
of the invention, the encryptlon controller 660 can also
specify and/or transmit the encryplion algerithms fo use
as well as the keys to use for encryptian,

[0095] The server system 110 then checks (B19) if a
setprocedure is selocted that reformats the entire remote
device 120. In the embodiment depicted, reformatting
the entire remote device 120 is the highest level of au-
todesiruction If this sel proceduire Is selectad (B20), the
erasure cunlrollers 610 of the aulodestruct servers 117,
119 communicate a request ta the reformalter 730 to
reformat the remote device 120, The reformatter 730
erases all data including all applications but not neces-
sarily the OS 291. Because lhe reformatter 730 erases
applications that maintain the communication between
the remote device 120 and the server system 110, eras-
ing all applications aulomatically savers tha connection
between the remote device 120 and the servar system
110. The remote device 120 will be left wilh its operating
system 291 and thus will remain a lhinking and operating
machine but will not contaln any of the data unlts (poinls,
files, or appllcations, elc.) installed on il by the user of
the remote device 120 or the user in charge of the data
at the server location and will not have any access to the
server system 110 to resynchronize the data it lost. This
optlon erases personally owned data 530, as well, and
may not be desirable or advisable in certaln situations.
On the other hand, this oplion is tharough and rapld.
[0096] Ifthe reformatling set procedure Is nol selected
(819), olher procedures that erase the remote device da-
ta 121 might be used as speclfied In ths set procedure.
The server systern 110 checks (825) to see fthe selected
set procedure indicates to erase the personally owned
data 530 on the remote device 120, This set procedure
may be selected when a user that is not authorized to
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maintain personally owned dala on the remate device
nonetheless loads such data unto the device. This set
procedure may aiso be selected when the user of the
remota device lhat has been compromised needs lo de-
stroy his personally awned data but the other lypes of
data are not sensltive enough to be destroyed. This set
procedure may also be selected when a remote device
is transferred from one user to another who may be using
all of the data but not the personally owned dala of the
previous user, If this set procedure is selecled, the server
systam requests (830) erasure of personally awned 530
data on the remote device 120. The erasure controfler
610 of the aufodestruct server 117 of the remote access
server 118 communicates a message 1o the data eraser
720 of the autodestruct client 123 of the remole access
client 122 ta erase only the personally owned data 530
of the remote device. The data eraser 720 proceeds to
erase the data that the data tracker 710 of the autode-
struct client 123 of the remole access client 122 has
tracked as personally owned data 530. As mentioned
before, the data targeted for erasure is completely
erased,

[0097) The server system 110 checks (835) if the se-
lected set procedure indicates to erase the appiicalions
on the remota device 120. If the set procedure selected
indicates srasure of applications, the server system 110
communicates (840) to the remote device 120 to erase
the applications. Applicalions are a categary of data and
mayfall underthe synchronized 520 or non-synchronized
510 type. Accordingly, erasure controllers 610 of the au-
lodestruet servers 117, 119 of both the remate access
server 116 and the synchraonization server 118 may com-
municate the request for erasure of applications of both
types lo the data erasers 720 of the autadestruict clients
123, 125 of the remote access client 122 and synchro-
nization clients 124. The data erasers 720 subsequently
proceed to completely erase the applications included in
the remote device data 121.

[0088] The server systeam 110 then checks (845) if the
selected set pracedure indicates to erase non-synchro-
nized data 510, If the set procedure selected indlcates
erasure of non-synchronized data 510, the server system
110 communicales (850) io the remote device 120 to
arase the non-synchronized data. The erasure controller
610 of the autodestruct server 117 of the remote access
server 116 communicates to the data eraser 720 of the
autodestruct client 123 of the remote access client 122
to erase the non-synchronized 510 remote device data.
The data eraser 720 identlfies the non-synchronized data
510 based on the information available from the data
tracker 710 and proceeds fo completely erase that date.
[0099] The server system 110 checks (855} If the se-
lected set pracedure Indicates to erase synchronized da-
ta 520. If the set procedure selected indicates erasure of
synchronized data 520, the server system 110 commu-
nicates (860) to the remote device 120 to erase the syn-
chronized data. The erasure controller 610 of the autode-
slruct server 119 of the synchronizallon server 118 com-
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municatas to the data eraser 720 of the autodestruct ol i-
ent 125 of the synchronization client 124 to erase the
synchronized 520 remote device data. The data eraser
720 identifies the synchronized data 520 based on the
information avallable from the data lracker 710 and pro-
ceeds to completely erase that data.

[0100] The server system 110 then checks (86E) if the
selacted set procedure indicates to sever the remote ac-
cess conneclion with the remnote device 120. If the sel
procedure selected indicates to sever the connection,
the server system communicates (870} lo the remote de-
vice 120 to sever the remole access connection with the
server system 110. The remate device cannecllon sev-
ering requestor 620 of the autodestruct server 117 of the
remote access server 116 communicates 2 request to
the remote device connection severing engine 740 of the
autadestruct client 123 of the remote access cilent 122
to sever the remale access connection with the server
system 110. In response, the remole device connection
severing engine 740 proceeds lo sever ihe remote ac-
cess cannection between the server system 110 and lhe
remote device 120. In this scenario, the synchronization
access has not been severed yet, Aa a result, anly cam-
municalion of non-synchronized data 510 ceases and
synchronized data 520 may still continue to be commu-
nicated between the server system 110 and the remota
device 120. As mentioned earlier, if a data type is mod-
ified from non-synchronized to synchronized by the user
in charge of the data it may be communicated via lhe
synchronization server and client as the synchironization
connection remains viable.

[0101] The server system 110 then checks (875) if the
selected set procedure indicates to sever the synchroni-
zatlon connection with the remote davice 120, If the set
procedure selected indicates to sever the connection,
the server system 110 communicales {880) to the remote
device 120 to sever the synchronization connection with
the server system 110. The remote device connection
savering raquestor 620 of the autadestruet server 119 of
the synchronization server 118 communicates a raquesi
to the remote device connection severing engine 740 of
the autodestruct client 125 of the synchranization client
124 to sever the synchronization connection with the
server system 110. The remote device connection sev-
erlng engine 740 proceeds to sever the synchronization
connection between the server system 110 and the re-
mote device 120. In this scenarig, the non-synchroniza-
tion access has not been severed {unless severed (870)
earller). As a result, only communicalion of synchronized
data 520 ceases and non-synchronized data 510 may
still continue to be communicated between the server
system 110 and the remoie device 120 if the remote ac-
cess connection has not been earlier severed (B70).
[0102] Inshort, the set procedures set forlh in the proc-
ess of FIGS. 8A and 8B permit lotal and complete sev-
ering of the connection between the server system 110
and the remole device 120, complete encryption of the
data 121, a copying of the data 121, a total and complete
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erasure of data 121 on the remote device or a selective
severing of the connection and a selective erasure of
data. The process of FIGS. 8A and 8B presents only
some of the possible scenarios and scenarios of a differ-
ent mix and match of conneclion severing and data eras-
ure may also be accomplished by embodiments of this
invention,

[0103] In anexample sacurity breach scenario, an un-
authorized user in custody of the remote device 120 may
attempl to turn off the communication capability so as to
prevent the server system 110 from requesting destruc-
tion of ihe remote device data 121. However, it would be
difficult to do so before the user in charge of the data at
the global server requests erasure of the data. inthe case
of remote devices 120 containing sensitive data, a timed
autodesiruct faature may be imbedded within the remote
device data erasers 720 or reformatter 730 that would
automatically erase the sensitive data, identified by type
or category, at certaln time intervals unless a password
is antered Into or communicated to the remote device
120.

[0104] FIG. 9A and 9B depict a flowcharts illustrating
processes for automatically destroying data and applica-
tions on & remote device 120 and severing the connection
of Ihe remote device 120 to the server system 110, The
process illustrated is only an example of various proc-
esses that may be implemented using embodiments of
the invention. This process is set forlh from Ltha viewpaint
of the remate device .120.

[0105] In the process of FIGS. 9A the remote device
120 that is in communlcation with a server system 110
sends (905), in an embadiment of the invention, an indi-
cation that the remote device 120 is compromised. The
remate devics 120 may be password protected crinclude
some lype of theft prevention mechanism that causes
the remote device 120 to communlcate a message to the
server system 110 in case the wrong password is entered
ar If the theft prevention mechanism is triggered other-
wise.

[0106] The remate device 120 then receives (910)
carmmands from the server system 110 lo copy, erase,
and/or encryptthe remote device dala 121 in accordance
with a set procedure, such as a procedure in the set pro-
cedure file 170 or 175, as described in FIG. 8A and 8B.
The set procedure determines the methad and extent of
self-destruction requested from the remote device 120,
The set procedure is selocted aither by the user in charge
of the dafa interactively based on a real time evaluation
of lhe situation or by some preset mechanism that Is trig-
gered according to certain preset criteria. The remote
device 120 then executes (915) the received commands
and the method depicted in FIG. 8A ands,

[0107] InFIG. 9B, the remote device 120 aulonomaus-
ly self-initiates an aulodestruct process. The remote de-
vice 120 first determines (920} if it has been compro-
mised. This can be determined (920) if a password has
not baen entered at a specified interval or if an incorrect
password has been entered. In an alternative embodi-
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ment, lhis determination {820) can be made based an
nokreceiving a communication ata specified intervalfrom
the system 110. If the device 120 has not been compro-
mised, lhe device 120 can initiate this determination
{920} at a |ater time. Otherwise, the remote device 120
executes a sel procedura as specified In a sel procedures
fite 180 and/or 185, The set procedure can include en-
cryplion, transmission, andfor erasure of all or a subsat
af the remote data 121 as mentianed above. The sel
procedure can also include severing connections be-
tween the remote device 120 and the netwark 150,
[0108] In shori, the sat procedures executed in the
process of FIGS. 9A and 98 permit total and complete
severing of the connection between the server system
110 and the remote device 120, a total and complete
erasure of data 121 on tha ramatse device, duplication of
the data 121, encryption of the dala 121, and/or a selec-
tive erasure of data. The process of FIGS. 8A and 9B
presents only some of the possible scenarios. Scenarios
of a differenl mix and match of connection severing and
data erasure may also be accomplished by embodiments
of this invention.

[0109] it will be appreciated by one of ordinary sklit in
the art that erasure of dala 121 under the processes of
FIGS, BA and 8B and FIGS. 9A and 8B may occur in
different mixes and matches of data types and catego-
ries. Only certaln categories of data 121 may be targeted
for erasure, For example, only organizalional directory
data may be selected for erasure. Depending on whether
this data category is asslgned synchronized or non-syni-
chranized type, the autodestruct servers of the remote
access server 117 orthe synchronization server 119 may
request erasure from the remate device 120. The data
tracker 710 would have the location of storags, tha type,
and the category of each data and makes it available to
the data eraser 720 for selective erasing.

[0110] The foregoing description of the embodiments
of the invention is by way of example only, and other
variations of the above-described embodiments and
processes are provided by the present invantian. For ex-
ample, allhough the server system is lllustraled as a sin-
gle device, the server system may include severai com-
puters networked together, Companents of this invention
may be implemented using a programmed general pur-
pose digital computer, using applleation specific Integrat-
ed circuils, ar using a network of interconnected conven-
tional components and circuits. The embadiments de-
scribed herein have been presented for purposes of il-
iustratlon and are not Intended to be sxhaustive or limit-
ing. Many variationg are possible in light of the foregaing
teachings. For example, the embodiments described
above may use instructions to effect data erasure or sev-
erance of the connections. In ather embodiments, data
erasure may also be accomplished by a synchronization
evenl by deleting the data on the server system and in-
slrueting synchronization to delete the corresponding da-
ta an theremote device aswell, On the other hand, mech-
anisms in the server system or the remote device may
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preventor delay synchronization if the data ontheremate
device is deleted until it is confirmed thal such deletion
has not been accidental. As another example, in the
above embodiments, deletion of data is accomplished
by complete deletion and writing over the storage area
not just tagging or pointing at 1. In other embodiments,
deletion may be accomplished by tagging or pointing at
the deleted data. The mathod, system, and computer pro-
gram product described are limited anly by the claims
that follow.

[0111] Various aspecls of the Invention are set out in
the clauses set out below. A method, comprising:

recefving an indication that a remote device is com-
promised;

selecting at least one subset of data from the remote
device; and

transmitting, to the remote device, a command to
prevent access to the at least one subset of data.

[0112] The above method, wherein the command in-
cludss erasing the at leasl one subset of data.

[0113] The above method, wherein the command in-
cludes encrypting lhe at least one subset of data.
[0114] The above method, further comprisingtransmit-
ling, to the remote device, a command lo transmit the at
least one subset of data to another location.

[0145] The above msthod, wherein the at least one
subset of data includes non-synchronized data.

[0116] The above method, wherein the at least one
subset of data includes synchranized deta.

The above method, wherain the at least one subset of
data includes personal data.

The abave method, wherein the at least one subset of
dataincludes applications.

[0147] The method, further comprising transmitting a
command, ta the remote device, lo sever a connection
between the remote device and a network.

[0118] The above method, whaerein the indication is
transmitted by the remole device.

[0419] The above method, wherein the at least one
subset of data includes all data on the remote device.
[0120] A computer-readable medium having stored
therean instructions o cause a computer to execute a
method, the method comprising:

recelving an indication that a remote device is com-
promised;
selecting at least one subset of data from the remote

device; and
transmitting, to the remote device, a command to
prevent access to the at least one subset of data.

[0121] A syslem, comprising:
a procedures file indicating technigues for prevent-

Ing al least a subset of data on a remole davice from
being accessed; and
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a server, communicatively coupled to the procedure
file and to the remole device, capable of receiving
an indicalion that a remote device is compromised,
selecting at least one subsei of data from the remote
device, and transmitting, to the remote device, a
command to prevent access to the at least one sub-
set of data according to the procedures flle.

(0122] The above system, wherein the command In-
cludes erasing the st least one subset of data.

[0123] The above system, wherein the command in-
cludes encrypting the at least one subset of data.
[0124] The above system, whereln the server is further
capable of transmitling, to the remote device, acammand
to transmit the at least one subset of data to ancther
loeation.

[0125] The above system, wherein the at least one
subset of data includes nen-synchronized data.

[0126] The above system, wherein the at least one
subset of data includes synchronized data.

The above system, wherein the at leasi ons subset of
data includes parsenal dala.

The above system, wherein the at least one subset of
data inciudes applications.

[0127] The above system, whereln the server is further
capable of ransmitting acommand, to the remote devics,
to sever a connection between the remote device and a
network.

[0128] The above system, wherein the indication is
transmitted lo the server by the remote device.

[0129] The abave system, wherein the at least one
subset of data includes ali data on the remote device.
[0130] A syslem, comprising;

means for receiving an indication that a remate de-
vice is compramised;

means for selecling al least one subset of data from
the remote device; and

means far tranamitting, to the remale device, a com-
mand to prevent access to the at least one subset
of dala.

[0131] A method, comprising:

recelving @ command to prevent access lo at leasl
one subset of data at a remote device when the re-
mole device has besn compromised; and
executing the command lo prevent access to the at
least one subset of data.

[0132] The above method, wherein the command in-
cludes erasing the at leasl one subset of data,

[0133] The above methad, wherein the command in-
cludes encrypting the at east one subsel of dala.
[0134] The above method, further comprising:

receiving, at the remote device, a command le trans-
mit the at least one subset of data to another iocation;
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and
transmitting the atleast one subset of data to another
Jocation.

[0135] The above method, wherein the at least one
subset of data includes non-synchronized data.

[6136] The above method, wherein the at least one
subset of data includes synchronized data.

The abave method, wherein the at least one subset of
data includes personal data.

The above method, wherein the at least one subset of
data includes applications.

[0137] The above method, further comprising:

recelving a command, at the remate device, to sever
a connection betwesn the remota device and a net-
work; and

severing the connection between the remole device
and the network.

[0138] The above method, wherein lhe at least one
subset of dala includes all data on the remote device.

[0139) A computer-readable medium having instruc-
tions stored thereon for executing a method, the methed

comprising:

receiving, from a server, a command lo prevent ac-
cess lo at least one subset of data at aremote device
when the remote device has been compromised; and
executing the command to prevent access to the at
least one subset of data.

A system, comprising:

a data tracker capable of tracking the location
and type of data in a remate device; and

a client, communicatively coupled to the data
tracker, capable of receiving a command to pre-
vent access to at least one subset of data at the
remote device whenthe remote device has been
compramised and execuling the command ta
preventaccess to the at leastone subset of data
based on information generated by the data
tracker.

[0140] The above system, wherein the command in-
cludes erasing the at least one subset of data.

{0t41] The abave system, wherein the command in-
cludes encrypting the at least one subset of data.
[0142] The above system, wherein the client is further
capable of:

receiving, al the remotedevice, acommand ta trans-
mit the at least one subset of dala to ancther location;

and
transmitting the atleastone subset of data to another

location.

[0143] The above system, wherein the at ieast one
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subset of data Ineludes non-synchranized data.

[0144] The above system, wherein the at Ieast one
subsel of data includes synchronized data.

The above system, wherein lhe at least one subsel of
data includes personal data.

The above syslem, whereln the at least one subsel of
data includes applications.

The above system, further comprising a remote device
severing engine capable of:

recelving a command, af the remaote device, to sever
a connection hetween the remote device and a nel-
work; and

severing the connection between the remote device
and the network.

[0145] The above system, whereln the at least one
subset of data includes all data on the remote devica.
[06146] A syslem, comprising:

reans for receiving, from a server, a command to
prevenl access o al lrast one subset of dala al a
remate device when the remote device has been
comprom|sed; and

means forexecuting the command to prevent access
to the el least one subset of data.

A method, comprising:

receiving an indication that a remote device is
compromised;

selecting at least onc subset of dala from the
remote device; and

transmitting, lo the remate device, a command
to transmit ko the at least one subset of data to
another location.

[0147] A method, comprising:

recelying an indication that a remote device is com-
pramised; and

transmitting, to the remote device, a command to
sever access between the remote device and a net-
work.

Claims
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mobile device {120, the mobile device {120} ¢

synchronisalion client {124) beg#™a client of a syn-
chronisation server {118 i1 server system (110)
remote from the mojwedavice (120), the server sys-
tem (110} cog®sing a server data store {130} for
storing ggefer data (115), the synchronisation server
(1 being arranged to perform a synchronlsatian
rocess with the synchranisation client { 124) to syn
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er data {115) via a synchronisation connection, agd
the method comprising:

the moblle device storing said device data §#21)
according fo a plurality oftypes, the plurgtly of
types including a first type of data and a gecond
type of data, the first type of data cogfprising
data items (510, 520) to be syrchrongfsed be-
tween the mabile device (120) and \fle server
gystem (110) according lo said synciffonisation
process, and the second type of dalagomprising
data items (530) which are not syngitronised ac-
cording to said synchronisation girocess, the
second type of data comprisiig perscnally
ownad data items (530) installeff on the mobile
davice (120) by a user ofthe mojfiie device (120);
the synchronisation server J18) performing
said synchronisation procesgwilh the synchro-
nisation client (124), whereifl at least a subset
of the devica data of the fight lype (510, 520) is
synchronised with «urresfonding server dala
{410, 420) via the synchrnisation connection;
the servar system (110} feceiving (810) an indi-
cation that the maoblle gevice (120} Is compro-
mised; ;
the server system (119} sending (818, 820, 840,
B50, 880, 870), tesp@nsive to receipt of said in-
dication, a request j the mobile device (120} to
control access to dfvce data in accordance with
a =et procedure, Jhe set procedure comprising
erasure of data ipms (510, 520) of the first type
and severance @i the synchronisation connec-

of data items {510, 520) of the first
frein data items (530) of the second
maintained In the device data store
d

type ar
(135); §
raspogsive to receipt of said request, the mobile
devigg® (120) severing said synchronisation con-
necydn, whereby perfarmance of said synchro-
MSEIon process ceases.

A jhethod according to either of claim 1 and claim 2,
igwhich lhe indication that the mobile device is com-
romlsed compriges a user enlry

A method according to any preceding claim, inwhich
the indication that the mobile device (120} is com-
promised comprises anindication thal the mob le de-

17
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10.

1.

12,

13.

vice 1129} is nalonger auihonsed 1o aceess he Serv-

er system (110).

83

A method according to any preceding claim, in wiiclf
said synchronisation process comprises updat

the server data (420} to reflect changes
sponding values of the subset of device g

A method according to any preceding §iaim, com-
prising performing sald synchronisatio@process pe-
riodically.

A method according lo any preceddhg claim, com-
prising performing said synt:hronisdlion process au-
tomatically, without initiation by a flser

A method according to any of Flaim 1 to claim 7,
comprising perfarming sald synfforenisatinn process
on Instruction from a user.

beeding claim, Inwhich
4213 comprises at least
-alendar data (320}, flle

A method aceording te any ;
the erased device data {41
one of e-mail data {310},
data {330), boakmark . ffa {340), task data (350),
sales force automation @ata (360), customer rela-
tions management «ix 14 370}, organisational direc-
tary data (380), persogl informatlan manager {(PIM)
data {390) and applightons {395).

A method accordingla any preceding claim, in which
the set procedure fomprises maintaining the oper-
aling syslem of tIf remate device.

A method acogffqing to any preceding claims, In
which the menge device (120) is associated with an
organisalion yhich cantrols the server system (110).

A mobile dgnce (120) for use in controlling access
to data hej thereon, the mobile device {120) com-
prising:

a dgvice data store (135) far storing device data
(14} and

nehrenisalion cllent {124}, the synchronisa-
@i client (124) being a client of a synchronisa-
on server (118) of a server system {110} remote
iony the moblle device (120},

wherein the synchronisation client {124} is ar-
ranged to perform, via a synchronisation con-
nection, a synchronisation process with the syn-
chronisallon server (118) to synchronlse at |east
a subset of the device data (510, 520) with cor-
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respanding server dala (115) held In a servg
data store {130) of the server system (110),
wherein the mobile device (120) is arrangedgfo,

ond type of data comprigng personally
owned data llems (530) ingjalled on the mo-

bite device (120) by a uger of the mobile
device (120);

receive a request fromfihe server system
{110} to control accessfo device data (121)
In accordance with a gt procedurs, the set
procedure comprisirgferasure of dala items
(510, 520) of the figfi type and severance
of the synchronisajon connection;
responsive lorecgpt of said request, selec-
tively erase data fems from the device data
store {135) in gheordance with said data
types, the selfctive erasure comprising
erasure of dalff items (510, 520) of the first
type, wherebf data items (530) of the sec
and type argfmaintainad in the device data
store {135)fand

responsivgfto receipt of said request, sever
said synghronisation connection, whereby
performghice of said synchronisation proc-
ess ceakes.

A mobile devigll (120) according to claim 13, wherein
the mabile defrice (120) is arranged to perfarm said
synchronisafian process periodically

A maobile grvice (120) according to either of claim
13 and cigin 14, wherein the mobile device (120) is
assoctalfid with an organisation which controls the
sarvar gystem

A moj Ie device {120) according to any of clalm 13

(320), file data (330), bookmark data (340), task
ugfa (350), sales force automation data (360}, cus-
tdfiner relalions management data (370), organisa-
onal directory data (380), personal information
manager (PIM) data (390) and applications (395).

. A mabile device according to any of claim 13 to claim

16, wherein the mobile device (120) comprises a mo-

18



comprising:

a device data store {135) far sloring deviceftala
(121); and
a synchronisation client {124), the synchghnisa-
tion client (124} being a client of a syncifonisa-
tion server (118)of a server system (113 remote
from the maobile device {120),
wherein the synchronisation client {f24) Is ar-
ranged to perform, vla a synchronifalion con-
nection, a synchroniaation process falh the syn-
chranisation server (118) tosynchrfinise atleast
a subset of the device data {510, 20 with cop-
responding server data {115) ftd in a server
data store (130) of the server sffstam (110),
the mobile device {120} eingfirranged to;

slore data in the devlce it store (136) ac-
cording lo a plurality a#flypes. the plurality
of types inciuding a firf! type of data and a
second type of data Kive first lype of data
comprising data ilengs (510, 520) to be syn-
chronised between §:e mobile device {120)
and the server syftem (110) according to
said synchronisagbn process, and the se¢-
ond type of uaf comprising data items
{530) which are §ft:! synehronised according
to a said synntganisation process, the sec-
ond type of flata comprising personally
owned data 1Y (530) installed on the mo-
bile device F120) by a user of the mabile
device {1240,
the melnof comprising the steps carried out
by the ingule device of.

revgiing (910) a request from the serv-
ergysten (120} to control access lode-
vie data (121} in accordance wilh a set
‘ocadure, the set procedure compris-
ni erasure of data items (510, 520) of
the first type and severance of the syn-
chronisation connection;

responsive to receipt of said request,
selectively erasing (915) dala Iltems
from the devlce dala stora (135) In ac-
cordance with said data types, the se-
lective erasure compr|sing erasure of
data items (510, 520) of the first type,
whereby data items (530} of Lhe secand
lype are meintalned in the device data
store (135); and

responsive to receipt of sald request,
severing sald synchronisation connec-
tion, whereby petformance of said syn-
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19.

20.

22.

23.

Patentanspriiche

1.

. A method according to any of claim 18 to

LERLER L1 I

A melhod according to claim 18, comprising perfar
ing said synchronisation process periodically.

A method according to elther of claim 18 and
19, In which lhe mobile device (120) is assogfaled
with an organisation which controls the servgr sys-
tem (110).

faim 20,
In which the erased device data comprisgs at least
one of e-mail data (310), calendar datg (320}, file
data (330), bookmark data (340}, taskfdaia (350),
sales force automation data (360), cystomer rela-
tlons managemant data (370), organgational direc-
tory data (380), personal informationgnanager (PIM)
data (390} and applications (395).

A method accarding to any of clafn 18 to claim 21,
in which the mobile device (120) fomprises a mabile
telephone or laptop compuler.

A computer program comprisfhg instructions for ex-
ecutlon by a mobile device f120), the insiructions,
when executed, causing thff mobile device (120) to
perform the method of anyfof claim 18 1o claim 22

Verfahren zum Sleuegh eines Zugriffs auf Daten, die
auf elnem Mobilgeraff{ 120) gespeichert sind, wabei
das Moabilgerédl {13} sinen Gerbtedatenspeicher
(135) zum Speichgfn von Gerfitedaten (121) und ei-
nen Synchronisajns-Client {124) aufweist, wobei
der Synchronisaffons-Client (124) ein Client eines
Synchronisaliogsservers (118) eines Serversy-
fernt von dem Mobilgerat (120) ist,
arsystem (110) einen Serverdaten-
} zum Speichern von Serverdaten
st, wobei der Synchronisationsserver
erichlet ist, dass er einen Synchronlsa-
tionsprozges mit dem Synchronisations-Client (124)
durchfihg, um Geraledaten (121) mit entsprechen-
den Serfeidaten (115) Uber eine Synchronisations-
varbingling zu synchronisieren, und waobei das Yer-
fahregfumfasst, dass:

speicher {1
(115) aufw
{(118) soei

as Mobilgerét die Geratedaten (121) gemaR
mehreren Typen speichert, wobei die mehreren
Typen einen ersten Typ von Daten und einen
zweiten Typ von Daten aufweisen, wobei der
erste Typ von Daten Dateneinheiten (510, 520}
aufweist, die zwischen dem Mobiigerét (120}
und dem Serversystem (110) geman dem Syn-
chronisationsprozess synchronisiert werden
sollen, und der zweite Typ von Daten Datenein.
S
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heilen (5.40) aulweist ale nienlgamal dem Syg-
chronisationsprozess synchronisiert werdfgn,
wobeider zweite Typvon Datenbenutzereigine
Datenelemente {530) aufweist, die auf daigMo-
bilgerél {120} durch einen Benutzer des
gerits (120) Installlert sind,
der Synchranisationsserver {118) den Sfnchro-
nisalionsprozess mit dem Synchranisagona-Cli-
ent (124) durchfilhri, wobel mintesieds ein Tell
der Geratedaten des ersten Typs (5, 520) mit
entsprechenden Serverdaten (410§ 420} Ober
die Synchronisationsverbindung sphehronisiert
wird;

das Serversystem (110) einen
fangt{B10), dass das Mabilgers
ist;

das Serversystem (110) als
Empfang des Hinweises en
das Mobilgerdt (120} sen
850, 860, B70), den Zugn!t AUl Geratedaten ge-
mdhk einer festgelegten Fozedur zu steuern,
wuobei dle feslgelegle rff2edur eine Lschung
von Dateneinheiten (51§ 520) des ersten Typs
und eine Trennung der fynchremsalionsverhin-
dung aufweist;
das Mobilgerdt {120) gte Aufforderung empféngt
{910} und als Antwodl darauf selektiv Datenein-
heiten (510, 520) alk dem Gerdtedstenspeicher
{135) Igscht, wanuf die selektive Ldschung eine
Laschung van Dgreinheiten {510, 520) des er-
sten Typs aufwefh:, wobei Dateneinheiten {530)
des zweiten Ty im Gerdtedatenspaicher (135}
verbieiben; ui
das Maobilgergt (120) als Antwort auf den Emp-
fang der Auljprden.ng die Synchronisationsver-
bindung tredfnt, wodurch die Durchfilhrung des
Synchronffationsprozesses endet.

finwels emp-
120} gefahrdet

nlwort auf den
Aufforderung an
1 {818, 820, 840,

Verfahren n
Sarvaraysi
zu dem M

‘h Anspruch 1, aufweisend, dass das
1{110) Bererchtigungsandes |éscht, die
Wijeral {120) gehdren

Verfahreff nach elnem von Anspruch 1 und 2, wabel

bigeral (120) nicht mehr berechtigt ist, auf das Ser-
v system (110) zuzugreifen.

Yur{ahren nach einem der vorhergehenden Anspri-
che, wobei der Synchronisationsprozess ein Aklua-
lisieren von Werten des Teils von Gertedaten (520)
aufwelist, um Anderungen an Werten der entspre-
chenden Serverdaten (420) wiederzugeben.
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10.

1.

12.

13.

38

e A T
sationsprozess ein Aklualisieren von Werten dg
Serverdaten {420) aufweist, um Anderungen an egf-
sprechenden Werten des Teils von Gertedafen

{520) wiederzugeben.

Verfahren nach einem der varhergehenden Agspri-
che, aufweisend ein periodisches Durchliihefn des
Synchronisationsprozesses.

Verfahren nach einem der vorhergehendegfl Ansprii-
che, aufweisend ein automatisches Durcigihren des
Synchronisationsprozesses ohne Auskgsung durch
elnen Benutzer.

Verfahren nach einem der Anspriici§® 1 bis 7, auf-
weisend ein Durchfllhren des Synciffonisationspro-
zesses nach Anweisungen elnes Henulzers,

Verfahren nach einem der vorheggehenden Anspri-
che, wobei die geldschten Gerledaten (410, 420)
wenigstens eine Arl Daten auff den Dalenarten E-
Mail-Daten (310), Kalenderdafen {320), Dateidaten
{330), Lesezeichendaten ({§40), Aufgabendaten
(350), Aukendienstautomglisierungsdaten (360),
Kundenbeziechungsverwaliingsdaten (370), Orga-
nisationsverzeichmsdatenf {180), Daten (390) des
Verwalters von personlighen Daten (PIM) und An-
wendungen (395) aulvagsen

Verfahren nach einenfler vorhergehenden Ansprii-
che, wobei die (estgflegie Prozedur eine Aufrecht-
erhaltung des Belrigbssystems des entfernlen Ge-
rétes aufweist.

Verfahren nach gffem der vorhergehenden Anspri-
che, wobei das fffobilgerat { 120) mit einer Organisa-
tion verburderst, die das Serversystem (110) steu-
ert.

Mobilgerat (F20) zur Verwendung belm Steuern des
Zugrlffs auffalen, die darauf gespeichert sind, wo-
bei das #ghilgerst (120) Folgendes aufweist:

1 Geratedatenspeicher (135) zum Spei-
n von Gerlitedaten (121); und

eiflen Synchronisations-Client {124), wobei der
HFnchronisations-Client (124) ein Client eines
hynchronisationsservers (118) eines Serversy-
Fstems (110) entfernt vom Mobllgerat (120) Ist,
wobei der Synchronisations-Client (124) so ein-
gerichtel [st, dass er liber eine Synchronisati-
onsverbindung einen Synchronisationsprozess
mit dem Synchronisationsserver (118) durch-
flhrt, um mindeslens einen Teil der Gerdteda-
ten {510, 520) mit entsprechenden Serverdaten
(115) zu synchronisleren, dle in einem Server-
datenspeicher {130) des Serversystems (110)

20
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aespecharl sina,

wobei das Mobilgerdt{120) eingerichtet ist zung! aufweisen.

Speichern van Daten Im Gerdledatensge- 17. Mabilgerat nach einem der Anspriiche 13 bis 16,
cher (135) gem#B mehreren Typen, w 5 bel das Mobllgerat (120) ein Mobiltelefon oder eigen
dle mehreren Typen elnen ersten Tygf von Laptopcomputer aufwelst.
Daten und einen zweiten Typ von
aufweisen, wobel der erste Typ vorffalen 18. Verfahren zur Verwendung beim Steuern def
Datenelnhelten {510, 520) aufweisi griffs auf Daten, die auf einem Mobilgerdt (1) ge-
schen dem Mobilgerat (120) und 10 speichert sind, wobei das Mobilgerat (120)
versystem (110) gem&R dem &y isa-
tiansprazess synchronisiert werfen sollen, einen Geratedatenspeicher (135) z
und der zweite Typ von Daten gFtaneainhei- chern von Ger#tedaten (121); und
ten (530) aufweist, welche Fchl geman einen Synchronlsatlons-Client (124§ wobei der
dem Synchronisatlonsprozefs synchroni- 15 Synchronisatlons-Client (124) ein
siert werden, wobei dar zwef= Typ von Da- Synchronisatlonssarvers (118) eings Serversy-
ten benutzereigene Daterginheiten (530) stems (110) entfernt vom Mobilggrat (120) ist,
aufwelst, die auf dem iffolnigerdt {120) wobei der Synchronisations-Cligfit (124) so ein-
durch einenBenutzerdusflehilgerits (120) gerichtet Ist, dass er Uber eing
installiert sind; 20 onsverbindung einen Synchrogf
Empfangen einer Alrtfrderung vom Ser- mil dem Synchronisalionssegter (118) durch-
versystem (110), den Juonit auf Gersteda- fuhrt, um mindestens einen feilsalz der Ger#-
ten {121) gem&R eingf festgeleglen Proze- tedaten (510, 520) mit entsgfechenden Server-
dur zu steuern, woiy: die festgelagte Pro- daten {115) zu synchronisferen, die in ainem
zedur elne Loschudh) von Datenelementen 25 Serverdatenspeicher (130f des Serversystems
{510, 520) des zrgva Typs und eine Tren- (110} gespeicherl sind,
nung der Synchrghisalionsverbinding auf- wobel das Mabilgeral (12P) eingerichtet istzum.
weist;
selektives Losdhen als Antwort suf den Speichern von Lagen im Geritedatenspel-
Empfang der fulfordereng von Dalengle- 30 cher (135) gem&ifmehreran Typen, wobel
menten ausf dem Gerdledotenspeicher die mehreren Tyglen einen ersten Typ von
{135) gemnaigfien Datentypan, wobeidle se- Daten und eingh 2weiten Typ von Daten
lektive Lasciung eine Ldschung van Daten- aufwelsen, woigel der erste Typ van Daten
einheiten @10, 520} des ersten Typs auf- Catonginheilef (510, 520) aufweist, die zwi-
weisl, wiber Dateneinhelten {530) des 35 schen dem Mpbilgerdt (120) und dem Ser-
zweilen Fiyps im  GerStedatenspeicher versystem { §10) gem#R dem Synchronisa-
{135} v bicilen; und tionsprozesf synchronisiert werden sollen,
Trenngh als Antwort auf den Empfang der und der 2wite Typ von Daten Datenelnhel-
Auffogflarung der Synchronisationsverbin- tan (530) hufweist, dle nicht gemal dem
dungfwocturch dla Durehfthrung des Syn- 40 Synchrofsaliansprozess  synchronisiert
chrighisationsprozesses endet. werden faobei der 2welte Typ von Daten
benutzgreigene Datenelemente (530) auf-
14. Mobilgera® 120) nach Anspruch 13, wobei das Mo- weist, Pie auf dem Mobilgerst (120) durch
biigerat ( 42} so ausgelegt ist, dass es dan Synchro- einergBenulzer des Mobilgeréts (120) in-
nisationgrozess perlodisch durchfihrt, 45 stalligt sind,

woigpi das Verfahren die folgenden Schritte
aufveist, die durch das Mobilgerat ausge-
t werden:

15, Mobilggrit (120) nach einem der Ansprlche 13 und
14, wghei das Mobilgert {120) mit ainer Qrganisa-

tion yrbunden ist, die das Serversystem steuert.

50 Empfangen (910) einer Aufforderung
vom Serversysiem (120), den Zugriff
auf Geratedaten (121) gemal einer
festgelegten Prozedur zu steuern, wo-
bei die festgelegte Prozedur eine L&-
schung von Datenelnheiten (510, 520}
desersten Typs und eine Trennung der
Synchronlsationsverbindung aufweist;
als Antwort auf den Empfang der Auf-

16. Maitaerat (120) nach einem der Anspriiche 13 bls

13 wobei die geltdschten GerBitedaten wenigstens

e Art Daten aus den Datenarten E-Mail-Daten

110), Kalenderdatan (320), Dataidaten (330), Lese-
aichendalen (340), Aufgabendaten (350), Aulten- &5

dienstaulomettsierungsdaten (360), Kundenbezie-

hungsverwaltungsdaten ({370), Organisationsver-

Zeichnisdaten (380), Daten (390) des Verwaiters von

21
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19.

20.

2.

22

23,

lorderung, selaklives Loschen (91F
von Dateneinheiten aus dem Gerolg-
datenspeicher {135) gem4R den (-
tentypen, wobeidie seleklive Losciging
eine Ldschung von Dateneinhffiian
(510, 520) des ersten Typs aufjveist,
wobei Dateneinheiten (530} degf zwe:-
ten Typs|m Geraleaalansneichiir (135)
verbleiben; und

als Antwort auf den Emplangf der Auf-
forderung, Trennen der Syrghronisati-
onsverbindung, wodurchd § Durchfilh-
rung des Synchronisaliofsprozesses
endet,

Varfahren nach Anspruch 18, aufwgisend ein perl-
adisches Durchflhren des Synchroflisalionsprozes-
ses.

Verfahren nach einem der Angfricie 18 und 19,
wobei das Mobilgeral {120) mgf einer Organisation
verbunden ist, die das Server fyslem (110) sleuert,

Verfahren nach einem der Affspiiiche 18 bis 20, wo-
bei dle geldschten Garaledften wenigstens eine Art
Daten aus den Datenarteg -Mail Daten (310), Ka-
lenderdaten (320}, Dataiffaten {330}, Lasezeichen-
daten (340), Avtgaizendgien {350), Aulendienstau-
tomatisierungsdaten {§pi). Kundenbeziehungsver-
wallungsdaten {370) frganisalionsverzeichnisda-
ten (380), Daten (29() des Verwalters von persénli-
chen Daten (PIM} il Anwendungen (395} aufwei-
sen.

Verfahren nach afien: der Anspriiche 18 bis 21, wo-
bei das Wtahilgedfit (120} ein Mobiltelefon oder einen
Laptopcompulyl aufweist.

rammprodukt, aufweisend Befehie
q durch ein Mobilgerat (120), wobal

Computerre
zur Ausfiihe

die Befehigfwenn ausgeflihrt, das Mobilgerét (120}
veraninss

1. das Verfahren nach einem der Anspri-
22 durchzufiibren.

Progre permettant de contriler 'accés 4 des don-
négh enregistrées sur un dispesitif mobile (120), le
dighesitil mobile {(120) comprenant un magasin de
dffnnées de disposilif {135) desliné & stocker des
gnndes de dispositif {121} el un client de synchro-
iisation (124), le client de synchronisation (124}
élantunclient d'un servaur de synechronisation (118)
d'un syslé@me serveur (110) distant par rapport au
disposltif mobile (1203, le systéme serveur {110)
comportant un magasin de données serveur (130)

desting & stocker deg donnaes serveur (115), le sor-
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vaur de synchionisation (118) elant congu pour ex
cuter un processus de synchronisation avec le clig
de synchronisation (124) pour synchroniser desdgn-
néses de dispositif (121) avec des données serge
{115) correspondantes par 'Intermédiaire d'ur:gfon-
nexion de synchronlsation, et le procédé cofipre-
nant les étapes suivantes :

le dispasitif moblle stockant lesdilesdoghées de
disposilif (121) selon une piuralité deflypes, la
pluralité de lypes incluant un premig type de
données et un deuxiéme type de gbnnéss, le
premier type de données conlengfit des élé-
menls de données (510, 520) devfint élre syn-
chronisés enlre le dispositif mobjfe (120) et le
systéme serveur (110) selan ledifprocessus de
synchronisation, et le deuxidmg type de don-
nées contenant des éléments g données (530)
qui ne sont pas synchronisés geton ledit proces-
sus de synchronisation, le geuxiéme type de
données renfermant des algfhents de donnéas
{530) detenus & litre persgfinet installés sur le
dispositif mobile (120) parfin ulilisateur du dis-
posilif mablle (120} ; :
je serveur de synchronighltor (118) exécutant
ledit processus de synciffonisation avec|e client
de synchronisation (124}, au mains un sous-en-
semble des donngesfie disposttif du premier
typa (510, 520) &tant gynchronisé avecdes don-
nées serveur correghondantes (410, 420) par
lintermédialte  d la connexion de
synchronisation *
le systéme serveyf (110) recevant (810) une in-
dication que lefdispositif mobile (120) est
compromis ;  §
le systéme seqfeur (110) envoyant (818, 820,
B40, B50, 8604870), en réponse 2 la réception
de ladite indation, une requéte au dispositif
mobile (120ifour conlirdler I'accés aux donndes
de disposilielon una procédure établie, Ia pro-
cédure étajfiie comportant 'effacement des €le-
ments deflonnées (510, 520) du premier type
ruplure de la  connexion de

ement séleclif comprenant ['effacement
Fmants de données (510, 520) du premier
. les &léments de données (530) du deuxié-
= type élant conserves dans le magasin de

de synchronisation, mettant fin aux performan-
ces dudit processus de synchronisation.
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10.

1.

Procade selon la revendication 1, comprenant * |g
systéme serveur (110) supprimant les codes d'aut
risation assaciés au dispositif-moblle {120},

Procéde selon la revendication 1 ou la reventiicafion
2, dans lequel I'lndication que ie dispositif mobilff est
compromis comprend une entrée ulilisateur

Procédé selon I'une quelconque das ravendgslions
précédentes, dans lequel{indicatlon que le ghsposiiif
mablle (120) est compromis comprend uge indica-
tion que le dispositif mobile {120) n'est piys autorisé
a accéder au systéme serveur {110).

Procedé selon I'une quelconque des i endications
précédentes, dans lequel ladit procghsus
chronisatlon consiste & meltre a jour,
sous-ensemble de données de disggh
refléter des changements apportge & des valeurs
des données serveur corespandgiutes (420),

Procédeé selon la revendicationgh, dans lequel ledit
pracessus de synchronisalionfonaisic 4 metire 4
jour des valeurs des données ferveur {420) pour re-
fléter des changements apoofies a des valeurs cor-
respondantes du sous-ensefhi.c de données de dis-
positif {520).

Procédé selon I'une gue!gbngue des revendications
précédentes, cansistanig exécuter ledit processus
de synchronlsallon per rdiquement,

Procédé selon 'une gficizonyue des revendications
précédentes, consisfhint 4 exécuter ledit processus
de synctronisation fivtomatiquemant, sans une ini-
tiatlon par un tilisgiteur

Procéde selon I' ffie guelconque des revendications
147, consistang a exdcutsr ladit procassus de syn-
chranisation a i demande d'un utilisateur

Procédé setqfi 'une quelconque des revendications
precedantes dans iequel les données de dispositif
{410, 420) pilacées comprennent au moins un élé-
ment parnfi des données de courrler électronique

malisefiior: de la force de vente (360), des données
de ggkiion de la relation client (370}, des données
de rffpertoire organisationnel (380), des données
{39¢) el des applications {395) de gestionnaire d'in-
afhations personnelles (PIM).

‘ocedé selon 'une quelconque des revendications
Precadentes, dans lequel la procédure élablie con-
siste & maintenir le systéme d'exploitation du dispo-
sitif distant.
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12.

13.

Procedeé selon 'une queiconque des revendicalions
précédentes, dans lequel le dispositif mobile (120)
est associé 4 une organisation qui commande le sys,
téme serveur (110).

Disposltif moblle (120) destiné 4 &tre utilisé pourgn-
tréler 'accés & des données qui y sont enregislgges,
le disposilif mabile (120) comprenant :

et
un client de synchronisation (124), ig
synchranisatlon (124) élant un clie

bile {120},

le client de synchronisation (124 étant congu

pour exécuter, par lintermédigre d’une con-
nexion de synchronisation, uff processus de
synchronisation avec le servglur de synchroni-

sation (118) pour synchronfer au moins un
sous-snsemble des donnéef de dispositif {510,
520) avec des donndes s¢fveur (115) corres-
pondantes enreglstrées ghns un magasin de
données serveur {(130) fdu systéme serveur
(110),

le dispositlf mobile (120 stant congu pour ;

stocker des dongees dans le magasin de
données de disgbsitif (135) selon une plu-
ralité de types, j pluralité de types incluant
un premier tyoff e donndes et un deuxidéme
type de donnges, le premier type de don-
nées contengnt des éléments de donnees
{510, 520) gevant &tre synchronisés entre
le disposigfmebile {120) et le systeme ser-

selon ledit processus de syn-
fon, et le deuxiéme type da don-
tenant des éléments de données
ii ne sont pas synchronisés selon
iWf processus de synchronisation, le
Pme type de données renfermant des

§:cevaic une requéle a partir du sysléme
gerveur (110) pour confrdler 'acces a des
données de disposilif (121} selon une pro-
cédure établie, la proceédure établie com-
prenani l'effacement d'éléments de don-
nées (510,520} du premier lype ellarupture
de la connexion de synchronisation ;

en réponse a la reception de ladite requéte,
effacer sélectivement des eélémenls de don-
nées du magasin de données de dispositif
(135) selon lesdits types de données, I'ef-
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t4.

15.

16.

17.

18.

faceman| selrclf compranant leffacamean
d'éléments de données (510, 520) du pr
mier type, les éléments de données (5
du deuxiéme type étant maintenus darn
magasin de données de dispositif (135§,
en réponse A la réceplion de ladite raq
rompre ladite connexicn de synchrghisa-
tion, mettant fin aux performancegy dudit
processus de synchronisalion.

Dispositif mobile (120) selon fa revendigition 13,
dans lequel le disposilif mobile {120} esl gincu pour
exécuter ledil processus de synchranisglion perlo-
diquement.

Dispositif mobile {120) selon la revengteation 13 ou
la revendication 14, dans lequel le dgpositii moblle
(120) est associé & une organisatongi commande
le sysiéma serveur.

Dispasitif mobile {120} salon 'ur
revendications 13 & 15, dans le:
dispositif effacées compremuy
ment parmi des données de
{310), des données de caier
nées de fichiar (330), des doffnérs de signet (340),
des données de [ache {35, des données d'aulo-
matisatian da |a farce de vffrie (360), des données
de gestion de la relation gent (370), des données
de répertoire argamsatigirei (380), des donnges
{390) et des applicalongf 39%) de gestionnaire d'in-
formations personnelieg (PIM),

duelcongue des
¢l les données de
au moins un éls-
i élactronique
nier (320), des don-

Dispositif mabile selofune queleongue des reven-
dications 13 & 186, «lns lequel le dispositif mobile
{120) comprend un felephene moblle ou un ordina-
teur portable,

Procedé destiné § éire ulilieé pour contréler 'accés
a des dannées ffregistrées sur un dispositif mobile
(120}, te dispofil mobile {120} comprenant

un magagn de données de dispositif {135) des-
ling 4 sighker des données de dispositif {121) ;

1 de synchronisation (124), le client de
nisation (124} étant un client d'un ser-

i exécuter, par lintermédiaire d'une con-
brion de synchronisalion, un processus de
vinchronisation avec le serveur de synchronl-
salion {118) pour synchroniser au mains un
sous-ensemble des données de dlspositif (510,
520) avec des données serveur (115) corres-
pondantes enregistrdes dans un magasin de
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donness serveur (1350} dl Sysie
(110},
Ie dispositif mobile (120) étant congu pour :

{510, 520) devant étre synchronges entre
le dispositif mobile (120) et le syflems ser-
veur (110) selon ledit procesgls de syn-
chronlsatlon, et le deuxléme gpe de don-
nées contenant des élémeniyf de données
(530) qui ne sont pas syncfronisas selon
un dit processus de synghronisation, le
deuxiéme type de donpéeffrenfermant des
éléments de données (53 détenus 4 titre
personnel Installés sur | dispositif mobite
{120) par un utilisateur fu dispositif mabile
(120);

le procédé comprenghl les élapes exécu-
tées par le dispositiffhobile consistant &
recevair (910) une gequate 3 partir du sys-
téme serveur {124f pour contrbler I'acces
aux données de glspositif (121) selon une
procédure étabge, la procédure établie
comprenant 'eflacement d'éléments de
données (510 520} du premier type et |a

rupture d la connexion de
synchronisaign ;
en réponse § la réception de |adite requéte,

effacer séiffctivement (915) des éléments
de donnégh du magasin de données de dis-
positif (135} selon lesdits types de dannées,
leffacegfent sélectif comprenant ['efface-

ment diements de données (510, 520) du
proamigt type, les éléments de donndes
(5300 deuxiéme type étanl maintenus

dangfle magasin de données de dispositif

erfféponse a la réception de |adite requéte,
rgpre ladite connexion de synchronisa-

in, mettant fin aux performances dudit
grocessus de synchronisation.

#& selon larevendication 18, consistant 4 exé-
[Bcit processus de synchronisation périodique-

feadé selon la revendication 18 ou la revendica-
tigh 19, dans leguel le disposillf mobile (120) est as-
4cié 4 une organisation qui commande le sysiéme

2§ Procédé selon 'une quelconque des revendicatlons

18 4 20, dans lequel les données de dispositif effa-
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22,

23.

céas camprannant au moing un elameand parmi des
données de courrier électronigue (310), des do

relation client (370}, des données dgfeneriore or-
ganisationnel {380), des donneagF300) at des ap-
plleations (395) de gestionnairef Infarmations per-
sonnelles (PIM).

Procédé selan 'une qugdonsue des revendications
18 4 21, dans lequel J# dispostif mabile (120) cam-
prend un téiéphorgfmabile au un ordinateur porta-
ble.

informaiique comprenant des instrue-
nées & Blre exdeutdes par un dispositif
{120), les instruclions, lorsqu’eiles sont exé-
cupfr s, amenant le dispositif mobile {(120) a metire
ouvre le procede selon |'une quelcongue des re-
vandicaliong 18 § 22
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CLAIMS

What is claimed is:

1. A method of controlling access to data held on 2 mobile device (120), the mobile device
(120) comprising a device data store (135) for storing device data (121) and a synchronisation client
(124), the synchronisation client (124) being a client of a synchronisation server (118) of a server
system (110) remote from the mobile device (120), the server system (110) comprising a server data
store (130) for storing server data (115), the synchronisation server (118) being arranged to perform
a synchronisation process with the synchronisation client (124) to synchronise device data (121)
with corresponding server data (115) via a synchronisation connection, and the method comprising:

the mobile device storing said device data (121) according to a plurality of types, the
plurality of types including a first type of data and a second type of data, the first type of data
comprising data items (510, 520) to be synchronised between the mobile device (120) and the server
system (110) according to said synchronisation process, and the second type of data comprising data
items (530) which are not synchronised according to a said synchronisation process, the second type
of data comprising personally owned data items (530) installed on the mobile device (120) by a user
of the mobile device (120);

the synchromisation server (118) performing a said synchronisation process with the
synchronisation client (124), whereby at least a subset of the device data of the first type (510, 520)
is synchronised with corresponding server data (410, 420) via the synchronisation connection;

the server system (110) receiving (810} an indication that the mobile device (120) is
compromised;

selecting, at the server system (110), a first set procedure from a plurality of set procedures
for controlling access to data held on a mobile device, each of the plurality of set procedures
comprising erasure of data items of at least one of the first type of data and the second type of data,
wherein the first set procedure comprises erasure of data items (510, 520) of the first type and
severance of the synchronisation connection,

the server system (110) sending (818, 820, 840, 850, 860, 870), responsive to receipt of said
indication, a request to the mobile device (120) to control access to device data in accordance with
the first set procedure;

the mobile device (120) receiving (910) said request and, responsive thereto, selectively

erasing (915) data items (510, 520) from the device data store (135), the selective erasure

32



10

15

20

25

30

comprising erasure of data items (510, 520) of the first type, wherein data items (530) of the second

type are maintained in the device data store (135); and
responsive to receipt of said request, the mobile device (120) severing said synchronisation

connection, whereby performance of said synchronisation process ceases.

2. A method according to claim 1, comprising the server system (110) deleting authorisation

codes associated with the mobile device (120).

3. A method according to either of claim 1 and claim 2, in which the indication that the mobile

device (120) is compromised comprises a user entry.

4, A method according to any preceding claim, in which the indication that the mobile device
(120) is compromised comprises an indication that the mobile device (120) is no longer authorised

to access the server system (110).

5. A method according to any preceding claim, in which said synchronisation process

comprises updating values of the subset of device data (520) to reflect changes to values of the

corresponding server data (420).

6. A method according to claim 3, in which said synchronisation process comprises updating

values of the server data (420) to reflect changes to corresponding values of the subset of device

data (520).

. A method according to any preceding claim, comprising performing said synchronisation

process periodically.

8. A method according to any preceding claim, comprising performing said synchronisation

process automatically, without initiation by a user.

9. A method according to any of claim 1 to claim 7, comprising performing said

synchronisation process on instruction from a user.

10. A method according to any preceding claim, in which the device data (410,420) which is

erased according to the first set procedure comprises at least one of e-mail data (310), calendar data
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(320), file data (330), bookmark data (340), task data (350), sales force automation data (360),

customer relations management data (370), organisational directory data (380), personal information

manager (PIM) data (390) and applications (395).

11. A method according to any preceding claim, in which the first set procedure comprises

maintaining the operating system of the mobile device (120).

12. A method according to any preceding claims, in which the mobile device (120) is associated

with an organisation which controls the server system (110).

13. A method according to any preceding claim, wherein the first set procedure is selected by a

pre-set mechanism that is triggered according to pre-set criteria.

14. A method according to any preceding claim, comprising storing the plurality of set

procedures in a set procedures file (170, 175) at the server system.

15. A method according to any preceding claim, wherein a data tracker (720) is maintained on
the mobile device (120}, the data tracker identifying the data items of the first type, and the method
comprises:

at the mobile device (120), responsive to receipt of said request, using the data tracker (720)

to identify data items of the first type for erasure.

16. A method according to any preceding claim, wherein the plurality of set procedures includes
a second set procedure, different from the first set procedure, the second set procedure comprising
erasure of applications (395) held in the device data store (135) and maintaining the operating

system of the mobile device (120).

17. A mobile device (120) for use in controlling access to data held thereon, the mobile device
(120} comprising:

a device data store (135) for storing device data (121); and

a synchronisation client (124), the synchronisation client (124) being a client of a
synchronisation server (118) of a server system (110) remote from the mobile device (120),

wherein the synchronisation client (124) is arranged to perform, via a synchronisation

connection, a synchronisation process with the synchronisation server (118) to synchronise at least a
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subset of the device data (510, 520) with corresponding server data (115) held in a server data store
(130) of the server system (110),

wherein the mobile device (120) is arranged to:

store data in the device data store (135) according to a plurality of types, the plurality of
types including a first type of data and a second type of data, the first type of data comprising data
items (510, 520) to be synchronised between the mobile device (120) and the server system (110)
according to said synchronisation process, and the second type of data comprising data items (530)
which are not synchronised according to a said synchronisation process, the second type of data
comprising personally owned data items (530) installed on the mobile device (120) by a user of the
mobile device (120);

receive a first request from the server system (110) to control access to device data (121) in
accordance with a set procedure, and determine that the set procedure comprises a first set
procedure, wherein the first set procedure comprises erasure of data items (510, 520) of the first type
and severance of the synchronisation connection;

responsive to receipt of said first request, selectively erase data items from the device data
store (135) in accordance with said data types, the selective erasure comprising erasure of data items
(510, 520) of the first type, whereby data items (530) of the second type are maintained in the device
data store (135); and

responsive to receipt of said first request, sever said synchronisation connection, whereby
performance of said synchronisation process ccases,

wherein the first set procedure is a set procedure of a plurality of set procedures, each of
which the mobile device (120) is arranged to execute on receipt of a respective request from the
server system (110), each of the plurality of set procedures comprising erasure of data items of at

least one of the first type of data and the second type of data.

I18. A mobile device (120) according to claim 17, wherein the mobile device (120) is arranged to

perform said synchronisation process periodically.

19. A mobile device (120) according to either of claim 17 and claim 18, wherein the mobile

device (120) is associated with an organisation which controls the server system (110).

20. A mobile device (120) according to any of claim 17 to claim 19, in which the device data
erased according to the first set procedure comprises at least one of e-mail data (310), calendar data

(320), file data (330), bookmark data (340), task data (350), sales force automation data (360),
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customer relations management data (370), organisational directory data (380), personal information

manager (PIM) data (390) and applications (395).

21. A mobile device (120) according to any of claim 17 to claim 20, wherein the mobile device

(120) comprises a mobile telephone or a laptop computer.

22. A mobile device (120) according to any of claim 17 to claim 21, wherein a data tracker (720)
is maintained on the mobile device (120), the data tracker identifying the data items of the first type,
and the mobile device (120) is arranged, responsive to receipt of said first request, to use the data

tracker (720) to identify data items of the first type for erasure.

23. A mobile device (120) according to any of claim 17 to 22, wherein the plurality of set
procedures includes a second set procedure, different from the first set procedure, the second set
procedure comprising erasure of applications (395) held in the device data store (135) and

maintaining the operating system of the mobile device (120).

24. A method for use in controlling access to data held on a mobile device (120), the mobile
device (120) comprising:

a device data store (135) for storing device data (121); and

a synchronisation client (124), the synchronisation client (124) being a client of a
synchronisation server (118) of a server system (110) remote from the mobile device (120),

wherein the synchronisation client (124) is arranged to perform, via a synchronisation
connection, a synchronisation process with the synchronisation server (118) to synchronise at least a
subset of the device data (510, 520) with corresponding server data (115) held in a server data store
(130) of the server system (110),

the mobile device (120) being arranged to:

store data in the device data store (135) according to a plurality of types, the plurality of
types including a first type of data and a second type of data, the first type of data comprising data
items (510, 520) to be synchronised between the mobile device (120) and the server system (110)
according to said synchronisation process, and the second type of data comprising data items (530)
which are not synchronised according to a said synchronisation process, the second type of data
comprising personally owned data items (530) installed on the mobile device (120) by a user of the
mobile device (120),

the method comprising:
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receiving (910) a first request from the server system (110) to control access to device data
(121) in accordance with a set procedure, and determining that the set procedure comprises a first set
procedure, wherein the first set procedure comprises erasure of data items (510, 520) of the first type
and severance of the synchronisation connection;

responsive to receipt of said first request, selectively erasing (915) data items from the
device data store (135) in accordance with said data types, the selective erasure comprising erasure
of data items (510, 520) of the first type, whereby data items (530) of the second type are

maintained in the device data store (135); and

responsive to receipt of said first request, severing said synchronisation connection, whereby

performance of said synchronisation process ceases,

wherein the first set procedure is a set procedure of a plurality of set procedures, each of
which the mobile device (120) is arranged to execute on receipt of a respective request from the
server system (110), each of the plurality of set procedures comprising erasure of data items of at

least one of the first type of data and the second type of data.

25. A method according to claim 24, comprising performing said synchronisation process

periodically.

26. A method according to either of claim 24 and claim 25, in which the mobile device (120) is

associated with an organisation which controls the server system (110).

27. A method according to any of claim 24 to claim 26, in which the device data erased in
accordance with the first set procedure comprises at least one of e-mail data (310), calendar data
(320), file data (330), bookmark data (340), task data (350), sales force automation data (360),
customer relations management data (370), organisational directory data (380), personal information

manager (PIM) data (390) and applications (395).

28. A method according to any of claim 24 to claim 27, in which the mobile device (120)

comprises a mobile telephone or laptop computer.

29. A method according to any of claim 24 to claim 28, wherein a data tracker (720) is
maintained on the mobile device (120), the data tracker (720) identifying the data items of the first

type, and the method comprises:
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responsive to receipt of said first request, using the data tracker (720) to identify data items

of the first type for erasure.

30. A method according to any of claim 24 to claim 29, wherein the plurality of set procedures
includes a second set procedure, different from the first set procedure, the second set procedure
comprising erasure of applications (395) held in the device data store (135) and maintaining the

operating system of the mobile device (120).

31. A computer program comprising instructions for execution by a mobile device (120), the
instructions, when executed, causing the mobile device (120) to perform the method of any of claim

24 to claim 30.
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