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Description 

FIELD OF THE INVENTION 

[0001) This invention relates to the field of remote data 
access and, more particularly, to techniques for autode
struction of data available on a remote device that has 
been compromised and is subject to be used by a user 
without authorization. 

BACKGROUND OF THE INVENTION 

[0002) Data accessibility and consistency are fre
quently significant concerns for computer users. When 
a roaming user who has traveled to a remote location 
needs to review or manipulate data such as e-mails or 
documents, the roaming user must either carry the data 
to the remote location or access a workstation remotely. 
Because maintaining a true copy of a database contain
ing the necessary data can be a cumbersome process, 
system designers have developed various techniques for 
connecting a remote device across a computer network 
to a server storing the data. 
(0003) Milllons of people, including employees ofcom
panies and organizations, use remote access technology 
for communication of data in the performance of their 
jobs. Companies and organizations are often under pres
sure for finding ways to rapidly and cost-effectlvely con
nect mobile employees to key organizatlonal information 
utilizing existing and often disparate communications 
platforms and devices. Resolving the Issues of access, 
synchronization, and security regarding remote access 
technology may be crucial to these organizations. 
(0004) The use or remote access technology for com
munication of dala may be one of the factors leading to 
the increasing importance of synchronization technolo
gy. When copies of the same data resides In more than 
one place, as the value of a copy of this data at one of 
these places Is changed, the value of Iha copy of the 
same data at other loc::itions mus! he updated to reflect 
the most recent change. Synchronization process refers 
to a process of updating data values to reflect the mosl 
recent changes In the value. For example, a data value 
may be modified by the remote user by Input of a new 
value to the remote device. By using the process of syn
chronization lhe value of copies of the same data at the 
server location is modified to reflect the change at the 
remote device. Data values may also be changed at the 
server location. In that case, the process of synchroni
zation Is needed to modify the values of the correspond-
Ing copies of data at the remote device in order to reflect 
the change al the server location. In short, the synchro
nization process may be used to updale old values of 
data to become equal to the new values. 
[0005) Synchronization of email over the Internet and 
generic synchronization of other workplace data such as 
flies, contacts, and calendars is handled with appropriate 
applications. As users rely on multiple Intelligent devices, 

that may be located at different places. to communicate 
and organize their key data, they need lo synchronize 
thedata collected at or communicated from different plac
es to make sure that they have access lo the most up to 

5 date version of data. Frequently, facilitating access and 
updating the remote user's data through synchronization 
allows the remote device to be in possession of the most 
up-to-date data available at the server housing the data
base. Synchronization also allows transmission of any 

10 	 changes to the data at the remote site back to the server. 
As such, the user in control of a remote device that is in 
communication with the central repository for the data at 
the server may cause mod~ication of the data available 
on the server. 

1li 	 (0006] Because through synchronizaUon changes to 
data by a remote user may cause changes to the data 
at the central repository, unauthorized change in the data 
at the remote location endangers lhe data at the central 
repository. In some example scenarios, the remote de

20 	 vice may be lost or stolen or the user in control of the 
device may lose authorized status. In any scenario where 
the remote device falls in unauthorized hands, both the 
data on the remote device and the data al the server are 
in danger of being used without authorization, falsely 

25 	 modified, or deleted. Any of these events may at lhe least 
cause delay and loss of business and at the most prove 
catastrophic to the viability or the business of the organ
ization. While transmissive encryption technologies may 
be used to ensure privacy of data in transit; transmissive 

30 	 encryption is usually irrelevant to the security measures 
that are needed in the case that the remote device itself 
is compromised or the remote user loses authorized sta
tus. 
(0007) WO 0212985 A2 describes a system including 

35 a personal data device which stores personal data. The 
personal data is synchronized with data stored at a re
mote database server. If the personal data device is re
ported missing, the database server synchronises the 
data stored on the database server and sends a signal 

40 to the p!lrsonal data device to delete the data held on the 
device. 
(0008] US 57 48084 A 1 describes a computer config
ured with a radio transmiller that is capable of receiving 
control commands In the event that the computer has 

45 	 been stolen, and, depending on the content of the control 
commands, to perform various data handling operations 
on the computer, such as deletion and/or transmission 
of data to a remote location. 

so 	 SUMMARY OF THE INVENTION 

(0009) Methods, a mobile device and a computer pro
gram for use In controlling access to data are provided 
In accordance with the appended claims. 

55 	 [0010] Embodiments of the present invention provide 
a method, a system, and a computer program product 
for a user In charge or lhe data at an establishment, such 
as a company, a government agency, a private club, etc. 
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to prevent misuse of data on a remote device that is in 
communication with a global server system at. for exam
ple, a central location of the establishment if the remote 
device has been compromised or the user of the remote 
device loses authorized status. 5 

(0011) In an embodiment or the present Invention, a 
method for erasing data from a compromised remote de
vice is disclosed that comprises a} exchanging data with 
aremote device via a network, wherein the remote device 
has one or more lypes ofdate stored therein; b} receiving 
an indication that the remote device Is compromised; c) 
selecting at least one of the one or more types of data 
for erasure in the remote device; and d) transmitting an 
order to erase data to the remote device vis the network. 
In this embodiment, the order identifies the atone lease 1s 
type of data to be erased in !he remote device and data 
of the type of data identified by the order is erased in the 
remote device upon receipt of the order by the remote 
device. 
[0012) Other embodiments of this Invention may in-
elude a system for autodestruction of data on a remote 
device (remotedevicedala) that is in communication with 
a server storing copies of the same data (server data) 
comprising a global server for storing :md m:rnipulating 
serverdata and remote device data and one or more one 25 

remote device for storing and manipulating remote de
vice data. The global server and the remote devices are 
capable of communicating via a network. The serverdata 
includes non-synchronized and synchronized type dala. 
The remote device data includes non-synchronized and 
synchronized type data as well. The global server In
cludes a datastore for storing server data, a remote ac
cess server for communicating with the remote devices, 
and a synchronization server for comrnunieating with the 
remote devices. The remote device server In turn has an 35 
autodestrucl server for automatically destroying non
synchronized type remote device data and the synchro
nization server In turn has an autodestruct server for au
tomatically destroying synchronized type remote device 
data. The remote devices include a de1tastore for storing 
remote device data, a remote access cllenl for commu
nir.:iting with the remote access server, and a synchro
nization client for communicating with the synchroniza
tion server. The remote access client has an autodestruct 
client for automatically destroying non-synchronized type 45 

remote device data; and the synchronization client has 
an autodestruct client for automatically destroying syn
chronized type remote device data. The oommunication 
between the remote devices and the server comprises 
ofcommunication between the remote access serverand 
the remote access client, 
J0013J In another embodiment of the invention, the au
todestruct server may further comprise an erasure con
troller for controlling which remote device data is to be 
destroyed, a remote device connection severing reques 55 

lor for requesting the remote device to sever Its connec
lion with the network. and a server connection severing 
engine for severing the connection between the global 

server and the network. 
(0014] In another embodiment, the autodestruct client 
may further comprise a data tracker for keeping track of 
data transfers and remembering the final location where 
data Is stored, a data eraser for erasing all or parts of 
remote device data, a rerormatter for reformatt ing the 
remote device, and a remote device connection severing 
engine for severing the connection of the synchronization 
client or the remote access client with the network. 
(0015] The embodiments of this invention include a 
method for autodestruction of data by storing data In at 
least one category of data, in a server, each category of 
data stored in the server (server data) being either of a 
non-synchronized type or of a synchronized type, !'.torlng 
data in at least one category of data in a remote device, 
each category ofdata stored in the remote device (remote 
device data) being either of a non-synchronized type, of 
a synchronized type, orof a personally owned type, com
municating the non-synchronized type data via a remote 
access connection between a remote access server of 
the server and a remote access client of the remote de
vice, tracking the location, category, and type of each 
server data and each remote device data, executing a 
process of synd1ronization, being referred to as a syn
chronization event, receiving an indication marking at 
least one category of data, or alternatively at least one 
type of data, in the remote device for destruction or re
ceiving an indication marking al least one type of data in 
the remote device for destruction, and requesting the re
mote device to activate a set procedure, lo destroy the 
al least one category of data that is marked for destruc
tion. 
(0016] In one embodiment, the values of the server 
data and remote device da ta may include a time stamp 
indicating the time the value was last modified. 
(0017) In another embodiment, the type of a category 
of data may be changed from the synchronized type lo 
the non-synchronized type. Synchronized data catego
ries whose type is changed to non-synchronized may 
include applications and timesheet data. The type of a 
category of data may also be changed from a non-syn
chronized type to the synchronized type. Exam ples of 
synchronized data categories whose type ls changed to 
non-synchronized Include applications and timesheet 
data. 
(0018) The categories ordata may Include at least one 
of a category of e-mail data, a category of calendar data, 
a category of file data. a category of bookmark data, a 
category of task data, a category of sales force automa
tion data, a category of customer re lations management 
data, a category of corporate directory data, a category 
of personal information manager data, and a category of 
applications data. 
[0019] The non-synchronized data categories include 
employee salaries and passwords, and the synchronized 
data categories include calendar data and corporate di
rectory data. 
(0020) In other embodiments, the change In the type 
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ofdala may be communicated to the trackP.r by a user in 
charge of changing the type of data, where the change 
in the type of data Is found oul by the tracker during a 
subsequent synchronization event. 
(0021) Synchronization may ulilize the lime stamps to 
determine the most recent data value corresponding to 
each data, where synchronizing the synchronized type 
data includes updating values of synchronized type data 
at one location if a corresponding value Is modified at the 
other locallon, to reflect the most recent modification of 
the value ofthe data, on the synchronized type data via 
a synchronization connection between asynchronization 
server of the server and a synchronization client of the 
remote device. Synchronization may occur automatical
ly, without initiation by auser. Synchronization may occur 
at predetermined limes. Synchronization may occur pe
riodically. It may occur upon detecting a change in a data 
value at the remote device, upon detecting a change in 
a data value at the server system, or upon Instructions 
from a user. 
(0022) In other embodiments, destruction may Include 
complete erasure of the remote device data marked ror 
destruction, tagging of the remote device data marked 
for destruction. or pointing to the remote device data 
marked for destruction. 
(0023) In other embodiments, the set procedure may 
comprise destroying the synchronized type data on the 
remote device; requesting the remote device lo reformat; 
requesting erasure of personally owned data on the re
mote device; requesting erasure of applications on the 
remote device; requesting erasure of non-synchronized 
data on the remote device; requesting erasure of syn
chronized data on the remote device; requesting encryp
tion ofalldata, synchronized type dala, personally owned 
data, non-synchronized data and/or appllcatlons on the 
remote device; severing the remote access connection 
between the remote device and the serve; severing the 
synchronization connection between the remote device. 
and the server; and/or severing both the remote access 
connection and the synchronization connection between 
the remote device and the server. 
(0024) In other embodiments, reformatting at the re
mote device may comprise requesting erasing all data 
from the remote device and severing the communication 
between the server and the remote device, and leaving 
the operating system of the remote device intact so that 
the remote device remains a thinking machine. 

DESCRIPTION OF SEVERAL VIEWS OF THE DRAW
INGS 

100251 The rollowing figures depict examples of vari· 
ous systems and methods In accordance with embodi
ments of the present invention: 

FIG. 1 is a block diagram Illustrating a network sys

tem; 

FIG. 2 is a block diagram illustrating an example or 
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a computer system; 
FIG. 3 is a block diagram illustraUng examples of 
categories of server data that may be stored as either 
synchronous or non-synchronous type data in the 
global server system; 
FIG. 4 Is a block diagram illustrating types of server 
data; 
FIG. 5 is a block diagram illustrating types of remote 
device data; 
FI G. 6A Is a block diagram illustrating an autode
struct server system; 
FIG. 68 is a block diagram illustrating an encryption 
server system: 
FIG. 7A Is a block diagram illustratlng an autode
struct client system; 
FIG . 78 is a block diagram illustrating an encryption 
client system; 
FIG. SA and FIG. 88 together depict a flowchart il
lustrating an example process for automatically de
stroying data and applications on a remote device 
and severing the connection of the remote device to 
the server syslem; and 
FIG. 9A and FIG. 98 depict flowcharts Illustrating an 
example process for automatically destroying data 
and applications on a remote device and severing 
the connection of the remote device to the server 
system. 

DETAILED DESCRIPTION 

[0026) The statement ofthe problem in the Background 
sP.ctlon makes clear that a system and method are need
ed for preventing the unauthorized use of data on a re
mote device that is in communication with a central re
positoryof data such asa server system. Asystem. meth
od, and computer progriim product are presented here 
that address the problem of unauthorized access to data 
on a remote device oron a server that Is In communication 
with the remote device. 
[0027} FIG. 1 is A block diagram illustrating a network 
system 100 In accordance with an embodiment of the 
present invention. As depicted in FIG. 1, the network sys
tem 100 includes a global server system 110 that Is in 
communication with one or more remote devices 120 via 
a network 150. The server system 110 may be coupled 
to the network 150 via any type of suitable connection 
such as wireless or wired (fiber-optics, coaxial cable, IS
DN. copper wire, etc.) connections. Similarly, the remote 
devices 120 may be coupled lo the network 150 via any 
suitable connection. Optlonally, the remote device 120 
and the server system 11 Omay be connected via direct 
wired or wire less connection. As such, the remote devic
es 120 may be mobile or stationary. Mobile devices are 
those that are portable and easily carried around by the 
user. Examples of mobile devices include mobile tele
phones, palm pilots, and laptop computers. The remote 
devices 120 may be In communicaUon with other remote 
devices utilizing the network 150. 

4 
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[0028) It should be noted that the embodiments or this 
invention are capable of providing access to a broad as
sortment of remote devices that may be stationary or 
mobile computing devices and work with the most widely 
used enterprise messaging applications such as Micro 5 

soft Outlook and Lotus Notes. EKamples of suitable net
works 150 include WAN (Wide Area Networks), LAN (Lo
cal Area Networks), telephone networks, the Internet, or 
any other wired or wireless communication nelwork. 
[0029) The global server syslem 110 may include a 10 

server datastore 130, a remote access server 116, and 
a synchronizatlon server 118. The server datastore 130 
may be used to store server data 115 that is synchronized 
with remote device data 121 or otherwise accessed by 
lhe remote device 120. The remote access server 116 t5 

further includes an autodestruct server 117, an encryp
tion server 150, and a set procedures file 170. The syn
chronization server 118 further includes an autodestruct 
server 119, an encryption server 152, and a set proce
dures file 175. 20 

[0030) fhe remote device 120 may similarly include 
r~rnote device datastore 135, arernot~ <:1ccess client 122, 
and a synchronization cllenl 124. The remote device da
tastore 135 may be used to store remote device data 
121. The remote access client 122 further includes an 25 

autodestruct client 123 and an encryption client 160. The 
synchronization client 124 further includes an autode
struct client 125 and an encryption cllent 162. 
10031) The remote access server 116, the synchroni
zation server 118, the remote access client 122, the syn- :Jo 

chronlzation client 124, and the security systems (not 
shown) of the server system 110 and those of the remote 
device 120 May support any suitable protocol that may 
for example include WAP (Wireless Application Proto
col), WML (Wireless Markup Language). HDML (Hand- 35 

held Device Markup Language), SMS (Short Message 
System), HTML (Hypertext Markup Language), HTIP 
(Hypertext Transfer Protocol), and/or SMTP (Simple Malt 
Transfer Protocol). 
(0032) The remote access server 116 resides on the 40 

server system 110, that may for example be located at 
a central location such as an organization's headquarter, 
and the remote access client 122 resides on the remote 
device 120, for example at a roaming user's end. The 
remote access client 122 permits the remote device 120 45 

to access the server data 115 via the remote access serv
er 116. 
(0033) Coples of the same data 115/121. or subsets 
thereof, may reside on the server 110 and the re mote 
device 120 respectively. When copies of the same data 50 

reside in more than one place, as the value of this data 
at one of these places is changed, the value of the copy 
of the same dala at olher iocatlons must be updated to 
reflect the most recent change. A synchronization proc
ess may be used lo synchronize the data, i.e., to update 55 

old values or data to become equal to the new values. 
(0034] The synchronization server 118 resides on the 
server system 110 while the synchronization client 124 

resides on each remote device 120. The synchronization 
server 118 and the synchronization client 124 operate to 
synchronize the copies (or subset(s)) of the data 115 on 
lhe server 110 with the copies (or subset(s)) of the same 
data 121 on the remote device 120. A synchronization 
process may be executed automatically without any ini
tiation from the user. For example, the synchronization 
server 118 and the synchronization client 124 may be 
set to execute the synchronization process at preset 
times. at preset intervals, or upon detecting a change in 
the data on one side. As another opUon. synchronization 
may be executed upon user instruction. Every time the 
synchronization process is executed, a synchronization 
event occurs. A synchronlZatlon event, thus, may occur 
at preset time intervals, every lime data values at one 
end are changed, every time a user al one end wishes 
it, or according to some other criteria. 
(0035) The synchronization server 118 and the syn
chronization client 124 operate lo replace the older data 
values with the corresponding newer data values. Older 
data values may be distinguished from newer values us
ing various methods such as lime stamps. If, for example, 
each data value Is further qualified with a time stamp, the 
synchronization server 118 and synchronization client 
124 may use a comparison between the lime stamps to 
identify the later data value and update the earlier data 
value to reflect the latest modifications to the value. Using 
the time stamp, the synchronization server 118 or client 
124 selects the laterdala value that may replace the ear
lier version. 
(0036] Illustrative examples of synchronization 
schemes that may be utilized for carrying out a synchro
nization process are disclosed In U.S. Patent No. 
6,023,708, titled "System and Method for Using a Global 
Translator lo Synchronize Workspace Elements Across 
a Network," by Mendez et al.,U.S. Patent No. 6,151,606, 
tilled "System and Method for Using a Workspace Data 
Manager to Access, Manipulate and Synchronize Net
work Data,'' by Mendez, and U.S. Patent No. 6,085,192, 
tllled "System and Method for Securely Synchronizing 
Multiple Copies of a Workspace Element in a Network," 
by Mendez et al., all of which are incorporated by this 
reference. 
[0037] The autodestruct server 117 of the remote ac
cess server 116 transmits erasure and other commands 
to the autodestruct client 123 of the remote access client 
122 when a user of the remote device 120 loses author
ization to use the device 120 or when the device 120 Is 
compromised (e.g., lost, stolen). The commands can be 
included In a set procedures file 170 that Indicates the 
procedures to follow. In an embodiment, the remote ac
cess client 122 erases a subset of data in the remote 
device data 121 that includes data remotely accessed 
from the remote access server 116 but Is not necessarily 
synchronized with server data 115. Alternatively, thesub
set of data can be thought of as one-way synchronized. 
I.e., changes in the oorrespondingsubsetofdata in server 
data 115 leads to an update the subset in the remote 
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device data 121, but not vice versa. An example of this 
subset can Include corporate directory data. The remote 
access client 122 can also erase personal data and ap
plications in the remote device data 121. Other com
mands in the set procedures file 170 can include format 5 

ting commands, communications llnk severance com
mands, encryption commands, copying, etc. In another 
embodimenlofthe invention, the autodestruct server 117 
can instruct the autodestrucl clienl 123 to first transmll 
specified data (e.g., non-synchronized and/or personal 
data) lo the server datastore 130 for storage and then 
instruct the autodeslruct cllenl 123 to erase the data. The 
autodestruct server 117 and client 123 will be discussed 
Jn further delail below. 
(0038) The encryption 3erver 150, in conjunction with 16 

the autodestruct server 117, can transmil lnstructions in 
the set procedures file 170 to the encryption cllent 160. 
Instructions fort he encryption server 150can include en
crypting all or a subset of data from remote device data 
121, lliereby preserving the data but preventing an un
authorized user from accessing the remote device data 
121 on the r1:1rnole device 120. If the remote device 120 
is recovered, the encrypted data can be decrypted and 
accessed. If the data is extremely sensl!lve and therefore 
the risk ofmisuse if decrypted very high, theautodestruct 25 

server 117 can instead instruct the autodestruct client 
123 lo erase the data instead of the encryption server 
150 instructing the encryption client 160 to encrypt the 
data. In an alternative embodiment, the data can first be 
encrypted and then erased so that if the erased d11ta Is 
somehow recovered, it will still be in an encrypted format. 
The encryption server 150 and the client 160 will be dis
cussed in further detail below. 
[0039) The autodestruct server 119 and the encryption 
server 152 are substantially similar to the autodestrucl 35 

server 117 and the encryption server 119 but generally 
operate to transmit Instructions to the autodestruct client 
125 and the encryption client 162, which act upon syn
chronized data in the remote device data 121 in subston· 
lially similar fashion lo the autodestruct client 123 and 
the encryption client 160. The set procedures file 175 
cnn be substantially simllor to set procedures file 170 but 
may include different instructions because of the nature 
of the data acted on by the synchronization client 124. It 
will be appreciated by one of ordinary skill In the art that 45 

the remote access server 116 and the synchronization 
server can be combined into a single unit that transmits 
lnstrnctions to the remote device 120 to operate on the 
remote device data 121. The single unit can transmit in
structions to the remote device 120 to operate on all re
mote device data 121 In a similar manner or to operate 
on the data 121 based on type (e.g., synchronized, 
non-synchronized, personal, etc.). Similarly, in an em
bodiment of the invention, the remote access client 122 
and the synchronization client 124 can also be combined 55 

into a single unit to operate on the remote device data 
121 based on data type. The remote device data and 
types will be discussed In further detail below In conjunc

lion wilh FIG. 3 and FIG. 5. 
[0040) In an embodiment of the invention, the remote 
access client 122 and the synchronization client 124 of 
the remote device 120 can each include a set p,ocedures 
file 180 and 185 respectively. The set procedures files 
1BO and 185 are substantlally similar to the set proce
dures files 170 and 175 and are used when the remote 
device 120 self-initiates an aulodestruct and/or encryp
tion routine. The remote device 120 can self-initiate lhe 
procedures when it has determined that It has been com
promised. For example, the remote device 120 can re
quire the regular inpul of a code. If the scheduled input 
of the code is missed or if the inputted code is incorrect, 
this couId indicate the devlce 120 has been compromised 
and therefore the remote device data 121 or a subset 
thereof needs to be encrypted or erased. This can be 
useful in situations when the remote device 120 has been 
compromised but is not in contact with the global server 
system 110 and so the system 110 cannot initiate pro
cedures in lhe set procedures files 170 and/or 175. 
(0041) During operation of the network system 100, 
the remote device 120 accesses data from the global 
server system 110. For non-synchronized data, the re
mote access client 122 interacts with the remote access 
server 116. For synchronized data, the synchronization 
client 124 interacts with the synchronization server 118 
to exchange data according to synchronization process
es known in the art. Synchronization between the server 
118 and the client 124 can occur at regularly scheduled 
Intervals or can be manually initiated by a user of the 
remote device 120 or the operator of the global server 
system 110. 
[0042) If the remote device 120has been compromised 
(e.g., lost, stolen, or the user is no longer authorized to 
access data), the remote access server 116 and the syn
chronization server 116 can transmit instructions to the 
remote access client 122 and the synchronization client 
124 respectively of the remote device 120 to encrypt 
and/or erase all or subsets of the remote device data 
121. In addition, the n!mole access server 116 and the 
synchronization server 118 can transmit instructions to 
the remote access client 122 and the synchronization 
client 124 respectively to transmit a copy of all or subset 
oftheremotedevicedata 121 lotheglobal server system 
110 or other location for storage and evaluation. In ad
dition, as described above, if lhe remote device 120 is 
compromised, the remote device 120 can self-initiate an 
erasure andfor encryption routine. 
[0043) FIG. 2 is a block diagram illustrating an exem
plary computer system 200 that may be utilized to carry 
out embodiments of the present invention. The server 
system 110, the remote device 120, and components of 
these systems may Include such a computer system 200 
or parts thereof. The computer system 200 includes one 
or more processors 202, input devices 203, output de
vices 204. readers 205 for reading computer readable 
slorage media, computer readable storage media 206, 
a communication interface 207, storage media 208, and 
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a working memory 209 that further Includes an operating 
system 291 and other programs 292. Abus 201 couples 
these components together. 
[0044] The processor(s) 202 usually controls all the 
other parts and may generally include a control unit. an 
arithmetic and logic unit, and memory (registers, cache, 
RAM andROM) as well as various temporary buffers and 
other logic. The control unit fetches instructions from 
memory and decodes them to produce slanals that con
trol the other parts of the computer system. Some mus
tratlve examples of the processor(s) 202 may include In-
tel's PENTIUM and CELERON processors, Motorola's 
145008, or the llke. 

{0045) Input devices 203 or peripherals may be used 
to transfer data to and from the computer system. Some 
input devices may be operated directly by the user, such 
as keyboard, mouse, touch screen, joystick. digitizing 
tablet, or microphone. Other input devices may include 
sensors or transducers that convert external signals into 
data, for example, an analog to digital converter such as 
a microphone. 
[0046) Output devices 204 may include electronic or 
electromechanical equipment coupled to the computer 
system and may be used to lransmil data from the com
puter In the form of text. Images. sounds or other media 
to the communication interface 207 that may be a display 
screen, printer, loudspeaker or storage device 208. Most 
modem storage devices such as disk drives and mag
netic tape drives act as both input and output devices, 
others are input only. 
[0047) The communications interface 207 may be 
used to couple the bus 201 lo a oompuler network 150 

and mav include an Ethernet card, a modem, or other 
similar software or hardware. Ethernet Is a type of local 
area network, which sends its communications through 
radio frequency signals carried by a coaKial cable. Each 
computer checks to see if another computer is transmit
ting andwaits its turn to transmit. Software protocols used 
by Ethernet systems vary, but include Novell Netware 
and TCP/IP. Amodem connects computP.rs to e:ir.h other 
for sending communications via the telephone lines. The 
modem modulates the digital data of oomputers into an
alog signals to send over the telephone lines, then de
modulates back into digital signals to be read by the com
puter on the other end. 
[0048) Computer-readable storage medium readers 
205 may be used to access and store Information on the 
computer-readable storage media 206. Computer-read
able storage medium readers 205 may include disk 
drives, CD-ROM drives, or DVD drives. Computer-read
able storage media 206 may include diskettes. CD
ROMs, or DVDs. 
(0049) Storage 208 or memory is a device Jnto which 
data can be entered, in which they can be held, and from 
which they can be retrieved at a laler time. Slorage 208 
may include the hard disk space of the computer system 
200 capable of permanently storing data and applica
tions. 

[0050) Working memory 209 may include random ac
cess memory (RAM) which, in !urn, houses the operating 
system 291 and other programs 292. The RAM may be 
built from semiconductor integrated circuits, which can 

5 	 be either static (SRAM) or dynamic (DRAM). RAM is usu
aUy volatile although non-volatile random-access mem
ory may also be used. 

[0051] The operating system 291 is a low-level soft
ware which handles various tasks for example Interfacing 

10 	 to peripheral hardware, scheduling of tasks, allocating 
storage, and presenting a default interface to the user 
usually when no application program is running Some 
examplesofthe operating system 291 may include UNIX, 
XENIX, Linux, OS2M'ARP, DOS, Windows, Windows 95, 

16 	 Windows 98, Windows CE, Windows NT,Windows2000, 
Macintosh System 7, IBM's VM and VSNME or operating 
systems specifically engineered for handheld devices 
such as PalmOS, EPOC, Windows CE, FLEXOS, OS/9, 
and JavaOS, or any other type of operating system ca

20 	 pable of operating various types or computers. 
[0052] FIG. 3 is ;:i block diagram illustrating examples 
of various categories of server data 115. The serverdalc1 
115 and the remote device data 121, that are stored in 
the serverdatastore 130 and the remote device datastore 

25 	 135 respectively, may Include one or more data catego
ries. These categories may for example include email 
data 310, calendar data 320, file data 330, bookmark 
data 340, task data 350, sales force automation data 360, 
customer relations management data 370, organlzallon-

Jo 	 al directory data 380, personal information manager 
(PIM) data 390, various applications 395, and other data 
types. 
[0053] Examples of email data 310 may include the 
oontenls of an email, the dates it was sent and received, 

35 the addresses of the sender and lhe receiver, and the 
title of the email. Examples of calendar data 320 may 
include Lhe dales and the events scheduled for each date 
and other characteristics of each date such as whether 
the dale is a holiday or not. Examples of file data 330 

40 may include file names, contents, dales of crealion of the 
me, and file location. Examples or bookmark data 340 
may include Internet addresses of bookmarked locaUons 
and an identifier or name corresponding to the address. 
Examples of task data 350 may include information about 

45 the tasks to be performed and the dates of performance 
and the personnel assigned for performance of each 
task. Examples of sales force automation data 360 may 
Include data on automation of the sales activities of the 
salespersons of an organization. Examples of customer 

so relations management data 370 may include various 
types ofdata about various customers of an organization. 
EKamples ofcorporate (or otherorganization-type) direc
tory data 380 may includes names, positions, locations, 
and contact information of Iha persons working for an 

55 organization. Examples of personal informalionmanager 
(PIM) data 390 may include data used by a person in lhe 
day-to-day management of the person's life and activi
ties. Examples of various applications 395 may include 

7 

http:computP.rs


13 EP 2 375 336 61 14 

word processing appllcatlons such as Microsoft Word or 
WordPerfect, spreadsheet applications such as Lotus 
1-2-3 and Excel, drafting applications such as Autocad, 
and the like. The server data 115 and re mote device data 
121 may include entire data files, applications, or other 
data units. 
(0054] FIG. 4 is a block diagram showing the server 
data 115 of the global server system 110. The server 
data 115 may Include two lypes of data, non-synchro
nized type data 41 Oand synchronized type data 420. 
(0055) Non-synchronized server data 410 may be de
fined as a type of data that should nol be modified based 
on the modifications of data on a remote device 120. 
Non-synchronized data 410 is served by the remote ac
cess server 116 to the remote access dfenl 122. This 
data may be either data that is not accessible (or even 
visible) lo the remote device 120 or data that can be ac
cessed and stored by the remote device 120 but should 
not be changed or altered by the remote device 120. The 
synchronization process does not rmpactthis type ofdata 
and does not update the data values of lhis type at the 
server location when lhe corresponding data value has 
been changed al the remote device localion. Examples 
of non-synchronized data 410 may include sensitive da

ta, for example, data relating to security such as pass
words and encryption information, or employee salaries. 
(0056) Synchronized data 420 may be defined as a 
typa ofdata that can be synchronized utilizing a synchro
nization process. The synchronization server 118 can 
serve this data to the synchronization client 124. As ex
plained above, it is generally desirable to protect some 
data values from being changed by a user In the field; 
these are data that should either stay constant or be 
changed only at a central location by someone with cen
tral authority. On the other hand. synchronized data is 
the type of data that is permitted lo be modiried by a 
roaming user at the remote device 120 end the change 
in the data value is meant to be transferred to the corre
sponding server data 115 during a subsequent synchro
nization event. Examples of synchronized rfata may in· 
clude the kind ofdata regularly collected by roaming us
ers that utilize a remote device. This data may vary de
pending on the type of organization and may Include 
sales dale, technical data, scheduling data, census data, 
and the lllce. rn these cases, the roaming user Is usually 
in the best position to update the data value and it Is 
desirable to communicate the update to the central loca
tion. 
(0057) FIG. 5 Is a block diagram showing types of re
mote device data 121. The remote device data 121 in· 
elude non-synchronized remote device data 510, syn
chronized remote device data 520, and personally owned 
remote device data 530. 
(0058) As explained in the contextof server data types, 
if and while the data values on the remote device are 
classified as non-synchronized data type 510, these data 
will not be affected by changes In Iha corresponding data 
values on the server system 110. Conversely, a change 
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tn the data value on the remote device 120 will nol auto
matically impact the value of the corresponding data on 
the server system 110. However. in an alternative em
bodiment, the non-synchronized data type 510 can ac
tually be one-way synchronized. That is, changes in serv
er data 115 will change the remote device data 121, but 
not vice versa. The non-synchronized server data 410 
may be accessed by the remote device 120 through the 
use of the remote access client 122 and the remote ac
cess server 116. The non-synchronized remote device 
data 510 may include the same categories of non-syn
chronized server data 41 Oand may further include cat
egories of data different from non-synchronized server 
data 410. Typlcally, the non-synchronized remote device 
data 510 may belong lo lhe entity controlling the server 
system. Examples of non-synchronized remote device 
data 51 Omay include sensitive data, for example, data 
relating to security such as passwords and encryption 
information, or employee salaries. 
(0059) The synchronized remote device data values 
520 may be updated during a synchron ization event if 
the corresponding synchronized server data 420 values 
have been modified since the last synchronization event. 
At the same time. any modifications in the synchronized 
remote device data 520 will result In corresponding 
changes in the synchronized server data 420 during a 
subsequent synchronization event Those data catego
ries that may be freely modified by the user of the remote 
device 120 usually fall under the synchronized type. Also, 
when It Is crucial that the roaming user has access to the 
most current value of a data category. this category must 
be classified as synchronized data 520 and must be ui, 
dated regularly with changes on the server system side 
110. Calendar data and organizational directory data are 
exa rnples of categories of data that fall under this type. 
(0060) The personally owned data 530, In contrast to 
the previous types, belongs to the user of the remote 
device and Ideally speaking should not be accessed or 
modified by the user in charge of handling the data and 
the server system, for examplean information technology 
administrator at a company. In an example scenario. the 
remote device 120 In custodyofthe roaming user belongs 
to the organization in control of the server system 110 
and is controlled by the user in charge of controlling the 
server system. Theorganization may authorize the roam
ing users to install personal data or applications on the 
remote devices assigned to them. In such cases, the user 
In charge of controlling the server system may wish to 
steer clear of the personally owned data 530 stored on 
a remote device. This data, therefore, is assigned itsown 
type. 
(0061] Each category of data may be assigned a syn
chronized or non-synchronized type. The various cate
gories of data 310, 320, 330, 340, 350, 360, 370, 380, 
390, 395, etc. may be assigned the synchronized type 
410 or the non-synchronized type 420 by the user in 
charge of the data . Generally speaking, calendar data 
320, some file data 330, bookmark data 340, sales force 
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automation data 360, and customer relations manage
ment data 370 are categories of data that need to be 
accessed and modified by the users carrying the remote 
device 120 in order to be up to date. These categories 
of data may be set to the synchronized type 420 by the 5 

user In charge of the data. As such, a change in the data 
121 in one of these categories on the remote device 120, 
effected by the roaming user that may be, for example, 
a field employee, will be reflected at the server system 
110bya corresponding change in the synchronized data 
420 on the server system 110. On the other hand, ordi
nary applications 395 are generally, but not always, non
synchronized 510. 
(0062) The user In charge of handling the data may 
move categories of data In and out of the non-synchro- 10 

nized type 410 on the server system 110. In other words, 
the type of each data category on the server system 11 o 
may be changed depending on the circumstances. As a 
result, the corresponding categories of data on the re
mote device 120 may move in and out of the non-syn
chronized type 510 as well. 
(0063) An example or moving a category ordata in and 
out of the non-synchronized type 510 is keeping client 
information data, that are being entered into the remote 
device 120 by a roaming user in the rield, in the non-syn- 25 

chronized type 510 unlll the user in charge of handling 
the data at the server location verifies them. In this man
ner, the client information data, being entered by the 
roaming user, may not affect the corresponding data at 
the server location. As long as the data being entered in 
the field is set as non-synchronized type, the changes in 
dat;i v::i lue will not be transferred to the server location 
during a synchronization event. After the user in charge 
of handling the data at the server location decides that 
the field entries are credible, the corresponding server 35 
data 115 may be safely updated by the field entries. Only 
then, this category of data may be moved rrorn the non
synchronized type 510 lo the synchronized type 520. And 
only then, the server data 420 will be synchronized with 
the newly modified remote device data 520. 
[0064) Another example ofa category of data that may 
be moved in and out of the non-synchronized type 510 
may include applications such as word processing pro
grams or spreadsheet programs. For example, every 
time a new version of an application is installed on the 45 

server system 110, the user in charge of the data atthe 
server may change the type of the application category 
to synchronized 420 so that the remote devices 120 may 
also update their versions of the appllcatlon through syn
chronization. Alter all lhe remote devices have synchro
nized their corresponding applications, ii Is generally 
more desirable lo keep the applications in the non-syn
chronized type 510 so that a version of the application 
Installed by a user of the remote device Is not permitted 
to corrupt the central copy at the server location. 55 

[0065) Another example of a category of data that may 
need to be changed from synchronized type to non-syn
chronized type and back again are timesheet entries of 

employees of an enllty. Timesheet entries of each em
ployee may be synchronized throughout a month but at 
the end of each month an IT administrator may move 
timesheet entries into the non-synchronized data type 
and prevent the employee-users to rurther modify their 
entries. 
(0066] Moving the categories of data between the syn
chronized 420 or the non-synchronized lype 410 may be 
advantageous In many situations. For example, a variety 
of security risk scenarios can be handled by embodi
ments of this invention. For example, if erasure happens 
accidentally al the remote device 120, no permanent loss 
occurs as long as the deletion is not transferred back to 
the server system during a synchronization event. To pre
vent accidental or malicious erasure of data at the server 
system 110, sensitive categories of data, that are usually 
not to be modified by users of the remote devices 120, 
may be set to the non-synchronized type 410. 11 th is data 
need to be updated on occasion, the user in charge of 
handling the data may change the data type to synchro
nized 420 during an active supervision period when he 
can ensure that the server data 115 are modified accord
ing to credible modifications in lhe remote device data 
121. Subsequently, the user in charge of handling the 
data may change the data type back to non-synchronized 
410 and protect it frommodification by the remotedevice. 
(0067) FIG. 6A is a block diagram illustrating an au
lodestruct server system 600. This block diagram may 
refer to the autodestruct server 117 included in the re
mote access server 116 or the autodestruct server 119 
Included in the synchronizaNon server 118. Both autode
struct server systems 117 and 119 have similar compo
nenIs that perform generally the same operations. There
fore, the components of the two aulodestruct server sys
tems 117and 119 are being discussed together. The dif
ferences are being discussed after the common points 
are set forth. 
(0068) The autodestruct server system 11 7, 119 is 
used to instruct the remote device 120 to destroy the 
remote device dR!a 121. The aulodestruct server system 
117, 119 includes an erasure controller 610, a remote 
device connection severing requestor 620, and a server 
connection severing engine 630. 
(0069) The erasure controller 610 transmits a set of 
erasure instructions to the remote device 120 and con
trols which data from the remote device data 121 will be 
deleted according to instructions in the set procedures 
file 170 or 175. The erasure controller 610 may be an 
application layer on the remote device 120 using an ap
propriate opemting system depending on the remote de
vice operating system (platform) that may vary between 
Windows, Palm, Epoch, and the like. The erasure com
mand may be platform specific and erasure of data may 
be a complete erasure rather than tagging or poinUng to 
the data that merely marks the data for deletion. 
(0070) The remote device connecUon severing reQues
tor 620 requests the remote device 120 to sever its con
nection with the network 150 that is connected with the 
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server system 110. In response to a request by this re
questor 620, the remote device 120severs its connection 
with the network 150 and thus with other remote devices 
and the server system 110. Once this connection is sev
ered, the server system 120 and the erasure controller 
61001 lhe aulodestruct server 117or 119 have no access 
to the remote device 120 and may not control further 
erasure of data. However, because only those remote 
device or remote devices that are at issue are severed, 
the server system 110 still may access other remote de
vices whose connections to the network 150 remain in
tact. 
(0071) The server connection severing engine 630 dis
connects the connection between the server system 110 
and the network 150 and thus disconnects the server 
system 110 from all remote devices In the field. This en
gine 630 may i>e used when all remote devices are com
promised and the server system 110 needs to sever the 
connection wilh all devices 120. Another example sce
nario of the use of this engine 630 Is when an error is 
detected in the server system 110, such as a virus attack. 
Preventing lhe propagaUon of lhe error or the virus re
quires the server system 110 to be isolated from con
nected devices such as all of the remote devices 120. In 
short, this engine 630 is usually used when the server 
system 110 Is compromised or when all the remote de
vices 120 are compromised as opposed to the lime when 
a sing le re mote device 120ora subsetofall of the re mote 
devices 120 are compromised. 
(0072) In another embodiment of the invention, the 
server connection severing engine 630 prevents the re
mote device 120 from ::iccessing the server system 110 
by deleting all authorization codes and/or related data 
(e.g., User ID, MAC ID, password, etc.) for the specific 
unauthorized remote device 120. 
[0073) The difference between the two autodestruct 
servers is that the erasure controller 610 of the autode
struct server 117, residing with in the remote access serv
er 116, appl/es to server non-synchronized data 310 
whereas the erasure controller 610 of the autodestruct 
server 119, residing within the synchronization server 
118, applies to server synchronized data 320. However, 
itwill be appreciated by one of ordinary skill In the art that 
the autodestruct servers 117 and 119 can be combined 
Into a single unll. 
[0074) FJG. 69 is a block diagram illustrating an en
cryption server system 650. This block diagram may refer 
to the encryption server 150 In the remote access ser.,er 
116 or the encryption server 152 in the synchronization 
server 118. The encryption server 150 Is substantially 
similar to the encryption server 152 by generally having 
the same components that operate in a similar fashion. 
The encryption server system 650 includes an encryption 
controller 660, encryption algorithms 670, and encryption 
keys 680. 
(0075) The encryption controller 660 sends instruc
tions to the encryption client 160 andlor 162 in the remote 
device 120 to encrypt the remote device data 121 or a 

subset thereof. The encryption controller 660 can be In
itiated by a system 110 operator and can follow proce
dures listed In the set procedures file 170 and/or 175. 
The set procedures for use by the encryption controller 

5 660 can include sending acommand to the remote device 
120 to encrypt all or a subset of the remote device data 
120. The set procedures can also specify what type of 
encryption algorithm to use as listed in the encryption 
algorithms 670. The keys used to encrypt and/or decrypt 

10 	 the data are stored in the encryption keys 680. 
(0076) FIG. 7A is a block diagram Illustrating an au
todestruct client system 700. This block diagram may 
refer to the autodestruct client 123 included in the remote 
access client 122 or the autodestruct cllent 125 Included 

15 	 in the synchronization client 124. Both autodestrm:;tclient 
systems 123 and 125 have the same components that 
perform generally the same operations. Therefore, the 
components of the two autodestruct client systems 123 
and 125 are being discussed together. The differences 

20 	 between the two are being discussed after the common 
points are set forth. 
(0077) Ttiti autodestruct client system 700 is used to 
erase the remote device data 121 or a subset thereof. 
The autodestruct client 700 includes a data tracker 710, 

25 	 adata eraser 720, a reformatter 730, and a remote device 
connection severing engine 740. 
(0078) The data tracker 710 system keeps track of the 
transfers of data and remembers the final locatlon where 
the data is stored in the storage 208, the working memory 

3-0 	 209, the computer-readable storage medium 206, or 
elsewhere. Data is communicated between the remote 
devices 120 and the server system 110. or between the 
remote devices 120 that are permitted to communicate 
with one another. The communicated data falls within 

35 	 various types and categories. Every data communicated 
may be assigned the non-synchronized 410, 510, or syn
chronized 420, 520 type. Personally owned data 530 is 
generally not communicated between devices. Data fall
ing within this data type may however be tracked and 

40 	 distinguished from other types i:is well. Every data from 
a category such as email data 310, calendar data 320 or 
the like may further fall within a particular type of non
synchronized 410, 510, synchronized 420, 520 or per
sonally owned 530. D;ita to be syncrronized 410 may 

45 	 first be Identified and marked as such by the user in 
charge of the data. When a synchronized type data 410 
is communicated, to a remote device 120, the data track
er 710 keeps track of the location and type of this data. 
If the user in charge of the data later changes the type 

50 	 assigned to this data, during the next synchronization 
event the data tracker 710 finds out that the data is no 
longer of the synchronized type 410 and changes the 
type assigned to that data. In another option, the change 
in the type of a data may be communicated by the server 

55 	 system to the data tracker 710 as the change takes place. 
As such, when an erasure command is received for the 
synchronized data only, the data tracker 710 knows 
which data are assigned the synchronized type and need 
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to be erased and which are not. The data tracker 710, 
further has record of the location of the data to be erased 
within the storage 208, the working memory 209, on a 
computer-readable storage medium 206, or any other 
physical location on the computer system 200 that the 5 

data may be. 
(0079) The functlon of the data tracker 710 may be 
likened to lhal of a list. In effect, the data tracker 710 
provides the remote device 120 wilh lists of lhe various 
types of data and maintains these lists dynamically as 
the typeof a certain data unit is changed or as the storage 
location of the data unit is changed. Depending on how 
often synchronization is set lo occur: every time a syn
chronization order is dispatched by the server system 
110, at synchronization intervals preset by a user in t5 

charge of the dale or the user of the remote device, every 
time a data unit is updated at the remote device 120 end, 
and/or according lo some olher rule, the data tracker 710 
identifies the synchronized remole device data 520 that 
must be synchronized with the synchronized server data 
420. 
(0080) The data eraser 720 system is capable of eras
ing all or parts of the remote device data 121 on demand 
rrom the system 110 or based on a self-initiation following 
set procedures 180 and/or 185. The dala eraser 720 con- 25 

trols which data will be deleted from the remote device 
data 121 as indicated by the data tracker 710. Forexam
ple, the data eraser may erase only synchronized data 
520 or only personal data 530. The data eraser may use 
an appropriate operating system depending on the re-
mole device operating system (plotform) that may vary 
between windows. Palm, Epoch, and the like. The eras
ure command may be platform specific and erasure of 
data may be complete erasure rather than mere lagging 
or pointing lo the data that is marked for deletion. 35 

[0081] The reFormatter 730 reformats lhe remote de
vice 120 storage area 208. By doing so, the reformatter 
730 erases all data and severs the connection between 
the remote device 120 and the network 150. The refor
matter 730 does not disllnguish bP.tweP.n data types or 
categories. The operation of the reformalter 730 erases 
the personally owned data 530 of the remote device 120 
as well. In an embodiment of the invention. the reformal
ter 730 does not erase the operating system 291 of the 
remote device 120 and thus leaves the remote device 45 

120 a thinking and operating machine without Its original 
data or appllcatlons 121. 
(0082] The remote device connection severing engine 
740 severs Iha connection of the synchronization cllenl 
124 or the remote access client 122 with the network 
150. As a result of operation of this engine 740, the re
mote device 120 may no longer communicate lhe partic
ular lype of data with the server system 110 or other 
remote devices 120. The connection severing engine740 
leavesthe remote device data 121 intaclifiniliated before 55 

the data eraser 720 or the reformatter 730 is instructed 
to operate. If the connection severing engine 740 of the 
autodestruct client 123 of the remote access clfent 122 

operates, the communication of non-synchronized data 
510 will be terminated. If lhe connection severing engine 
740 of the autodestruct client 125 of the synchronization 
client 124 operates, the communication of synchronized 
data 520 will be terminated. In a possible scenario, the 
connection severing engine 740of the autodestruct client 
123 of the remote access client 122 may sever the com
munication of Iha non-synchronized data 510. If the data 
type Is subsequently modified by the user In charge of 
the data from non-synchronized 410 lo synchronized 
420, that same data will be communicated to the syn
chronization client 124.As such, the operation of the con
nection severing engine 740 is selective with respect to 
the type of data it isolates from communication. 
(0083] One difference between the aulodestruct client 
123 included within the remote access client 122 and the 
autodestruct client 125 included within the synchroniza
tion client 124, is that the data eraser 720 of the autode
struct client 123 included in the remote access client 122, 
applies to client non-synchronized data 510 and person
ally owned remote device data 530 whereas the data 
eraser 720 of the aulodestruct client 125, included in the 
synchronization client 124,applies to clientsynchronized 
data 520. 
[0084] Another difference between the autodestruct 
client 123 of the remote access client 121 and the au
todestruct client 125 of the synchronization client 124 is 
that data tracker 71 Oof autodestruct client 123, residing 
within the remote access client 122, tracks the cl ient 
non-synchronized data 510 and the tracker 710 of the 
autodestruct client 125, residing within the synchroniza
tion client 1?4, tracks the client synchronized data 520. 
Each data tracker 710 keeps track of data that is com
municated to the remote device 120 or entered Into the 
remote device through its input device 203 by the user. 
Jfa data unit (point, file, application, etc.) is moved by the 
user in charge of the data from the synchronized type 
420 to the non-synchronized type 410, the tracker 710 
recognizes the change once that data is communicated 
to the remote devicA 120. In one scenario, a synchronized 
data 420 is communicated to the remote device 120 by 
the synchronization server 118 and is received by the 
synchronization client 124 at the remote device 120 end. 
The tracker 710 on the autodeslruct client 125 tracks the 
location and type of this data. The user In charge of the 
data subsequently changes the type of this data to non
synchronized 410. Upon request from the remote access 
client 122, the remote access server 116 communicates 
this data and Its associated type to the remote access 
client 122. The tracker 710 of the autodestruct client 123 
records the location and type of this data such that this 
data can be destroyed upon oommand. In another option, 
the synchronizalion server 118 may communicate lhe 
change in the type of dale to the tracker 710 of the au
todestrucl client 125 of the synchronization client 124 
during each synchronization event. The tracker 710 of 
the autodestruct client 125 of the synchronization client 
124 may communicate the change in the type of the data 
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to the tracker 710 of the autodestruct client 123 of the 
remote access client 122. The communication between 
the lwo trackers keeps both apprised of the location and 
type of each data unit. 
(0085) In general, the remote device 120 is in synchro
nization with the server system 110 at lhe organization's 
head office when the device 120 is first compromised. 
The device 120 may be compromised If it is lost or stolen 
or If the employee in control of the devlr.e 120 loses au
thorized status. An example may be when an employee 
is terminated but retains possession ol the remate device 
120.Forencountering such situations, amechanism pro
vided by the embodiments of this invention enables the 
user In charge of the data at the organization to disable 
the device 120 remotely. For ex6mple, in the case of a 
terminated employee, the user in charge of the data at 
the organization may Indicate to the remote device 120 
that lhe employee's account is no longer valid and the 
employee should not be able to access the data. 
(0086) A variety of approaches are taken by the em
bodiments of the invention depending on what the user 
in charge uf lhe dcita suspects. The invention may merely 
sever lhe link between the remote device 120 and the 
server 110. This approach cuts the remote device's 120 
access to the data available on the server 110 while leav
ing lhe data already on the remote device 120 open to 
the unauthorized user. The invention may both sever the 
link and erase all synr.hronlz.ed data avallable on the re
mote device 120. This option is used when the data does 
not lose Its value with time and the data on the remote 
device must not foll in strangers' hands either. The In
vention may sever the tink, delete the data, and delete 
the applications ori the remote device 120.ln this scenar
io, the applications are also sensitive and proprietary and 
should not be compromised. In addition. as discussed 
above, the remote device 120 can self-Initiate an erasure/ 
encryption procedure. 
[0087) FIG. 78 is a block diagram illustrating an en
cryption client system 750. This block diagram may refer 
to lhA encryption client 160 included in the remote access 
client 122 or the encryption client 162 Included in the 
synchronization client 124. Both encryption client sys
tems 160 and 162 have the same components that per
form generally the same operations. Therefore, the com
ponents of the two encryption client systems 160 and 
162 are being discussed together. 
[0088) The encryption cllenl system 750 includes an 
enc:ryption engine 760, encryption algorithms 770 and 
encryption keys 780. The encryption engine 760, in re
sponse to commands from the system 110 or when 
self-inltiated. encrypts remote device data 121 ors u bsets 

thereof. The data to encrypt is specified in the set proce

dures file 170 and/or 175 In the server 110 or the set 

procedures file 180 and/or 185 in the remote device 120. 

For example, the set procedures file 180 can specify en

cryption of all non-synchronized data 510 and all person

ally owned data 530. 

[0089) The encryption algorithms 770 are the alga

rlthms used to encrypt the remote device data 121.The 
algorithms 770 can include public key algorithms, sym
metric key algorithms or other encryption algorithms. The 
keys used for the encryption algorithms 770 are stored 

5 	 in the encryption keys 780. If the encryption keys 780 are 
the same as the decryption keys, then the keys 780 are 
erased after encryption by the erasure controller 610 and 
the corresponding keys are stored in the server 110 in 
encryption keys 680. If the encrypted data cannot be de
crypted using the encryplion keys 780, the keys 780 do 
not need to be erased after encrypUon. 
[0090) FIG. BA and FIG. 88 together depict a flowchart 
illustrating a process for automatically destroying data 
and applications on a remote device 120 and severing 

15 	 the connection of the remote device 120 to the server 
system 110. The process Illustrated is only an example 
ofvarious processes thatmay be Implemented using em
bodiments of the invention. This process is set forth from 
!tie viewpoint of the server 110. 
[0091) In the process of FIGS. BA and 86 the server 
system 110 that is in communication with aremote device 
120 receives (810) an indication thal the remote device 
120 is no longer authorized to access the server system. 
In various scenarios and examples, an authorized field 

2s 	 user who has Jost its remote device 120 may inform the 
user in charge of the date at the server 110 location that 
the remote device 120 has been compromised, the user 
in charge of the data at the server location may decide 
that the field user Is no longer authorized to use the data 
or access the server, orsomeothereventmay precipitate 
thel results In the remote device 120 losing its authori· 
zalion to access the server system 110 or even the re
mote device data 121. The indication that the remote 
device 120 Is compromised may be entered into the serv

35 	 er system 110 by the user in charge of the data, or may 
be communicated to the server system 110 by the remote 
device 120 itself. In the case that the indication is com
municated to the server by the remote device 120 itself, 
the remote device 120 may be password protected or 
may include some type of theft prevention mechanism 
that causes the remote device 120 to communicate a 
message to the server system 110 in case the wrong 
password Is entered or if the theft prevention mechanism 
Is triggered otherwise. For example, the remote device 

45 	 120 can communicate a message to the server system 
110 if a user does not enter a password Into the remote 
device 120 at a scheduled interval. 
[00921 The server system 110 requests the remote de
vice 120 to autodestruct in acoordance with a sel proce
dure. The set procedure Is selected either by the user in 
chargeof the data interactively based on a real time eval
uation of the situation or by some preset mechanism that 
is triggered according lo certain preset criteria. The set 
procedure determines the method and extent of self de

55 	 structlon requested from the remote device 120. For ex
ample, the server system 110 may check the sensitivity 
level of data 121 stored on the remote device 120 and 
check whether the remote device 120 Is lost, stolen, in 
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possession of a terminated employee, or simply loaned 
by one employee to another. Based on the combination 
of these preset conditions that are met, the server system 
may trigger some preset mechanism that deletes all or 
some of the data, limits access to certain data, severs s 
the connection, or leaves the connection Intact. The re
quest is communicated from the server system 110 to 
the remote device 120 and comprises the fallowing. 
[0093] The server system 110 first checks (815) If a 
set procedure is selected that copies the remote data 10 

121 to the server 110 or other location. 1r so, server 110 
requests (816) the remote device 120 lo transmit the re
mote data 121 . In an embodiment of the invention, the 
server system 110 may request (816) that the remote 
device 121 only transmit a subset of the remote device 15 

data 121. 
(0094) After requesting (816) the transmission or if no 
transmission of the remote datn 121 is requested, the 
server system 110 checks (817) if the set procedure is 
selected that encrypts the remote data 121. If the set 20 

procedure requires encryption, the encryption controller 
660 requests (818) the remote device 120 to encrypt Lhe 
remote data 121 or a subset thereof by transmitting a 
messageto the encryption engine760. Inan embodlment 
of the invention. the encryption controller 660 can also 25 

specify and/or transmit the encrypUon algorithms to use 
as well as the keys to use for encryption. 
(00951 The server system 110 then checks (819) if a 
set procedure is selected that reformats the entirere mote 
device 120. In the embodiment depicted, reformatting :10 

the entire remote device 120 is the highest level of au
todestruction If this set procedure Is selected (820), the 
erasure cunlrollers 610 of the aulodestruct servers 117, 
119 communicate a request lo the reformattcr 730 to 
reformat the remote device 120. The reformatter 730 35 

erases al! data including all applications but not neces
sarily the OS 291. Because lhe reformatter 730 erases 
applications that maintain the communication between 
the remote device 120 and the server system 110, eras
ing all applications aulomatic~lly !\Avers the connection 40 

between rhe remote device 120 and the server system 
110. The remote device 120 will be left wilh its operating 
system 291 and thus wlll remain a thinking and operating 
machine but will not contain any orthe data units (points, 
flies, or applications, etc.) installed on ii by the user of 45 

the remote device 120 or the user in charge ofthe data 
at the server location and will not have any access to the 
server system 110 to resynchronize the data it lost. This 
option erases personally owned data 530, as well, and 
may not be desirable or advisable in certain situations. 50 

On the other hand, this option is thorough and rapid. 
10096) If the reformatting set procedure Is not selected 
(819), other procedures that erase the remote device da
ta 121 might be used as specified In the set procedure. 
The server system 110 checks (825) to see if the selected 55 

set procedure indicates to erase the personally owned 
data 530 on the remote device 120. This set procedure 
may be selected when a user that is not authorized to 

maintain personally owned data on the remote device 
nonetheless loads such data unto the device. This set 
procedure may also be selected when the user of the 
remote device that has been compromised needs lo de
stroy his personally owned data but the other types of 
data are not sensitive enough to be destroyed. This set 
procedure may also be selected when a remote device 
is transforred from one user to another who may be using 
all of the data but not the personally owned data of the 
previous user. Ifthis set procedure is selected, the server 
system requests (830) erasure of personally owned 530 
data on the remote device 120. The erasure controller 
610 of the autodestruct server 117 of the remote access 
server 116 communicates a message to the data eraser 
720 or the autodestrucl client 123 of the remote access 
client 122 to erase only the personally owned data 530 
of the remote device. The data eraser 720 proceeds to 
erase the data that the data tracker 710 of the autode
slruct client 123 of the remote access client 122 has 
tracked as personally owned data 530. As mentioned 
before, the data targe ted for erasure is completely 
erased. 
(0097) The server system 110 checks (835) if the se
lected set procedure indicates lo erase the applications 
on the remote device 120. If the set procedure selected 
indicates erasure of applications, the server system 110 
communicates (840) to the remote device 120 to erase 
the applications. Applications are a category ofdata and 
mayfall u nderthe synchronized 520 ornon-synchronized 
510 type. Accordingly, erasure controllers 610 of the au
todestruct servers 117, 119 of both the remote access 
server 116 and the synchronization server 11 8 maycom
municate the request for erasure of applications of both 
types to the data erasers 720 of the autodestruct clients 
123, 125 of the remote access client 122 and synchro
nization clients 124. The data erasers 720 subsequently 
proceed to completely erase the applications included in 
the remote device data 121 . 
(0098] The server system 110 then checks (845) if the 
selected set procedure indicates to erase non-synchro
nized data 510. If the set procedure selected Indicates 
erasure of non-synchronized data 510, the server system 
110 communicates (850) lo the remote device 120 to 
erase the non-synchronized data. The erasure controller 
610 of the autodestruct server 117 of the remote access 
server 116 corn municates to the data eraser 720 of the 
autodestrucl client 123 of the remote access client 122 
to erase the non-synchronized 5 10 remote device data. 
Thedata eraser 720 identifies the non.synchronized data 
510 based on the information available from the data 
tracker 710 and proceeds lo completely erase that date. 
10099] The server system 110 checks (855) ir these
lected set procedure indicates to erase synchronized da
ta 520. If the set procedure selected indicates erasure of 
synchronized data 520, the server system 110 commu
nicates (860) to the remote device 120 lo erase the syn
chronized data. The erasure controller 610 of lhe autode
struct server 119 of the synchronization server 118 corn
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munlcates to the data eraser 720 of the autodestruct cli
ent 125 of the synchronization client 124 to erase the 
synchronized 520 remote device data. The data eraser 
720 identifies the synchronized data 520 based on the 
information available from the data tracker 710 and pro
ceeds to completely erase that data. 
(0100) The server system 110 then checks (865) if the 
selected set procedure indicates to sever the remote ac 
cess connection with the remote device 120. If the set 
procedure selected indicates to sever the connection, 
the server system communicates (870) to the remote de
vice 120 to sever the remote access connection with the 
server system 110. The remote device connection sev
ering requestor 620 or the autodestruct server 117 of the 
remote access server 116 communicates a request to 
the remote device connection severing engine 740 of the 
aulodestruct client 123 of the remote access client 122 
to sever the remote access connection with the server 
system 110. In response, the remote device connection 
severing engine 740 proceeds lo sever lhe remote ac
cess connection between the !;erver system 110 and the 
remote device 120. In this scenario, the synchronization 
access has not been severed yet. Aa a result, only com
municalion of non-synchronized data 510 ces;ises and 
synchronized data 520 may still continue to be commu
nicated between the server system 110 and the remote 
device 120. As mentioned earlier, if a data type is mod
ified from non-synchronized to synchronized by the user 
in charge of the data it m::iy be communicated via the 
synchronization server and client as the synchronization 
conmiction remains viable. 
(0101) The server system 110 then checks (875) if the 
selected set procedure indicates to sever the synchroni
zation connection with the remote device 120. If the set 
procedure selected indicates lo sever the connection, 
the server system 110 communicates (880) to the remote 
device 120 to sever the synchronization connection with 
the server system 110. The remote device connection 
severing requestor 620 of the autodestruct server 119 of 
the sy11chroni7aticm sP.rver 118 communicates a request 
to the remote device connection severing engine 740 or 
the autodestruct client 125 of the synchronization client 
124 to sever the synchronizalion connection with the 
server system 110. The remote device connection sev
ering engine 740 proceeds to sever the synchronization 
connection between lhe server system 110 and the re
mote device 120. In this scenario, the non-synchroniza
tion access has not been severed (unless severed (870) 
earlier). As a result, only communicalion ofsynchronized 
data 520 ceases and non-synchronized data 510 may 
slill continue to be communicated between the server 
system 11 O and the remote device 120 irthe remote ac
cess connection has not been earlier severed (870). 
(0102) In short, the set procoduressetforth in the proc
ess of FIGS. BA and SB permit total and complete sev
ering of the connection between the server system 110 
and the remote device 120, complete encryption of the 
data 121, a copying of the dala 121, a total and complete 

erasure of data 121 on the remote device or a selective 
severing of the connection and a selective erasure of 
data. The process of FIGS. 8A and 88 presents only 
some of the possible scenarios and scenarios of a differ

s 	 ent mix and match of connection severing and data eras
ure may also be accomplished by embodiments of this 
invention. 
[0103] In an example security breach scenario, an un
authorized user in custody of the remote device 120 may 

10 	 attempt to turn off lhe communication capability so as to 
prevent the server system 110 from requesting destruc
tion of the remote device data 121. However, ii would be 
difficult to do so before the user In charge of the data at 
the global server requests erasure of the data. In the case 

15 	 of remote devices 120 containing sensitive data, a timed 
autodestruct feature may be imbedded within the remote 
device data erasers 720 or reformatter 730 that would 
automatically erase the sensitive data, identified by type 
or category, at certain time intervals unless a password 

20 	 is entered Into or communicated to the remote device 
120. 

(0104) FIG. 9A and 98 depict a flowcharts illustrating 

processes for automatically destroying data and appiice

tions on a remote device 120 and severing the connection 


25 	 of the remote device 120 to the server system 110. The 
process illustrated is only an example of various proc
esses that may be Implemented using embodiments of 
the invention. This process is set forth from Iha viewpoint 
of the remote device .120. 

:io 	 (0105) In the process of FIGS. 9A the remote device 
120 that is in rommunicatlon with o server system 110 
sends (905), in an embodiment of the invenUon, an indi
calion that the remote device 120 is compromised. The 
remote device 120 may be password protected orinclude 

35 	 some type of theft prevention mechanism that causes 
the remote device 120 to communicate a message to the 
server system 11 Oin case thewrong password Is entered 
or If the theft prevention mechanism is triggered other
wise. 

40 	 (0106] The remote device 120 then receives (910) 
commands rrom the server system 110 to copy, erase, 
and/or encrypt the remote device dotn 121 in accordance 
with a set procedure, such as a procedure in the set pro
cedure file 170 or 175, as described In FIG. BA and 88. 

45 	 The sel procedure determines the method and extent of 
self-destruction requested from the remote device 120. 
The set procedure is selected either by the user In charge 
of the data Interactively based on a real time evaluation 
of the situation or by some preset mechanism that Is trig-

so 	 gered according to certain preset criteria. The remote 
device 120 then executes (915) the received commands 
and the method depicted In FIG. 9A ends. 
(0107) In FIG. 98, the remote device 120autonomous
ly self-initiates an autodestruct process. The remote de

55 	 vice 120 first determines (920) if it has been compro
mised. This can be determined (920) if a password has 
not been entered at a specified interval or if an incorrect 
password has been entered. In an alternative embodi
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ment, lhis determination (920) can be made based on 
not receiving a cammunication at a specified interva I from 
the system 110. If the device 120 has not been com prn· 
mised, lhe device 120 can initiate this determination 
(920) at a later time. Otherwise, the remote device 120 
executes a set procedure as specified In a set procedures 
file 180 and/or 185. The set procedure can include en
cryption, transmission, and/or erasure of all or a subset 
of the remote data 121 as mentioned above. The set 
procedure can also include severing connections be
tween the remote device 120 and the network 150. 
(0108) In short, the sel procedures executed in the 
process of FIGS. 9A and 98 permit total and complete 
severing of the connection between the server system 
110 and the remote device 120, a total and complete 
erasure of data 121 on the remote device, duplication of 
the data 121, encryption of the dala 121, and/or a selec
tive erasure of dala. The process of FIGS. 9A and 98 
presents only some of the possible scenarios. Scenarios 
of a different mix and match of connection severing and 
data erasure may also be accomplished by embodiments 
of this invention. 
(0109] It will be appreciated by one of ordinary skill in 
Lhe art that erasure of data 121 under lhe processes of 
FIGS. BA and 88 and FIGS. 9A and 98 may occur In 
different mixes and matches of data types and catego
ries. Only certain categories ofdata 121 may be targeted 
for erasure. For example, only organizational directory 
data may be selected for erasure. Depending on whether 
this data category is assigned synchronized or non-syn
chronized type, the eiutodeslruct servers of the remote 
access server 117 orthe synchronization server 119 may 
request erasure from the remote device 120. The data 
tracker 710 would have the localion of storage, the type, 
and the category of each data and makes it available to 
the data eraser 720 for selective erasing. 
[O 11 OJ The foregoing description of the embodiments 
of the invention is by way of example only, and other 
variations of the above-described embodiments and 
processes are provided by the present invention. Fur ex
ample, although the server system is Illustrated as a sin
gle device, the server system may include several com
puters networked together. Components ofthis invention 
may be implemented using a programmed general pur
pose digital computer, using application specific Integrat
ed circuits, or using a network of interconnected conven
tional components and circuits. The embodiments de
scribed herein have been presented for purposes of il
lus1ratlon and are not Intended to be exhaustive or limit
ing. Many variations are possible in light of the foregoing 
teachings. For example. the embodiments described 
above may use instructions to effect data erasure or sev
erance of the connections. In other embodiments. data 
erasure may also be accomplished by a synchronization 
event by deleting the data on Lhe server system and in 
slructing synchronization todelete the corresponding da
ta on the remote device aswell. On the other hand, mech
anisms in the server system or the remote device may 

preventor delay synchronization iflhe data on the remote 
device is deleted until it is confirmed that such deletion 
has not been accidental. As another example, in the 
above embodiments, deletion of data is accomplished 

5 by complete deletion and writing over lhe storage area 
not just tagging or pointing al II. In other embodiments, 
deletion may be accomplished by tagging or pointing at 
the deleted data. The method, system,andcomputer pro
gram product described are limited only by the claims 

IO 	 that follow. 
(0111) Various aspecls of the invention are set out in 
the clauses set out below. A method, comprising: 

receiving an indication that a remote device is com
16 	 promised; 

selecting at least one subset ofdata fromthe remote 
device: and 
transmitting, to the remote device, a oommand to 
prevent access lo the at least one subset of data. 

20 

(0112] The above method , wherein the command in
cludes erasing the at least one subset of data. 
(0113) The above method, wherein the command in
cludes encrypting lhe at least one subset of data. 

25 	 (0114) The above method, furl her comprising transmit
ting, to the remote device, a command lo transmit the at 
leasl one subset of data to another location. 
(0115} The above method, wherein the at least one 
subset of data inciudes non-synchronized data. 

30 	 (0116] The above method, wherein the at least one 
subset of data includes synchronized data. 
The above method, wherein the at least one subsel of 
data includes personal data. 
The above method, wherein the at least one subset of 

35 	 data includes applications. 
[0117] The method, further comprising transmitting a 
command, to the remote device, Lo sever a connection 
between lhe remote device and a network. 
(0118] The above method, wherein the Indication is 

40 	 transmitted by the rP.mote device. 
(0119] The above method, wherein the at leasl one 
subset of data includes all data on the remote device. 
[0120] A computer-readable medium having stored 
thereon instructions lo cause a computer to execute a 

45 	 method, the method compris ing: 

receiving an Indication that a remote device is com

promised: 

selecting at least one subset of data from the remote 


so 	 device; and 
transmitting, to the remote device, a command to 
prevent access to the at least one subset of data. 

(01211 	 A system, comprising: 
56 

a procedures file indicating techniques for prevent
ing at least a subset of data on a remote device from 
being accessed; and 
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a server, communlcatlvely coupled to the procedure 
file and to the remote device, capable of receiving 
an indicaUon that a remote device is compromised, 
selecting at Jeaslone subset of data from the remote 
device, and transmitting, to the remote device, a 
command to prevent access to the at least one sub
set of dala according to the procedures file. 

[0122) The above system, wherein the command In
cludes erasing the at least one subset of data. 
[0123) The above system, wherein the command in
cludes encrypting the al least one subset of data. 
[0124) The above system, wherein the server is further 
capableortransmitling, to the remote device, a command 
to transmit the at least one subset of data to another 
locatlon. 
[0125) The above system, wherein the at least one 
subset of data includes non-synchronized data. 
[01261 The above system, wherein the at least one 
subset of data includes ::1ynchronlzed dat!I. 
The above system, wherein the at least one subset of 
data Includes personal dala. 
The above system, wherein the al least one subset of 
data includes applications. 
(01271 The above system, wherein the server is further 
eapable oftrans milling a cornmand, to the remote device, 
to sever a connection between the remote device and a 
network. 
[0128) The above system, wherein the indication is 
transmitted lo the server by the remote device. 
[0129) The above system, wherein the at least one 
subset of data includes all data on the remote device. 
[0130) A syslem, comprising: 

means for receiving an indicalion that a remote de
vice is compromised; 
means for selecling al least one subset of data from 
the remote device; and 
means for transmitting, to the remote device, a com
mand to prevent acc11ss to the at least one suhset 
of data. 

[0131) A method, comprising: 

receiving a command to prevent access to at least 
one subsel of data at a remote device when the re
mote device has been compromised; and 
executing the command lo prevent access to the at 
least one subset of data. 

[0132) The above method, wherein the command in
cludes erasing the at least one subset of data. 
[0133) The above method, wherein the command in
cludes encrypting the at least one subsel of data. 
[0134) The above method, further comprising: 

receiving, at the remote device, a command lo trans 
mit the at least one subsetofdata to a nother loca lion; 
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and 
transmitting the at least one subsetofdata to another 
location. 

(0135) The above method, wherein the at least one 

subset of data includes non-synchronized data. 

[0136] The above method, wherein the at least one 

subset of data includes synchronized data. 

The above method, wherein the at least one subset of 

data includes personal data. 

The above method, wherein the at least one subset of 

data Includes applications. 

(0137] The above method, further comprising: 


receiving a command, al the remote device, to sever 
a connection between the remote device and a net
work; and 
severing the connection between the remote device 
and the network. 

(0138) The above method, wherein the al least one 
subset of data includes all data on the remote device. 
[0139) A computer-readable medium having instruc
tions stored thereon for executing a method, the method 
comprising: 

receiving, from a server, a command to prevent ac

cess lo at least one subset ofdata at aremote device 

when the remote device has been compromised; and 

executing the command to prevent access to the at 

least one subset of data. 

A system, comprising: 


a data tracker capable of tracking the location 
and type of data in a remote device; and 
a client, communicatively coupled to the data 
tracker, capable of receiving a command to pre
vent access to at least one subset of data al the 
remote device when the remote device has been 
mmpromlsed and executing the command tn 
prevent access to the at leastone subsetofdata 
based on Information generated by the data 
tracker. 

[0140] The above system, wherein the command In
cludes erasing the at least one subset of data. 
[0141) The above system, wherein the command in
cludes encrypting the at least one subset of data. 
[0142] The above system, wherein the client Is further 
capable ot. 

receiving, at the remote device, a command lo trans
mit the at leastone subset of data to another location; 
and 
transmitting the at least one subsetofdata to another 
location. 

[0143] The above system, wherein the at least one 
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)emg arranged to perform a synchronisation 

2. Anie, .(YJaccording toclaim1,comprisingtheserver 

mobile device (120), the mobile device (120) c sys! n {110) deleting authorisation codes associat
prising a device data store (135) for storlr so ed 1! h the mobile device (120). 
data (121) and a synchronisation c "· . (124), the 
synchronisation client (124) be1 • a client of a syn 3. A 1eth0d according to either of claim 1and claim 2, 

chronisation server (1 ·18 " server system (110) i which lhe indication that lhe mobile device is com
re mole from the 1110 dovico (120), the server sys- romised comprises a user entry 
tem (110) co, ,s;ng a server data store (130) for 55 

storing · . ,r data (115), the synchronisation server Amethod according lo any preceding claim, in which 
the indication that the moblle device (120) is com
romised corn rises an indication lhal the mob,lede

subset of data lnclLJdes non-synchronized data. 
(0144) The above system, wherein the at least one 
subset of data includes synchronized data. 
The above system, wherein lhe at least one subset of 
data includes personal data. 5 

The above system, wherein the at least one subset of 
data includes applications. 
The above system, furlher comprising a remote device 
severing engine capable of: 

10 

receiving a command, at the remote device, to sever 
a connection between the remote device and anet
work; and 
severing the connection between the remote device 
and the network. fli 

(0145] The above system, wherein the at least one 

subset of data includes all data on the remote device. 

(0146) A system, comprising: 


means for receiving, from a server, a command to 
prevenl ar;cess to al least one subset of dala al a 
remote device when the remote device has been 
compromised; and 
meansforexecuting the command to prevent access w 
to the al least one subset of data. 
A method, comprising: 

receiving an indication that a remote device is 
compromised; 30 

selecting al least one subset of data from the 
remote dP.vice; and 
transmitting, lo the remote device. a command 
to transmit to the at least one subset of data to 
another Jocalion. 35 

(0147) A method, comprising: 

receiving an indication that a remote devioe is com
promised; i:ind 40 

transmitting, to the remote device, a command to 

sever access between the remote device and a net
work. 

45 

Claims 

er data (115) via a synchronisalion connection, a 
the method comprising: 

the mobile device storing said device data 
according to a pturallly oftypes, the plur ty of 
types including a first type of data and a cond 
type of data, the first type of data co prtsing 
data items (510, 520) lo he synchro d be
tween the mobile device (120) and e server 
system (110) acCOfdlng lo said syn nisalion 
process, and the second typeofdal omprising 
data items (530)which are notsyn ronised ac
cording to said synchronisation ocess, the 
second type of data cornpris· g personally 
owned data items (530) installe on the mobile 
device (120) by a useroflhemo tedevice(120); 
the synchronisation server 18) performing 
said synchronisation prac9$ Ith the synchro
nisation cllent (124), wher at least a subset 

of the device data of the r type (510, 520) is 

synchronised with wrre ' nding server c..l11la 

(410, 420) via the synch nisation connection; 

the server system (110) ceiving (810) an indi· 

cation that the mobile evlce (1 20) ls compro

mised; 

the serversystem(11 ) sanding (818, 820, 840, 

850, 860, 870), res1i nslve to receipt of said in

dication, a request the mobile device (120) to 


a set procedure, \G set procedure comprising 
erasure of data i ms (510, 520) of the first type 
and severance I the synchronisation connec
tion; 
the mobile de ce (120) receiving (910) said re
quest and, r pensive thereto, selectively eras
ing (915) d .~ items (510, 520) from the device 
data store 35), the selective erasure compris
ing arasu of data items (510, 520) of the first 
type, wh rP.in data items (530) of Iha second 
type ar maintained In the device data store 
(135); _d 

respo ive lo receipt of said request, the mobile 
devic ·(120) severing said synchronisation con
mic• )n, whereby performance of said synchro

17 
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vice 1120) is no longer r111 110risr... !o 11c:cess 

er system (110). 


5. Amethod according to any preceding claim, in whl 
said synchronisation process oomprises updali g 5 

values of the subset of device data (520) to rel t.l 
changes to values of the corresponding server 
(420} 

6. 	 A method according to claim 5, In which s,. i syn
chronisation process comprises updating v lues of 

the server data (420) to reflect changes ) corre
sponding values of the subset of device · la (520). 


1. 	 A method according to any preceding rairn, corn- 16 

prising performing said synchron,:.,llio, pr,.11:n~:~ pe

riodlcally. 

8. 	 A method acoording lo any pre,:;e g claim, corn-

prising performing said $yn1:11rn1,1s· 11,)n process au
tomatically, without Initiation by a ser 


9. 	 A method according to any of 
comprising performing said syn rc11isa11rin process 

on Instruction from a user. 25 

10. A method according lo any· .ceding claim, In which 
the erased device data ( 41 ·l 20 l comprises at least 
one of e-mail data (310}, ·,1lendar data (320), file 
data (330), bookmark (l c1 (340), task data (350), 
sales force automation :11a (360), customer rela· 
I.ions management ri,11· P70}. organisational direc
tory data (380), pcrso I information manager (PJM) 
data {390) and appli Irons (395). 

11. A method accord 111, ,1 any preceding claim, in which 
the set prcce~111ro .omprises maintaining the oper
ating system of !I . remote device. 

12. A 	method ar:c1 (ii·1g to any preceding claims. In 
which the rt1(J°r. e device (120) is assoclaled with an 
organisation •ich controls the server system (110), 

13. A mobile cir, ,ce (120) for use in oontrolling access 
thereon, the mobile device (120) corn- 45 

a c!1 ,1ci?. data store (135) for storing device data 
(i' ): and 
a nchror1isallon client (124), the synchronisa
, n client (124) being a client of a synchronlsa-
Jn server(118)of a server system (110) remote 

1orn the mobile device (120), 

wherein the synchronisation client (124) is ar

ranged to perform, via e synchronisation con- 55 


nection, a synchronisation process with the syn 

chronisation server (118) to synchronise at leas, 

a subset of the device data (510, 520) with cor

store data in the device data store (13 ac
cording to a plurality of types, the µ rallly 
of types including a first type of dat and a 
second type of data, the first type f data 
comprising data items (510, 520) t L;e syn
chronised between the mobile de ice (120) 
and lhe server system (110) a ding to 
said synchronisation process, the sec
ond type of data comprisin 
(530) which are no! synchron1 
to a said synchronisation p< ss. the sec
ond type of data compn ng personally 
owned data Items (530) in led on the mo
bile device (120) by a u r of the mobile 
device (120); 
receive a request from he server system 
(11 OJ to control acces o device data (121) 
In acoordance with a I procedure, the set 
procedure cornprisi . erasure ofdata items 
(510, 520) of the fJJ. I type and severance 
of the synchronfsa n connection; 
responsive lorec tofsaid request, selec
tively erase data · ems from the device data 
store (135) in dance with said data 
types, the sel .ctrve erasure comprising 
erasure ofoal Items (510, 520) of the first 
lype, where!.! data items (530) of the sec 
nnd type are maintained in the device data 
store {135) and 
responsiv to receipt of said request, sever 
said syn · ronisa!ion connection, whereby 
pHforr,,. ,,ce of said synchronisation proc

14. 	A mobile devi • ( 120) according to claim 13, wherein 
the mobile d · ice (120) is arranged to perform said 
synchronis.l on process periodically 

15. 	A mobile ··vice (120) acoording to either of claim 
13 and cl· ,m 14, wherein the mobile device (120) is 
assoc1a1 d with an organisation which controls the 

16. Arno le device (120} according to any of cla lm 13 
to c!· m 15, in which the erased device data com
pris s at least one of e-mail data (310), calendar 
(ia (320), file data (330), bookmark data (340), task 
(i·· a (350), sales force automalion data (360), cus
l mer relations management data (370), organisa
onal directory data (380), personal information 
1anager (PIM} data (390} and applications (395). 

. 	A mobile device according to any ofclaim 13 to claim 
16, wherein the mobile device{120) comprises a mo

18 
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18. A method for use In controlllng access to data l!el 
on a mobile device (120), the mobile device (i2 J 
compnsing: 

a device data store (135) for storing device lata 
(121); and 
a synchronisation cllent (124), the ;;~,nch· iois:1

tion client (124) being a client of a syncl onis<1· 10 

tion server (118)ofa server system (111' remote 
from the mobile device (120), 
wherein the synchronisation client ( 24) Is ar
ranged to perform, via a synel>roni ;iHor~ con
nection, asynchronisation procHss 1\h the syn- 1!i 

chronisalion server (118) to synchr r.ise at least 
a subset or the device data (510. ·.!'.,~. with cor
responding server data (115) 11 !d in a server 
data store (130) of the server: stem (110), 
the mobile device (120) lrn1ny rrnnged to: 2a 

store data in the device• 1tc1 store (135) ac
oording to a plurelity o typc,~. the piuratity 
of types including a f,r I type of data and a 
second type or data. iie first type of data 25 

comprising data ili::n (510, 520) to be syn
chronised between ie mobile device (120) 
and the server sy rim (110) according to 
said synchronisa n process, and the sec
ond type of ::i,1· comprising data items :J<l 

(530) which are n1 synchronised according 
to a said ..y111:t· oais,11i,:>n process, the sec
ond type of ata comprising personally 
owned data I q1s (530) installed on the mo
bile device 20) by a user of the mobile 35 

device (12 . 
the n1et•10 comprising the steps carried out 
by the 11\• .:nle device of: 

rt,1 1•,,ng (910) a request from the serv- 40 

iy 1tst£,111 (120) to control access tode· 
v .:e data (121} in accordance wi lh a set 

·oc:ecture, the set procedure compris· 
n[J erasure of data items (510, 520) of 
the first type a11d severance of the syn- 4S 

chronisation connection; 
responsive to receipt of said request, 
selectively erasing (915) data Items 
from the device data store (135) In ac
cordance with said data types, these- 50 

lectlve erasure comprising erasure o! 
data Items (510. 520) of the first type, 
whereby data items (530)orthe second 
type are maintained in the device data 
store (135); and 55 

responsive to receipt of said request, 
severing said synchronisation connec
tion, wliewr,y petformanceof said syn

19. A method according to claim 18, comprising per for 
ing said synchronisation process periodically. 

20. A method according to either of claim 18 and 
19, In which the mobile device (120) is asso 
with an organisation which controls the serv 
tern (110). 

21. 	A method according to any of cla im 18 to aim 20, 
In which the erased device data comp(i s at least 
one of e-mail data (310), calendar da (320), file 
data (330), bookmark data (340), tas data (350), 
sales force automation dala (360), c tomer rela· 
tlons management data (370), organ 
tory data (380), personal Information 
data (390) and applications (395). 

22. 	A method according to any of cl 
in which the mobile device (120) omprises a mobile 
telephone or laptop computer. 

23. A computer program compri 
ecution by a mobile device 
when executed, causing th 
perform the method of an 

Patentanspriiche 

g instructions for ex
120), the instructions. 
mobile device (120) to 
f claim 18 to claim 22 

1. 	 Verfahrnn zum Steue , eines Zugriffs aufDaten, die 
auf elnem Mobifge - (120) gespelchert slnd, wobei 
das Mobilgeri:it (1 ) einen Ger!itedatenspelcher 
(135) zum Speich n van Ger!ltedaten (121) und ei
nen S.ynctirc:misa ns-Client (124) aufweist, wobei 
der Synchtonis ons-Client (124) ein Client eines 
Synchronisat.ior servers (118) eines Serversy
stems (110) e feml von dem Mobilger~t (120) is!, 
wobei d;is S ersyste,n (110) einen Serverdaten
speicher (1 ) zum Speichern van Serverdaten 
(115) ::rnf'II' s!. wobel der Synchronisationsserver 
(118) so ei ~erichlet ist, dass er einen Synchronisa
lionsproz s mft dem Synchronisations-Client (124) 
durchfOh .. um Gerll tedaten (1 21 ) mlt entsprechen
den Ser ci daten (115) Ober eine Synchronisations
110,bin mg zu synchronisieren, und wobel das Ver
fahrer umfasst, dass: 

as Mobilgerllt die Geratedaten (121) gemal1 
rnehreren Typen speichert, wobei die mehreren 
Typen elnen ersten Typ von Dalen und einen 
zweiten Typ von Oaten aulweisen, wobei der 
erste Typ von Oaten Dateneinheiten (510, 520) 
aufweist, die zwischen dem Mobilgeri!t (120) 
und dem Serversystem (110) gema~ dem Syn
chronisationsprozess synchronlsiert werden 
sollen, und der zweile Typ von Dalen Daten~n; . 
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chronisationsprozess synchronlsfert 
gen A .. 

word n. 
wobei derzweite Typvon Oaten benutz.erei ne 
Datenelemente (530) aufweist, die auf d..:n ,~o
bilgeral (120) durch einen Benutzer des obi!- s 
gerats ( 120) Install lert slnd; 
der Synchronisationsserver ( 110) den ~ richro 7. 
nisalio nsprozess mi! dem Synchronisn .. ns-Cli
ent (124) durchfilhrt, wobel mir:df!st~- eln Teti Synchronisationsprozesses. 
der Geratedaten des ersten Typs (5' . 520) mit 
entsprechenden Serverdalen (410 420) Ober 8. Verfahren nach einem der vorhergehend 
die Synchronisatlonsverbindung $ 1c11mnisiert che, aufweisend ein automatisches Our 
wird; Synchronisationsprozesses ohne Aus 
das Serversystem (110) einen t1nwe1s emp elnen Benutzer. 
rnngt (810), dass das Mot)1l1Jc•i1 120)geffihrdet 1ti 

ist; 9. Verfahren nach einem der AnsprO 
das Serversystem (110) als ntwort auf den weisend ein DurchfUhren des Syn 
Empfang des .Hinweises e,11 Aufforderung an zesses nach Anweisungen elnes 
das Mobilgerat (120) sen t (818, 820, 840, 
850, 860, 870), den Zugrr!I ui Geratedaten ge 10. Verfahren nach einem dervorhe ehenden AnsprO
mM, elner feslgelegten i 01.etlw zu sleuern, che, wobei die gel5schten Ger edaten (410, 420) 
wobei die feslgelegle Pr 1.c~clw eine LOschung wenigslens eine Art Dalen au den Dalenarten E

von Dateneinheiten (51 . 520) des ersten Typs Mail-Dalen (310), Kalenderd n (320), Dateidaten 
und eine Trennung der yn~tirrJ111s:=il;onsveriJin (330), Lesezeichendaten 40). Aufgabendalen 

dung aufweist: 25 (350), Aull.endienstautom ierungsdalen (360), 
das Mobilgerat ( 120) .e Aufforderung empfi!ngt Kundenbezichungsverwar ngsdaten (370), Orga
(910) und als Antw. darauf selektiv Datenein nisatlonsverzeichn:sdate (380), Dalen (390) des 

heiten (510, 520) a dem Ger!itedatenspeicher Verwalters von person[i en Oaten (PIM) und An

(135) lt>scht, W<Jtit die selektive Loschung eine wendungen (395) aufw sen 

Loschung von D; .~ntiinheilen (510, 520) des er
stcn Typs aurw · ,:, wobei Dateneinheilen (530) 11. Verfahren nach einen er vorhergehenden Anspru

des zweiten ""." y · im Geratedatenspelcher(135) che, wobP.i die !eslg .egte Prozedur eine Aufrecht

verbleiben; u1 erhaltung des Belri 1ssysfems des entfernten Ge

aas Mobilgor (120) ols Antwort auf den Emp

fang der/\t1f rden.ng die Synchronisationsver- 35 


bindung tr, nl. wodurch die Durchftlhrung des 

r!ites aufweist. 

,ern der vorhergehenden Anspru

cha, wobei des <Jbifgerat ( 120) mit einer Organisa


.t, die das Serversystem ( 110) steu
2. 	 Verfahren 1~ ;h Anspruch 1, aufweisend, dass daa 

S~1w1rsys1 1(11 O) Berer.htigungscodes losc:hl, diA 
zu dem M i!iJeral (120) geMren 13. Mobilger~l< 20) zurVerwendung belm Steuerndes 

,~a ten, die darauf gespelchert slnd, wo
Hgeriit (120) Folgendes aufweist: 

cforHin ·1~. dass das Mobilger~t gefa hrdet is t, einen 
45 Gertltedatenspelcher (135) zum Spei

ch n von Ger!itedaten (1 21); und 

3. 	 V.?rlat1re nach elnem von Anspruch 1und 2, wobei 

4. 	 Vari, rn11 nach einem der vorhergehenden Anspru e · en Synchronisations-Client (124), wobei der 

clle NCllei der Hinweis, dass das Mobilgerllt (120) f nctironisaUons-Clien\ (124) ein Client eines 

ge · t1rdet isl, einen Hlnwels aufweist, dass das Mo . ynchronis11Honsservers (1 18) elnes Serversy
l)i Nat (120) nlcht mehr berechtlgt ist, auf das Ser- slems (110) enlfernt vom Mobllgeral (120) lst, 
v rsystom (11 OJ zuzugreifen. wobei der Synchronisations-Client (124) so ein

gerichtet lst. dass er Ober eine Synchronisall

/erlat11en nach einem der vorhergehenden AnsprU onsverbindung einen Synchronisatlonsprozess 

cha, wobei der Synchronisetionsprozess eln Aklua mit dem Synchronisationsservar (118) durch

lisieren von Werten des Teils von Ger11tedalen (520) 55 fUhrt, um mindestens einen Teil dar Gerateda


aufwelst, um Anderungen an Werten der entspre ten (510, 520) mit entsprechenden Serverdaten 

chenden Serverdaten (420) wiederzugeben. 	 (115) zu synchronlsleren, die in einem Server

dalenssielcher 11 30 des Servers stems 110 
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gespeicherl slnd, 

wobel das Mobilger~t(120) eingerichtel ist 211 


Speicharn von Dalen Im Ger;liedatens' .1i
cher (135) gem~f!. mehreren Typen, w be1 5 

die mehreren Typen elnen ersten Ty von 
Oaten und einen zweiten Typ van a!en 

aufweisan, wobei der erste Typ vo, Dalen 
Dalenelnheiten (510, 520) ,1nrweisl .:l(: zwl
schen dem Mobitgerat (120) und em Ser
versystem (110) gemM dem Sy lironisa
tionsprozess synchronisiert we, e;i sollen, 
und der z.weile Typ van Oaten C 11,~neinhei
ten (530) aufweist, welche 1ctll gema5 
dam Synchronisatlonsprow s synchroni- 1/i 

siert warden, wobei der zwe ':! Typ van Da· 
ten benutzereigene Date, 1nheiten (530) 
aufwelst, die auf dem t nl>•lgeriit (120) 
durch einen 8enutzercli-.! · ik·bilger1its (120) 
instamert sind; 
Empfangen elner At1!t rd~wng vom Ser
versystem (110), den u,:,r.rl auf Gert!teda
ten (121) gemt!I!. ei11 festgelegten Proze
dur zu steuern, woi , die festgelegte Pro

zedur elne l.oschu, von Datenelementen 25 

(510, 520) des er •n Typs und elne Tren
nung der Sy 11 cr.r 1isrilion sverbind1;ng auf
weist; 

Empfang der ulfo1den,n,J von Datenele
menten ;i~,s dem GeriUedotenspeicher 
(135) gern iif len Datentypen, wobei die se

Jektive LOSC' ung eine Uischung von Oaten· 
einhelten · 10. 520) des ersten Typs auf
weist, wr ie, Dateneinhelten (530) des 35 

zweiten f\•1J::. im Geratedatenspeicher 
(135) v t>le1ben; und 

als Antwort auf den Empfang der 
Auffo enrng der Synchronisationsverbln
dunr •110!"! urcr. die DurchWhrung des Syn-
cr·r, lsatlonsprozesses endet. 

14. Mobi!Herei 120) nach Anspruch 13, wobei das Mo
bifger.:it ('1 ')) so ausgelegt is!, dass es den Synchro
nis:itlm1. ,rozess perlodlsch durchfOhrt. 45 

15. 	Mobilg rat (120) nach einem der AnsprOche 13 und 
14, w >r:,fdas MobiJgerat (120) mil einer Organisa
tion 1rbunden ist, die das Serversystem steuert. 

16. M ilger;cl! (120) nach einem der AnsprUche 13 bis 
1' wobei die gelaschten Ger1ltedalen wenlgstens 

10 Art Dalen aus den Datenarten E-Mail-Daten 
J10), Kalenderdaten (320), Dataidaten (330), Lese

:.:eichendaten (340), Aufgabendaten (350), AuBen- 65 

dienstaulomatisierungsdaten (360), Kundenbezie
hungsverwaltungsdaten (370), Organisattonsver
zeichnisdaten (380), Dalen (390) des Verwallers von 

17. Mobilgeratnacheinem der AnsprUche 13 bis 16, 
bel das Mobllgerat {120) ein Mobiltelefon oderel n 
Laptopcomputer aufwelst. 

18. Verfahren zur Verwendung bairn Steuern d 
grlffs auF Dalen, die auf einem Mooilgeral (1 
speichert slnd, wobei das Mobilgerat (120) 

einen Geratedatenspeicher (135) z 
chem von Ger~tedaten (1 21); und 
elnen Synchronisations-Client (124 wobel der 
Synchronisations-Client (124) ein lient eines 
Synchronisatlonsservers {118) el s Serversy
stems (110) entfernt vom Mobitg M {120) ist, 
wobei der Synchronisations-Cite {124) so eln
gerichtet lst, dass er Ober eln Synchronlsali
onsverbindung einen Syncnro atlonsprozess 
mil dem Synchronisalionsse er {118) durch
tohrt, um mlndestens einen eilsalZ der Gera
tedaten (510, 520) mil ents chenden Server
daten {115) zu syncn,onl ren, die in einem 
Serverdatenspeicher (130 des serversystems 
(110) gespeicherl sind, 

wobel das Mobilgerat (12 Jeingerichtetist zum. 


Speichern von Da n im Geratedatenspel
cher (135) geml'i mehreren Typen, wobel 
die mehreren TY, en einen crsten Typ van 
Oaten und ein zwelten Typ van Oaten 
aulwelsen. wo I der erste Typ von Dalen 
Dateneinf1eile (510, 520) aulweist, die zwi
schen dem M bilgerl!t (120) und dem Ser
versystem ( 0) gem!iP.. dem Synchronisa
tfonsprow · synchronisiert werden sollen, 
und derzw ite Typvon Dalen Datenelnhel
ten (530} uf\valst, die nlcht gemal1 dam 
Synr.hrm satklnspro:>:ess synchronisiert 
werden. • vo!Jei der zwelte Typ von Oaten 
henutz 'eigene Datenelemente (530) auf
weist. . ie auf dem Mobilge~t {120) durch 
einer Jenutzer des Mobilgerl:lts (1 20) in
stall rt sind, 
wol . . , das Verfahren die folgenden Schrltte 

1eisl, die durch das Mobilgerat ausge
t werden: 

Empfangen (910) einer Aufforderung 
vom Serversystem (120). den Zugrlff 
auf Geratedaten (121 ) gemaf1 einer 
festgetegten Prozedur zu steuern, wo
bei die festgelegte Prozedur eine Ltl
schung von Datenelnhelten (510, 520) 
des ersten Typs und eine Trennung der 
Synchronlsatlonsverblndung aufwelst; 
als Antwort auf den Empfang der Auf
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von Dateneinheiten aus dem Gero 
datenspeicher ( 135) geml!B den 
tentypen, wobeidie seleklive LOscl ng 
eine Loschung von Dateneinh 1ten 
(510, 520) des ersten Typs aul eist, 
wobei Dateneinheilen (530) de zwe1
ten Typs Im Ger:ilcdalfJns1:e!d · r(135) 
verbleiben; und 
als Antwort auf den ISrnpfan dtir Auf
forderung, Trennen der S~ ,11·011isati
onsverbindung, wodurchcl Durchfi.ih· 
rung des 

endet. 

19. Verfahren nach Anspruch 18, at1fw 1se nd ein perf
odisches DurchfOhren des Sy11ct1r 
ses. 

20. Verfahren nach elnem 	der A11 mic'm 18 und 19, 
wobei das Mobilgerlil (120) rn einer Organisation 
verbunden is!, die das s..:rwir ;slern (110) steuerl 

21. Verfahren nach einem der ,;p1iirhf• 18 bis 20, wo

bel die gel~schten Ger~ite{! ten wenigstens eine Art 
Oaten aus den Datenar:e l:-Mnil Oaten (310), Ka
lenderdaten (320), Date, nten (330), Lesezeichen
daten (340), Adgn:1end ,en (350), AuBendlenstau
tomatisierungsdaten (: O). Kundenbeziehungsver
wallungsdaten (:i?OJ. 1g;rnisationsverzeichnisda
ten (380), Oaten (3!l des Verwalters von pers6nfi
chen Dalen (PIM) u I Anwendungen (395) aufwei
sen. 

22. Verfahren nach"' 	 em der Anspruche 18 bis 21, wo
bei das tvbiJUqer ! (120) ein Moblltelefon oder elnen 

laptopcompt1l autweist. 

23. 	Comp;,1te1J)r · r~,mmprodukt, aufweisend Befehle 
zur 1\usflihr q durch ein Mobilgarat (1?.0), wobel 
die Befe111f wen n ausgefllhrt, das Mobilgerat (120) 

1. das Verfahren nach einem der AnsprO
che 18 il• 22 durchzufiihren. 

1. 	 Prn CJt.1 permettant de conlr61er l'acces ades don

ne enregistrees sur un dispositif mobile (120), le 
di ()f;flif mobile (120) comprenanl un magasln de 
cl nnees de disposilif (135) desJine ll stocker des 
· nnees de disposilif ( 121) el un client de synchro
1isation (124), le client de synchronisation (124) 

emnt un client d'un serveurdesynchronisation (118) 
d'un sysleme serveur (110) distant par rapport au 
disposltif mobile ( 120), le systeme serveur (110) 
comportant un magasln de donnees serveur (130) 
destine astocker des do11necs s0rv<lur ·1151, le ser 

veur e r.yn r. on sn on Anl conc,u pour ex. 
cuter un processus de synchronisation avec le ell 
de synchronisation ( 124) pour synchroniser des n. 
nees de dispositif (121) avec des donnees se 
( 115) correspondantes par l'lntermediaire d'ur: 
nexlon de synchronisation, et le procede co 
nan! les 6tapes suivantes : 

le disposltlf mobile stockant lesditesdo 
dlspositif ( 121) selon une plurallta d ypes, la 
pluralite de types incluant un premt type de 
donnees et un deuxieme type de nnees, le 
premier type de donnaes con te t des ele

ments de donnees (510, 520) de 

chroni3e:1 entre le dispositif mo 
systeme serveur (1 10) selon led. processus de 
synchronisation, et le deuxle type de don
nees contenant des elements donnees (530) 
qui ne sont pas synchronises Ion ledit proces
sus de synchronisation. le uxieme type de 
donnees renfermant des ~ ents de donnees 
(530) de!enus a li!ra pers 
dispositif mobile (120) par n ulilisateur du dls
positlf mobile (120); 
le serveur de synct1ronl nor (118) executant 
I edit processus de sync onisation avec le client 

de synchronisation (12 . au mains un sous-en
semble des donnees e disposltlf du premier 
type {510, 520}etant nchronise avecdesdon
nees serveur rorre ·ooctantes (410, 420) par 
l'inlermedialre la connexion de 
synchronisation : 
le systeme serve (110) recevant (810) une in
dic:ition que le dispositif mobile (120) est 
oompromis; 
le systeme se eur (110) envoyant (818, 820, 
840, 850, 060 870), en reponse a la reception 
de ladlte i11d' a tron, une requete au dispositif 
moblla (120} -our conlr3fer l'accesauxdonnees 
de dis1,oslfi t!lon una procedure atablle, l:i pro

cedure e1a ie comportant l'effacement des ele
ments de onnees (510, 520} du premier type 
et la de la connexion de 
synchro ,sali()n ; 
le c lsrJ- itif mobile (120) recevant (910) ladtte 
rf;<1u1i et, en reponse acelle-ci, effacant (915) 
se!ec 'emenl des elements de donnees (510, 
520) u magasin de donnees de dispositlf ( 135), 
l'e!f ement selectlf comprenant rerracement 
<I'. n,~nts de donnees (510, 520) du premier 
:y . les elements de donnees (530) du deuxie

type elant conserves dans le magasin de 
u11ees de dispositir (1 35) ; el 

.n reponse a le reception de ladite requete, le 
dispositif mobile (120) rompant ladlte connexion 
de synchronisation, metlant fin aux performan
ces dudit processus de synchronisation. 
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2. Procf!dt'! seion la revencllr.:ition 1. oomprenont · P 

systeme serveur (110) supprimant les codes d'autr 

risation associes au dispositif·moblle (120). 

3. 	 Procede selon la revendication 1 ou la revencilc,, .on 5 

2, dans lequel l'lndlcation que le disposiUfmob! est 
compromis comprend une entree ulilisateur 

4. 	 Procede selon l'une quelconque des 1ewmd .:ii ions 
precedentes, dans lequell'indicatlon que le ,sposiUf 10 

mobile (120) est compromis comprend u . indica
tion que le dispositif mobile (120) n'est pi 
aacceder au systeme serveur (110). 

5. Procede selon l'une quelconque des r: 1$ 

precedentes, dans lequel ledit proc ·,11s de syn
chronisation consiste ameltre aiour res valeurs du 
sous-ensemble de donnees de di~r !;i!,f (520) pour 
refleter des changements apport ii des valeurs 
des donnees serveur c,)l:esponcl ntes (420). 20 

6. 	 Procede selon la revendil:at1or1 , dans lequel ledit 
processus de synchronisalio11 ·ons;s:e a mettre a 
jour des valeurs des donnees erv11,1r (420) pour re
fleter des changements 1111:, 1es ades valeurs car- 25 

res pandantes du sous-ense il c de dannees dedis
posltif (520). 

7. 	 mq1;r des revendications 
precedentes, conslsta:i .1 executer ledit processus Jo 
de synchronisation j)Cf diquement. 

8. 	 Procede selon l'une c 1e1wnque des revendfcations 
precedentes, ,xmsis int aexecuter !edit processus 
de syr1c:timr11<,<1l1l)n utormitiquement, sans une ini- 35 

tlatlon par un .Jli11s leur 

9. 	 Procede selon I', ,e quelconquedes revendications 
fl executer ledit processus de syn
demandP. d'un ulilisateur 4() 

10. 	Procede ser _ , l'une quelconque des revendications 
precec1enhi dans lequel les donnees de dispositif 
(410, 420) ilacee~ comprennent au moins un ele
ment pan l des donnees de courrler electronlque 45 

(310), d~ donnees de calendrier (320), des don· 
nees ~ie ,ch!er (330), des donnees de signet (340), 
des d() netis de t~che (350), des donnees d'auto
mHliSc i,:in de la force de vente (360), des donnees 
de g ..non de la relation client (370), des donnees 50 

de r perto1re organisationnel (380), des donnees 
(3!l' Jet des applications (395) de geslionnaire d'in
f~r .,a!lons personnelles (PIM). 

ocede selon l'une quelconque des revendlcatlons 55 

rnce:ientes, dans lequel la procMure etablie con
slste amaintenir le systeme d'exploitaUon du dlspo

12. Procede selon l'une quelconque des re11endlca1ions 
precedenles, dans lequel re dispositif mobile (120) 

est associe a une organisation quicomrnande lesys 
teme serveur (110). 

13. 	Disposltlfmobile (120)destine aatre utlIlse pour n
troler l'acces ades donnees qui y sont enreglslr es. 
le dispositif mobile (120) comprenanl : 

un magasin de donnees de dispositif (1 
tine astocker des donnees de disposit 
et 
un client de synchronisation (124), I client de 
synchronisation (1 24) etant un cue d'un ser
veurde synchronisation (116) d'un steme ser
veur (110) distant par rapport au 
blle (120), 
le client de synchronisation (12 
pour executer, par l'intermedi e d'une con
nexion de synchronisation, u processus de 
synchronisation avec le serv de synchroni
sation (118) pour synchron er 1:1u mains un 
sous-ensemble des dennee de dispositif(510, 

520) avec des donnees s eur (115) corres
pondantes enreglstrees ns un magasin de 
donnees serveur (130) u systeme serveur 
(110), 
le disposltlf mobile (12 

dans le magasln de 
sitif {135) selon une plu

ralite de types, pluralite de types incluant 
un premienyp c.le donneeset un deuxieme 
type de dQn .es, le premier type de don
nees conl.i'!r nt des elements de donnees 
(510, 520) evant atre synchronises entre 
le dispos1r mobile (120) et le systeme ser
veur (11 selon ledit processus de syn
chronisa n, et le deuxieme type de don
nees et tenant des elements de donnees 
(530) .:i ne sont pas synchronises selon 
un di processus de synchronisation, le 
deux .me type de donnees renfermant des 
eler' :nts de donnees (530) detenus atitre 
per onnel lnstalles sur le disposttif moblle 
(1· ) par un utilisa\eur du disposltif moblle 
( .OJ ; 

:cevok une requete a parlir du systeme 
erveur (1 10) pour contr61er l'acces ~ des 

c!onnees de disposilif (121) selon une pro
cedure etablie, la procedure elablie com
prenant !'effacement d'elements de don
nees (510, 520) du premier typeel larupture 
de la connexion de synchronisation ; 
en reponse a la reception de ladite requete, 
effacer selectivement des elements de don
nees du magasln de donnees de dlsposlUf 
(135) selon lesdits types de donnees, l'ef
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facemenl sr,, i:;c\tf camp,enMI e ar.AmP.11 
d'elements de donnees {510, 520) du pr· 

ono es 
(110). 

mier type, les elements de donnees (5 ) 
du deuxieme type etanl maintenus dan le 
magas in de donnees de dlspositlf (135 . et 5 stocker des donnees dans le magas· de 

en reponse ~ la reception de ladlternq vie, donnees de disposlllf (135) selon un plu
rompre ladite connexion de syr1chr ,isa· ralite de types, la pluralite de types i luant 

tion. mettant fin aux un premier type de donnees at unde ieme 

processus de synchronisation. lype de donnees, le premier type e don
nees contenant des elements de oonees 

14. Disposilif mobile (120) seion la reveo:Jlc (510, 520) devant etre synchro e! enlre 
d ans lequel le disposilif mobile (120) est le dispositif mobile (120) et le s leme ser
executer ledit processus de synclH<J1i'1$ veur (110) selon led it proces s de syn

dlquement. chronisation, et le deuxleme pe de don
15 nees contenant des elsmen de donneea 

15. Dispositif mobile (120) salon la rr.,ven (530) qul ne sont pas sync nises salon 

la revendication 14, dans lequel le (J p:,siUi moblle un dit processus de syn ronlsation, le 
(120) est associe ~ une org.:irn~:al:or deuxiemo type de donnee renrermant des 
le systeme serveur. elements de donnees (5 ) delenus a titre 

personnel lnstalles sur disposillf mobile 
(120) par un ullllsateur u dispositif mobile 

revendications 13 a15, dans le, til les donnees de (120); 

dispositif effacees comprtnr1ur au mains un ele le precede compren t les etapes execu
ment parmi des donnees de 111r•iAr electronique lees par le dtspositif obile consistant ~ 
(310), des donnees de cfl,e: :r~r (320), des don- w recevoir (910) une quAte fl partir du sys
nees de fich ier (330), des d · neP-5 de signet (340), teme serveur (12 pour controler l'acces 
des donnees de !ache (35' . des donnees d'aulo aux donnees de spositif (121) selon une 
matisalion de la force de•, 11e (360), des donnees procedure etab' • la procedure etablle 
de gestion de la relation e111 (370), des donnees comprenant r acement d'elements de 
de repertoire org<!111snti. ,nei (380), des donnees donnees (510 20) du premier type el la 

16. Dispositif mobile (120) salon l'ur 

(390) et des ap,;1;1:::)l:011. 39:\) de gestionnaire d'in rupture la connexion de 
formations personnel1~ (PIM). synchmnisa•· . n : 

en reponse la reception de ladite requete, 
17. 	Dispositif mobile se!o 1',rr1e quelconque des reven effacer sel cdvement (915) des elements 

dications 13 ~ 16, ( 11!, lequel le d[sposltlf mobile 35 de donne . du magasln de donnees de dis
(120) comprend un .r(-phcne mobile ou un ordina- positif(1 :t) selon lesdits types de donnees, 

l'eff'ace1 enl selecllf comprenant l'ertace
menl d' lements de donnees (510, 520) du 

etre ulilise pour oontr61er l'acces prernf type, les elements de donnees 
rnuistrees 1;1" un dispositif mobile (!B O du deuxieme type etanl maintenus 

(120}, le cJisp•). ir mobile (120) comprenant ctan le magasin de donnees de disposiUf 
(13 ) ; et 

u n mag:1 · n de donnees de dispositif ( 135) des et' eponse ala receptron de ladite requete, 
tine a st· ;Ker des donnees de dispositif (121); npre ladlte connexion de synchronisa
et 45 o, meltant ffn aux performances dudll 
un eh t de synchronisation (124), le client de m,cessus de synchronisation. 

nisa!ion (124) etant un clienl d'un ser
vm1r f! synchronisation (118) d'un systeme ser · selon la revendlcation 18, consislant aexe
veu (110) distant par rapport au dlspositlf mo- il processus de synchronisation periodlque
bil (120), 

le lient de synchronisation (124) etant con~u 
I'. ur executer, par l'inlermediaire d'une con 20. Pr ..M e selon la revendication 18 ou la revendica

.:;xion de synchronisalion, un processus de 
.ynchronisation avec le serveur de synchronl
salion (118) pour synchroniser au moins un 55 

sous-ensemble des donnees de dlspositif (510, 
520) avec des donnees serveur ( 115) corres
pondantes enregistrees dans un magasin de 

le disposltlf mobile (120) etant convu pour : 

19, dans lequel le disposillr mobile (120) est as
, 'c;e aune organisation qui commande le sysleme 

Procede selon l'une quelconque des revend lcatlons 
18 a20, dans laquel les donnees de dlspositif effa
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cAai; c:amprennen1au rno!ns un eir,nrnnl pr1rm cles 
donnees de courrier electronique (310), des do 
nees de calendrier (320), des donnees de lit' et 
(330), des donnees de signet(340), desdonr · •s de 
t1iche (350), des donnees d'aulomatisatio1 e la for- 5 

ce de vente (360), des donnees de 9 lion de la 
relation client (370), des donnees d . eper1c11re or
ganisalionnel (380), des donneo,- , M) et des ap

pllcatlons (395) de geslionr1nir<• Informations per
sonnelles (PIM). 	 ,o 

22. 	Precede selon l'une Ql! · • on(Jue des revendicatk>ns 
18 a21 , dans lequel . disposltif mobile (120) com
prend un telepi,or moll1le ou un ordlnateur porta
~ -	 g 

23. Pmgr.irnn 	 1nk1rma:iqUP. comprenanl des Instruc
tions <J ir1tn:s a !!Ire executees par un dispositif 
mob]· ("120), les instructons, lorsqu'eUes sont exe
cti 1::s. amenant le disposilif mobile (120) amettre 20 

ouvre le procede selon l'une quelconque des re

:JO 
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40 

45 

50 

55 
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CLAIMS 

What is claimed is:. 

5 1. A method ofcontrolling access to data held on a mobile device ( 120), the mobile device 

(120) comprising a device data store (l35) for storing device data (121) and a synchronisation client 

(124), the synchronisation client (124) being a client ofa synchronisation server (118) ofa server 

system (110) remote from the mobile device (120), the server system (110) comprising a server data 

store ( 130) for storing server data ( 115), the synchronisation server ( 118) being arranged to perfonn 

10 	 a synchronisation process with the synchronisation client ( 124) to synchronise device data ( 121) 

with corresponding server data ( 115) via a synchronisation connection, and the method comprising: 

the mobile device storing said device data (121) according to a plurality oftypes, the 

plurality oftypes including a first type ofdata and a second type ofdata, the first type ofdata 

comprising data items (510, 520) to be synchronised between the mobile device (120) and the server 

15 	 system (110) according to said synchronisation process, and the second type ofdata comprising data 

items (530) which are not synchronised according to a said synchronisation process, the second type 

ofdata comprising personally owned data items (530) installed on the mobile device (120) by a user 

of the mobile device (120); 

the synchronisation server ( 118) performing a said synchronisation process with the 

20 synchronisation client (124), whereby at least a subset of the device data of the first type (510, 520) 

is synchronised with corresponding server data ( 410, 420) via the synchronisation connection; 

the server system (110) receiving (810) an indication that the mobile device (120) is 

compromised; 

selecting, at the server system (110), a first set procedure from a plurality ofset procedures 

25 	 for controlling access to data held on a mobile device, each of the plurality ofset procedures 

comprising erasure ofdata items ofat least one of the first type of data and the second type ofdata, 

wherein the first set procedure comprises erasure ofdata items ( 510, 520) of the first type and 

severance ofthe synchronisation connection; 

the server system ( 110) sending (818, 820, 840, 850, 860, 870), responsive to receipt ofsaid 

30 indication, a request to the mobile device (120) to control access to device data in accordance with 

the first set procedure; 

the mobile device (120) receiving (910) said request and, responsive thereto, selectively 

erasing (915) data items (510, 520) from the device data store (135), the selective erasure 
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comprising erasure ofdata items (510, 520) of the first type, wherein data items (530) ofthe second 

type are maintained in the device data store (135); and 

responsive to receipt ofsaid request, the mobile device (120) severing said synchronisation 

connection, whereby performance ofsaid synchronisation process ceases. 

2. A method according to claim l, comprising the server system (110) deleting authorisation 

codes associated with the mobile device ( 120). 

3. A method according to either ofclaim 1and claim 2, in which the indication that the mobile 

device (120) is compromised comprises a user entry. 

4. A method according to any preceding claim, in which the indication that the mobile device 

(120) is compromised comprises an indication that the mobile device (120) is no longer authorised 

to access the server system (110). 

5. A method according to any preceding claim, in which said synchronisation process 

comprises updating values of the subset ofdevice data (520) to reflect changes to values ofthe 

corresponding server data (420). 

6. A method according to claim 5, in which said synchronisation process comprises updating 

values of the server data ( 420) to reflect changes to corresponding values ofthe subset ofdevice 

data(520). 

7. A method according to any preceding claim, comprising performing said synchronisation 

process periodically. 

8. A method according to any preceding claim, comprising performing said synchronisation 

process automatically, without initiation by a user. 

9. A method according to any of claim 1 to claim 7, comprising performing said 

synchronisation process on instruction from a user. 

10. A method according to any preceding claim, in which the device data (410,420) which is 

erased according to the first set procedure comprises at least one of e-mail data (310), calendar data 
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(320), file data (330), bookmark data (340), task data (350), sales force automation data (360), 

customer relations management data (370), organisational directory data (380), personal information 

manager (PIM) data (390) and applications (395). 

5 	 11. A method according to any preceding claim, in which the first set procedure comprises 


maintaining the operating system of the mobile device (120). 


12. A method according to any preceding claims, in which the mobile device (120) is associated 

with an organisation which controls the server system (110). 

10 

13. A method according to any preceding claim, wherein the first set procedure is selected by a 

pre-set mechanism that is triggered according to pre-set criteria. 

14. A method according to any preceding claim, comprising storing the plurality ofset 


15 procedures in a set procedures file ( 170, 175) at the server system. 


15. A method according to any preceding claim, wherein a data tracker (720) is maintained on 

the mobile device (120), the data tracker identifying the data items of the first type, and the method 

comprises: 

20 	 at the mobile device (120), responsive to receipt ofsaid request, using the data tracker (720) 

to identify data items of the first type for erasure. 

16. A method according to any preceding claim, wherein the plurality ofset procedures includes 

a second set procedure, different from the first set procedure, the second set procedure comprising 

25 	 erasure ofapplications (395) held in the device data store (135) and maintaining the operating 

system of the mobile device (120). 

17. A mobile device (120) for use in controlling access to data held thereon, the mobile device 

(120) comprising: 

30 a device data store (135) for storing device data (121); and 

a synchronisation client ( 124), the synchronisation client (124) being a client ofa 

synchronisation server (118) ofa server system (110) remote from the mobile device (120), 

wherein the synchronisation client (124) is arranged to perform, via a synchronisation 

connection, a synchronisation process with the synchronisation server (118) to synchronise at least a 
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subset ofthe device data (510, 520) with corresponding server data (115) held in a server data store 

(130) of the server system (110), 

wherein the mobile device (120) is arranged to: 

store data in the device data store (135) according to a plurality of types, the plurality of 

5 	 types including a first type ofdata and a second type of data, the first type ofdata comprising data 

items (510, 520) to be synchronised between the mobile device {120) and the server system {110) 

according to said synchronisation process, and the second type ofdata comprising data items {530) 

which are not synchronised according to a said synchronisation process, the second type ofdata 

comprising personally owned data items (530) installed on the mobile device (120) by a user ofthe 

10 mobile device (120); 

receive a first request from the server system { 110) to control access to device data ( 121) in 

accordance with a set procedure, and determine that the set procedure comprises a first set 

procedure, wherein the first set procedure comprises erasure ofdata items ( 510, 520) of the first type 

and severance of the synchronisation connection; 

15 responsive to receipt ofsaid first request, selectively erase data items from the device data 

store (135) in accordance with said data types, the selective erasure comprising erasure ofdata items 

(510, 520) ofthe first type, whereby data items (530) of the second type are maintained in the device 

data store (135); and 

responsive to receipt ofsaid first request, sever said synchronisation connection, whereby 

20 performance ofsaid synchronisation process ceases, 

wherein the first set procedure is a set procedure ofa plurality ofset procedures, each of 

which the mobile device (120) is arranged to execute on receipt ofa respective request from the 

server system (1 10), each of the plurality ofset procedures comprising erasure ofdata items ofat 

least one ofthe first type ofdata and the second type ofdata. 

25 

18. A mobile device (120) according to claim 17, wherein the mobile device {120) is arranged to 

perform said synchronisation process periodically. 

19. A mobile device (120) according to either of claim 17 and claim 18, wherein the mobile 

30 device (120) is associated with an organisation which controls the server system (110). 

20. A mobile device (120) according to any ofclaim 17 to claim 19, in which the device data 

erased according to the first set procedure comprises at least one ofe-mail data (310), calendar data 

(320), file data (330), bookmark data {340), task data (350), sales force automation data (360), 
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customer relations management data (370), organisational directory data (380), personal information 

manager (PIM) data (390) and applications (395). 

21. A mobile device ( 120) according to any ofclaim 17 to claim 20, wherein the mobile device 

5 (120) comprises a mobile telephone or a laptop computer. 

22. A mobile device (120) according to any ofclaim 17 to claim 21, wherein a data tracker (720) 

is maintained on the mobile device (120), the data tracker identifying the data items ofthe first type, 

and the mobile device (120) is arranged, responsive to receipt ofsaid first request, to use the data 

10 	 tracker (720) to identify data items of the first type for erasure. 

23. A mobile device (120) according to any ofclaim 17 to 22, wherein the plurality ofset 

procedures includes a second set procedure, different from the first set procedure, the second set 

procedure comprising erasure ofapplications (395) held in the device data store (135) and 

15 	 maintaining the operating system of the mobile device (120). 

24. A method for use in controlling access to data held on a mobile device (120), the mobile 

device (120) comprising: 

a device data store (135) for storing device data (121 ); and 

20 a synchronisation client (124), the synchronisation client (124) being a client ofa 

synchronisation server (118) ofa server system (110) remote from the mobile device (120), 

wherein the synchronisation client (124) is arranged to perfonn, via a synchronisation 

connection, a synchronisation process with the synchronisation server ( 118) to synchronise at least a 

subset of the device data ( 510, 520) with corresponding server data (115) held in a server data store 

25 (130) ofthe server system (110), 

the mobile device (120) being arranged to: 

store data in the device data store (135) according to a plurality oftypes, the plurality of 

types including a first type ofdata and a second type of data, the first type ofdata comprising data 

items (510, 520) to be synchronised between the mobile device (120) and the server system (110) 

30 	 according to said synchronisation process, and the second type ofdata comprising data items (530) 

which are not synchronised according to a said synchronisation process, the second type ofdata 

comprising personally owned data items (530) installed on the mobile device (120) by a user of the 

mobile device (120), 

the method comprising: 
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receiving (910) a first request from the server system (110) to control access to device data 

(121) in accordance with a set procedure, and detennining that the set procedure comprises a first set 

procedure, wherein the first set procedure comprises erasure ofdata items ( 510, 520) ofthe first type 

and severance of the synchronisation connection; 

responsive to receipt ofsaid first request, selectively erasing (915) data items from the 

device data store (135) in accordance with said data types, the selective erasure comprising erasure 

ofdata items (510, 520) of the first type, whereby data items (530) of the second type are 

maintained in the device data store (135); and 

responsive to receipt ofsaid first request, severing said synchronisation connection, whereby 

performance ofsaid synchronisation process ceases, 

wherein the first set procedure is a set procedure ofa plurality ofset procedures, each of 


which the mobile device ( 120) is arranged to execute on receipt ofa respective request from the 


server system ( 110), each of the plurality of set procedures comprising erasure ofdata items ofat 


least one ofthe first type ofdata and the second type ofdata. 


25. A method according to claim 24, comprising performing said synchronisation process 


periodically. 


26. A method according to either ofclaim 24 and c1aim 25, in which the mobile device (120) is 

associated with an organisation which controls the server system ( 110). 

27. A method according to any ofclaim 24 to claim 26, in which the device data erased in 

accordance with the first set procedure comprises at least one ofe-mail data (310), calendar data 

(320), file data (330), bookmark data (340), task data (350), sales force automation data (360), 

customer relations management data (370), organisational directory data (380), personal information 

manager (PIM) data (390) and applications (395). 

28. A method according to any ofclaim 24 to claim 27, in which the mobile device (120) 

comprises a mobile telephone or laptop computer. 

29. A method according to any ofclaim 24 to claim 28, wherein a data tracker (720) is 

maintained on the mobile device (120), the data tracker (720) identifying the data items ofthe first 

type, and the method comprises: 
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responsive to receipt ofsaid first reques4 using the data tracker (720) to identify data items 

ofthe first type for erasure. 

30. A method according to any ofclaim 24 to claim 29, wherein the plurality ofset procedures 

5 	 includes a second set procedure, different from the first set procedure, the second set procedure 


comprising erasure ofapplications (395) held in the device data store (135) and maintaining the 


operating system ofthe mobile device (120). 


31. A computer program comprising instructions for execution by a mobile device (120), the 

10 	 instructions, when executed, causing the mobile device ( 120) to perform the method ofany ofclaim 

24 to claim 30. 
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