Downloaded by [FCO - Open Source Team] at 19:32 12 August 2013

China, North Korea and the
Spread of Nuclear Weapons

Thomas Plant and Ben Rhode

Once described as “as close as lips and teeth’, in recent years the relationship
between China and North Korea has become more strained. Beijing has con-
flicted motivations in its policy towards Pyongyang. It resents the disruption
North Korean provocation brings to Northeast Asia. Some observers argue
that Beijing’s North Korea policy is illogical, as it increases anti-Chinese
resentment and support for America’s military presence in Asia.! (When
Beijing gave Pyongyang diplomatic cover after North Korean forces sank
the South Korean corvette Cheonan and shelled Yeonpyeong Island in 2010,
it damaged China’s image and strengthened cooperation between South
Korea, Japan and the United States.) And China’s indefinite protection of
North Korea’s nuclear arsenal might one day encourage Seoul or Tokyo to
seek their own nuclear deterrents, although this will remain unlikely as long
as the United States retains a meaningful military presence in East Asia. In
the shorter term, the North Korean nuclear threat has prompted Tokyo and
Seoul to introduce ballistic-missile defences, much to China’s displeasure.
Beijing has apparently calculated, however, that these disadvantages are
outweighed by the risk of regime collapse in North Korea, which would
entail a large number of refugees entering northern China, and the likeli-
hood of a reunified Korean peninsula under Seoul’s control and allied with

the United States. The prospect of a US military ally as China’s direct neigh-
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bour, and possibly US troops on its borders, is deeply alarming to Beijing.
Memories of Japan’'s invasion of China via the Korean peninsula remain
strong among Chinese policymakers, and concerns about territorial vulner-
ability trump all others.> China’s policy now seems to be focused on trade
and investment in North Korea, in the hope that this will promote regime
prosperity and stability, reduce any incentive to extort aid through mili-
tary provocation, encourage Pyongyang to follow China’s post-1979 path
to economic reform, and maximise Chinese leverage. As Victor Cha, former
director for Asian affairs at the National Security Council, has argued,
China and North Korea are ‘caught in a mutual hostage relationship — the
North needs Chinese help for their survival, and the Chinese need the North
not to collapse’.’ This prospect has been sufficient to deter China from fully
exploiting its economic and diplomatic leverage over Pyongyang.

This equation may not hold, however, when it comes to the leakage of
nuclear material from North Korea. China has very real interests in mini-
mising the nuclear dangers that could emanate from North Korea, in
particular the deliberate sale of nuclear weapons or material to non-state
actors, whether directly or indirectly via sale to another state; and the
leakage of nuclear weapons or materials in the event of the collapse or
fragmentation of the Kim regime. Moreover, it can do so without causing
serious deterioration (which would in any case be worth it) in relations with
Pyongyang. If nuclear weapons or materials were to find their way into the
hands of non-state actors, the damage done to Chinese interests would sub-
stantially outweigh that caused simply by regime collapse.

Beijing has gone to some lengths to demonstrate its credentials in the
field of nuclear security.* Former President Hu Jintao has argued that ‘as
a responsible country, China seeks nuclear security and firmly opposes
nuclear proliferation and nuclear terrorism ... The potential threat of nuclear
terrorism cannot be ignored, and the risk of nuclear material diversion and
illicit trafficking is on the rise.”” China has signed and ratified many of the
major treaties and conventions that make up the existing nuclear-security
patchwork. It has hosted regional nuclear-security training, established a
nuclear security centre of excellence following a bilateral agreement with the

United States in 2011, and participated in both Nuclear Security Summits.



Downloaded by [FCO - Open Source Team] at 19:32 12 August 2013

China, North Korea and the Spread of Nuclear Weapons | 63

At the 2012 summit in Seoul, Hu announced that China would take further
nuclear security measures, make sure of the security of its own nuclear
materials and facilities, and improve overall nuclear security.®

Perhaps the single most important way in which China can minimise the
danger of nuclear weapons or material falling into the hands of non-state
actors is indirectly, through its relationship with North Korea, its neighbour
and client.” Chinese policymakers may instinctively be reluctant to use their
influence, believing that the costs to China’s broader interests would not be
justified by what appears to be a marginal reduction in the likelihood of an
already remote threat, and one almost certainly directed at the United States

and other Western countries.?

In private, Chinese analysts and officials may complain

about North Korean behaviour,” but most usually argue North Korea’s
that Chinese leverage over Pyongyang is greatly exagger- survival is
ated. A further common refrain is that North Korea is to
China what Israel is to the United States. The implication d epen dent
is that America’s interest§ are also often jeoparc?ised by its on Be U in g/S
support for a small, bellicose ally, but that China should
no more be expected to cut off support for Pyongyang than g oodwill
Washington should end its partnership with Jerusalem."
China also refuses to participate in US-South Korea contingency planning
for North Korean regime collapse (which would include securing nuclear
assets), believing that this would only anger Pyongyang and diminish
Chinese influence.!

Such arguments grossly understate the extent to which North Korea
depends on China, both economically and diplomatically. The Kim regime
may not consider itself beholden even to its only nominal ally, but for a
country so ideologically wedded to self-reliance, North Korea’s survival is
remarkably dependent on Beijing’s goodwill. China has enjoyed approxi-
mately 20-30% of North Korea’s foreign trade for most of the last decade,
dramatically expanding in recent years to more than 50% in 2011."> North
Korea depends on China for around 500,000 tonnes of imported oil each
year, which may constitute almost 100% of its requirements. China has

exploited this vulnerability on at least one occasion: in 2003, during a period
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of North Korean intransigence and following a short-range missile test,
Beijing reportedly briefly suspended oil shipments. Pyongyang adopted a
more conciliatory approach, and later agreed to join the Six-Party Talks."
There have been recent, unconfirmed press reports that China was exert-
ing pressure on North Korea to dissuade it from conducting a third nuclear
test, which most analysts had considered almost certain to take place within
months of a failed satellite launch in April 2012." If confirmed, such action
would be encouraging, but would be an outlier in Beijing’s general North
Korea policy. And in any case Pyongyang conducted its third nuclear test
in February 2013. Despite statements by some prominent Chinese analysts
that North Korea had proven itself to be a strategic liability, and that Beijing
should cut off support for Pyongyang in retaliation, the Chinese Foreign
Ministry made clear that China would continue to ‘conduct normal trade

and economic exchanges with North Korea’."

North Korea's nuclear programme

The majority of North Korea’s known nuclear infrastructure is located at
the Yongbyon nuclear research centre, where, over a period of around 20
years, workers have succeeded in separating enough weapons-grade pluto-
nium to produce several nuclear weapons. According to most assessments,
North Korea has some 30-50 kilogrammes of separated plutonium. North
Korea’s own claims are within, but towards the bottom end of, this range.'
The stockpile has not grown since 2009, after North Korea partially disman-
tled its plutonium-production reactor in 2008 and completed reprocessing
the spent fuel.” The plutonium-production infrastructure at Yongbyon is
currently inoperable and is likely to remain so, at least until North Korea’s
first light-water reactor (also at Yongbyon) is finished and begins operation.
Light-water reactors are generally considered inferior to heavy-water reac-
tors for production of weapons-grade plutonium.

North Korea has, however, also developed a uranium-enrichment capa-
bility, part of which was dramatically revealed to US visitors Robert Carlin,
Siegfried Hecker and John W. Lewis in November 2010. This facility, con-
structed in part of the nuclear-fuel fabrication facility at Yongbyon after

April 2009 (when International Atomic Energy Agency inspectors left the



Downloaded by [FCO - Open Source Team] at 19:32 12 August 2013

China, North Korea and the Spread of Nuclear Weapons | 65

site for the last time), reportedly contained around 2,000 centrifuges and
had a design capacity sufficient to produce at least 40kg of highly enriched
uranium per year — enough for two implosion-type weapons.'® It is implau-
sible that North Korean engineers, no matter how skilled, would be able to
construct an enrichment plant in the time available without having set up at
least a pilot facility elsewhere.

North Korea’s pursuit of industrial-scale uranium enrichment technol-
ogy dates from at least the early 2000s, though evidence of its production
capability suggests a significantly earlier interest."” By 2000-01 North Korea
had almost certainly developed enrichment technology sufficiently to allow
it to provide 1.7 tonnes of very slightly enriched uranium hexafluoride to
Libya, via the A.Q. Khan black-market network.” By 2008, if not before,
North Korean uranium enrichment may have advanced so far as to allow
its highly enriched product to contaminate documents that it passed to
the United States as part of agreed verification activity under the Six-Party
Talks.” (Isotopic analysis demonstrates that the material found on these
documents could have come only from Pakistan or North Korea, but there
are indications that it was produced after Pyongyang’s relationship with
A.Q. Khan had ended.?) There are several plausible scenarios that suggest
North Korea could have been producing weapons-grade uranium as early
as 2005.%

The uranium-enrichment programme has never been subject to controls
or publicly reported external inspection, beyond the glimpses afforded to
US visitors in 2010, yet it appears to have been operating for over ten years.
This opacity makes it hard to estimate North Korea’s potential stockpile
of highly enriched uranium (HEU). At one extreme, it is conceivable that
North Korea has operated a pilot-scale plant since the late 1990s.> One or
more larger-scale facilities may then have been added during the 2000s.
(One South Korean official has commented that there may be as many as
four.”) At the other extreme, it is conceivable that only one facility was built,
during the 2000s, and that it was deconstructed and reassembled to provide
components for the Yongbyon facility.

Depending on the assumptions, North Korea could have a stockpile of

weapons-grade HEU amounting to over a quarter of a tonne or more, or it
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could have almost no HEU at all.*® The balance of probability is in favour
of at least some HEU production, especially given North Korea’s strong
motive and the lack of international monitoring of its programme, but a
stockpile at the lower end of the range is most likely. What can be said is that
North Korea has the capability to rapidly and discreetly construct uranium-
enrichment facilities, and (if the facility at Yongbyon is as efficient as claimed)
the apparent capability to produce enough material for two weapons per
year. The location of any putative HEU stockpile remains a mystery, as does
the location of what Pyongyang says is ‘weaponised” plutonium.”

If North Korea has indeed produced nuclear weapons, as it frequently
claims, then these could be transferred in toto to interested customers, and
it does not matter whether they use uranium or plutonium.*® But from the
perspective of concerns about transfer of fissile material only, rather than
complete weapons, this HEU capability presents a particular risk. It is techni-
cally easier to produce a nuclear weapon using HEU than using plutonium.
The simplest type of nuclear weapon — a gun-type weapon such as that used
at Hiroshima, in which a critical mass is assembled by firing one sub-critical
mass into another — can readily be manufactured from HEU. It is also a

relatively simple task to shield HEU from detection during transportation.

Pyongyang’s calculus

North Korean state trading companies have a long history of selling what-
ever commodities they can to whomever will pay for them.?” Such sales
have included conventional weapons, counterfeit pharmaceuticals, narcot-
ics, counterfeit currency, ballistic missiles and a wide array of other illicit
products.*® Pyongyang has also sold technology used in nuclear-weapon
development on at least two occasions: the slightly enriched uranium
hexafluoride to Libya (along with unenriched uranium hexafluoride feed-
stock), and reactor technology and perhaps other material and infrastructure
to Syria.*® On neither occasion was Pyongyang directly punished or held
accountable for its actions. North Korean decision-makers thus recognise
that their nuclear expertise and technologies can be used as trade goods.
The covert nature of the transactions also shows they recognise the potential

costs associated with such trades.
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Reports of North Korean ballistic-missile proliferation and conventional
arms sales had been widespread for decades before Libyan leader Muammar
Gadhafi decided to abandon his covert nuclear programme in 2003.*> As
part of Libyan disclosures of previously undeclared activity, three canisters
of uranium hexafluoride, one of which contained slightly enriched material,
were shipped to Oak Ridge National Laboratory in the United States for tech-
nical analysis. This analysis revealed that the canisters had originated in North
Korea, and that it was not possible to find another source of the enriched
uranium other than North Korea. It became clear that A.Q. Khan had found
another supporting partner for his network.” Importantly, this partner had
shown itself willing and able, within the bounds of whatever capability it had
at that time, to supply nuclear materials in a deal which could prove to be
highly deleterious to its interests if detected, but promised to yield substantial
financial reward if not. The reported $2 million cost to Libya of the uranium-
hexafluoride shipment was approximately 4o times the contemporary market
rate, and Libya was reportedly seeking around 20 tonnes of uranium hex-
afluoride in total for research and development purposes.* This implies a cost
of around $20-30m for this supply of feed material.

A 1991 US Defense Intelligence Agency assessment cites the North
Korean military sales relationship with Libya as one of its most significant
of the 1980s, with a science and technology collaboration agreement in 1977
signifying, if not a warm relationship, at least an expanding and mutually
beneficial one.”” A key entity in the relationship was Changgwang Sinyong,
a major North Korean military sales organisation established with the remit
of earning foreign currency for the regime and perhaps to support North
Korea’s own weapons development.* Changgwang Sinyong has under-
gone many name changes over the years, but perhaps the most famous
name it has operated under is KOMID, the Korea Mining and Industrial
Development Corporation, now a proscribed entity under UN Security
Council Resolutions 1718 and 1874.%

Agents of North Korean weapons sales organisations had also been devel-
oping relationships with their Syrian customers for some time before their
nuclear assistance became public. These ties can to some extent be tracked

by observing the development of the parallel ballistic-missile relationship.
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Sales of Scud B missiles in the early 1990s and Scud Cs shortly thereafter
appear to have evolved into some form of production capability transfer
for Scud Ds in the early 2000s.”* Once again, Changgwang Singyong, later
KOMID, was reportedly a key player in carrying out North Korea’s business
development activities with this important partner.*

In 2007, Israeli aircraft attacked and destroyed what was alleged to be
a non-operational nuclear reactor at Deir ez-Zor in Syria. Information sub-
sequently revealed in a CIA public briefing indicated that the design of
the reactor closely matched that of North Korea’s plutonium-production
reactor at Yongbyon, though the reactors were not identical. A photograph,
apparently taken in Syria in which the head of Syria’s Atomic Energy
Commission, Ibrahim Othman, stands side by side with senior North Korea
nuclear scientist Chon Chi Pu, further indicates a North Korean link.* In
2011, the International Atomic Energy Agency determined that the facility
was indeed ‘very likely” to have been a nuclear reactor under construction.
Since an IAEA inspection in 2008, the Syrian authorities have denied access
to three other sites alleged to be ‘functionally related” to the reactor at Deir
ez-Zor."!

A common factor in the Libyan and Syrian cases is the establishment
of relationships between North Korean weapons firms and the recipient
government some significant time before any nuclear-related transfer took
place. In both cases the relationships were high value, established over a
period of many years, and were generally intended to remain covert even
prior to their nuclear dealings. In Libya, the middle-man, A.Q. Khan, had
proved himself relatively trustworthy during an extended history of pre-
vious dealings with both supplier and customer. In both cases there is
evidence that transfers of more sensitive items and technologies, such as
ballistic-missile systems, involved deceptive measures to avoid detection
as far as possible.”? This was for good reason: when Libya was receiving
some of the benefits of North Korea’s developing uranium infrastructure,
Pyongyang was also seeking to extract the maximum benefit from the 1994
Agreed Framework with the United States. The longer-term effort involved
in supplying a nuclear reactor to Syria overlapped the time frames of both
the Agreed Framework and the Six-Party Talks.*
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Decision-makers in Pyongyang will have considered the possibility
that the other parties would suspend the benefits provided by these nego-
tiations, or impose further sanctions, if acts of proliferation were detected.
That they went ahead suggests either that these consequences were insuf-
ficient to threaten those responsible for proliferating, or that the expected
benefit outweighed the risks. That Pyongyang continued its nuclear rela-
tionship with Syria after the 2004 revelation that it had supplied nuclear
material to Libya indicates a strength of nerve that could only have been
supported by the lack of punitive measures in response to that revelation.
And North Korea also escaped from its Syrian adventure without apparent

cost. The George W. Bush administration decided not to

punish it following Israel’s destruction of the Deir ez-Zor
reactor in 2007, but rather continue engaging it via the Six- North Korea

'Party Talks. If any'thing, the conﬁdence of decision-makers escape d from
in Pyongyang will have been increased by the lack of

response, unilateral or multilateral, to their involvement. Its Syr 1an
The uncomfortable truth is that international responses to adventure

North Korean nuclear proliferation have encouraged, not

deterred, additional such acts. If North Korean decision- without cost
makers engage in future deliberations about nuclear

exports, the events of the past decade will give comfort to those arguing

that the benefits of such sales outweigh their costs.**

Sceptics might argue that, despite the precedent for exports of nuclear
technologies to states, North Korea would be far less likely to deliberately
transfer nuclear weapons or weapons-useable material to a terrorist group, as
the potential repercussions to the regime would be dramatically more severe,
not least because terrorists would be much more likely than a state to use a
nuclear weapon. Several factors suggest that this is indeed the case. Firstly,
establishing a transactional relationship with a terrorist group would be much
more difficult than building one up over many decades with states such as
Syria or Libya. Secondly, most groups, having no access to state-level finance,
would not have sufficient funds to make the transaction appealing to the
North Koreans. The Libyan precedent suggests that tens of millions of dollars

would be required for North Korea to supply meaningful quantities of basic
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feed material, let alone more advanced technologies or complete weapons.
Some non-state groups, such as Aum Shinrikyo and al-Qaeda, have previ-
ously demonstrated a willingness to pay large amounts for nuclear weapons,
but even in those cases reduced capability and centralisation respectively have
taken their toll on access to funding. Finally, it is very likely that North Korea
will have been encouraged by the lack of US or Chinese response to its previ-
ous nuclear exports, and by the general failure of Washington more generally
to enforce the various ‘red lines” set for North Korea over many years. But
the likely aftermath of a terrorist nuclear attack in a Western city, eventually
traced back to North Korea, should give pause even to those decision-makers
in Pyongyang with a particularly high tolerance for risk.

But this is not grounds for complacency. Firstly, the risk that, as North
Korea’s HEU stockpile increases, it could become increasingly easy for
actors within North Korea to sell material abroad without authorisation
from the regime should not be underestimated. Although the risks of such
unauthorised sales would be enormous for the perpetrators, the potential
financial rewards would also be immense. Secondly, one of the more likely
routes by which non-state actors could obtain nuclear weapons or materi-
als from North Korea would be indirectly via another state. Hizbullah, for
example, might obtain North Korean HEU that had originally been trans-
ferred to Iran. North Korean policymakers could plausibly argue China
would shield it from the long-term consequences of its sale of HEU, or
even nuclear weapons, to Iran, given its past behaviour and fear of North
Korean regime collapse. They might also assume that China’s calculation of
its interest would not be affected by whether or not Pyongyang had known

or approved of any intent for subsequent transfer to a client terrorist group.

Risks to China

Chinese analysts privately acknowledge that the risk of North Korean nuclear
exports for financial gain is real. They also recognise that, in the event that
North Korean weapons or HEU were used abroad, the damage to Chinese
interests could be severe. Yet, in general, they conclude that the most effec-
tive way for China to minimise these risks is essentially to buy off the North

Koreans: if the Kim regime feels financially secure, it will have no incentive
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to sell any of its nuclear assets. Conversely, if it is pressured by international
sanctions, the risks of nuclear sales could be outweighed by their financial
rewards.” This perspective is understandable, but short-sighted. It under-
estimates the consequences to China if North Korean nuclear material were
to be used abroad and overestimates the effect of Chinese economic support
in lowering incentives for nuclear exports.

Clear evidence of the transfer of nuclear weapons or material to a ter-
rorist organisation could lead the United States to take military action, both
to seize the weapon and to punish those who sold it. And if North Korean
HEU does come into the hands of a terrorist group, that group will almost
certainly try to use it in an improvised nuclear device against civilians, most
likely in a major city. Even if the HEU were not immediately identified as
North Korean (current nuclear forensic techniques entail a certain delay
before the origin of material can be confirmed), any government that had
suffered such a devastating attack would be under irresistible political pres-
sure to retaliate almost immediately. Such a response might or might not
itself involve nuclear weapons, but it would most likely be overwhelming.
It is easy to foresee how a military response could escalate into a major
war.* The indirect costs to China posed by refugee flows and the economic
catastrophe in East Asia caused by such a war would be dramatically higher
than the scenario of North Korean regime collapse. Moreover, the possibil-
ity that China would unintentionally find itself dragged into hostilities with
the United States n the Korean peninsula is not inconsiderable.

Even if material or weapons transferred from North Korea were never
used, a deeply unfortunate precedent would be set. It is unclear what mean-
ingful penalties could be enacted against a recipient state that would be
sufficient to induce it to relinquish its new deterrent. This could embolden
other states to obtain nuclear weapons or material from abroad with a
reduced fear of repercussions. For China this could have worrying effects,
for example if Taiwan were to reconsider its decision (made in the 1970s) not
to acquire nuclear weapons.

Analysts have been predicting the collapse of North Korea since its eco-
nomic crisis of the early 1990s and the death of Kim Il Sung in 1994. That this

hasnot happened does suggest a certain resilience, and argues against casual
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use of the phrase ‘regime collapse’. But past performance is not necessarily
a guarantee of future survival; greater media penetration, the development
of a trading class and tentative moves towards economic development will
all pose challenges to North Korea under Kim Jong Un. Any changes will
involve risks for those who have benefitted under the current system, and
such parties might challenge the authority of those imposing the change.
This is particularly true of changes that could be construed as challenges
to the dominance of the military. The true risk in the context of nuclear ter-
rorism is not regime collapse, but regime fragmentation, in which powerful
interests would compete for dominance in a framework loosely defined by

the need to maintain an outward appearance of statehood,

if not solidarity.
The true risk Under such circumstances, players in control of part
is not re g ime °" all of the nuclear iflfrastructu're. would have a power-
ful asset. The temptation to use it in some way would be
colla pse great. Keeping it for external or internal political leverage
would be one possibility, but another would be to sell at
least some of the nuclear material for significant quantities of hard currency
to be used in an internal power struggle. The normal restraints on nuclear
transfer would at the same time be somewhat relaxed: it is difficult to deter
a sub-state actor with the same tools aimed at a state, and internal monitor-
ing that might prevent nuclear material from being misappropriated under
normal circumstances would be degraded.

While the United States, South Korea and China have all considered the
need to secure nuclear materials in the event of regime collapse, so far China
has refused to discuss such a scenario, or any contingency planning, with
Washington or Seoul.*” The most frequently cited reasons for this reluctance
are the need to show solidarity with their ally, a desire not to aggravate
this already troublesome neighbour, and mistrust of US intentions towards
China.* The result is that neither Beijing nor Washingon knows under what
circumstances the other would consider North Korea’s nuclear weapons
and material to be at risk. Neither knows where the other considers the key
sites to be. Neither knows what actions the other might take at any given

point in a developing crisis.
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What can Beijing do?

China’s interests would be served by preventing the transfer of nuclear
material from North Korea, and by working with the United States and
South Korea to minimise the risk of miscalculation by any party in a crisis.
To achieve this it has no need to impose the deeply coercive economic meas-
ures it fears could precipitate such a crisis, and may even be able to avoid
upsetting its relationship with Pyongyang. Such tools, to be sure, have been
effective in the past and should not be neglected entirely. The one-month
suspension of oil transfers that persuaded North Korea to join talks in 2003
could be contrasted to the $500m that Seoul needed to spend as part of its
‘Sunshine Policy’ to entice Kim Jong Il to a bilateral summit. China’s contin-
ued relationship with Pyongyang following such actions further suggests
that this tool could be deployed more often than Beijing has yet appeared
willing to do.

There appear to be two conditions for North Korea to supply particu-
larly sensitive goods (such as nuclear materials): firstly, North Korea must
trust the customer, preferably as a result of a long clandestine association;
and secondly, the customer should have the means to pay for the goods,
in coin or kind. At present there are few, if any, non-state groups with the
ability to service a long-term, multi-million-dollar relationship with a North
Korean weapons trading firm, so the principal risk of transfer of nuclear
material from North Korea to non-state groups is via an intermediary state,
with which Pyongyang must have had long and lucrative illicit dealings.
Thus the risk of use of North Korean nuclear material by non-state actors
is strongly related to the continued activity of (mostly-proscribed) North
Korean weapons trading.

This suggests an obvious and important response for Chinese policy-
makers to consider. China gains nothing but negative attention from the
activities of North Korean arms sellers operating within its borders.* The
only beneficiaries are Pyongyang and its customers. Indeed, any acts of cor-
ruption perpetrated by these entities in order to run their businesses indicate
a challenge to governmental authority that can only be costly to China. And
without these firms, North Korea would find it hard to develop the contacts

or relationships it would need to engage in further nuclear proliferation.
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It might be possible to limit or halt these activities by mutual agreement
between Beijing and Pyongyang, but it is certainly within Beijing’s power
to halt them more directly. North Korean anger at such action would likely
be outweighed by its acknowledgement of the brutal fact of its financial
dependence on its larger neighbour. The suspension of oil exports suc-
cessfully used in the past is a coercive tool substantially more blunt in its
effects than targeted action against proliferation-related entities. China’s
diplomatic relations with other powers would benefit from the expulsion of
North Korean proliferation-related entities. So it has something to gain and
little or nothing to lose by taking action. Such a move would greatly reduce
the risk of North Korean-supplied nuclear materials being used in anger.

Managing the risk of miscalculation in a developing crisis for regime
stability in the North is complicated by the apparent Chinese analysis that
discussing the possibility of such a crisis would not be consistent with
the behaviour of an ally. China may also calculate that such discussions
increase the likelihood of the very crisis they seek to manage, by heighten-
ing Pyongyang’s sense of insecurity. China could nevertheless reduce the
risk of diversion of nuclear material in such circumstances, even without
divulging the information it possesses (its intelligence about North Korean
nuclear material, weapons and facilities is probably more reliable than that
of any other state).

The simplest step would be to establish a mechanism for communica-
tion with the United States, and perhaps South Korea, designed solely to
exchange information and intentions under crisis circumstances on the pen-
insula; this could even be restricted further, to nuclear issues only, if it were
deemed necessary. It would be difficult at present for both Washington and
Beijing to share detailed information about North Korea’s nuclear capabili-
ties and plans for addressing them in a crisis; conditions of mutual suspicion
make it harder to contemplate revealing sensitive information to a potential
rival. This does not mean that information exchange is not a useful tool for
reducing the risks. A suite of options are available: back-channel meetings
could establish protocols by which such information could be exchanged
rapidly in future if warranted; similar meetings or other measures could

also be used to signal intentions in relation to how border security might be



Downloaded by [FCO - Open Source Team] at 19:32 12 August 2013

China, North Korea and the Spread of Nuclear Weapons | 75

ensured under different circumstances; and both sides could use the North
Korean nuclear situation as a spur to cooperation on nuclear forensics and
detection methods. In fact, technical cooperation may prove to be the route
for each side to enhance its understanding of the other’s position, through
greater appreciation of the factors and analyses that support their judge-
ments (for example, that the risk of terrorist use of North Korean HEU is
real). Another way to do this would entail Chinese cooperation with other
states on nuclear forensics, for example by assisting in compiling a database
of global nuclear material samples that could be used after a terrorist inci-
dent to exonerate countries from the charge of having been the source of the
material used. This would also underline to Pyongyang that, if a terrorist
nuclear incident were to occur, there would be methods to trace the source

of the weapon’s fissile material.

For at least the past decade, many Western observers have hoped that
China could somehow solve the wider problems caused by North Korea
— that Beijing could persuade North Korea to denuclearise, cooperate with
its neighbours or enact economic reforms. In effect, these Western analysts
hoped that China could be enticed to see things from a Western perspective
and to pressure North Korea in ways that served the interests of neither
Pyongyang nor Beijing. While Chinese observers could acknowledge the
disadvantages posed by North Korean behaviour, these were trumped
by China’s own interests in preventing the Korean Peninsula from falling
under the control of potentially hostile powers. Yet, if North Korean nuclear
weapons or material is sold abroad, the consequences for Chinese interests,
both short and long term, could be calamitous.

It would be unwise for Beijing to conclude that best way to prevent North
Korean nuclear exports would be by providing the North Korean leader-
ship with a financial cocoon. To do so would be to forget, or to ignore, that
the two known examples of nuclear exports to other states occurred during
the high point of economic assistance to North Korea from the United States

and South Korea. Buying Pyongyang off with economic concessions may be
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the best way of minimising its overt military provocations, but history sug-

gests that this will not be enough to stop future nuclear exports. Although

it would serve Western and East Asian interests more broadly, it would cer-

tainly also be in China’s interests for it to communicate to Pyongyang the

dramatic consequences of North Korean nuclear material reaching terrorist

groups. It should also warn Pyongyang that China will not allow itself to be

dragged into a larger conflict with a vengeful United States.
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