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The Fraud Strategy

Foreword

The publication of this strategy marks a fundamental shift in our
approach to tackling fraud. Fraud causes severe harm to the
economy, places enormous stress on families and businesses, and
rui ns pe o prhud 8lso fuhds athersserious crimes. This
Government will not tolerate the barrage of scam texts, phone calls,
adverts, and emails that causes misery to millions and makes up
over 40% of all crime. This strategy sets out a plan to stop fraud at
source and pursue those responsible wherever they are in the
world.

Most importantly, victims must know that the police will do something about their crime.
Fraud now accounts for over 40% of crime but receives less than 1% of police resource. |
am changing this by setting up a new National Fraud Squad (NFS) dedicated to pursuing
the most sophisticated and harmful fraudsters, with over 400 new specialist investigators,
and making tackling fraud a priority for police forces in England and Wales.

| also want victims to get the help they need. With money such a concern for so many,
ensuring that victims get their money back quickly is vital. We will soon have the powers to
make sure that payment service providers are treating customers fairly. We are replacing

Action Fraud, the fraud and cyber reporting service, to ensure that victims can report
1
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frauds to the police more easily, get more support and information about their case, and to
provide police forces with better information to catch more fraudsters.

Industry can do more to protect its customers, our citizens and businesses. The financial
sector has worked with us for a long time on fraud. Whilst | welcome their continued
efforts, | challenge them to go further. But it is other industries, especially online
technology giants, who should do more to stop criminals exploiting their services and
should never profit from online crime. We will publish information about which platforms
are the safest and ensure that companies are properly incentivised to combat fraud,
exploring all avenues to do this. The Online Safety Bill will also ensure that internet users
are better protected from fraud online - and | encourage companies to start acting now to
prepare for the new regime.

Fraud is not only a problem in the UK. Working with allies abroad, we will pursue

fraudsters across the globe. | will hold a summit next year to set up a new international

partnership to stop frauds wherever we can. To further drive our response, Anthony

Browne MP has been appointed into the newroleof t he Pr i rAmi-Fldudni st er 0s
Champion.

| would like to thank the Public Accounts Committee; Treasury Select Committee; Justice
Select Committee; Lords Fraud Act and Digital Fraud Committee; and the National Audit
Office for their considered reports, which provided insightful and constructive
recommendations that have helped shape this strategy.

Government, law enforcement, and industry must now come together and do all we can to
show fraudsters that their time is up and that together we can beat fraud.

& B ,
I/ l -
M [é” AN/ PAON

Rt Hon Suella Braverman KC MP

Home Secretary
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Executive summary

Fraud poses a significant threat to the people, prosperity, and
security of the UK. It is by far the most common crime and now
accounts for over 40% of all offences in England and Wales.! This
strategy will tackle fraudsters head on and cut fraud by 10%,
protectingthe Br i t i s hardearegdash &an criminals and
putting more fraudsters behind bars.

1. Predatory criminals take money out of the pockets of hard-working people,
businesses, and organisations i callously targeting the most vulnerable,
online and in their own homes. And fraudsters are becoming more devious 1
we see many more victims who have been emotionally manipulated to lower
their defences. The high volume and severity of the fraud risk threatens our
national and economic security, enabling terrorism and organised crime, as
recognised bytheGover nment 6s 2021 I ntegrated R«
Defence, Development and Foreign Policy. The Integrated Review Refresh
2023 recognises the importance of the Fraud Strategy in stopping the
exploitation of the k&domicbpemnmesfari al sy s
criminality and corruption.

2. ltis imperative we take urgent action to crack down on the ruthless criminals
behind these cold-hearted crimes. Bank accounts can be emptied in minutes
and life savings lost 1 victims reported losing £2.35 billion in 2021.? Fraud
also causes enormous emotional harm and, in some heart-rending cases,
results in people taking their own lives.

3.  This strategy sets out how government, law enforcement, regulators, industry,
and charities will work together to cut fraud incidents by 10% from 2019 pre-
Covid levels by the end of this Parliament. We will put protecting people at the
heart of our response.

1 As of the year ending December 2022. Crime in England and Wales: Appendix tables - Office for National
Statistics (ons.gov.uk): Table Al.
2 National Fraud Intelligence Bureau (NFIB) Annual Assessment: Fraud crime trends FY 2020-2021.
3
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4. We have already started by committing £100 million of new money to bolster
law enforcement in the fight against fraud as part of a wider £400 million
investment in tackling economic crime.

5.  We will stop fraudsters from trying to make victims of us all. We will:

A Ban cold calls on all financial products so fraudsters cannot dupe people
into buying fake investments.

A Ban SIM farms which are used by criminals to send thousands of scam
texts at once.

A Review the use of mass text aggregators and explore next steps to stop
fraudsters from being able to send scam texts in bulk messages.

A Stop more scam calls by making it harder for fraudste r s t o 6spoof 6 U
numbers to make it look like they are calling from a legitimate UK
business.

A Stop people from hiding behind fake companies and create new powers to
take down fraudulent websites.

6. We will make it much easier to report scams. We will:

A Replace Action Fraud with a state-of-the-art system for victims to report
fraud and cyber crimes to the police.

A Work with industry to make sure that intelligence is shared quickly with
each other and law enforcement and that action is taken early to stop
frauds.

7.  We will ensure victims of fraud are reimbursed and supported. We will:

A Change the law so that more victims of fraud will get their money back.

A Overhaul and streamline fraud communications so that people know how
to protect themselves from fraud and how to report it.

8. We will improve the law enforcement response to fraud. We will:
A Launch a new National Fraud Squad with over 400 new specialist
investigators, and make fraud a priority for the police.
A Deploy the UK Intelligence Community and lead a new global partnership
to relentlessly pursue fraudsters wherever they are in the world.
A Put more fraudsters behind bars through better investigation and
prosecution processes for fraud and digital offences.

9. We will make sure every part of the system is incentivised to take fraud
seriously. We will:
A Make the tech sector put in place extra protections for their customers and
introduce tough penalties for those who do not through the Online Safety
Bill.
A Ensure large tech companies make it as simple as possible for users to
report fraud on their platforms, within a few simple clicks.
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A Shine a light on which platforms are the safest, making sure that
companies are properly incentivised to combat fraud.

10. There are also key cross-cutting themes we will tackle, including working
internationally, improving data sharing across and beyond government, and
tackling the problem of money mules (a type of money laundering used by

fraudsters).

11. Key actions in the Strategy are below:

Q

Pursue
Fraudsters

S

Block
Fraudsters

Y

Empower
the Public

Establish a National Fraud Squad with over 400 new
specialist investigators

New UKIC cell and move to intelligence led disruption
Replace Action Fraud with a state-of-the-art reporting system
Imprison more fraudsters

Lead a global partnership to pursue fraudsters worldwide

Appoint Anthony Browne MP as Anti-Fraud Champion

Stop criminals from abusing the telephone network:
* Ban cold calls on all financial products
e Ban SIM farms
* Review use of mass text aggregators
» Stop more spoof calls

Revolutionise tech company action to block fraud at an
industrial scale:

* Make the tech sector commit to protect their customers
through legislation and voluntary commitments

¢ Make it easier to report fraud on social media and the internet
» Create new powers to take down fraudulent websites
e Publish information about fraud levels on different platforms

Help banks slow down suspicious payments

Support more victims

Reimburse more fraud victims

Better communications about how to protect yourself from fraud,
how to report fraud, and what to do if you become a victim of
fraud
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The harm fraud causes

In the year ending December 2022, 1 in 15 adults were victims of
fraud.® 18% of those victimised became victims more than once.*
The sums of money involved are staggering. The total cost to
society of fraud against individuals in England and Wales was
estimated to be at least £6.8 billion in 2019-20.° This includes the
money lost by victims, the cost of caring for victims, and the costs of
recovery, investigation and prosecution of fraudsters. Further detail
on the cost of fraud can be found at Annex 3.

12. Inthe year ending March 2021, Action Fraud received victim reports totalling
a loss of £2.35 billion.® Industry reporting suggests average personal losses
for authorised frauds (these are frauds where the victim has approved a
payment) could be almost £3,000.” In some instances, victims can lose
hundreds of thousands of pounds. When people become victims of fraud
multiple times their losses escalate rapidly. The Crime Survey for England
and Wales (CSEW) also provides a view of the value individuals lost to fraud
seen in figure 1 below.

13. There is also considerable cost to business and enterprise. UK Finance, the
trade body for the banking and finance industry, reported that in 2021 its
members lost over £1.3 billion to fraud, increasing costs for everyone who
uses banking services. We also know from the Economic Crime Survey?® that
in 2020 around one in five businesses had been a victim of fraud in the
previous three years (18%).

3 Crime in England and Wales: Appendix tables - Office for National Statistics (ons.gov.uk): Table A3.

4 Crime in England and Wales: Annual trend and demographic tables: D7

5 The Economic and Social Costs of Crime 2022. This figure estimates wider costs to society including
preventative spending, emotional harms and the law enforcement response to fraud committed against
individuals. Please refer to Annex 3.

6 Action Fraud. Fraud Crime Trends 2020-21. Fraud and cyber crime national statistics | Action Fraud

7 UK Finance Annual Fraud Report 2022 (p47 taking Value/Volume)

8 Economic Crime Survey, Home Office, 2020.
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Figure 11 Distribution of fraud losses, England & Wales

Figure 27 Estimated change in proportion of authorised/unauthorised frauds

14. Figure 1 shows 36% of fraud incidents lead to no financial loss (as the fraud
has been attempted, but has not been successful), however many result in
high value losses. Over 250,000 incidents (6%) lead to losses above £1,000.°
Total fraud losses are largely driven by high value incidents. Despite losses
above £10,000 only making up 0.5% of incidents, they are estimated to make
up 29% of total financial losses from fraud.

9 CSEW Nature of Fraud & Computer Misuse, YE Mar 22
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https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/articles/natureoffraudandcomputermisuseinenglandandwales/yearendingmarch2022#fraud-and-computer-misuse-data









































































































































































