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LIST OF CHANGES  
 
Model Services Contract v2.0 from previous version (Model Services 
Contract v1.7 and Model Services Schedule v1.9) 

Key thematic updates:  

● Schedules have been renumbered and references to ‘Model Agreement’ have 
been changed to ‘Model Contract’.  

● The suggested supplier liability cap for data protection breaches has been 
amended from [£10m] per contract year to a range of [£10-£20] per contract 
year. 

● The provisions around IPR have largely moved to a new IPR Schedule. Within 
the new IPR Schedule, amendments include the addition of alternative 
drafting options for ownership and licensing of foreground IPR, and 
amendments to the provisions around publication of foreground IPR as open 
source.  

● Collaborative Working Principles have been added. 
● References to outdated EU legislation have been updated/deleted, including 

GDPR provisions.  
● The Security Management Schedule has been amended, including updating 

the security requirements set out for suppliers and subcontractors in relation 
to relevant end user devices processing or holding Authority Data, and 
encryption requirements.  

● Updates have been made to the Financial Distress Schedule, including 
adding some new Financial Distress Events. 

● Updates have been made to the Service Continuity Plan and Corporate 
Resolution Planning Schedule, including amending the timescales for 
suppliers to provide Service Continuity Plans, and to describe the CRP 
Information that particular suppliers need to provide. 

● Amendments have been made to refer to Social Value requirements and KPIs 
or PIs, including in the Services Description Schedule and Performance 
Levels Schedule. 

● The provision around mandatory terms in subcontracts has been amended, to 
take account of the fact that some subcontracts may have been entered into 
before the main contract.  

● The Exit Management Schedule has been updated, including adding 2 new 
Termination Assistance Services and updating the Ethical Wall Agreement.  

● Updates have been made to the Financial Reports and Audit Rights Schedule 
to make clear that any financial reporting required by the supplier is to the 
extent permitted by applicable law. 

● Clauses covering the supplier’s compliance with Whistleblowing, Modern 
Slavery, Employment Law, and Conflicts of Interest have been added.  
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● The Annex to the Standards Schedule has been streamlined and updated to 
add relevant sustainability requirements, including requiring the supplier to 
comply with the Supplier Code of Conduct, and (where applicable) the Carbon 
Net Zero PPN, the PSED, and Government Buying Standards. Optional 
sustainability clauses have also been added for use, if desired.  

● The ability for Authorities to enter into direct agreements with third parties 
when they have more favourable terms than the supplier has been removed.  

General guidance on the terms may be obtained by contacting the Model Services 
Contract team at: modelservicescontract@cabinetoffice.gov.uk. Detailed and specific 
guidance should be obtained from your legal advisors.  

Note: corrections of typos, renumbered cross-references, and minor errors are 
generally not listed. Schedules are not included where no fundamental changes 
have been made (however, changes like replacing “Agreement” with “Contract” may 
have been made in these unlisted Schedules. For a full picture of the changes, you 
may like to run a ‘red-line’ against the previous version. 

CLAUSE, 
DEFINITION, 
OR 
PARAGRAPH 

CHANGE 

CORE TERMS – MODEL SERVICES CONTRACT 

Throughout 
(including in 
some cases, in 
the Schedules, 
both those that 
are listed and 
those that are 
unlisted) 

Some clauses have been reordered/moved for ease. 

The word “Agreement” has been substituted for “Contract”. 

The word “sub-paragraph” has been substituted for “clause”.  

“Change of Control” has been substituted with “change of Control”. 

Clauses, Paragraphs, and Schedules have been renumbered following 
amendments. 

Corrections have been made to names of Clauses where required.  

Contents The contents page has been updated as required  

Part (B) 
Introduction 

Part B of the Introduction has been updated as follows: 

(B)  On [insert date] the Authority advertised in the Official 
Journal of the European Unionon Find a Tender (reference 
[insert OJEUFTS number]), inviting prospective suppliers to 
submit proposals for the [insert description of services].  

mailto:modelservicescontract@cabinetoffice.gov.uk
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Clause 1.2 and 
1.3 (Definitions 
and 
Interpretation) 

Clause 1.2 and 1.3 has had wording removed and moved to Schedule 1 
(Definitions). 
 

A new Clause 1.2 has been added as follows: 

‘Interpretation is as set out in Schedule 1 (Definitions).’ 

Clause 5.5(f) 
(Services – 
Supplier 
Covenants) 

Clause 5.5(f) has been amended as follows: 

(f) co-operate with the any Other Suppliers notified to the 
Supplier by the Authority from time to time by and 
provideproviding: 

(i) reasonable information (including any 
Documentation);  

(ii) advice; and  

(iii) reasonable assistance, 

in connection with the Services to any such Other Supplier 
to enable such Other Supplier to create and maintain 
technical or organisational interfaces with the Services and, 
on the expiry or termination of this AgreementContract for 
any reason, to enable the timely transition of the Services 
(or any of them) to the Authority and/or to any Replacement 
Supplier in accordance with the following collaborative 
working principles;: 

(A) proactively leading on, mitigating and 
contributing to the resolution of problems or 
issues irrespective of its contractual 
obligations, acting in accordance with the 
principle of "fix first, settle later"; 

(B) being open, transparent and responsive in 
sharing relevant and accurate information 
with such Other Suppliers; 

(C) where reasonable, adopting common working 
practices, terminology, standards and 
technology and a collaborative approach to 
service development and resourcing with 
such Other Suppliers; 

(D) providing reasonable cooperation, support, 
information and assistance to such Other 
Suppliers in a proactive, transparent and 
open way and in a spirit of trust and mutual 
confidence; and 
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(E) identifying, implementing and capitalising on 
opportunities to improve deliverables and 
deliver better solutions and performance 
throughout the relationship lifecycle; 

Clause 15.14 
(Supply Chain 
Protection) 

Clause 15.14 has been amended as follows: 

The Supplier shall ensure that all Sub-contracts (which in this sSub-Cclause 
includes means any contract in the Supplier’s supply chain entered into after 
the Effective Date made wholly or substantially for the purpose of performing 
or contributing to the performance of the whole or any part of this 
AgreementContract) contain provisions: 

(a) giving the Supplier a right to terminate the Sub-contract if 
the Sub-contractor fails to comply in the performance of the 
Sub-contract with legal obligations in the fields of 
environmental, social or labour Llaw; 

… 
 

(c) that if the Supplier or other party fails to consider and verify 
an invoice in accordance with sub-paragraph Clause 
15.14(b)Error! Reference source not found., the 
invoice shall be regarded as valid and undisputed for the 
purpose of sub-paragraph Clause 15.14(d) after a 
reasonable time has passed; 

New Clause 
15.15 (Supply 
Chain 
Protection) 

A new Clause 15.15 has been added as follows: 

15.15  The Supplier shall take reasonable endeavours to ensure that all 
Sub-contracts (which in this Sub-Clause means any contract in the 
Supplier’s supply chain entered into before the Effective Date made 
wholly or substantially for the purpose of performing or contributing to 
the performance of the whole or any part of this Contract) contain 
provisions: 

(a) giving the Supplier a right to terminate the Sub-contract if 
the Sub-contractor fails to comply in the performance of the 
Sub-contract with legal obligations in the fields of 
environmental, social or labour Law; 

(b) requiring the Supplier or other party receiving goods or 
services under the contract to consider and verify invoices 
under that contract in a timely fashion; 

(c) that if the Supplier or other party fails to consider and verify 
an invoice in accordance with Clause 15.15(b), the invoice 
shall be regarded as valid and undisputed for the purpose 
of Clause 15.15(d) after a reasonable time has passed; 

(d) requiring the Supplier or other party to pay any undisputed 
sums which are due from it to the Sub-contractor within a 
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specified period not exceeding thirty (30) days of verifying 
that the invoice is valid and undisputed;  

(e) giving the Authority a right to publish the Supplier’s 
compliance with its obligation to pay undisputed invoices 
within the specified payment period; and 

(f) requiring the Sub-contractor to include a clause to the 
same effect as this Clause 15.15 in any contracts it enters 
into wholly or substantially for the purpose of performing or 
contributing to the performance of the whole or any part of 
this Contract. 

Clause 
15.17.B15.18(b) 
(Supply Chain 
Protection) 

Clause 15.17.B15.18(b) has been amended as follows: 

(b) actions to address each of the causes set out in sub-
paragraph 15.17(a)Clause 15.18(a); and 

 

Clause 
15.2315.24 
(Competitive 
Terms) 

Clause 15.2315.24 has been amended as follows: 

If the Authority is able to obtain from any Sub-contractor or any other 
third party (on a like-for-like basis) more favourable commercial terms 
with respect to the supply of any goods, software or services used by 
the Supplier or the Supplier Personnel in the supply of the Services, 
then the Authority may: (a) require the Supplier to replace its existing 
commercial terms with that person with the more favourable 
commercial terms obtained by the Authority in respect of the relevant 
item.; or (b) enter into a direct agreement with that Sub-contractor or 
third party in respect of the relevant item. 

Clause 
15.2415.25 
(Competitive 
Terms) 

Clause 15.2415.25 has been amended as follows: 

If the Authority exercises either of its options pursuant to Clause 15.24, then 
the Charges shall be reduced by an amount that is agreed in accordance 
with the Change Control Procedure. 

Old Clause 
15.25 
(Competitive 
Terms) 

Old Clause 15.25 has been deleted. 
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Clause 
15.2915.28 
(Competitive 
Terms) 

Clause 15.29 has been renumbered and amended as follows: 

In addition to any other Management Information requirements set out in this 
AgreementContract, the Supplier agrees that it shall, at no charge, provide 
timely, full, accurate and complete Supply Chain Transparency Information 
Reports to the Authority thirty (30) days prior to the of the end of each 
financial year by providing all of the information described in the Supply 
Chain Transparency Information Template in the format set out in the 
Schedule 24 (Reports and Records Provisions) Annex 4 and in accordance 
with any guidance issued by the Authority from time to time.  

Old Clauses 
16.1 to 16.5 
(Intellectual 
Property Rights) 

Old Clauses 16.1 to 16.5 have been deleted. 

 

Clause 16.1 
(Intellectual 
Property Rights) 

A replacement Clause 16.1 has been added as follows: 

The Parties agree that the terms set out in Schedule 32 (Intellectual 
Property Rights) shall apply to this Contract.  

 

Old Clause 17 
(Transfer and 
Licences By the 
Supplier) 

The entirety of old Clause 17 has been deleted. 

Old Clause 18 
(Licences 
Granted by 
Authority) 

The entirety of old Clause 18 has been deleted. 
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Old Clause 20 
(Open Source 
Publication) 

The entirety of old Clause 20 has been deleted. 

Clause 
24.5(b)21.5(b) 
(Protection of 
Personal Data – 
Where One 
Party is 
Controller and 
the Other Party 
its Processor) 

Clause 24.5(b)21.5(b) has been amended as follows: 

(b) ensure that it has in place Protective Measures, including in the case 
of the Controller Supplier the measures set out in Clause 18 (Authority Data 
and Security Requirements), which the Controller may reasonably reject (but 
failure to reject shall not amount to approval by the Controller of the 
adequacy of the Protective Measures) having taken account of the: 

Clause 
24.5)(c)(ii)(C)21.
5(c)(ii)(C) 
(Protection of 
Personal Data – 
Where One 
Party is 
Controller and 
the Other Party 
its Processor) 

Clause 24.5(c)(ii)(C)21.5(c)(ii)(C) has been amended as follows: 

(C)      are informed of the confidential nature of the Personal Data and do 
not publish, disclose or divulge any of the Personal Data to any third 
Pparty unless directed in writing to do so by the Controller or as 
otherwise permitted by this AgreementContract; and 

Clause 
24.5(d)21.5(d) 
(Protection of 
Personal Data – 
Where One 
Party is 
Controller and 
the Other Party 
its Processor) 

Clause 24.5(d)21.5(d) has been amended as follows: 

 
(d) where the Personal Data is subject to UK GDPR, not transfer 

such Personal Data outside of the EUUK unless the prior written 
consent of the Controller has been obtained and the following 
conditions are fulfilled: 

 
(i) the Controller or the Processor has provided 
appropriate safeguards in relation to the transfer (whether 
in accordance with GDPR Article 46 or DPA 2018 Section 
75) as determined by the Controllerthe transfer is in 
accordance with Article 45 of the UK GDPR (or section 73 
of DPA 2018); or 
 

 (ii) the Controller or the Processor has provided 
appropriate safeguards in  relation to the transfer (whether 
in accordance with Article 46 of the UK GDPR or DPA 
2018 Section 75) as determined by the Controller which 
could include relevant parties entering into the 
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International Data Transfer Agreement (the “IDTA”), or 
International Data Transfer Agreement Addendum to the 
European Commission’s SCCs as published by the 
Information Commissioner’s Office and as set out in Annex 
2 to Schedule 31(Processing Personal Data), as well as 
any additional measures determined by the Controller; 

 
(iii) the Data Subject has enforceable rights and effective 
legal remedies; 

 
(iv) the Processor complies with its obligations under the 
Data Protection Legislation by providing an adequate level 
of protection to any Personal Data that is transferred (or, if 
it is not so bound, uses its best endeavours to assist the 
Controller in meeting its obligations); and 

 
(v) the Processor complies with any reasonable 
instructions notified to it in advance by the Controller with 
respect to the processing of the Personal Data; 

New Clause 
21.5(e) 
(Protection of 
Personal Data – 
Where One 
Party is 
Controller and 
the Other Party 
its Processor) 

A new Clause 21.5(e) has been inserted as follows: 

(e) where the Personal Data is subject to EU GDPR, not 
transfer such Personal Data outside of the EU unless the 
prior written consent of the Controller has been obtained 
and the following conditions are fulfilled: 

(i) the transfer is in accordance with Article 45 of the 
EU GDPR; or 

(ii) the Controller or the Processor has provided 
appropriate safeguards in relation to the transfer in 
accordance with Article 46 of the EU GDPR as 
determined by the Controller which could include 
relevant parties entering into Standard Contractual 
Clauses in the European Commission’s decision 
2021/914/EU set out in Annex 3 to Schedule 31 
(Processing Personal Data) or such updated version 
of such Standard Contractual Clauses as are 
published by the European Commission from time to 
time as well as any additional measures determined 
by the Controller;  

(iii) the Data Subject has enforceable rights and 
effective legal remedies; 

(iv) the Processor complies with its obligations under the 
EU GDPR by providing an adequate level of 
protection to any Personal Data that is transferred 
(or, if it is not so bound, uses its best endeavours to 
assist the Controller in meeting its obligations); and 
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(v) the Processor complies with any reasonable 
instructions notified to it in advance by the Controller 
with respect to the processing of the Personal Data; 
and 

Clause 
24.8(e)21.8(e) 
(Protection of 
Personal Data – 
Where One 
Party is 
Controller and 
the Other Party 
its Processor) 

Clause 24.8(e)21.8(e) has been amended as follows: 

(e) assistance as requested by the Controller with respect to 
any request from the Information Commissioner’s Office or 
any other regulatory authority, or any consultation by the 
Controller with the Information Commissioner's Office or 
any other regulatory authority. 

 

Clause 
24.9(b)21.9(b) 
(Protection of 
Personal Data – 
Where One 
Party is 
Controller and 
the Other Party 
its Processor) 

Clause 24.9(b)21.9(b) has been amended as follows: 

(b) the Controller determines the processing includes special 
categories of data as referred to in Article 9(1) of the UK 
GDPR or Personal Data relating to criminal convictions and 
offences referred to in Article 10 of the UK GDPR; or 

 

Clause 
24.1621.16  
(Protection of 
Personal Data – 
Where the 
Parties are Joint 
Controllers of 
Personal Data) 

Clause 24.1621.16 has been amended as follows: 

In the event that the Parties are Joint Controllers in respect of 
Personal Data under this AgreementContract, the Parties shall 
implement Clauses that are necessary to comply with GDPRArticle 
26 of the UK GDPR based on the terms set out in Annex 1 to 
Schedule 31 (Processing Personal Data).  

 

Clause 
24.2021.20 
(Protection of 
Personal Data – 
Where the 
Parties are 
Independent 
Controllers of 
Personal Data) 

Clause 24.2021.20 has been amended as follows: 

The Parties shall be responsible for their own compliance with 
Articles 13 and 14 of the UK GDPR in respect of the processing of 
Personal Data for the purposes of this AgreementContract.  
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Clause 
24.2121.21 
(Protection of 
Personal Data – 
Where the 
Parties are 
Independent 
Controllers of 
Personal Data) 

Clause 24.2121.21 has been amended as follows: 
 

The Parties shall only provide Personal Data to each other: 

(a) to the extent necessary to perform the respective 
obligations under this AgreementContract; 

(b) in compliance with the Data Protection Legislation 
(including by ensuring all required fair processing 
information has been given to affected Data Subjects);  

(c) where the Personal Data is subject to UK GDPR and 
where the provision of Personal Data from one Party to 
another involves transfer of such data to outside the UK, 
if the prior written consent of the non-transferring Party 
has been obtained and the following conditions are 
fulfilled:  

(i) the transfer is in accordance with Article 45 of the 
UK GDPR or DPA 2018 Section 73; or 

(ii) the transferring Party has provided appropriate 
safeguards in relation to the transfer (whether in 
accordance with Article 46 of the UK GDPR or DPA 
2018 Section 75) as determined by the non-
transferring Party which could include  the 
International Data Transfer Agreement or 
International Data Transfer Agreement Addendum to 
the European Commission’s SCCs as published by 
the Information Commissioner’s Office and as set 
out in Annex 2 to Schedule 31(Processing Personal 
Data), as well as any additional measures 
determined by the non-transferring Party; 

(iii) the Data Subject has enforceable rights and 
effective legal remedies; 

(iv) the transferring Party complies with its obligations 
under the Data Protection Legislation by providing 
an adequate level of protection to any Personal Data 
that is transferred (or, if it is not so bound, uses its 
best endeavours to assist the non-transferring Party 
in meeting its obligations); and 

(v) the transferring Party complies with any reasonable 
instructions notified to it in advance by the non-
transferring Party with respect to the processing of 
the Personal Data;  

(d) where the Personal Data is subject to EU GDPR and where 
the provision of Personal Data from one Party to another 
involves transfer of such data to outside the EU, if the prior 
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written consent of the non-transferring Party has been 
obtained and the following conditions are fulfilled: 

(i) the transfer is in accordance with Article 45 of the 
EU GDPR; or 

(ii) the transferring Party has provided appropriate 
safeguards in relation to the transfer in accordance 
with Article 46 of the EU GDPR as determined by 
the non-transferring Party which could include 
relevant parties entering into Standard Contractual 
Clauses in the European Commission’s decision 
2021/914/EU set out in Annex 3 to Schedule 31 
(Processing Personal Data) or such updated version 
of such Standard Contractual Clauses as are 
published by the European Commission from time to 
time as well as any additional measures determined 
by the non-transferring Party; 

(iii) the Data Subject has enforceable rights and 
effective legal remedies; 

(iv) the transferring Party complies with its obligations 
under the Data Protection Legislation by providing 
an adequate level of protection to any Personal Data 
that is transferred (or, if it is not so bound, uses its 
best endeavours to assist the non-transferring Party 
in meeting its obligations); and 

(v) the transferring Party complies with any reasonable 
instructions notified to it in advance by the non-
transferring Party with respect to the processing of 
the Personal Data; and 

(e) where it has recorded it in Schedule 31 (Processing 
Personal Data). 

 

Clause 
24.2221.22 
(Protection of 
Personal Data – 
Where the 
Parties are 
Independent 
Controllers of 
Personal Data) 

Clause 24.2221.22 has been amended as follows: 

Taking into account the state of the art, the costs of implementation 
and the nature, scope, context and purposes of processing as well as 
the risk of varying likelihood and severity for the rights and freedoms 
of natural persons, each Party shall, with respect to its processing of 
Personal Data as independent Controller, implement and maintain 
appropriate technical and organisational measures to ensure a level 
of security appropriate to that risk, including, as appropriate, the 
measures referred to in Article 32(1)(a), (b), (c) and (d) of the UK 
GDPR, and the measures shall, at a minimum, comply with the 
requirements of the Data Protection Legislation, including Article 32 of 
the UK GDPR. 
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Clause 
24.2321.23 
(Protection of 
Personal Data – 
Where the 
Parties are 
Independent 
Controllers of 
Personal Data) 

Clause 24.2321.23 has been amended as follows: 

A Party processing Personal Data for the purposes of this 
AgreementContract shall maintain a record of its processing activities 
in accordance with Article 30 of the UK GDPR and shall make the 
record available to the other Party upon reasonable request. 

 

Clause 
24.25(c)21.25(c) 
(Protection of 
Personal Data – 
Where the 
Parties are 
Independent 
Controllers of 
Personal Data) 

Clause 24.25(c)21.25(c) has been amended as follows: 

 

(c) work with the other Party to make any required notifications 
to the Information Commissioner’s Office or any other 
regulatory authority and affected Data Subjects in 
accordance with the Data Protection Legislation (including 
the timeframes set out therein); and 

 

Clause 
24.2921.29 
(Standard 
Contractual 
Clauses) 

Clause 24.2921.29 has been amended as follows: 
 

21.29  It is noted that the UK formally left the European Union on 31 January 
2020 and the legal transition period under which it is treated by the 
European Union as a Member State for the purposes of European 
Union law ended on 31 December 2020 (the “Transition Period”). If 
the Transition Period expires before the European Commission has 
adopted an adequacy decision for the UK under Article 45 of the 
GDPR and the Supplier is located within the EEA, Clauses 24.30 and 
24.31 below shall apply. It is noted that on 28 June 2021 the 
European Commission made an implementing decision pursuant to 
Article 45 of the EU GDPR on the adequate protection of personal 
data by the United Kingdom which contains carve-outs for certain 
transfers outside of the EU to the UK of certain types of Personal 
Data (the “UK Adequacy Decision”).  If any transfer of Personal 
Data which is subject to EU GDPR pursuant to this Contract is not 
covered by the UK Adequacy Decision or at any time during the term 
of the Contract the UK Adequacy Decision is: 

21.29.1 withdrawn, invalidated, overruled or otherwise ceases to 
have effect, or  

21.29.2 amended in such a way as to affect the transfers of 
Personal Data outside of the EU which are contemplated 
under this Contract, 

Clauses 21.30 to 21.31 below shall apply.  
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Clause 
24.3021.30 
(Standard 
Contractual 
Clauses) 

Clause 24.3021.30 has been amended as follows: 
 

21.30 In the event that both Parties are Controllers of the Personal Data, 
tThe Parties agree: 

21.30.1 that without any further action being required they have 
entered into the Standard Contractual Clauses in the European 
Commission's decision 2021/914/EU2004/915/EC  set out in Annex 4 
to Schedule 1131 (Processing Personal Data) in respect of data 
transfers by the Supplier outside of the EEAEU to the UK; 

21.30.2 that, where no other appropriate safeguard or exemption 
applies, that the Personal Data subject to this AgreementContract 
(and to which Chapter V of the EU GDPR applies) will be transferred 
in accordance with those Standard Contractual Clauses as of the 
date the Parties entered into those Standard Contractual Clauses; 

… 
 

Old Clause 
24.31 (Standard 
Contractual 
Clauses) 

The entirety of old Clause 24.31 has been deleted. 

Clause 
24.3221.31 
(Standard 
Contractual 
Clauses) 

Clause 24.3221.31 has been amended as follows: 

21.31 In the event that (i) the European Commission updates, amends, 
substitutes, adopts or publishes new Standard Contractual 
Clauses from time to time and (ii) the European Commission 
has not adopted an adequacy decision for the UK before the 
European Commission decision regarding such new Standard 
Contractual Clauses becomes effective, the Parties agree: 

21.31.1 that the most up to date Standard Contractual Clauses 
from time to time shall be automatically incorporated in place of 
those in Annex 24 to Schedule 131 (Processing Personal Data) 
and that such incorporation is not a Change; 

21.31.2 that where no other appropriate safeguard or exemption 
applies, that the Personal Data subject to this Agreement 
Contract (and to which Chapter V of the EU GDPR applies) will 
be transferred in accordance with the relevant form of the most 
up to date Standard Contractual Clauses as of the date the 
European Commission decision regarding such new Standard 
Contractual Clauses becomes effective; 

… 
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Clause 
26.4(b)23.4(b) 
(Financial and 
other limits) 

Clause 26.4(b)23.4(b) has been amended as follows: 

(b) the Supplier's aggregate liability in respect of (i) loss of or 
damage to Authority Data or (ii) Losses incurred by the 
Authority due to breach of the Data Protection Legislation; 
and (iii) breach of the Standard Contractual Clauses that is 
caused by Default of the Supplier occurring in each and 
any Contract Year shall in no event exceed [£10 million] 
[insert appropriate number in the suggested range of 
£10 million –20 million]; 

 

Clause 
34.1(a)31.1(a) 
(Termination 
Rights – 
Termination by 
the Authority) 

Clause 34.1(a)31.1(a) has been amended as follows: 
 

(a) for convenience at any time, including where the 
Agreement should not have been entered into in view of a 
serious infringement of obligations under European Law 
declared by the Court of Justice of the European Union 
under Article 258 of the Treaty on the Functioning of the 
EU;  

 

Clause 34.231.2 
(Termination 
Rights – 
Termination by 
the Authority) 

Clause 34.231.2 has been amended as follows: 
 

(a) is terminating this AgreementContract under Clause 31.1(b) 
due to the occurrence of either limb (b),and/or (hg) and/or 
(i) of the definition of Supplier Termination Event, it may 
rely on a single material Default or on a number of Defaults 
or repeated Defaults (whether of the same or different 
obligations and regardless of whether such Defaults are 
cured) which taken together constitute a material Default; 
and/or 

 

Clause 35.132.1 
(Consequences 
of Expiry or 
Termination – 
General 
Provisions on 
Expiry or 
Termination) 

Clause 35.132.1 has been amended as follows: 

The provisions of Clauses 5.8 (Specially Written Software warranty), 
10.4 and 10.5 (VAT), 10.6 and 10.7 (Set-off and Withholding), 12 
(Records, Reports, Audits and Open Book Data), 14.7 (Employment 
Indemnity), 14.8 (Income Tax and National Insurance Contributions), 
16 (Intellectual Property Rights), 17 (licences Granted by the 
Supplier), 17.1 (IPRs Indemnity), 19  (Confidentiality), 20 
(Transparency and Freedom of Information), 21 (Protection of 
Personal Data), 23 (Limitations on Liability), 32 (Consequences of 
Expiry or Termination), 38 (Severance), 40 (Entire Agreement), 41  
(Third Party Rights), 43 (Disputes) and 44 (Governing Law and 
Jurisdiction), and the provisions of Schedules 1 (Definitions), 15 
(Charges and Invoicing), 16 (Payments on Termination), 19 (Financial 
Reports and Audit Rights), 23 (Dispute Resolution Procedure), 24 
(Reports and Records Provisions), 25 (Exit Management), 28 (Staff 
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Transfer), and 32 (Intellectual Property Rights), shall survive the 
termination or expiry of this AgreementContract. 

Clause 
35.11(b)32.11(b
) (Payments by 
the Supplier) 

Clause 35.11(b)32.11(b) has been amended as follows: 
 

all licences granted by the Supplier pursuant to Clause 17Schedule 32 
(Licences granted by the SupplierIntellectual Property Rights) in respect of 
Specially Written Software and Project Specific IPRs and any Supplier Non-
COTS Software and/or Supplier Background IPRs shall terminate upon 
such repayment to the extent that they relate to the Non-retained 
Deliverables. 

 

New Clause 
33.3 
(Employment 
Law) 

A new Clause 33.3 for Employment Law has been inserted as follows: 
 
Employment Law 
 
The Supplier must perform its obligations meeting the requirements of all 
applicable Law regarding employment. 

New Clauses 
33.6 and 
33.7(Conflicts of 
Interest) 

New Clauses 33.6 and 33.7 for Conflicts of Interest have been inserted as 
follows: 
 
Conflicts of Interest 

33.6 The Supplier: 

(a) must take action to ensure that neither the Supplier nor the 
Supplier Personnel are placed in the position of an actual, 
potential or perceived Conflict of Interest.  

(b) must promptly notify and provide details to the Authority if 
an actual, potential or perceived Conflict of Interest 
happens or is expected to happen.  

33.7 The Authority will consider whether there are any appropriate 
measures that can be put in place to remedy an actual, perceived or 
potential Conflict of Interest. If, in the reasonable opinion of the 
Authority, such measures do not or will not resolve an actual or 
potential Conflict of Interest, the Authority may terminate this Contract 
immediately by giving notice in writing to the Supplier where there is or 
may be an actual or potential Conflict of Interest. 
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New Clause 
33.8 (Modern 
Slavery) 

A new Clause 33.8 for Modern Slavery has been inserted as follows: 
 
Modern Slavery 

33.8    The Supplier: 

(a) shall not use, nor allow its sub-contractors to use forced, 
bonded or involuntary prison labour; 

(b) shall not require any Supplier Personnel or the personnel of 
any sub-contractors to lodge deposits or identity papers 
with their employer and shall be free to leave their 
employer after reasonable notice;   

(c) warrants and represents that it has not been convicted of 
any slavery or human trafficking offences anywhere around 
the world; 

(d) warrants that to the best of its knowledge it is not currently 
under investigation, inquiry or enforcement proceedings in 
relation to any allegation of slavery or human trafficking 
offences anywhere around the world; 

(e) shall make reasonable enquires to ensure that its officers, 
employees and sub-contractors have not been convicted of 
slavery or human trafficking offences anywhere around the 
world; 

(f) shall have and maintain throughout the Term its own 
policies and procedures to ensure its compliance with the 
Modern Slavery Act 2015 and include in its contracts with 
its sub-contractors anti-slavery and human trafficking 
provisions; 

(g) shall implement due diligence procedures to ensure that 
there is no slavery or human trafficking in any part of its 
supply chain performing obligations under the Contract; 

(h) shall prepare and deliver to the Authority, an annual slavery 
and human trafficking report setting out the steps it has 
taken to ensure that slavery and human trafficking is not 
taking place in any of its supply chains or in any part of its 
business; 

[Guidance - a statement under section 54 of the Modern Slavery 
Act would be sufficient for the required 'annual slavery and 
human trafficking report required by Clause 33.8(h)] 

(i) shall not use, nor allow its employees or sub-contractors to 
use physical abuse or discipline, the threat of physical 
abuse, sexual or other harassment and verbal abuse or 
other forms of intimidation of its employees or sub-
contractors; 
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(j) shall not use or allow child or slave labour to be used by its 
sub-contractors; [and] 

(k) shall report the discovery or suspicion of any slavery or 
trafficking by it or its sub-contractors to the Authority and 
the Modern Slavery Helpline[.]/[;] 

[Guidance – Sub-clauses (l) to (q) and Clauses 33.9 and 33.10 are 
intended for use in medium and high risk contracts. For guidance on 
classifying contracts as medium or high risk, please see section 3 of 
the Modern Slavery Guidance attached to PPN 05/19 (Modern 
Slavery). Authorities should consider which requirements, including 
any additional requirements, are appropriate for their Contract.] 

(l) [Optional: shall comply with any request by the Authority to 
complete the Modern Slavery Assessment Tool within sixty 
(60) days of such request; Guidance: If this sub-clause is 
included then also include the optional definition of 
Modern Slavery Assessment Tool in Schedule 1.] 

(m) [Optional: shall, if the Supplier or the Authority identifies 
any occurrence of modern slavery connected to this 
Contract, comply with any request of the Authority to follow 
the Rectification Plan Process to submit a remedial action 
plan which follows the form set out in Annex D of the 
guidance Tackling Modern Slavery in Government Supply 
Chains, which can be found at: 

https://assets.publishing.service.gov.uk/government/upload
s/system/uploads/attachment_data/file/830150/September
_2019_Modern_Slavery_Guidance.pdf  

and such remedial action plan shall be deemed to be a 
Rectification Plan;]] 

(n) [Optional: shall comply with any request by the Authority to 
provide a Supply Chain Map within fourteen (14) days of 
such request; Guidance: If this sub-clause is included 
then also include the optional definition of Supply 
Chain Map in Schedule 1.] 

(o) [Optional: shall comply with any request by the Authority to 
provide a copy of any reports of any sub-contractor 
regarding any or all of workforce conditions, working or 
employment practices and recruitment practices within 
fourteen (14) days of such request;] 

(p) [Optional: shall carry out due diligence to ensure workers 
in its business and its supply chains are not paying illegal 
or exploitative recruitment fees to secure employment, and 
where these fees are uncovered shall ensure that workers 
are remedied;] [and] 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/830150/September_2019_Modern_Slavery_Guidance.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/830150/September_2019_Modern_Slavery_Guidance.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/830150/September_2019_Modern_Slavery_Guidance.pdf
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(q) [Optional: shall report the discovery or suspicion of any 
slavery, forced labour, child labour, involuntary prison 
labour or labour rights abuses in its operations and supply 
chains to the Authority and relevant national or local law 
enforcement agencies.] 

 

New optional 
Clause 33.9 
(Modern 
Slavery) 

A new Clause 33.9 has been inserted as follows: 
 

[Optional: The following shall be added to the definition of “Audit” in 
Paragraph 1.1 of Schedule 19 (Financial Reports and Audit Rights) 
immediately after limb (t): 

“(u) to carry out an unannounced or semi-announced inspection of 
any Site and speak directly to any Supplier Personnel in a 
confidential manner and in the native language of such Supplier 
Personnel in respect of workforce conditions, working or 
employment practices and recruitment practices;” 

New Clause 
33.10 (Modern 
Slavery) 

A new Clause 33.10 has been inserted as follows: 
 

For the purposes of an audit carried out pursuant to limb (u) of the 
definition of “Audit”, in addition to any other rights under the Contract, 
the Authority may instruct the Supplier to carry out such an audit of 
any Sub-Contractor by an independent third party and, if so 
instructed, the Supplier shall deliver a report to the Authority within 
ninety (90) days of such instruction.] 

 

New Clause 
33.11 (Modern 
Slavery) 

A new Clause 33.11 has been inserted as follows: 
 

If the Supplier notifies the Authority pursuant to Clause 33.13 it shall 
respond promptly to the Authority’s enquiries, co-operate with any 
investigation, and allow the Authority to audit any books, records 
and/or any other relevant documentation in accordance with the 
Contract. 

 

New Clause 
33.12 (Modern 
Slavery) 

A new Clause 33.12 has been inserted as follows: 
 

If the Supplier is in Default under Clause 33.8 [Guidance: Include if 
Optional clause 33.10 is included or Clause 33.10] the Authority 
may by notice: 

(a) require the Supplier to remove from performance of the 
Contract any Sub-Contractor, Supplier Personnel or other 
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persons associated with it whose acts or omissions have 
caused the Default; or 

(b) immediately terminate the Contract. 
 

 

New Clause 
33.13 
(Whistleblowing) 

A new Clause 33.13 has been inserted for Whistleblowing as follows: 
 

Whistleblowing 

As soon as it is aware of it the Supplier and Supplier Personnel must 
report to the Authority any actual or suspected breach of:  

(a) Law;  

(b) Clauses 33.1 to 33.9 or 33.14; or 

(c) Clause 37.  

 

New Clause 
33.14 
(Whistleblowing) 

A new Clause 33.14 has been inserted as follows: 
 

The Supplier must not retaliate against any of the Supplier Personnel 
who in good faith reports a breach listed in this Clause to the 
Authority or a Prescribed Person. 

 

 

SCHEDULE 1 (Definitions) 

Throughout References to clauses in the Core Terms have been renumbered, where 
necessary.  
 

New paragraphs 
1.1-1.4 

Old paragraph 1.1 has been deleted. Paragraphs 1.1-1.4 have been 
moved from the Core Terms, and paragraph 1.2(e) has been 
amended as follows: 

 

1.3.13 Any reference in this Contract which immediately before ExitIP 
Completion Day (or such later date when relevant EU law ceases to have 
effect pursuant to Section 1A of the European Union (Withdrawal) Act 
2018) wasis a reference to (as it has effect from time to time):  

 any EU regulation, EU decision, EU tertiary 
legislation or provision of the EEA agreement 
(“EU References”) which is to form part of 
domestic law by application of Section 3 of the 
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European Union (Withdrawal) Act 2018 shall be 
read on and after IP Completion Day as a 
reference to the EU References as they form 
part of domestic law by virtue of Section 3 of the 
European Union (Withdrawal) Act 2018 as 
modified by domestic law from time to time; and 

 any EU institution or EU authority or other such 
EU body shall be read on and after ExitIP 
Completion Day as a reference to the UK 
institution, authority or body to which its 
functions were transferred. 

“Acquired Rights 
Directive” 

The definition has been deleted.  

“Authority Data” The definition has been amended as follows: 

Authority Data 

(a) the data, text, drawings, diagrams, images or sounds (together with 
any database made up of any of these) which are embodied in any 
electronic, magnetic, optical or tangible media, and which are: 

(i) supplied to the Supplier by or on behalf of the Authority; and/or  

(ii) which the Supplier is required to generate, process, store or 
transmit pursuant to this Contract; or 

(b) any Personal Data for which the Authority is the Data Controller; 

“Conflict of 
Interest” 

A new definition has been added as follows: 
 
Conflict of Interest 
 
a conflict between the financial or personal duties of the Supplier or the 
Supplier Personnel and the duties owed to the Authority under the Contract, in 
the reasonable opinion of the Authority; 

“Contracts Finder” 
The definition has been amended as follows: 

 

“Contracts Finder” 

the online government portal which allows suppliers to search for information 
about contracts worth over £10,000 (excluding VAT) as prescribed by Part 4 
of the Public Contract Regulations 2015; 

“Controller” The definition has been amended as follows: 
 
Controller 
 
has the meaning given in the UK GDPR or the EU GDPR as the context 
requires 
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“Corporate 
Change Event 
Grace Period” 

A new definition has been added as follows: 
 
Corporate Change Event Grace Period 
 
means a grace period agreed to by the Relevant Authority for providing CRP 
Information and/or updates to Service Continuity Plan after a Corporate 
Change Event 

“Corporate 
Resolution 
Planning 
Information” 

The definition has been deleted.  

“Corporate 
Resolvability 
Assessment 
(Structural 
Review)” 

A new definition has been added as follows: 
 
Corporate Resolvability Assessment (Structural Review) 
 
means part of the CRP Information relating to the Supplier Group to be 
provided by the Supplier in accordance with Paragraphs 11 and Annex 2: 
Corporate Resolvability Assessment (Structural Review) of Schedule 26 
(Service Continuity Plan And Corporate Resolution Planning); 

“Crown Body” A new definition has been added as follows: 
 
Crown Body 
 
means the government of the United Kingdom (including the Northern Ireland 
Assembly and Executive Committee, the Scottish Government and the 
National Assembly for Wales), including government ministers and 
government departments and particular bodies, persons, commissions or 
agencies from time to time carrying out functions on its behalf; 

“Crown Copyright” A new definition has been added as follows: 
 
Crown Copyright 
 

has the meaning given in the Copyright, Designs and Patents Act 1988 

“CRP Information” 
The definition has been amended as follows: 

CRP Information 

means the Corporate Resolution Planning Information; M means the 
Corporate Resolution Planning Information, together, the: 

(a) Exposure Information (Contracts List); 

(b) Corporate Resolvability Assessment 

(Structural Review); and 

(c) Financial Information and Commentary 
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“Data Protection 
Legislation” 

The definition has been amended as follows: 

Data Protection Legislation 

(a) the UK GDPR;  

(b) the DPA 2018 to the extent that it relates to processing of personal 
data and privacy;  

(c) all applicable Law about the processing of personal data and privacy; 
and  

(d) (to the extent that it applies) the EU GDPR; 

“Data Subject” 
The definition has been amended as follows: 

Data Subject 

has the meaning given to it in the UK GDPR or the EU GDPR as the context 
requires; has the meaning given to it in the DPA; 

“DPA 2018” 
The definition has been amended as follows: 

DPA 2018 

The Data Protection Act 2018 

“Employment 
Regulations” 

The definition has been amended as follows: 

Employment Regulations 

the Transfer of Undertakings (Protection of Employment) Regulations 2006 
(SI 2006/246) as amended or replaced or any other Regulations implementing 
the Acquired Rights Directive; 

“EEA” 
A new definition has been added as follows: 

EEA 

European Economic Area 
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“Euro Compliant” This definition has been deleted. 

“EU GDPR” A new definition has been added as follows: 

EU GDPR 

Regulation (EU) 2016/679 of the European Parliament and of the Council of 
27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data (General 
Data Protection Regulation) as it has effect in EU law; 

“Exit Day” This definition has been deleted. 

“EU” 
A new definition has been added as follows: 

EU 

European Union 

“Exposure 
Information 
(Contracts List)” 

A new definition has been added as follows: 

Exposure Information (Contracts List) 

means part of the CRP Information relating to the Supplier Group to be 
provided by the Supplier in accordance with Paragraphs 11 and Annex 1 of 
Part B of Schedule 26 (Service Continuity Plan and Corporate Resolution 
Planning); 

“Financial 
Information and 
Commentary” 

A new definition has been added as follows: 

Financial Information and Commentary 

means part of the CRP Information requirements set out in accordance with 
Paragraphs 11 and Annex 3 of Part B of Schedule 26 (Service Continuity Plan 
and Corporate Resolution Planning); 

“Financial 
Distress 
Remediation 
Plan” 

The definition has been amended as follows: 

Financial Distress Remediation Plan 

a plan setting out how the Supplier will ensure the continued performance and 
delivery of the Services in accordance with this Contract in the event that a 
Financial Distress Event occurs. This plan should include what the Authority 
would need to put in place to ensure performance and delivery of the Services 
in accordance with this Contract up to and including any Insolvency Event in 
respect of the relevant FDE Group entity and may refer to the Insolvency 
Continuity Plan in this regard; 

“GDPR” This definition has been deleted. 

“Group Structure 
Information and 
Resolution 
Commentary” 

This definition has been deleted. 
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“Independent 
Control Controller” 

The definition has been amended as follows: 

Independent Control Controller 

where a party which is Controller has providedof the same Personal Data to 
anotheras the other Party which is neither a Processor or Joint Controller 
because the recipient itself determines the purposes and means of processing 
but does so separately from the Controller providing it there is no element of 
joint control with regards to that Personal Data; 

“IP Completion 
Day” 

A new definition has been added as follows: 

IP Completion Day 

has the meaning given to it in the European Union (Withdrawal Agreement) 
Act 2020; 

“Law” 
The definition has been amended as follows: 

Law 

any law, statute, subordinate legislation within the meaning of section 
Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within 
the meaning of section 2 of the European CommunitiesUnion (Withdrawal) Act 
19722018 as amended by European Union (Withdrawal Agreement) Act 2020, 
regulation, order, regulatory policy, mandatory guidance or code of practice, 
judgment of a relevant court of law, or directives or requirements of any 
regulatory body with which the Supplier is bound to comply; 

“Modern Slavery 
Assessment Tool” 

The following optional definition has been added: 

Modern Slavery Assessment Tool 

[Guidance: Include this definition if Optional Clause 33.8(l) is included in 
the Core Terms] 

means the modern slavery risk identification and management tool which can 
be found online at: https://supplierregistration.cabinetoffice.gov.uk/msat] 

“Other Supplier” 
The definition has been amended as follows: 

Other Supplier 

any supplier to the Authority (other than the Supplier) which is notified to the 
Supplier from time to time and/or of which the Supplier should have been 
aware; 

“Personal Data” 
The definition has been amended as follows: 

Personal Data 

has the meaning given in the UK GDPR or the EU GDPR as the context 
requires; 

https://supplierregistration.cabinetoffice.gov.uk/msat
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“Personal Data 
Breach” 

The definition has been amended as follows: 

Personal Data Breach 

has the meaning given in the UK GDPR or the EU GDPR as the context 
requires; 

“Prescribed 
Person” 

A new definition has been added as follows: 

Prescribed Person 

a legal adviser, an MP, or an appropriate body which a whistle-blower may 
make a disclosure to as detailed in ‘Whistleblowing: list of prescribed people 
and bodies’, available online at: 
https://www.gov.uk/government/publications/blowing-the-whistle-list-of-
prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-
bodies, as updated from time to time; 

“Processor” 
The definition has been amended as follows: 

Processor 

has the meaning given in the UK GDPR or the EU GDPR as the context 
requires; 

“Processor 
Personnel” 

The definition has been amended as follows: 

Processor Personnel 

means all directors, officers, employees, agents, consultants and suppliers of 
the Processor and/or of any Sub-Processorprocessor engaged in the 
performance of its obligations under this Contract; 

“Public Sector and 
CNI Contract 
Information” 

This definition has been deleted. 

“Social Value” 
The definition has been amended as follows: 

Social Value 

the additional social benefits that can be achieved in the delivery of the 
Contract, social, economic or environmental benefits set out in the Authority’s 
Requirements; 

“Social Value PI” 
A new definition has been added as follows: 

Social Value PI 

The Social Value performance indicators set out in Table 2 of Part A of Annex 
1 of Schedule 3 (Performance Levels); 

“Social Value KPI” A new definition has been added as follows: 
 
Social Value KPI 

https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies
https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies
https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies
https://www.gov.uk/government/publications/blowing-thewhistle-list-of-prescribed-people-and-bodies--2/whistleblowing-listof-prescribed-people-and-bodies,%20as%20updated%20from%20time%20to%20time;
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The Social Value key performance indicators set out in Table 1 of Part A of 
Annex 1 of Schedule 3 (Performance Levels); 

“Software 
Supporting 
Materials” 

The definition has been amended as follows: 
 
Software Supporting Materials 
 
has the meaning given in Clause Paragraph 2.1(b) 17.1(b)of Schedule 32 
(Specially Written Software and Project Specific IPRs); 

“Supplier 
Termination 
Event” 

The definition has been amended as follows: 

(f) where a right of termination is expressly reserved in this Contract, 
including pursuant to: 

(i) Clause 17 (IPRs Indemnity);  

(ii) Clause 36.6 (Conflicts of InterestCompliance) 

(iii) Clause 37.6(b) (Prevention of Fraud and Bribery); and/or 

(iv) Paragraph 6 of Schedule 18 (Financial Distress);  

(v) Paragraph 12 of Part B to Schedule 26 (Service Continuity Plan 
and Corporate Resolution Planning); 

(i) the Supplier committing a material Default under any of the following 
Clauses: 

(i) Clause 5.5(j) (Services); 

(ii) Clause 21 (Protection of Personal Data);  

(iii) Clause 20 (Transparency and Freedom of Information);  

(iv) Clause 19 (Confidentiality); and 

(v) Clause 33 (Compliance); and/or 

in respect of any security requirements set out in Schedule 2 (Services 
Description), Schedule 5 (Security Management) or the Baseline 
Security Requirements; and/or 

in respect of any requirements set out in Schedule 28 (Staff Transfer); 

“Supply Chain 
Map” 

The following optional definition has been added: 
 
Supply Chain Map 
[Guidance: Include this definition if Optional Clause 33.8(n) is included 
in the Core Terms] 
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means details of (i) the Supplier, (ii) all Subcontractors and (iii) any other 
entity that the Supplier is aware is in its supply chain that is not a 
Subcontractor, setting out at least: 

(a) the name, registered office and company registration number of each 
entity in the supply chain; 

(b) the function of each entity in the supply chain; and 

(c) the location of any premises at which an entity in the supply chain 
carries out a function in the supply chain;] 

“Third Party IPRs” 
The definition has been amended as follows: 
 
Third Party IPRs 
 
Intellectual Property Rights owned by a third party, but excluding Intellectual 
Property Rights owned by the third party subsisting in any Third Party 
Software, which in any case is, will be or is proposed to be used by the 
Supplier for the purposes of providing the Services; 

“UK GDPR” A new definition has been added as follows: 
 
UK GDPR 
 
Regulation (EU) 2016/679 of the European Parliament and of the Council of 
27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data (United 
Kingdom General Data Protection Regulation), as it forms part of the law of 
England and Wales, Scotland and Northern Ireland by virtue of section 3 of 
the European Union (Withdrawal) Act 2018, together with the Data Protection, 
Privacy and Electronic Communications (Amendments etc.) (EU Exit) 
Regulations 2019 

“UK Public 
Sector/CNI 
Information” 

This definition has been deleted. 

 

Schedule 2 – Services Description 

New Paragraph 
3.5 
(Social Value 
Requirements) 

A new paragraph has been added as follows: 
 
3.5 Social Value Requirements - [Description of the additional social, 
environmental and economic benefits to be delivered  in line with 
the  Public Services (Social Value) Act 2012 , PPN 06/20, and Authority 
policies and practices] 

https://www.gov.uk/government/publications/social-value-act-information-and-resources/social-value-act-information-and-resources
https://www.gov.uk/government/publications/procurement-policy-note-0620-taking-account-of-social-value-in-the-award-of-central-government-contracts
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Paragraph 3.53.6 
(Other Authority 
Requirements) 

The paragraph has been amended as follows: 
 
3.5 3.6 Other Authority Requirements - [Description of any other 
requirements of the Authority e.g. wider sustainability requirements and 
other Authority commitments] 

 

Schedule 3 – Performance Levels 

Paragraph 1.1, 
Part A 
(Performance 
Indicators) 

The paragraph has been amended as follows: 
 

1.1 Annex 1 sets out the Key Performance Indicators and Subsidiary 
Performance Indicators which the Parties have agreed shall be used to 
measure the performance of the Services and Social Value by the 
Supplier.  

Paragraph 1.3(g), 
Part B  
(Balanced 
Scorecard Report) 

The paragraph has been amended as follows: 

1.3 The Balanced Scorecard Report shall be presented in the form of an 
online accessible dashboard and, as a minimum, shall contain a high 
level summary of the Supplier’s performance over the relevant Service 
Period, including details of the following: 

(g) sustainability and energy efficiency indicators, for example 
net zero carbon, waste minimisation or performance to 
support a circular economyenergy consumption and 
recycling performance; and 

Annex 1, Part A 
(Key Performance 
Indicators and 
Subsidiary 
Performance 
Indicator Tables) 

New guidance has been added to Annex 1 as follows: 

[Guidance – these tables now contain space to insert Key Performance 
Indicators and/or Subsidiary Performance Indicators relating to Social 
Value. You should use the Model Award Criteria and Reporting Metrics 
set out in the procurement documentation and in the tenderer’s 
proposals to establish Social Value KPIs and/or PIs, and include these 
below 

Contracting Authorities should use pre-market engagement to inform 
the selection of relevant, proportionate and non-discriminatory 
questions and criteria from the Social Value Model in order to inform the 
choice of relevant Social Value KPIs and/or PIs.]  

The Annex has been amended as follows: 

The Key Performance Indicators and Subsidiary Performance 
Indicators that shall apply to the Operational Services and the Key 
Performance Indicators relating to Social Value are set out below: 
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The ‘Publishable Performance Information’ guidance in each of Tables 
1, 2, 3 and 4 has been amended as follows: 

[Guidance: It is HMG’s intention to publish the top KPIs in 
the vast majority of contracts. The Authority must select at 
least three KPI/PIs which shall be publishable and also 
must select the single most important Social Value KPI/PI, 
which shall be publishable (four KPIs/PIs in total)] 

KPIs 7, 8 and 9 have been added to Table 1 to create space to insert Social 
Value KPIs with the following guidance:  

[Guidance: Contracting authorities should consider carefully whether 
the Social Value targets chosen should be KPIs or PIs.  In a market with 
a mature understanding and offerings around Social Value, designating 
them as KPIs will be appropriate (i.e. allowing for Service Credits to be 
used as a remedy).  In a less mature market, they should be PIs (i.e. 
making plans for rectification the main remedy and with the ability to 
withhold a proportionate amount of Service Charges until the PI failure 
is rectified in the case of material failure] 

 

Schedule 4 - Standards 

Paragraph 8 – 
Environmental 
Sustainability 
Requirements 

Paragraph 8 has been amended as follows: 
 
8 Environmental Sustainability Standards 
 

The Supplier shall comply with the environmental sustainability requirements 
set out in the Annex to this Schedule. 

 

Annex 1 –  
Environmental 
Sustainability 
Requirements 

The Annex has been renamed Environmental Sustainability Requirements 
 
New guidance has been added to the Annex as follows: 
 

[Guidance - As set out in the MSC Guidance, this annex has been 
designed to provide a starting point for sustainability requirements in 
any procurement. Authorities are expected to tailor the annex to their 
specific procurements. Authorities may also choose whether or not to 
include any paragraph or sub-paragraph marked optional. Authorities 
will want to select and amend those requirements which are appropriate 
for their Contract, ensuring that these are relevant and proportional to 
the subject matter of the Contract. Authorities may want to consider 
using some or all of these paragraphs when there are key sustainability 
benefits or risks that need to be managed and/or for higher value/larger 
Suppliers and/or Contracts. Authorities should also note that some 
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obligations, such as compliance with the Authority’s sustainability 
requirements, for example net zero commitments or EDI, will require the 
Authority to provide the requirements to the Supplier] 

Annex 1 –  
Sustainability, 
Paragraph 1.1 

The definition of “Waste Hierarchy” has been amended as follows: 
 
Waste Hierarchy 

means prioritisation of waste management in the following order of preference 
as set out in the Waste (England and Wales) Regulation 2011: 

(a) Prevention – by using less material in design and manufacture. Keeping 
products for longer; 

(b) Preparing for re-use – by checking, cleaning, repairing, refurbishing, 
whole items or spare parts; 

(c) Recycling – by turning waste into a new substance or produce, 
including composting if it meets quality protocols; 

(d) Other Recovery – through anaerobic digestion, incineration with energy 
recovery, gasification and pyrolysis which produce energy (fuels, heat 
and power) and materials from waste; some backfilling; and 

(e) Disposal - Landfill and incineration without energy recovery. 

Annex 1 – 
Sustainability 
New Paragraph 2 

A new Paragraph 2 has been added to Annex 1 as follows: 
 
2 Public Sector Equality Duty 

 
2.1 In addition to legal obligations, where the Supplier is providing a 

Service to which the Public Sector Equality duty applies, the Supplier 
shall support the Authority in fulfilling its Public Sector Equality duty 
under S149 of the Equality Act 2010 by ensuring that it fulfils its 
obligations under the Contract in a way that seeks to: 
 
2.1.1 eliminate discrimination, harassment or victimisation and any 

other conduct prohibited by the Equality Act 2010; and 
 

2.1.2 advance: 

(a) equality of opportunity; and  

(b) good relations, 

between those with a protected characteristic (age, disability, 

gender reassignment, pregnancy and maternity, race, religion 

or belief, sex, sexual orientation, and marriage and civil 

partnership) and those who do not share it. 

2.2 [Optional: In delivering the Service, the Supplier will comply with the 
Authority’s equality, diversity and inclusion requirements, to be 
provided to the Supplier by the Authority.] 
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2.3 [Optional: The Supplier shall ensure that it fulfils its obligations under 

the Contract in a way that does not discriminate against individuals 
because of socio-economic background, working pattern or having 
parental or other caring responsibilities.] 

 

Annex 1 – 
Sustainability 
Paragraph 1.13.1 
– Environmental 
Requirements 

Paragraph 1.13.1 has been amended as follows: 
 

3.1 The Supplier shall complymust perform its obligations meeting in all 
material respects with the requirements of all applicable environmental 
lLaws and regulations in force in relation to the AgreementContract 
regarding the environment.  

 

Annex 1 – 
Sustainability 
Paragraph 1.23.2 
– Environmental 
Requirements 

Paragraph 1.23.2 has been amended as follows: 
 

3.2 The Supplier warrants that it has obtained relevant Environment 
Management System (EMS) certified to ISO 14001 or an equivalent 
certification from an UKAS accredited body and shall comply with and 
maintain certification requirements throughout the Term. 

 

Annex 1 – 
Sustainability 
Paragraph 
1.33.3– 
Environmental 
Requirements 

Paragraph 1.33.3 has been amended as follows: 

3.3 In performing its obligations under the AgreementContract the Supplier 
shall, where applicable to the AgreementContract, to the reasonable 
satisfaction of the Authority: 

(a) demonstrate low carbon resource efficiency, including 
minimising the use of resources and responding promptly to 
the Authority’s reasonable questions; 

(b) prioritise waste management in accordance with the Waste 
Hierarchy as set out in Law;  

(c) be responsible for ensuring that any waste generated by the 
Supplier and sent for recycling, disposal or other recovery as 
a consequence of this AgreementContract is taken by a 
licensed waste carrier to an authorised site for treatment or 
disposal and that the disposal or treatment of waste complies 
with the law; 

(d) ensure that it and any third parties used to undertake 
recycling disposal or other recovery as a consequence of this 
AgreementContract do so in a legally compliant way, and can 
demonstrate that reasonable checks are undertaken 
reasonable checks on a regular basis to ensure this on a 
regular basis and provide relevant data and evidence of 
recycling, recovery and disposal; 
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(e) in circumstances that a permit, licence or exemption to carry 
or send waste generated under this Contract is revoked, the 
Supplier shall cease to carry or send waste or allow waste to 
be carried by any Subcontractor until authorisation is 
obtained from the Environment Agency;  

(h) inform the Environmental Agency within one Working Day 
in the event that a permit or exemption to carry or send 
waste generated under this Agreement is revoked and in 
circumstances where a permit or exemption to carry or send 
waste generated under this Agreement is revoked the 
Supplier shall cease to carry or send waste or allow waste to 
be carried by any Sub-contractor until authorisation is 
obtained from the Environmental Agency; 

(f) minimise the release of greenhouse gases (including carbon 
dioxide emissions), air pollutants, volatile organic compounds 
and other substances damaging to health and the 
environment; and 

(g) reduce and minimise carbon emissions by taking into 
account factors including, but not limited to, the locations 
from which materials are sourced, the transport of materials, 
the locations from which the work force are recruited and 
emissions from offices and on-site equipment. 

Annex 1 – 
Sustainability 
New Paragraph 
3.4 – 
Environmental 
Requirements 

New paragraph 3.4 has been added as follows: 

3.4 In performing its obligations under the Contract, the Supplier shall to the 
reasonable satisfaction of the Authority (where the anticipated Charges 
in any Contract Year are above £5 million per annum (excluding VAT)), 
where related to and proportionate to the contract in accordance with 
PPN 06/21), publish and maintain a credible Carbon Reduction Plan in 
accordance with PPN 06/21. 

Annex 1 – 
Sustainability 
Old Paragraph 1.4 
– Environmental 
Requirements 

Old paragraph 1.4 has been deleted: 

2.4 The Supplier shall use reasonable endeavours to avoid the use of paper 
and card in carrying out its obligations under this Agreement. Where 
unavoidable under reasonable endeavours, the Supplier shall ensure that 
any paper or card deployed in the performance of the Services consists of 
one hundred percent (100%) recycled content and used on both sides 
where feasible to do so.  

 

Annex 1 – 
Sustainability – 
Environmental 
Requirements 

Old Paragraph 1.7 has been moved to Paragraph 5.2: 

The Supplier shall complete the Sustainability Report in relation its provision 
of the Services under this AgreementContract and provide the Sustainability 
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Report to the Authority on the date and frequency outlined in Table C of this 
Annex. 

 

Annex 1 – 
Sustainability 
New Optional 
Paragraphs 3.7 to 
3.13 – 
Environmental 
Requirements 

New optional Paragraphs 3.7 to 3.13 have been added as follows: 

3.7 Optional: The Supplier must have a documented management system 
and controls in place to manage the environmental impacts of delivering 
the Services.] 

3.8 [Optional: The Supplier shall ensure that any Services are designed, 
sourced and delivered in a manner which is environmentally and socially 
responsible.] 

3.9 [Optional: In delivering the Services, the Supplier must comply with the 
Authority’s sustainability requirements, to be provided to the Supplier by 
the Authority.] 

3.10 [Optional: In performing its obligations under the Contract, the Supplier 
shall to the reasonable satisfaction of the Authority: 

3.10.1 [Optional: demonstrate that the whole life cycle impacts (including 
end of use) associated with the Services that extend beyond direct 
operations into that of the supply chain have been considered and 
reduced]; 

3.10.2 [Optional: minimise the consumption of resources and use them 
efficiently (including water and energy), working towards a circular 
economy including designing out waste and non-renewable 
resources, using re-use and closed loop systems]; 

3.10.3 [Optional: demonstrate protection of the environment including 
understanding and reduction of biosecurity risks (which include 
risks to plant and tree health from harmful pests and diseases), and 
reducing and eliminating hazardous/harmful substances to the 
environment and preventing pollution]; 

3.10.4 [Optional: enhance the natural environment and connecting 
communities with the environment]; and 

3.10.5 [Optional: achieve continuous improvement in environmental (and 
social) performance.]] 

3.11 [Optional: The Supplier shall inform the Authority within one Working 
Day in the event that a permit, licence or exemption to carry or send waste 
generated under this Contract is revoked.]  

3.12 [Guidance: Insert any other environmental requirement the 
Authority wishes to add, e.g. those in line with the Government 
Greening Commitments]. 
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Annex 1 – 
Sustainability 
New Paragraph 
3.13 – 
Environmental 
Requirements 

New paragraph 3.13 has been added as follows: 

3.13 The Supplier shall meet the applicable Government Buying Standards 
applicable to Services which can be found online at:  

https://www.gov.uk/government/collections/sustainable-procurement-
the-government-buying-standards-gbs. 

 

Annex 1 – 
Sustainability 
New Paragraph 4 
– Environmental 
Requirements 

New Paragraph 4 has been added as follows: 

4 SUPPLIER CODE OF CONDUCT 

4.1 In February 2019, HM Government published a Supplier Code of 
Conduct setting out the standards and behaviours expected of 
suppliers who work with government which can be found online at: 

https://assets.publishing.service.gov.uk/government/uploads/system/
uploads/attachment_data/file/779660/20190220-
Supplier_Code_of_Conduct.pdf 

The Authority expects to meet, and expects its suppliers and 
subcontractors to meet, the standards set out in that Code. 

 

Annex 1 – 
Sustainability 
Paragraph 1.85 – 
Reporting 
Requirements 

Paragraph 1.85 has been amended as follows: 

5 REPORTING REQUIREMENTS 

5.1 The Supplier shall comply with reasonable requests by the Authority for 
information evidencing compliance: 

5.1.1 with the provisionsparagraphs 2.1, 3.1 to 3.6, 3.13 and 4 of 
this Annex within [fourteen (14)] days of such request; and 

5.1.2 With paragraphs 2.2, 2.3 and 3.7 to 3.12 of this Annex within 
[thirty (30) days] of such request[.]/[, 

provided that such requests are limited to [two] per Contract 
Year.] 

 

Annex 1 - Table C 
– Sustainability 
Reports 

Guidance has been added for Table C – Sustainability Reports, as follows: 

[Guidance - All reports and the content of these reports in Table C are optional. 
Authorities will want to select and amend those reports and requirements which 
are appropriate for their Contract, ensuring that these are relevant and 
proportional to the subject matter of the Contract and do not create unnecessary 
burdens upon the Supplier.] 

 

https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs
https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/779660/20190220-Supplier_Code_of_Conduct.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/779660/20190220-Supplier_Code_of_Conduct.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/779660/20190220-Supplier_Code_of_Conduct.pdf
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Annex 1 - Table C 
– Sustainability 
Reports 

Table C – Sustainability Reports – has been amended as follows: 

Sustainability Report 
Name 

Content of Report Frequency of Report 

[Sustainability Impact - 
General] 

a. [as proportionate 
and relevant to 
the Contract, the 
key sustainability 
impacts 
identified; the 
sustainability 
improvements 
planned or 
delivered; and 
the risks to the 
Services of 
climate change, 
including 
mitigation, 
adaptation and 
continuity plans 
employed by the 
Supplier in 
response to 
those risks].the 
key sustainability 
impacts 
identified; 

sustainability 
improvements made; 
actions underway or 
planned to reduce 
sustainability impacts;  
contributions made to 
the Authority’s 
sustainability policies 
and objectives; 
sustainability policies, 
standards, targets and 
practices that have 
been adopted to reduce 
the environmental 
impact of the Supplier’s 
operations and 
evidence of these being 
actively pursued, 
indicating 
arrangements for 
engagement and 

[On the anniversary of 
the Effective Date] 
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achievements. This can 
also include where 
positive sustainability 
impacts have been 
delivered; and  
risks to the Service and 
Subcontractors of 
climate change and 
severe weather events 
such as flooding and 
extreme temperatures 
including mitigation, 
adaptation and 
continuity plans 
employed by the 
Supplier in response to 
those risks. 

[Waste created] [By type of material the 
weight of waste 
categories by each 
means of disposal in 
the Waste Hierarchy 
with separate figures 
for disposal by 
incineration and 
landfill.] 

[Before contract award 
and on the anniversary 
of the Effective Date.] 

[Waste permits] [Copies of relevant 
permits and exemptions 
for waste, handling, 
storage and disposal.] 

[Before the Effective 
Date, on the 
anniversary of the 
Effective Date and 
within ten (10) Working 
Days of there is any 
change or renewal to 
license or exemption to 
carry, store or dispose 
waste] 

[Greenhouse Gas 
Emissions] 

[Detail the Scope 1 and 
Scope 2 GHG 
emissions associated 
with the delivery of the 
contract. 
Scope 3 emissions to 
be reported as required 
(Optional) 
Emissions reporting 
should be in 
accordance with 
established best 
practice and 

[On the anniversary of 
the Effective Date] 
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internationally accepted 
standards.  
Greenhouse gas 
reporting from 
emissions sources 
(Scope 1, Scope 2 and 
Scope 3), and specific 
activities as requested 
by the Authority. This 
may include activities 
such as transportation, 
energy use and waste 
disposal.] 
Indicate greenhouse 
gas emissions making 
use of the use of the 
most recent conversion 
guidance set out in 
'Greenhouse gas 
reporting – Conversion 
factors’ available online 
at 
https://www.gov.uk/guid
ance/measuring-and-
reporting-
environmental-impacts-
guidance-for-
businesses 

[Water Use] [Volume in metres 
cubed.] 

[On the anniversary of 
the Effective Date] 

Energy Use Separate energy 
consumption figures 
for: 

a. assets deployed 
on the Supplier’s 
site; 

b. assets deployed 
on the 
Authority’s site; 

c. assets deployed  
off-site; and 

d. energy 
consumed by IT 
assets and by 
any cooling 

On the anniversary of 
the Effective Date 
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devices 
deployed.  

Power Usage 
Effectiveness (PUE) 
rating for each data 
centre/server room in 
accordance with 
ISO/IEC 31034-2/EN 
50600-4-2. 

Transport Use a. miles travelled 
by transport and 
fuel type, for 
goods delivered 
to the Authority’s 
sites;  

b. miles travelled 
by staff when 
visiting the 
Authority’s sites 
from the 
Supplier’s sites 
or home; 

c. resulting Green 
House Gas 
(GHG) 
emissions using 
agreed 
Conversion 
Factors; and 

the number of multi-
lateral e-meetings i.e. 
with more than two 
attendees, held by type 
(audio, webinar, 
v/conferencing) their 
length and number of 
attendees 

on the anniversary of 
the Effective Date 

[Materials] [Materials usage, 
including: 

a. type of material 
used; 

b. quantity or 
volume of 
material used; 
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and 

amount of 
recycled/recovered 
material used] 

[Other] [    ] [    ] 
 

 

Schedule 5 – Security Management 

Throughout 

The definition of “Vulnerability Correction” has been changed to “Remediation 
Action Plan.” 
 
The definition of “Risk Management Approval Statement” has been changed 
to “Residual Risk Statement” 
 
The words “Agreement Period” have been substituted for “Term” 

Guidance 

The introductory guidance to the schedule has been amended as follows: 

[Guidance 

1 This Schedule was provided by the Cabinet Office Security 
Commercial Information Assurance team who have provided two 
alternative Security procedures for HMG replacing the legacy long 
and short form Security Schedules: 

(a) Part A to this Schedule - Security Assurance  

(b) Part B to this Schedule - Security Accreditation  

2 … 

3 The Authority or organisation running the procurement will need 
to consider several definitions used in the versions of this 
Schedule and adapt them to the Services being provided. The 
Schedule incorporates a series of “flow downs” to different 
categories of Sub-contractor to ensure that those bodies 
contribute to the Supplier’s compliance with the obligations in this 
Schedule. These are: 

(a) All Sub-contractors that Process Authority Data. These 
Sub-contractors must comply with the Sub-contractor 
Security Requirements in Annex 2. The Authority must 
check that these requirements are appropriate to the full 
range of Sub-contractors that will Process Authority 
Data. 

(b) Higher Risk Sub-contractors. These Sub-contractors are 
subject to a requirement to be certified to ISO/IEC 
27001(at least ISO/IEC 27001:2013) and/or to possess 
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HMG’s Cyber Essentials Plus certification. The Authority 
will need to consider the nature and quantity of 
Authority Data being processed Processed under the 
contract to determine the threshold for designating a 
Sub-contractor as a Higher Risk Sub-contractor. 

(c) Medium Risk Sub-contractors. These Sub-contractors 
require certification under the Cyber Essentials scheme. 
Again, the Authority will need to determine the threshold 
for designation. 

(d) For the accreditation version, the CIMS Sub-contractor. 
This is defined in the Schedule as “a Sub-contractor that 
provides or operates the whole, or a substantial part, of 
the Core Information Management System”. The 
Authority will need to consider whether it will allow the 
Supplier to subcontract this element of the requirement. 
This is an aspect it will need to consider as part of its 
engagement with the Supplier as part of its pre-contract 
engagement. If the Authority will not allow such 
subcontracting to occur, it will need to amend the 
Schedule accordingly. 

4 … 

5 … 

6 This Schedule does not deal specifically with the processing 
Processing of Personal Data but documents the Protective 
Measures in place to secure compliance with that requirement of 
the UK GDPR or EU GDPR, as applicable. The Authority will need 
to ensure that the relevant provisions of the contract (ie, Clause 
21 and Schedule 31) accurately reflect the Ccontroller and 
Pprocessor relationships in the ContractAgreement. The Schedule 
requires the Supplier to provide the Personal Data Processing 
Statement, which is consistent with article 28.3 of the GDPR. This 
document will help to inform the Authority's assessment of the 
Security Management Plan and whether the measures which the 
Supplier has taken or proposes to take to eliminate or mitigate the 
identified risks to the Authority Data (including any Personal Data) 
are appropriate and acceptable. 

7 As the default position, this version of Schedule 5 (Security 
Management) requires that all processing Processing of Authority 
Data must take place in the United KingdomUK (see Part A, Annex 
1, Paragraph 8 and Annex 2, Paragraph 3.1 and Part B paragraph 
12.1(a)). The Authority may depart from this position where it has 
considered the risks of doing so and if using the Accreditation 
schedule incorporated its requirements in the Statement of 
Information Risk Appetite.  The Authority will need to ensure that 
whereif it chooses to allow the Supplier to Process Authority Data 
is Processed outside the United KingdomUK, this Processing 
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Processing occurs in compliance with the requirements of the 
Data Protection Legislation and any other relevant government 
policy. 

… 

Part A: Security 
Assurance 
Paragraph 1 
Definitions 
“Higher Risk Sub-
contractor” 

The definition of Higher Risk Sub-contractor has been amended as follows: 
 
Higher Risk Sub-Contractor 
 

means a Sub-contractor that Processes Authority Data[, where that data 
includes either: 

(a) the Personal Data of 1000 or more individuals in aggregate 
during the period between the first Operational Service 
Commencement Date and the date on which this 
ContractAgreement terminates in accordance with Clause 
4.1(b); or 

(b) any part of that data includes any of the following: 

(i) financial information (including any tax and/or welfare 
information) relating to any person; 

(ii) any information relating to actual or alleged criminal 
offences (including criminal records); 

(iii) any information relating to children and/or vulnerable 
persons; 

(iv) any information relating to social care; 

(v) any information relating to a person’s current or past 
employment; or 

(c) Special Category Personal Data; or 

(d) the Authority in its discretion, designates a Sub-contractor as a 
Higher Risk Sub-Contractor in any procurement document 
related to this Contract; or 

(e) the Authority considers in its discretion, that any actual or potential 
Processing carried out by the Sub-contractor is high risk] Special 
Category Personal Data; 

[Guidance: This definition is provided as an example only and 
should be modified to take into account the circumstances of the 
individual AgreementContract.] 

 

Part A: Security 
Assurance 

This definition has been deleted.  
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Paragraph 1 
Definitions 
“Personal Data 
Processing 
Statement” 

Part A: Security 
Assurance 
Paragraph 1 
Definitions 
“Remediation 
Action Plan” 

A new definition has been inserted as follows: 
 
Remediation Action Plan 
 
has the meaning given in Paragraph 7.3(c)(i) 

Part A: Security 
Assurance 
Paragraph 1 
Definitions 
“Security 
Management Plan 

The definition has been amended as follows: 
 
Security Management Plan 
 

means the document prepared by the Supplier using the template Annex 3, 
comprising:  

(a) the Information Assurance Assessment; 

(b) the Personal Data Processing Statement; 

(b) the Required Changes Register; and 

(c) the Incident Management Process; 

Part A: Security 
Assurance 
Paragraph 1 
Definitions 
“Special Category 
Personal Data” 

The definition has been amended as follows: 
 
Special Category Personal Data 
 
Means the categories of Personal Data set out in article 9(1) of the UK GDPR 

Part A: Security 
Assurance 
Paragraph 2 
(Introduction) 

Paragraph 2 has been amended as follows: 
 
2.1 This Part A of this Schedule sets out: 

Part A: Security 
Assurance 
Paragraph 4.4 
(Information 
Security Approval 
Statement) 

Paragraph 4.4 has been amended as follows: 
 
The Supplier shall prepare and submit to the Authority within [20] Working 
Days of the date of this ContractAgreement, the Security Management Plan, 
which comprises: 

(a) an Information Assurance Assessment; 

(b) the Required Changes Register; and 

(c) the Personal Data Processing Statement; and 

(c) the Incident Management Process. 
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Part A: Security 
Assurance 
Paragraph 5.2(h) 
(Compliance 
Reviews) 

Paragraph 5.2(h) has been amended as follows: 

 

The Supplier shall notify the Authority within [2] Working Days after becoming 
aware of: 

(h) an ISO/IEC 27001 (at least ISO/IEC 27001:2013) audit report 
produced in connection with the Certification Requirements 
indicates significant concerns. 

 
 

Part A: Security 
Assurance 
Paragraph 6.1 
(Certification 
Requirements) 

Paragraph 6.1 has been amended as follows: 
 

The Supplier shall be certified as compliant with: 

(a) ISO/IEC 27001: (at least ISO/IEC 27001:2013) 2013 by a 
United KingdomUK Accreditation Service-approved 
certification body or is included within the scope of an 
existing certification of compliance with ISO/IEC 27001 (at 
least ISO/IEC 27001:2013):2013; and  

(b) Cyber Essentials PLUS,  

and shall provide the Authority with a copy of each such certificate of 
compliance before the Supplier shall be permitted to receive, store or 
Process Authority Data.  

 

Part A: Security 
Assurance 
Paragraph 6.2 
(Certification 
Requirements) 

Paragraph 6.2 has been amended as follows: 
 

The Supplier shall ensure that each Higher Risk Sub-contractor is 
certified as compliant with either: 

(d) ISO/IEC 27001:2013 (at least ISO/IEC 27001:2013) by a 
UKUnited Kingdom Accreditation Service-approved 
certification body or is included within the scope of an 
existing certification of compliance with ISO/IEC 27001:2013 
(at least ISO/IEC 27001:2013); or  

(e) Cyber Essentials PLUS,  

and shall provide the Authority with a copy of each such certificate of 
compliance before the Higher-Risk Sub-contractor shall be permitted to 
receive, store or Process Authority Data. 

 

Part A: Security 
Assurance 

Paragraph 6.4 has been amended as follows: 
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Paragraph 6.4 
(Certification 
Requirements) 

The Supplier shall ensure that the Supplier and each Sub-contractor 
who is responsible for the secure destruction of Authority Data: 

(a) securely destroys Authority Data only on Sites which are 
included within the scope of an existing certification of 
compliance with ISO/IEC 27001:2013 (at least ISO/IEC 
27001:2013);  

(b) should satisfy the Authority that their data 
destruction/deletion practices comply with UK GDPR 
requirements and follows all relevant NCSC guidance; 
andare certified as compliant with the NCSC Assured 
Service (CAS) Service Requirement Sanitisation Standard or 
an alternative standard as agreed by the Authority  

(c) must maintain an asset register of all Authority supplied 
information, data and equipment to ensure Authority assets 
are returned and/or deleted. 

Part A: Security 
Assurance 
Paragraph 7.2 
(Security Testing) 

Paragraph 7.2 has been amended as follows: 
 

The Supplier shall: 

(a) complete all of the above security tests before: 

(i) the Supplier submits the Security Management Plan to 
the Authority for review in accordance with Paragraph 
4; and 

(ii) before the Supplier is given permission by the 
Authority to Process or manage any Authority Data; 
and 

(b) and it shall repeat the IT Health Check not less than once 
every 12 months during the Term and submit the results of 
each such test to the Authority for review in accordance with 
this Paragraph. 

 

Part A: Security 
Assurance 
Paragraph 
7.3(c)(i)(B)(3) 
(Security Testing) 

Paragraph 7.3(c)(i)(B)(3) has been amended as follows: 
 

(3) within 10 7 Working Days of the date the Supplier received the IT 
Health Check report in the case of any vulnerability categorised with a 
severity of “critical”; 

 
 

Part A: Security 
Assurance 
Paragraph 7.7 
(Security Testing) 

Paragraph 7.7 has been amended as follows: 
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The Supplier shall notify the Authority immediately if it fails to, or 
believes that it will not, mitigate the vulnerability within the timescales 
set out in Annex 1 to this ScheduleParagraph 7.3. 

 
 

Part A: Security 
Assurance 
Paragraph 8.1(c) 
(Security 
Monitoring and 
Reporting) 

Paragraph 8.1(c) has been amended as follows: 
 

(c) agree a document which presents the residual security risks 
to inform the Authority’s decision to give approval to the 
Supplier to Process, store and transit the Authority Data; 

 
 

Part A: Security 
Assurance 
Paragraph 9.3 
(Malicious 
Software) 

Paragraph 9.3 has been amended as follows: 
 

Any cost arising out of the actions of the parties taken in compliance 
with the provisions of Paragraph 9.2 shall be borne by the parties as 
follows: 

(a) by the Supplier where the Malicious Software originates 
from: 

(i) the Supplier Software; 

(ii)  the Third Party Software supplied by the Supplier; or  

(iii) the Authority Data (whilst the Authority Data is or was 
under the control of the Supplier), 

unless, in the case of the Authority Data only, the 
Supplier can demonstrate that such Malicious 
Software was present in the Authority Data and not 
quarantined or otherwise identified by the Authority 
when the Authority provided the Authority Data to the 
Supplier; and  

(b) by the Authority, in any other circumstance. 

 

Annex 1 to Part A: 
Security 
Requirements 
Paragraph 1 
(Security 
Classification 
Information) 

Paragraph 1 has been amended as follows: 
 

If the provision of the Services requires the Supplier to Process Authority 
Data which is classified as OFFICIAL-SENSITIVE, the Supplier shall 
implement such additional measures as agreed with the Authority from time 
to time in order to ensure that such information is safeguarded in accordance 
with the applicable Standards.1.1 If the provision of the Services requires the 
Supplier to Process Authority Data which is classified as:  

(a) OFFICIAL-SENSITIVE, the Supplier shall implement such 
additional measures as agreed with the Authority from time to 
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time in order to ensure that such information is safeguarded in 
accordance with the applicable Standards; and/or 

(b) SECRET or TOP SECRET, the Supplier shall only do so 
where it has notified the Authority prior to receipt of such 
Authority Data and the Supplier shall implement additional 
measures as agreed with the Authority from time to time in 
order to ensure that such information is safeguarded in 
accordance with the applicable Standards. 

Annex 1 to Part A: 
Security 
Requirements 
Paragraph 2 (End 
User Devices) 

Paragraph 2 has been amended as follows: 
 

1.1 The Supplier shall ensure that any Authority Data which resides on a 
mobile, removable or physically uncontrolled device is stored encrypted 
using a product or system component which has been formally assured 
through a recognised certification process agreed with the Authority except 
where the Authority has given its prior written consent to an alternative 
arrangement. 

1.2 The Supplier shall ensure that any device which is used to Process 
Authority Data meets all of the security requirements set out in the NCSC 
End User Devices Platform Security Guidance, a copy of which can be found 
at:  https://www.ncsc.gov.uk/collection/end-user-device-security. 

2.1 The Supplier must manage, and must ensure that all Sub-contractors 
manage, all end-user devices used by the Supplier on which Authority Data is 
Processed in accordance the following requirements: 

2.1.1 the operating system and any applications that Process or have 
access to Authority Data must be in current support by the vendor, or 
the relevant community in the case of Open Source operating systems 
or applications; 

2.1.2 users must authenticate before gaining access; 

2.1.3 all Authority Data must be encrypted using an encryption tool 
agreed to by the Authority; 

2.1.4 the end-user device must lock and require any user to re-
authenticate after a period of time that is proportionate to the risk 
environment, during which the end-user device is inactive; 

2.1.5 the end-user device must be managed in a way that allows for the 
application of technical policies and controls over applications that have 
access to Authority Data; 

2.1.6 the Suppler or Sub-contractor, as applicable, can, without 
physical access to the end-user device, remove or make inaccessible 
all Authority Data on the device and prevent any user or group of users 
from accessing the device; 

2.1.7 all end-user devices are within in the scope of any current Cyber 
Essentials Plus certificate held by the Supplier, or any ISO/IEC 27001 
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(at least ISO/IEC 27001:2013) certification issued by a UKAS-approved 
certification body, where the scope of that certification includes the 
Services. 

2.2 The Supplier must comply, and ensure that all Sub-contractors comply, 
with the recommendations in NCSC Device Guidance, as updated, amended 
or replaced from time to time, as if those recommendations were incorporated 
as specific obligations under this Agreement. 

2.2 Where there any conflict between the requirements of this Schedule 5 
(Security Management) and the requirements of the NCSC Device 
Guidance, the requirements of this Schedule will take precedence. 

 

Annex 1 to Part A: 
Security 
Requirements 
Paragraph 3 
(Networking)(Encr
yption) 

Paragraph 3 has been amended as follows: 

1.1The Supplier shall ensure that any Authority Data which it causes to be 
transmitted over any public network (including the Internet, mobile networks 
or un-protected enterprise network) or to a mobile device shall be encrypted 
when transmitted. 

3.1 The Supplier must ensure, and must ensure that all Sub-contractors 
ensure, that Authority Data is encrypted: 

3.1.1 when stored at any time when no operation is being performed on it; 
and 

3.1.2 when transmitted. 

3.2 Where the Supplier, or a Sub-contractor, cannot encrypt Authority Data the 
Supplier must: 

3.2.1 immediately inform the Authority of the subset or subsets of Authority 
Data it cannot encrypt and the circumstances in which and the 
reasons why it cannot do so; 

3.2.2 provide details of the protective measures the Supplier or Sub-
contractor (as applicable) proposes to take to provide equivalent 
protection to the Authority as encryption; and 

3.2.3 provide the Authority with such information relating to the Authority 
Data concerned, the reasons why that Authority Data cannot be 
encrypted and the proposed protective measures as the Authority 
may require. 

3.3 The Authority, the Supplier and, where the Authority requires, any relevant 
Sub-contractor shall meet to agree appropriate protective measures for the 
unencrypted Authority Data. 

3.4 Where the Authority and Supplier reach agreement, the Supplier must 
update the Security Management Plan to include: 
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3.4.1 the subset or subsets of Authority Data not encrypted and the 
circumstances in which that will occur; and 

3.4.2 the protective measure that the Supplier and/or Sub-contractor will 
put in please in respect of the unencrypted Authority Data. 

3.5 Where the Authority and Supplier do not reach agreement within 40 
Working Days of the date on which the Supplier first notified the Authority 
that it could not encrypt certain Authority Data, either party may refer the 
matter to [be determined in accordance with the Dispute Resolution 
Procedure]. 

 

Annex 1 to Part A: 
Security 
Requirements 
Paragraph 8 
(Location of 
Authority Data) 

Paragraph 8 has been amended as follows: 

The Supplier shall not and shall procure that none of its Sub-
contractors Process Authority Data outside the [UK]United Kingdom 
without the prior written consent of the Authority, which may be subject 
to conditions. 

 

Annex 2 to Part A: 
Security 
Requirements for 
Sub-Contractors 
Paragraph 3.1 
(Data Processing, 
Management and 
Destruction) 

Paragraph 3.1 has been amended as follows: 

The Sub-contractor must not Process any Authority Data outside the 
[UK]United Kingdom. The Authority may permit the Sub-contractor to 
Process Authority Data outside the [UK]United Kingdom and may 
impose conditions on that permission, with which the Sub-contractor 
must comply. Any permission must be in writing to be effective. 

 

Annex 2 to Part A: 
Security 
Requirements for 
Sub-Contractors 
Paragraph 3.2 
(Data Processing, 
Management and 
Destruction) 

Paragraph 3.2 has been amended as follows: 

3.2 The Sub-contractor must securely erase any or all Authority Data held by 
the Sub-contractor when requested to do so by the Authority; and securely 
destroy all media that has held Authority Data at the end of life of that 
media in accordance with the NCSC Assured Service (CAS) Service 
Requirement Sanitisation Standard, or an alternative agreed in writing by 
the Authority. when requested to do so by the Authority: 

(a) securely destroy Authority Data only on Sites which are included within 
the scope of an existing certification of compliance with ISO/IEC 
27001: (at least ISO/IEC 27001:2013);  

(b) satisfy the Authority that their data destruction/deletion practices 
comply with UK GDPR requirements and follows all relevant NCSC 
guidance; and  
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(c) maintain an asset register of all Authority supplied information, data 
and equipment to ensure Authority assets are returned and/or 
deleted. 

 

Annex 2 to Part A: 
Security 
Requirements for 
Sub-Contractors 
Paragraph 5 (End 
User Devices) 

Paragraph 5 has been amended as follows: 

1.1. The Sub-contractor shall ensure that any Authority Data stored (for 
any period of time) on a mobile, removable or physically uncontrolled 
device is encrypted. The Sub-contractor must follow the Information 
Commissioner’s Office guidance on implementing encryption, which 
can be found at https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-
gdpr/security/encryption/. 
 
1.2 The Supplier shall ensure that any device used to Process 
Authority Data meets all the security requirements set out in the NCSC 
End User Devices Platform Security Guidance, which can be found at: 
https://www.ncsc.gov.uk/guidance/end-user-device-security. 

 

5.1 The Supplier must manage, and must ensure that all Sub-contractors 
manage, all end-user devices used by the Supplier on which Authority 
Data is Processed in accordance the following requirements: 

5.1.1 the operating system and any applications that Process or 
have access to Authority Data must be in current support by 
the vendor, or the relevant community in the case of Open 
Source operating systems or applications; 

5.1.2 users must authenticate before gaining access; 

5.1.3 all Authority Data must be encrypted using an encryption tool 
agreed to by the Authority; 

5.1.4 the end-user device must lock and require any user to re-
authenticate after a period of time that is proportionate to the 
risk environment, during which the end-user device is 
inactive; 

5.1.5 the end-user device must be managed in a way that allows 
for the application of technical policies and controls over 
applications that have access to Authority Data; 

5.1.6 the Suppler or Sub-contractor, as applicable, can, without 
physical access to the end-user device, remove or make 
inaccessible all Authority Data on the device and prevent any 
user or group of users from accessing the device; 

5.1.7 all end-user devices are within in the scope of any current 
Cyber Essentials Plus certificate held by the Supplier, or any 
ISO/IEC 27001 (at least ISO/IEC 27001:2013) certification 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/
https://www.ncsc.gov.uk/guidance/end-user-device-security
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issued by a UKAS-approved certification body, where the 
scope of that certification includes the Services. 

5.2 The Supplier must comply, and ensure that all Sub-contractors comply, 
with the recommendations in NCSC Device Guidance, as updated, 
amended or replaced from time to time, as if those recommendations 
were incorporated as specific obligations under this Contract. 

5.3 Where there any conflict between the requirements of this Schedule 5 
(Security Management) and the requirements of the NCSC Device 
Guidance, the requirements of this Schedule will take precedence. 

Annex 2 to Part A: 
Security 
Requirements for 
Sub-Contractors 
Paragraph 6 
(Networking)(Encr
yption) 

Paragraph 6 has been amended as follows: 

1.1 The Supplier shall ensure that any Authority Data which it causes to be 
transmitted over any public network (including the Internet, mobile networks or 
un-protected enterprise network) or to a mobile device shall be encrypted 
when transmitted. 

6.1  The Supplier must ensure, and must ensure that all Sub-contractors 
ensure, that Authority Data is encrypted: 

6.1.1 when stored at any time when no operation is being performed on 
it; and 

6.1.2  when transmitted. 

6.2 Where the Supplier, or a Sub-contractor, cannot encrypt Authority Data 
the Supplier must: 

6.2.1 immediately inform the Authority of the subset or subsets of 
Authority Data it cannot encrypt and the circumstances in which and 
the reasons why it cannot do so; 

6.2.2 provide details of the protective measures the Supplier or Sub-
contractor (as applicable) proposes to take to provide equivalent 
protection to the Authority as encryption; and 

6.2.3 provide the Authority with such information relating to the 
Authority Data concerned, the reasons why that Authority Data cannot 
be encrypted and the proposed protective measures as the Authority 
may require. 

6.3 The Authority, the Supplier and, where the Authority requires, any relevant 
Sub-contractor shall meet to agree appropriate protective measures for the 
unencrypted Authority Data. 

6.4 Where the Authority and Supplier reach agreement, the Supplier must 
update the Security Management Plan to include: 

6.4.1 the subset or subsets of Authority Data not encrypted and the 
circumstances in which that will occur; and 
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6.4.2 the protective measure that the Supplier and/or Sub-contractor 
will put in please in respect of the unencrypted Authority Data. 

6.5 Where the Authority and Supplier do not reach agreement within 40 
Working Days of the date on which the Supplier first notified the Authority that 
it could not encrypt certain Authority Data, either party may refer the matter to 
[be determined in accordance with the Dispute Resolution Procedure]. 

 

Annex 3 to Part A 
for Part A and 
Part B: Security 
Management Plan 
Template 
(Accreditation) 

This Annex has been renamed “Security Management Plan Template for Part 
A and Part B”, and applies to both Part A and Part B. The previous version of 
Annex 3 to Part B has been deleted.  

Annex 3 to Part A 
for Part A and 
Part B: Security 
Management Plan 
Template 
(Accreditation) 
Paragraph 2.6 
(Locations) 

Paragraph 2.6 has been amended as follows: 

<Where the data assets are stored and managed from. If any locations 
hold independent security certifications (e.g. ISO27001:2013 (at least 
ISO/IEC 27001:2013) these should be noted.  Any off-shoring 
considerations should be detailed.> 

 

Annex 3 to Part A 
for Part A and 
Part B: Security 
Management Plan 
Template 
(Accreditation) 
Paragraph 3.2 
(Risk appetite) 

Paragraph 3.2 has been amended as follows: 

<A risk appetite should be agreed with the SIRO/SRO and included 
here.> 

 

Annex 3 to Part A 
for Part A and 
Part B: Security 
Management Plan 
Template 
(Accreditation) 
Paragraph 3.4 
(Risk 
assessment) 

Paragraph 3.4 has been amended as follows: 

<The content of this section will depend on the risk assessment 
methodology chosen, butand for Part B should contain the output of the 
formal information risk assessment in a prioritised list using business 
language. Experts on the system and business process should have 
been involved in the risk assessment to ensure the formal risk 
methodology used has not missed out any risks. The example table 
below should be used as the format to identify the risks and document 
the controls used to mitigate those risks. > 

 

Annex 3 to Part A 
for Part A and 
Part B: Security 
Management Plan 
Template 
(Accreditation) 

Paragraph 3.5 has been amended as follows: 

C15 Staff 
awareness 
training 

All staff must 
undertake 
annual 
security 

Assured as 
part of 
ISO/IEC 
27001 (at 
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Paragraph 3.5 
(Controls) 

awareness 
training and 
this process is 
audited and 
monitored by 
line 
managers. 

least ISO/IEC 
27001:2013) 
certification 

 

Annex 3 to Part A 
for Part A and 
Part B: Security 
Management Plan 
Template 
(Accreditation) 
Paragraph 4 (In-
service controls) 

Paragraph 4 has been amended as follows: 

< This section should describe the controls relating to the information 
lifecycle, including development, testing, in-service, termination and on-
going risk management and accreditation assurance. Details of any 
formal assurance requirements specified in the contract such as 
security CHECK testing or maintained ISO/IEC 27001 (at least ISO/IEC 
27001:2013) certification should be included. This section should 
include at least: 

… 

Annex 3 to Part A 
for Part A and 
Part B: Security 
Management Plan 
Template 
(Accreditation) 
Paragraph 10 
(Personal Data 
Processing 
Statement) (Sub-
contractors) 

Paragraph 10 has been amended as follows: 

Personal Data Processing Statement 

<This should include: (i) the types of Personal Data which the Supplier 
and/or its Sub-contractors are Processing on behalf of the Authority; (ii) 
the categories of Data Subjects whose Personal Data the Supplier 
and/or its Sub-contractors are Processing on behalf of the Authority; 
the nature and purpose of such Processing; (iii) the locations at which 
the Supplier and/or its Subcontractors Process Authority Data; and, (iv) 
the Protective Measures that the Supplier and, where applicable, its 
Subcontractors have implemented to protect the Authority Data against 
a Security Breach including a Personal Data Breach.> 

Sub-contractors 

<This should include a table which shows for each Sub-contractor their 
name, the function that they are performing, the data and data volume 
being processed, the location, and their certification status> 

Annex 3 to Part A 
for Part A and 
Part B: Security 
Management Plan 
Template 
(Accreditation) 
Paragraph 11 
(Annex A. 
ISO27001 (at 
least ISO/IEC 
27001:2013) 

The heading of paragraph 11 has been amended as follows: 

Annex A. ISO27001 (at least ISO/IEC 27001:2013) and/or Cyber Essential 
Plus certificates 
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and/or Cyber 
Essential Plus 
certificates) 
 

Part B: Security 
Accreditation 
Paragraph 1 
Definitions 
“Higher Risk Sub-
contractor” 

The definition of Higher Risk Sub-contractor has been amended as follows: 
 
Higher Risk Sub-Contractor 
 

means a Sub-contractor that Processes Authority Data[, where that data 
includes either: 

(d) the Personal Data of 1000 or more individuals in aggregate 
during the period between the first Operational Service 
Commencement Date and the date on which this 
ContractAgreement terminates in accordance with Clause 
4.1(b); or 

(e) any part of that data includes any of the following: 

(i) financial information (including any tax and/or welfare 
information) relating to any person; 

(ii) any information relating to actual or alleged criminal 
offences (including criminal records); 

(iii) any information relating to children and/or vulnerable 
persons; 

(iv) any information relating to social care; 

(v) any information relating to a person’s current or past 
employment; or 

(f) Special Category Personal Data; or 

(g) the Authority in its discretion, designates a Sub-contractor as a 
Higher Risk Sub-Contractor in any procurement document 
related to this Contract; or 

(h) the Authority considers in its discretion, that any actual or potential 
Processing carried out by the Sub-contractor is high risk] Special 
Category Personal Data; 

[Guidance: This definition is provided as an example only and 
should be modified to take into account the circumstances of the 
individual AgreementContract.] 

Part B: Security 
Accreditation 
Paragraph 1 
Definitions 

This definition has been deleted.  
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“Personal Data 
Processing 
Statement” 

Part B: Security 
Accreditation 
Paragraph 1 
Definitions 
“Remediation 
Action Plan” 

A new definition has been inserted as follows: 
 
Remediation Action Plan 
 
has the meaning given in Paragraph 8.3(c)(i) 

Part B: Security 
Accreditation 
Paragraph 1 
Definitions 
“Risk 
Management 
Approval 
Statement" 
“Residual Risk 
Statement" 

This definition has been renamed “Residual Risk Statement".  

Part B: Security 
Accreditation 
Paragraph 1 
Definitions 
“Special Category 
Personal Data” 

The definition has been amended as follows: 
 
Special Category Personal Data 
 
Means the categories of Personal Data set out in article 9(1) of the UK GDPR 

Part B: Security 
Accreditation 
Paragraph 1 
Definitions 
“Vulnerability 
Correction Plan” 
 

This definition has been deleted.  

Part B: Security 
Accreditation 
Paragraph 2 
(Introduction) 

Paragraph 2 has been amended as follows: 
 
2.1 This Part B of this Schedule sets out: 

Part B: Security 
Accreditation 
Paragraph 6.6 
(Accreditation of 
the Core 
Information 
Management 
System) 

Paragraph 6.6 has been amended as follows: 
 

6.6. The Security Management Plan shall be structured in 
accordance with the template as set out in Annex 3 of Part A 
and include: 

(a) the Accreditation Plan, which shall include:  

(i) the dates on which each subsequent iteration of the 
Security Management Plan will be delivered to the 
Authority for review and staged approval; and 
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(ii) the date by which the Supplier is required to have 
received a Residual Risk Management Approval 
Statement from the Authority together with details of 
each of the tasks which must be completed by the 
Supplier, Milestones which must be Achieved and the 
Authority Responsibilities which must be completed in 
order for the Supplier to receive a Residual Risk 
Management Approval Statement pursuant to 
Paragraph 6.11;  

(b) a formal risk assessment of the Core Information 
Management System and a risk treatment plan for the Core 
Information Management System; 

(c) a completed ISO/IEC 27001:2013 (at least ISO/IEC 
27001:2013) Statement of Applicability for the Core 
Information Management System; the process for managing 
any security risks from Sub-contractors and third parties 
authorised by the Authority with access to the Services, 
processes associated with the delivery of the Services, the 
Authority Premises, the Sites, the Supplier System, the 
Authority System (to extent that it is under the control of the 
Supplier) and any IT, Information and data (including the 
Confidential Information of the Authority and the Authority 
Data) and any system that could directly or indirectly have an 
impact on that Information, data and/or the Services; 

(d) unless such requirement is waived by the Authority, 
proposed controls that will be implemented in respect of all 
aspects of the Services and all processes associated with 
the delivery of the Services, including the Authority Premises, 
the Sites, the Supplier System, the Authority System (to the 
extent that it is under the control of the Supplier) and any IT, 
Information and data (including the Confidential Information 
of the Authority and the Authority Data) to the extent used by 
the Authority or the Supplier in connection with this 
ContractAgreement or in connection with any system that 
could directly or indirectly have an impact on that 
Information, data and/or the Services; 

(e) the Required Changes Register; 

(f) evidence that the Supplier and each applicable Sub-
contractor is compliant with the Certification Requirements; 
and 

a Personal Data Processing Statement; and 

(g) the diagram documenting the Core Information Management 
System, the Wider Information Management System and the 
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boundary between them [created under Paragraph 4.2 OR 
contained in Annex 4]. 

Part B: Security 
Accreditation 
Paragraph 6.14(i) 
(Accreditation of 
the Core 
Information 
Management 
System) 

Paragraph 6.14(i) has been amended as follows: 
 

(i) an ISO/IEC 27001 (at least ISO/IEC 27001:2013) audit report produced in 
connection with the Certification Requirements indicates significant concerns; 
and  

 
 

Part B: Security 
Accreditation 
Paragraph 7.1 
(Certification 
Requirements) 

Paragraph 7.1 has been amended as follows: 

The Supplier shall ensure, at all times during the term, that it is certified as 
compliant with: 

(a) ISO/IEC 27001: (at least ISO/IEC 27001:2013) 2013 by a 
United KingdomUK Accreditation Service-approved 
certification body or is included within the scope of an 
existing certification of compliance with ISO/IEC 27001 (at 
least ISO/IEC 27001:2013):2013; and  

(b) Cyber Essentials PLUS,  

and shall provide the Authority with a copy of each such certificate of 
compliance before the Supplier shall be permitted to receive, store or 
Process Authority Data.  

 

Part B: Security 
Accreditation 
Paragraph 7.2 
(Certification 
Requirements) 

Paragraph 7.2 has been amended as follows: 
 

Notwithstanding anything else in this Contract, a CMIS CIMS Sub-contractor 
shall be treated for all purposes as a Key Sub-contractor. 

Part B: Security 
Accreditation 
Paragraph 7.4 
(Certification 
Requirements) 

Paragraph 7.4 has been amended as follows: 

The Supplier shall ensure that each Higher Risk Sub-contractor is certified as 
compliant with either: 

(a) ISO/IEC 27001: (at least ISO/IEC 27001:2013) 2013 by a 
United KingdomUK Accreditation Service-approved 
certification body or is included within the scope of an 
existing certification of compliance with ISO/IEC 27001 (at 
least ISO/IEC 27001:2013):2013; and  

(b) Cyber Essentials PLUS,  

and shall provide the Authority with a copy of each such certificate of 
compliance before the Higher Risk Sub-contractor shall be permitted to 
receive, store or Process Authority Data.  
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Part B: Security 
Accreditation 
Paragraph 7.6 
(Certification 
Requirements) 

Paragraph 7.6 has been amended as follows: 
 

The Supplier shall ensure that the Supplier and each Sub-contractor 
who is responsible for the secure destruction of Authority Data: 

(a) securely destroys Authority Data only on Sites which are 
included within the scope of an existing certification of 
compliance with ISO/IEC 27001:2013 (at least ISO/IEC 
27001:2013);  

(b) should satisfy the Authority that their data 
destruction/deletion practices comply with UK GDPR 
requirements and follows all relevant NCSC guidance; 
andare certified as compliant with the NCSC Assured 
Service (CAS) Service Requirement Sanitisation Standard or 
an alternative standard as agreed by the Authority  

(c) must maintain an asset register of all Authority supplied 
information, data and equipment to ensure Authority assets 
are returned and/or deleted. 

Part B: Security 
Accreditation 
Paragraph 8.1(a) 
(Security Testing) 

Paragraph 8.1(a) has been amended as follows: 
 

The Supplier shall, at its own cost and expense: 

(a) procure testing of the Core Information Management System 
by a CHECK Service Provider or a CREST Service Provider 
(an “IT Health Check”):  

(i) prior to it submitting the Security Management Plan to 
the Authority for an Accreditation Decision; 

(ii) before the Supplier is given permission by the 
Authority to Process or manage any Authority Data; 

(iii) if directed to do so by the Authority; and  

(iv) once every 12 months during the Term. 

Part B: Security 
Accreditation 
Paragraph 8.1(d) 
(Security Testing) 

Paragraph 8.1(d) has been amended as follows: 

(d) conduct such other tests as are required by:  

(i) any Vulnerability CorrectionRemediation Action Plans;  

(ii) the ISO/IEC 27001 (at least ISO/IEC 27001:2013) 
certification requirements; 

(iii) the Security Management Plan; and 
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(iv) the Authority following a Breach of Security or a 
significant change to the components or architecture 
of the Core Information Management System, 

(each a "Security Test"). 

 

Part B: Security 
Accreditation 
Paragraph 
8.3(c)(i)(B)(3) 
(Security Testing) 

Paragraph 8.3(c)(i)(B)(3) has been amended as follows: 
 

(3) within 10 7 Working Days of the date the Supplier received the IT 
Health Check report in the case of any vulnerability categorised with a 
severity of “critical”; 

 
 

Part B: Security 
Accreditation 
Paragraph 
8.3(c)(iii) (Security 
Testing) 

Paragraph 8.3(c)(iii) has been amended as follows: 
 

(iii) conduct such further Security Tests on the Core Information 
Management System to provide independent evidence that the 
Supplier has complied withas are required by the Remediation 
ActionVulnerability Correction Plan to confirm that the Vulnerability 
Correction Plan has been complied with. 

 

Part B: Security 
Accreditation 
Paragraph 9.5 
(Vulnerabilities 
and Corrective 
Action) 

Paragraph 9.5 has been amended as follows: 
 

The Security Management Plan shall include provisions for major 
version upgrades of all Supplier COTS Software and Third Party COTS 
Software to be kept up to date such that all Supplier COTS Software 
and Third Party COTS Software are always in mainstreamwith support 
throughout the Agreement PeriodTerm unless otherwise agreed by the 
Authority in writing. 

Part B: Security 
Accreditation 
Paragraph 10.3 
(Malicious 
Software) 

Paragraph 10.3 has been amended as follows: 
 

Any cost arising out of the actions of the Parties taken in compliance 
with the provisions of Paragraph 10.2 shall be borne by the Parties as 
follows: 

(a) by the Supplier where the Malicious Software originates 
from: 

(i) the Supplier Software; 

(ii)  the Third Party Software supplied by the Supplier; or  

(iii) the Authority Data (whilst the Authority Data is or was 
under the control of the Supplier), 

unless, in the case of the Authority Data, the Supplier 
can demonstrate that such Malicious Software was 
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present in the Authority Data and not quarantined or 
otherwise identified by the Authority when the 
Authority provided the Authority Data to the Supplier; 
and  

(b) otherwise by the Authority. 

 

Part B: Security 
Accreditation 
Paragraph 12.1 
(a) (Data 
Processing, 
Storage,  
Management and 
Destruction) 

Paragraph 12.1 (a) has been amended as follows: 

(a) Process Authority Data only in the [UK], except where the Authority 
has given its consent in writing to a transfer of the Authority Data to 
such other country; 

 

Annex 1 to Part B: 
Baseline Security 
Requirements 
Paragraph 2 (End 
User Devices) 

Paragraph 2 has been amended as follows: 
 

1.1 The Supplier shall ensure that any Authority Data which resides on a 
mobile, removable or physically uncontrolled device is stored encrypted 
using a product or system component which has been formally assured 
through a recognised certification process agreed with the Authority except 
where the Authority has given its prior written consent to an alternative 
arrangement. 

1.2 The Supplier shall ensure that any device which is used to Process 
Authority Data meets all of the security requirements set out in the NCSC 
End User Devices Platform Security Guidance, a copy of which can be found 
at:  https://www.ncsc.gov.uk/collection/end-user-device-security. 

2.1 The Supplier must manage, and must ensure that all Sub-contractors 
manage, all end-user devices used by the Supplier on which Authority Data is 
Processed in accordance the following requirements: 

2.1.1 the operating system and any applications that Process or have 
access to Authority Data must be in current support by the vendor, or 
the relevant community in the case of Open Source operating systems 
or applications; 

2.1.2 users must authenticate before gaining access; 

2.1.3 all Authority Data must be encrypted using an encryption tool 
agreed to by the Authority; 

2.1.4 the end-user device must lock and require any user to re-
authenticate after a period of time that is proportionate to the risk 
environment, during which the end-user device is inactive; 

2.1.5 the end-user device must be managed in a way that allows for the 
application of technical policies and controls over applications that have 
access to Authority Data; 
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2.1.6 the Suppler or Sub-contractor, as applicable, can, without 
physical access to the end-user device, remove or make inaccessible 
all Authority Data on the device and prevent any user or group of users 
from accessing the device; 

2.1.7 all end-user devices are within in the scope of any current Cyber 
Essentials Plus certificate held by the Supplier, or any ISO/IEC 27001 
(at least ISO/IEC 27001:2013) certification issued by a UKAS-approved 
certification body, where the scope of that certification includes the 
Services. 

2.2 The Supplier must comply, and ensure that all Sub-contractors comply, 
with the recommendations in NCSC Device Guidance, as updated, amended 
or replaced from time to time, as if those recommendations were incorporated 
as specific obligations under this Agreement. 

2.3 Where there any conflict between the requirements of this Schedule 5 
(Security Management) and the requirements of the NCSC Device 
Guidance, the requirements of this Schedule will take precedence. 

 

Annex 1 to Part B: 
Baseline Security 
Requirements 
Paragraph 3 
(Networking)(Encr
yption) 

Paragraph 3 has been amended as follows: 

1.1The Supplier shall ensure that any Authority Data which it causes to be 
transmitted over any public network (including the Internet, mobile networks 
or un-protected enterprise network) or to a mobile device shall be encrypted 
when transmitted. 

3.6 The Supplier must ensure, and must ensure that all Sub-contractors 
ensure, that Authority Data is encrypted: 

3.6.1 when stored at any time when no operation is being performed on it; 
and 

3.6.2 when transmitted. 

3.7 Where the Supplier, or a Sub-contractor, cannot encrypt Authority Data the 
Supplier must: 

3.7.1 immediately inform the Authority of the subset or subsets of Authority 
Data it cannot encrypt and the circumstances in which and the 
reasons why it cannot do so; 

3.7.2 provide details of the protective measures the Supplier or Sub-
contractor (as applicable) proposes to take to provide equivalent 
protection to the Authority as encryption; and 

3.7.3 provide the Authority with such information relating to the Authority 
Data concerned, the reasons why that Authority Data cannot be 
encrypted and the proposed protective measures as the Authority 
may require. 
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3.8 The Authority, the Supplier and, where the Authority requires, any relevant 
Sub-contractor shall meet to agree appropriate protective measures for the 
unencrypted Authority Data. 

3.9 Where the Authority and Supplier reach agreement, the Supplier must 
update the Security Management Plan to include: 

3.9.1 the subset or subsets of Authority Data not encrypted and the 
circumstances in which that will occur; and 

3.9.2 the protective measure that the Supplier and/or Sub-contractor will 
put in please in respect of the unencrypted Authority Data. 

3.10 Where the Authority and Supplier do not reach agreement within 40 
Working Days of the date on which the Supplier first notified the Authority 
that it could not encrypt certain Authority Data, either party may refer the 
matter to [be determined in accordance with the Dispute Resolution 
Procedure]. 

 

Annex 2 to Part B: 
Security 
Requirements for 
Sub-Contractors 
Paragraph 3.1 
(Data Processing, 
Management and 
Destruction) 

Paragraph 3.1 has been amended as follows: 

The Sub-contractor must not Process any Authority Data outside the 
[UK]. The Authority may permit the Sub-contractor to Process Authority 
Data outside the [UK] and may impose conditions on that permission, 
with which the Sub-contractor must comply. Any permission must be in 
writing to be effective. 

 

Annex 2 to Part B: 
Security 
Requirements for 
Sub-Contractors 
Paragraph 3.2 
(Data Processing, 
Management and 
Destruction) 

Paragraph 3.2 has been amended as follows: 

3.3 The Sub-contractor must securely erase any or all Authority Data held by 
the Sub-contractor when requested to do so by the Authority; and securely 
destroy all media that has held Authority Data at the end of life of that 
media in accordance with the NCSC Assured Service (CAS) Service 
Requirement Sanitisation Standard, or an alternative agreed in writing by 
the Authority. when requested to do so by the Authority: 

(a) securely destroy Authority Data only on Sites which are included within 
the scope of an existing certification of compliance with ISO/IEC 
27001: (at least ISO/IEC 27001:2013);  

(b) satisfy the Authority that their data destruction/deletion practices 
comply with UK GDPR requirements and follows all relevant NCSC 
guidance; and  

(c) maintain an asset register of all Authority supplied information, data 
and equipment to ensure Authority assets are returned and/or 
deleted. 
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Annex 2 to Part B: 
Security 
Requirements for 
Sub-Contractors 
Paragraph 5 (End 
User Devices) 

Paragraph 5 has been amended as follows: 

1.1. The Sub-contractor shall ensure that any Authority Data stored (for 
any period of time) on a mobile, removable or physically uncontrolled 
device is encrypted. The Sub-contractor must follow the Information 
Commissioner’s Office guidance on implementing encryption, which 
can be found at https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-
gdpr/security/encryption/. 
 
1.2 The Supplier shall ensure that any device used to Process 
Authority Data meets all the security requirements set out in the NCSC 
End User Devices Platform Security Guidance, which can be found at: 
https://www.ncsc.gov.uk/guidance/end-user-device-security. 

 

5.4 The Supplier must manage, and must ensure that all Sub-contractors 
manage, all end-user devices used by the Supplier on which Authority 
Data is Processed in accordance the following requirements: 

5.4.1 the operating system and any applications that Process or 
have access to Authority Data must be in current support by 
the vendor, or the relevant community in the case of Open 
Source operating systems or applications; 

5.4.2 users must authenticate before gaining access; 

5.4.3 all Authority Data must be encrypted using an encryption tool 
agreed to by the Authority; 

5.4.4 the end-user device must lock and require any user to re-
authenticate after a period of time that is proportionate to the 
risk environment, during which the end-user device is 
inactive; 

5.4.5 the end-user device must be managed in a way that allows 
for the application of technical policies and controls over 
applications that have access to Authority Data; 

5.4.6 the Suppler or Sub-contractor, as applicable, can, without 
physical access to the end-user device, remove or make 
inaccessible all Authority Data on the device and prevent any 
user or group of users from accessing the device; 

5.4.7 all end-user devices are within in the scope of any current 
Cyber Essentials Plus certificate held by the Supplier, or any 
ISO/IEC 27001 (at least ISO/IEC 27001:2013) certification 
issued by a UKAS-approved certification body, where the 
scope of that certification includes the Services. 

5.5 The Supplier must comply, and ensure that all Sub-contractors comply, 
with the recommendations in NCSC Device Guidance, as updated, 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/
https://www.ncsc.gov.uk/guidance/end-user-device-security
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amended or replaced from time to time, as if those recommendations 
were incorporated as specific obligations under this Contract. 

Where there any conflict between the requirements of this Schedule 5 
(Security Management) and the requirements of the NCSC Device Guidance, 
the requirements of this Schedule will take precedence. 

Annex 2 to Part B: 
Security 
Requirements for 
Sub-Contractors 
Paragraph 6 
(Networking)(Encr
yption) 

Paragraph 6 has been amended as follows: 

1.1 The Supplier shall ensure that any Authority Data which it causes to be 
transmitted over any public network (including the Internet, mobile networks or 
un-protected enterprise network) or to a mobile device shall be encrypted 
when transmitted. 

6.1  The Supplier must ensure, and must ensure that all Sub-contractors 
ensure, that Authority Data is encrypted: 

6.1.1 when stored at any time when no operation is being performed on 
it; and 

6.1.2  when transmitted. 

6.2 Where the Supplier, or a Sub-contractor, cannot encrypt Authority Data 
the Supplier must: 

6.2.1 immediately inform the Authority of the subset or subsets of 
Authority Data it cannot encrypt and the circumstances in which and 
the reasons why it cannot do so; 

6.2.2 provide details of the protective measures the Supplier or Sub-
contractor (as applicable) proposes to take to provide equivalent 
protection to the Authority as encryption; and 

6.2.3 provide the Authority with such information relating to the 
Authority Data concerned, the reasons why that Authority Data cannot 
be encrypted and the proposed protective measures as the Authority 
may require. 

6.3 The Authority, the Supplier and, where the Authority requires, any relevant 
Sub-contractor shall meet to agree appropriate protective measures for the 
unencrypted Authority Data. 

6.4 Where the Authority and Supplier reach agreement, the Supplier must 
update the Security Management Plan to include: 

6.4.1 the subset or subsets of Authority Data not encrypted and the 
circumstances in which that will occur; and 

6.4.2 the protective measure that the Supplier and/or Sub-contractor 
will put in please in respect of the unencrypted Authority Data. 

6.5 Where the Authority and Supplier do not reach agreement within 40 
Working Days of the date on which the Supplier first notified the Authority that 
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it could not encrypt certain Authority Data, either party may refer the matter to 
[be determined in accordance with the Dispute Resolution Procedure]. 

 

Annex 3: Security 
Management Plan 
Template 

This Annex has been deleted, and there is only one Annex 3 for Part A and 
Part B. 

 

Schedule 6 – Insurance Requirements 

Annex 1: 
Required 
Insurances 
Part B: Third 
Party Public and 
Products Liability 
Insurance 
Paragraph 3 
(Limit of 
Indemnity) 

The following wording has been added to the guidance accompanying 
Paragraph 3: 
 

[The wording on the limit of indemnity for third party public and 
products liability reflects what is available in UK insurance market 
conditions for this type of insurance only. While insurance is available in 
the UK on this basis, it may not be available in other parts of the world, 
in which case Suppliers may need to seek an alternative UK insurance 
policy on this basis.]  
 

 

Schedule 9 – Commercially Sensitive Information 

New Paragraphs 
1-3 

New Paragraphs 1-3 have been added as follows: 
 

1 In this Schedule the Parties have sought to identify the Supplier's 
Confidential Information that is genuinely commercially sensitive and 
the disclosure of which would be the subject of an exemption under the 
FOIA and the EIRs. 

2 Where possible, the Parties have sought to identify when any relevant 
Information will cease to fall into the category of Information to which 
this Schedule applies in the table below (please see the column 
“Duration of Confidentiality”). 

3 Without prejudice to the Authority’s obligation to disclose Information in 
accordance with FOIA or Clause 19 (Confidentiality), the Authority will, 
in its sole discretion, acting reasonably, seek to apply the relevant 
exemption set out in the FOIA to the following Information: 
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Schedule 12 - Software 

Throughout 

Changes have been made to clause references to reflect the new IPR terms 
in Schedule 36 (as to which, please see below) which have been moved from 
the Core Terms and amended. 

 
 

Schedule 18 – Financial Distress 

Throughout 
Paragraphs have been renumbered following amendments.  
 

Paragraph 3.1 
(Financial 
Distress Events) 

New Financial 
Distress Events 

Paragraph 3.1 has been amended as follows: 
 

3.1 The following shall be Financial Distress Events: 

(a) the credit rating of an FDE Group entity dropping below the 
applicable Credit Rating Threshold; 

(b) an FDE Group entity issuing a profits warning to a stock 
exchange or making any other public announcement, in each 
case about a material deterioration in its financial position or 
prospects; 

(c) there being a public investigation into improper financial 
accounting and reporting, suspected fraud or any other 
impropriety of an FDE Group entity;  

(d) an FDE Group entity committing a material breach of 
covenant to its lenders;  

(e) a Key Sub-contractor notifying the Authority that the Supplier 
has not satisfied any material sums properly due under a 
specified invoice and not subject to a genuine dispute;  

(f) any FDE Group entity extends the filing period for filing its 
accounts with the Registrar of Companies so that the filing 
period ends more than 9 months after its accounting 
reference date without an explanation to the Authority which 
the Authority (acting reasonably) considers to be adequate; 

(g) any FDE Group entity is late to file its annual accounts 
without a public notification or an explanation to the Authority 
which the Authority acting reasonably considers to be 
adequate; 

(h) the directors and/or external auditors of any FDE Group 
entity conclude that a material uncertainty exists in relation to 
that FDE Group entity’s going concern in the annual report 
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including in a reasonable but plausible downside scenario. 
This includes, but is not limited to, commentary about 
liquidity and trading prospects in the reports from directors or 
external auditors; 

(i) any of the following: 

(i) any FDE Group entity makes a public announcement 
which contains adverse commentary with regards to 
that FDE Group entity’s liquidity and trading and 
trading prospects, such as but not limited to, a profit 
warning or ability to trade as a going concern; 

(ii) commencement of any litigation against an FDE 
Group entity with respect to financial indebtedness 
greater than £5m or obligations under a service 
contract with a total contract value greater than £5m;  

(iii) non-payment by an FDE Group entity of any financial 
indebtedness; 

(iv) any financial indebtedness of an FDE Group entity 
becoming due as a result of an event of default; 

(v) the cancellation or suspension of any financial 
indebtedness in respect of an FDE Group entity; or 

(vi) the external auditor of an FDE Group entity 
expressing a qualified opinion on, or including an 
emphasis of matter in, its opinion on the statutory 
accounts of that FDE entity; 

in each case which the Authority reasonably believes (or 
would be likely reasonably to believe) could directly impact 
on the continued performance and delivery of the Services in 
accordance with this AgreementContract; and 

(j) any [one] of the Financial Indicators set out at Paragraph 5 
for any of the FDE Group entities failing to meet the required 
Financial Target Threshold. 

Paragraph 4.4 
(Consequences of 
Financial Distress 
Events) 

Paragraph 4.4 has been amended as follows: 
 

4.4 The Authority shall not withhold its approval of a draft Financial Distress 
Remediation Plan unreasonably. If the Authority does not approve the draft 
Financial Distress Remediation Plan, it shall inform the Supplier of its 
reasons and the Supplier shall take those reasons into account in the 
preparation of a further draft Financial Distress Remediation Plan, which 
shall be resubmitted to the Authority within 5 Working Days of the rejection 
of the first draft. This process shall be repeated until the Financial Distress 
Remediation Plan is either: 
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(a)  approved by the Authority; 

(b) referred, by notice sent by either Party to the other Party 
explaining why it thinks the Financial Distress Remediation 
Plan has not been approved, to commercial negotiation led 
by senior representatives who have authority to agree the 
Financial Distress Remediation Plan to be held within 28 
days of the date of the noticeor referred to the Dispute 
Resolution Procedure under Paragraph 4.5; or 

(c) finally rejected by the Authority. 

(d) If the Authority considers that the draft Financial Distress 
Remediation Plan is insufficiently detailed to be properly 
evaluated, will take too long to complete or will not ensure 
the continued performance of the Supplier’s obligations in 
accordance with the AgreementContract, then it may either 
agree a further time period for the development and 
agreement of the Financial Distress Remediation Plan or 
escalate any issues with the draft Financial Distress 
Remediation Plan using the Dispute Resolution Procedure. 

Paragraph 6.1 
(Termination 
Rights) 

Paragraph 6.1 has been amended as follows: 
 

6.1 The Authority shall be entitled to terminate this AgreementContract under 
Clause 313.1(b) (Termination by the Authority) if: 

(a) the Supplier fails to notify the Authority of a Financial 
Distress Event in accordance with 2.3(c); 

(b) the Supplier fails to comply with any part of Paragraph 4.3; 

(c) the Parties fail to agreeAuthority finally rejects a Financial 
Distress Remediation Plan (or any updated Financial 
Distress Remediation Plan) in accordance with Paragraphs 
4.44.3to 4.5; and/or 

(d) the Supplier fails to comply with the terms of the Financial 
Distress Remediation Plan (or any updated Financial 
Distress Remediation Plan) in accordance with Paragraph 
4.5©. 

 
 

Schedule 19 – Financial Reports and Audit Rights 

Part B: Financial 
Reports 
Paragraph 1.6 
(Provision of 
Financial Reports) 

Paragraph 1.6 has been amended as follows: 
 

1.6 The Supplier shall: 
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(a) prepare each Financial Report using the same methodology 
as that used for the Contract Inception Report; 

(b) to the extent permitted by Law, ensure that each Annual 
Contract Report and each Contract Amendment Report (if 
any) is a true and fair reflection of the Costs and Supplier 
Profit Margin forecast by the Supplier; 

(c) to the extent permitted by Law, ensure that the Final 
Reconciliation Report is a true and fair reflection of the 
Costs; and 

(d) not have any other internal financial model in relation to the 
Services inconsistent with the Financial Model. 

 

 
 

Schedule 23 – Dispute Resolution Procedure 

Paragraph 1 
(Definitions)  
“CEDR” 

The definition has been amended as follows: 
 
CEDR 
 
the Centre for Effective Dispute Resolution of International Dispute Resolution 
Centre 1 Patternoster Lane, St Paul’s, London, EC4M 7BQ, 70 Fleet Street, 
London, EC4Y 1EU; 

 
 
 
 

Schedule 24 – Reports and Records Provisions 

Throughout  Clause references to Core Terms and Paragraph references updated. 

Paragraph 4.3 

Paragraph 4.3 has been amended as follows: 
 

For the avoidance of doubt, the Virtual Library (excluding any Software 
used to host it) shall form a database which constitute Project Specific 
IPR which shall be assigned to the Authority pursuant to Clause 17.1 
(Project Specific IPR)Paragraph 2.1 of Schedule 32 (Intellectual 
Property Rights) of this ContractAgreement.   
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Annex 3: Records 
to upload to virtual 
library 

Clause references to Core Terms and Paragraph references updated. 
 
New lines added to the table as follows: 
 

Applicabl
e Clause/ 
Paragrap
h 

Required 
Data 

Format of 
Data 

Initial 
Upload 
Date 

Update 
Requireme
nt 

Access 
Permissio
n and 
Access 
Event 
(where 
applicabl
e) 

Cl.5.5 (e), 
(f), 5.8(b), 
Paragraph
[s] 
172.1(a) 
[and 
172.2(a)(ii) 
(include 
only 
where 
Option 1 
or 2 in 
Sch. 32 is 
chosen)] 

Document
ation 

As 
appropriat
e and 
agreed by 
the 
Authority 

Within 
seven 
(7) days 
of the 
issue of 
a 
Mileston
e 
Achieve
ment 
Certificat
e in 
respect 
of the 
relevant 
Delivera
ble. 

- Authority 

Cl 33.8(h) Annual 
slavery 
and 
human 
trafficking 
report 

As 
appropriat
e and 
agreed by 
the 
Authority 

Within 
twelve 
(12) 
months 

Every 
twelve (12) 
months 

Authority 

Sch 25, 
Para 
6.3(e) 

Provide up 
to date 
Registers 
during the 
Terminatio
n 
Assistance 
Period 

As 
appropriat
e 

As 
requeste
d by the 
Authority 

As 
appropriate 

 

 

 
 

Schedule 25 – Exit Management 
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Paragraph 1 
(Definitions) 
“Registers” 

The definition of Registers has been deleted.  

Paragraph 6.1 
(Notification of 
Requirements for 
Termination 
Services) 

Paragraph 6.1 has been amended as follows: 
 

6.1 The Authority shall be entitled to require the provision of Termination 
Services at any time during the Term by giving written notice to the 
Supplier (a “Termination Assistance Notice”) at least 4 months prior to 
the date of termination or expiry of this AgreementContract or as soon as 
reasonably practicable (but in any event, not later than 1 month) following 
the service by either Party of a Termination Notice.  The Termination 
Assistance Notice shall specify: 

(a) the date from which Termination Services are required; 

(b) the nature of the Termination Services required; and 

(c) the period during which it is anticipated that Termination 
Services will be required, which shall continue no longer than 
24 months after the date that the Supplier ceases to provide 
the terminated Services. expiry of the Initial Term or any 
Extension Period or earlier termination of this Contract; 

Paragraph 6.2 
(Notification of 
Requirements for 
Termination 
Services) 

6.2 The Authority shall have: 

(a) an option to extend the period of assistance beyond the 
period specified in the Termination Assistance Notice 
provided that such extension shall not extend the 
Termination Assistance period beyond the date which is  for 
more than 630 months after expiry of the Initial Term or any 
Extension Period or earlier termination of this Contract the 
date the Supplier ceases to provide the Services or, if 
applicable, beyond the end of the Termination Assistance 
Period and provided that it shall notify the Supplier to such 
effect no later than 20 Working Days prior to the date on 
which the provision of Termination Services is otherwise due 
to expire; and  

(b) the right to terminate its requirement for Termination 
Services by serving not less than 20 Working Days' written 
notice upon the Supplier to such effect. 

Paragraph 7.2 
(Assets, Sub-
contracts and 
Software) 

Paragraph 7.2 has been amended as follows: 

7.2 Within 20 Working Days of receipt of the up-to-date Registers provided by 
the Supplier pursuant to Paragraph 6.3(e), the Authority shall provide 
written notice to the Supplier setting out: 
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(a) which, if any, of the Transferable Assets the Authority 
requires to be transferred to the Authority and/or the 
Replacement Supplier in respect of the terminated Services 
(“Transferring Assets”); 

(i) which, if any, of: 

(A) the Exclusive Assets that are not Transferable 
Assets; and  

(B) the Non-Exclusive Assets, 

the Authority and/or the Replacement Supplier 
requires the continued use of; and 

(b) which, if any, of Transferable Contracts the Authority requires 
to be assigned or novated to the Authority and/or the 
Replacement Supplier (the “Transferring Contracts”), 

in order for the Authority and/or its Replacement Supplier to provide the 
Services from the expiry of the Termination Assistance Period.  Where 
requested by the Authority and/or its Replacement Supplier, the Supplier shall 
provide all reasonable assistance to the Authority and/or its Replacement 
Supplier to enable it to determine which Transferable Assets and Transferable 
Contracts the Authority and/or its Replacement Supplier requires to provide 
the Services or Replacement Services.  Where requested by the Supplier, the 
Authority and/or its Replacement Supplier shall discuss in good faith with the 
Supplier which Transferable Contracts are used by the Supplier in matters 
unconnected to the Services or Replacement Services. 

Paragraph 7.9(b) 
(Assets, Sub-
contracts and 
Software) 

Paragraph 7.9(b) has been amended as follows: 

(b) in relation to any matters arising after the date of assignment or 
novation of such Sub-contract where the loss, liability or cost arises as 
a result of the Supplier’s failure to comply with Clause 16 (Intellectual 
Property Rights) and/or Clause 17 (Transfer and Licences Granted by 
the Supplier).Schedule 32 (Intellectual Property Rights). 

Annex 1 (Scope 
of Termination 
Services) 
Paragraph 1.1 

The following termination services have been added to Annex 1 or amended: 

1.1 The Termination Services to be provided by the Supplier shall 
include such of the following services as the Authority may specify: 

… 
(j) agreeing with the Authority an effective communication 

strategy and joint communications plan which sets out the 
implications for Supplier Personnel, Authority Staff, 
customers and key stakeholders; 

… 
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(k) reviewing all Software libraries used in connection with the 
Services and providing details of these to the Authority 
and/or the Replacement Supplier; 

… 

(bb) knowledge transfer services, including: 

(i) transferring all training material and providing 
appropriate training to those Authority and/or 
Replacement Supplier staff responsible for internal 
training in connection with the provision of the 
Services; 

(ii) providing for transfer to the Authority and/or the 
Replacement Supplier of all knowledge reasonably 
required for the provision of the Services which may, 
as appropriate, include information, records and 
documents; and 

(iii) providing the Supplier and/or the Replacement 
Supplier with access to such members of the 
Supplier's or its Sub-contractors' personnel as have 
been involved in the design, development, provision or 
management of the Services and who are still 
employed or engaged by the Supplier or its Sub-
contractors; and. 

(iv) allowing the Authority and/or the Replacement 
Supplier to work alongside and observe the 
performance of the Services by the Supplier at its 
Sites used to fulfil the Services (subject to compliance 
by the Authority and the Replacement Supplier with 
any applicable security and/or health and safety 
restrictions, 

and any such person who is provided with such knowledge 
transfer services will sign a confidentiality undertaking in 
favour of the Supplier (in such form as the Supplier shall 
reasonably require)). 

Annex 1 (Scope 
of Termination 
Services) 
Paragraph 1.2 

Paragraph 1.2 has been amended as follows: 

1.2 The Supplier shall: 

1.2.1.1 provide a documented plan relating to the 
training matters referred to in Paragraph 
1.19(k) 1.1(n) for agreement by the Authority at 
the time of termination or expiry of this 
AgreementContract; 

1.2.1.2 co-operate fully in the execution of the 
handover plan agreed pursuant to Paragraph 



73 
 

1.1(o) 1.1(r) providing skills and expertise of a 
suitable standard; and 

1.2.1.3 fully co-operate in the execution of the Authority 
Database migration plan agreed pursuant to 
Paragraph 1.1(w)1.1(z), providing skills and 
expertise of a reasonably acceptable standard. 

 

Annex 1 (Scope 
of Termination 
Services) 
Paragraph 1.4 

Paragraph 1.4 has been amended as follows: 

1.4 The information which the Supplier shall provide to the Authority and/or 
the Replacement Supplier pursuant to Paragraph 1.1(z) 1.1(aa) shall 
include: 

(a) copies of up-to-date procedures and operations manuals; 

(b) product information; 

(c) agreements with third party suppliers of goods and services 
which are to be transferred to the Authority and/or the 
Replacement Supplier; 

(d) key support contact details for third party supplier personnel 
under contracts which are to be assigned or novated to the 
Authority pursuant to this Schedule; 

(e) information regarding any unresolved faults in progress at 
the commencement of the Termination Assistance Period as 
well as those expected to be in progress at the end of the 
Termination Assistance Period; 

(f) details of physical and logical security processes and tools 
which will be available to the Authority; and 

(g) any relevant interface information, 

and such information shall be updated by the Supplier at the end of the 
Termination Assistance Period.   

Annex 2: Draft 
Ethical Wall 
Agreement 

The Ethical Wall Agreement has been updated. Please see the Annex to 
compare any differences to the previous version of the Ethical Wall 
Agreement. 

 

Schedule 26 – Service Continuity and Corporate Resolution 
Planning 

Part A: Service 
Continuity Plan 

Paragraph 7.1 has been amended as follows: 
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Paragraph 7.1 
(Review and 
Amendment of the 
Service Continuity 
Plan) 

7.1 The Supplier shall review and update the Service Continuity Plan (and the 
risk analysis on which it is based): 

(a) on a regular basis and as a minimum once every [6 months 
/ 12 months]; 

(b) within three calendar months of the Service Continuity Plan 
(or any part) having been invoked pursuant to Paragraph 9;  

(c) within 14 days of a Financial Distress Event; 

(d) within 30 days of a Corporate Change Event (unless the 
Relevant Authority (acting reasonably) agrees to a Corporate 
Change Event Grace Period, as set out in Paragraph 
1.1.1(b)(i), in which case that Corporate Change Event 
Grace Period will apply); and 

(e) where the Authority requests any additional reviews (over 
and above those provided for in Paragraphs 1.1.1(a) to 
1.1.1(d)) by notifying the Supplier to such effect in writing, 
whereupon the Supplier shall conduct such reviews in 
accordance with the Authority's written requirements.  Prior 
to starting its review, the Supplier shall provide an accurate 
written estimate of the total costs payable by the Authority for 
the Authority’s approval.  The costs of both Parties of any 
such additional reviews shall be met by the Authority except 
that the Supplier shall not be entitled to charge the Authority 
for any costs that it may incur above any estimate without the 
Authority’s prior written approval.  

Part B: Corporate 
Resolution 
Planning 
Paragraph 1.1 
Guidance 
(Service Status 
and Supplier 
Status) 

The guidance accompanying Paragraph 1.1 has been amended as follows: 

[Guidance: A Critical Service Contract is a service contract which the 
Authority has categorised as a Gold contract using the Cabinet Office 
Contract Tiering Tool available on the Knowledge Hub or which the 
Authority in consultation with the Cabinet Office Markets and Suppliers 
Team if appropriate otherwise considers should be classed as a Critical 
Service Contract.] 

 

Paragraph 1.2 
(Service Status 
and Supplier 
Status) 

Paragraph 1.2 has been amended as follows: 
 

1.2 The Supplier shall notify the Authority and the Cabinet Office Markets 
and Suppliers Team (Resolution.planning@cabinetoffice.gov.uk) in 
writing within 5 Working Days of the Effective Date and throughout the 
Term within 120 days after each Accounting Reference Date as to 
whether or not it is a Public Sector Dependent Supplier. 

 

Paragraph 2.3 
(Provision of 
Corporate 

Paragraph 2.3 has been amended as follows: 
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Resolution 
Planning 
Information (CRP 
Information)) 

The Supplier shall ensure that the CRP Information provided pursuant to 
Paragraphs 2.2, 2.8 and 2.9 of this Part B: 

(a) is full, comprehensive, accurate and up to date; 

(b) is split into two three parts: 

(i) Exposure Information (Contracts List); 

(ii) Corporate Resolvability Assessment (Structural Review); 

           Group Structure Information and Resolution Commentary; 

(iii) UK Public Service / CNI Contract InformationFinancial 
Information and Commentary 

and is structured and presented in accordance with the 
requirements and explanatory notes set out at the relevant Annex 
I of the latest published versions of the Resolution Planning 
Guidance Notes published by the Cabinet Office Government 
Commercial Function and available at 
https://www.gov.uk/government/publications/the-sourcing-and-
consultancy-
playbookshttps://www.gov.uk/government/publications/the-
outsourcing-playbook and contains the level of detail required 
(adapted as necessary to the Supplier’s circumstances); 

(c) incorporates any additional commentary, supporting documents 
and evidence which would reasonably be required by the Relevant 
Authority or Relevant Authorities to understand and consider the 
information for approval; 

(d) provides a clear description and explanation of the Supplier Group 
members that have agreements for goods, services or works 
provision in respect of UK Public Sector Business and/or Critical 
National InfrastructureCNI and the nature of those agreements; 
and 

(e) complies with the requirements set out at Annex 1 (Group 
Structure Information and Resolution CommentaryExposure 
Information (Contracts List)), and Annex 2 (UK Public Sector / CNI 
Contract InformationCorporate Resolvability Assessment 
(Structural Review)) and Annex 3 (Financial Information and 
Commentary) respectively. 

Paragraph 2.8 
(Provision of 
Corporate 
Resolution 
Planning 
Information (CRP 
Information)) 

Paragraph 2.8 has been amended as follows: 
 

2.8 If this AgreementContract is a Critical Service Contract, the Supplier shall 
provide an updated version of the CRP Information (or, in the case of 
Paragraph 1.1.1(c) of this Part B its initial CRP Information) to the 
Relevant Authority or Relevant Authorities: 
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(a) within 14 days of the occurrence of a Financial Distress 
Event (along with any additional highly confidential 
information no longer exempted from disclosure under 
Paragraph 2.11 unless the Supplier is relieved of the 
consequences of the Financial Distress Event under 
Paragraph 7.1 of Schedule 18 (Financial Distress) 

(b) within 30 days of a Corporate Change Event unless: 

(i) the Supplier requests and the Relevant Authority 
(acting reasonably) agrees to a Corporate Change 
Event Grace Period, in the event of which the time 
period for the Supplier to comply with this Paragraph 
shall be extended as determined by the Relevant 
Authority (acting reasonably) but shall in any case be 
no longer than six months after the Corporate Change 
Event.  During a Corporate Change Event Grace 
Period the Supplier shall regularly and fully engage 
with the Relevant Authority to enable it to understand 
the nature of the Corporate Change Event and the 
Relevant Authority shall reserve the right to terminate 
a Corporate Change Event Grace Period at any time if 
the Supplier fails to comply with this Paragraph; or 

(ii)  not required pursuant to Paragraph 2.10; 

(c) within 30 days of the date that: 

(i) the credit rating(s) of each of the Supplier and its 
Parent Undertakings fail to meet any of the criteria 
specified in Paragraph 2.10; or 

(ii) none of the credit rating agencies specified at 
Paragraph 2.10 hold a public credit rating for the 
Supplier or any of its Parent Undertakings; and 

(d) in any event, within 6 months after each Accounting 
Reference Date or within 15 months of the date of the 
previous Assurance received from the Relevant Authority 
(whichever is the earlier), unless: 

(i) updated CRP Information has been provided under 
any of Paragraphs 1.1.1(a) 1.1.1(b) or 1.1.1(c) since 
the most recent Accounting Reference Date (being no 
more than 12 months previously) within the timescales 
that would ordinarily be required for the provision of 
that information under this Paragraph 1.1.1(d); or 

(ii) unless not required pursuant to Paragraph 2.10. 

Annex 1: Group 
Structure 
Information and 

Annex 1 has been renamed and Paragraphs 1.1-1.3 of the previous version of 
Annex 1 have been moved to new Annex 2.  
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Resolution 
Commentary 
Exposure 
Information 
(Contracts List) 

Annex 2: 
Corporate 
Resolvability 
Assessment 
(Structural 
Review) 

Paragraphs 1.1-1.3 of the previous Annex 1 have been moved here: 
 

1.1 provide sufficient information to allow the Relevant Authority to understand 
the implications on the Supplier Group’s UK Public Sector Business and 
CNI contracts listed pursuant to Annex 1 if the Supplier or another member 
of the Supplier Group is subject to an Insolvency Event. 

1.2 ensure that the information is presented so as to provide a simple, 
effective and easily understood overview of the Supplier Group; and 

1.3 provide full details of the importance of each member of the Supplier 
Group to the Supplier Group’s UK Public Sector Business and CNI 
contracts listed pursuant to Annex 1 2 and the dependencies between 
each. 

 

Annex 3: 
Financial 
Information and 
Commentary 

The following new provisions are included in Annex 3: 
 

1 The Supplier shall: 

1.1 provide sufficient financial information for the Supplier Group level, 
contracting operating entities level, and shared services entities’ level 
to allow the Relevant Authority to understand the current financial 
interconnectedness of the Supplier Group and the current performance 
of the Supplier as a standalone entity; and 

1.2 ensure that the information is presented in a simple, effective and 
easily understood manner. 

2 For the avoidance of doubt the financial information to be provided 
pursuant to Paragraph 1 of this Annex 3 should be based on the most 
recent audited accounts for the relevant entities (or interim accounts 
where available) updated for any material changes since the 
Accounting Reference Date provided that such accounts are available 
in a reasonable timeframe to allow the Supplier to comply with its 
obligations under this Schedule 26.  If such accounts are not available 
in that timeframe, financial information should be based on unpublished 
unaudited accounts or management accounts (disclosure of which to 
the Cabinet Office Markets and Suppliers Team remains protected by 
confidentiality). 
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Schedule 28 – Staff Transfer 

Throughout 
References to the Acquired Rights Directive have been removed. 
 

Guidance 

Guidance has been added to the schedule as follows: 
 
[Guidance: Authorities will need to take their own legal advice on this 
Schedule 28 and, in particular, on Part D (Pensions).  
 
Authorities will need to ensure that appropriate provisions are included 
to deal with staff transfer on both entry and exit, and, irrespective of 
whether TUPE does apply on entry if there are employees eligible for 
New Fair Deal pension protection then the appropriate pensions 
provisions will also need to be selected. 
 
If there is a staff transfer from the Authority on entry (1st generation) 
then Part A shall apply. 
 
If there is a staff transfer from former/incumbent supplier on entry (2nd 
generation), Part B shall apply. 
 
If there is both a 1st and 2nd generation staff transfer on entry, then both 
Part A and Part B shall apply. 
 
If either Part A and/or Part B apply, then consider whether Part D 
(Pensions) shall apply and which Annex shall apply (either D1 (CSPS), 
D2 (NHSPS), D3 (LGPS) or D4 (Other Schemes)). Part D pensions may 
also apply where there is not a TUPE transfer for example where the 
incumbent provider is successful. 
 
If there is no staff transfer (either 1st generation or 2nd generation) at 
the Start Date then Part C shall apply and Part D pensions may also 
apply where there is not a TUPE transfer for example where the 
incumbent provider is successful. 
 
If the position on staff transfers is not known at the bid stage, include 
Parts A, B, C and D at the bid stage and then update the Authority 
Contract Details before signing to specify whether Parts A and/or B, or C 
and D apply to the Contract. Authorities should note that which parts of 
this schedule are applicable is likely to be material to Suppliers for bid 
development and pricing and therefore clarity on this early on in the 
procurement process is likely to assist Suppliers in preparing bids. 
 
Part E (dealing with staff transfer on exit) shall apply to every Contract. 
For further guidance on this Schedule contact Government Legal 
Department’s Employment Law Group] 
 

Paragraph 1 
(Definitions) 

The following definition has been added: 
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“Admission 
Agreement” 

Admission Agreement 
 
As defined in Part A 

Paragraph 1 
(Definitions) 
“New Fair Deal 
Employees” 

The following definition has been added: 
 
New Fair Deal Employees 
 
As defined in Part D 

New Paragraph 3 
(Applicable Parts 
of this Schedule) 

A new Paragraph 3 has been inserted as follows: 
 

3.1 Only the following parts of this Schedule shall apply to this Contract: 

[Delete if not applicable to the Contract] 

(a) [Part A (Staff Transfer At Start Date – Outsourcing From the 
Authority)] 

(b) [Part B (Staff Transfer At Start Date – Transfer From Former 
Supplier)] 

(c) [Part C (No Staff Transfer On Start Date)] 

(d) [Part D (Pensions)] 

(i) [ - Annex D1 (CSPS)    ] 

(ii) [ - Annex D2 (NHSPS)    ] 

(iii) [ - Annex D3 (LGPS)   ] 

(iv) [ - Annex D4 (Other Schemes)  ] 

(e) Part E (Staff Transfer on Exit) 

(v) Annex E1 (List of Notified Subcontractors) 

(vi) Annex E2 (Staffing Information) 

Part D: Pensions 
(throughout) 
 

Broken cross-references have been fixed.   

Part D: Pensions 
Paragraph 1.1 
(Definitions) 
“Fair Deal Eligible 
Employees” 

The definition has been amended as follows: 

 
Fair Deal Eligible Employees 
 
means each of the CSPS Eligible Employees (as defined in Annex D1 to this 
Part D), the NHSPS Eligible Employees (as defined in Annex D2 to this 
Part D) and/or the LGPS  Eligible Employees (as defined in Annex D3 to this 
Part D) (as applicable) (and shall include any such employee who has been 
admitted to and/or remains eligible to join a Broadly Comparable pension 
scheme at the relevant time in accordance with paragraph 10 or 11 of this 
Part D; 
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Part D: Pensions 
Paragraph 1.1 
(Definitions) 
“New Fair Deal” 

The following definition has been added: 

New Fair Deal 
 

the revised Fair Deal position set out in the HM Treasury guidance:  "Fair Deal 
for Staff Pensions: Staff Transfer from Central Government" issued in 
October 2013 including: 

any amendments to that document immediately prior to the Relevant Transfer 
Date; and 
 
any similar pension protection in accordance with the subsequent Annex D1-
D3 inclusive as notified to the Supplier by the Authority. 

Annex D4: Other 
Schemes 
Guidance 

The following guidance has been added to Annex D4: 

[Guidance: Placeholder for Pension Schemes other than LGPS, CSPS & 
NHSPS] 

Part E: 
Employment Exit 
Provisions 
(throughout) 
 

Broken cross-references have been fixed.   

 

Schedule 29 – Key Personnel 

New Paragraph 1 

The following wording has been added as a new paragraph 1: 
 

1. This Schedule lists the key roles (“Key Roles”) and names of the persons 
who the Supplier shall appoint to fill those Key Roles at the Start Date 
(“Key Personnel”).   

 

 

Schedule 30 – Deed of Guarantee 

Guidance 

The following new guidance has been added to the schedule: 
 
[Guidance: this is a draft form of guarantee which can be used to 
procure a Guarantee, but it will need to be amended to reflect the 
Beneficiary’s requirements.] 

 

Schedule 31 – Processing Data 

Throughout 
References to “GDPR” have been updated to “UK GDPR” 
 

Paragraph 1.1 Paragraph 1.1 has been amended as follows: 
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1.1 This Schedule shall be completed by the Controller, who may take 
account of the view of the ProcessorsProcessor, however the final 
decision as to the content of this Schedule shall be with the Authority at 
its absolute discretion. 

Table 

The table has been amended as follows: 
 

Description  Details 

Plan for return and 
destruction of the 
data once the 
processing is 
complete 

UNLESS 
requirement under 
union or member 
state law to 
preserve that type 
of data 

[Describe how long the data will be retained for, how 
it be returned or destroyed] 

Locations at which 
the Supplier and/or 
its Sub-contractors 
process Personal 
Data under this 
Contract 

[Clearly identify each location] 

Protective 
Measures that the 
Supplier and, where 
applicable, its Sub-
contractors have 
implemented to 
protect Personal 
Data processed 
under this Contract 
Agreement against 
a breach of security 
(insofar as that 
breach of security 
relates to data) or a 
Personal Data 
Breach 

[Please be as specific as possible] 

 

Annex 1: Joint 
Controller 
Agreement 
Paragraph 2.1(d) 
(Undertakings of 
both Parties)  

Paragraph 2.1(d) has been amended as follows: 
 

2.1 The Supplier and the Authority each undertake that they shall: 

(d) not disclose or transfer the Personal Data to any third party 
unless necessary for the provision of the Services and, for 
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any disclosure or transfer of Personal Data to any third party, 
(save where such disclosure or transfer is specifically 
authorised under this Contract Agreement or is required by 
Law) that disclosure or transfer of Personal Data is otherwise 
considered to be lawful processing of that Personal Data in 
accordance with Article 6 of the UK GDPR or EU GDPR (as 
the context requires). For the avoidance of doubt to which 
Personal Data is transferred must be subject to equivalent 
obligations which are no less onerous than those set out in 
this Annex.  

Annex 1: Joint 
Controller 
Agreement 
New Paragraph 
2.1(k) 
(Undertakings of 
both Parties) 

New paragraph 2.1(k) has been added as follows: 
 

2.1 The Supplier and the Authority each undertake that they shall: 

(k) where the Personal Data is subject to UK GDPR, not transfer 
such Personal Data outside of the UK unless the prior written 
consent of the non-transferring Party has been obtained and 
the following conditions are fulfilled: 

(i) the transfer is in accordance with Article 45 of the UK 
GDPR or DPA 2018 Section 73; or 

(ii) the transferring Party has provided appropriate 
safeguards in relation to the transfer (whether in 
accordance with Article 46 of the UK GDPR or DPA 
2018 Section 75) as agreed with the non-transferring 
Party which could include the International Data 
Transfer Agreement or International Data Transfer 
Agreement Addendum to the European Commission’s 
SCCs as published by the Information 
Commissioner’s Office and as set out in Annex 2 to 
Schedule 31(Processing Personal Data) (as 
appropriate), as well as any additional measures; 

(iii) the Data Subject has enforceable rights and effective 
legal remedies; 

(iv) the transferring Party complies with its obligations 
under the Data Protection Legislation by providing an 
adequate level of protection to any Personal Data that 
is transferred (or, if it is not so bound, uses its best 
endeavours to assist the non-transferring Party in 
meeting its obligations); and 

(v) the transferring Party complies with any reasonable 
instructions notified to it in advance by the non-
transferring Party with respect to the processing of the 
Personal Data; and 
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Annex 1: Joint 
Controller 
Agreement 
New Paragraph 
2.1(l) 
(Undertakings of 
both Parties) 

A new paragraph 2.1(l) has been inserted as follows: 
 

2.2 The Supplier and the Authority each undertake that they shall: 

(l) where the Personal Data is subject to EU GDPR, not transfer 
such Personal Data outside of the EU unless the prior written 
consent of non-transferring Party has been obtained and the 
following conditions are fulfilled: 

(i) the transfer is in accordance with Article 45 of the EU 
GDPR;  

(ii) the transferring Party has provided appropriate 
safeguards in relation to the transfer in accordance 
with Article 46 of the EU GDPR as determined by the 
non-transferring Party which could include relevant 
parties entering into Standard Contractual Clauses in 
the European Commission’s decision 2021/914/EU 
set out in Annex 3 to Schedule 31 as well as any 
additional measures; 

(iii) the Data Subject has enforceable rights and effective 
legal remedies; 

(iv) the transferring Party complies with its obligations 
under the EU GDPR by providing an adequate level of 
protection to any Personal Data that is transferred (or, 
if it is not so bound, uses its best endeavours to assist 
the non-transferring Party in meeting its obligations); 
and 

(v) the transferring Party complies with any reasonable 
instructions notified to it in advance by the non-
transferring Party with respect to the processing of the 
Personal Data. 

New Annex 2 
Part A: 
International Data 
Transfer 
Agreement 
Part B: 
International Data 
Transfer 
Agreement 
Addendum to the 
EU Commission 
Standard 
Contractual 
Clauses 

A new Annex 2 has been added to Schedule 31 which contains the 
International Data Transfer Agreement and International Data Transfer 
Agreement Addendum to the EU Commission Standard Contractual Clauses, 
which are to be used where UK GDPR applies and appropriate safeguards 
are required under Paragraph 2.1(k). 
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New Annex 3: 
Standard 
Contractual 
Clauses for EU 
GDPR Compliant 
Transfers 

A new Annex 3 has been added to Schedule 31 which contains: 

• At Part A, the Processor to Controller Standard Contractual Clauses 
(for use where an EU Processor transfers data to a Controller 
established in a Third Country) 

• At Part B, Controller to Processor Standard Contractual Clauses (for 
use where an EU Controller transfers data to a Processor established 
in a Third Country) 

• At Part C, Processor to Processor Standard Contractual Clauses (for 
use where an EU Processor transfers data to a Processor established 
in a Third Country), 

which are to be used where EU GDPR applies and appropriate safeguards 
are required under Paragraph 2.1(l). 

 
 

Schedule 32 – Intellectual Property Rights 

New Schedule 32 

A new Schedule 32 (Intellectual Property Rights) has been added. This largely 
replaces previous clauses 16 (Intellectual Property Rights), 17 (Transfer and 
Licences granted by the Supplier) and 20 (Open Source Publication) of the 
Core Terms. Please see the Schedule to compare any differences to previous 
Clauses 16, 17 and 20. Additional drafting options have been added.  
 
See also the amendments to the Clauses 32.1 and 32.11(b) of the Core 
Terms, and Schedule 12 above. 

 


