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Foreword by Alex Chisholm

Technology offers an opportunity to transform 
public services for the better. From registering 
to vote, to data solutions for the NHS and 
laptops for our schools, delivering excellent 
digital, data and technology products and 
services is critical for the public services that 
we all rely on. 

The UK tech sector is world leading and 
growing at 2.5 times the rate of the rest of 
the economy. It contributes £149 billion to the 
UK and supports almost three million jobs, 
making the sector a pivotal part of our future 
growth. Our relationship with industry is a key 
part of how the digital transformation of our 
public services will contribute to delivering 
skilled jobs across the country to level-up 
the economy and achieve our 2050 net zero 
emissions goal. 

Collaboration is the key to achieving this. We 
need to be better at setting up commercial 
relationships that enable us to take full 
advantage of the products and services that 
exist in the market. Equally, we also need 
to develop our in-house Digital, Data and 
Technology (DDaT) capabilities by ensuring 
that knowledge transfer is built in at all levels. 
Through a considered approach to risk, 
focus on whole-life value and the consistent 
application of commercial best practice, we will:

• take an outcome-based approach to the 
delivery of products and services focusing 
on user needs, not specific solutions

• avoid and remediate legacy IT and tackle 
our technical debt

• ensure cyber security to maintain 
operational resilience

• enable innovation from continuous 
improvement to transformative new 
products and services

• drive sustainability in our environment, 
commercial practices and economy

• level the playing field for SMEs to enable 
economic growth, employment and 
investment opportunities

This vision will only be achieved by working 
together, both across government and 
supply chains, and ensuring we monitor 
and learn from the impact of the policies 
and practices set out. The Digital, Data and 
Technology Playbook is the result of extensive 
collaboration from across the public and 
private sectors to bring together expertise and 
best practice. I am grateful to all those who 
contributed and I am delighted to support the 
Digital, Data and Technology Playbook.
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Introduction – Right at the start

Digital, data and technology (DDaT) 
underpins everything we do and the 
government provides vital services for millions 
of citizens every day. The public sector is 
estimated to spend £46 billion on digital in 
2021/22. To ensure that spend meets the 
needs of our users in this rapidly evolving 
world, we need to continually strive for 
excellence by thinking about our products 
and services in new ways. 

The Digital, Data and Technology Playbook 
is focused on getting things right from the 
start. Setting projects and programmes up 
for success can take more time upfront but 
we know from past experience that this early 
investment can be repaid many times over by 
enabling us to avoid costly mistakes later on. 

Changing our approach to procurement 
in this sector will allow us to learn from 
successes and failures across government 
and industry. In order to decide on the correct 
delivery model, a robust assessment needs to 
be done of the options available (see Delivery 
Model Assessment in Chapter 5).

This mixed model of delivery is key. We will 
use the market’s expertise and capability to 
supplement agile teams and our commercial 
processes must be designed to enable this. 
Following the policies and principles in this 
Playbook, we will work with our suppliers to 
take an outcome-based approach and deliver 
innovative solutions which are focused on the 

user and create the best possible value for 
our citizens.

The Digital, Data and Technology Playbook sets 
out 11 key policy reforms which will transform 
how we assess, procure and manage our 
products and services. This includes:

• online public services such as applying for
a driver’s licence

• business systems ranging from simple
database applications through to large
transactional systems supporting the
operation of tax collection and benefits
payments.

• back-office systems such as finance,
human resources, and facilities
management systems

• infrastructure which provides all the basic
tools of the modern working environment
such as computers and email

We will work together across government 
and industry to implement and drive the 
consistent application of the best practice 
and policies set out in this Playbook and 
deliver transformational change. 

Gareth Rhys Williams and Joanna Davinson
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Key policies 

 7 Commercial pipelines
Contracting authorities should publish 
commercial pipelines which are effective 
in helping suppliers to understand the 
government’s long-term demand and 
prepare themselves to respond to contract 
opportunities. This means publishing 
pipelines with sufficient detail and certainty, 
and a minimum of 18 months ahead.

 7 Market health and 
capability assessments 

Contracting authorities should conduct an 
assessment of the health and capability of the 
market early on during the preparation and 
planning stage. Contracting authorities should 
use early market engagement to develop 
clear, outcome-based specifications which 
enable innovation.

 7 Delivery model 
assessments

Contracting authorities should follow a 
proportionate, evidence-based process to 
decide the most appropriate delivery model and 
structure for a specific project or programme. 

The right delivery model, including a mix of 
insourcing and outsourcing, enables clients 
and industry to work together to deliver the 
best possible outcomes including improved 

DDaT capability. A Should Cost Model should 
be produced as part of that assessment to 
better understand whole life costs and value.

 7 Cyber security 
assessment

As part of the selection process, projects will 
apply a robust and appropriate level of cyber-
security assessment to better safeguard 
public data and the delivery of public projects. 
Contracting authorities should assess their 
own and suppliers’ cyber security in addition 
to understanding how any procurement 
impacts their ability to continue to meet the 
Minimum Cyber Security Standard (such as 
Cyber Essentials).

The cyber-security assessment should inform 
contract design and a requirement that 
suppliers meet minimum standards should 
be embedded into contracts to maintain the 
security of government data throughout the 
commercial lifecycle. The Cyber Essentials 
Scheme is mandatory for all new central 
government contracts which involve handling 
personal information and providing certain 
ICT products and services.

 7 Testing and learning 
Where a service is being delivered in a new 
way, contracting authorities should undertake 
a programme of iteration to understand the 
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environment, constraints, requirements, risks 
and opportunities. Testing and learning can 
also provide a wealth of quality data to help 
inform technical specifications. 

 7 Effective contracting
Contracts should be structured to drive 
collaboration, improve value for money, 
and deliver a sustainable, resilient and 
effective relationship, focussed on outcomes 
and the safeguarding of public data. 
This includes ensuring risks are allocated 
appropriately and that the pricing and 
payment mechanism corresponds with 
the approach to risk and incentivises the 
desired behaviours and outcomes. 

 7 Open and interoperable 
data and code

The ability to exchange and share information 
and data between contracting authorities 
and suppliers and across government is key 
for long-term success. Software should be 
open-source and designed to allow access 
in a platform-agnostic way. Data should 
be shared using consistent methods, and 
primarily with APIs which conform to Central 
Digital and Data Office API technical and data 
standards, satisfy the requirements of the 
Technology Code of Practice (TCoP), and are 
well documented. Operating in this consistent 
way will allow the interoperablity between 
systems which fuels innovation.

 7 Legacy IT and up-to-
date products

Our DDaT products and services should be 
modern and fit for purpose, and preventing 
future legacy IT is essential to achieving 
this. Contracting authorities should ensure 
that all software is kept up-to-date and in 
mainstream support for the duration of the 

contract and plan early for when contracts 
end, including any extensions. 

 7 Assessing the economic 
and financial standing 
of suppliers 

The economic and financial standing 
of bidders for the DDaT projects will be 
considered as part of the selection process, 
including on frameworks for non-critical 
contracts. As well as informing the selection 
itself, financial assessments and ongoing 
monitoring of financial performance should 
inform risk-management activity during the life 
of the project. 

Consistently applying a transparent, objective 
and non-discriminatory assessment, which is 
tailored and proportionate to the project risk, 
followed by ongoing monitoring, will provide 
a better understanding of financial risk and 
leave us better able to safeguard the delivery 
of DDaT projects. 

 7 Sustainability
Ensuring our DDaT services are sustainable is 
essential for long-term success. Contracting 
authorities should ensure products and 
services comply with obligations to improve 
environmental, economic and social 
sustainability and organisational strategies 
should be put in place and regularly assessed 
to measure progress against these. 

 7 Resolution planning 
There will now be a requirement for suppliers 
of critical DDaT contracts to provide 
resolution planning information. Although 
major natural and cyber security and 
commercial disasters are infrequent, this will 
ensure that government is prepared for any 
risk to the continuity of critical public services, 
projects and programmes posed by the 
insolvency of critical suppliers.
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Cross-cutting priorities

Cross-cutting priorities set out the ethos for 
the government’s DDaT work and underpins 
what we need to consider as we undertake 
commercial activity. These are important 
government priorities which will be enabled 
through the best practice and key policy 
reforms set out in this Playbook.

Taking an outcome-based 
approach 
Government needs to be able to respond 
quickly to policy changes and the needs 
of the public. Agile ways of working allow 
solutions to be tested and iterated, allowing 
us to learn quickly to ensure that we put 
users first and continually improve our public 
services. An outcome-based approach is 
essential to delivering products and services 
which meet user needs.

Avoiding and remediating 
legacy IT 
Legacy IT refers to systems and their 
component software and hardware that are 
outside of vendor support, on extended 
support and/or on bespoke support 
arrangements. This is a burden on the public 
and has a significant impact on cyber and 
national security, the operational resilience 
of critical systems, and value for money. 
Preventing future legacy IT and remediating 
what already exists is key to the future of the 
government’s DDaT strategy.1

Cyber security – Secure by 
design
As we modernise and transform our products 
and services towards end-to-end digitisation, 
we need to design our approach to security 
from the start of each new initiative. Cyber 
security is about more than just supplier 
activity, but is based on the whole-life 
relationship between contracting authorities 
and the supply chain. Government is fully 
committed to meeting robust cyber security 
standards, and supporting this through our 
procurements.

1 More detailed information can be found in the Legacy IT Guidance Note.
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Enabling innovation
Innovation is not an end but a means through 
which we achieve better outcomes. This 
is led by user needs and is often cyclical, 
ranging from continuous improvement of 
our ways of working to transformative new 
products and services, often facilitated by 
open and interoperable standards. Innovation 
is closely tied to risk appetite and we will 
look to be innovative where appropriate, 
adjusting our approach to risk to harness the 
opportunities that an innovative approach 
can provide.

Driving sustainability
Government is fully committed to improving 
environmental, economic and social 
sustainability. Through guiding how we 
undertake procurement, we will build on 
the Social Value model to use the collective 
buying power of the public sector to drive 
progress in the delivery of sustainable DDaT 
projects and programmes for long-term 
benefits to our citizens. 

Levelling the playing field 
for small and medium-sized 
enterprises (SMEs)
SMEs and voluntary, community and social 
enterprises (VCSEs) make a considerable 
contribution to the DDaT industry and often 
lead the way on innovation. This can have 
significant impacts on economic growth, 
employment and investment opportunities 
in the UK. They are vital to our ambition to 
realise Strategic Advantage through science 
and technology. Government remains fully 
committed to supporting start-ups, SMEs 
and VCSEs through government procurement 
to support a healthy, diverse and competitive 
market and levelling-up. 
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Playbook flow diagram

Figure 1. Where this Playbook fits within a typical procurement process 
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Applying the Digital, Data 
and Technology Playbook

The Digital, Data and Technology Playbook applies to all new DDaT projects. It is 
mandated for central government departments and arm’s-length bodies (ALBs) on a 
‘comply or explain’ basis and, recognising that there is no one-size-fits all model, it is 
expected to be taken into account by the wider public sector (see About this Playbook).

The Digital, Data and Technology Playbook describes what should be done, from policy 
inception through to the operation of DDaT projects and programmes. This framework 
should be embedded proportionally through the structure of an organisation, from 
governance through to the delivery of individual products and services. 

For central government, compliance with the Digital, Data and Technology Playbook is 
being driven through departments’ governance processes, central Cabinet Office controls 
(projects over £10 million per transaction) and the Treasury Approvals Process. The Cabinet 
Office Sourcing Programme will work with in-scope organisations to embed the Digital, 
Data and Technology Playbook within local governance forums and approval processes.

Applying the principles and policies set out in this Playbook, following the mandatory 
Green Book principles, using the best practice Five-Case Business Model and applying 
the principles of the Orange Book will result in improved outcomes for public sector 
DDaT projects and programmes.
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Navigating the Digital, Data 
and Technology Playbook

The Digital, Data and Technology Playbook provides an end-to-end guide to the 
commercial process for DDaT projects and programmes and has been structured around 
the main stages of a typical procurement and project lifecycle:

• preparation and planning

• publication

• selection

• evaluation and award

• contract delivery

There are 12 chapters, each setting out best practice for specific topics with six cross-
cutting priorities flowing through the Playbook setting out our ethos for DDaT projects. 
These are underpinned by a spine of 11 key policies which are the reforms or actions that 
will have the greatest impact in improving how we deliver DDaT products and services. 

The Digital, Data and Technology Playbook follows the Sourcing, Consultancy and 
Construction Playbooks developed by the Cabinet Office Sourcing Programme. Each 
Playbook has a common backbone of key policies which are good commercial practice, 
and these have been adapted for the Digital, Data and Technology Playbook alongside 
new key policy reforms for the DDaT sector. 

The symbol for a key policy is a Playbook icon and each time this appears it flags an 
important policy that practitioners should take note of. Figure 1 overleaf shows where 
each chapter sits within the procurement lifecycle, how they align to the main commercial 
stages and where the key policies appear.
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Contract 
implementationPublication Contract endSelection, evaluation 

and award
Preparation 
and planning

1 Pipelines and market management 

Getting it right starts by having clear and transparent commercial 
pipelines and by having a good understanding of the market to 
identify where we can drive investment to level the playing field for 
start-ups, SMEs and VCSEs.

Business strategy, priorities 
and demand
Taking a strategic approach to commercial 
activity is key to setting procurements up for 
success. Contracting authorities should have 
a documented commercial strategy aligned to

organisational objectives incorporating both 
short and long-term targets in line with 
leading industry practice. This should also 
reflect resource plans, including plans to 
develop in-house DDaT capability, and take 
into account organisational DDaT strategy. 
The requirement of commercial professionals 
is set out in section 1.1 of the Commercial 
Continuous Improvement Assessment 
Framework.

 7 Commercial Pipelines
One of the most important things we can 
do is to prepare, maintain and publish 
comprehensive pipelines of current 
and future government contracts and 
commercial activity. 

Publishing commercial pipelines enables 
suppliers to understand the likely future 
demand across government. By sharing early 
insights on planned activities, we can expect 
to achieve wider participation and greater 
diversity in our supply chains, including SMEs, 
and support capability-building for the longer 

term. Effectively signalling upcoming demand 
across government will drive better innovation 
and enable the market to respond effectively.

Published commercial pipelines should look 
ahead three to five years (and a minimum 
of 18 months) to be truly effective. It may 
not be feasible, or appropriate, to have 
clearly defined longer-term plans when 
procuring capability or undertaking mixed-
model delivery (see Chapter 5) to support 
agile working. In these cases, contracting 
authorities should publish the overarching 
requirements and any known elements of 
upcoming demand, indicating the level of 
certainty in these plans. 

We recognise that priorities and plans 
change and pipelines must be kept up-
to-date in order to be effective. However, 
contracting authorities should recognise that 
it is often more helpful to give a forward view 
of procurement and indicate a high level of 
uncertainty than not publish at all. Visibility 
of demand will make government a more 
attractive client for suppliers, including SMEs 
in the DDaT sector. 

“ Effectively signalling upcoming demand across 
government will drive better innovation and enable the 
market to respond effectively”
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Market management 
Healthy, competitive markets matter because 
they support our ability to achieve value 
for money for taxpayers, level-up the UK 
economy and drive innovation in delivering 
public services. 

Good market management is about looking 
beyond individual contracts and suppliers. It 
is about designing commercial strategies and 
contracts that promote healthy markets over 
the short, medium and long term. 

How government delivers DDaT services 
can have a profound effect on market 
development. For example, those winning 
early contracts may acquire first mover 
incumbency advantages, accepting that 
they also take on increased risk. We should 
adopt models that promote competition and 
contestability over time, so that those that win 
the initial contracts know that they must deliver 
value for money and perform to the standards 
required for the delivery of the service.

Mixed economies represent one way of 
broadening competition in a market and 
can therefore help drive value for money. 
However, where mixed economies are used, 
care is required to create a level playing field 
between public, private and third sector 
providers. The expectation of commercial 
practitioners for managing markets is set 
out in section 5.1.3 of the government 
commercial functional standard. 

 7 Market health and
capability assessments 

All DDaT procurements should include an 
assessment of the market early on during the 
preparation and planning stage. There is no 
one-size-fits-all for how we assess the market 
and this should be appropriate for the size, 
scope and complexity of the procurement. 

Market health and capability assessments 
should include a consideration of the available 
skills, capabilities, size and capacity of the 
market, and an assessment of barriers to 
entry and market concentration. These 
assessments should then be used to:

• identify potential opportunities and
limitations in the market

• take advantage of effective new
technologies and innovation

• consider what actions would increase
competition and improve market health,
including strengthening skills and
capability

Contracting authorities should also consider 
what the market could look like when the 
product or service is next procured. Any 
review of the market should be based on the 
intended outcomes and it is important not to 
confuse the description of the requirement 
with the definition of the market. 

1 Pipelines and market management 

Getting it right starts by having clear and transparent commercial 
pipelines and by having a good understanding of the market to 
identify where we can drive investment to level the playing field for 
start-ups, SMEs and VCSEs.

“ Effectively signalling upcoming demand across
government will drive better innovation and enable the 
market to respond effectively”
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Contract 
implementationPublication Contract endSelection, evaluation 

and award
Preparation 
and planning

Market health assessments for individual 
projects and programmes should form 
part of a wider ongoing market strategy. 
Contracting authorities can request access to 
supplementary market intelligence collected 
by commercial teams in the Cabinet Office 
and Crown Commercial Service (CCS). The 
Cabinet Office also offers ‘on the shoulder 
support’ where appropriate. Advice can also 
be sought from the Competition and Markets 
Authority (CMA) in relation to more complex 
or substantial competition issues.

 7 The role of SMEs
SMEs and VCSEs make a considerable 
contribution to the DDaT industry and 
have been key contributors to much of the 
innovation and product development that 
has emerged in recent years. Although SMEs 
have a wealth of experience to contribute, 
they may not always have the capacity and/
or commercial capability to engage to the 
extent and scale that larger suppliers can. It is 
important during the initial phase of the project 
or programme, that we acknowledge this and 
adjust what we ask of them accordingly.

The government is committed to supporting 
SMEs and VCSEs through government 
procurement and we expect suppliers to 
follow the principles and policies set out in this 
Playbook and the Supplier Code of Conduct, 
particularly where SMEs and VCSEs are 
engaged through the supply chain. 

Contracting authorities should consider how 
they can evaluate this in practice and whether 
the use of a key performance indicator 
linked to feedback from the supply chain is 
appropriate (see Chapter 8). 

Using cloud to enable SME 
involvement 
As a greater proportion of our DDaT services 
become cloud-based, we need to ensure 
that we are maintaining a level playing field for 
SMEs where possible. This will be enabled 
through various levels of cloud-based working 
as set out in Figure 2 below. 

Software as a service (SaaS)

Unlike in a hosted model, where contracting 
authorities buy software which they install on 
their own platforms and infrastructure, in a 
SaaS model the provider makes the software 
available via the internet and manages 
the underlying platform and infrastructure 
stack. For SaaS components, contracting 
authorities will not need to consider hosting 
directly and the cloud provider is responsible 
for providing the service to you, usually within 
an agreed service level agreement (SLA).

Many UK based SMEs have developed the 
capability to develop custom applications or 
provide SaaS services by building on top of 
industry standard/hyperscale cloud platforms. 
By using these platforms as appropriate, we 
can create opportunities for SMEs to work 
with government using cloud as an important 
enabler of a diverse and competitive market. 
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Platform as a service (PaaS)

Most elements of the technical stack are 
managed by the cloud provider. The cloud 
provider may also offer additional managed 
services such as operating systems or 
logging infrastructure. 

Most PaaS suppliers will expect contracting 
authorities’ architecture to meet specific 
requirements and will offer limited flexibility 
for software environments, languages or 
interfaces, so check the details before you 
sign an agreement. This sector has a highly 
active SME base.

Infrastructure as a service (IaaS)

Some elements of the technical stack, for 
example networks, storage and servers, are 
owned by a cloud provider and provided 
to you as a hosted service. This typically 
means contracting authorities are no longer 
responsible for operating a data centre. 

The benefit of IaaS is that contracting 
authorities can quickly add or remove 
capacity and the supplier only bills you for 
what you use. However, teams will need to 
have the technical infrastructure skills and 
time to manage it what is deployed on the 
infrastructure.

Public cloud infrastructure deployments 
is predominantly available from large 
multinationals and via partner/resellers 
including a large SME base. Private cloud 
deployments are available from local Large 
and SME vendors. Mainstream technologies 
from multinationals are available to support 
this, mostly via partners, including SMEs.
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Figure 2. Levels of cloud-based working

Enterprise level SaaS is 
offered by large multinational 
companies. There are a 
wide range of enterprise and 
niche SaaS products that 
are available from SMEs, 
both local and abroad.

Software
(SaaS)

PaaS is predominantly 
available from large 
multinationals, with a 
significant amount of 
SME technologies 
also available. This 
model has a very 
active SME base as 
partners/resellers.

Public cloud infrastructure is predominantly available from large multinational 
companies and via partner/resellers, including a large SME base. 

Private cloud is available from local large and SME vendors. 
Multinationals are available to support private cloud through the provision 
of mainstream technologies, mostly via partners including SMEs. 
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Key points 
1. Publish commercial pipelines so suppliers understand likely future demand

for services across government.

2. Contracting authorities should have a documented commercial strategy.

3. Assess the health and capability of the market you will be dealing with
for all projects and programmes regularly – consider how you can take
advantage of innovative approaches, encourage new or potential market
entrants and take action to address any concerns.

Want to know more? 
1. GovS008 Commercial Functional Standard

2. The standard for central government is set out in the Commercial Pipeline Guidance
under the Government Commercial Organisation Standards.

3. Market Management Guidance Note – This was designed for public services; however,
it provides useful guidance for any market.

4. Supplier factsheets and market reports for common goods and services can be requested
from ci@crowncommercial.gov.uk

5. Advice from the CMA can be sought via advocacy@cma.gov.uk

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/789146/Gov-Functional-Std-GovS008-Commercial_Mar19.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1010346/20-12-24_-_Commercial_Pipeline_Guidance_v4.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/987134/Market_management_guidance_note_May_2021.pdf
mailto:ci%40crowncommercial.gov.uk?subject=
mailto:advocacy%40cma.gov.uk?subject=
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2 Successful relationships

We need to consider how we will work with suppliers throughout 
the lifecycle of projects and programmes to achieve contractual 
outcomes including effectively managing contracts.

Contracting authorities should place 
significant importance on the relationships 
they create with their supply chains at an 
organisational and portfolio-level, especially 
given the often high-value and complicated 
nature of many digital and/or data products 
and services. Building and maintaining 
successful relationships starts long before 
the manage stage of the contract and is a 
continuous process.

Within a strategic framework, the nature of 
the relationship between an organisation 
and supplier should be tailored to individual 
projects and programmes. This means 
thinking about the specific type of relationship 
and engaging early with the market whilst 
following the principle of using standard 
contracts (see Chapter 8). Delivery teams, 
designers and contract managers should 
be involved early in the process to support 
commercial and contract design and the 
transition from procurement to delivery, 
ensuring adequate time is allocated for 
each stage. 

 7 Effective contract and
portfolio management 

Projects and programmes should be built on 
a robust contractual relationship overseen by 
an appropriately qualified contract manager 
with a clear operational understanding of the 
contract. 

How a contract will be managed is a key 
strategic decision which needs adequate 
consideration early in the procurement 
process and should be reflected in the 
contractual agreement. A proportionate 
and consistent open book approach to 
contract management should be applied to 
a broad range of different contracts, in line 
with government guidance. In line with the 
expectation to adopt a portfolio approach to 
procuring products and services, contracting 
authorities should consider a strategic portfolio 
approach to the management of contracts. 

Good contract management involves a 
wide range of activities and government’s 
most important contracts should be 
managed by an expert or practitioner 
accredited contract manager, as set out 
in the Contract Management Professional 
Standards framework. 

“ Within a strategic framework, the nature of the 
relationship between an organisation and supplier 
should be tailored to individual projects and 
programmes”



19

Building and maintaining 
supply chain relationships
As outlined in the Supplier Code of Conduct, 
acting together with suppliers drives mutual 
understanding, improves delivery and 
helps to solve problems more effectively. 
Relationships are formed by behaviours, 
specifically collaborative behaviours and 
these should be exhibited to build and 
maintain successful relationships.

The process of contracting should look to 
codify the relationship that has already been 
established between the contracting authority 
and supplier. This should include all the best 
practice and good behaviours already extant 
in the relationship and will act as a starting 
point for future relationships.

For all types of relationships, clear and agreed 
reporting, change management and dispute 
resolution mechanisms are a critical success 
factor, including, where appropriate, how 
allowable costs will be managed. These are 
included in standard forms of contracts (see 
Chapter 8).

For more complex projects and programmes, 
experience has demonstrated that a 
partnership model with the principles of 
collaboration, openness, transparency, and 
flexibility based on contractual delivery, can 
be beneficial in driving successful outcomes 

and innovation. Critical success factors 
of a partnership model include a focus on 
delivery by both partners, clear roles and 
responsibilities, a shared understanding of how 
to resolve disputes and a collaborative culture.

Projects and programmes should start 
with an initial workshop, bringing together 
the delivery team, leadership, and key 
stakeholders to set expectations on 
standards, behaviours and ways of working, 
align success measures and objectives, 
and outline how the individual project is 
supporting an organisation’s goals. These 
workshops should be proportional in length 
and complexity to the size of the project and 
existing relationships, and should be followed 
up with regular engagement throughout the 
delivery phase.

Flow down of contractual 
terms and conditions
It is not recommended that all terms and 
conditions set out in contracts with prime 
suppliers automatically flow down through 
the supply chain unamended. This should 
be tailored and proportionate to the size of 
the product or service being delivered by 
the supplier in the supply chain. However, 
fundamental contractual terms, such as 
prompt payment (see Chapter 9), should flow 
throughout the supply chain, no matter the 
size of the project.

2 Successful relationships

We need to consider how we will work with suppliers throughout 
the lifecycle of projects and programmes to achieve contractual 
outcomes including effectively managing contracts.

“ Within a strategic framework, the nature of the
relationship between an organisation and supplier 
should be tailored to individual projects and 
programmes”
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 7 Successful relationships 
and legacy IT2

Contracting authorities should work with 
suppliers to devise reporting requirements 
on the status of current and potential legacy 
IT including suppliers’ compliance with 
the contractual provisions in relation to 
‘evergreen’ clauses. Contracting authorities 
should ensure legacy IT risks are actively 
managed by the supplier for all parts of the 
authority’s IT estate under the supplier’s 
management. This should be undertaken 
by at least one member of the supplier’s 
management team with digital, data and 
cyber expertise.

Strategic supplier relationship 
management 
Where a significant contract has been 
placed or a contracting authority has several 
important contracts with a single supplier, 
they should consider if the supplier now 
qualifies as strategic at an organisational 
level. If so, a strategic supplier relationship 
management approach should be utilised. 
Contracting authorities should consider 
how they can adopt a strategic supplier 
relationship management approach in their 
organisation to drive win-win benefits. In 
practice, this means:

• value creation beyond that originally 
contracted 

• managed engagement at an executive 
level 

• joint strategy development, objectives and 
planning 

• collaborative behaviours and working

• relationship measurement and monitoring 

• management of aggregated performance 
and risk

In addition to an organisation’s own 
management of its suppliers, the Markets 
and Suppliers team in the Cabinet Office 
is responsible for maintaining relationships 
with the Government’s Strategic Suppliers, 
many of whom operate in the digital and data 
environment, to improve supplier relationships 
and add value. If you have contracts with 
any of the Government Strategic Suppliers, 
you should engage with the Markets and 
Suppliers team regularly to ensure that 
you are aligned with government’s overall 
objectives and strategies for working with 
these suppliers. 

 7 SME relationship 
management

Contracting authorities should ensure 
that ongoing contract management and 
reporting requirements are necessary and 
proportional to the size and complexity of the 
contract. These can be resource intensive, 
and excessive reporting requirements may 
be burdensome, potentially disincentivising 
SMEs from bidding for further contracts with 
the government. 

The SME Advisory Panel works with the 
government to support start-ups and small 
businesses via government procurement. 
This panel is hosted by the Small Business 
Policy Team in the Cabinet Office who can be 
contacted for further advice and guidance at 
smallbusinessteam@cabinetoffice.gov.uk

2 Legacy IT Guidance Note: Guideline 8

mailto:smallbusinessteam%40cabinetoffice.gov.uk?subject=
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Key points 
1. Effective contract management is essential to drive value for money and

deliver successful contractual outcomes.

2. Government’s most important contracts should be managed by an expert
or practitioner accredited contract manager as set out in the Contract
Management Professional Standards framework.

3. Engage with the market and senior stakeholders to consider what type of
relationship is most appropriate for the project and use this to inform the
choice of procurement procedure and contractual model.

4. A strategic supplier relationship management approach can improve the
delivery of objectives and increase mutual value beyond that originally
contracted.

Want to know more? 
1. List of the government’s strategic suppliers.

2. Model Services Contract.

3. Supplier Code of Conduct.

4. Contract Management Standards.

5. Access to the foundation level Contract Management Training and Accreditation is
available for public sector contracting authorities.

6. PPN 05/16 Open Book Contract Management

7. Strategic Supplier Relationship Management Guide.

8. ISO 44001:201 specifies requirements for the effective identification, development and 
management of collaborative business relationships.

https://www.gov.uk/government/publications/strategic-suppliers
https://www.gov.uk/government/publications/model-services-contract
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/779660/20190220-Supplier_Code_of_Conduct.pdf
https://www.gov.uk/government/publications/contract-management
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/941339/Training-Accreditation-brochure.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/941339/Training-Accreditation-brochure.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/525282/ppn_open_book_final.pdf
https://www.iso.org/standard/72798.html
https://khub.net/group/government-commercial-function-gcf-/gcf-directory/-/knowledge_base/gcf-directory/supplier-relationship-management
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3 Governance and approvals

In order to deliver better DDaT products and services, we need 
to focus on people, processes and systems, and getting the 
governance and ethos right at the start of a project or programme 
will shape how outcomes are developed and delivered.

Culture which manages risk 
and good governance
Government is often overly risk averse in 
considering new ways of doing things. While 
it may be thought that an aversion to risk may 
be the best way to achieve value for money 
for the public, this can actually prevent us 
from taking advantage of new opportunities 
that represent better value in the long-term, 
and has historically resulted in us procuring 
solutions which may not meet user needs 
and risk becoming legacy IT. 

Our approach to this has to change. In order 
to deliver real value over the long term, we 
must take a more considered approach to 
risk, utilising established ways of testing 
and learning to enable us to effectively 
manage risks and explore new innovations to 
maximise value. This should be proportionate 
to the criticality of service delivery and the 
key will be to ensure whole-life value for 
money through clearly demonstrating how 
any ‘failures’ are steps in the right direction. 
This is a core part of an iterative approach to 
testing and learning (see Chapter 6).

 7 Outcome-based
approvals

Contracting authorities should have 
consistent, transparent, proportional and 
streamlined processes to enable effective 
decision making. Approvals and governance 
should be shaped in a way that is focused 
on user needs and conducive to innovation 
and testing and learning. The Green Book is 
consistent with this and can enable an agile 
approach to development, but we are not 
always successful at doing this in practice, 
particularly where the detailed requirements 
are unclear, but the desired outcome is known. 
To understand these needs, public bodies 
may need to invest in internal user research 
capacity before they are well-positioned to go 
to market for technology solutions.

Project/Programme Outcome 
Profile 
The Project/Programme Outcome Profile 
(POP) is a method and a tool developed 
by the Infrastructure and Projects Authority 
(IPA) to support projects and programmes 
to set out in a consistent way how they will 
contribute to government’s priority outcomes, 
and measure progress against them in order 
to develop stronger business cases in line 
with Green Book guidance. 

“ Once the right people have been identified, ensuring 
all stakeholders are working from the same 
information and towards the same outcome is key”
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This will support teams to understand the 
specific contribution of their work to the 
delivery of relevant priorities. Whether the 
proposal is for a programme within a strategic 
portfolio or a project within a programme, its 
objectives need to be understood in terms of 
its individual contribution to the wider group 
of interventions of which it is a part. This 
includes cross-governmental priorities such 
as social value, and DDaT priorities such as 
remediating legacy IT. 

Cross-functional teams
Successful delivery of a project and 
programme is built on ensuring we have the 
right teams of people with the necessary mix 
of functional expertise and experience. Early 
cross-functional working enables innovation 
and is essential to an effective cyber security 
and agile delivery strategy, forming a key 
element of DDaT service assessments. A 
number of key roles can be found in the 
Government Service Manual and will form 
part of DDaT service assessments against the 
Government Service Standard (linked later in 
this chapter). Key roles to think about early in 
the preparation and planning stages include 
the senior responsible owner (SRO), service 
manager, product manager and product 
owner, in addition to project management. It 
is essential that these are allocated to suitably 
qualified individuals. 

Once the right people have been identified, 
ensuring all stakeholders are working from 
the same information and towards the same 
outcome is key. Communication is at the heart 
of any successful project and programme, 
and this is especially the case for DDaT 
where technical language, whether legal, 
commercial, DDaT, or other, can be a barrier 
to effective communication. Getting this right 
enables us to make good decisions right 
from the start. The expectation of commercial 
practitioners is set out in section 3.4 of the 
government commercial functional standard. 

Senior leadership buy-in
Effective governance is critical for all projects, 
including DDaT where the breadth of the 
work is vast and spend is often high, meaning 
that value for money and accountability are 
key day-to-day considerations. This process 
can be somewhat challenging when projects 
are agile or when trying to do something 
different, for example innovating. Therefore, 
senior leadership engagement and buy-in is 
critical to the delivery of projects which are 
moving at pace. 

The benefit of senior leaders with the right 
skills being involved is active engagement with 
the risk profile of the project or programme. 
Where a project is identified as being agile or 
innovative, dedicated sponsorship will enable 
decision making at pace.

3 Governance and approvals

In order to deliver better DDaT products and services, we need 
to focus on people, processes and systems, and getting the 
governance and ethos right at the start of a project or programme 
will shape how outcomes are developed and delivered.

“ Once the right people have been identified, ensuring
all stakeholders are working from the same 
information and towards the same outcome is key”
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Appropriately qualified SROs
Senior Responsible Owners (SROs) will own 
the business case and be accountable for 
delivery of the project or programme and 
its benefits and outcomes. SROs must fully 
understand the governance and approvals 
process, both commercial and digital, and 
commit sufficient time to lead the project or 
programme through approvals and delivery. 

SROs for DDaT projects should sufficiently 
understand how to frame intended outcomes 
and potential innovation and capture these 
in the business case (see Chapter 3). The 
individuals will also need to understand the 
relevant processes, in line with this Playbook, 
to get things right from the start, prevent 
unnecessary delays through approvals and 
inform decisions through the best available 
information and expertise. 

Project Validation Reviews 
Any new initiative likely to result in a major 
project should go through a Project Validation 
Review (PVR). This may also apply if the 
value of a standard project is greater than 
the delegated spend limit or it is considered 
to be strategically significant. Contracting 
authorities should consult the Cabinet Office 
Continuous Improvement Team (CCIT), HM 
Treasury and the CDDO as needed. 

The PVR should occur during the early stages 
of preparation and planning, and before any 
public commitment is made. It consists of 
a short independent peer assessment that 
takes place ahead of the transition from 
policy to delivery and further information can 
be found in the major project approval and 
assurance guidance. 

Government Major Contracts 
Portfolio 
Central government’s most complex 
and strategically significant contracts will 
form the Government Major Contracts 
Portfolio (GMCP).

Complex outsourcing refers to any of the 
following: first generation outsourcing; 
significant transformation of service 
delivery; obtaining services from markets 
with limited competition or where 
government is the only customer; and 
any service obtained by contract that 
is considered novel or contentious.

This will be overseen by the Cabinet Office 
with departments providing data on a quarterly 
basis. The GMCP enables tracking of major 
contracts throughout their lifecycle, including 
assessing impact, complexity and performance. 

Commercial assurance
The Commercial Spend Control assures 
cases against the Commercial Functional 
Standard and other functional policies and 
best practice including Playbooks and 
Procurement Policy Notes. Departments can 
engage with the commercial spend controls 
through two channels:

• Submission of a Commercial Pipeline 
enabling approval through ‘Pipeline 
Assurance’.

• Submission of a controls approval request 
through the online Commercial Assurance 
Management System.
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For all projects over £10 million (total contract 
value), additional controls are applied by 
the Cabinet Office and departments are 
encouraged to engage with CCIT (controls) 
as early as possible. If an externally sourced 
project is considered to be complex, a 
member of the Complex Transactions Team, 
or another Cabinet Office commercial team, 
will also be embedded. 

DDaT assurance 

Technology Code of Practice 
(TCoP)3 
TCoP is a cross-government standard 
setting out the key considerations for how 
the government should design, build and buy 
technology. The principles of TCoP focus 
on avoiding vendor lock-in and on creating 
interoperable and standards-based procured 
services, through using common standards 
across government. Compliance with this 
code is assured through the Cabinet Office 
spend control process and services will 
also need to meet the Government Service 
Standard (see below). Departments are 
expected to maintain a pipeline of current 
and upcoming DDaT programmes, and 
this pipeline will be assessed against the 
TCoP and other standards by central or 
departmental teams. 

Service assessments
The Government Service Standard helps 
teams create and operate good public services 
and sets out best practice for how problems 
are defined and solutions iterated and 
delivered for DDaT services. Compliance with 
the Government Service Standard is assured 
through service assessments conducted by 
the Central Digital and Data Office (CDDO) or 
departmental assessment teams as required. 
The Government Service Manual provides 
more information on this, including on when a 
service assessment is needed.

3 Legacy IT Guidance Note: Guideline 11
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Key points 
1. Good approval processes should be consistent, transparent and 

streamlined to enable effective decision making across an organisation 
and improve value for money. 

2. Project or programme Senior Responsible Owners (SROs) should be 
appropriately experienced and qualified, fully understand the governance and 
approvals process, the scope of their responsibility and commit sufficient 
time to guide projects and programmes through approvals and delivery. 

3. Early cross-functional discourse enables innovation and is essential to an 
effective cyber security and agile delivery strategy. 

Want to know more? 
1. The Cabinet Office Sourcing Programme is leading on implementation of the Digital, Data 

and Technology Playbook, including working with the Local Government Association and 
Local Partnerships – contact sourcing.programme@cabinetoffice.gov.uk

2. For further information on the GMCP contact sourcing.programme@cabinetoffice.gov.uk

3. GovS 002: Project Delivery Functional Standard.

4. For advice on engaging the HMT Spending Teams, contact your departmental approval 
and scrutiny lead.

5. For further information regarding Cabinet Office commercial spend controls, see: 
https://www.gov.uk/guidance/commercial-spend-controls-version-5 or contact 
commercialassurance@cabinetoffice.gov.uk

6. Service Manual – Service Standard for digital services.

7. Service Manual – Set up a team. Outlining the skills that you will need to build good 
digital services.

8. Digital and Technology Spend Controls, including the criteria for evaluating 
departmental DDaT programme pipelines. 

mailto:sourcing.programme%40cabinetoffice.gov.uk?subject=
mailto:sourcing.programme%40cabinetoffice.gov.uk?subject=
https://www.gov.uk/government/publications/project-delivery-functional-standard
https://www.gov.uk/guidance/commercial-spend-controls-version-5
mailto:commercialassurance%40cabinetoffice.gov.uk?subject=
https://www.gov.uk/service-manual/service-standard/point-9-create-a-secure-service#what-it-means
https://www.gov.uk/service-manual/the-team/set-up-a-service-team
https://www.gov.uk/guidance/digital-and-technology-spend-controls-version-5
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4 Early engagement and enabling innovation

Engaging early with the market is critical to developing potential 
solutions which meet user needs and inform clear, outcome-based 
specifications which will enable innovation.

Early engagement 
We aren’t afraid to talk to the market. We do 
it regularly and recognise the benefits to both 
departments and suppliers. It can help to 
signal our demand and prime the market for 
opportunity, promote upcoming procurement 
opportunities and provide a forum to discuss 
delivery challenges and risks associated with 
the project. Through this process, we are able 
to understand the viability of our policy aims, 
outcomes or requirements, the feasibility 
of alternative options and whether there is 
appetite (within the market and government) 
to consider innovative solutions that could 
help us deliver better public DDaT services. 
Early engagement should inform the design 
of the assessment of economic and financial 
standing of bidders (see Chapter 10).

Preliminary market engagement should actively 
seek out suppliers that can help to improve 
service delivery, including start-ups, SMEs 
and VCSEs who may be experts in the needs 
of service users and widely involved in the 
delivery of DDaT services across the country. 

To enable inclusive economic growth that 
works for all, assessments of the market 
and pre-market engagement should consider 
opportunities for wider social, economic 
and environmental ‘social value’ benefits to 
staff, supply chains and communities that 

can be achieved through the performance of 
the contract.

Contracting authorities should encourage 
suppliers to share their experience, including 
past performance and best practice and use 
that expertise to shape our requirements and 
inform our approach to:

• overall project timetable

• delivery model assessment

• potential solutions

• testing and learning

• procurement procedure

• bid evaluation criteria

• contractual terms and conditions including
intellectual property ownership and exit
arrangements

Good early market engagement is iterative 
and should involve all tiers of the supply 
chain, including SMEs. All preliminary market 
consultation should observe the principles 
of public procurement – equal treatment, 
non-discrimination, proportionality and 
transparency – and be handled in such a way 
that no supplier gains an unfair advantage. 

In practice, this means not setting the 
technical specification to suit a particular 
bidder and making sure any information 
shared is also available during the tender 
procedure. Preliminary market consultation 

“ We aren’t afraid to talk to the market. We do it 
regularly and recognise the benefits to both 
departments and suppliers”



29

should be announced by publishing a 
Prior Information Notice (PIN) on Find a 
Tender Service (FTS) and an Early Market 
Engagement Notice or Future Opportunity 
Notice on Contracts Finder. 

Projects and programmes are tested at the 
first business case stage (Strategic Outline 
Case for departments and ALBs) to ensure 
that engagement has been sufficiently early 
for suppliers to understand the requirement 
and for the contracting authority to reflect on 
any feedback received. 

 7 Enabling innovation
We need to create an environment which 
enables innovative and creative solutions, 
and effective early market engagement will 
be key to how we improve our approach to 
this. Contracting authorities should use early 
engagement with the market to start thinking 
about innovation and enable the market 
to suggest novel solutions to problems to 
ensure we meet the user needs. By using 
early market engagement in this way, we can 
make active decisions on how we set our 
evaluation criteria to be proportionate to our 
risk profile (see Chapter 8). 

Innovation starts with being open to new 
ways of thinking and this corresponds to 
our appetite for risk. Innovation ranges 
from what the market can provide us as 
a public sector buyer to how we contract 

and engage with the market. Contracting 
authorities should consider how they 
can continuously improve their approach 
to innovation, from seeking to improve 
processes and products already in place, to 
applying existing technology to new markets 
to developing new products and processes 
which lead to transformational change. 

These levels of innovation do not form a 
hierarchy with an expectation of progress 
upwards, but should be considered in 
context. Early engagement can be used to 
understand how the market is innovating 
and what suppliers are looking or willing to 
invest in and build. Contracting authorities 
should also take into account organisational 
culture, the capability of the workforce 
and commercial professionals, the current 
situation and risk appetite in order to 
understand and improve their approach to 
innovation and work with the market.

4 Early engagement and enabling innovation

Engaging early with the market is critical to developing potential 
solutions which meet user needs and inform clear, outcome-based 
specifications which will enable innovation.

“ We aren’t afraid to talk to the market. We do it 
regularly and recognise the benefits to both 
departments and suppliers”
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Figure 3: Stages of Innovation

More innovative

Continuous 
Improvement

Effi ciencies or 
marginal gains 
in an existing 
approach

Disruptive 
innovation

The solution 
required is new 
and unique to 
either the market 
or the client

Stages of 
Innovation

The outcome adds 
additional value to 
the end user when 
compared to the 
previous iteration, 
thus building 
towards a different, 
more innovative 
solution over time

Radical 
innovation

A new product or 
technology in an 
existing market, 
or an existing 
technology applied 
to a new market

Specifying for the end-user

Understanding user needs

When specifying products and services, it is 
essential that we focus on the user and the 
problem we’re trying to solve, rather than 
a particular solution. By enabling suppliers 
to propose innovative solutions instead of 
meeting specific technical requirements, we 
are more likely to meet users’ needs in the 
most effective way and provide the best value 
for money.

This requires an outcome-based approach to 
contracting (see below) and involves:

• doing user research to understand what 
users need

• undertaking an agile approach in line 
with the guidance provided in the Service 
Manual, and testing hypotheses to enable 
progress towards an appropriate outcome 
(see Chapter 6)

• using web analytics and other data that’s 
available across government and the 
private sector

• considering the needs of data users, 
particularly for services that share data 
and hold key data sets

Public Sector Equality Duty

To ensure the best possible outcomes for 
users, we should ensure compliance with 
the Equality Act 2010 and its associated 
Public Sector Equality Duty. This should 
include consideration of the end user early 
in the preparation and planning stage of 
procurement to ensure the service being 
specified is fit for purpose and promotes 
equality of opportunity in a way that is 
consistent with the government’s value 
for money policy and relevant public 
procurement law. The Government Data 
Ethics Framework can help authorities work 
through these and other questions.
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Accessibility

We need to think about accessibility from the 
start, and testing and piloting should include 
the use of assistive technologies and users 
with other accessibility requirements (see 
Chapter 6). This will help us identify and fix 
issues early and avoid costly fixes further 
down the line. The Public Sector Accessibility 
Regulations 2018 require that user interfaces 
be ‘perceivable, operable, understandable 
and robust’ for users with a variety of physical 
and cognitive impairments.4 Meeting this 
requirement often requires specialist testing to 
identify problems, and contracting authorities 
should include this in programme costs. 

The DDaT function has collated a number 
of guidance documents and tools for 
digital accessibility including accessibility 
user profiles which may be useful to help 
contracting authorities test for common 
accessibility problems.

 7 Clear, outcome-based
specifications

Early engagement with the market should 
be used to inform clear specifications. These 
should be outcome-based and use the 
Project/Programme Outcome Profile tool 
(see Chapter 3) as a framework through 
which to demonstrate the ambitions of the 
project or programme. Clear specifications 
does not mean having a fixed idea of what 
the solution is. By leaving no room for 
iteration or innovation, over-specification is 
the approach least likely to lead to success in 
a constantly evolving sector, and is unlikely to 
produce the best value for money. 

Product roadmaps5

We should ensure specifications are 
informed by supplier product and service 
roadmaps including plans for obsolescence, 
maintenance and support considerations, 
to proactively address risks of future legacy 
IT. We should use early market engagement 
to communicate DDaT blueprints and 
commercial plans to suppliers to enable 
the market to consider and respond to 
these effectively. 

 7 Specifying cyber
security requirements 

Cyber security must be built into the design 
of any product or service from the start. 
Specifications should include an appropriate 
level of cyber-security to safeguard public 
data and the delivery of public projects and 
meet the Minimum Cyber Security Standards 
(such as Cyber Essentials).  

Requirements will be informed conducting 
a documented risk assessment of 
a contracting authority’s own cyber 
security risk profile and any impact of the 
procurement on the contracting authority’s 
ability to meet the minimum cyber security 
standard. This should be undertaken in 
collaboration with the security function 
to determine an acceptable level of risk 
and guidance on minimum standards and 
assessments for suppliers is provided 
in Chapter 8.

4 The Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility Regulations 2018
5 Legacy IT Guidance Note: Guidelines 1 & 2

https://www.gov.uk/guidance/accessibility-requirements-for-public-sector-websites-and-apps
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Transparency 
Transparency and accountability of public 
service data and information builds public 
trust and confidence in public DDaT services. 
It enables citizens to see how money is being 
spent and allows the performance of public 
services to be independently scrutinised. It 
also supports the functioning of competitive, 
innovative and open markets by providing 
all businesses with information about public 
sector purchasing and service providers’ 
performance. 

Contracting authorities should explain 
transparency requirements to potential 
suppliers as early as possible in the 
procurement process, and set out clearly 
in tender documentation the types of 
information to be disclosed on contract 
award and thereafter.

Key points 
1. Engage early with the market and be ready to demonstrate in the business 

case that your proposals have been informed by both your market health and 
capability assessment and feedback from potential suppliers including SMEs. 

2. Create an environment which enables innovative and creative solutions. 
Use early engagement with the market to start thinking about innovation 
and enable the market to suggest novel solutions to problems. 

3. 3. Appropriate, clear and efficient specifications are a critical factor in the 
overall timely and cost-effective delivery of projects. Specifications should 
focus on a whole-life value perspective, and align with the government’s 
wider economic, social and environmental priorities and commitments. 

Want to know more? 
1. Guidance and Tools for Digital Accessibility.

2. Service Manual – Testing for Accessibility.

3. GOV.UK – Understanding Disabilities and Impairments.

4. NCSC – Certified Cyber Security Consultancy.

5. CCS – Cyber Security Services 3.

6. Public sector equality duty.

7. Government Data Ethics Framework.

8. Ethics, Transparency and Accountability Framework for Automated Decision-
Making.

https://www.gov.uk/guidance/guidance-and-tools-for-digital-accessibility
https://www.gov.uk/service-manual/helping-people-to-use-your-service/testing-for-accessibility
https://www.gov.uk/government/publications/understanding-disabilities-and-impairments-user-profiles
https://www.ncsc.gov.uk/information/ncsc-certified-cyber-security-consultancy
https://www.crowncommercial.gov.uk/agreements/RM3764.3
https://www.gov.uk/government/publications/public-sector-equality-duty
https://www.gov.uk/government/publications/data-ethics-framework
https://www.gov.uk/government/publications/ethics-transparency-and-accountability-framework-for-automated-decision-making/ethics-transparency-and-accountability-framework-for-automated-decision-making
https://www.gov.uk/government/publications/ethics-transparency-and-accountability-framework-for-automated-decision-making/ethics-transparency-and-accountability-framework-for-automated-decision-making
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5 Delivery model assessments

The right delivery model approach enables clients and industry to 
work together to deliver the best possible outcomes by determining 
the optimal split of roles and responsibilities.

 7 Delivery model
assessments

Contracting authorities should follow an 
evidence-based process to decide the most 
appropriate delivery model and structure for a 
specific project or programme. This process 
is known as the delivery model assessment 
(DMA) and it should be conducted 
proportionately on all public sector projects 
and programmes. For DDaT projects, this 
is a decision on who, through insourcing, 
outsourcing, or mixed-model delivery (see 
Figure 5), will develop and deliver and take 
responsibility for the various stages of a 
project or programme (see Chapter 6 on agile 
development and testing).

Delivery model assessments are expected to 
be iterated over time in-line with the business 
case development process set out in the 
Green Book. The department should then 
reassess the delivery model assessment ahead 
of the Outline Business Case and ensure that 
any assumptions have been validated and 
factored into the Full Business Case Delivery 
model assessments are expected to be 
iterated over time in-line with the business 
case development process set out in the 
Green Book. The department should then 
reassess the delivery model assessment ahead 
of the Outline Business Case and ensure that 
any assumptions have been validated and 
factored into the Full Business Case.

The DMA is a strategic decision that should 
be given consideration with an appropriate 
level of analysis and attention applied. It 
should usually take place early enough to 
inform the first business case stage and 
be proportional to the size and complexity 
of the project or programme. For central 
government departments and their ALBs, 
this is the Strategic Outline Case (SOC) and 
where this stage is too early to elicit sufficient 
objective data to support the full DMA, the 
principles should be applied to get to a 
shortlist of options. 

The right delivery model enables contracting 
authorities and industry to work together to 
deliver the best possible outcomes. When 
designing the appropriate delivery model, 
contracting authorities will need to consider 
a number of factors including wider strategy 
on cloud, risk and capability and an analysis 
of the value profile, strategic risks, client and 
market factors is required and should inform 
the split of roles and responsibilities across the 
client and market.
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Undertaking a DMA

The structured approach, set out in Figure 4, 
provides a high-level framework consistent 
with the options appraisal approach 
prescribed in the Green Book. Contracting 
authorities should consider a wide range 
of potential delivery models and how 
each model would support a value-based 
approach across the whole lifecycle. 

The DDaT sourcing delivery models (set out 
in Figure 5), set out the four broad 
approaches by which DDaT projects will 
usually be delivered. Once we understand our 
strategic approach to the delivery model, we 
need to reflect that in our commercial 
approach – the way we procure, 
contractualise and manage projects and 
programmes (see Chapter 7). Guidance on 
DMAs is provided by the Cabinet Office and 
will be updated in 2022.
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Figure 4: Delivery model assessment approach

What type of client are we? Set Up an 
appropriate cross-functional team and 
identify key stakeholders. Defi ne the 
desired outcomes and value profi le for 
the project. Set these out in a Project 
Outcome Profi le

Identify the key data inputs you will 
need to complete the assessment
and start to gather these.
Consider a range of different delivery 
models to analyse 
(see Figure 5). 

There are many potential considerations relevant in this selection of a delivery model. 
The following areas provide a guide to the most signifi cant areas in determining
the type of strategic approach you want to take to delivery and the relationship
you intend to develop with the supply chain.

Transition and Mobilisation
Consider how easy it will be to transfer existing services into the new model. 
If this is a new service, what challenges will you face setting up and mobilising
the service? Consider issues such as recruitment (or TUPE implications), timescales
and systems developments.

Assets
Consider how you can maximise the use of assets. If the capability and/or technology 
products required already exist in DDaT, can they be deployed for the requirement? 
Consider your approach to any potential asset ownership including any new IP- who 
is best able to exploit IP? (see Chapter 8)

Delivery ownership & control
Is it vital that DDaT retain direct management ownership and control over 
the requirement during delivery, for example due to political or security reasons?
What fl exibility will you need (e.g. if volumes change) and how well can the delivery
option meet these needs?

Risk and Value Profi le
Identify the risks that may impact the value profi le: Who is best placed to
manage these risks and what impact would this have on where activities sit?
Does the choice of delivery model appropriately mitigate risk associated with
agile and changing requirements, including risk of vendor lock-in?

 Frame the Challenge  Identify data inputs & potential   
 delivery model approaches

 Consider your strategic and operational approach

1 2

3
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Align commercial considerations including form of contract, payment approach,
and performance management with the delivery model. These are set out in more
detail in Chapter 7.

The Market
Assess the the capability and capacity of the market, including whether there 
is a viable solution in the market that will deliver better overall value for the public
than in-house delivery. Can the expertise and capability of internal delivery suffi ciently 
match or better the supply available in the market?

Internal Capability
Consider the capabilities and skillsets needed and existing capacity. Will it
be possible to fi nd or obtain the required skills and capabilities in-house in
a permissible timeframe for the requirement? What will the training and recruitment 
impact be?

Strategy & Supplier Interaction 
What is the strategic signifi cance of the requirement? Consider how well the delivery model 
aligns with departmental and government strategies and policies. How will it ensure delivery 
of strategic objectives, such as SME engagement, equalities or social value? Consider 
nature of relationship desired with potential suppliers  i.e collaborative, transactional etc.

Cyber security
What is the level of cyber-security risk inherent in the requirement and how is
this impacted by possible delivery models? Consider your own risk appetite and conduct 
a documented risk assessment of the contracting authority’s requirements.

 Design an appropriate commercial strategy6

Use your strategic approach 
and specifi cation to identify 
potential cost drivers for the 
build phase and a period of 
running. All projects should 
undertake benchmarking 
and develop a Should Cost 
Model

Combine the whole life cost evaluations of different 
solutions with the non-cost criteria. Learn from 
evidence, past-projects and colleagues across 
the public and private sector to test and sense-
check your fi ndings. Consider a Red Team review 
to validate your recommendation. Complete further 
market engagement where necessary.

 Assess the whole life
 cost of the project

 Align the analysis, reach a recommendation   
 and sense check your fi ndings.

4 5
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Figure 5: DDaT sourcing delivery models

Deliver internally, 
using existing 
capability 
(such as the DDaT 
Profession)
and products. 

Insource

In-house delivery Buying delivery from the market

Programme leadership

Delivery Team

Supplier Internal

Bridge

DDaT Delivery Models

Borrow Outsource

Deliver with a hybrid 
approach, utilising 
capabilities/ 
products both 
internally and from 
the market. 

Uses supplier 
capability to bridge 
organisational 
capability gaps to 
augment delivery 
until internal 
capability is 
sufficiently 
developed to
own and run
the requirement.

Deliver requirement 
in entirety by 
borrowing capability 
on fixed term from 
the market. 
Uses supplier 
capability to fulfil
a requirement that 
would ideally be 
delivered internally 
(Insource or Bridge), 
but cannot be due 
to lack of capability 
or the nature of 
the delivery 
requirements.

Deliver requirement 
through buying 
capability/ product 
from the market
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Agile delivery models
Agile delivery models and approaches to 
service development are required as part of 
the DDaT Service assessment (see 
Chapter 3) and are most suitable when:

• dealing with situations with complex
problem(s), unknown solutions and/or
scope that is not clearly defined

• customer preferences and solution
options change frequently

• customer and/or end users are available
for close collaboration and to provide
rapid feedback

• requirements can be broken down into
priorities and dealt with in iterative cycles

There is value in incremental developments 
with an outcome(s) that can be utilised by the 
customer at the end of each cycle.

Benchmarking 
Contracting authorities should undertake 
benchmarking of key project deliverables 
including cost, schedule, GHG emissions and 
agreed outcomes at each stage of business 
case development. This will be supported by 
a new data IPA benchmarking hub in 2022.

The use of benchmarking data will drive 
consistency and the overall robustness of 
cost estimates. Benchmarking is the analysis 
of information and good practice from past 
projects and programmes to create data 
reference points. It can generate the inputs 
required for Should Cost Models, provide the 
building blocks for whole-life cost evaluation, 
and provide a comparator for project and 
programme performance. 

Using Should Cost Models to 
understand whole life value
A Should Cost Model (SCM) helps to provide 
a clear understanding of the whole-life value 
of a contract, ensuring that opportunities 
and benefits are considered alongside the 
costs and risks of delivering a project or 
programme. A SCM should be undertaken as 
part of the delivery model assessment (DMA) 
to drive a better understanding of the whole-
life costs and risks associated with including 
the set-up, operation and decommissioning 
of different options and scenarios, such as 
emergency migration. The identified costs 
should be agreed and reflected in the pricing 
model of a contract. 

All contracting authorities should carefully 
consider end-of-life costs as part of the 
SCM, allowing a better understanding of 
the costs associated with decommissioning 
the project, programme or service. SCMs 
should also factor in the cost of continuous 
improvement, preventing and/or remediating 
legacy IT concerns, whilst ensuring that the 
appropriate knowledge transfer takes place 
at contract end. 

All procurements should produce a 
proportional SCM during the planning and 
preparation stage to support the DMA. The 
level of investment in producing an SCM will 
vary with the complexity and significance 
of the procurement, and the purpose for 
which the SCM is produced – an SCM that 
is required to support a Full Business Case 
(FBC) should be more detailed and accurate 
than one needed just for DMA purposes.
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Using public sector demand 
strategically 
One of the core things which will inform 
the options assessed through the DMA, 
is whether there may be any benefits 
achieved through aggregating or 
disaggregating demand. 

By splitting up the project into smaller parts 
and understanding the scope of innovation 
within those parts, we can increase 

start-up, SME and VCSE participation 
through appropriately-sized procurements. 
Alternatively, where shared requirements, 
whether for a complete solution or one 
component of a solution, exist in projects 
across contracting authorities or programmes 
owned by a single contracting authority, we 
should consider harmonising our demand to 
enable cost benefits and increased start-up, 
SME and VCSE participation in developing 
innovation as part of larger supply chains.

Key points 
1. The delivery model assessment should take place early in the preparation

and planning stage of a project or programme and may be revisited at
later stages of the Business Case process as assumptions and market
engagement are clarified.

2. To complete a delivery model assessment, start by thinking about the
outcomes you want to achieve, your strategic approach, and a robust
understanding of value before determining the appropriate commercial
approaches for the delivery model.

3. Projects and programmes should undertake benchmarking of key project
deliverables including cost, schedule, emissions, and agreed outcomes at
each stage of business case development.

4. Should Cost Models should be produced as part of the planning and preparation
stage to inform the delivery model assessment and pricing model.

Want to know more? 
1. Project Initiation and Project Development Routemap, in particular the Governance Module.

2. Delivery Model Assessments Guidance Note.

3. Should Cost Modelling Guidance Note.

4. Should Cost Modelling – Tools and Templates.

5. HM Treasury Guidance – Producing quality analysis for government.

6. IPA Guidance – Best Practice in Benchmarking.

7. IPA Guidance – Benchmarking Capability Tool.

8. CDDO Spend Controls.

9. Minimum Cyber Security Standard.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/987129/Delivery_model_assessment_guidance_note_May_2021.pdf
https://www.gov.uk/government/publications/the-outsourcing-playbook
https://www.gov.uk/government/publications/should-cost-modelling-tools-and-templates
https://www.gov.uk/government/publications/the-aqua-book-guidance-on-producing-quality-analysis-for-government
https://www.gov.uk/government/publications/best-practice-in-benchmarking
https://www.gov.uk/government/publications/benchmarking-capability-tool
https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service
https://www.gov.uk/government/publications/the-minimum-cyber-security-standard
https://www.gov.uk/government/publications/the-magenta-book
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1031039/Governance_Module_FINAL.pdf
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6 Agile development – testing and learning 

Testing a DDaT product or service is the best way to understand 
the environment, constraints, requirements, risks and opportunities.

Iterative approaches to 
development 
An agile approach to the development of new 
DDaT data services is required as part of the 
DDaT service assessment (see Chapter 3), 
and iteration is one of the cornerstones of 
agile delivery. 

In an agile project, the detailed requirements 
are not clear at the outset, but the problem 
statement is known. This evolves through 
an ongoing series of short ‘sprints’, with 
the conclusion of each sprint being to test the 
outcomes, validate whether these are 
in line with expectations and consequently 
determine the requirements for the next sprint. 

Rapid iteration enables new ideas and 
innovations to be delivered with speed and 
productivity and developed through fast 
cycles of building, field testing and learning. 

This includes progress from ‘discovery’ 
stages, where an understanding of user 
needs is sought and multiple potential 
solutions, or even an understanding that the 
problem does not need solving, may emerge. 
These recommendations should then be 
tested and eliminated as necessary through 
‘alpha’ and ‘beta’ stages of development, as 
set out in the DDaT Service Manual (see also 
Figure 6) allowing just barely-good-enough 
prototypes to be tested for feedback in order 

to spot problems early and resolve them 
quickly. As potential solutions are improved 
and/or eliminated, this allows the quality of 
the final product or service to improve as the 
scope of it expands. 

Iterating against outcomes
Measuring and reporting progress should 
be built into agile projects to ensure each 
iteration is progressing towards the outcomes 
set out in the Project/Programme Outcome 
Profile (POP). The POP tool developed by the 
Infrastructure and Projects Authority (IPA) will 
enable contracting authorities to clearly link 
the contribution of an individual project to the 
delivery of priority outcomes, whether directly 
related to the project, departmental aims or 
cross-governmental priorities (see Chapter 
3). This will help suppliers understand 
contracting authorities’ ambitions without 
being prescriptive about how to deliver 
outcomes. A shared focus on outcomes, 
rather than scope, will unlock innovation and 
drive continuous improvement. 

These clear and measurable outcomes 
should be set at the outset of a project or 
programme and tested through approvals 
stages to enable agile ways of working and 
iterative development, allowing us to measure 
progress towards an appropriate solution, 
ensuring value for money. 

“ As potential solutions are improved and/or eliminated, 
this allows the quality of the final product or service to 
improve as the scope of it expands”
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Contracting authorities should work with the 
market to set out a roadmap of milestones, 
stages or product iterations, each with a 
set objective which moves towards the 
intended outcome. Progress against this 
roadmap should be continually monitored 
and this outcome-based approach forms a 
crucial part of business cases to enable an 
understanding of how the agile project will 
deliver value for money. 

Agile programmes depend on using lessons 
learned from one release to the next. 
Contracting authorities should consider that 
flexible resource allocation may be required to 
enable fast, simple processes to evaluate the 
progress of work and the decision to either 
ramp it up, put it on hold, or shut it down 
entirely will be required.

6 Agile development – testing and learning 

Testing a DDaT product or service is the best way to understand 
the environment, constraints, requirements, risks and opportunities.

“ As potential solutions are improved and/or eliminated, 
this allows the quality of the final product or service to 
improve as the scope of it expands”



44

Figure 6: Agile methodology

Agile methodology

Discovery
Conducting User 
Research and 
understanding 
users’ needs. 
Asking: ‘do we 
need to build 
something?’

Alpha
Developing and 
testing prototypes 
with small user 
groups. Viability 
mapping with 
internal 
stakeholders.

Private Beta
/ Public Beta
Developing and 
testing at larger 
scale. Making
a working test 
version available 
first to a limited 
user group until 
confident it can
run at scale,
then to the public.

Live and Ongoing 
Evaluation
Continuing to iterate 
and improve based
on user feedback. 
Sustainably supporting 
service delivery. 
Asking: ‘Is what
we built effective?’ 
and ‘Does it continue 
to address users’ 
needs?’

The ‘Digital by Default’ process. First published 2013 by GDS

LiveBetaAlphaDiscovery



45

 7 Testing and piloting
solutions

When to test or pilot
Iteration and a focus on continuous 
improvement for agile projects should take 
place across the commercial lifecycle. 
However, an agile approach may not 
be appropriate for every project. Testing 
approaches should be proportionate to the 
size, complexity and level of uncertainty in 
delivering a service. Piloting should also 
be proportionate to the existing market 
capability. Where there is limited capability, 
piloting may be appropriate to build up that 
capability whilst collecting data or evidence to 
inform any future process. 

Planning which testing approaches to include 
and whether to include a pilot should begin 
at the earliest strategic stages of a project, 
before the start of any procurement process, 
and should be incorporated into the delivery 
model assessment, sourcing strategy, bid 
documents and evaluation processes. Ensure 
you communicate the likelihood that a pilot 
phase will be used through early market 
engagement to seek feedback from the 
market to inform the procurement.

The testing programme should align to key 
project milestones throughout the lifecycle of 
the project up to full implementation.

Options for testing
• Trial programmes and proofs of concept.

• Scoping phases, agile approach and
innovation partnerships.

• Test and learns.

• Pilots.

In many instances it will be appropriate for 
departments to use one or more testing 
approaches at earlier stages of project 
development, with the pilot being the final 
testing stage prior to a full-scale rollout of 
services. The testing and piloting services 
guidance note sets out when certain tests 
may be more appropriate in a project 
lifecycle. 

Early testing enables departments to 
understand the viability of a project or 
outcome at its various stages of development. 
This allows the department the opportunity to 
change the course of action, limiting 
cost and time where it becomes apparent 
that the project will not deliver the required 
outcome. Tests can also be used to explore 
new technologies and delivery innovations for 
services that are already outsourced. 

Designing effective tests 
and pilots
DDaT products and services can be more 
susceptible to change than other sectors and 
a firm foundation is essential for scaling and 
sustaining agility – tests, including pilots, 
should be developed to ensure success 
and the most value is obtained to mitigate 
potential risks prior to scaled implementation.

This includes using resilience testing to 
understand the impact of change on the 
delivery of the product or service and to 
ensure our systems are sustainable and 
future-proofed. 

Key considerations when designing effective 
tests:
• Set clear, measurable objectives and

success criteria.

• Identify the scope and scale of what will
be tested, and where they will be run.

• Put in place the right resources.
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• Establish clear timescales and embed
these in the overall project plan.

• Ensure the right commercial mechanisms
are in place.

• Allow sufficient time at the end of tests for
due consideration of the results.

Where the new requirement is to replace 
a product or service, including legacy IT, 
testing should consider options including 
dual running and a focus on timely 
decommissioning and migration of data and 
services.

Testing data-based projects
On data-based projects one of the key issues 
can be testing with realistic or production 
data early enough. Complex data projects 
may require the merging of data from multiple 
sources and applications. To minimise risk, 
therefore, real data should be used as early 
as possible and the team should create 
processes so that they can report and 
respond to data failures and complexity. Until 
real data is used, we can never be certain 
an application is working correctly and this 
should be raised as a risk particularly in 
complex data integration projects. 

Meeting the challenges of 
scaling
Scaling after testing

Scaling from a pilot to full production is a 
project like any other and faces the same 
challenges – lack of senior support, funding, 
focus and time. It is therefore important to 
ask the same questions as you would of any 
other large-scale project:

• How feasible is the requirement at the
necessary volume?

• Can the requirement be defined and will its 
delivery meet the user’s needs? (see 
Chapter 7 on outcome-based approach).

• Does the organisation have the capability to 
deliver or manage an organisation that can 
deliver at scale? This includes both the 
ability to deliver the system or programme 
but also the ability to support the system or 
service at scale, taking into account value 
for money and wider stakeholders.

Design Considerations
Pilot

Consider your end goal at the design stage 
as the business develops an understanding of 
the key challenges that need to be addressed 
and the project objectives. The business 
should also have a shared definition of scale. 
The pilot should be designed with a control 
for comparison and be representative of the 
community or users it is intended to serve. 
This makes it easier to replicate without relying 
on specific requirements or capabilities.

Standardisation

This should apply to ways of working, 
process and documentation to ensure, where 
possible, results can be replicated. 

Monitoring and success criteria

Be clear about what success looks like and 
the data the pilot will need to collect to know:

• how well the pilot has addressed the
challenges or met the objectives

• whether the pilot can be scaled to full
production; or

• which areas need to be optimised or
possibly reassessed
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There should be a clear and approved 
approach for data gathering including the 
documentation and sharing of lessons 
learned. The central review of pilot information 
is crucial, particularly in instances where it 
can be linked back to success or failures as 
an ongoing approach to testing and learning. 

Planning

Revisit the definition of scale – does it still 
stand or does it need to be assessed in light 
of the results from the pilot? What is the plan 
for scaling? The output from the monitoring 
and evaluation stage should drive these 
discussions:

• Agreeing the rate of scaling or expansion.

• Assessing the organisational capacity to 
scale to full production.

• Resources – increasing capacity of 
existing resource or recruiting additional 
resource.

• Timescales.

• Commercial arrangements – see 
commercial considerations.

• Communications.

• Governance.

Commercial Considerations
Using separate suppliers for each element of 
the pilot 

This can have a number of advantages – it 
allows SMEs to bid for services that require 
specialist technical expertise, and ensures 
we can choose from a competitive field 
when the future service is procured. The use 
of suppliers, for example, for independent 
monitoring and evaluation, can also provide 
an objective assessment of the services and 
scaling preparedness. 

Contracting authorities should recognize that 
running multiple procurements may introduce 
additional cost and complexity, with repetition 
of work being a key risk without effective 
knowledge transfer or a single, consistent 
integrator. Projects and programmes must 
allow sufficient time for the procurement 
of the products or services, and where 
appropriate and lawful, use frameworks or 
direct award procedures. This may not always 
be appropriate where agile projects are not 
suited to pausing between phases to allow 
for re-procurement. 

Avoid being ‘locked into’ a supplier’s 
solution 

This is especially the case if the supplier(s) 
is involved at the design or concept 
stage. Requirements should be drafted 
to be supplier or technology agnostic and 
intellectual property implications should be 
fully assessed. 

Many suppliers provide guidance on how 
to build systems with their tools which 
avoid lock in. This should be considered 
and referred to and there should also be an 
obligation on the supplier to maintain clear 
(and current) documentation during the pilot 
and as part of the handover/knowledge 
transfer process. This can include, but is 
not limited to, design documents, system 
architecture, sprint planning/story boarding, 
transition plans, risk management plan, 
process flows, training guidance, evaluation 
reports and benefits assessment.



48

Contract 
implementationPublication Contract endSelection, evaluation 

and award
Preparation 
and planning

Beware of ‘pilot creep’ 

There should also be clear processes and 
the use of breakpoints at the end of each 
stage within the contract to allow for (i) pilot 
assessment to determine the status of the 
pilot e.g. to assess its suitability for scaling; 
(ii) limited pilot extension or expansion e.g. to 
facilitate independent monitoring, evaluation 
or to test an incremental roll out; and (iii) 
onboarding of new delivery partners. The 
contract should be time-limited to reflect the 
nature of the pilot and should be clear on the:

• problem statement or goal – what issue 
does the supplier need to solve and how 
does the product or service relate to the 
project or business objective(s)?

• supplier obligations – this can also include 
‘scaling assistance’ although suppliers 
may wish to agree a rate card for these 
services

• performance objectives and evaluation 
criteria

• deliverables - supported by clear 
acceptance criteria, Q&A methodology and 
processes and a robust sign off process

• governance and reporting – this should 
include a regular feedback mechanism 
to facilitate course correction in light of 
any issues

• resourcing - with the appropriate level 
of experience (this should extend to the 
knowledge transfer stage)

• funding model

Pilots should be able to be tested in the 
market as these are developed into fuller 
solutions. Contracting authorities must 
maintain the in-house knowledge and 
capacity to enable management of solutions 
and a home for knowledge transfer. There 
should be appropriate governance and sign 
off to ensure oversight and separation of 
suppliers from future commercial decisions 
and practice.

Knowledge transfer

Contracting authorities must plan for effective 
knowledge transfer back to the business 
and/or other suppliers. The project should 
ensure that it retains appropriate ownership 
of the outputs and deliverables, including any 
intellectual property rights (see chapter 8), and 
is able to distribute or disseminate information. 
The project may wish to hold industry days or 
workshops to allow other suppliers to access 
key learnings from the pilot.



49

Key points
1. Iteration is a cornerstone of agile delivery, and is required as part of the 

digital, data and technology service assessment. 

2. Build measuring and reporting progress into agile projects to ensure each 
iteration is progressing towards the outcomes set out in the Project/
Programme Outcome Profile. Work with the market to set out a roadmap 
of milestones, stages or product iterations which move towards the 
intended outcome. 

3. Testing approaches should be proportionate to the size, complexity and 
level of uncertainty in delivering a service, as well as to the existing market 
capability. 

4. Carefully consider the design and commercial considerations when scaling from a 
pilot to full production of a requirement.

Want to know more? 
1. Service Manual – Agile Delivery.

2. Service Manual – Agile Delivery: Developing a Roadmap.

3. Service Manual – Agile Delivery: Measuring Reporting Progress.

4. Service Manual – Testing for Accessibility.

5. 18F Accessibility Guide Checklist.

6. GOV.UK – Understanding Disabilities and Impairments.

https://www.gov.uk/service-manual/agile-delivery
https://www.gov.uk/service-manual/agile-delivery/developing-a-roadmap
https://www.gov.uk/service-manual/agile-delivery/measuring-reporting-progress
https://www.gov.uk/service-manual/helping-people-to-use-your-service/testing-for-accessibility
https://accessibility.18f.gov/checklist/
https://www.gov.uk/government/publications/understanding-disabilities-and-impairments-user-profiles
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7 Preparing to go to market 

Preparation is the key to achieving flexible and efficient procurement 
processes that encourage broad participation and are open and 
accessible to all.

Commercial approach 
Deciding on the correct commercial approach 
is critical to achieving the intended benefits 
and wider value. The commercial approach 
should be based on how much delivery 
responsibility we are willing, able or need to 
take on, versus outsource. This may change 
at each stage we go to market and should be 
linked to the delivery model and the desired 
outcomes (see Figure 5 for DDaT delivery 
models). Depending on the commercial 
approach and nature of the project, this 
will impact the procurement procedure and 
contracting strategy.

Contracting authorities should seek specialist 
advice to establish the most appropriate 
commercial approach and procurement 
strategy which optimises whole-life value 
and involves all relevant team members 
early enough for them to contribute to this 
value. We then need to select or design 
an appropriate form of contract for the 
complexity of the project or programme 
which reflects how we intend to manage the 
contract based on the appropriate level of 
resource capability and capacity. 

Developing the commercial model

• Traditional pricing models such as fixed
price or time and materials for the whole
project are not optimal for agile ways of
working, or where contracting authorities
are uncertain of the detailed solution and
are procuring capability from suppliers.

• In order to incentivise delivery productivity
and efficiency, an outcome-based
contract based on collaboration
and which reflects a shared vision is
likely to be more appropriate and will
enable scope, priority and sequencing
decisions to be made without re-working
commercial arrangements.

• Similarly, outcome-based and gain share
contracts will enable shared risk and
reward for remediating legacy IT.6

• For legacy remediation contracts ‘locked-
in’ to a specific supplier, contracting
authorities should consider whether
direct awards to incumbents may be
appropriate. Legal advice should be taken
before any direct award.

• Innovation focused contracting routes
such as Innovation Partnerships or
SBRI procurements may be particularly
attractive to SMEs.

6 Legacy IT Guidance Note Guidelines 4 & 5

“ A successful framework contract should be based 
around principles that align objectives, success 
measures, targets and incentives so as to enable joint 
work on improving value and reducing risk”
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It is necessary to develop the commercial 
approach and the procurement strategy 
before making the decisions needed for the 
contracting strategy. Digital teams should be 
included in the design of the commercial and 
contracting model at every stage. 

 7 Outcome-based 
approach

Instead of deciding on a solution upfront, 
contracting authorities should focus on 
outcomes to enable agile working and 
innovative solutions. 

These outcomes may be project specific 
and/or those linked to wider departmental or 
cross-government priorities such as:

• fewer non-emergency calls to an 
emergency service number

• enabling staff that work remotely to 
access and store documents securely

• reducing or offsetting environmental 
impacts

This will support agile working, and while it 
is possible to undertake an outcome-based 
approach on a project which is not agile, any 
effective agile project will be outcome and 
user focussed and optimised for continuous 
development and learning. More information on 
testing and learning can be found in Chapter 6.

Contracting strategy 
This is where we define acceptable contract 
parameters informed by the commercial 
model. This includes:

• ensuring the outcomes and/or technical 
specifications are integrated into the 
contract

• defining critical risk allocation, and 
ensuring it is properly reflected in the 
contract 

• documenting the decisions made 
earlier on the contractual roles and 
responsibilities

• defining clearly the rights and obligations 
of each party and the associated 
contractual processes required to 
implement the commercial model, manage 
the contract and deliver the project 

The contract is where all the key elements of 
the project are drawn together and should 
be a fully integrated, consistent suite of 
documents. It will define what you want to 
buy (specification), the method and timeframe 
for delivery, risk allocation and other key 
commercial terms (e.g. the payment 
mechanism and KPIs) and what happens if 
things go wrong.

7 Preparing to go to market 

Preparation is the key to achieving flexible and efficient procurement 
processes that encourage broad participation and are open and 
accessible to all.

6 Legacy IT Guidance Note Guidelines 4 & 5

“ A successful framework contract should be based 
around principles that align objectives, success 
measures, targets and incentives so as to enable joint 
work on improving value and reducing risk”
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Proportionality
The complexity of contracts should match the 
scale, complexity and lifecycle of the goods/
services they are attached to, and teams 
should be sufficiently resourced to actively 
manage contracts once they are live.

Remedies for poor or non-performance 
should be proportionate to the overall 
strategic value of the contract.

Procurement procedure 
Once we have considered the commercial 
approach and contracting strategy, we need 
to select the most appropriate procurement 
procedure. Cabinet Office policy on the choice 
of procurement procedure can be found in 
PPN 12/15. The business case should justify 
the chosen procedure and there are a number 
of key considerations, which include:

• the contract award method we would 
want to follow (e.g. negotiation, direct 
award, frameworks, competitions etc.)

• who is responsible for developing the 
solution

• who would take on the responsibility for 
maintenance and updates

Use of frameworks 
Frameworks are an efficient method for 
the government to procure common 
products and services and can provide an 
opportunity for contracting authorities to 
access economies of scale. They can also 
lead to an overall reduction in bid costs and 
duplication of effort on behalf of suppliers, as 
certain information is requested and tested at 
framework award level. 

As such, where we are using a ‘borrow’ or 
‘outsource’ delivery model (see Chapter 5), 

we should look first to available frameworks 
to see whether the need we are procuring 
for is already met by existing contracts and 
contracting mechanisms. However, using 
frameworks inappropriately can have negative 
consequences for contracting authorities, 
markets and suppliers and can unintentionally 
inflate prices. 

A successful framework contract should be 
based around principles that align objectives, 
success measures, targets and incentives 
so as to enable joint work on improving 
value and reducing risk. This should then be 
combined with transparent and meaningful 
performance measurement and work 
allocation procedures.

CCS Frameworks

The Crown Commercial Service (CCS) offers 
a number of framework options through 
which DDaT products and services can be 
procured. CCS frameworks offer a full set 
of standard contract schedules and terms & 
conditions, and publishing the appropriate 
contract, tailored to the particular project as 
part of the tender process can significantly 
reduce the amount of time needed to finalise 
contracts post-competition.

Contracting authorities should take into 
account a number of factors to evaluate 
which framework is most appropriate for the 
project or programme including: 

• impact on procurement timetable 

• the assurance criteria for suppliers 
under the framework and whether 
these are sufficient for the needs 
of the project and programme

• range of suppliers

• suitability of contract terms 
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Contracting authorities must use 
frameworks appropriately, and only procure 
products and services that are within scope 
of any particular agreement. Framework 
providers can provide support for this 
decision-making and further guidance on 

sourcing general services and capability is 
provided in the Sourcing and Consultancy 
Playbooks respectively.

Key points 
1. Effective, sustainable contracts should support project and programme

outcomes, be designed to implement and align with the selected delivery
model, be consistent with the best practices and policies set out in this
Playbook, drive continuous improvement and be structured to enable an
exchange of data using open standards.

2. Procurement processes should be of proportionate duration and effort to
the size and complexity of the contract opportunity so as not to create
barriers to entry for start-ups, SMEs and VCSEs. The business case
should justify the chosen procedure.

Want to know more? 
1. Availability of Procurement Procedures (Decision Tree): PPN 12/15.

2. Model Services Contract.

3. Public Sector Contract.

4. CCS Technology Frameworks.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/454417/PPN_12_15.pdf
https://www.gov.uk/government/publications/model-services-contract
https://www.gov.uk/government/collections/the-public-sector-contract
https://www.crowncommercial.gov.uk/products-and-services/technology
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8 Designing effective contracts with 
common data standards

Contracts should deliver a sustainable, resilient and effective 
relationship, focused on outcomes, and that creates long-term 
value for all.

 7 Effective contracting
Public sector contracts should be designed 
to support an exchange of appropriate and 
meaningful data, drive collaboration, improve 
value and manage risk. This will allow roles, 
responsibilities and scope to evolve during 
the life of the contract and adapt to changing 
user needs and technologies.

Core Commercial Priorities

Risk allocation
We recognise that risks exist as a normal part 
of every project and programme. Ensuring 
that risks sit with the party best able to 
manage them is key to delivering value for 
money and successful outcomes. Suppliers 
should not be asked to take on unlimited 
liabilities, other than the small number of 
circumstances where this would not be lawful 
or where a commercial cross-government 
policy has been agreed. 

Complex situations commonly require risk 
trade-offs which may include tolerated and 
accepted risks to achieve the intended 
outcomes and risk allocation defines which 
party or parties will assume (or remain) 
responsible for which risks and to what 
extent. It should be informed by market 
engagement and take into account both the 

practical capability and the financial capacity 
of suppliers to manage those risks. 

This should be supported by good risk 
management aligned to the project and 
programme strategic outcomes set out in the 
Project/Programme Outcome Profile.

Managing commercial risk
Managing commercial risk is complex and 
there is no one-size-fits-all model. Contractual 
provisions for risk management should be 
proportional to the size and complexity of 
the contract, informed by engagement with 
the market and reviewed throughout the 
life of the contract. This should include any 
requirements for ongoing financial monitoring 
and resolution planning information (see 
Chapters 10 and 11) and any risk mitigation 
strategies put in place. The Cabinet Office 
Markets and Suppliers Team can provide 
advice on appropriate risk mitigations on 
specific contracts.

“ Ensuring that risks sit with the party best able to 
manage them is key to delivering value for money and 
successful outcomes”
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Key performance indicators 
Contractual KPIs are used to measure 
progress and performance of suppliers in 
the delivery phases of a project (e.g. during 
set-up, testing and operation). These should 
be relevant and proportionate to the size and 
complexity of the project or programme and 
drive both a focus on outcomes, aligning with 
the Project/Programme Outcome Profile, 
and continuous improvement. However, 
contracting authorities should have regard to 
any risks outside the suppliers’ control and 
care should be given to how outcomes are 
linked to supplier KPIs and payment. 

In line with the cross-government 
transparency agenda, the top three 
KPIs from government’s most important 
contracts should be made publicly available. 
These should be the three most relevant 
to demonstrating whether the contract is 
delivering its objectives, they should be 
measured regularly, and performance against 
them published quarterly. These may overlap 
with the four mandatory key performance 
indicators (KPIs) on the performance of 
digital, data and technology services which 
are required to be published. These are:

• cost per transaction

• user satisfaction

• completion rate

• digital take-up

Payment mechanism and 
pricing approach 
The aim of the payment mechanism is to 
reflect an optimum balance between risk 
and return in the contract. As a general 
principle, the approach should be to link 
payment to the delivery of outputs and/or 
value of the work and supplier performance, 
and the approach to pricing should reflect 
the level of certainty or risk around the scope 
and requirement. 

Where the scope of a project is certain, then 
fixed pricing may be appropriate and where 
there is increased uncertainty in scope, a 
variable approach may be more suitable 
to achieve best value for money. For agile 
projects, contracting authorities should 
select payment milestones to ensure that 
the delivery of non-functional requirements 
are included, avoiding milestones based on 
the delivery of the agile process itself, (e.g. 
completion of a specific number of sprints). 
Similarly, ‘pay as you go’ mechanisms may be 
the most appropriate for cloud or software as 
a service (SaaS). Where there are a number 
of linked procurements, it is important to 
consider a holistic approach and ensure that 
the individual payment mechanisms support 
the overall intended outcomes. 

Contracting authorities should ensure 
sufficient rationale for the selected pricing 
approach in tender documents. The final 

8 Designing effective contracts with 
common data standards

Contracts should deliver a sustainable, resilient and effective 
relationship, focused on outcomes, and that creates long-term 
value for all.

“ Ensuring that risks sit with the party best able to 
manage them is key to delivering value for money and 
successful outcomes”
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pricing model under a contract should 
include all recognised charges and lifecycle 
costs in line with the Should Cost Model 
assumptions to ensure transparency of costs 
and reduce risks of cost increases. This 
should include costs of migration at contract 
end or in the event of emergency. Additionally, 
transparency on payment practices 
throughout the supply chain is essential to 
ensure we are compliant with our prompt 
payment obligations (see Chapter 9).

Onerous contracts
A possible consequence of getting risk 
allocation and the approach to pricing wrong 
is that contracts can become loss making for 
a supplier.

When a contract is publicly designated by 
a supplier as onerous, this should prompt a 
root cause analysis and a conversation with 
the supplier about the reasons the contract 
has become onerous and the options 
available to address this. 

Fair returns
Short-term thinking can reduce the value 
for money that the public sector as a whole 
is able to derive from markets. There are 
many examples where we have mandated 
unreasonable payment mechanisms, applied 
unreasonable terms and conditions and/or 
sought unsustainable cost reductions. This 
can create a bias towards low quality and can 
increase the probability of contract failures. In 
addition, suppliers may exit the market to the 
point where competition is severely weakened.

The fundamental principle is that contracts 
should be profitable with fair returns and 
expectations need to be reasonable for 
suppliers to remain interested and for the 
market to be sustainable.

Digital, data and technology 
considerations

 7 Legacy IT and 
up-to-date products

Legacy IT refers to systems and their 
component software and hardware that are 
outside of vendor support, on extended support 
and/or on bespoke support arrangements. 
Legacy IT can have a significant negative 
impact on the UK and the government, 
including on cyber and national security and 
the operational resilience of critical systems, 
transformation of services and value for money.

Managing IT obsolescence is essential for 
better outcomes and to achieve that, contracts 
should include provisions to ensure software 
and technology is kept up-to-date and in 
mainstream support by the appropriate party for 
the duration of the contract and any extension. 
Key contractual considerations include:

• what is meant by ‘up-to-date’ – 
contracting authorities should consider 
value for money to decide whether it is 
necessary to have the latest version of 
any software, or if an older, but supported 
version may be appropriate

• a robust lifecycle management process 
including:

 º the patching schedule and the 
frequency at which bugs are addressed 
and features changed and updated 
over time

 º the suppliers’ intended roadmap for their 
product and any planned obsolescence

• the allocation of risk and reward for legacy 
IT remediation, supplier risk management 
and reporting must include the status and 
risk mitigation for current software and 
end of life software (see above)
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• asset management to include all
DDaT assets

• the ability for data extract and
sharing capabilities

• KPIs relating to legacy mitigation and
remediation

• switch off/switch over plans

Where contracting authorities are aware of 
services which may become legacy, risk 
should be allocated so as to incentivise 
suppliers to address this and, where 
appropriate, transform rather than maintain 
the service. Contractual provisions should 
be put in place to ensure suppliers review, 
report and act on the status of any current 
and potentially future legacy IT risks with 
appropriate regularity. This reporting should 
include the supplier’s compliance with 
‘evergreen’ clauses and be overseen by a 
member of the supplier’s management team 
with DDaT and cyber experience.

Getting this right at the start and throughout will 
ensure that legacy IT is prevented from building 
up and enables steps to be taken to mitigate 
risks as they occur. This will help to safeguard 
against risks including cyber-attack and 
threats to national security, enables operational 
resilience, allows for digital transformation and 
provides better value for money.

Intellectual Property (IP)
Intellectual Property developed in the course 
of the contract should be owned by the party 
or parties best able to exploit it. Government 
needs to move away from binary interpretations 
of IP ownership and instead consider this 
on a case-by-case basis to maximise long-
term value. Strategies for IP should consider 
possibly contradictory commercial benefits, 
risks and unintended consequences. A number 
of these factors are noted below and Figure 

7 below sets out possible options for IP and 
when they may be appropriate. 

Maximising the benefits of IP for the UK

If a supplier owns and can exploit IP, they 
are able to realise a benefit over and beyond 
individual contracts. This benefit would be 
removed or reduced if contracting authorities 
impose contractual provisions such as 
the Crown ownership of any new IP and 
contracting authorities should expect that 
increased control over IP will result in a 
proportionally greater cost. 

However, the government is the custodian 
of data about or for all of our citizens. 
Maintaining the integrity and security of 
this data is at the core of the government’s 
approach, but we also need to protect the 
intellectual value of this data as an asset used 
for the benefit of the UK overall. The value 
of this data as an asset must be recognised 
and protected from hostile use, misuse or 
other commercial exploitation which does not 
confer appropriate benefit back to the UK.

Maintaining a competitive market

If the proposed contractual position does not 
grant adequate ownership or licence rights to 
the Crown, consideration should be given to 
the impact when re-competing the contract 
or otherwise using that IP to avoid being 
placed in an ongoing single supplier position. 

Encouraging innovative solutions

Contracting authorities should also consider 
whether Crown ownership of any new IP or 
retention of exclusive rights may discourage 
suppliers from providing the Government 
with their best ideas and solutions if they are 
unable to gain wider market benefit. This 
is particularly the case where contracting 
authorities may sub-license suppliers’ 
innovation to a competitor at a later date.
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Figure 7: Option for Intellectual Property ownership

Options include: 

• A licence for the 
contracted service 
only (and its future 
competition)

• A licence for wider 
access across other 
HMG services

Options include: 

• An exclusive licence (or 
sole licence) (to allow 
the Supplier only (or 
the Supplier and the 
Crown only) to fully 
exploit the IP)

• A non-exclusive 
licence (to allow 
Supplier to exploit 
the IP but retain the 
right for the Crown 
to exploit the IP or to 
authorise others to 
also exploit the IP) 

This is likely to be appropriate when

• The Contracting authority has invested 
signifi cant resource or funding in the 
development of the project and intends 
to seek a return on that investment. 

• Where we want to maximise innovation 
and exploitation potential 

• As means of avoiding subsidy control 
issues by removing the means by which 
a supplier gains exclusive benefi t from 
that funding.

Supplier 
ownership 
with Crown 
licence to 
use

Supplier 
ownership 
with profi t 
sharing 
option for 
Crown 

This is likely to be appropriate when

• There is no clear benefi t in the Crown 
owning the IP. This is because, in the 
absence of Crown interest in using the 
outcomes, the supplier is normally best 
placed to use and exploit the innovation.

• New IP created cannot easily be 
separated from the supplier’s existing IP. 
For instance, where suppliers provide 
Software as a Service solutions (SaaS) 

• New IP (principally code) cannot be 
separated from the supplier’s existing IP 
because it all resides as a single entity 
on a remote server.

Level of 
public sector 
investment
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Options include: 

• An exclusive licence (or 
sole licence) (to allow 
the Supplier only (or 
the Supplier and the 
Crown only) to fully 
exploit the IP)

• A non-exclusive 
licence (to allow 
Supplier to exploit 
the IP but retain the 
right for the Crown 
to exploit the IP or to 
authorise others to 
also exploit the IP)

This is likely to be appropriate when

• The IP produced is likely to be high risk 
or business critical to the contracting 
authority its use  and deployment 
should be closely managed

• The contracting authority wants to retain 
use of IP for a wider benefi t (for instance 
standardisation leading to enhanced 
value for money). 

• The Crown provides a lot of existing 
IP – this can create a muddied position 
if further developments of that IP are 
owned by the supplier. It is usually 
better to leave the ownership of all 
the IP in one place so that it can be 
exploited or licensed as a whole.

• The IP services more than one contract 
– for instance if contracting authorities  
want to use it across other solutions for 
other contracts which have yet to be 
awarded. 

• The control of certain IP is in the public 
interest, for example where ownership 
of detailed drawings could pose a 
terrorist threat.

Crown 
ownership 
with 
supplier 
licence 
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 7 Cyber security risk
Cyber security risk management is an 
ongoing process and vulnerabilities anywhere 
in the supply chain can be exploited by 
cyber threat actors. This includes our own 
vulnerability and contracting authorities 
will need to have regard to their own risk 
profile, as well as their suppliers, in order 
to effectively manage cyber security risk. 
Applying the principles of the Government 
Cyber Security Strategy will help public sector 
organisations stay resilient to cyber threats.

Contracting authorities should consider 
how cyber resilience will be managed and 
contractual provisions should require that 
any minimum standards set as part of the 
evaluation (see Chapter 9) be maintained and 
any reporting requirements which may be 
needed. Contracting authorities should also 
complete a documented risk assessment 
to identify their cyber security requirements. 
Further guidance on cyber risk management 
can be found in the Cyber Essentials Scheme 
guidance, PPN 09/14, or published by the 
National Cyber Security Centre (NCSC).

Physical and personnel 
security
Assessing the risk of a contract should 
include an appreciation of the physical and 
personnel security risks associated with the 
provision of the goods and services required. 
Contracting authorities should consider the 
vetting required to fulfil the contract as well 
as the access rights that suppliers will be 
given to government estates. In these cases, 
the mobilisation period for hiring and vetting 
resources must be realistic to enable new 
skills, ideas and experience into the security 
cleared environment. The security clauses in 
the contract should accurately reflect the risk 

7 Legacy IT Guidance Note: Guideline 10

associated with the supply of those services 
or goods. 

Where contracting authorities are responsible 
for Critical National Infrastructure (CNI) 
assets, consideration should be given to 
how the contract safeguards these assets. 
This may require advice from departmental 
security teams or the National Technical 
Authorities (CPNI and NCSC).

 7 Open and interoperable 
data and software7

Open standards have long been a priority 
for government; however, the COVID-19 
crisis has demonstrated the criticality of 
enabling data sharing across suppliers and 
government. There is also an important 
consideration in how open standards relate 
to IP and contracting authorities should 
take into account that IP will need to be 
owned by the Crown (or licensed under an 
appropriate model) if it is intended to be 
published by Government as open-source 
material. The National Data Strategy sets 
out the government ambition to transform 
government’s use of data to drive efficiency 
and improve public services.

Open software 

There is an expectation that government 
software and code is open-source by default. 
This means it should be developed in the 
open and published using an Open Source 
Initiative (OSI) approved licence. Open and 
interoperable software will enable:

• transparent and clear documentation, 
making it easier for teams to maintain the 
code, understand the data, track changes 
to the code and data and for other people 
to use the Application and data
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• reuse of software components built 
by others

• reduction of overall cost of digital services 
or technology programmes

Open data

Open data is information which is available to 
the public. This supports the government’s 
transparency agenda and where possible, 
contracting authorities should ensure data is 
provided in open, machine-readable formats 
while maintaining compliance with data 
privacy laws.

Data held by the government can often 
concern the most sensitive areas of citizens’ 
lives, and therefore may be unsuitable for 
open access. In these cases, contracting 
authorities should consider whether it may be 
appropriate to be open about the categories 
of data which are held. 

Data interoperability

Government’s information assets, 
including data, should be able to be easily 
exchanged across platforms to make 
efficient use of the data we own. Contracting 
authorities should ensure that all contracts, 
including for commercial off-the-shelf 
(COTS) software, enable data extraction 
in a common format and IP and licencing 
requirements should be considered to ensure 
accessibility and transparency.

 7 API technical and data 
standards 

All contracts should ensure that both 
performance and operational data is made 
available via APIs which meet Central Digital 
and Data Office (CDDO) API technical and 
data standards. Organisations and services 
will have specific technical needs around 
the data that needs to be shared, and their 
institutional approaches to these should be 

standardised as specific design guidelines 
for APIs - which are then applied alongside 
CDDO guidance during development to 
ensure consistent API production. This 
means that external users will be able to rely 
on a standard interface to data across the 
organisation, to save time and enable reuse 
of methods. APIs should also be managed 
over their life cycles according to the CDDO 
guidelines, to ensure adherence to security 
and usage best practices. Access to data via 
API should be strictly controlled to ensure both 
transport and access is managed and audited.

Interoperable data is also important for a 
healthy and competitive market. Data which is 
not interoperable can give incumbent suppliers 
a competitive advantage when re-procuring 
and may result in vendor-lock into a specific 
piece of technology, or supplier software. 
By allowing equal access to government IT 
contracts for open source and proprietary 
software providers, we will create a level 
playing field, drive competition and incentivise 
suppliers to co-operate and innovate.

Repair and reuse
The UK generates around 1.5 million tonnes 
of electrical waste every year and the impact 
on our environment both in the production 
and disposal of these products is manifold. 
The Ecodesign and Energy Labelling 
Regulations 2021 enshrine a new legal 
right to repair for consumers and set higher 
energy-efficiency standards for electrical 
products. 

Extending the life of hardware across 
government, where appropriate, could have 
significant value for money and environmental 
benefits. Where possible, contracting 
authorities should ensure the hardware is 
designed for long-term resilience, and the 
ability to repair and/or reuse components 
should be incorporated into new contracts. 
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The ability to undertake repair should also 
be considered as part of any testing and 
learning process.

 7 Contractual terms and 
conditions for cloud

Contracting for cloud and SaaS can differ 
from how we contract for other products and 
services due to the one-to-many data model. 
There are a number of considerations often 
included in supplier terms and conditions for 
cloud contracts which contracting authorities 
will need to consider:

• Cloud and cyber security: Cloud service 
providers often require customers to 
contractually recognise their particular 
‘shared responsibility models’ which set 
out predefined responsibilities around 
managing cyber security risk for both the 
customer and supplier. 

• Data protection: Due to the multinational 
nature of supply chains, data may, 
in some instances, temporarily cross 
international borders. This will not 
constitute a breach of data protection 
requirements where data is only “in 
transit” (e.g. data is being transmitted 
over the Internet and certain packets 
transit through a network in a particular 
jurisdiction). The transfer of data to 
another jurisdiction will, however, always 
constitute a restricted transfer.

• GDPR: EU Standard Contractual Clauses 
(SCCs) are often incorporated into 
suppliers’ proprietary ‘data processing 
agreements’ by default to ensure the 
contract covers all eventualities. Post 
EU Exit, contracting authorities should 
use the approved UK SCCs. These 
are currently the same as the old EU 
SCCs but remember to check current 
requirements on this as the ICO is 
consulting on a refresh of UK SCCs.

• Cloud Subprocessors: Cloud service 
providers often require customers to 
provide an upfront “general written 
authorisation” for them to use new 
subprocessors, or third-party affiliates 
to undertake certain tasks. This should 
operate on a “notice and veto” basis. 
Existing subprocessors are more typically 
agreed expressly by consent.

• URL terms and conditions: Cloud and 
SaaS providers almost universally ask 
customers to include reference to service 
specific terms and conditions by way of 
URLs to their websites.

• As detailed in PPN 05/16 open book 
contract managment should be used.

For all of these factors, it is essential that 
the effect of critical government terms and 
conditions is maintained and contracting 
authorities should have a strategy in place 
for how supplier terms and conditions and 
any variations are managed. This should 
include transparency and financial monitoring 
requirements of the main supplier and critical 
subcontractors. 

Issue logs should be kept of any 
unacceptable terms and conditions and/
or variances, and legal advice sought as 
appropriate. Guidance will be developed 
by Cabinet Office and Crown Commercial 
Service to support contracting authorities to 
manage these considerations.
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Memorandums of Understanding 
(MoUs)

Being able to approach cloud providers 
as a single government customer is an 
important goal of the One Government Cloud 
Strategy. If one organisation has successfully 
negotiated a contract with a cloud service 
provider, the aim is that every organisation 
should be able to benefit from that effort. 

MoUs look to enable a common cloud 
procurement process with multiple suppliers, 
leveraging the combined purchasing power of 
the government to achieve better commercial 
results. This can include agreeing greater 
discounts for smaller departments and 
reducing negotiation time for government 
and providers. This enables a baseline of 
commercial, technical, security and legal 
principles across government with each cloud 
service provider.

Standardised contracts and terms 

Standardised Government contracts or 
standardised Government contract terms, 
including various CCS frameworks (see 
Chapter 7), can be used to help simplify 
and speed up procurement procedures, 
especially for common goods and services. 
By applying a common approach across the 
public sector, best practice is more easily 
embedded and suppliers are more likely to 
experience a consistent application of policies 
and practice.

Contracting authorities should avoid 
amending standard clauses where possible 
and select the appropriate provisions to 
reflect the specific services being procured. 
Where standard contract terms are amended, 
contracting authorities should seek assistance 
from the Government Legal Department 
(GLD) or in-house legal teams, to ensure that 
any risks are assessed and recorded.

The Model Services Contract (MSC)

The MSC comprises a set of model terms 
and conditions for major services contracts. It 
is intended for use by commercial specialists 
and lawyers to aid assurance and reduce 
administration, legal costs and negotiation 
time. Where the MSC is not appropriate, 
contracting authorities should consider 
including provisions which support the 
policies set out in this Playbook. 

The Public Sector Contract (PSC)

When setting up new frameworks, contracting 
authorities should use the PSC for common 
goods and services. This should include:

• the standard core terms (used in every 
procurement)

• relevant best practice and optional 
schedules

• adjusted PSC terms for specific markets 
(SaaS, hosting)
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Key points 
1. Risks should be allocated to, and managed by, those best able to bear 

and manage them (this includes the contracting authority). Contractual 
allocation should reflect the extent to which parties are responsible for 
risks and their management. 

2. When a contract is publicly designated as onerous, this should prompt a 
root cause analysis and conversation with the supplier. 

3. Contracts should be designed to be profitable and offer a fair return 
for the market to be sustainable. It is good practice to test profitability 
under different circumstances and make use of the Should Cost Model in 
developing payment mechanisms.

4. Always factor in digital, data and technology specific considerations when 
designing contracts, including preventing the build-up of legacy IT, and ensuring 
that Intellectual Property is owned by the party best able to utilise it and that 
government software and code is open-source.

5. Use appropriate contractual terms and conditions, including considering supplier 
specific terms when contracting for cloud, and making use of standardised 
contract terms for common goods and services.
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Want to know more? 
1. Guidance on use of open standards.

2. The technology code of practice.

3. Make better use of data.

4. Service Manual – Make new source code open.

5. Describing RESTful APIs with OpenAPI 3.

6. When code should be opened or closed.

7. Be open and use open source.

8. Choosing technology: An introduction.

9. PPN 09/14 – Cyber Essentials Scheme.

10.Cyber security – Risk management guidance.

11.DDaT Service Standard 9 – Protect users’ privacy.

12.The Minimum Cyber Security Standard.

13.Cloud specific:

• CDDO – How to assess a hosting business case (associated with Spend Controls).

• CDDO – Public Cloud First Policy.

• CDDO – Cloud guide for the public sector/ One Government Cloud Strategy.

• CCS – A wide range of customer guidance can be found here. Please see Cloud 
Compute and G-Cloud 13 in particular.

• NCSC – ‘Cloud Security Principles’ and ‘IaaS – Managing your responsibilities’.

• Transfer does not mean the same as transit.

https://www.gov.uk/service-manual/service-standard/point-13-use-common-standards-components-patterns
https://www.gov.uk/guidance/make-better-use-of-data
https://www.gov.uk/service-manual/service-standard/point-12-make-new-source-code-open
https://www.gov.uk/government/publications/recommended-open-standards-for-government/describing-restful-apis-with-openapi-3
https://www.gov.uk/government/publications/open-source-guidance/when-code-should-be-open-or-closed
https://www.gov.uk/guidance/be-open-and-use-open-source#buying-technology-that-uses-open-source
https://www.gov.uk/service-manual/technology/choosing-technology-an-introduction
https://www.gov.uk/government/publications/procurement-policy-note-0914-cyber-essentials-scheme-certification
https://www.ncsc.gov.uk/collection/risk-management-collection
https://www.gov.uk/service-manual/service-standard/point-9-create-a-secure-service
https://www.gov.uk/government/publications/the-minimum-cyber-security-standard/the-minimum-cyber-security-standard
https://www.gov.uk/guidance/how-to-assess-a-hosting-business-case
https://www.gov.uk/guidance/government-cloud-first-policy
https://www.gov.uk/government/publications/cloud-guide-for-the-public-sector/cloud-guide-for-the-public-sector
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles
https://www.ncsc.gov.uk/collection/cloud-security/iaas
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-transfers-after-uk-exit/
https://www.gov.uk/guidance/the-technology-code-of-practice
https://www.crowncommercial.gov.uk/agreements/RM6111
https://www.crowncommercial.gov.uk/agreements/RM6111
https://www.crowncommercial.gov.uk/agreements/RM1557.13
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9 Developing evaluation criteria

We will drive wider value through our projects and programmes and 
this starts with how we evaluate our suppliers.

Ethos for evaluation

Cost and quality
Evaluation – and evaluation criteria – should 
focus on value over cost in order to avoid 
a ‘race to the bottom’. All of our contracts 
should seek to achieve the best value 
for money possible and this is defined 
as securing the best mix of quality and 
effectiveness for the least outlay over the life 
of a project or programme. It is not about 
minimising initial costs.

When considering ‘outlay’ the key factor is 
the whole-life cost, not the lowest purchase 
price. Whole-life cost takes into account the 
total cost over the life of an asset, including 
capital, maintenance, management, operation 
and exit, and can be very different from the 
initial price. 

Affordability will always be a key factor and 
contracting authorities should determine 
whether increased benefits justify higher costs 
to ensure whole-life value for money. The 
expectation is that quality will be weighted 
higher than cost, recognising the importance 
of delivering quality public services and 
paying more for higher quality may be justified 
if the whole-life value is advantageous. 

Robust evaluation processes
Bid evaluation is not only about the decision 
to award the contract, it is about the design 
and execution of the whole process, leading 
up to that decision, ensuring the process is 
properly documented, and can stand up to 
internal and external scrutiny. 

Contracting authorities should ensure they 
are making full use of the most advantageous 
tender (MAT) methodology to evaluate value 
and test evaluation criteria and weightings 
prior to procurement to ensure they produce 
the desired outcomes. For example, applying 
minimum quality criteria inappropriately can 
lead to the competition unintentionally being 
based on price. 

In developing the evaluation model, 
contracting authorities should draw on a 
number of criteria including the outcomes 
set out in the Project/Programme Outcome 
Profile and wider factors including social 
value and sustainability as part of the ‘quality’ 
criteria. Evaluation of bids should also take 
into account whether the proposal includes 
the time and cost needed to address the risk 
of the future accumulation of legacy IT.

Once completed, bid differentials in evaluation 
which affect scoring and choice of supplier 
should be captured in the contract and KPIs 
and suppliers should be assessed on their 
delivery against these as appropriate. 

“ It is in everyone’s interest for projects and 
programmes to be sufficiently prepared ahead of 
going out to tender”
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Testing evaluation criteria
Contracting authorities should test their 
evaluation models before publishing them, 
running different potential bid scenarios to 
test the outcome. Similarly, Should Cost 
Modelling will inform the value placed on 
quality criteria and different levels of cost 
versus quality, and should be tested to 
determine the appropriate thresholds of 
delivery. Contracting authorities should 
also seek to identify and test potential 
change scenarios and use this to inform 
evaluation criteria. 

 7 Delivering sustainability 
Sustainability goes beyond just the 
environment to also encompass the 
economic and social conditions which impact 
the capacity of current and future generations 
to create healthy and liveable communities. 
This means evaluating not just short-term 
outlay, but long-term value to ensure the 
sustainability and resilience of our digital and 
data contracts, products, services, supply 
chains and citizens. 

This is known as value-based procurement 
and is distinct from Social Value as it goes 
beyond what we ask of our supply chains 
to encompass our end-to-end approach 
to procurement. Value-based procurement 
should be adopted at an organisational level 

and driven through projects and programmes 
to drive sustainability. 

This will require a consistent approach 
running through policy intent, project 
selection, approval, initiation and into 
procurement, evaluation criteria, contracts, 
delivery and operations. Project/Programme 
Outcome Profiles will help projects to do this 
by providing a tool to capture clear outcomes 
at the outset, aligned to government’s 
strategic priorities, that can be referred to 
throughout the project lifecycle. 

Setting the tone
Projects and programmes should be run 
in accordance with the Supplier Code of 
Conduct. This recognises the joint nature 
of public sector products and services and 
sets out how we achieve constructive and 
collaborative engagement with suppliers. The 
supplier code of conduct applies across our 
engagement with the market (see Chapter 
1) and the Contract Notice and tender 
documentation should carry a statement to 
indicate that the procurement will be run in 
the spirit of the Supplier Code of Conduct. 

It is in everyone’s interest for projects and 
programmes to be sufficiently prepared 
ahead of going out to tender. Before we do, it 
is good practice to put in place a final sense 
check to ask: Is this project or programme 
set up for success?

9 Developing evaluation criteria

We will drive wider value through our projects and programmes and 
this starts with how we evaluate our suppliers.

“ It is in everyone’s interest for projects and 
programmes to be sufficiently prepared ahead of 
going out to tender”
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Procurement timelines and 
transparency 
Suppliers need sufficient time and visibility of 
tender documentation to develop and price 
solutions, raise clarifications and get clear 
and timely answers and respond with high 
quality responses to tender documentation. 
Experience tells us that inadequate timescales 
and lack of transparency can result in a lack 
of due diligence, rushed solutions, poor 
quality tenders and may lead to a number of 
problems downstream in implementation. 

Early engagement with the market will help 
to inform how much time is necessary or 
appropriate for a specific procurement and 
this should be reflected in the procurement 
and project timelines (see Chapter 1). 

Mandatory exclusion criteria
Supplier selection is a key stage in public 
procurement and we must ensure that we are 
meeting the high standards expected of the 
UK government. It is mandated that potential 
suppliers self-assess against Part 2 of the 
Supplier Selection Questionnaire which asks 
them justify their status against the exclusion 
grounds and selection questions. Further 
guidance on these exclusion criteria can be 
found below.

Prompt payment processes
The government understands the importance 
of prompt, fair and effective payment in all 
businesses. Being paid promptly for work 
carried out in accordance with the contract, 
current policy and legislative requirements 
ensures businesses have a healthy cash flow 
throughout the supply chain, especially at the 
lower tiers where delivery occurs.

The principle of paying promptly applies 
to all public procurement and contracting 
authorities who also have obligations to 
demonstrate that terms to pay within 30 days 
are cascaded throughout the supply chain 
(in accordance with the Public Contracts 
Regulations 2015, Regulation 113). 

For contracts valued above £5 million per 
annum, contracting authorities should include 
an assessment of a supplier’s payment 
systems to demonstrate it has a reliable 
supply chain as part of the selection process 
and determine when it would be appropriate 
to exclude those suppliers that cannot 
demonstrate this. Further guidance can be 
found in PPN 07/20. 

All public sector suppliers must pay their 
supply chain promptly and suppliers who 
use their status as signatories to the Prompt 
Payment Code (PPC) are expected to be able 
to demonstrate compliance with the latest 
PPC requirements.

Net zero
Government is committed to bringing all 
greenhouse gas (GHG) emissions to net 
zero by 2050. Contracting authorities should 
ensure all new products and services support 
their GHG Government commitments and 
take account of suppliers’ Net Zero Carbon 
Reduction Plans as set out in PPN 06/21. 

This introduces new criteria at the selection 
stage of the procurement, and requires 
bidding suppliers to detail their commitment 
to achieving net zero through the publication 
of a Carbon Reduction Plan. Further guidance 
on selection questions and how to apply 
them and assess supplier responses can 
be found in the guidance on adopting and 
applying the Carbon Exclusion Measure in the 
procurement of major contracts.
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Modern slavery
Where we are procuring products and 
services, particularly from high-risk sectors 
including DDaT, we need to take all the 
necessary steps to mitigate the risks of 
Modern Slavery within our supply chains in 
line with the Modern Slavery Act 2015.

A risk-based approach should be applied 
to combatting modern slavery starting 
in the planning and preparation stage of 
procurements. Contracting authorities should 
ensure their approach to modern slavery 
is proportionate and does not impose any 
unnecessary burdens. This means a blanket 
approach is unlikely to be appropriate and 
consideration will need to be given to the 
circumstances of each contract and whether 
any of the mandatory or discretionary 
exclusion grounds apply.

This should be regularly monitored throughout 
the commercial lifecycle to manage and 
mitigate against any modern slavery risks. 
Further information can be found in PPN 05/19 
and the associated Tackling Modern Slavery in 
Government Supply Chains guidance.

Applying minimum standards

 7 Cyber security
Our digital and data products and services 
must be resilient against cyber security 
threats and proportionate assessment will 
better safeguard public data. 

The Cyber Essentials Scheme, set out in PPN 
09/14, creates a framework which provides 
organisations with basic protection from 
the most prevalent forms of cyber-security 
threat and is mandatory for all new central 
government contracts which involve handling 
personal information and providing certain 
ICT products and services. 

Cyber Essentials should be applied as a 
minimum standard of cyber-security risk 
evaluation and management. A documented 
risk assessment should take place to 
consider whether it may be appropriate to 
apply more developed standards of cyber 
security such as Cyber Essentials Plus, ISO 
27005 risk assessment software or NIST 
and whether cyber-security specific terms 
and conditions need to be flowed-down the 
supply chain. 

Evaluating social value
Taking account of social value in the award 
of contracts can achieve significant benefits 
for our communities. This can range from 
delivering skilled jobs across the country 
to level-up the economy, enabling start-
ups, SMEs and VCSEs to lead or be part 
of government supply chains to ensuring 
those in disadvantaged groups have equal 
opportunity to become part of a diverse and 
resilient workforce.

Social value outcomes should be applied 
consistently to make it easier to clearly and 
systematically understand and evaluate 
the social value in the award of a contract. 
Central government, executive agencies and 
non-departmental bodies should use the 
Social Value Model to achieve this. Under 
the model, a minimum overall weighting 
for social value of 10% of the overall score 
should be adopted whenever any of the 
social value policy outcomes are included in 
a procurement. 

Further information on how to evaluate social 
value can be found in PPN 06/20.
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Tailored evaluation 

Accessibility
The accessibility of public products and 
services is a legal requirement under the 
Equality Act 2010 and is essential to better 
user experiences and outcomes. As part of 
any evaluation criteria, contracting authorities 
should ensure compliance with the Public 
Sector Bodies Accessibility Regulations 
and Web Content Accessibility Guidelines 
(WCAG) for all digital, data and technology 
products and services.

 7 Legacy IT
In order to be able to future-proof our 
DDaT products and services, contracting 
authorities should ensure that suppliers are 
capable of keeping products and services 
kept up-to-date and in mainstream support 
for the duration of the contract and any 
extension. Contracting authorities should 
use pre-market engagement to inform any 
minimum thresholds of support set as part of 
the evaluation criteria. This need not be the 
‘latest’ version of any product or service as 
default, and contracting authorities should 
work with the market to find balance between 
the need for support against value for money. 

Software licence terms
When procuring commercial off-the-shelf 
(COTS) software, parameters should be 
set to enable an effective evaluation of the 
licensing terms and conditions attached to 
various products, including the frequency of 
update and any relevant support offer. This 
will enable the evaluation process to ensure 
that terms and conditions are acceptable 
to the contracting authority and meet the 
requirements specified. 

Sustainable working practices
Government contracts with thousands of 
suppliers for DDaT products and services, 
and by considering the sustainability of 
suppliers’ organisational practices, we will 
work towards better outcomes for citizens 
and support the long-term health of the 
industry. 

In addition to prompt payment information, 
contracting authorities should consider 
whether there are wider considerations which 
may be relevant and proportional to the size 
and complexity of the contract. Metrics such 
as gender pay gap and staff retention data 
may be helpful to consider as part of the 
tender process and contracting authorities 
should ask potential suppliers to explain any 
poor results and consider whether it may 
be appropriate to put in place contractual 
measures to remediate these.



71

Key points 
1. Sustainability includes environmental, economic and social sustainability

and evaluating not just short-term outlay, but long-term value will ensure
the sustainability, resilience and the best possible outcomes for our digital
and data products and services, our supply chains and our citizens.

2. Value-based procurement should be adopted at an organisational level
and driven through a portfolio approach to projects and programmes.

3. Evaluation should focus on whole-life value rather than simply cost,
making use of the social value framework and Project/Programme
Outcome Profile to design fair, open and sustainable evaluation criteria.

Want to know more? 
1. The Green Book: appraisal and evaluation in central government.

2. Bid Evaluation Guidance Note.

3. PPN 06/20: Taking Account of Social Value in the Award of Central Government
Contracts.

4. Supplier Code of Conduct.

5. Accessibility requirements for public sector bodies.

6. Web Content Accessibility Guidelines.

7. PPN 06/21: Taking account of Carbon Reduction Plans in the procurement of major
government contracts.

8. Modern Slavery Guidance.

9. PPN 05/19- Tackling Modern Slavery in Government Supply Chains.

10. Social Value Act: information and resources

https://www.gov.uk/government/publications/the-green-book-appraisal-and-evaluation-in-central-governent
https://www.gov.uk/government/publications/the-outsourcing-playbook
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/921437/PPN-06_20-Taking-Account-of-Social-Value-in-the-Award-of-Central-Government-Contracts.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/921437/PPN-06_20-Taking-Account-of-Social-Value-in-the-Award-of-Central-Government-Contracts.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/779660/20190220-Supplier_Code_of_Conduct.pdf
https://www.gov.uk/guidance/accessibility-requirements-for-public-sector-websites-and-apps
https://www.w3.org/WAI/WCAG21/quickref/
https://www.gov.uk/government/publications/procurement-policy-note-0621-taking-account-of-carbon-reduction-plans-in-the-procurement-of-major-government-contracts
https://www.gov.uk/government/publications/procurement-policy-note-0621-taking-account-of-carbon-reduction-plans-in-the-procurement-of-major-government-contracts
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/830150/September_2019_Modern_Slavery_Guidance.pdf
https://www.gov.uk/government/publications/procurement-policy-note-0519-tackling-modern-slavery-in-government-supply-chains
https://www.gov.uk/government/publications/social-value-act-information-and-resources/social-value-act-information-and-resources
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10 Due diligence and contract award

We have a responsibility to assure ourselves of the solvency and 
competency of suppliers that bid for our contracts. A relevant and 
proportional selection process is critical to enabling this.

The selection process 
The selection process is used, amongst 
other things, to determine whether bidders 
are able to demonstrate suitability and meet 
our requirements to carry out the contract. 
The standard Selection Questionnaire 
(SQ) should be used and some standard 
information may be obtainable via the 
Supplier Registration Service. 

Part 2 of the SQ comprises a self-declaration 
regarding whether or not any of the 
Exclusion Grounds set out in the relevant 
regulations apply. 

Part 3 of the SQ relates to financial standing 
and technical capacity. This will need to be 
adjusted in line with requirements under 
the economic and financial assessment of 
suppliers (EFS). An updated version of the SQ 
is expected to be launched in 2022 which will 
align with the standard EFS metrics.

In addition to the SQ, contracting authorities 
should consider the economic and financial 
standing of suppliers during the pre-
qualification stage as set out below.

 7 Assessing the economic
and financial standing 
of suppliers (EFS)

What is EFS?

As part of the selection process, DDaT 
projects should comply with a consistent 
approach to assessing the risk of a supplier 
going out of business during the life of a 
contract. To safeguard the delivery of public 
sector products and services, it is critical that 
suppliers’ economic and financial standing is 
considered during the selection process. 

As well as informing the selection itself, 
financial assessments and ongoing 
monitoring should inform risk-management 
activity during the life of the project. The key 
principles of appropriate financial testing are: 

• The objective is to determine bidders’
financial capacity to perform the specific
contract.

• Economic and financial standing forms
one part of the overall judgement of
suitability during selection.

• The methodology of assessing the
ratios and the minimum requirements
for procurements should be transparent,
objective and non-discriminatory.

• All bidders, whatever their size or
constitution, should be treated fairly and

“ Investing time into good feedback can be extremely 
useful to unsuccessful bidders by helping them to 
understand what they did well, what they could have 
done better, and points to consider in the future”
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not inadvertently disadvantaged by the 
tests employed.

• Where bidders’ scores against the financial 
assessment metrics result in anything 
other than a ‘low risk’ classification, 
bidders should be given the opportunity 
to provide additional acceptable 
evidence and explain why different risk 
classifications may be more appropriate.

• Bidders with scores other than ‘low 
risk’ may be able to proceed subject to 
acceptable risk mitigations

• Consistently applying a minimum 
standard of testing will provide a better 
understanding of financial risk and leave 
us better able to safeguard the delivery of 
DDaT products and services.

How is EFS conducted?

The key to undertaking EFS is that these 
are tailored to individual projects, and are 
proportionate, fair and transparent and that 
financial metrics are used as an indicator of 
financial heath and not as a pass/fail exercise. 
This will enable contracting authorities to 
effectively think about the risks to project 
or programme delivery and any mitigations 
needed. Guidance on how to do this is 
included in the Assessing and Monitoring the 
Economic and Financial Standing of Suppliers 
Guidance Note. 

The Contract Tiering Tool should be used to 
determine the stringency to which bidders 
are tested, with higher thresholds for more 
critical contracts and framework agreements. 
Assessment should be proportionate to the 
size, risk and complexity of the contract, 
flexible, not overly risk averse, and clearly 
outlined in the SQ.

It is important to recognise that measures for 
evaluating economic and financial standing 
are often backward-looking and that SMEs 
and other growing entities may often publish 
limited public accounts or limited financial 
history. Contracting authorities should 
ensure that they develop robust market 
health assessments (see Chapter 1), have 
suitable systems in place for ongoing financial 
monitoring (see Chapter 11) reflecting supplier 
and sector specific financial risks. 

The DDaT context for EFS

It is critical to recognise that the digital market 
is a dynamic sector with diverse types and 
sizes of suppliers coupled with a high level of 
mergers and acquisitions which may change 
the nature of financial risks quickly.

This is why even on low and medium-
risk (bronze and silver) procurements 
and framework agreements, contracting 
authorities should still apply proportional 
financial tests and rely on minimum standard 
contractual clauses enabling access to 

10 Due diligence and contract award

We have a responsibility to assure ourselves of the solvency and 
competency of suppliers that bid for our contracts. A relevant and 
proportional selection process is critical to enabling this.

“ Investing time into good feedback can be extremely 
useful to unsuccessful bidders by helping them to 
understand what they did well, what they could have 
done better, and points to consider in the future”
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financial information of suppliers and the 
wider group, including ultimate parents, 
when it may be needed to better understand 
financial risks in order to protect government 
systems and data (see Chapter 11).

For multi-supplier frameworks agreements, 
including those for non-critical contracts, 
there should be minimum but proportional 
financial tests at call-off stage and 
warranties from the supplier to the 
contracting authorities to ensure that the 
latest financial performance is reflected prior 
to contract signature.

Keeping records and providing 
feedback 
Evaluators should keep detailed records 
of their evaluation of bids, setting out the 
scores awarded and the rationale for the 
score. On completion, a robust evaluation 
report should be produced. This should 
demonstrate that the evaluation has been 
completed in accordance with the stated 
evaluation model, showing the evidence 
supporting the scores allocated, providing 
a clear interrogation of the all costs and 
demonstrating that the bid is financially 
sustainable over the life of the contract. 

At the end of the evaluation process 
providing feedback to unsuccessful bidders 
is required by Regulation 86 of the Public 
Contracts Regulations 2015. Investing time 
into good feedback can be extremely useful 
to unsuccessful bidders by helping them to 
understand what they did well, what they 
could have done better, and points to consider 
in the future. This will support the long-term 
development of diverse, healthy markets.

On award, contracting authorities should 
publish details of the contract on Contracts 
Finder in line with publishing advice from 
the Commercial Policy team. Departments 
should take particular care not to publish 
unredacted versions of contracts that include 
information marked as commercially sensitive 
or confidential.

Low-cost bid referrals 
Even when evaluation criteria are designed to 
balance quality and cost, there is an ongoing 
risk of low-cost bias. Departments should 
refer any abnormally low bid that is more 
than 10% lower than the average of all bids 
or the Should Cost Model to the Continuous 
Commercial Improvement Team in the 
Cabinet Office prior to accepting it. This is to 
be done in accordance with Regulation 69 of 
the Public Contracts Regulations 2015.
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Key points 
1. The selection process is used, amongst other things, to determine

whether bidders are able to comply with exclusion grounds and
demonstrate suitability to carry out the contract.

2. The payment mechanism and pricing approach including limits of liability
should reflect the level of risk and uncertainty in the scope of requirement
and will be subject to greater scrutiny.

3. The selection stage is an assessment of the bidders themselves, whereas
the evaluation and award stage is an assessment of their bids.

Want to know more? 
1. Standard Selection Questionnaire (SQ) PPN 8/16.

2. Supplier Registration Service for Government.

3. Assessing and Monitoring the Economic and Financial Standing of Suppliers
Guidance Note. Support is available from the Cabinet Office via supplierfinanalysis@
cabinetoffice.gov.uk

4. Financial Viability Risk Assessment Tool.

5. Guidance on Corporate Financial Distress.

https://www.gov.uk/government/publications/procurement-policy-note-816-standard-selection-questionnaire-sq-template
https://supplierregistration.cabinetoffice.gov.uk/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/987132/Assessing_and_monitoring_the_economic_and_financial_standing_of_suppliers_guidance_note_May_2021.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/987132/Assessing_and_monitoring_the_economic_and_financial_standing_of_suppliers_guidance_note_May_2021.pdf
mailto:supplierfinanalysis%40cabinetoffice.gov.uk?subject=
mailto:supplierfinanalysis%40cabinetoffice.gov.uk?subject=
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1029564/Financial_viability_risk_assessment_tool_v4.3.1.xlsx
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/816631/20190710-Corporate_Financial_Distress.pdf
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11 Resolution planning

Although major disasters are infrequent, we need to be prepared 
for the risk to continuity of critical projects and programmes posed 
by factors ranging from natural disaster to cyber-attack and the 
insolvency of key suppliers.

Resiliency through early 
planning 
Government is the custodian of critical digital, 
data and technology products and services 
which our citizens rely on every day. This 
means that disasters in our supply chains, 
ranging from the loss of critical systems due 
to natural disaster to falling victim to cyber-
attack, can potentially have catastrophic 
consequences on the delivery of critical 
public sector services and result in the loss 
of public trust.

As such, we must also plan for instances 
when things do go wrong. Suppliers of the 
most important public sector DDaT products 
and services should have resolution plans 
in place to ensure the continuity of critical 
public infrastructure. This will inform our own 
contingency planning.

Suppliers and contracting authorities 
should take a collaborative approach to 
the development of resolution plans to 
understand risks, vulnerabilities and potential 
disruptors and their impacts and develop 
strategies for recovery and remediation. 
This should be proportional to the size, 
complexity, criticality and inherent vulnerability 
of the contract and should include cyber 
incident response plans and corporate 
resolution plans. 

 7 Cyber incident
response plan

An initial stage of an effective resolution 
plan is a robust cyber Incident Response 
(IR) plan. An IR plan is written with distinct 
phases (see Figure 8) that helps suppliers 
and contracting authorities recognise and 
deal with a cyber-security incident like a data 
breach or cyber-attack. 

Properly creating and managing an incident 
response plan involves regular updates and 
training to ensure it is well-documented and 
understood. The plan and processes should 
be tested on a regular basis so that the 
supplier is ready to respond when a cyber-
incident or crisis occurs, in order to limit any 
data loss and then quickly recover.

The cyber incident response plan should be 
linked to disaster recovery, business continuity 
and crisis management plans, and supported 
with the relevant capabilities. If the incident 
is severe and poses a risk to business 
operations, customers or supply chain, the 
supplier should inform the relevant contracting 
authority. From there the contracting authority 
is encouraged to contact the NCSC, who 
can also provide further guidance on incident 
response planning, and where personal data 
is at risk, the Information Commissioner’s 
Organisation (ICO).
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Figure 8: Cyber Incident Response Plan
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Corporate Resolution planning 
There is a requirement for suppliers of critical 
DDaT contracts to provide resolution planning 
information where appropriate. The contract 
tiering tool should be used to understand a 
contracts criticality in the first instance. This 
requirement should be considered early in the 
procurement process during the development 
of contractual documentation. Although major 
insolvencies are infrequent, this change will 
help to ensure the government is prepared 
for the risks to the continuity of critical public 
DDaT projects posed by the insolvency of 
critical suppliers. To discuss the inclusion of 
this clause and the assessment of contract 
criticality, please contact the Cabinet Office 
Markets and Suppliers Team.

Potential options to mitigate 
commercial risk 

There are a number of potential contractual 
options available to contracting authorities 
where there are concerns about the stability 
of a supplier, to help mitigate the impact of 
insolvency. 

Treatments should be proportionate to 
the risk identified and the criticality of the 
contract, considering the impact on the 
overall value for money of a contract. Key 
options include:

• Bonds – typically provided by independent 
third parties and provide financial 
payments in the event of supplier failure. 
Bonds should be used proportionately as 
they can be burdensome requirements for 
lower value contracts and add significant 
costs that are likely to be reflected in bids. 
Professional advice should be sought 
when considering the use of bonds.

• Guarantees – under a guarantee, another 
party (such as a parent company) 
undertakes to fulfil the terms of the 

contract (a performance guarantee) 
and/or provide financial payments to 
the contracting authority (a financial 
guarantee) if the supplier does not honour 
the contract.

Further guidance on how to do this is 
included in the Assessing and Monitoring the 
Economic and Financial Standing of Suppliers 
Guidance Note and the Resolution Planning 
Guidance Note. 

Ongoing financial monitoring
Although the financial standing of suppliers 
should be assessed during procurement, 
this can subsequently change or deteriorate, 
either suddenly or over time, particularly 
in a dynamic market, such as the DDaT 
sector marked with regular mergers and 
acquisitions. Early recognition of the risk 
of supplier financial failure gives us more 
time to prepare for failure ‘should it occur’ 
and mitigate the risk to continuity of critical 
projects, including in situations of change of 
ownership where the new parent may not 
be of the same financial standing or have 
different business strategies. 

We should, therefore, monitor the financial 
standing of our key suppliers on an ongoing 
basis as a routine part of risk monitoring and 
reporting. This should include contractual 
financial reporting where this was agreed as a 
mitigation based on the financial assessment 
at the selection stage.

Considering the dynamic nature of the digital 
sector, contracting authorities should apply 
minimum standard contractual clauses 
enabling access to financial information of 
suppliers, guarantors and ultimate parents, 
when it is needed to better understand 
financial risks in order to protect government 
systems and data, including on low and 



79

medium-risk (bronze and silver) contracts and 
framework agreements. 

Monitoring should normally be performed in 
the first instance by a function or team that 
is independent of the day-to-day contract 
management role. Its frequency should 
reflect the criticality of the contract, as well as 
the perceived risk of failure but it should be 
carried out at least annually, linked to full-year 
financial results. More regular reviews (e.g. 
every six months or less) are recommended 
for public sector dependent suppliers and 
suppliers that contracting authorities assess 
as critical for their services. 

Ongoing ‘alert’ systems should be 
established to monitor company 
announcements and other information 
sources, capturing wider economic and 
sector trends that may have impacted 
suppliers. The outcome of financial monitoring 
should be discussed with contract managers 
and, where appropriate, reassurance and 
additional information should be sought from 
the supplier. 

Where monitoring and follow-up suggest a 
raised level of concern, contract managers 
should ensure their contingency plans are 
up-to-date and consider what further action 
or monitoring is required. Further guidance is 
included in the Assessing and Monitoring the 
Economic and Financial Standing of Suppliers 
Guidance Note.

Terminating contracts with 
public sector dependent 
suppliers
Contracting authorities must have regard 
to contracts which form a large or vital 
proportion of a supplier’s business and 
consider early the impact termination of 
a contract may have on that supplier’s 
financial health.

This will enable appropriate remediation to 
be put in place for the health of the market, 
supplier and contracting authority. The 
Cabinet Office Markets and Suppliers team 
should be notified whenever departments are 
planning to terminate a DDaT contract with a 
public sector dependent supplier.
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Key points 
1. Resolution planning helps to support continuity of critical projects and

contain disruption in the event of supplier insolvency. Resolution planning
can be at corporate level and/or at service level.

2. Contracting authorities should ensure that they produce contingency plans
for critical contracts.

3. When reviewing suppliers’ Service Continuity plans for critical contracts,
ensure they include a supplier insolvency continuity element. Make sure
exit plans and exit information cover emergency exit arising from supplier
insolvency.

4. Ongoing financial monitoring enables early identification of possible
problems and the opportunity to test contingency plans before they are needed.

5. When considering the mitigation of risk against potential supplier insolvency it
is important to consider proportionality and the wider impact on suppliers and
competitiveness.

Want to know more? 
1. Cyber incident management.

2. Resolution Planning Guidance Note. Support is available from the Cabinet Office via
resolution.planning@cabinetoffice.gov.uk

3. Contingency plan template.

4. Contract Tiering tool.

5. Assessing the Economic and Financial Standing of Suppliers Guidance Note.

6. Corporate Financial Distress Guidance Note.

7. GovS 008: Commercial Functional Standard

8. The Green Book: appraisal and evaluation in central government.

9. Government Soft Landings Revised guidance for the public sector on applying BS8536
parts 1 and 2. 

10. OGC Gateway Process Review 4: Readiness for service.

11. OGC Gateway Process Review 5: Operations review and benefits realisation.

12. Reducing the carbon footprint of ICT products through material efficiency
strategies.

https://www.ncsc.gov.uk/collection/incident-management/cyber-incident-response-processes
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/987142/Resolution_planning_guidance_note_May_2021.pdf
mailto:resolution.planning%40cabinetoffice.gov.uk%20?subject=
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/987132/Assessing_and_monitoring_the_economic_and_financial_standing_of_suppliers_guidance_note_May_2021.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/816631/20190710-Corporate_Financial_Distress.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/789146/Gov-Functional-Std-GovS008-Commercial_Mar19.pdf
https://www.gov.uk/government/publications/the-green-book-appraisal-and-evaluation-in-central-governent
https://ukbimframework.org/wp-content/uploads/2019/11/GSL_Report_PrintVersion.pdf
https://www.gov.uk/government/publications/ogc-gateway-review-4-readiness-for-service-guidance-and-templates
https://www.gov.uk/government/publications/ogc-gateway-review-5-operations-review-guidance-and-templates
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/780085/20190220_SupplierFailureContingencyPlanningTemplate.pdf
https://khub.net/group/gcf-community/group-library/-/document_library/Sz8Ah1O1ukgg/view_file/70330206?_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_redirect=https%3A%2F%2Fkhub.net%3A443%2Fgroup%2Fgcf-community%2Fgroup-library%2F-%2Fdocument_library%2FSz8Ah1O1ukgg%2Fview%2F70329062%3F_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_navigation%3Dhome%26_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_orderByCol%3DmodifiedDate%26_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_orderByType%3Ddesc%26_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_fileEntryTypeId%3D-1
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12 Exit planning and legacy IT

Planning for and maintaining a view of the end of a contract’s life is 
essential for DDaT contracts. This is key to preventing new legacy 
IT from developing and early planning puts us in a position to 
conduct orderly transitions to new contract arrangements.

 7 Preventing future 
legacy IT

The early part of this Playbook sets the 
expectation that all projects and programmes 
should invest time and resources in 
preparation. This guiding principle equally 
applies when we are approaching the 
completion of a contract and planning for this 
at the earliest stages is essential.

Legacy IT is often the result of a failure to 
plan for the end of a contract, product or 
service’s life and is one of the biggest issues 
for the government’s DDaT products and 
services. Technical debt is an estimated 
cost of future development to make the 
service or product function optimally again. 
When we allow our products and services 
to fall into legacy, this mounts over time as 
technical debt, with significant impacts on our 
resilience, security and at a cost of billions of 
pounds to the public. 

To avoid this, contracts should be designed 
with the right length of time in mind and 
we have to plan for the expiry, extension, 
transition and termination of our DDaT 
products and services in good time and 
contracting authorities, and suppliers should 
work together to ensure that there is an 
agreed and streamlined process to wrap-up 

contracts at the end of a project, including 
any final payments and the timely resolution 
of any outstanding issues. 

Exit planning8

Contracting authorities should undertake 
early planning for contract end including 
with regards to knowledge transfer, ongoing 
support needs and plans for e-waste and 
disposal of hardware and decommissioning 
of data. 

Effective exit planning will be linked to wider 
strategies and will take into account common 
pitfalls, including with regard to legacy IT 
to ensure, under any circumstances, a 
smooth transition to new arrangements. The 
contract should have been written to include 
clear expectations for exit and transition 
arrangements, including obligations on the 
supplier to warrant data and information back 
to the department at the end of the contract. 

In practice, contracts should include a 
requirement to develop an exit plan that joins 
together the exit strategy of the outgoing 
supplier with the mobilisation of the incoming 
supplier (or in-house provision). Contracting 
authorities should also consider using IT 
demand management and cost optimisation 
tools to address (and remove) unused and 
under-used legacy assets and capacity. 

8 Legacy IT Guidance Note: Guideline 12

“ Departments should consider how performance and a 
service may benefit from a phased introduction rather 
than an abrupt step change”



83

Preparing for exit takes time. Plans for exit 
requirements should be regularly reviewed, 
not just at the end of life of the contract so 
that adequate time can be allocated for exit 
management. The exit plan may be separate 
or included within the contract management 
plan, and should include: 

• a clear outline of activities, milestones and 
required resources 

• roles, responsibilities and accountabilities 
for each activity 

• a joint risk register 

• defined timelines, criteria and standards 
that each activity is required to meet 

• relationship and behavioural expectations 

• key interfaces and dependencies 

• asset registers and transfers including 
digital, data and knowledge assets and 
processes 

In order to ensure continuity and successful 
transition, it is key that the right resource 
remains on a project through to completion 
and handover and does not move off early 
due to budget constraints or to deliver other 
projects. Contracting authorities should ensure 
sufficient incentivisation within the contract 
for incumbent suppliers to maintain resources 
and performance up to contract end. 

Extensions 
Some contracts contain an option to extend. 
Whether to take up this option or not should 
be considered well in advance notice being 
served. Extensions above £10 million will 
require approval under commercial spend 
controls and contracting authorities should 
apply the relevant governance and assurance 
processes as needed. Effective management 
of our commercial pipelines helps to ensure 
we are prepared for this decision. See also 
section 4.3.5 of the government commercial 
functional standard. 

In the past, when we failed to plan early 
enough, we have been left in the very weak 
position of having inadequate time to carry 
out a re-procurement. 

During any extensions, the adequate cost 
and time needed to address the risk of 
future accumulation of legacy IT will need 
to be retained and not be traded away for a 
short-term saving, since this may lead to an 
accumulation of legacy IT at a later date.9

We should plan early and set out our 
requirements for any extension to the 
contract. Some contracts provide for an 
extension to be on the same terms and 
conditions, while others rely on a review 
clause that, if it is to be relied upon, should 

9 Legacy IT Guidance Note: Policy 1

12 Exit planning and legacy IT

Planning for and maintaining a view of the end of a contract’s life is 
essential for DDaT contracts. This is key to preventing new legacy 
IT from developing and early planning puts us in a position to 
conduct orderly transitions to new contract arrangements.

8 Legacy IT Guidance Note: Guideline 12

“ Departments should consider how performance and a 
service may benefit from a phased introduction rather 
than an abrupt step change”



84

Contract  
implementationPublication Contract endSelection, evaluation  

and award
Preparation  

and planning

set out a clear, precise and unequivocal 
review process. If we decide not to extend 
the contract, this decision should be taken 
far enough in advance to allow for a re-
procurement. 

Transition
Where delivery of a project or programme is 
being transitioned, either to another supplier 
or to in-house delivery, effective mobilisation 
immediately following contract award and 
prior to the contract start date is a key phase 
in setting up a project for success. 

Adequate time should be set aside for 
mobilisation activities in the planning of a 
procurement to make sure that the right 
contract management processes and 
relationship can be developed prior to the 
contract going live. 

Departments should consider how 
performance and a service may benefit from 
a phased introduction rather than an abrupt 
step change. If a phased introduction is 
required, this should be made clear in the 
procurement documents. 

Plans should include the requirement for dual 
running of the product or service. IT demand 
management and cost optimisation tools may 
identify unused and under used capacity of 
the legacy system which could be turned off 
earlier and result in cost savings.10

Data exchange
A critical success factor for an effective 
project or programme is the sharing of high 
quality and robust data between parties 
during the project lifecycle and into operation 
and contract end. 

Contracts should be written to include 
clear expectations for completion, support, 
maintenance and transition arrangements, 
including obligations on the supplier to 
supply data and information back to the 
contracting authority at the end of the 
contract. If required for a reprocurement, 
then data and information must be 
transferred to the contracting authority in 
time for it to be given to upcoming bidders. 
This is an essential component of our 
relationships with suppliers and the provision 
of the appropriate data at predetermined 
milestones or intervals should be business as 
usual for all contracts across government. 

Application Programming Interfaces (APIs) 
should be used to enable effective data 
sharing across suppliers and departments 
in interoperable, reusable and open formats. 
This should conform to the government’s 
API standards and Data Quality Framework 
and be monitored on an ongoing basis. 
This is also enabled by the use of open data 
standards rather than bespoke ones.

10 Legacy IT Guidance Note: Guideline 7
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Evaluating and sharing 
success and lessons learned
To deliver the best possible outcomes for 
our users, we need to collect systematic and 
robust data to understand what is going well 
and where we can improve.

Ongoing scrutiny and transparency with 
regard to delivery is essential and evaluation 
should be linked back to the outcomes set 
out in the Project/Programme Outcome 

Profile. This should be used to capture 
lessons throughout the life of a project or 
programme and feed these back into delivery 
throughout the project lifecycle.

Feedback, stories and case studies should 
be published to share learnings across the 
public sector. This is particularly important 
for agile projects to ensure that our iterations 
are able to demonstrate our progress 
against outcomes and enable others across 
government to benefit from existing learning.

Key points 
1. Contracts should be designed with the right length of time in mind, and 

plan for the expiry, extension, transition and termination of our digital, data 
and technology products and services in good time. 

2. Be prepared for the additional burden on operational and commercial staff 
of simultaneously managing an existing contract, tendering a replacement 
contract, on-boarding a new provider and off-boarding an incumbent. 

3. Engage with the market and senior stakeholders to consider what type of 
relationship is most appropriate for the project and use this to inform the 
choice of procurement procedure and contractual model.

Want to know more? 
1. Retiring your service. 

https://www.gov.uk/service-manual/agile-delivery/retiring-your-service
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About this Playbook

Key terms 
1. Contracting authority’ – all public sector 

bodies procuring DDaT products 
and services (excludes devolved 
administrations). The Digital, Data and 
Technology Playbook is mandatory for 
central government departments and 
arm’s-length bodies (ALBs) on a ‘comply 
or explain’ basis, recognising that there 
is not a one-size-fits-all approach for all 
DDaT products and services. It should 
be considered by the wider public sector. 
See ‘What is the scope of the Digital, Data 
and Technology Playbook?’. 

2. Departments’ – used where a point 
is specific to central government 
departments and ALBs.

3. ‘Shall’ – the Digital, Data and Technology 
Playbook, and all principles and policies 
contained within it is mandatory guidance 
for central government departments and 
ALBs to be implemented on a ‘comply or 
explain’ basis (see ‘contracting authority’). 
This will be enforced through spending 
controls, appropriate governance 
and approval processes for central 
government and ALBs.

Who is the Digital, Data and 
Technology Playbook for?
The Digital, Data and Technology Playbook 
is aimed at Commercial, Finance, Project 
Delivery, Policy and any professionals across 
public sector contracting authorities who are 
responsible for the planning and delivery of 
public sector DDaT contracts. 

The principles and policies have been co-
developed with input from public officials 
and industry stakeholders. They can be 
considered good practice for all professionals 
involved in public digital and data projects 
and programmes across the public sector. 
The Playbook will be supported through 
further guidance and engagement materials 
in 2022 as part of the implementation 
programme.

Experience has shown us that successful 
project delivery requires cross-functional 
working bringing together different 
professional areas of expertise. The key is 
ensuring that we have joined-up teams with 
input from the right functions early in the 
process. Pipeline reviews can help to facilitate 
early planning and identify opportunities for 
more collaborative working. 
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Figure 9 provides an analysis for the 11 key 
policies mapped against functional groups. 
This should be considered a guide to support 
contracting authorities in implementing the 
Digital, Data and Technology Playbook and 
may vary in different contracting authorities 
depending on their structure. 

Ministers, Permanent Secretaries, Accounting 
Officers, Commercial Directors, Project 
Sponsors and Senior Responsible Owners 
will also find this Playbook useful when acting 
as decision makers or approvers, or when 
conducting checks within the capacity of 
scrutiny and assurance.

Figure 9. Analysis of roles and responsibilities 
across the 11 key policies. OKUA stands for:

• Ownership: Individuals within the
function lead the activity and have overall
responsibility for it. ‘Joint-O’ is used
where ownership is split across a number
of functions.

• Knowledge: Individuals within the function
are the Subject Matter Experts on at least
one element of the activity.

• Understanding: Individuals within the
function understand what the activity is
and what good looks like.

• Awareness: Individuals within the function
know what activities are required and who
is responsible



88

Functions 

Commercial

Finance 

Policy

Legal

Programme and operations 
including project delivery, digital, 
property, HR

Other functions
including audit, comms, digital 
security

Figure 9: Key policy areas mapped against functions
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What is the scope of the 
Digital, Data and Technology 
Playbook? 
The Digital, Data and Technology Playbook 
applies to all DDaT projects and programmes 
including software and hardware. It describes 
what should be done from policy inception 
through to transition to operation and sets out 
a best practice framework to achieve improved 
delivery and outcomes. This framework should 
be embedded through the structure of an 
organisation from governance through to the 
delivery of individual projects and programmes. 

This Playbook is mandatory for central 
government and arm’s-length bodies (ALBs) 
on a ‘comply or explain’ basis recognising 
that there is not a one-size-fits all approach 
for all DDaT products and services. It 
should be taken into account by the wider 
public sector. Figure 8 sets out the actions 
contracting authorities and suppliers should 
take in adopting the Digital, Data and 
Technology Playbook.

Where the planning and preparation of projects 
and programmes is already underway or there 
are existing frameworks in place, contracting 
authorities should adopt a pragmatic approach 
to embedding the Digital, Data and Technology 
Playbook by taking all reasonable steps to 
embed the principles and policies at the 
appropriate stage of development. There is 
no expectation to restart in-train projects and 
programmes or re-let existing frameworks. 

The Digital, Data and Technology Playbook 
is part of a wider portfolio of Sourcing 
Playbooks developed by the Cabinet Office. 
Guidance on the delivery of public services 
is available on GOV.UK. The Sourcing 
Programme can support contracting 
authorities in deciding which Playbook is 
most appropriate for their project.

Framework agreements are in-scope of the 
Digital, Data and Technology Playbook, and 
should be set up in accordance with the 
principles and policies set out. 

Implementation 
Implementing the Playbook has begun but 
this is a journey the whole of government will 
walk together to improve the way we deliver 
projects and programmes. The government 
has committed to a multi-year implementation 
period to drive improvement on a ‘comply 
or explain’ basis recognising that there is no 
one-size-fits-all approach. 

The Cabinet Office will develop materials to 
support implementation including a series of 
e-learning modules which will be available on 
the Government Commercial College.

Further information on implementation 
is available via sourcing.programme@
cabinetoffice.gov.uk. 

Contacts 
Contracting authorities and industry are 
encouraged to reach out where parties are 
not approaching projects and programmes 
in the spirit of this Playbook. For further 
information or to provide feedback on the 
Digital, Data and Technology Playbook, 
please contact the Cabinet Office Sourcing 
Programme at sourcing.programme@
cabinetoffice.gov.uk

This Playbook will be updated annually to 
respond to feedback and ensure that it 
continues to represent best practice.

https://www.gov.uk/government/publications/the-outsourcing-playbook
https://www.govcommercialcollege.co.uk/auth/cabinetoffice/
mailto:sourcing.programme%40cabinetoffice.gov.uk?subject=
mailto:sourcing.programme%40cabinetoffice.gov.uk?subject=
mailto:sourcing.programme%40cabinetoffice.gov.uk?subject=
mailto:sourcing.programme%40cabinetoffice.gov.uk?subject=
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