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Chapter 6: Minimise the impact of cyber security incidents

79. Even with robust protection and detection measures in place, 
government will be impacted by cyber security incidents. It is 
therefore essential that government is able to rapidly respond 
to cyber incidents when they do happen and minimise their 
impact as far as possible. 

80. Effective risk management, appropriate and proportionate 
protective measures, and enhanced detection capability will 
make government a considerably hardened target. However, 
government will also improve its ability to respond and recover 
from incidents when they do happen to ensure the continuity 
of essential functions and services. 

Objective 4:
Government will minimise 
the impact of cyber 
security incidents

Cyber security incidents will be swiftly contained, 
assessed and managed, enabling rapid mitigation 
response across government. 
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Response preparation
Outcome 16:  
Government is fully prepared to respond to cyber incidents

Incident response
Outcome 17:  
Government rapidly responds to cyber incidents, both organisationally  
and across government

81.	 Organisational and cross-government 
cyber security incident response plans 
will clearly set out how government will 
respond to an incident to minimise its 
impact. Organisational plans will be routinely 
exercised through table-top scenario 
planning and red, blue and purple term 
activities, being updated as required to 
ensure that they are fit for purpose and 
continue to reflect the current threat 
environment. 

82.	 Cross-government exercising will also be 
routinely carried out to ensure that senior 
leadership teams across government - 
including wider public sector organisations 
that deliver critical services - are practised 
and prepared to lead the response to 
cyber incidents that may impact multiple 
organisations across the public sector.

83.	 Government organisations - either directly 
or through support of another government 
organisation - will have the structures and 
capabilities in place to triage cyber security 
incidents and rapidly assess their impact. 
Having clear escalation pathways is a 
crucial part of this, to ensure that the right 
people are made aware - both within the 
organisation and beyond - and the right 
expertise and resource is made available.

84.	 Central incident response functions will 
have the capacity and capability to manage 
serious and cross-government cyber 
security incidents with defined processes 
and mechanisms in place to ensure that all 
impacted parties are working collaboratively 
to minimise the impact. The GCCC will play 
a critical role.
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Incident recovery
Outcome 18:  
Government restores systems and assets affected by cyber security incidents  
and resumes the operation of its functions with minimal disruption

Lessons learned
Outcome 19:  
Lessons learned from cyber incidents drive improvements in government’s  
cyber security

85.	 As well as being prepared and able to 
respond to cyber security incidents, 
government will be able to recover from 
them as quickly as necessary so that any 
disruptions to its functions are minimised.

86.	 Enacted response plans will ensure that 
an organisation can assess the risk from 
an incident using appropriate expertise 
and taking the necessary steps to resume 
its functions to an acceptable level within 
tolerable periods of disruption.

87.	 Following the completion of incident 
response processes, central oversight of 
recovery from the most severe incidents will 
ensure that systemic risks are identified and 
mitigated.

88.	 To continue to drive improvements in cyber 
security, government will learn lessons from 
every cyber security incident and event - 
from serious incidents to ‘near misses’.

89.	 Government will be able to objectively learn 
from serious and cross-government cyber 
security incidents, with the most significant 
incidents being subject to an independent 
review to provide sufficient scrutiny.

90.	 Just as importantly, government will learn 
lessons from less serious events and 
‘near misses’. At the heart of this is the 
creation of a culture where cyber security 
colleagues feel confident sharing such 
information across government, without fear 
of embarrassment or blame. Doing so will 
ensure that government understands the 
root causes of incidents and can diagnose 
and communicate solutions to the whole of 
government to enhance its collective cyber 
resilience.
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Chapter 7: Develop the right cyber security skills, knowledge and culture

91. Achieving this strategy’s vision and aim will not be possible 
without appropriately skilled people, including those working in 
technical, policy and strategy, risk management, and leadership 
roles. In line with the objectives set out in the National Cyber 
Strategy, government will lead by example in boosting the scale, 
diversity and quality of cyber security professionals across 
government organisations, while fostering a cyber security 
cultural shift that will facilitate sustainable change.

92. There is diversity in the breadth and depth of cyber security 
skills required across government. These include deep technical 
skills and the non-technical cyber security skills that are needed 
across other specialisms and professions, such as digital, policy, 
commercial and assurance. Guided by the standards and pathways 
established by the UK Cyber Security Council, government will 
develop its understanding of the range of cyber security skills 
and knowledge required across government and will respond 
accordingly, ensuring that its workforce is inclusive and diverse.

93. This aspiration is, however, set within the context of a national 
cyber security skills gap19. The focus is therefore placed on 
investing in and building those skills from a multitude of entry 
points with a consistent career offer across government to aid 
recruitment and retention while reducing reliance on contractors. 
The continued creation of leading learning opportunities will further 
develop the profession, strengthening government’s employment 
offer and its ability to compete.

94. While the government security profession is focused on 
improving the cyber security profession across government 
departments, it mutually supports cyber security skills initiatives 
across the public sector, as well as providing a framework for 
wider public sector organisations to understand and manage 
their cyber security skills requirements.

19 Ipsos MORI / DCMS; ‘Cyber Security Skills in the UK Labour Market 2021’; March 2021

Objective 5: 
Government will develop the right 
cyber security skills, knowledge 
and culture

Government has suffi cient, skilled and knowledgeable 
professionals to fulfi l all required cyber security needs. This 
extends beyond technical cyber security experts to the 
breadth of professional functions that must incorporate cyber 
security into the services they provide - underpinned by a 
cyber security culture that promotes sustainable change.
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95.	 Achieving sustainable change also demands 
a shift in cyber security culture, to one 
that encourages and empowers people 
to challenge, question, learn and drive 
continuous improvement. Central to this is 

the creation of inclusive environments and 
the attraction and development of a diverse 
security workforce that reflects the wider  
UK population.

Skills requirements
Outcome 20:  
All government cyber security skills requirements are understood

96.	 Government will have a comprehensive 
understanding of the volume and range of 
cyber security skills and knowledge - both 
technical and non-technical - required 
to enable it to function with the required 
resilience. As well as informing the 
development of government workforce and 

resourcing strategies, this understanding 
will support and align with the work of the 
UK Cyber Security Council to ensure that 
consistent taxonomies, standards and 
pathways are developed and adopted for 
the cyber security profession across the UK.

FOCUS ON: Cyber security skills as part of the UK ‘cyber ecosystem’

Strengthening the UK cyber ecosystem by investing in people and skills and deepening 
the partnership between government, academia and industry is one of the central pillars 
of the National Cyber Strategy. 

Cyber security skills are a fundamental component of that ecosystem and the National 
Cyber Strategy sets out the clear objective to enhance and expand the nation’s cyber 
skills at every level. This includes:

•	 	A significant increase in the number of people who have the skills they need to enter 
the cyber workforce; 

•	 	A higher quality and more established, recognised and structured cyber security 
profession; 

•	 	A more diverse cyber workforce; and

•	 	A steady and diverse flow of highly skilled people coming through our education 
system.

Government is a key part of this ecosystem and its efforts to develop the right cyber 
security skills and knowledge will align with broader national efforts to enhance the UK’s 
cyber ecosystem.
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Attracting and retaining talent
Outcome 21:  
Government attracts and retains the diverse cyber security workforce it needs to be resilient

97.	 As well as the gap in cyber security skills 
in the UK20, the cyber security workforce 
continues to lack the diversity it needs.21 
Attracting and retaining a government 
workforce that truly represents different 
genders and ages, social, cultural and 
ethnic backgrounds, as well neurodiversity, 
is essential to providing the spectrum of 
perspectives and the creativity needed to 
tackle the increasing diversity of threats faced.

98.	 Government will use its developing 
understanding of its workforce, in the 
context of the wider UK cyber security 
workforce, to develop its approach 
to attracting and retaining talent. The 
development of apprenticeship and 
graduate programmes, combined with an 
extensive outreach programme to target 
underrepresented groups, will continue 
to attract cyber security talent into entry 
level roles. However, the majority of skills 
shortages across in the UK, including 
government, are found among more 
senior positions.22 The adoption of a single 
cyber capability pay framework across 
government, linked to accreditation, will 
ensure that pay is directly linked to skill 
level. This will enable government to better 
compete with the private sector and attract 

talent into all required positions, as well as 
providing commonality across government 
departments. Cyber security careers will 
be further incentivised through a range of 
initiatives, with a drive towards strengthening 
a culture of inclusion and improving 
representation.  

99.	 Government also recognises that cyber 
security talent can be found in every corner 
of the UK, with particular hotspots of cyber 
security firms found in the South East, the 
North West, the South West and Scotland.23 
To boost regional growth in the sector, 
the Department for Digital, Culture, Media 
and Sport (DCMS) is working closely with 
regional cyber security clusters, supporting 
their development and improving reach and 
insight into local and regional cyber security 
sector ecosystems. There are now over 
twenty established and emerging cyber 
security cluster organisations in the UK 
that are promoting and investing in cyber 
security. To support these efforts, and to tap 
into these regional talent pools, government 
has already begun to establish its own 
centres of cyber security expertise across 
different regions of the UK and will continue 
to invest in more regional security centres.

20   Ipsos MORI / DCMS; ‘Cyber Security Skills in the UK Labour Market 2021’; March 2021

21   NCSC / KPMG; ‘Decrypting Diversity: Diversity and inclusion in cyber security’; 2020

22   IPSOS MORI/DCMS; ‘Cyber Security Skills in the UK Labour Market 2021’; March 2021

23   IPSOS MORI/DCMS; ‘UK Cyber Security Sectoral Analysis 2021’; February 2021

FOCUS ON: Cyber workforce and resourcing hub service

Government will move to an in-house cyber workforce and resourcing hub service to 
improve recruitment outcomes and reduce the use of contractors. This includes working 
closely with external partners to build a strong brand as well as targeted recruitment and 
marketing of opportunities to improve diversity outcomes. Central oversight of the cyber 
workforce will enable a more flexible model and greater movement across government.



Government Cyber Security Strategy 2022–2030

62

Develop talent
Outcome 22:  
Government continuously develops its cyber security workforce to ensure that it has 
and retains the skills it needs

100.	Working with the UK Cyber Security 
Council, government will continue to 
develop comprehensive career pathways 
for its cyber security professionals. 
These pathways will provide diverse and 
fulfilling cyber security careers with a full 
development and learning offer. 

101.	Key to this will be the introduction of a skills 
assessment tool that will allow government 
to map the cyber security skills gap against 

key roles with a view to developing centrally 
funded learning programmes. Through 
the creation of such comprehensive 
learning curricula, government will drive the 
professionalisation of cyber security roles. 
This will be supported by partnerships 
with recognised learning academies and 
security institutions, ensuring that learning 
is consistent and accessible to those public 
sector organisations with less resources to 
invest in training. 

102.	A strong focus will be placed on developing 
an approach to accreditation that is linked to 
recruitment and promotion. This will ensure 
the status of the profession is recognised 
both inside and outside of the public sector, 
and that skills are developed in-line with 
national standards as defined by the UK 
Cyber Security Council. 

103.	As well as more formal career pathways, 
a focus will be placed on strengthening 
government’s leadership community to 

ensure they have the skills required. This will 
be part of our approach to build the cyber 
security community across government, to 
facilitate and encourage the sharing of ideas 
and approaches, as well as lessons learned 
when things go wrong. Creating the right 
communities will break down barriers and 
enable cyber security colleagues from across 
government to develop individual talent as 
well as collective expertise.

FOCUS ON: Establishing a government security learning academy

Government will establish a learning academy aimed at upskilling government security 
professionals and the wider civil service. Among other security disciplines, it will 
develop both technical and non-technical skills, providing masterclasses and access 
to qualifications, linking up with professional bodies and academia to assure in-house 
skills through skills assessment and accreditation. 
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Cyber security knowledge across  
other government functions
Outcome 23:  
Sufficient cyber security knowledge and awareness across government’s professional 
functions ensures that cyber security is actively taken into consideration 

Cyber security culture
Outcome 24:  
Government has a cyber security culture that empowers its people to learn,  
question and challenge, enabling continuous improvements in behaviours and 
resulting in sustainable change

104.	The need for cyber security applies to all 
domains and needs to be given appropriate 
consideration across all professional 
functions, from the Digital, Data and 
Technology (DDaT) profession through 
to government’s commercial and legal 
functions. While the degree of expertise 
required will vary depending on the 
function in question, having an appropriate 
knowledge of cyber security is essential.  

105.	Government will develop its understanding 
of these requirements and will work across 
other professions to improve cyber security 
knowledge and awareness, with a particular 
focus on senior leaders. 

106.	People and organisational culture are at 
the heart of reducing risk. To truly make a 
difference, it is essential to focus on people 
as well as technology. This effort begins 
with improving cyber security awareness 
and knowledge across all public sector 
workers, reinforcing the expectations of 
public servants and embedding cyber 
security awareness into public service 
values. Government will provide tailored 
advice and implement a broad range of 
awareness-raising initiatives to ensure 
that all public sector workers can better 
protect themselves and the government 
organisations they work for.

107.	Government will build on these foundations 
to create a positive cyber security 
culture that promotes and empowers 
its people to proactively engage on 
the organisational cyber security risk. 
Leadership, communication and consistency 
are key to this, both departmentally and 
across government. Transparent reporting 
structures will make it easy to report and all 
reporting will be handled confidentially and 
sensitively. Mistakes will not be stigmatised 
and incidents will be objectively understood 
with findings used as development and 
learning opportunities. People will be 
kept informed of progress and benefits to 
the organisation will be highlighted and 
celebrated. 
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108.	This strategy sets out how government will 
build and maintain its resilience in the face of 
continuously evolving cyber risks. At its heart 
is the aim for government’s critical functions 
to be significantly hardened to cyber attack 
by 2025, with all government organisations 
across the whole public sector being 
resilient to known vulnerabilities and attack 
methods no later than 2030. Achieving this 
aim will mean that government as a whole 
will present a hardened target,  enabling 
government functions to operate without 
undue disruption and cementing the UK’s 
authority as a leading democratic and 
responsible cyber power. 

109.	This is an ambitious aim. To achieve the 
level of organised and objective visibility 
of cyber security risk across the whole 
of government will require extensive 
processes, mechanisms and partnerships 
to be established. The task is complicated 
by the varying levels of maturity, capability 
and capacity that exist across government 
organisations. This is particularly pertinent 
for lead government departments, who, 
as well as considering their own cyber 
security posture, must also consider the 
cyber security posture of the public sector 
organisations in their purview.

110.	Given the dynamic and complex nature 
of cyber security vulnerabilities and the 
continuous evolution of cyber attack tactics, 
techniques and procedures, accounting 
for known vulnerabilities is challenging. 
Further to this, ‘known’ vulnerabilities cannot 
simply refer to publicly disclosed security 
flaws, but must also account for improper 
security practices that unduly expose 
an organisation to cyber attack. While 
measuring cyber security is challenging, 
establishing a coherent government cyber 
security assurance framework, with tiered 

government CAF profiles underpinned by 
government-specific cyber threat profiles, 
will provide a robust and consistent means 
of assessing cyber resilience in a way that is 
proportional to threats faced. 

111.	The strategy’s aim will therefore be achieved 
when all government organisations meet the 
outcomes set out in the appropriate CAF 
profile under the government’s cyber security 
assurance framework in the following 
timeframes:

•	 	Government organisations that are 
determined to be responsible for critical 
functions will meet the outcomes set out 
in an ‘Enhanced’ CAF profile by 2025.

•	 	All central government departments 
will meet outcomes set out in their 
designated CAF profiles by 2026.

•	 	All other government organisations will 
meet outcomes set out in a ‘Basic’ CAF 
profile by 2030.

112.	Progress towards this aim will be clearly 
monitored, both to demonstrate the 
successful impact of the strategy and to 
highlight areas where particular focus is 
required. The following indicators will be 
used to measure progress towards the aim:

•	 	The proportion of government 
organisations in scope that have identified 
their critical functions.

•	 	The proportion of government 
organisations in scope whose critical 
functions have been assessed against the 
government assurance framework.

•	 	The proportion of government 
organisations in scope whose assurance 
outcomes are assessed as achieved.

Achieving the aim
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114.	It is recognised, however, that these 
measures and indicators alone are not 
sufficient to provide a complete picture 
of government resilience. These broad 
measures will therefore be underpinned by 
a number of more granular KPIs that draw 
from the strategy’s objectives and will guide 
the delivery of this strategy. 

115.	A number of key principles will be applied 
to guide the use of KPIs, ensuring that they 
are consistent, appropriate, and provide 
the oversight and transparency needed to 
demonstrate genuine success, as well as 
hold government to account.

116.	The required outcomes will also be 
underpinned by cross-government policies. 
The impact of such policies will be monitored 
and measured, with regular and robust 
evaluation. Taken together, these measures 
will provide a comprehensive picture of 
government’s cyber resilience.

113.	As the cyber threat and risk environment 
continues to evolve, it is essential to ensure 
that the outcomes demanded of government 
organisations remain appropriate. All CAF 
profiles, and the government specific threat 
profiles that underpin them, will therefore be 
periodically reviewed to ensure the required 

outcomes are sufficient to maintain cyber 
resilience in face of evolving risks. Doing so 
will maintain the integrity of the aim of this 
strategy and make sure that achievement 
of required outcomes remains a strong 
indicator of government resilience.

Maintaining an appropriate measure  
of resilience

Underpinning key performance 
indicators (KPIs)

FOCUS ON: Principles  
of performance measurement

•	 	KPIs will place a minimum burden 
on government organisations.

•	 Data generation will be automated 
or based on preplanned and 
agreed timelines wherever 
possible.

•	 	KPIs will be achievable.

•	 	KPIs will not be pursued at the 
expense of genuine cyber security 
outcomes.

•	 	KPIs will demonstrate genuine 
impacts and benefits (recognising 
the limited quantifiable data that 
directly demonstrates cyber 
security outcomes). 
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117.	Initiatives set out in this strategy can  
be grouped as follows:

•	 Transformational initiatives that will 
be undertaken immediately to unlock 
disproportionate benefits across the 
strategy’s outcomes.

•	 	Short to medium term initiatives that will 
be established during the first spending 
review period.

•	 Medium to longer term initiatives that are 
currently unfunded and will be delivered 
during the next spending review period.

118.	Longer term unfunded initiatives are at 
varying stages of development. These will 
be regularly reviewed to ensure alignment 
with policy priorities, value for money and 
deliverability. A critical review will be tied 
to the next spending review to ensure that 
funding is directed appropriately towards 
achieving the aim of this strategy.

FOCUS ON: The Government Security Centre for Cyber (Cyber GSeC)

The Cyber GSeC delivers a broad range of capabilities and services that support 
government organisations to improve their cyber security posture and achieve an 
appropriate level of cyber resilience. It therefore plays a critical role in delivering the 
outcomes of this strategy.

In its pilot year, the GSeC worked with departments to assist in rolling out Active 
Cyber Defence products produced by the National Cyber Security Centre (NCSC) and 
provided trusted, specialist services, such as the Cyber Gap Analysis assessments 
and reports, as well as access to expert cyber consultancy. Building from its success, 
the Cyber GSeC will be scaled up to play an increasingly critical role in supporting 
government to address weaknesses in cyber security. As well as providing bespoke 
support to individual organisations, it acts as a critical delivery capability for the roll 
out of centrally driven initiatives, reaching across all government organisations with a 
particular focus on those that carry the greatest risk.

The Cyber GSeC is part of a broader suite of Government Security Centres which look 
at the range of government security disciplines, from cyber security to physical and 
personnel security. All Government Security Centres work closely together on cross-
cutting issues, ensuring that government continues to improve its security posture 
across all security disciplines.

Implementation
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1 Adopt the CAF as the assurance 
framework for government, with 
tiered CAF profiles - underpinned by 
government-specific threat profiles - 
to respond to the varying threats to 
government functions, validated by 
independent and objective verification 
where applicable.

Pilots to be 
conducted by 
the end of 2022, 
followed by 
incremental rollout

2 Establish the GCCC to unlock and 
transform how cyber security data is 
used across government.

Initial operational 
capability in 2022
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Transformational proposals
119.	Government will prioritise implementation of its two transformational proposals, which will  

provide the mechanisms required to facilitate a significant and disproportionate improvement  
in cyber resilience across government.
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2022-25 2025-30
While initiatives may not be fully implemented until 
this time, planning and development with begin as 
soon as practicable

               Manage cyber security risk

Enhanced governance and accountability 
across government

Enhanced asset discovery and 
management discovery measures across 
government

Investment in vulnerability management, 
including a vulnerability reporting service 
for the whole of government

Map systemic risks in government’s 
supply chain and implement government 
procurement strategy

Further embed strategic partnerships 
with the private sector, academia and 
international partners

Enhanced automated, live threat 
information shared at scale across 
government and wider public sector

               Protect against cyber attack

Implementation of ‘secure by design’ 
framework across government

Manage, upgrade or remove legacy 
technology across the government estate

Common confi guration for common digital 
products and services developed and 
shared 

Trial and development of new shared 
capabilities to protect against attack 
alongside prioritised Active Cyber Defence 
roll out for the public sector

New government classifi cations policy 
published and implemented

Harnessing of emerging technologies to 
enhance government cyber security

Implementation plan

               Manage cyber security risk

               Protect against cyber attack
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2022-25 2025-30
While initiatives may not be fully implemented until 
this time, planning and development with begin as 
soon as practicable

               Detect cyber security events

Comprehensive and proportionate 
detection capability developed across 
government

Enhanced mechanisms to share incident 
and cyber security event information

Establish common language for 
organisations to record information about 
cyber security incidents and ‘near misses’

Every government digital system to 
have 24/7 security monitoring

Harnessing future technology to grow 
and accelerate detection of cyber 
security events

Establish a strategic threat hunting 
programme for government, including 
the use of shared capability and 
deception tactics

               Minimise the impact of cyber incidents

Routine cyber security exercising of 
government critical functions

Independent review (lessons learnt) 
process for all serious and or cross 
government cyber security incidents and 
vulnerabilities

Provision of expert exercising capability 
available across the public sector

               Develop the right cyber security skills, knowledge and culture

Establish the Government Security 
Learning Academy

Developed career pathways for 
government cyber professions

Establish multiple entry points into the 
cyber profession 

Deliver a programme of cyber security 
culture improvement

Expand the cyber apprentice and training 
programme

Invest further in regional security centres 
for government

Adopt a single pay framework for cyber 
profession across government

               Detect cyber security events

               Minimise the impact of cyber incidents

               Develop the right cyber security skills, knowledge and culture
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OBJECTIVE 

Protect against 
cyber attack

SUMMARY 
Understanding 
of cyber security 
risk informs 
the adoption of 
proportionate 
security measures 
with centrally 
developed 
capabilities 
enabling protection 
at scale.

OUTCOMES

9.	 Government adopts a common approach to ‘secure by design’ 
to ensure that appropriate and proportionate cyber security 
measures are embedded within the technology government 
uses, and that the security of digital services is continually 
assured throughout their lifecycle

10.	 Government organisations deploy cyber security controls 
commensurate with their risk profile to ensure that risks to their 
functions are managed proportionately

11.	 Government technology is appropriately configured, with 
standard profiles for common technology and architectures 
being developed and continuously updated

12.	 Shared capabilities, tools and services tackle ‘common’ cyber 
security issues at scale

13.	 Government data is classified appropriately and handled and 
shared in a way commensurate to the risk it presents

OBJECTIVE 

Manage cyber 
security risk

SUMMARY 
Effective cyber 
security risk 
management 
processes, 
governance and 
accountability 
enable the 
identification, 
assessment and 
management of 
cyber security 
risks - at both the 
organisational and 
cross-government 
level.

OUTCOMES

1.	 Government has established governance arrangements with 
clear accountability enabling effective management of cyber 
risks at all levels of government

2.	 Government has comprehensive visibility and understanding of 
its digital assets enabling it to identify and manage vulnerabilities 
and the cyber security risks they present

3.	 Government has comprehensive visibility of the data it handles 
and shares so that it can appropriately assess and respond to 
the risks it presents

4.	 Government understands and manages risks emanating from 
commercial suppliers

5.	 Government understands the threat it faces relative to its 
functions in order to plan appropriate mitigations, at both an 
organisational and cross-government level

6.	 Government organisations have timely access to relevant and 
actionable cyber security data that enhances their ability to 
make effective risk management decisions 

7.	 Government cyber security assurance provides government 
with the visibility it needs to make effective decisions and the 
confidence that it has appropriate cyber security measures in 
place to manage the risks to its functions  

8.	 Strategic partnerships with the private sector and international 
partners are further embedded to enhance proactive defence  
at a global scale

Objectives and Outcomes Summary
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OBJECTIVE 

Minimise the impact of 
cybersecurity incidents

SUMMARY 
Cyber security incidents 
are swiftly contained and 
assessed, enabling rapid 
response at scale.

OUTCOMES

16.	 Government is fully prepared to respond to cyber incidents

17.	 Government rapidly responds to cyber incidents, both 
organisationally and across government

18.	 Government restores systems and assets affected by 
cyber security incidents and resumes the operation of its 
functions with minimal disruption

19.	 Lessons learned from cyber incidents drive improvements 
in government’s cyber security

OBJECTIVE 

Develop the right cyber 
security skills, knowledge 
and culture 

SUMMARY 
Sufficient, skilled 
and knowledgeable 
professionals fulfil all 
required cyber security 
needs - extending beyond 
technical cyber security 
experts to the breadth 
of professional functions 
that must incorporate 
cyber security into the 
services they provide - all 
underpinned by a cyber 
security culture that 
promotes sustainable 
change.

OUTCOMES

20.	 All Government cyber security skills requirements are 
understood

21.	 Government attracts and retains the diverse cyber 
security workforce it needs to be resilient

22.	 Government continuously develops its cyber security 
workforce to ensure that it has and retains the skills  
it needs

23.	 Sufficient cyber security knowledge and awareness 
across government’s professional functions ensures 
that cyber security is actively taken into consideration

24.	 Government has a cyber security culture that 
empowers its people to learn, question and challenge, 
enabling continuous improvements in behaviours and 
resulting in sustainable change

OBJECTIVE 

Detect cyber  
security events

SUMMARY 
Comprehensive monitoring 
of systems, networks 
and services enable 
cyber security events to 
be managed before they 
become incidents.

OUTCOMES

14.	 Government networks, systems, applications and end 
points are monitored to provide proportionate internal 
detection capability

15.	 Shared detection capability provides detection at scale 
across government
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