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1. Purpose of this report

This International Patient Summary roadmap (G7-IPS) supports the G7 commitment to
deliver on the rights of patients to have access to their health information, and through
using open and interoperable standards it enables this information to be used at the point
of treatment or care.

The roadmap outlines the component parts required for implementation and the standards
which will be used to ensure alignment and interoperability across the G7 community.
Although developed by the G7 countries, other countries, should they wish to, will be able
to adopt the same principles and use the open and interoperable resources.

1.1. Summary

The G7 Health Communique makes commitments on collaboration on several health
initiatives, including a commitment to develop internationally shared principles for enabling
patient access to health data, based on the principle of informed explicit consent or patient
permission.

The G7 countries agreed five principles and ambitions that describe the desired direction
of travel for increasing patient access to records as a means of patients taking more
responsibility for and control of their own health and care. These are:

e online access to records

e use of own information to manage their health

e patients contributing to their health record

o offer online access to health information by healthcare providers
o audit trail of who accessed the patient’s record

The implementation of these principles in individual G7 countries will depend on local laws,
healthcare structures and culture, but there is a genuine desire to make progress in this
area for the benefit of patients, and to learn and get support from each other.



1.2. G7 commitment on digital health

The health ministers of the G7 countries met on 3-4 June in Oxford and signed a
communigqué agreeing to collaborate on four health track themes. Ministers made the
following commitments on digital health:

Recognition of the importance of digital health solutions in transforming healthcare and of
the need for appropriate data governance, system security, regulatory, and data protection
standards in order to benefit from advances in digital health.

Commitment to working towards adopting a standardised minimum health dataset for
patients’ health information, including through the International Patient Summary (IPS)
standard; developing internationally shared principles for enabling patient access to health
data; and promoting the use of open standards for health data.

Recognition of the need for multilateral collaboration on a standards-based, minimum data
set for COVID-19 testing and vaccination verification and commitment to work within
existing WHO processes to develop this and to work as G7 countries towards a process of
mutual acceptance of COVID-19 certificates.

Recognition that governance of artificial intelligence (Al) systems in the health sector must
be strengthened in order to keep pace with technology development.

Commitment to working together to define and develop a shared understanding of phases
for how we clinically evaluate health Al algorithms and develop and share best practices
for benchmarking the suitability of a health Al algorithm developed in one G7 country for
potential deployment in another.

1.3. Patient access to health data

The following paragraph shows the full wording of the commitment:

38. We commit to work towards adopting a standardised minimum health dataset for
patients’ health information, including through the International Patient Summary (IPS)
standard, with the shared objectives of facilitating health interoperability within and
between countries, developing internationally shared principles for enabling patient access
to health data, based on the principle of informed explicit consent or patient permission
and in keeping with countries’ and regional existing legislative frameworks; and facilitating
and promoting the use of open standards for international health data to encourage the
widest possible adoption of standards and greater interoperability. To achieve this goal, we
will work with the Global Digital Health Partnership (GDHP) as they are already advancing
IPS efforts.


https://www.gov.uk/government/publications/g7-health-ministers-meeting-june-2021-communique/g7-health-ministers-meeting-communique-oxford-4-june-2021#digital-health
https://www.gov.uk/government/publications/g7-health-ministers-meeting-june-2021-communique/g7-health-ministers-meeting-communique-oxford-4-june-2021#digital-health

2. Introduction

The G7-IPS Roadmap has been developed to enable countries to implement the
components of IPS in a manageable way that fits in with their existing health economy,
health technology and legal requirements.

It is not a one solution to fit all, rather a flexible and incremental approach which
progresses from a small amount of information with limited user functionality, through to all
the IPS data and the facility to transfer information between systems across national
borders. To prevent the creation of parallel structures, the IPS Roadmap builds on
previous approaches, such as the European work on electronic health records.

Our aim is to make a start and work incrementally towards an end point, using new and
emerging technologies and ensuring that solutions meet the needs of patients and
clinicians.

To let a clinician know that To enable a patient’s full clinical
a _p;tlent_has an \r_nporcant User needs and requirements record to be shared W|tr_1 their
clinical history which may current healthcare provider
impact care delivery

Clinical information

G7 IPS minimum dataset Full IPS dataset

Small amount of agreed . i All available clinical information
reliable information Technical and governance constraints which can be incorporated into
provided by all countries a clinical system (system-

system transfer)

NOW How? » When?

Figure 1: IPS implementation with incremental gains

Alt text: Figure 1 shows that the G7 IPS implementation will begin with a
small amount of agreed reliable information provided by all countries and
which is needed to indicate important aspects of a patient's clinical history
which may impact care delivery. Information will be added as feasible
under technical and governance constraints until the full IPS dataset is
reached, where a patient's full clinical record can be shared with their
current healthcare provider.



3. Objective

At present, when a patient seeks care from a new clinician (particularly but not exclusively
in a foreign country) there is no consistent way that the clinician can access relevant and
potentially vital clinical information about the patient.

Currently, in many instances, this relies on the patient's memory. Adopting a structured
and safe IPS record, and related service infrastructure will enable patients to access and
share reliable information with their clinician.

Provision of information to clinicians during unplanned care

1 7
Patient Direct
memory system to
(The current 6 system
situation) 2 4 exchange
Patient held Patient ::::?:L:I:;::
unstructured hardcopy T
persto nal 3 Is;rsuctu "’: downloadable
notes Patient held recor 5 IPS record
structured Patient held
notesirecords PDF of the
(but not an IPS structured
record) IPS record

Figure 2 - how patients share their information with clinicians

Alt text: Figure 2 shows how patients share their information with
clinicians.

This diagram uses coloured hexagons to show the relationship between
the different methods patients can or could use to share information with
clinicians.

The current methods are in grey. Blue hexagons show that in some
countries sharing of electronic information is taking place but that it is not
in the IPS standard format. Green hexagons show what can be achieved
when the IPS standard is implemented.

Grey method 1: Patient memory

Grey method 2: Patient held unstructured personal notes



Blue method 3: Patient held structured notes or records, but not an IPS
record

Green method 4: Patient hard copy structured IPS record
Green method 5: Patient held PDF of the structured IPS record
Green method 6: Patient held computable and downloadable IPS record

Green method 7: Direct system to system transfer

The G7 health ministers agreed that through the implementation of IPS, information could
be more complete and reliable. This would result in better healthcare experiences and
outcomes for patients.

Figure 2 shows the different methods patients could share information with their clinician.

The first two options (grey hexagons) rely on the patient's memory and what they think is
important for the clinician to know, this is likely to result in incomplete information for the
clinician.

Some countries have the facility to provide their patients with access to their structured
clinical records or notes (see option 3 - blue hexagon). These records may or may not be
complete and may or may not originate from a single healthcare provider or sector.

Options four to eight (green hexagons) move the information provision and sharing into
IPS, which provides both provenance and an understanding of which data items are
available. This could start with the patient physically showing the clinician a copy of their
IPS record on their smartphone or passing them a printed copy (options 4 and 5). This
progresses to the patient generating an access code, sharing it with their clinician and their
clinician being able to view the information in their viewer, and potentially import this data
to their clinical systems (option 6).

The final goal of IPS (option 7) is to enable system-to system transfer of information.

3.1. ISO IPS ambitions

The International Standards Organization (ISO) maintains and publishes the international
patient summary (IPS) standard for the dataset.



https://www.iso.org/

ISO IPS was originally designed to be used in ‘unplanned, cross-border care’. It consists of
a minimal and non-exhaustive dataset. However, it is recognised that the ISO IPS
information will be beneficial to planned care.

The ISO IPS is an ecosystem of standards emerging from collaboration across multiple
standards development organizations (SDOSs), including Health Level 7 International
(HL7), the European Committee for Standardisation (CEN), Integrating the Healthcare
Enterprise (IHE), International Standards Organization (ISO) and SNOMED International.
The Joint Initiative Council (JIC), representing nine major SDOs globally, recognised IPS
as a key project beginning in 2015.

The ISO IPS standard is not an implementation guide and does not address jurisdictional
concerns. It does not address directives, formats, terminologies, and classifications.
However, HL7 has published an implementation guide of the IPS using the Fast
Healthcare Interoperability Resources (FHIR) standard. This publication was first
published in 2020 and includes examples of how the IPS could be constructed using
common vocabularies and terminologies. Additional information is available on the HL7
IPS FHIR Implementation guide and through the HL7 website.

Further information is also available on the ISO website.


https://www.iso.org/standard/79491.html
https://www.hl7.org/
https://www.cencenelec.eu/
https://www.ihe.net/
https://www.ihe.net/
https://www.iso.org/
https://www.snomed.org/
http://www.jointinitiativecouncil.org/
https://www.hl7.org/implement/standards/product_brief.cfm?product_id=491
https://www.hl7.org/implement/standards/product_brief.cfm?product_id=491
https://hl7.org/fhir/uv/ips/
https://hl7.org/fhir/uv/ips/
https://hl7.org/
https://www.iso.org/standard/79491.html

4. G7-IPS principles

A series of principles were agreed which have informed the development of the G7-IPS
model and the G7-IPS roadmap:

1. each country will develop their own IPS which meets the G7-IPS standards and
requirements

2. each country’s G7-IPS will conform to their own legislature and governance
requirements

3. patients control access to their information in the G7-IPS data point(s)

4. G7-IPS data is personal identifiable information which will be uploaded or collated in
real time, for the patient to view and share

5. print and non-editable file download (i.e. pdf) options will be available to patients

6. a patient mediated IPS data point facilitates the sharing of clinical information for direct
patient care

7. patients will be informed how their G7-IPS information will be used before they agree
to the use of their data

8. creation of a person’s IPS record will not depend on a person’s registration within a
country’s health system

9. the G7-IPS will contain human readable and computer processable data

10. this is a digital first service and requires setting up by the user (or their authorised
representative) on a computer or via an app

10



5. G7-IPS model

Individual patients

Figure 3: G7-IPS model

Alt text: Figure 3 shows that the G7-IPS model is centred around G7-IPS
data points. A data point could be a physical data store or a process of
gathering information, using APIs or similar functionality to collate the
patient’s information when they access IPS.

Individual patients are at the top of the G7-IPS model. They can access
their clinical information in the G7-IPS data points via apps or websites.

The bottom of the model shows the sources of information which will feed
into the G7-IPS data points. It is expected that each G7 country will have
one or more data points. For example, Canada may have data points for
each province and territory. Italy will principally use its regional public
systems. The USA will have data points for each healthcare provider. The
UK will have 4 NHS data points, one each for England, Scotland, Wales
and Northern Ireland.

11



The G7-IPS model emphasises the following attributes:

e each country determines how IPS will be implemented for them. They determine their
data access model for their data point(s)

o all patients hold and share access to their own data

e each country has its own IPS data point(s); these could be one per country or multiple
to reflect their healthcare provision and infrastructure

e they (or their delegated organisations) determine the information which will be made
available via their IPS account

e they manage access to it

o they make sure it complies with their national laws and governance

5.1. Individual patients

The approach used for access to the IPS data point(s) is patient mediated exchange. This
means that the patient is responsible for deciding who their information will be shared with
and for the physical act of sharing it.

Patients will open their IPS account, unless it is automatically provided to them, and this
will provide them with access to their information and the functionality to share it.

At all times, patients can access their own data and control access to it by others.

For further information about patient access and the roles and responsibilities in managing
patient clinical information please refer to the ‘patient access report’.

5.2. National IPS data points and uploads

Each G7 country has its own IPS data point(s), for countries such as Canada, the USA
and the UK due to the devolved nature of their healthcare system each data point(s) may
be at a sub-national rather than national level, in the USA this could be at state or
organisational level. This could be a physical data store or a way of gathering information,
using APIs or similar functionality, to collate the patient’s information when they access
IPS.

12


https://www.gov.uk/government/publications/g7-health-track-digital-health-final-reports/g7-patient-access-to-health-records-final-report

Each country develops and implements a FHIR and 1SO 27269:2021 compliant data
model for their data point(s). This is essential as each healthcare system and the source(s)
of information differ, so bespoke functionality will be required.

The UK has produced two proof of concept prototypes using different technologies and
approaches, which can be further developed.

5.3. Sub-national jurisdictions

Canada has 13 provinces and territories, the USA has 50 states, and the UK has four
home nations. In these countries developing a single national IPS data point(s) may
neither be possible nor desirable. Nevertheless, the portability of data across these
internal borders will improve care, accessibility, and choice for the public.

For some G7 countries, using IPS FHIR standards will be an effective way to share
information across their sub-national borders. However, other countries, such as the USA
with their Consolidated Clinical Document Architecture (C-CDA), have established
processes for information sharing, and it is expected that they will continue to use these.

The G7-IPS roadmap has built-in flexibility to enable countries to adapt implementation to
work within their own healthcare environments and facilitate the sharing of patient
information across these sub-national jurisdictions.

Other
province, territory, state,
devolved administration

Home

International count
province, territory, state, devolved administration ry

province, territory,
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Figure 4: Example - sub-national G7-IPS model

Alt text: Figure 4 is an illustration of the sub-national G7-IPS model. All
the information is in the following sections.
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https://www.hl7.org/fhir/summary.html
https://www.iso.org/standard/79491.html
http://www.hl7.org/implement/standards/product_brief.cfm?product_id=492

5.4. Data

Each G7 country will upload a minimum dataset of information, consisting of patient
demographics, allergies and intolerances, immunisations and vaccinations, current
medication and health problems. This dataset

e has been developed based on the needs of clinicians and patients and includes the
most commonly used clinical information

e has considered the complexities associated with consistency of data recording across
different countries' healthcare systems

e has the ability to be presented in a human readable format

Each G7 country will determine their schedule for uploading additional data blocks. This
phased approach will enable each country to add more data when they are able to, but not
exclude them from participating in the G7-IPS initiative.

Patient Allergies and Observed Operative S‘oclall status At
. 5 ", inc lifestyle and
demographics intolerances conditions procedures o
factors vaccinations

Health History of Medical
Care plans problems past devices and
inc diagnoses problems implants

Vital signs (i.e. Current
BMI, BP) medication

Advance

directives Functional History of s
. .. All medication
(i.e. living status pregnancy
wills)

Figure 5: 1ISO 27269:2021 IPS data blocks

Alt text: Figure 5 shows the |ISO 27269:2021 IPS data blocks. IPS sections
data into data blocks. The G7-IPS divides the blocks into 2 groups, the
minimum data set and the additional data blocks. The minimum data set is
the data which will be shared between the G7 countries. It consists of:
Patient demographics; Allergies and intolerances; Health problems
including diagnoses; Immunisation and vaccinations; and Current
medication.

The additional or remaining data blocks can be shared when and if the
country wishes to. These are: Care plans; Advance directives, for
example, living wills; Functional status; Observed conditions; History of
past problems; History of pregnancy; Operative procedures; Medical

14


https://www.iso.org/standard/79491.html
https://www.iso.org/standard/79491.html

devices and implants; Social status, including lifestyle factors; Vital signs,
for example, BMI and blood pressure; and All medication.

The data must be in a FHIR and ISO 27269:2021 compliant format to support the
presentation of information to patients and clinicians, and for future data transfer.

Recommendation

It is essential that users understand the context of any empty data field and whether that
means there is no clinical history or that a country is not providing it. As such, all empty
data blocks and items must indicate whether

- the information is not included in the country's IPS upload

- there is no clinical information in the patient’s record

5.5. Terminology and language translation

5.5.1 Coded terminology and classification

The datasets specify the type and format of information to be included in the IPS, but do
not specify the terminologies or classifications to be used. However, preferred terminology
bindings are documented in the FHIR IPS standard.

At present, there is no single common coded terminology or classification in use across
the G7 countries, in all their clinical systems. This complicates the transfer and use of
information.

5.5.1.1. Clinical information

Agreeing a common recording standard has been under discussion for some time. The
Global Digital Health Partnership (GDHP) encourages the use of SNOMED CT or its
subset SNOMED GPS terminologies for information transfer. This is under discussion
among the GDHP members with a final path to be determined.

Although all G7 countries have SNOMED CT licences, this terminology is not consistently
used in all clinical information systems. Neither is it universally in use across devolved
jurisdictions in some countries. Timescales for the universal adoption of SNOMED CT are
in years, so a solution facilitating the use of information from multiple terminologies and
classifications is necessary.

15



https://www.hl7.org/implement/standards/product_brief.cfm?product_id=535
https://www.iso.org/standard/79491.html
https://www.hl7.org/implement/standards/product_brief.cfm?product_id=535
https://gdhp.nhp.gov.in/
https://www.snomed.org/snomed-ct/why-snomed-ct
https://gps.snomed.org/

The I1SO IPS and FHIR standards enable each data item to have more than one allowable
input format, so for a diagnosis, acceptable inputs could be SNOMED CT, SNOMED GPS,
ICD-10 and/or ICD-11.

5.5.1.2. Medication

The issue is further complicated with the recording of medications. There are multiple
classifications, terminologies and standards in use, and different regulations around
prescribing within countries. However, the primary purpose for sharing information about
medications is so that the clinician treating the patient has a full list of prescribed
medications at the point of care. Itis NOT so they can automatically re-prescribe. Any
required prescriptions will be made using their own clinical system.

Recommendation

The use of a common coding standard would undoubtedly make the transfer of information
easier.

We recommend that the G7 countries consider the practicalities, cost and timescales
involved in this ambition, against the benefits which would be derived, including safer
patient care, from achieving this.

5.5.2. Language translation

It is agreed that the best option is for the patient and clinician to access any information in
their preferred language. It would be advantageous to include this in the user IPS viewer.

Societally we are familiar with translation tools in internet browsers, however accuracy
rates vary, and important nuances may be lost.

Coding terminologies and classifications are often provided in multiple languages. The
World Health Organisation supports 42 languages for its ICD classification. SNOMED
international publishes SNOMED CT and GPS in US English, UK English, and Spanish. In
2018, a SNOMED CT Starter set (6,300 concepts) was translated into French, German
and Chinese. Canada leads the French international effort for a Common French set that
is made available to other countries. Other translations have been achieved by member
countries in, Spanish, Danish and Swedish, German, Dutch, Estonian, Lithuanian,
Norwegian. However, additional language versions have been developed by member
nations.

16



https://www.who.int/standards/classifications/classification-of-diseases
https://icd.who.int/en
https://www.who.int/classifications/icd/ICD-10%20languages.pdf
https://confluence.ihtsdotools.org/pages/viewpage.action?pageId=26837136
https://confluence.ihtsdotools.org/pages/viewpage.action?pageId=26837136

Recommendation

Where a translation is provided the original text must be included alongside it.

Recommendation

Where available, the code description or rubric should be offered in the user’s preferred
language.

Recommendation

Computer-based language translation technologies are becoming increasingly
sophisticated and are in frequent use in daily life through a variety of cloud-based voice
services.

Where existing translations are not available, we recommend that these are reviewed and
assessed prior to any use in production systems, and when they are suitably capable that
they are adopted into the IPS to enable the user to access information in their preferred
language, where this is available. Written and spoken approved translations should be
available to the user.

5.6. Access

Each G7 country will manage patient access to their national IPS data point(s). The
country is also responsible for verifying patients’ identities and ensuring that access to
their IPS data point(s) is safe and secure.

England and Wales example

NHS England has developed identity checking services for both clinicians and patients

NHS login allows English and Welsh patients to access health and care websites and apps
with a single set of login credentials. The patient can securely access many digital health
and care services with one email address and password.

17



https://help.login.nhs.uk/setupnhslogin/

NHS Care Identity Service 2 is a secure authentication service used by health and care
professionals in England to access national clinical information systems.

Patient Patient Patient is
requests identity ]
access to confirmed ;h GIK PS
UK-IPS through and UK-IPS W cor
their chosen identity .nf;:mat.on
portal/app created . !
NHS Identity i‘;':;':i’;
checking created
Patient is Patient
sent their views their
UK-IPS-ID information
Patient
identity not Patient logs
confirmed - into their
further chosen IPS
checking portallapp
Contact the Lt Patient
patient to chooses to
confirm their share their
identity information

Figure 6: Example - patient journey and verification pathway

Alt text: Figure 6 illustrates the G7-IPS patient journey. All the information
is in the following sections.

5.7. International standards

Refer to the G7 Open standards and interoperability report.

5.7.1. International IPS standards

Implementation of the |[PS standard ISO 27269:2021 | Health informatics - International
Patient Summary. Produced by the ISO/TC 215 Health informatics technical committee.

HL7-FHIR R4

HL7-FHIR IPS

ISO 9241-210 | Ergonomics of human-system interaction — Part 210: Human-centred
design for interactive systems produced by the ISO/TC 159/SC 4 Ergonomics of human-
system interaction

18


https://digital.nhs.uk/services/identity-and-access-management/nhs-care-identity-service-2
https://www.gov.uk/government/publications/g7-health-track-digital-health-final-reports/g7-patient-access-to-health-records-final-report
https://www.iso.org/standard/79491.html
https://www.iso.org/committee/54960.html
https://www.hl7.org/fhir/summary.html
https://hl7.org/fhir/uv/ips/
https://www.iso.org/standard/77520.html
https://www.iso.org/committee/53372.html

5.8. Legislation and governance

Each G7 country, and in some instances their sub-national jurisdictions such as provinces,
territories, states, or home nations, have their own legislation and information governance
requirements. Each must ensure their IPS complies with these.

5.8.1. Data for direct patient care

Principle 6 states that the information generated by an IPS data point(s) is intended for
direct patient care. Principle 7 ensures that all patients know how their information is being
used, with Principle 3 ensuring that the patient controls access to their own

information. Adhering to these principles ensures that patients have the information they
need to understand how their information will be used by the clinician and decide whether
to share it or not.

It is essential that the information gathered into an IPS data point(s) is not confused with
the local clinical information system from which the data was uploaded. These systems

will continue to be used as per their original purpose, which may include for planning and
research.

G7 variations

France, Germany, Italy and the UK use the General Data Protection Regulation (GDPR)
as the foundation of their information governance and patient rights to their clinical
information. These are detailed and specify how their citizens' information is kept
confidential and how it can be used, processed and stored.

Canada, Japan and the USA have different legislation which does not seamlessly dovetail
with GDPR. These legislations will impact on the system-to-system cross-border transfer
of information

Recommendation

Before G7 countries agree to using information from an IPS data point for anything other
than direct patient care, information governance regulations must be addressed.

The Trillium Bridge Project assessed the differences between the EU and USA.

19



http://www.trilliumbridge.eu/

5.8.2. G7-IPS information use - informing the patient

Principle 7 enshrines the importance of patients understanding how their information will
and will not be used by the individual and the organisation they are considering sharing it
with. Importantly, the patient will need to choose whether or not to go ahead and share

their information.

20



6. Data access and transfer

ISO IPS was developed to support the exchange of clinical information between
healthcare systems and across international borders. Technically this is complex, but a
greater hurdle is information governance. For example, the UK and EU countries have
strict governance requirements on where information can be stored, how it must be stored
and the security around this. However, different regulations are in place in Canada, Japan,
and the USA.

6.1. Patient mediated exchange

To enable the G7-IPS to work the patient will be in control of their own healthcare data and
will have the ability to securely share their data. This makes the data management in IPS
the responsibility of the patient and not the originating healthcare provider. This aligns with
the GDHP approach.

In the simplest format this could be through showing and sharing information on a smart
device (phone or tablet), or the patient printing a copy of their record and handing it over to
a healthcare professional in a human readable format.

The roadmap includes the adoption of technical solutions, such as the patient generating a
2D Barcode and sharing this with clinician(s), which will enable the clinician to view the
patient's information in a clinical viewer which could be standalone or part of the clinical
system they use. Ultimately information could be transferred directly between systems
(see below).

This approach enables the clinicians treating a foreign national patient to view the clinical
information they need to provide safer care and improve the experience of the foreign
national patient. It also provides the patient with the opportunity to share information about
their treatment abroad with their regular clinicians when they return home.
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6.2. Access to view read-only or fixed copy information
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Figure 7: Access to view read-only or fixed copy information

Alt text: Figure 7 shows how clinicians would access read-only or fixed
copy information. This diagram is divided in half by a national border. To
the left is where the information from the patient's country of residence is
recorded. This information is stored in a system, which is part of the
country's national health infrastructure. Information from these systems is
fed into the G7-IPS data points.

The right side of the diagram shows the patient having a consultation with
a clinician from another country. The patient gives permission for the
clinician to access their IPS record, this could be via a one-time passcode
or a QR code.

Using web browser functionality, the clinician can access the patient’s
information through an IPS portal and viewer, which is linked to the G7-
IPS data points.

In this scenario there is no transfer of information between systems. The patient authorises
the clinician to access read-only information and uses a one-time passcode or QR code to
enable this.

Using web browser functionality, the clinician can access the patient’s information through
an IPS portal and viewer, which is linked to the IPS data points.
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6.3. Transfer of information from IPS data point to clinical
system
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Figure 8: Transfer of a structured record from IPS data point A to clinical system B

Alt text: Figure 8 shows how information is transferred from the IPS to a
clinical system. This diagram is divided in half by a national border.

IPS data point A

To the left is where the information from the patient's country of residence
is recorded. This information is stored in a system, which is part of the
country's national health infrastructure. Information from these systems is
fed into the G7-IPS data points.

Clinical system B

The right side of the diagram shows the patient having a consultation with
a clinician from another country. The patient gives permission for the
clinician to access their IPS record - this could be via a one-time passcode
or a QR code. The clinician can access the patient’s IPS record through
IPS functionality which is linked into the IPS data point A.

In this scenario the system-to-system transfer of information takes place. As with the
previous access to read-only information scenario, the patient is the person that gives
permission to the clinician to access their record.

If the clinician is using a clinical system which is recognised and meets national
governance and security standards, they will be able to request a download of the patient’s
IPS record into that system.
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As the system is an authorised part of the G7-IPS ecosystem, and the clinician is an
authorised user of the system, this will constitute the identity verification of the clinician.

The GDHP is involved with the testing of data exchange using the FHIR IPS standard,
which could be used in system-to-system exchange.

Before a system-to-system exchange can happen, the complex cross-border governance
issues must be resolved. Patient mediated exchange could still be used to grant access to
a record, but there will still be data ownership and processing governance issues to be
addressed.

There may be fewer governance issues where the data exchange is across sub-national
boundaries in a single country, or where a community has common standards such as the
EU with its member states are signed-up to the General Data Protection Regulation
(GDPR) protocaol.

MyHealth@EU data processing example

The EU member states are implementing MyHealth@EU which transfers information
between countries using eHDSI. All countries are expected to have implemented it by
2025.

Each country has a National Contact Point which aggregates the information from its
provider systems and cross references the codes, where necessary, into the codes
specified in the Master ValueSet Catalogue. Translation is through using the code set
descriptions into the preferred language. Translation for free text is not available.

The Master ValueSet Catalogue currently specifies SNOMED CT, WHO ICD-10, WHO
ATC, EDOM, UCUM, LOINC, HL7, ISO 3166, ISO 639-1, ISCO.

Each country clearly defines the legal basis, and informs its patients, and the methods and
principles for the processing and transferring of information for direct patient care.

When a patient needs to be treated in another member state, their information can be
requested from the NCP from each country of affiliation. The information can be cross-
referenced to local standards and translated into the local language.

24


https://gdpr-info.eu/
https://ec.europa.eu/health/ehealth/electronic_crossborder_healthservices/myhealthateu_flyer_en
https://ec.europa.eu/health/ehealth/electronic_crossborder_healthservices_en
https://www.snomed.org/snomed-ct/why-snomed-ct
https://www.who.int/standards/classifications/classification-of-diseases
https://www.who.int/tools/atc-ddd-toolkit/atc-classification
https://www.who.int/tools/atc-ddd-toolkit/atc-classification
https://www.ema.europa.eu/en/partners-networks/international-activities/multilateral-coalitions-initiatives/european-directorate-quality-medicines-healthcare-edqm-council-europe
https://ucum.nlm.nih.gov/#:%7E:text=%22The%20Unified%20Code%20for%20Units%20of%20Measure%20%28UCUM%29,electronic%20communication%20of%20quantities%20together%20with%20their%20units.
https://loinc.org/
https://www.hl7.org/
https://www.iso.org/iso-3166-country-codes.html
https://iso639-3.sil.org/code_tables/639/data
https://www.ilo.org/public/english/bureau/stat/isco/

Country of affiliation

&—&

National
contact

—
@ taet

point for
——— eHealth

point for
eHealth

National infrastructure
Translates

inte Master

Value Set
codes

== national border

Figure 9: MyHealth @EU - Data transfer between EU member states

Alt text: Figure 9 is an illustration of the MyHealth@EU data transfer
system. All information is in the section above.

UK use case

The UK has committed to separating data from the user systems. In effect, having a
single information source accessed by the multiple systems used by the health care
providers. This will mean that all healthcare providers will have access to and maintain a
single comprehensive health record for individual patients.

Recommendation

The G7 countries agree on a common governance standard or arrangement for sharing
IPS data.

Recommendation

FHIR and ISO IPS standards must be adhered to when developing a single IPS data point.
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Recommendation

Transfer of information between systems is both technically complex and legally
challenging. The G7 countries should consider the viability of developing and enabling
international read-write access to a single and complete patient record via IPS.
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7. Roadmap

Minimum viable Enhanced National International
product functionality cross-border transfer  cross-border transfer
of information of information

Technical functionality

Access to view read-only or fixed copy information

Transfer of the patient’s record
from IPS data point A to
clinical system B

Figure 10: Roadmap - technical functionality

Alt text: Figure 10 illustrates how the G7-IPS technical functionality would
increase as it evolves from a minimum viable product to enhanced
functionality, then to national cross-border transfer of information, then
finally to international cross-border transfer of information. All information
is in the following section.

The roadmap is a collection of elements which represent the political, data and
technological requirements to implement the G7-IPS and support the sharing of patient
information across national and international borders.

As outlined in the introduction the process will start with some technical functionality and
some data (G7-IPS minimum dataset). This is the minimum viable product that must be
implemented. Each country or jurisdiction can implement additional technical features and
increase the amount of data available in their own time.

7.1. File structure

Using the latest ISO IPS FHIR standards (currently using FHIR R4), each country will need
to share the complete ISO IPS dataset. However, for data items which they are not
sharing, they must state this. This ensures that the clinician treating the patient has full
understanding of the limits to the information they have available to them.
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7.2. Patient identifiers

G7-1PS data point(s) will develop its own mechanism for identifying patients in it. Most
countries have a combination of healthcare providers, it is highly unlikely that the mix of
public funded and private healthcare will have a single unified patient identifier.

ISO IPS FHIR has a patient identifier standard, which we expect to be implemented in their
IPS data point(s) to ensure individual patients have globally unique identifiers.

IPS data point - patient access

(incorporating secure login and identity check by home country)

Unigue Unigue

Unigue

Unique Unigue

PNTPS Y FRAIPS T ukips T usaps  COC IS e er
Identity Identity Identity Identity Identity
de 2 Patient identity reference Source organisation identifier Organisation code
IPS standardised format | IPS country code 987 654 4321 England NHS number NHS-ENG
0101608929 Scotland CHI number NHS-SCO
987 654 4321 Wales NHS number NHS-WAL
320 000 001 Northern Ireland NHS number NHS-NI
The patient identity table KBJ010160 Private health 1 UKPH1
is managed by the home :
country IPS. YHF010160FRK Private health 2 UKPH2
KBJ010160 Private health 3 UKPH3
2021-123456 Private health ~ UKPH~

Figure 11: Example - patient identifier mapping
Alt text: Figure 11 illustrates that patients are likely to have multiple

identifiers across healthcare providers, which will be managed by their
home country IPS.
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7.3. Roadmap groups
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Figure 12: G7-IPS elements

Alt text: Figure 12 illustrates the phases and sub-phases of the G7-IPS
roadmap. These are set out below in detail.



7.4. Preparation

Objective Governmental agreement to implement the G7-IPS roadmap.
Data See the sections on

Data

Data items
International ISO 27269:2021 | Health informatics - International Patient Summary.
standards HL7-FHIR R4

ISO 9241-210 | Ergonomics of human-system interaction - Part 210:
Human-centred design for interactive system.

Technical Each country's health service and its supporting infrastructure is
features different.
Transfer of information must align with the international ISO IPS Data
and ISO IPS FHIR standards. Each country will need to develop a
process (where necessary) to align and transmit data using these
standards. This could be through embedding these standards and/or
updating their systems to IPS/FHIR or translating and mapping data to
match the IPS/FHIR standards.
It is recommended that these systems are Internet facing and are API
driven architectures to allow the interoperability of the country's IPS.

Best practice | Patient engagement
User centred design
Improving health literacy

Governance Factoring a country's governance requirements, which may include
international requirements i.e. GDPR, that must be followed with
regards to data recording and sharing and patient access to

information.
User User requirements must be considered (patient and Healthcare worker)
experience as part of the development. Each country should consider how best to

engage with both clinical and patient use of IPS.

Implementation 31 December 2021
deadline

Notes Each country is to develop their own implementation roadmap and
timescales.
In addition to international standards, each country may have standards
which they will need to conform to. These should be identified at this
point.
Which terminologies and classifications will be used should be identified
at this point.

7.5. Data items

For further information see the section on Data.
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7.5.1. G7-IPS minimum dataset

Objective

Data blocks

International
standards

Technical
features

Implementation
deadline

Notes

All the remaining data blocks and items as listed in the 1SO
27269:2021 IPS specification.

Patient attributes - demographics

Allergies and intolerances (inc. adverse reactions)
Immunisations and vaccinations (see note)
Problems - diagnoses

Current medications

ISO 27269:2021 | Health informatics - International Patient Summary.
HL7-FHIR R4

All available data is to conform to the FHIR version 4 standard.

To be confirmed, but in line with the G7-IPS minimum viable product

Immunisations and vaccinations are not mandatory items in the |ISO
27269:2021 IPS specification. However, because of the COVID-19
coronavirus pandemic, this was specifically included in scope by the
G7 countries health ministers.

7.5.1. Additional IPS data blocks

Objective

Data blocks

International
standards

Technical
features

Implementation
deadline

All the remaining data blocks and items as listed in the ISO
27269:2021 IPS specification.

Observed conditions

History of past problems

History of pregnancy

Operative procedures

Medical devices and implants
Social status inc. lifestyle factors
Vital signs

All medications

Care plans

Advance directives

ISO 27269:2021 | Health informatics - International Patient Summary.
HL7-FHIR R4

All available data to conform to the FHIR R4 standard.

To be confirmed.
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7.5.3. Non-ISO-IPS data items

These data items are not a standard part of the ISO 27269:2021 IPS
specification. However, there is flexibility within the technical structure to accommodate
these requirements.

Objective

Data blocks

International
standards

Technical
features

User experience

Implementation
deadline

Notes

Additional information which patients consider of great value
and would not usually be recorded in their clinical record, but
which they would want to share with any clinician treating them.
For example: hard of hearing but can lip-read; will not accept
blood transfusions on religious grounds

Patient added information
Detailed care plans

ISO 27269:2021 | Health informatics - International Patient Summary.
HL7-FHIR R4

See patient added data - structured summary and patient added data
- free text and attachments.

All available data is to conform to the FHIR version 4 standard.
Facility to add and store patient-added information, which could be in
summary form (picking lists), free text, and/or attachments.

To enable patients to actively participate and inform clinicians of their
care needs and other requirements.

To be confirmed.

This functionality was high on the wish list of the NHS England patient
co-production group. Lived personal experience had resulted in
optimal care not being provided as this information was not readily
available. For example, a patient being taken to a hospital which did
not have the facilities to reset his pacemaker, when he could have
been taken directly to the one which could if this information had been
known.

7.5.4. Medication

Medications are prescribed and recorded in a variety of ways in each of the G7
countries. There is no international ‘language’ for medication. This makes the sharing and
exchange of information between clinical systems and countries extremely complex.

However, G7-IPS records are a conduit to inform clinicians of which medication(s) a
patient is or has taken, rather than the G7-IPS system enabling clinicians to reissue or
repeat prescribe; they will continue to do this in their native clinical system.
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Objective

Data

International
standards

Technical
features

Governance

User experience

Implementation
deadline

Notes

To provide access to a list of current and historically prescribed
medication for the patient.

Prescribed medication which a patient is currently taking on a regular
basis or when it is needed.

ISO 27269:2021 | Health informatics - International Patient
Summary.
HL7-FHIR R4

All available data is to conform to the FHIR version 4 standard.
Prescribed medication and dosage is required as a minimum.

Due to the complexity and difference in the way each country
prescribes and records prescriptions, the G7-IPS infrastructure is not
suitable for the reissue or repeat prescription of medications.

Patient - list of medication they have been prescribed.
Clinician - List of prescribed medication which they can use to inform
treatment decisions.

To be confirmed.

There is no international language for medication.

The EU are developing and implementing 1SO Identification of
Medicinal Products (IDMP) which aligns to the WHO International
Nonproprietary Names (INNs) for pharmaceutical substances.

7.6. G7-IPS minimum viable product

The G7-IPS minimum viable product is the basic functionality which will enable G7-IPS
interoperability and for a patient's clinical history to be available at the point of care, in any

G7 country.

The minimum viable product providing access to the G7-IPS minimum dataset is the
starting point. For all benefits to be achieved, enhanced functionality and system-to-
system transfer of information should be implemented.
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7.6.1. Create/provide patient user account

Objective

Technical features

International
standards

Governance

User experience

Implementation
deadline

Create or reuse an existing account which will enable the
patient to access their record(s) in G7-IPS infrastructure.

Create user account (unless provided automatically)
Authenticate the user (best practice)

ISO 27269:2021 | Health informatics - International Patient
Summary.

HL7-FHIR R4

ISO 9241-210 | Ergonomics of human-system interaction - Part
210: Human-centred design for interactive system.

There is no international standard for cyber security. Each country
will use their own.

A simple failsafe mechanism for patients to open/setup their
account and access their G7-IPS clinical information.

To be confirmed.

7.6.2. Allow patients to opt in and out of IPS

Objective

Technical features

International
standards

Governance

User experience

Implementation
deadline

Patients must be able to join and leave IPS in a
straightforward simple way.

Allow users to opt in/out of using the G7-IPS infrastructure,
including closing and completely removing their account.

ISO 27269:2021 | Health informatics - International Patient
Summary.

ISO 9241-210 | Ergonomics of human-system interaction - Part
210: Human-centred design for interactive system.

There is no international standard for cyber security. Each country
will use their own.

Allow user to opt-in/opt-out to the IPS
Single viewer demonstrating how coded and free text information
could look in IPS

To be confirmed.
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7.6.3. Access code sharing - patient to clinician

Objective

Technical features

International
standards

Governance

User experience

Implementation
deadline

For the patient to share an access code with the clinician,
enabling them to access the patient's IPS record.

Create 2D Barcode for data access
One Time Passcodes (OTP)
Printout of 2d (QR) barcode for non-smartphone users

ISO 27269:2021 | Health informatics - International Patient

Summary.
HL7-FHIR R4

ISO 9241-210 | Ergonomics of human-system interaction - Part
210: Human-centred design for interactive system.

There is not an international standard for cyber security. Each
country will use their own.

Simple user interface to produce access code.

OTP sent by standard message allowing those without a
smartphone to access it.

Clinicians to be able to access record using either the
alphanumeric code or the 2d (QR) barcode.

To be confirmed.
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7.6.4. Patient viewer

Objective

Technical features

Data

International
standards

Governance

User experience

Implementation
deadline

A simple viewer which presents clinical information in a
structured way, which supports the patient to understand the
information in their record.

Open account

Access account

Close account

View clinical information in a structured format

Manage user preferences

Create and revoke access codes

Download a date stamped read-only copy of their record (see read
only download of patient record)

See the section on data items.

ISO 27269:2021 | Health informatics - International Patient
Summary.

ISO 9241-210 | Ergonomics of human-system interaction - Part 210:
Human-centred design for interactive system.

There is not an international standard for cyber security. Each
country will use their own.

Allow the patient to opt-in/opt-out to the IPS
Manage their G7-IPS preferences
View their clinical information in a structure way

To be confirmed.
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7.6.5. Read only download of patient record

Objective

Technical
features

Data

International
standards

Governance

User experience

Implementation
deadline

Notes

To enable the patient and the clinician to download a fixed, non-
editable copy of the patient’s record. This could be printed or in
electronic format.

Print a date stamped copy of the patient’s IPS record
Download patient’s IPS record as a date stamped read-only print file.

See the section on data items.

ISO 27269:2021 | Health informatics - International Patient
Summary.

ISO 9241-210 | Ergonomics of human-system interaction - Part 210:
Human-centred design for interactive system.

There is not an international standard for cyber security. Each
country will use their own.

Patients can ‘carry’ their clinical information in a format that is most
suitable for them.

Clinicians can upload this into their clinical system where
functionality is available.

To be confirmed.

Having the functionality to make a physical copy of the record,
enables patients who do not have smartphones or do not have
internet connectivity to share their clinical record when required.
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7.6.6. Clinician viewer

Objective

Technical features

Data

International
standards

Governance
User experience
Implementation

deadline

Notes

A simple viewer which presents clinical information in a
structured way, which supports the patient to understand the
information in their record.

Provide access to a patient’s IPS record using access code and
one-time passwords (OTP)

Present data in a structured viewer

Break glass in case of emergency functionality

See the section on data items.

ISO 27269:2021 | Health informatics - International Patient
Summary.

ISO 9241-210 | Ergonomics of human-system interaction - Part 210:
Human-centred design for interactive system.

There is no international standard for cyber security. Each country
will use their own.

Data presented in a structured viewer allowing ease and speed of
access to relevant information during a consultation.

To be confirmed.

Data views for the clinician
‘Break glass in case of emergency’ access for clinicians
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7.7. G7-IPS enhanced functionality

The enhanced functionality lists elements which will improve the user experience of both
patients and clinicians.

7.7.1. ‘Break glass in case of emergency’ access for clinicians

Objective

International
standards

Technical
features

Best practice

Governance

User experience

Implementation
deadline

IPS will be an opt-in model with the patient being responsible
for giving permission for a clinician to access their international
patient summary record.

If a patient is unconscious, they will not be able to give that
permission.

This break-glass function will enable a clinician to access the
patient’s G7-IPS record providing the patient is identifiable and
has opted-in sharing a G7-IPS record.

This access will only be available on clinical systems linked to
the national infrastructure, with appropriate safeguards.

None

Patient

As part of the patient IPS sign up process the break-glass option will
be explained, and they will select either “allow break-glass access” or
“do not allow access and keep the record sealed”.

Clinician
Break-glass option for clinicians which uses the patient preferences.

Ensure that patients retain control of their IPS record.
Ensure that clinicians can access information for treatment where
permission has been granted.

Each country will have their own rules for patient and clinician access
to records, these must be adhered to by default.

Test the functionality and how easy it is to use in a range of clinical
settings.

Each G7 country will develop their own timescales.
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7.7.2. Patient added data - structured summary

Objective

Data

International
standards

Technical
features

Best practice

Governance
User experience
Implementation

deadline

Notes

Discussions with patient groups have identified that there is
some information, which is very important to the patient, but
would not be routinely captured in a clinical record. This
functionality will enable patients to record this.

See non-1SO IPS data items

ISO 27269:2021 | Health informatics - International Patient Summary.
HL7-FHIR R4

ISO 9241-210 | Ergonomics of human-system interaction - Part 210:
Human-centred design for interactive system.

Also see recommendation.

Facility to add and store patient added information in a structured
format which could be in summary form (picking lists), free text, and/or
attachments.

User centred design.

Each country will have their own rules for patient and clinician access
to records, these must be adhered to by default.

To enable patients to actively participate and inform clinicians of their
care needs and other requirements.

Each G7 country will develop their own timescales.

This functionality was high on the wish list of the NHS England patient
focus group. Lived personal experience had resulted in optimal care
not being provided as this information was not readily available. For
example, a patient being taken to a hospital which did not have the
facilities to reset his pacemaker, when he could have been taken
directly to the one which could if this information had been known.
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7.7.3. Patient added data - free text and attachments

Objective

Data

International
standards

Technical
features

Best practice
User experience
Implementation

deadline

Notes

Recommendation

Discussions with patient groups have identified that there is
some information, which is very important to the patient, but
would not be routinely captured in a clinical record. This
functionality will enable patients to record this.

Patient entered information; this could be free text or uploaded copies
of documents, scans, x-rays etc. This could also include structured
data from recommended and optional sections as outlined in ISO and
FHIR IPS guidance which has not been developed in prior phases.

ISO 27269:2021 | Health informatics - International Patient Summary.
HL7-FHIR R4

ISO 9241-210 | Ergonomics of human-system interaction - Part 210:
Human-centred design for interactive system.

Also see recommendation.

Structured format for patients to add information in and to make it
easy for the clinician to use.

Patient entered information; this could be free text or uploaded copies
of documents, scans, x-rays etc.

User centred design.

To enable patients to actively participate and inform clinicians of their
care needs and other requirements.

Each G7 country will develop their own timescales.

This functionality was high on the wish list of the NHS England patient
focus group. Lived personal experience had resulted in optimal care
not being provided as this information was not readily available. For
example, a patient being taken to a hospital which did not have the
facilities to reset his pacemaker, when he could have been taken
directly to the one which could if this information had been known.

FHIR and ISO IPS standards do not have a specification for patient added data. The G7
should make representation to ISO IPS and FHIR and request that a specification is

added.
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7.7.4. Personal care plan

Objective

Data

International
standards

Technical
features

User experience

Implementation
deadline

Notes

Many patients with complex conditions have personal care
plans. These are detailed documents and are relevant to both
emergency and ongoing care.

This is additional information, sometimes in free text, but could include
data items from other ISO IPS data blocks. It does not completely
align with the ISO IPS Plan of Care data block.

ISO 27269:2021 | Health informatics - International Patient Summary.
HL7-FHIR R4

ISO 9241-210 | Ergonomics of human-system interaction - Part 210:
Human-centred design for interactive system.

Also see recommendation.

The facility to upload detailed care plans which could include coded
segments, free text, supporting documentation.

Patient and clinician involvement in the development of the structure
and processes.

Each G7 country will develop their own timescales.

This functionality was high on the wish list of the NHS England patient
focus group. Lived personal experience, had resulted in optimal care
not being provided as this information was not readily available. For
example, a patient being taken to a hospital which did not have the
facilities to reset his pacemaker, when he could have been taken
directly to the one which could if this information had been known.

Recommendation

FHIR and IPS standards have not fully developed personal care plan resources. The G7
should make representation to IPS FHIR and request that additional specifications be

developed.
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7.7.5. Translation of text into preferred language

Objective

Data

Technical
features

Best practice

User experience

Implementation
deadline

Notes

This objective is to enable the user, patient, or clinician to view
the written text, either code rubric/description or free text, in
their preferred language.

All IPS data.

A simple way of selecting and remembering preferred language
when accessing patient information via G7-IPS.

The source information along with the translation must be provided.

To be able to select their preferred language when accessing patient
information via G7-1PS.

Each G7 country will develop their own timescales.

Some jurisdictions are required to provide information in multiple
languages, for example, Canada has two official languages: English
and French, and Wales must provide English and Welsh.
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7.8. G7-IPS system-system data transfer

7.8.1. Transfer of data between systems (national)

Objective

Data

International
standards

Technical
features

Best practice

Governance

Implementation
deadline

Notes

All G7 countries have a complex network of clinical systems,
many are standalone, and it is not possible to share information.

This objective is to enable the transfer of information using the
IPS and FHIR standards across sub-national jurisdictions such
as provinces, territories, states or home nations. As the data
transfer is internal to the country, information use could be
delivered without the additional issue of international
governance and data transfer regulations.

This element will not be applicable for all G7 countries.
G7-IPS minimum dataset progressing to all IPS data.

ISO 27269:2021 | Health informatics - International Patient Summary.
HL7-FHIR R4

ISO 9241-210 | Ergonomics of human-system interaction - Part 210:
Human-centred design for interactive system.

Importing information shared in IPS/FHIR into the receiving system’s
data structure.

User centred design.

It is envisaged that all governance, relevant to the healthcare
provision in each country will be applied. This could be national, or
devolved at sub-national, state or organisational levels.

Each G7 country will develop their own timescales
This element will not be applicable for all G7 countries.

In the UK this could be used to ensure that clinical information is
available at the point of care whether the patient is being treated in
England, Scotland, Wales or Northern Ireland.

In Canada this could similarly be used inter-province/territory.
In the USA, the IPS may be used in conjunction with other care

summary standards that are already being shared among healthcare
providers.
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7.8.2. Transfer of data between systems (international)

Objective This objective is to enable the system-to-system transfer of
information using the IPS and FHIR standards across
international boundaries.

Data All' IPS data.

International ISO 27269:2021 | Health informatics - International Patient Summary.
standards HL7-FHIR R4

Technical Importing information shared in IPS/FHIR into the receiving system’s
features data structure.

Best practice Information campaign to ensure patients understand what, why and

how this is happening. Focusing on the opt-in and security of
information, and international guarantees that this will not be used for
research, medical trials or that a patient of one country will not be
barred entry to another unless they have and declare the contents of
their IPS.

Governance The governance processes used in the G7-IPS are mitigated through
the approach that the patient chooses whether to share their
information or not. As it is their information, they control the access to
it and cannot be forced by a nation state or other actor to share this
information.

However, there is a complexity of national and international
requirements regarding the transfer of information between countries.
For example, the EU only allows information to be stored and
processed in the EU community. In the USA governance is devolved
to individual states.

Data transfer, management and processing policies MUST be agreed
between the G7 countries and other stakeholders (such as the EU)
before the system-to-system transfer across international boundaries
can take place.

Implementation  Each G7 country will develop their own timescales.
deadline
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7.8.3. Authentication of clinicians

Objective

Data

International
standards

Technical
features

Governance

Implementation
deadline

Clinicians will need to be authenticated where there is the
transfer of information between clinical systems. This is to
ensure that information is only transferred between approved
systems.

It is also essential where ‘break glass in case of emergency’
access is being used.

All IPS data.

None.

Each country will manage an approved list of clinical systems which
can upload information from a G7-IPS data point(s).

Clinical staff with secure access to a system on the approved list(s)
will be able to request access to a patient's record through
functionality embedded in that system.

There is a complexity of national and international requirements
regarding the transfer of information between countries. For example,
the EU only allows information to be stored and processed in the EU
community.

Data transfer, management and processing policies MUST be agreed
between the G7 countries and other stakeholders (such as the EU)
before the system-to-system transfer across international boundaries
can take place.

Each G7 country will develop their own timescales.
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8. Use cases

This section will include a series of potential use cases, which will demonstrate how IPS

could be used and benefit patients and clinicians in these scenarios.

We have produced a series of use cases, which consider how IPS could be used and

benefit patients and clinicians in each scenario.

8.1. The traveller

This use case illustrates how IPS could be used while holidaying, travelling, and working

abroad.

Karen lives in the UK. She
has agreed for her health
data to be uploaded on the
UK-IPS.

Her D is confirmed and
her account is setup.

She accesses her
information via an IPS app
on her mobile phone.

Karen goes on a skiing
holiday to France, where
she breaks her leg.

She chooses to share her
health information stored
on the UK-IPS.

Karen's app now has links
to both the UK-IPS and
FRA-IPS.

Figure 13: Use case - the traveller

ot

Karen takes an opportunity to
work in Canada for a couple of
years.

She needs to have her high
blood pressure managed while
she is there.

Karen can choose whether to
share her whole IPS or just the
UK-IPS or FRA-IPS.

She chooses to share her
UK-IPS.

Karen returns to the UK.

Her IPS app has access to
all her information stored in
s UK-IPS

« FRA-IPS

s CAN-IPS

Alt text: Figure 13 illustrates how IPS could be used by a person travelling
internationally:

Karen lives in the UK. She has agreed for her health data to be uploaded
on the UK-IPS. Her ID is confirmed and her UK-IPS account is set up. She
accesses her information via an IPS app on her mobile phone.

Karen goes on a skiing holiday to France, where she breaks her leg. She
chooses to share her health information stored on the UK-IPS. Karen’s

app now has links to both the UK-IPS and French-IPS.
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Karen takes an opportunity to work in Canada for a couple of years. She
needs to have her high blood pressure managed while she is there. Karen
can choose whether to share her whole IPS or just the UK-IPS or French-
IPS. She chooses to share her UK-IPS.

Karen returns to the UK. Her IPS app has access to all her information
stored in the UK-IPS, French-IPS and the Canadian-IPS.

8.2. Vaccinations

This use case illustrates how IPS could be used to provide evidence of vaccination status
while at home and abroad. Please note that it does not imply any national or international

policy.

Ea LS AR <EC
L \ A raln -
Jana decides to take a Jana is visiting her family in There is a new international Jana is working on a
holiday in Kenya. Australia. SARS pandemic. contract in Scotland.
She has her Yellow Fever As she has recently been to The world population is being Although much of the
vaccination and the Kenya the Australian Authorities vaccinated and tested, and communication is online
‘certificate’ is stored on her need to see her Yellow Fever citizens need to evidence their there is the occasional need
UK-IPS. vaccination. status for regional and to meet in person.
international travel.
Kenya doesn't recognise Although Australia has not set up Evidence of SARS
IPS, so Jana takes the its own IPS, it does recognise IPS has adopted the WHO vaccination is required by
printed version on holiday the standard and they will accept standard for this and citizens can her employer.
with her. this information from an IPS app evidence their status using their
information on their IPS app. She uses UK-IPS to provide
Jana shows this information from this.
her UK-IPS. For Jana this is UK-IPS.

Figure 14: Use case - vaccinations

Alt text: Figure 14 illustrates how IPS could be used to provide evidence of
vaccination status domestically and internationally:

Jana decides to take a holiday in Kenya. She has her Yellow Fever
vaccination and the ‘certificate’ is stored on her UK-IPS. Kenya doesn’t
recognise IPS, so Jana takes the printed version on holiday with her.

Jana is visiting her family in Australia. As she has recently been to Kenya
the Australian Authorities need to see her Yellow Fever vaccination.
Although Australia has not set up its own IPS, it does recognise the
standard and they will accept this information from an IPS app. Jana
shows this information from her UK-IPS.
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There is a new international SARS pandemic. The world population is
being vaccinated and tested, and citizens need to evidence their status for
regional and international travel. IPS has adopted the WHO standard for
this and citizens can evidence their status using their information on their
IPS app. For Jana this is UK-IPS.

Jana is working on a contract in Scotland. Although much of the
communication is online there is the occasional need to meet in person.
Evidence of SARS vaccination is required by her employer. She uses UK-
IPS to provide this.

8.3. Displaced persons - internal

In the case of a natural disaster or other event which places a region or country in a state
of emergency, it is essential that an individual's healthcare needs are known about and
met.

There has been a tsunami in
Japan.

This has meant that a large
proportion of the population have
to quickly leave their homes, and
move into temporary
accomodation in other parts of
the island.

The region's infrastructure has
been badly damaged and there is
little access to health information
for the displaced people.

Haruto, is a 68 year old man with
ischaemic heart disease.

He has lost his medication and
desperately needs some more.

His medications and latest health
monitaring information have been
uploaded into JPN-IPS.

With his consent the emergency
health teams access this
information and provide him with
the correct medication.

Figure 15: Use case - displaced persons internally within a country

Alt text: Figure 15 illustrates how IPS could be used by a displaced person
within their home country:

There has been a tsunami in Japan. This has meant that a large
proportion of the population have to quickly leave their homes and move
into temporary accommodation in other parts of the island. The region’s
infrastructure has been badly damaged and there is little access to health
information for the displaced people.
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Haruto is a 68-year-old man with ischaemic heart disease. He has lost his
medication and desperately needs some more. His medications and latest
health monitoring information have been uploaded into the Japanese-IPS.
With his consent the emergency health teams access this information and
provide him with the correct medication.

8.4. Displaced persons - internationally

This use case looks at how IPS can support people who have had to leave their own
country due to natural disasters or wars. As these people are displaced it is essential that
they trust IPS and can use it to ensure that they get correct and continuous healthcare for
themselves and any dependents.

= i L =

There is a continuing civil Many of these people are Amira and her children arrive in a Amira's family applies for and receives
war in Syria. making perilous journeys refugee camp. They are assessed and asylum in Germany.
across the Mediterranean then moved to temporary
Many people are fleeing Sea and are arriving in accommodation in another part of Italy. Their health information is available to
Syria to escape this. southern Italy. them, as they move between
The children are young and need countries. This helps to ensure that
As a result of their journey, nutritional supplements and basic they all receive appropriate healthcare.
many are in poor health. healthcare.
Their information is available in
The medical NGO's assess Their healthcare has transferred to NGO-IPS. They can access it through
each person and record another NGO and additional health an app or through the link on the
health information which is and care information is recorded in this NGO's website.
uploaded with the patient's NGO's EHR.
agreement into NGO-IPS. They are in control of their information
Itis also uploaded to NGO-IPS. and choose who to share it with.

Figure 16: Use case - displaced persons travelling across international borders

Alt text: Figure 16 illustrates how IPS could be used by a displaced person
internationally:

There is a continuing civil war in Syria. Many people are fleeing Syria to
escape this.

Many of these people are making perilous journeys across the
Mediterranean Sea and are arriving in southern Italy. As a result of their
journey, many are in poor health. The medical non-governmental
organisations (NGOs) assess each person and record health information
which is uploaded with the patient’s agreement into NGO-IPS.
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Amira and her children arrive in a refugee camp. They are assessed and
then moved to temporary accommodation in another part of Italy. The
children are young and need nutritional supplements and basic healthcare.
Their healthcare has transferred to another NGO and additional health and
care information is recorded in this NGO’s EHR. It is also uploaded to
NGO-IPS.

Amira’s family applies for and receives asylum in Germany. Their health
information is available to them as they move between countries. This
helps to ensure that they all receive appropriate healthcare. Their
information is available in NGO-IPS. They can access it through an app or
through the link on the NGO’s website. At all times, they are in control of
their information and choose who to share it with.

8.5. Other potential use cases

Elective surgery internationally or cross-borders

Migrant workers

Displaced persons vaccination status

Sub-national jurisdictions care, such as provinces, territories, states or home nations
Veteran mental and physical health

Homeless people

Dual abodes, e.g., students based away from home

Dental care and other healthcare providers

Emergency preparedness, resilience and response (EPRR) in the case of natural
disasters, significant accidents (e.g., plane crash) and terrorist incidents
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