AL

Department
of Health &
Social Care

The NHS COVID-19 app

(Early October 2021 release): (1/

Data Protection Impact Assessment




Publishegato UK in pdf format only.
&I% nd Trace, NHS COVID-19 app

wVRRloV.uk/dhsc

This publication is licensed under the terms of the Open Government Licence v3.0 except
where otherwise stated. To view this licence, visit nationalarchives.gov.uk/doc/open-
government-licence/version/3

Where we have identified any third party copyright information you will need to obtain
permission from the copyright holders concerned.


https://www.gov.uk/dhsc
http://nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://nationalarchives.gov.uk/doc/open-government-licence/version/3/

The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Contents

The app and app USEr in CONEXE ... ..o 5
The app user (the apP data BCOSYSTEM) .....uiii ettt et e e e e et e e e e ebr e e e e eabbeeeeeabaeeeeenteeeeeennees 5

LV o] foY =4V 1) A T Y -SSR UPRPPRS

Venue (QR) @lErtiNg SYSTEM .. ..uviii ettt e e e e et e e e et e e e e e bae e e e abeeesesnbeeeeennsteeeennsenas
Creating @ QR POSTEN ...uuuuieiiiiiiiiiieietrt e e e e raaeaaranaraaaaaanaaaannrannsannnnnnnnnnsnnnnnnnnnnnnnnnnnnnnnn

(01 0 T=Tol 4] o= T o PRSP
Identification of outbreak at a venue
Triggering the notification in the app
Contact tracing (National)........cee i e e e
Contact tracing (I0CAl) ..veecvee e
Supporting the wider Public Health response to NHS COVID-19............

Update to the data protection impact assessment (DPIA) for tige
FEIBASE) ..ttt e e e e arae e e e e enaaed

ApPPle aNd GOOBIE ..t sp e e
The NHS Test and Trace app: data protecti
INtroduCtion.....c.cecvieieeieeeee e
The data controller
Design 0bjectives.......ccoveeeeeeiecciieeeee e

Information CommIiSSIONEr’'S GOVICE o fll... ... oo e teeeeeteiiititie ettt

TheWadmap for future functionality of this @PP «.ccveeeieiiiee e 46
ssessment of application of the Privacy and Electronic Communications Regulations 2003 (as amended)
0 1 T SRR 47
Automated decision making and Article 22 (GDPR) reqUir€mMents........cccueeeeciieeeeiiieeeceiieeeesieeeeeveeee e 50
Use 0f the app DY ChIlAIEN ..o e ree e e e te e e s s sabe e e s eate e e e eateeeeennees 54
Working with other health service digital contact tracing apps (interoperability)......cccccceeevvveiviiiieencnneen. 56
Retention of data from the @PP. ... e e be e e e e 62



Y] o [T K o =4 o SRR 63

[ LU T 0 F= Y = 0 URRPRN 66
Public health purposes and value of the @pP ......coociiii i e e 66
Overview of the functionality of the NHS COVID-19 PP ....cccuveiiiiriieeiiieieeiiieeeesreeeesiveeeesereeeeseveeeesnsnee s 6

Isolation Support Payment

Data protection impact assessment screening questions

$§\



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

The app and app user in context

The Department of Health and Social Care (DHSC) is the data controller for several
services provided to members of the public (data subjects). DHSC is responsible for takin
steps to protect the privacy of individuals, to reduce their identifiability and to ensure t
processing is proportionate, and that safeguards are in place. For example, as servic
users pass through systems, this means ensuring that only the minimum amoun a
necessary is shared between services and data sets are held separately.

In the context of a pandemic (a public health emergency), data sharing betWeelsegvices
is necessary to support the management of communicable diseases 8gd for thaggfotection
of the public. This includes monitoring the effectiveness of services N impacts on
different communities. a\

This DPIA is updated to reflect new functionality introduced ig COVID-19 App
(the “app”) which supports the NHS Test, Trace and tio vice in Wales and the
NHS Test and Trace service in England. You can find these changes in the
section Update to the Data Protection Impact essmel (DPIA) for the NHS COVID-19

App.

This DPIA is updated to reflect new funftion@lity in®oduced to the NHS COVID-19 App
(the “app”) which supports the NHS Test, Triiceghnd Protection service in Wales and the
NHS Test and Trace service in England.

More information our work wit h s€rvices in Gibraltar, Jersey, Northern Ireland and
Scotland can be found in th jontworking together.
The app user data ecosystem)

The use of d & rom app users is subject to the controls and oversight detailed
in this DPIA s®iated privacy notice.

res a clear commitment from the Department of Health and Social Care to
e user’s privacy and protect their identity from other app users and the
gﬁe t. The user journey and data flows are shown in diagrams throughout this

C nt. More detail is provided within the appendices and annexes of this document.

alai

Any change to the data requested will be reviewed, will be lawful, and will be available as
an additional choice by the user. Please note that any future changes beyond the scope of
the current version of the app will be reflected and updated in this data protection impact
assessment (DPIA).



Data generated and collected by the app is held in 3 environments. Systems are in place
which support the secure and appropriate flow of data between these environments:

e app users’ phone —the NHS COVID-19 App and the majority of data collected by the
Apple/Google API will be always (and only) held on the app user’s phone. This is
considered a user-held record. For most functionality, data is presented to the us
phone and is checked against the data held on the phone (for example, visited ve®ie
QR codes that could be considered at risk or other users that should be cong
risk)

to allow core features of the app to work and be managed effeca'v This
collection includes details of the phone type and operating syste
provided area information (postcode district and local authority@ The®g Items are
described in the data dictionary set out in appendix 1 of thj yent. Within the
product environment service performance dashboards a jed to support the
oversight and management of the app and associ E. Data and access is
kept within the control of the DHSC

e analytical environment — derived data fra#h tige app will flow to the analytical
environment to support learning abo ap@nd COVID-19. All data held in the
analytical environment is subject to §rict@ie-idehtification controls to ensure datasets
are de-identified and aggregated

Virology testing

App users who enter sympt d are recommended to seek an approved COVID-19
virology test can gene rence code (“test code”) unique to themselves and to the
particular occasion they seek a test.

The test code N e user access to the virology testing website where they can book a
ity of the app will ensure that the test code is transferred to the website.
0 be booked and the results sent to the correct individual, the website

re ad nal data from the user.

*

T& sult and code are used to feed results back to the app. Where the user enters
r

ult via a code or by the app systems, it collects the type of test, the test result and
relevant dates.

The app will always seek to provide app users’ with the latest advice and guidance based on the
test type, test result and policy. There will be occasions where the advice provided in app may
differ from guidance given by NHS Test and Trace. App users are always reminded that they can
seek further guidance.
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Certain test types and results will enable app users to enter a follow-up test that will update the
advice provided by the app. The full variation and changes in the testing and isolation policy of
England and Wales is beyond the scope of this DPIA but information is available at:

COVID-19: guidance for households with possible coronavirus infection
Getting tested for coronavirus (COVID-19)

Coronavirus (COVID-19): getting tested %
Testing for coronavirus in Wales

This will Q

update the user's COVID-19 status (L

add, where appropriate, the relevant code to the list of “at risk” m\?ls presented to
app users’ phones (triggering an update in the status of app u “Exposure

Log” includes the protected identification code of the indivi

where appropriate, in line with the current testing p@8gY, re end the app user
seeks a follow-up test;

For certain types of follow-up tests, app will be 3le to enter the test result into
the app which will update their app status;

i.  This must occur within the timefrdme get 8y the relevant English or Wales testing
and isolation policy;

note the relevant type of te he 3p and the requirement for a confirmatory test, in
the operational, analy$ s and exposure windows as required.

As noted in this DPIA a llows the user to add a test result into the app without a
test code generat %in the app. These includes the type of test which includes
test results eqler@gl by ser. App users who have tested positive for COVID-19 will be
prompted to g agypnset of symptoms date when one is not available. This allows the

app to reco % o the user when their isolation should start and end.

T PAaligrn® with the COVID-19 testing policy in England and Wales. Where

* . . .

cufi testing is recommended, the app will recommend this to the user.

r certain tests [assisted LFDs in England and self-reported LFDs in Wales], the app user
can enter the test result from their confirmatory test which will update their status in the
app. This updates the user’s self-isolation timer and enables them to receive relevant
digital contact alerts.

The app can provide advice on Positive at the Limits of Detection (PLOD) test results if
required by testing and isolation policy.


https://www.gov.uk/government/publications/covid-19-stay-at-home-guidance
https://www.gov.uk/getting-tested-for-coronavirus
https://www.gov.uk/guidance/coronavirus-covid-19-getting-tested
https://gov.wales/testing-coronavirus

For details of the latest COVID-19 testing policy in England and in Wales see the following
links:

COVID-19: guidance for households with possible coronavirus infection - GOV.UK
Get tested for coronavirus (COVID-19)

Testing for coronavirus (COVID-19) ’
Testing for coronavirus | Sub-topic | GOV.WALES %
Venue (QR) alerting system Q

Venue alert data is presented as a list of “at risk” QR codes (protected to o®scue the
location) sent out by the system to the app. This data triggers the alewon i within

the app. ) 4

Using QR codes to check in at venues is a more robust privacy re&% mechanism for

the user than manually signing-in with a pen and paper.

To enable users to put this function in contex set oulgpelow how the QR check in
function works for venues, and how the proessQinctions end to end below.

This function does not relate directly to the data proce e app.

Creating a QR poster

Venues are able to create a NHS and Trace QR code by using the GOV service
available. The QR generator r s inwsub AWS account of the NHSX domain, distinct
from the app.

They will need to provjgimgyt lowing details:

e an email gddigbs — to send a 6-digit verification code, required to continue the QR
generatio S
. personalise the email sent with the link to the poster
< X enue — denotes the type of venue which his included as QR codes are not
V tory in all venues

venue name — this is displayed on the poster
e address — displayed on the poster

e contact email address and phone number for responsible person — used in case of
need to contact venue


https://www.gov.uk/government/publications/covid-19-stay-at-home-guidance?priority-taxon=774cee22-d896-44c1-a611-e3109cce8eae
https://www.gov.uk/government/publications/covid-19-stay-at-home-guidance?priority-taxon=774cee22-d896-44c1-a611-e3109cce8eae
https://www.gov.uk/government/publications/covid-19-stay-at-home-guidance?priority-taxon=774cee22-d896-44c1-a611-e3109cce8eae
https://www.gov.uk/getting-tested-for-coronavirus
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fcoronavirus-covid-19-getting-tested&data=04%7C01%7CHayden.Thomas%40test-and-trace.nhs.uk%7C6a999d2abc0d47cb16fc08d8d1a032f6%7C9a4eeda5b6e34dfdb631a97fba18e829%7C0%7C0%7C637489833268413928%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=YClYqJ%2FFs7L%2Buovj6g801K520FkiHwaMFXzHo88ax5c%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgov.wales%2Ftesting-coronavirus&data=04%7C01%7CHayden.Thomas%40test-and-trace.nhs.uk%7Cd359040a226443c53d1408d8d1a27607%7C9a4eeda5b6e34dfdb631a97fba18e829%7C0%7C0%7C637489842989678275%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=HFEgU8IWTbz28elmXhwxLDKBpgIwSwO8iHtZ5joI9xs%3D&reserved=0
https://www.gov.uk/create-coronavirus-qr-poster
https://www.gov.uk/create-coronavirus-qr-poster
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An official T&T QR poster will be generated and emailed to the recipient, to be displayed at
their venue.

Checking in

An app user is able to check in to a venue by scanning the QR code using the NHS

COVID-19 App. When they check in, the venue name, date and time is shown to the ®ser
so they can verify the details (and cancel if necessary). The venue name, uniqug
ID, date and time are stored on their device for up to 21 days, and this list iSgsig
user. The user is able to delete any entries from this list.

alert the user, advising them the QR code is not recognised and it ¢ that they didn’t

If a user scans a third-party QR instead of the official COVID-19 thgwim diately
scan an official NHS QR code (or the code is damaged).

Identification of outbreak at a venue

Local Health Protection Teams (HPT) are responsible carou®reak management.
UKHSA consultants within the HPTs will invegifate clus\grs to determine if there is an
outbreak. They may receive information frodfa fenue itself (reporting that staff/customers
have tested positive), or through the Co Tragng and Advice Service (CTAS)
information which captures details provgled oluntarily by persons who have tested
positive, via a contact agent or an online w . They use existing processes and log
details in the HP Zone case mana ent to®l. This is outside of the scope of this DPIA.

Triggering the notifj in the app

Secure two-factor aut is used to access the Venue Risk Notification tool. This
resides in the sub-A\@S unt in the NHSX domain, and provides a list of venues which
have createdgg po In this system it is possible to:

ode or Poster ID and select a venue

* A0 sel®yed, a date/time from/to will be selected, depending on the assessment they
* e Qyried out

%he venue is flagged in the Venue Risk Notification Tool:

search b

e an API call is made into the app backend system

e the app system sends the list of QR IDs into the app for all app users



o the app will match against the user’s venue history, and if a match is identified it will
trigger a notification to that user. There are two notification types depending on the
number of cases:

e Warn and Inform: “You recently visited a venue on the same day as others who

have since tested positive for coronavirus (COVID-19).”

e Warn and Book a Test: “You recently visited a venue where there’s bee
outbreak of coronavirus (COVID-19).”

e the notification does not display the venue name

Contact tracing (national) ‘\

No data from app users is passed to any of the national contrgg g systems in use.
App users can choose to use the information held only on t @ e to support the
contact tracing process when interacting with the se pfcction and use is
governed by the DPIA and privacy notice alongside pr e by that service. No
data is shared from the app.

serse choice to send data held on their
avail®ble as a feature, but if adopted would
have visited.

An option being considered is to allow a
phone to contact tracers. This is not cuigent
allow the user to share details of the venue

This option is subject to a chan ogl review - including a review of the legality,
proportionality and impacts up N acy and identifiability.

Contact tracin

The same conditi any local contact tracing by local public health teams. The
app user ma e data held only on their phone to assist themselves and the contact
tracer, if the 0

S g the wider Public Health response to NHS COVID-

e Department of Health and Social Care has tasked NHS Test and Trace with leading
Test, Trace and Contain public health strategy and interventions in response to
coronavirus (COVID-19). The NHS COVID-19 app is intended to influence and inform the
behaviours of app users and the public to reduce the transmission of COVID-19. App
users continue to contribute to the public health response to COVID-19 through their use
of their app and the data using the app’s functions generates.

10
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The data collected to enable the functions and impacts of the app can be further analysed
and used alongside other data to target public health actions and inform public health
actions. This requires no additional data to be collected or processed by the app and can

be done whilst maintaining the privacy and identity of app users. This aggregate data
referred to as aggregate derived data in this document and is used by the wider Test and

Trace service and Local Public Health functions to inform their public health interventi#ns:

For more information see the section Flows of Aggregate Data Derived from the app.

Q

N
>
S
&
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Update to the data protection impact assessment (DPIA) for
the NHS COVID-19 app (Early October release)

This DPIA was updated with the changes to the late April release for the NHS COVID-19 app. This
change incorporates the updates from the releases on the following dates:

= 11 May 2021, release 4.10
= 9 June 2021, releases 4.11 and 4.12
= 24 June 2021, release 4.13
= 8 July 2021, release 4.14

= 12 August 2021, releases 4.15 and 4.16

= 9 September 2021, release 4.17
= 28 September 2021, release 4.18

TS
= 8 October 2021, release 4.19 \\

Updated functionality and support for Apg Use

» the early May release included the remove of the “d € e option for pausing
contact tracing. Users can still pause contagiatracing

= the data items collected from the Testin m, via AW, for app users was updated to
align with broader testing and isolation ore details can be found in section
Coronavirus test (test)

= provide app users with the option t

declare are:
- COVID-19 Vaccin

= these changes
wider publigffiea

= ongoin ement to the working of the app across platforms to ensure a more
consi tence for app users
Ne ted functionality

rescind (or Follow-Up testing) Functionality. For certain tests, app users can now add the
results of their follow-up tests to update their status in the app. For more information see
section Follow-Up Tests and updated advice
provide advice to app users who receive a Positive of the Limits of Detection (PLOD) test
result about what to do next

» as noted above, enable app users to add a self-declared status which is unverified

= provided app users who test positive with the ability to add symptoms

= support app users in requesting an isolation note through signposting from the app to the
external website

= ensure consistency across platforms in the sharing and use of Diagnosis Keys

ﬁ\o ongoing work to align with testing and isolation policy :

12
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* improved consistency of prompt to provide onset of symptoms across platforms and
operating system
= venue Alerts updated to align with wider public health policy

Technical issue resolution

» toresolve a persistent issue, the app is utilising a technical crash reporting function wi
the platform experience the issue

= this will result in apps experiencing these problems submitting a crash report ge
from the user’s device, with details of which aspects of the app’s code might be
issue

This technical data set will only be collected until the issue is resolved and will the? be lelefed.

Support and information for App Users ¢

The following changes were made in these releases to support app useQ

r all testing options

ng tailored advice for
their area selected by their Local Authority from thre the section Real-time
high-risk area matches and public health infgemation (@ert and advise) for more information

= updated advice, links and signposting in p to oth® key services and information;

= provided a link to the NHS App from the @pp R direct app users to the where they can find
their official NHS vaccine certificate N pp)

Reminder for app users who have paused Contagt trgcing, provided by the app after the user set
reminder has expired. Additional information ab hen to pause contact tracing.

Accessibility

to Mhprove the accessibility including improvement of

The app introduced several ¢
ili gle animations and consistency across platforms.

displaying large fonts, the

Additional analyfi ata items to validate new functionality

dOQgd additional analytical items to validate and support the sharing of Diagnosis
cWnality. For more information see the Data Dictionary.

Poi ication
&« IANgnNtinues to be updated for clarity and consistency. This includes updating references to
G UK GDPR.

dates to the DPIA

The data dictionary, see Appendix 1, and risk register, see Section 7 Risk Register, were updated
in line with these changes.

The DPIA has been updated to incorporate changes of V4.19 in this release, to include,
signposting to the reminder for test token entry SMS.

13



file://ims.gov.uk/data/Users/GBBULVD/BULHOME1/HThomas/My%20Documents/202102%20Work%20COVID/20210222%20DPIA%20Update/20210211%20NHS%20COVID-19%20App%20DPIA%20CLEAN%20v0.1.0.docx#DataDictionary

Next steps for the app and the DPIA

The DPIA for the app continues to be subject to routine review, as significant changes are

identified the DPIA is updated. A new version of the DPIA will be published when major updates to
the app are released. %

14
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Apple and Google

The NHS COVID-19 App is available through the Apple App Store and the Google Play
Store. Apple and Google provide the app independently of the NHS and Department of
Health and Social Care.

For app user’s using older versions of the app, Apple and Google are responsible for
exposure notification messages sent to users which are outside of the remit and %

the NHS and DHSC. In response to this notification, the NHS COVID-19 ap N
clarification message to explain the level of risk and actions recommended%

consequence.

*
We recommend routinely updating the app to ensure you have the | ctionality and

best performance of the NHS COVID-19 app.

For more information about Apple and Google’s digital conta @ g technology see their
websites.

Q
&
O
&

L 4
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https://covid19.apple.com/contacttracing
https://covid19.apple.com/contacttracing

The NHS Test and Trace app: data
protection impact assessment

Introduction

The NHS COVID-19 app (“app”) is a mobile phone application that is part of the es
and Trace Service, which is designed to break the chains of transmission of CO

way of life. The app is a medical device providing maximum freedomwmu

The objectives of the app are to: \‘
e create an enduring new medical technology to manage pab pa

promote behaviour change by helping people man

identify and inform people to help commu s manadp public health emergencies

reduce disease transmission by givi rs y access to health services

support and inform users during isolatio

The behaviour sought by the a om§gers is to:

e download the app and u ily

e keep the app ‘on’in rry their phone at all times

e consider tAINYMation, guidance and advice the app provides
e ‘pauSse hen appropriate
® @mptoms and take a test quickly when told to
x-isolate (as we expect of everyone) if a user tests positive for COVID-19

Any “pause” of contact tracing needs to be resumed manually by the user. This is not an
automated function.

The NHS COVID-19 App has 3 core roles:

e precision: to measure distance and time between app users accurately

16
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e reach: to remember which other app users an app user has been near

e speed: to initiate self-isolation quickly through contact detection of positive cases

Speed ’
Self isolation in minutes
0\(L

App ;
Test & Trace in your po

Reach Precision
Remembers who you Measures distance and time
have met accurately

Figure 1: The 3 core roles

The data contro

State, the Department of Health and Social Care (DHSC) will

On behalf of the e
act as contro he Processing of personal data that supports the functioning of the
app. This is er®by NHS Test and Trace (which is part of DHSC).

D jectives
L 2
N as six user-benefiting capabilities that are designed to encourage mass
w

ad and daily use. These capabilities have been designed to meet the remit of
king the chains of COVID-19 transmission and enable society to return to a more
normal way of life.

Real-time high-risk area matches (alert)

The app will notify the user if the public health advice for the postcode district within the
local authority changes. The user will confirm their local authority once they have entered

17



their postcode district. The postcode district is the first section of the postcode (before the
space). This facilitates alerts to users should the public health advice in the selected local
authority change. This includes providing the latest information about variants of concern,
links to appropriate advice and where to find the nearest testing center.

Digital check-in diary (venue check-in) %(b

The app will allow the user to check-in and check-out of venues that provide a
e.g. restaurants, shops and stadiums. If a venue later reports a cluster of pogidi
coronavirus cases, the app user will be notified if they were present in the §enufl a
relevant time.

The remaining four categories are targeted at reducing public risk&m:

Symptoms questionnaire (symptoms)

The app will allow the user to report their symptoms a en their symptoms
started. Based on entering symptoms, the user will rec ity indication as to
whether they may have coronavirus. If the userg symptdgs indicate they may have
coronavirus, they will be asked to self-isolat book a ®st.

The symptom questionnaire will be upditedih lineWvith the latest approved symptom
questionnaire and assessment. Any changell wibe reflected in the document.

The app allows app users to add sy s, when appropriate, after they have received their test

results. This supports the functio of tfpapp and the public health insights gained from app
users.

Coronavirus test

If the user’s symp Bite they may have coronavirus the app will assist them in

. The app will provide advice to the user when this is necessary with appropriate

ig
Xsting functionality and supports the purposes of the app.

N ed Dy current COVID-19 testing policy, the app user may be recommended to seek a
S

g. The type of test is noted by the app and through the testing process. This enables the

The app provides an option to book a COVID-19 test in line with the latest testing and
isolation policy. Where appropriate, an app user without displaying symptoms will be
recommended to seek a COVID-19 test. This will include when recommended by
Notifications in the app related to venues (somewhere the app user checked in) or digital
contact tracing (another app user they were in contact with).

18
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You can enter a test result in the app from testing mechanisms outside the app, not all of
which require symptoms to be present. If the user is given a code during the process of
getting a test, this code may be manually entered into the app so that the test result and
test type can be stored in the app and the isolation count down adjusted accordingly. For
more details on how this works, see the section on Test Results.

For users that receive a test result with an SMS code, after 24 hours they will receive
single reminder if they have not entered the code.

As noted above, where an app user receives a positive COVID-19 test res@it b
of symptoms date is present, the app will prompt the user to enter one. This is i
with the objective to provide app user’s guidance that accounts forgt NHS a
isolation periods.

Where possible and in-line with testing and isolation policy, the app 4 jde Updated advice
when the app user enters a follow test result. This test must be ta in e timeframe set by
policy for England and Wales.

When a new government significant testing scheme (ei n &tng®nd or Wales) are
brought in at scale, the app will provide the us ith the@test testing and isolation
information and details. For example, these€etqds include testing sites in your area and
where to learn more about the particula me.

Self-isolation countdown (isolate)

The app will ask the user to self-{golaeither because the user has reported symptoms
indicative of coronavirus, or thefg N&ge received an exposure notification (the contact
case). Once asked to self-is the user will have access to a self-isolation countdown
which keeps a track of they need to spend self-isolating.

The self-isolation c d | be updated with the results of certain test types, provided you
ceIes ithin the set timeframe.

In line with t Q ® public health guidance, app users who are asked to self-isolate as a
resu a posure notification can self-declare a relevant status. This declaration will
4¢Pe adVice provided by the app in line with the latest guidance in England and
e

app also provides a signpost to the external service to request an isolation note. No
data is passed or received by the app to support this function.

19



Helping the community (analytics)

The user will be able to help the public health response to COVID-19 by sharing
information about coronavirus in the user’s postcode district and local authority region and
how well the NHS Test and Trace programme and App are working.

This design has been driven through the collection of the requirements and iterated
through user research.

Further explanation of the functionality and processing that supports thesef fegu et
out in this document. The app has been designed to protect the privacy of thos@wige use

it. Fundamental to this design has been the ICO Contact Tracing Pr‘i Rles — ragfonses to
these are summarised below.

ICO Contact Tracing Principles and app design ses

Be transparent about the purpose — explain if th re re purpose is only

proximity notification or broader

The purpose of the app is to enable society t urn to aggore normal way of life. To do
this a combination of features are offered to®ed&e public risk by helping people:

e receive notifications if they have bed&p ncgr another app user who tests positive for
coronavirus

e view current risk in the local agea receive a notification if there is a change that risk
status

e keep a personal re nues visited using the official NHS QR code and receive
notifications if thefe | eported outbreak at venues visited

e understan ymptoms
a test, via a link to the NHS Test and Trace website

be a
23 & easy way to track the days they are recommended to isolate (if required)

%etail is available in the introduction and design section of this document. The
lytical data the app collects is to help manage the public health emergency.

The roadmap set out in this document illustrates current planning for future releases. The
themes of new functionality relate to:

e maturity of app efficacy measurement via evolution of the GAEN
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e evolution of testing options now including asymptomatic testing

For more detail, please refer to the section on the roadmap for future functionality of this
app.

The purpose of the app is explained comprehensively in its associated privacy notice. ,
Be transparent about your design choices — use the least privacy intru
approach possible. Explain risks.

The initial design for an NHS COVID-19 contact tracing app undertook a cqgptrafse
approach to managing data, built around a clear focus on the epidemjplogical

understanding of the disease. TS

With the Google Apple API (the GAEN) we have moved to a deceNgalis®&§ approach. This
is a design that is the least intrusive to privacy as very little dofe g the phone and all
matching happening only on an individual's device. Oyr.com % to transparency is
further demonstrated by open sourcing our code, whic ghed along with the DPIA
at the commencement of the early adopter phase.

Be transparent about the benefits — frof b@h your perspective and that of the
user. Explain how tensions betwee e alg managed.

The 6 app capabilities have been designed §pr gper benefit. Research has been
undertaken with users to refine these capabfes.

One area of tension in the desi setthg the risk threshold to determine the volume of

people who are asked to is N hi®determination is based on the deemed risk of the

encounter they have had4

The risk thresholdgs ®¢ ﬁ g into consideration the current reproduction number.
&

This value dg

This been scientifically determined by the Alan Turing Institute. More detail
s iIMyle b&low regarding Automated decision making and Article 22 (GDPR
refgui S).

llect the minimum amount of personal data necessary — only collect or

otherwise process information that is required for the core purpose (e.g.
excluding location data).

umber of people asked to isolate and is regularly reviewed.

The app has been designed to use the minimum amount of personal data possible. In all
instances, the data required, used or stored is minimised to reduce or remove the ability to
identify an app user and to maintain their confidentiality and privacy. As an example,
information collected in the app includes the user’'s postcode district but as each postcode
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district is shared by ~8,000 households, this minimises the possibility of any personal
identification. The user’s area, both local authority and postcode district, is stored on the
app. The user’s local authority and postcode district are collected in the analytical data set,
with controls to maintain the protections of privacy and identity.

More detail is available in the section ‘nature of the data’.

Protect your users — use pseudonymous identifiers which are renewed
The app has no concept of registration, of allocating unique ids to app inst
holding app instance specific data on the backend services.

nn

Apple/Google exposure notification diagnosis keys are completely nn nnot be
linked to the user. These are considered anonymous. A new dlag& S generated

every day and will not be repeated. Diagnosis keys generate rolli ity identifiers
approximately every 15 minutes.

More detail is available in the section ‘nature of the da

Give users control — ensure your users exercidg their rights.

The app has a section called ‘About’ which user®can access to discover the information

held about them. This information inclu

e postcode district and selected local auth
e venues captured via check ¢ appPWepriate)

o last test result (if apprgpr

In a future release t%ation might also include any symptoms entered by the user.
All data othergig stcode district is able to be deleted from the app, with an option to
the delete t pde district available for update in a planned release. All data other

Weflrict is able to be deleted from the app, with an option to the delete the
go&dis t available for update in a planned release.
& a for the minimum amount of time — explain what that period will be and
y

Diagnosis keys are kept for 14 days (the incubation duration for the virus). The keys are
retained on DHSC secure computing infrastructure for a further 14 days. We will apply the
same rationale to any diagnosis keys received from partner health service apps.

QR codes are kept for 21 days (this accounts for 14-day incubation period and 7-day
infectious period of the virus)
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The analytics data is anonymous as set out in more detail in Appendix 5, which explains
how we ensure users cannot be identified from the analytics data from their app. More
detail is available in section ‘retention of data from the app’.

Securely process the data —apply appropriate techniques to secure the

confidentiality, integrity and availability of data, both at rest and in transit. %%
les

The app system has been designed and developed in accordance with security
that govern data on the device, data in transit, data processing on the backend. Q

More detail is available in section ‘security of processing’. %
Ensure the user can opt in or opt out without any negative aqpnSgquence€s —
functions decoupled to allow the user to benefit from one f x ithout being
compelled to provide data for others.

The features of the app do not have to be used, for exampleg
on venue check-in functionality to scan the QR code. arog
whether or not to enter their symptoms or book a test.

3 r Nas the option to turn

The option to call 111 (or the appropriate e
discuss their circumstances, or the advic
been keen to assess this position and gge s
GAEN, which does not track or directly / ind

nt) is available should the user wish to
ey hye received. Google and Apple have
e solution does not contradict their
limit public access.

More detail is available in sectio iew of the functionality of the NHS COVID-19 App’.

Strengthen privacy, don’
security risks for the

it — do not introduce additional privacy and

We adhere to the prifci which the Ethics Advisory Board set out for the first version of
the app.

These princ e basis by which any future change requests for the app will be
assegs Puest to add to or change the scope of the app will be formally presented
to ge Woard which will convene weekly.

& ue of the app is privacy, specifically that the app must preserve the privacy of
r uXers. In order to adhere to this value, the application and back-end service have

sidered privacy and security at each stage of design and development and has
resulted in the use of a “decentralised” approach whereby data is stored and processed
only on the user’s mobile device.

An example is venue check-in. Users are encouraged (but not required) to scan QR codes
on official NHS posters posted at venues. This simple act provides user-led control for
privacy. In this instance, the QR IDs are only stored on the user’s device and protected
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using encryption features available from their phone. The data never leaves their device,
and can be deleted by the user at any time.

Where user identifiers are required, such as the virologic testing user journey, short-
lifetime ephemeral tokens are used to protect the users’ privacy.

The use of SaaS (Software as a Service) means that IP addresses of user devices m®y b
logged by infrastructure components. The solution attempts to remove this asso M at
the earliest possible opportunity. As a precaution, any IP addresses of user: %
transmitted from the networking layer to the backend servers are ignored
application (never collected, logged or stored), minimising the possibility of inadge
recombining IP address and payload data. This is a key privacy en@a ing con
support anonymisation of data held by the backend.

ntly
to

More detail is available in the section ‘privacy by design and &nd section on
‘security of processing’.

Information Commissioner’s advice

The Information Commissioner raised a nunger@f specifiC issues relating to the previous
iteration of the NHS COVID-19 App, tha addgssed in this document:

1. Data subject rights — see the section on cts’ rights

2. Automated Decision Making f ANgle 22 of the GDPR — see the section on automated
decision making

3. Transparency requir is intended that the app’s functions will be clearly
communicated u e Mraterial set out in the section ‘design objectives’
4. Necessitign®gro onality — see the section ‘privacy by design and default’

% paicy and Electronic Communications Regulations 2003 (as amended)) —
arity of when information is stored on or accessed from user devices, and
pt-in consent is required. See the section on PECR.

¢ h
Xnale for adopting the Google-Apple Exposure
tification (GAEN) API

See the section on ‘necessity and proportionality’ for an explanation of this decision.
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Rationale for this data protection impact assessment (DPIA)

Data controllers are required by the GDPR to conduct a DPIA before introducing data
processing which could pose a high risk to subjects in the absence of proper controls. In
particular, when using new technologies.

DHSC does process personal data that relates to the health of a very large number o
individuals, and there are new types of technology employed in doing this, but a
mitigations in place to substantially reduce risk.

The Information Commissioner’s view is that organisations designing contact trgcing apps
are responsible for ensuring the app complies with data protection @ his is ecially
important because individuals may believe that the data protection N and by
default principles used in the development of the Contact Tracing xtend to all
aspects of a contact tracing app that is built to use it. Any supg®m§ chnology, including
centralised processing to support contact tracing, should fol pame principles.

The app is designed to respect the privacy of those wh It h®identities of app users
are not revealed as a consequence of its use. e App s not collect any directly
identifiable information (for example, it does#fotRQollect name, telephone number, NHS
number or GPS location data).

It is essential however to assure and formal ument how the app works and how it
protects the privacy of its users. Syagess rel®s on users’ confidence in the information
being processed by the app.

This DPIA supports the nati llout of version 3.3 of the NHS COVID-19 App. This
document will continue bject to review and revision in light of ongoing insight and
learning.

The natu he data

It is gssgmiy cument the nature of the data and identify whether it constitutes
p dat®for the purposes of data protection legislation. The data dictionary is
N appendix 1. Key features of constituent data items are referenced in the table

@ cByte
% described below.

app makes use of the Apple/Google exposure notification system (hereafter the
GAEN). This capability is incorporated in the latest versions of iOS and Android operating
systems. The GAEN can only be activated when an authorised App is installed. The NHS
COVID-19 App has been authorised for installation by the Apple and Google app stores.
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The Google-Apple Exposure Notification (GAEN) API

The GAEN generates 2 types of identifiers:

e diagnosis keys

¢ rolling proximity identifiers (RPIs or broadcast codes) %t
Diagnosis keys Q
cof

Diagnosis keys are generated by the GAEN and uniquely reference an ins@gn
installed app on a user’s device. A new diagnosis key is generated by the GAE ry day
and will not be repeated. Diagnosis keys are used by the GAEN to geMyate a f#ther set

of keys called rolling proximity identifiers (RPIs), or broadcast code pRimately every
15 minutes (see below). (

Diagnosis keys are released to the app when a positive CO
This is only possible with the express permission of th
submitted to DHSC secure computing infrastructure for ibution’to all app instances.

Diagnosis keys (for a user who has submitt« th@m) reside in the following locations:
e the GAEN of the submitting user’s pgon

o the app data of the submitting r's ph

e DHSC secure computing in cture

e the secure Federate rsed to support interoperability

e partner health [ ure computing infrastructure in Gibraltar, Jersey, Northern
Ireland a %

o thea o@ eceiving users’ phones

P &E of receiving users’ phones

iaggpsIs keys are at no stage associated with any other information. The fact that they
Ve been distributed for matching only indicates that the submitting user has been
diagnosed as having COVID-19.

When distributed beyond the GAEN, diagnosis keys do not relate to an identified natural
person. They also do not relate to an identifiable natural person by virtue of the design of
the app and its supporting DHSC secure computing infrastructure — i.e. no identifying
information is associated with them, technical controls are in place to prevent interception.
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On this basis they do not in themselves constitute personal data. This allows for their
distribution without the need to disclose confidential patient information.

virtue of their association with the installed phone. The privacy design ensures that the

controller cannot have access to these keys - other than for submission to the DHSC
secure computing infrastructure.

Rolling proximity identifiers (RPIs) Q
The GAEN uses the daily temporary exposure key (TEK) to generate a ne

nd

rred t¥ as

Diagnosis keys residing on the generating GAEN may be considered personal data by %

approximately every 15 minutes. RPIs are made available over Bluetgoth a

collected by the GAEN running on other users’ phones. They are aﬁ

broadcast codes. RPIs are random and almost certain to be umq y a remote
chance of being repeated.

TEKSs or RPIs cannot be accessed by the NHS COVIR]9O A ut a user testing
positive for COVID-19. The user must also give permi se the keys. Once
approval has been received, TEKs are provided, to the /b and deleted from the GAEN.
They then become diagnosis keys. Only whe gnosis Yeys are known can the RPI be
re-generated. RPIs are not considered persOnal §ata because they do not relate to an
identified or identifiable person.

Exposure windows

The GAEN digital contact tracing flse.ow Energy Bluetooth (“BLE”) to approximate
distance and duration of conta tween app users. Where 2 app users have been in
contact, with the exchange ing' proximity identifiers (RPIs) or Broadcast codes, these
measurements are used ulate the risk of infection.

ool

When an app use o test positive for COVID-19 and chooses to share their

Diagnosis Ke X case), their Diagnosis Keys are added to list of reference
Diagnosis K V ed to all app users. Should the GAEN detect a match, the process is
detajled Exposure Window data set associated with the broadcast is used to

defer [ app user should be alerted.
0&
ure Window data set and measurements of the interactions between users is
Tx calculate the risk of infection from the contact with the index case. The calculation
tes a risk score from the risk algorithm. If the calculation results in a score above the
set risk threshold, the app will issue an alert to the app user with advice and a
recommendation (i.e. the user is recommended to self-isolate due to a risky contact).

For more detail on the Exposure Window and its use see the section ‘Digital contact
tracing: exposure windows’
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Exposure Notification Alerts

As noted above, the GAEN functionality produces an alert when the risk score is above the
risk threshold. These alerts are displayed as notifications to users and are designed to
provide prompt public health advice.

To understand the impact of user notifications and to properly weight the data gather:
app users additional data items are being collected. These data items also addreg
ongoing technical concerns around the display of exposure notifications across 4
phones and operating systems.

that need investigation. By understanding whether the user has p
can be discounted from any technical issues.

See the data dictionary, Appendix 1, for mofe infrmation.

Postcode district

When the user installs the app, they are as to provide their postcode district of
residence. This is the first part of #ieMgostcode up until the space. Postcode district is

uploaded to DHSC secure co infrastructure daily with other anonymous analytics
data.
Postcode districts ar: egaled as constituting a component of the personal data in the

data set when pro in the DHSC secure infrastructure, in the product or
&
QU

analytical dafs ts. This is due to the first level postcode district typically
includes ~8, holds, minimising the possibility of personal identification. There are
addition kolgithroughout the app’s supporting systems, including the performance

ocdauthority

en users enter their postcode district, they will be prompted to confirm their local
authority. The selected local authority will allow users to get an accurate COVID alert level
based on government restriction guidelines.

In future releases, a user’s selected local authority will also be used to provide users with
valuable information, such as the number of infections and tests within a specific local
authority.
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The Local Authority is collected as part of the analytical data set and is subject to the same
standards and controls to remove the risk of re-identification. The risks of reidentification
due to the collection of both Local Authority and Postcode District was considered and
controls are in place to reduce and manage that risk.

See Appendix 5 for more information.

Test results

When a user is recommended to take a virology test, the server allocates t
lived unique token. This token is passed to the virology testing platform so at st resSults
can be sent back to the app system. The token replaces the need for@ny pers
identifiable information. The token is destroyed within 24 to 48 hou® ogst restMts being

received.

App users can also enter their test results manually in cases &y have not initiated
the test process through the app. The test result will bggsent Wy ode that can be
entered into the app and will populate the app with det )st, such as the result
and test type.

The token is associated with fully identifiabl&pefgonal data relating to the subject

throughout the processing of the test. T, e-tinyg token and the test result are returned
to the Cloud Services database which d®wnpads them to the user’s phone. The token and
test result are then deleted. Test results congigite a component of the personal data held

e token relates to a user and is identifiable in the
sult and the token constitute pseudonymised
porarily in the Cloud Services database. Test results
es daily with other anonymous analytics data only

the token. They are not identifiable to a user.

include the test statuw
This process 'fo user’s utilising the Welsh testing system and website.

M only on the phone

The proggsses data entered by the user about their symptoms in order to provide
cg&smation and signpost to testing services. The app will hold details of the users
Ia*j sult, including the date, result and type of test. The type of test will determine if a
nfinatory test is advised, which is noted in the data held on the phone. Where required
he relevant testing policy, this data item is processed by the app’s functionality to
advice the app user about the confirmatory test recommendation. Where an onset of
symptoms date is needed to provide isolation period advice, the app will prompt the user

to enter one.

on the installed app. This is beca
context of their use of the app.
personal data whilst they ar
which are uploaded to C
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Where the user has added a self-declaration status in response to an exposure
notification, the app will retain the date of the declaration for a time period set to support
app functionality.

The app also collects QR codes from venues which the user has visited and checked-in to!
Although this information does not leave the phone, the data does relate specifically t

user and therefore constitutes personal data. The app provides the functionality to def®te
this venue check-in details both for specific venues and as part of the delete all g ﬂ

on the phone function.
Analytics data is collected by the app and submitted to Cloud Servi@esQgecificafly for the
purpose of understanding the performance or behaviour of the app x tis uploaded
each day to Cloud services in anonymous form. Please see AppeNgx 5 1 more

oW to identify app

Analytics data

users.

App. Other personal data used by the Id on the user’s phone and not part of
the analytics data.

Where we cannot resolve issues rel
using the analytics data referred to
which are generated by the phonegto

nctionality and technical performance of the app
e will temporarily collect a data set of technical details
able the cause to be identified and fixed.

These technical data itemsgre d in the Data Dictionary. The data collected is restricted to
the relevant phone platf ting system, version of the app or other technical category which
appear to be causing igsu

More informat iSlletai Section on Performance and Use Metrics.

Symptoms ¢ % ot retained on the phone after submission in the analytics upload. This
atag .

S C red personal data when held in anonymous form on DHSC secure
g irastructure.
h

d
c
L 2
\ either postcode district or local authority, is not combined with symptoms data
th®purpose of identifying where an individual is located. When the area is combined
other data items it is used for public health purposes, such as the monitoring of
infection spread.

Data held on Cloud Services

Appendix 1 describes a summary of the DHSC secure computing infrastructure data. The
server only handles data if it is needed for app operation or for system monitoring. No data
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held on the DHSC secure computing infrastructure is traceable to an individual. See below
for details around the management of IP addresses.
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Flows of Aggregate Data Derived from the NHS COVID-19 app

The app contributes data to the wider public health response to COVID-19 by providing data
derived from analysis of app’s data. This aggregate data is limited to the data processed by the
app which is strictly necessary for the purposes of ensuring the app functions work. This
aggregate data is provided to key parts of government to improve their response to the current
public health emergency. Data is provided to a public dashboard as part of the commitment t
transparency and to provide up-to-date information to the public.

The aggregate data provided does not constitute personal data and would not routinely
within a Data Protection Impact Assessment as it falls outside the definition of persqg
defined by Data Protection legislation. We include a brief summary of the reason
this data to the wider Department of Health and Social Care (DHSC), how we pro®ct
data and maintain our commitment to protecting the privacy and identity of gop users.

By choosing to download and use the app, members of the public are me&' immediate and
ongoing contribution to the response to COVID-19. App users benefit fr & ionality of the
app, including alerts and warnings of risk of infection, as well as enablin blicC®health insight and
tIQps, to manage the

Aggregate data derived from the use of the app (we have u%g
in this document to describe this data) enables this analysis.

windows) and used to deliver and manage the f@hctifs of the app. After this analysis the insight
and data that is produced enables a greater ing of the transmission of COVID-19 and
the public health response. For example, b det@minin®how many app users are seeking to book
a test (with a count being added to the daily anagti
indication of both an increased demand for testi nd potential increase in infection. This analysis
validates the app’s functions and the public health impacts to be assessed.

This information is disassociated
can be used by the DHSC’s N

e specific app user. The app’s aggregated derived data
t 2%d Trace programme to:

= Use aggregate d d by the app alongside other data sets to target public health
policy and infor hsion making. For example, detect an increase in app users seeking

tests or usingtie om checkers in different parts of the country;
=  Provid8 for on to Local Authority Public Health functions;
Q

ycations and resources to maximise the potential impact on the transmission

In turi'gllis cAributes to the advice, alerts and support provided to app users. This is done whilst
inRyg the commitments in this DPIA and associated documentation to app users and their

O
e OWthis data is bound by:

= Obligations and commitments made in this DPIA;

= The terms of use for the Google and Apple’s Exposure Notification (GAEN) technology;
= The Secretary of State’s Ethical Framework for the NHS COVID-19 app;

= Ongoing oversight by the Department of Health and Social Care.

<

As part of providing this data, the risks associated with this DPIA were reviewed and updated.

You can find more information about the uses of data by these functions in the Privacy Notice for
Test and Trace.
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The data provided to the NHS Test and Trace Data Analytical Platforms (TTDAP) remains bound
by the obligations of the app and ongoing oversight to ensure that this is the case. Oversight
ensures that the aggregate derived data is used appropriately and in line with these commitments.
It is aggregated and subject to protections such as small number suppression to further protect the
identity of app users and prevent data being linked.

This enables them to provide better public health advice to local authorities, via CTAs and infi

public health interventions by local teams.
o\(]/

N
>
S
&
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Privacy by design and default

As described in the section above, the app has been built to respect the ICO’s Contact
Tracing Principles. Key privacy features of the app are that:

users’ identities will not be revealed by the app %! )

e no persistent user identifiers will be processed

e the app will collect the minimal amount of data necessary

e as far as possible processing will take place on user’s phone ‘\e

e personal data does not leave the device without the permissio&q\ r

o self-declarations of relevant statuses are not verified wit tethal data source or
process

e analytics data is only collected in anonymoug form

e a performance view (via dashboards) usihg d@ly aggregate and anonymous data to
provide an oversight of the services groWed gthe NHS COVID-19 App

¢ there will be no third-party trackers gathqgig personal data in the app

e the user can delete the app ta from their phone at any time

o datain the DHSC secyre
individuals that ha

uting infrastructure will be made available only to
rmally authorised to access it

o transfer oqdairo DHSC secure computing infrastructure to another system or
controller 4RIy ssing for purposes outside the scope of this DPIA will be subject to

T a use of the Google/Apple GAEN, which is incorporated in the operating
A3 S pple and Android phones. The features which ensure user privacy are
utge this document.

tacts, QR codes, local authority and postcode district data is processed on the device.
Circuit breaker, diagnosis keys and anonymous data are processed off the phone.

The GAEN

The app is built upon the contact matching functionality of the Google/Apple GAEN. The
GAEN is subject to routine review and improvement by Google and Apple based upon the
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what they have learnt about the technology, COVID-19 and the public health response.
NHS Test and Trace has contributed to this discussion and undertakes vigorous testing to
help understand and refine the risk algorithm used to calculate the risk of infection. The
most recent update introduced a second GAEN Mode, Mode 2, in addition to the existing
Mode, Mode 1. A brief explanation can be found below.

GAEN Mode 1

When the GAEN receives a broadcast code they record a measure of distance,
signal strength. Mode 1 takes the set of measurements it receives associa itr
broadcast code and merges those signals into a three-bin histogram. This 8o
GAEN to determine how many seconds the interaction was in the “negr”, “midd
histogram bin. ‘e\

Mode 1 allows signal information to be calculated into a broad ca@on of risk.

ance (signal

glgnal is muffled due to
MO environments due the
¥doors.

strength) is impacted by other factors. For example, thq
the device being in a pocket or bag. This is a challengé
nature of Bluetooth and the impact on Bluetooth signals

Mode 1 is deemed “good” at identifying high'risk\gcenarios, by the International Machine
Learning scale. However, Mode 2 offer pp/Qand Google offers greater ability to
account for these challenges.

GAEN Mode 2

Mode 2 uses signal strength atgrn®gtion; the approximation of distance, as a function of
time difference between su e Bluetooth measurements. Time difference and time
series is the key new fea de 2 which is enabled by the Exposure Windows
functionality, and datgf sgMyvhiCh measures 30-minutes of interactions when broadcast
codes are regeiv pp. These Time series are the signal strengths taken over
successive in within the 30-minute period of an Exposure Window.

A bejter ggli distance between app users can be calculated by using Mode 2’s time
segie urements. Before the app moved to use Mode 2, a series of experiments
We& in a number of environments and settings to collect data and understand the
X‘ ce of the app. This testing, and a review of the results by international experts

d C®lleagues, allowed us to define the best possible algorithm for differentiating risks to

only those at risk of infection to isolate. Read the Alan Turing Institute on Updates to
the algorithm underlying the NHS COVID-19 app. The Risk Algorithm is open sourced, and
the NHS COVID-19 app is believed to have the best discriminative performance
internationally.
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On the International Machine Learning scale, the algorithm used by the app for Mode 2 is
deemed ‘excellent’. For users this will result in fewer unnecessary recommendations to
isolate.

Mode 2 is utilised by the latest version of the app and is another reason why we
recommend app users to routinely update their app for the best service and performagfe?

Read more information about the use and processing of data by the GAEN Mod
Exposure Windows. As with the GAEN, no identifiers are exchanged, and n
data is processed due to the lack or removal of any possible identifiers of tlge ingiviO¥
involved.

Stateless and conversational APIs ‘\

All of the APIs presented by DHSC secure computing infrastr &e elther ‘stateless’ or
‘conversational’:

o stateless APIs do not save data generated in one i use in the next
interaction

e conversational APIs generate a toke ich Igreturned to the app in the initial
communication allowing the app to furtr communications relating to the same
matter — this allows for processing to be gopgrcted whilst the token remains current

Application Programming Inteffa®gs (APls) used by the app

APIls used to communicate wit C secure computing infrastructure are described
below:

¢ Analytics — colle tical data from the app for aggregation and statistical analysis
(stateles

sadme API used for Event Analytical Data Set — Collects analytical data
pp for aggregation and statistical analysis (stateless)

L & provides configuration for the app, possibly based on device state, like
V ge and type (stateless)

Distribute — access the data used for risk scoring; positive diagnosis keys, hotspot QR
codes and area (postcode district/local authority) risk levels (stateless)

¢ Risk — confirm with the DHSC secure computing infrastructure before taking a risk-
based action such as isolation (conversational. The app request is returned a short-
lived transaction ID. The token is needed as long as the circuit breaker takes to make

36



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

its decision. There is manual input in this step, so time is not fixed. Rarely above 4
hours.)

e Submit — submit exposure diagnosis keys to be added to the positive key set
(stateless) %

e Control — support the control Panel web monitor (stateless)

e Swab testing — app-facing API used to get a transaction token and get th %
results (Conversational. A transaction ID token is maintained while a svfab {@st
underway, which is expected to be 1 to 4 days.)

e TestLab — 3rd party test lab API used by the swab test Labs to ?\?s‘t results,
together with the linking token ID. (Conversational. A transactiglf | k&h is maintained
while a swab test is underway, which is expected to be 1t )

e App Rest API client — collects and provides data t 0

with partner Health Service apps (stateless)

ational interoperability

Supporting Isolation Payment Application AE lease nMe: this may differ for Wales)

e TTSP Gateway API — supports the erQapplNgtion in accordance with the app’s
privacy requirements (stateless)

e TTSP Mobile AP — creates an tes the token for the app user making an
application (conversational, ran¥ction of tokens is confirmed)
All APl interactions to th ill inevitably result in app users’ IP addresses being

present in data com
of networking. Th
addresses a ro
never held '

No% nt or registration process
ﬁ' & user account or registration process that requires the submission of direct

efers. This includes no requirement (or opportunity) to submit name, email address or
phone number.

etween the app and the DHSC servers due to the nature
never use IP addresses for identification purposes. IP
ed and are removed as soon as is practical. The IP data is
ata collected from app users.

A central system, the DHSC secure computing infrastructure, is necessary to facilitate
exposure notifications and the communication of test results. Use of the App does not
however involve a persistent internal identifier to link data on the App with data in the
DHSC secure computing infrastructure.

37



All communications between the App and the DHSC secure computing infrastructure
database are conducted by polling rather than push notification. There is no need for a
messaging service or messaging ID.

Distribution of data from the DHSC secure computing infrastructure database to the App is
achieved by the App making requests to the relevant API.

QR codes for venues visited never leave the phone

A history of the scanned QR codes for venues a user has checked-in to is ffccugu n
the phone. This includes the This is used for matching against the distributed es for

venues identified as infected. ‘\
The codes scanned by the user never leave the phone. \
The QR scanner is incorporated within the app to ensure th
operation.

Qs tontrol over proper

Details of the venue are encrypted with AES.G and tRg key is stored in private device
key storage.

Analytics data is anonymous

App functionality which involves the backen@gfircuit breaker, key submission, onboarding)

is real-time. Other analytics are ¢ d on a regular basis, currently daily.
The analytics dataset is an usWAs noted above, IP addresses of users when
transmitted from the net er to the backend servers are ignored (never collected,

logged or stored) thu g the possibility of inadvertently recombining IP address
and payload dat

Performa

COVID-19 App’s product environment is provided to those overseeing
‘h arte of the app. This is based on the analytical data provided by app users as
p& nalytical data upload. More details of the data items included can be found in
t

a dictionary in appendix 1.

performance viewer is available to a limited number of staff within the Department of
Health and Social Care’s Test and Trace programme. Access is strictly controlled. Data
provided to these viewers is subject to additional privacy and identity protections, such as
small number suppression. The data supports data dashboards that provide those viewing
the data with ability to question the data or change views. For example, they would be able
to judge the uptake of the app within particular postcode districts or wider areas.
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The dashboards and functionality are provided within the app’s Product Environment,
provided by Amazon Web Services acting as data processor.

Consent

Consent as a basis for lawful processing for GDPR purposes is not being applied. ,
to

Installation of the app is entirely voluntary; Specific permission is requested for t
access Diagnosis Keys, for submission, and to open the camera to scan QR

Location
The app does not use GPS or any other geolocation technology to?N‘ormation
about the specific location of a user’s phone. x

t

The collection and recording of proximity encounters rely eny
Bluetooth signals between communicating devices.

strength of

Security of processing

Threat modelling was conducted during t
identify threats to data both in transit a
Tampering, Repudiation, Information disclo
service and Elevation of privilege (STRIDE)!

actual impact. All risks are cove@hreats remain unbounded.
Security principles have @b hed to define the controls needed to protect data:
S t enable the app

Securing the sy%
Stateless mi S% used to deliver services where possible. The use of cloud
' e

provider se ts in a highly scalable and reliable infrastructure.

desi® stage. A STRIDE review was used to
st. se cover threats such as Spoofing,
rivacy breaches or data leaks), Denial of
reats are prioritised based on potential or

All encrypted storage.
IRgatMWs monitored to detect change.
rvice availability is continuously monitored as part of the operations function.
Securing data in transit

All data in transit is encrypted using TLS1.2+ using modern cipher suites.

Clients and services must mutually identify each other:
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¢ the mobile device app provides an API key to the backend

o third-party services provide an API key to the backend

o the backend service presents a certificate that the connection initiator verifies is issued
to the service (certificate pinning)

Data originating from the backend must be signed. Mobile app clients have a pu in
the application which is used to verify the signature of data from the backend

The infrastructure is protected through a range of techniques:

Architecture *

Separation of environments — Environments are separated by usegev ent, testing,
staging and production.

Use of DHSC secure computing infrastructure via clo id rvices — Where security
functionality is available from the cloud service provide sesolMions have been
selected over in-house or third-party solutions glhese ar&proven services that are the
responsibility of the cloud service provider t tain. Where appropriate, we have
followed the cloud service providers rec endons and guidance relating to secure
configuration.

Use of microservices — Limited fungéipons int&rated into the SaaS architecture. Where
possible these are stateless.

Use of web-based services eb-based services use TLS v1.2 and all services require
authentication (with th bon of requests from mobile devices where we attempt to
preserve anonymity) utual authentication methods for service interconnects to other
services are gchigfed e this is technically feasible using the chosen technologies

Repeatable % The use of Infrastructure as Code is mandated to enable repeatable
deli NeFronment and assurance of repeatability of test results.

ry, L
fh& flows support international travel whilst remaining protected under the

N al collaborative usage of the GAEN applications.

solution is built and deployed into Public Cloud infrastructure, based upon Amazon
Web Service (AWS) as a Processor, using combinations of Platform as a Service (PaaS)
and Software as a Service (SaaS) components. Configuration and use of these
components are under strict control by DHSC, but underlying operating environments are
subject to change by the service supplier (AWS) to improve the security and resilience of
AWS.
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The performance viewer is hosted within the AWS instance that hosts the app supporting
service. This allows it to provide visibility on the performance data received from the apps
in real-time, not subject to delays that transfer to a separate environment would involve.
The mobile apps send analytics information to AWS daily and when a test result is
confirmed. The new exposure window information is triggered by the user entering a

manual test result code or when they acknowledge a test result. %%

This data is made available to the performance viewer every minute. The prese
dashboard data uses controls to prevent risks of indirect identifiability from t s
presented.

This is implemented as an Amazon Kinesis Data Pipeline, which CQP VS the d§fa to a
batch file format, writes this into Amazon S3/Athena, where it is the \ le as a

reporting data source for Amazon QuickSight.
@ educe inference of

ogPhsistent sequencing of

Traffic obfuscation techniques are implemented and maintai
communication content by ensuring random packet le
packets for different outcomes or user journeys.

System user management

Role-based access control — All users ntedermissions through roles. Access is
granted on a per-environment basis.

Authentication — Multi-factor auth tion iS required.

The performance viewer prege a dashboards to entitled, authenticated users. The
dashboards provide only fea§ access to the app analytics. User authentication is
achieved via the usa ased AWS accounts. The access restrictions for users of
the performance vi # re that users are given permission only to view the

[ d in QuickSight, and nothing further. Additionally, at the system
level the Quigsiyg rocesses are assigned AWS role policies that only allow access to

it — Activities of highly privileged users and high impact actions are alerted in
arQpal-time. These alerts are monitored by the app operations team.

Protective monitoring is described further below.

41



Test the effectiveness of the security measures and respond to any
security issues

e Security measures are tested throughout the delivery lifecycle for both the applications
and backend services:

o Design — Threat modelling is performed, prioritising threats and identifying suitgbl
controls.

e Build — During deployment, backend security controls are explicitly test@ tojen
that the configuration of the solution does not inadvertently lead to informati kage.

o Test — Active penetration testing is performed using an indepeng t My d-party
supplier. Cloud service provider compliance services are use ve at the service
meets CIS recommendations.

e Operate — In addition to the ongoing performance s described in the Test
phase, protective monitoring is undertaken. To the le, all source code is
made available as open source, enabling one to 1Igentify potential security issues.
Reports are encouraged through the Hagler@ne Vulnerability Disclosure Programme

are triaged and responded to.

C

In addition to system protection, a number offcg#hponents also detect compromise,
significant events or compromise ajtempts:

e Protective security monitori
the platform

e Proactive securit g 1 implemented to notify when a privileged role has been
used or a hig&e nt occurs

event to the NHS Digital Cyber Defence Operations Centre (CDOC) for

apalygis § gimalous or malicious behaviour
¢ %of these alerts, security incidents are triaged by the incident management
e

\ o respond appropriately.

tective security monitoring and application behaviour monitoring are provided by CDOC
and a company acting under contract to the DHSC (Zuhlke Engineering). Zuhlke
Engineering are not required to process any personal data and are not considered a data
processor but operate under strict contractual controls.

eployed on the AWS platform and service running on
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Data flow lifecycle and data architecture choices

Data flows through the system have been described in relation to each feature in
the section ‘overview of the functionality of the NHS COVID-19 App’.

The following principles have been used throughout the solution: ,
no User State or Identifier is stored on the DHSC secure computing infrastruQ

e all APIs are stateless where possible

described in the flow below this exist only as long as are needea\
e some interactions are in place to support future functionalit \

e rich analytics are collected, protecting the app usegglden example, a user’s IP
addresses will not be recorded.

¢ when stateful behaviour is required, short-lived tokens are used a'd&ntifie S

All web-service APIs owned by the project u S encrytion and DHSC secure
computing infrastructure require all app users d&a to be embedded in the content of the
payload.

The following data items are sent from the ser and stored in the DHSC secure
computing infrastructure or persis torage:

e diagnosis keys — A set ofdeNC ys encountered by the device. This data is only
uploaded when the uggr ositive test and they have specifically given permission

to sharing throug a the user gives permission then this data is distributed to
all devices peri e validity of the duration of the keys is defined by the
I

Apple/GoggIcNRP!.

analytics\g [ his is aggregated and made available for query by authorised users.
' @POvided via dashboards for management and oversight of the service

the app service. The data is also exported to the App Analytics

ent (AAE) for additional analysis and support of public health. interactions

e service which are logged through cloud provider services. These records are

provided to the Cyber Defence Operations Centre to enable them to perform protective

monitoring.

e venue check-in — registration for and provision of a QR code poster to venues that wish
to display one outside of the scope of this DPIA. The process includes the email
address and venue location. Where venue owners request a poster, they are required
to provide an email address and location. This is used to send the poster to the
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individual registering the venue. A list of poster IDs and their associated location is
provided to JBC.

cloud databases or persistent storage:

e symptoms submission (Not in use in the present version) %
¢ self-declaration in response to exposure notifications Q

The following data items relating to the end user are stored on their device @nd regtored
within back-end integrations with third parties:

The following data items from the end user are stored on the device and are not stored in %

*

e virology test bearer token — Where a user registers for a test, N token is

tly Used to retrieve
prdfale and
OVID testing operation)

their test result (NPeX is a system owned and operated &
Huddersfield NHS Foundation Trust in support of t tiof

Rationale for collecting postcodg distRct

When the user installs the app, they are fgguire provide their postcode district. This is
the first part of their postcode up until tHe splice. the EN Server this is included in the
analytics dataset but is not considered pers ata as it is fully anonymous.

The area, postcode district and | thority, are also used to provide app user’s with
details about the services in th4ir Qgga. Por example, if there are any additional testing
options.

The postcode districtg le in order to understand the geographical distribution of:

s of coronavirus

e app uptak

e reported

o teial tnsmission events
3 \!
hifygata will be used to understand where the virus is spreading, and how fast it is

eading in different locations. This information could be used to coordinate local
responses - be it by increased provisioning at the local NHS Trust or deploying more Test
and Trace resources. The postcode district will also provide insight into regional variation
in the uptake of the app as well as regional infection rates. The postcode district will also
be used to alert users when their postcode district is at a higher risk from coronavirus.
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Regional variation information will provide improved epidemiological insights. In future
versions of the app, this information would allow the implementation of a localised risk
function, including messaging within the app to provide users with information about
COVID prevalence and services in their area. This could contribute to a more granular
loosening/tightening of social distancing rules at a more geographically granular level. This
would ultimately help to get more people back to normal life quickly and safely.

Rationale for processing local authority

When users enter their postcode district, they will be prompted to confirm tggeir
authority. The selected local authority will allow users to get an accurate COVI
based on government restriction guidelines. The risk level will be pggs&gted in anner
that is compatible to the government guidelines to enable users to ccurate risk
level based on their selected local authority.

Confidential patient information

Diagnosis keys are an indicator that a referenced indivi haS betome infected with
COVID-19. If the individual were identifiable, this wORlld constitute confidential patient
information for common law purposes.

Using or disclosing confidential informafon gquireS one of three bases for it to be lawful:

1. consent
2. overriding public interest PQ

3. statutory permissive orrobligation
Diagnosis keys m ly represent an approximate 24-hour period within which the
EN API (oper&§

a user’s phone) broadcasts rolling proximity identifiers (which expire
0,

and are repl ximately every 15 minutes).

diagnosis keys nor the rolling proximity identifiers can be used to identify a

As ncwglller
&'SPQr ir phone, they are not considered to constitute personal data away from the
u& ne. Nor are they considered confidential patient information.

described above, the receipt and communication of test results by the DHSC secure
computing infrastructure involves the result being associated with a temporary one-time
use token. The use of this code requires that it is associated with information that does
reveal the subject’s identity, such as name and telephone number — but only outside the

app.
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In the context of the DHSC secure computing infrastructure database, the token and the
test result are transient. The only purpose being to facilitate communication to the user
when requested by the app.

The token and the test results are considered pseudonymised, as no linkable identifying
information is available to the controller. In order to provide maximum protection and
privacy however, they will be treated as though they are sensitive personal data relatiMg t

health - and therefore confidential patient information. Q
Necessity and proportionality

At every stage of development, the intention of the UK government& een toyopt the
technical solutions which support efforts to control the spread of CO\K

Initially, an app was designed which allowed for both effective,
provision of additional epidemiological functionality to manad

tracing and
pread of COVID-19.

which supported digital contact tracing thro
subsequently taken to assess the Goog
beneficial for managing the spread of

The functionality of the Google/Apple APl w88 assessed alongside rigorous testing of the
original app. Testing revealed t ility of the original app was not sufficient and
would therefore not be effectivq@in Wglping manage the spread of COVID-19.

The government decide eoogle/Apple approach had the highest likelihood of
achieving the stated while collecting the minimum data necessary. Following advice
from his advigers, cretary of State for Health and Social Care, announced on 18
June that the had begun the next phase of development in building a new app
o-end NHS Test and Trace service. This app would use the

oadmap for future functionality of this app

Improvements and enhancements within the functionality of the app go through a change
control process, these adhere to the existing commitments to app users, accounting for
information rights law and privacy requirements. This continues to be required and
appropriate as the app responds to the developing public health emergency and identifies
areas for improvement.
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The scope of future functionality will continue to develop. New changes will always be
subject to review based upon policy decisions and requirements. Many policy decisions
will be for ministers to decide and cannot be pre-empted here. The following is under
consideration for future release:

e the focus of the changes ahead in the app relate to being able to measure its effic
which evolves as the Google Apple APl matures (the GAEN). This direction and t
specifics on the implications of data collected in an anonymous and aggregaf
manner are described in section on the risk threshold. These changes wj
effect across several releases over the coming months. No other major€hargpes =
functionality are currently expected

e updates to follow the testing path. The app was initially establis‘ tOQgke testing
results once a user has demonstrated symptoms. As additionaggesti ptions are
made available, the app looks to provide consistent advic isolation periods,
to all app users in line with the latest testing policy

The app is part of NHS Test and Trace and considers t oavervoadmap for the whole
programme.

Assessment of application heQrivacy and Electronic
Communications Regulations (as amended) (‘PECR’)

We accept that regulation 6 is en as régards some portions of the app’s
functionality. These functions rggire a®pess to data stored on the phone (for example
performance metrics, diagngsi and storing data on the phone (for example venue
details, area (either posteQd jct or local authority) to support the associated alert

function). All data tha r PECR is deemed strictly necessary to provide services
explicitly requeste er.
The functionggs p that fall under the PECR are explained below (with further detail

provided in @ dictionary set out in Appendix 1.

f&a e and use metrics
N the app is working as expected and that the user’s phone can safely support the
r

e tunctionality:
e contact tracing
e venue check-in

e symptom tracker
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isolation status and reason

where relevant, self-declared statuses

test ordering, status and process including the follow-up testing process

isolation support payments

The app collects data items to enable these functions to be monitored and valid2 '

ensures that the app is operating:
accurately,

2
appropriately, \\

safely, and

securely.

For a list of the data items that support this p se, see @e Data Dictionary in Appendix 1
of the DPIA.

ditional technical data set where we are unable
e. This data set enables the app team to
nd technical performance of the app.

As noted above, we may temporarily colle
to resolve a technical fault with the data detaile
identity and resolve issues relating to functionali

This is detailed in the DPIA’s data as the Technical Resolution Data Set. The contents of
the technical data set are determi the phone platform the app is running on and will be
collected when the app crash hen restarts.

The data set will includeg

ed by the operating system;
ere in the app’s code the error occurred.

ubmitted to the app’s dedicated area in the DHSC secure computing infrastructure
d to resolve these issues. For more information see the Data Sets entry in the Data

dical device efficacy

To comply with accreditation requirements of the app as a medical device there is a
requirement to collect information which demonstrates ongoing review of the app’s efficacy
as a medical device, providing full lifetime traceability that the medical features of the app
are working properly — for example to cross check the swab test result levels with isolation
advice to ensure the app’s isolation advice is functioning correctly. This necessitates
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collection of data across the medical features of the app such as isolation status, swab test
status and symptom questionnaire results.

Digital contact tracing

If the app user receives a positive test result, daily codes stored on the phone will be

shared with other app users (subject to cryptography and referred to as Diagnosis Kegs)
alongside the onset of symptoms data but only if specifically authorised by the a
who has the positive test. To ensure this contact tracing and alert system fupghi

be used to validate that the level of alerts users receive are consistgn ith the er risk
environment and is necessary to calibrate the efficacy of the alert s

ce of contact, are
used in digital contact tracing to determine when an alert sh@ jssued to the app user
(i.e. the risk score is above the risk threshold).

Together with the relevant onset of symptoms i@ is used to calculate the
infectiousness, the Exposure Window and stances data sets enable the app to
calculate the risk of COVID-19 infection tact with an index case. For more detail
about these data sets, see the section ¢ Diggital C

Public health response magagemant

To help public health authoriti more about the virus and its transmission and take
effective measures to mana reSponse to the COVID-19 public health emergency the
following data are acce m-he app:

postal district K
exposur S
in count

e
L 4 . .
.\ questionnaire results

isolation status and reason

e where relevant, self-declared status
o test status, test type and test process including follow-up testing

e pause button usage
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o testresult and test result pathway (i.e. what was the result of test and was it provided
via the app or by SMS code)

e exposure window and scan instances of contacts with index cases

This information comprises the contribution app users commit to making when they
download and use the app, to help support management of and response to the CO
public health emergency. Sharing information about the efficacy of the NHS Tes
Trace Programme (or the Test, Trace, Protect Programme in Wales) and apggi
helping authorities understand whether the Programmes and the app are
expected. It supports being able to learn and respond better to the public healt
emergency, thereby helping the community to stay healthy and savg INgs. The
identity protections of the app ensure that app users can do this thr: onymous data.
Using these services helps reduce the transmission of COVID-19 & at
appropriate steps are taken. As outlined in the privacy notice p, the user has
specifically requested to use these services and contribute B oading and using the

app.

Automated decision making a rticl§ 22 (GDPR)
requirements

We consider it is arguable as to whethePor icle 22 is engaged by the contact tracing
function of the app. On one view, Article 22 t be said to apply where a user comes
into contact with someone who h ted positive and so is advised by way of a
notification sent via the app to iSol2% and order a test. It is noted that in order for
Article 22 to apply, there mugl b a ®ecision that has a legal or similarly significant effect
on an individual that is b on automated processing of personal data.

maximise the§C e public’s confidence in the app, we have decided to take all the
relevant step lement all the appropriate protections to comply with Article 22 as if

In any event, whe rticle 22 applies as a matter of law, in order to try and
an
.
it were enga % R are taking all steps required to comply with these requirements.

rposes of its effective compliance with the requirements of Article 22, DHSC
at any automated decision making is authorised by law, specifically section 2A
S Act 2006 which permits the Secretary of State to take such steps as he

siders appropriate for the purpose of protecting public health. This is the power that the
Secretary of State relies on to authorise the design, implementation and operation of the
App by DHSC. We have also sought to implement suitable measures to safeguard the
data subject’s rights, freedoms and legitimate interests as would be required by Article 22.
As regards Article 22(4), we note that any automated decisions based on special
categories of personal data shall be processed on the basis of Article 9(2)(g) being
processing that is necessary for reasons of substantial public interest, following the
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conditions in paragraph 6 of Part 2 of Schedule 1 of the Data Protection Act 2018
(Statutory and government purposes).

See our document on processing of special categories of personal data.

Informing the app user

includes a type of automated decision making.

Support and advice 111 (}
When a user is receives a notification to the effect that they shouldg late, they will be

able to call NHS 111 to discuss the implications of this advice an
circumstances.

Upon downloading the app, the user will be informed that the app’s contact tramQ

eive a notification

This will be particularly helpful, for example, should a
despite the fact that they have not been in direct conta e for an extended
period. The user would be able to discuss thesgcircumsg@nces with the NHS 111 operator
who might advise that self-isolation and ord a test is Mot necessary.

For app users in Wales, they will be dir@Ctedgto th
111 Wales for more information)

quivalent service in Wales (see NHS

Circuit breaker

The ‘circuit breaker’ is a baggen§ fe®back and control service. It enables the app to
manage notifications by ere there are concerns about accuracy or where a

significant number of seW®may be told to self-isolate.
The circuit b QLrig automatically when conditions are met. These conditions are

Xrns ver accuracy of testing results or data (referred to as compromised)
\1 rns over venue notification

functionality will not be utilised in the initial release of the app. A review of the
processes and criteria for intervention will be undertaken during this period by the Public
Health functions responsible for the intervention

L 8

We look forward to continuing to discuss the above with the ICO, and particularly whether
any further proportionate additional measures could be implemented for the benefit of App
users.
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For further context on contact tracing functionality, we set out below how we arrive at the
risk threshold for recommending self-isolation.

Risk threshold for isolation

The app uses GAEN to measure Bluetooth Low Energy (BLE) signal attenuation—d ,
an

calibrated received signal strength between transmitting and receiving smartphone
devices. The API defines 2 user types: affected users (those that have tested p
potentially exposed users (all other app users).

The GAEN functionality now provides two Modes, see section on GAEN Modesgorgnore
information. Depending on which version of the app you are using, th®gelevant@de and

risk algorithm will apply. We recommend all app users to routinely u eir app to get
the best service and support. The risk threshold for the app is un reaFreview and
may change. This is to ensure that the app alerts users in linegss er public health

policy, ongoing learning about the performance of the digita tracing and app.

om the Alan Turing
,000 simulated encounters. In
order to calibrate the statistical model, exp tal data from Massachusetts Institute of
Technology (MIT) was used. MIT have ries of real-life scenarios conducted in
a controlled environment where device §ign§§ atterMation and precise distance have been
recorded. The statistical model was then us generate 100,000 known encounters,
enabling an understanding of whe the a® would categorise these encounters as risky
or not.

From this, the modelling co the numbers of true positives (correctly identified as
high risk), true negativ ctly identified as not at high risk), false positives and false
negatives, for differefft rj resholds. This is the scientific basis of the app’s automation
to recommend ag®pp o self-isolate. We have also researched the approaches being

taken by DengSkKWaly, Germany Switzerland, Ireland and Northern Ireland, where a
difference c: bserved in aligning the likelihood of more false positives or more false
negayv ore information on the risk algorithm and ongoing work to improve

it d
2
NS e risk threshold
S

ed on the understanding of Mode 1 and Mode 2 API, because we use Bluetooth Low
Energy (BLE) signal strength, it is not possible to definitively identify all the high-risk
encounters between app users. Consequently, a judgement is made on the risk threshold
to ensure we maximise the number of high-risk encounters identified without including too
many lower or medium risk encounters.

Various factors impact on the decision to set the risk threshold, these include:
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e changes to the risk algorithm, for example if Google and Apple introduce more
capabilities

e analysis and testing provide more insight on where the risk threshold should be set
¢ where the COVID-19 public health situation and its impacts require a review ,
Ongoing field trials of the app, modelling and simulation are used to constantly

e
the real-life behaviour of the app. EQ

The Early Adopters phase of the app used the GAEN Mode 1. It considered thelisjgnce
and duration of encounters. Modelling was undertaken to estimate thQability toggiximise
the number of high-risk encounters identified and minimise the num Mer or medium
risk encounters that might be mistaken for high-risk encounters. TQ thmeshold was set

accordingly.
The app forms part of the wider Test and Trace progr. anludes manual

contact tracing, which is at the core of public health m d which the app’s
digital contact tracing compliments. Manual co can mitigate this risk to a
degree as contacts, who are known to the i e identified through the manual
contract tracing process. The other factog the risk threshold was to minimise the
number of app users asked to isolate u

On 3 occasions since the early adopter pha®f, based on further modelling, we have
adjusted the risk threshold. BasggfonSgsights from modelling and updating of the
algorithm, we have been able r the risk threshold, yet maintain the same accuracy
for high risk interactions. Th alldwed us to reduce the number of isolation alerts sent
unnecessarily.

Risk Algorithm ing the Risk of infection
Five factors s to calculate the risk of infection from a contact between app users.
The gl rs are approximated by the GAEN and used by the app to determine

’th ' f inTQetion from contact with an app user with COVID-19.
\&usness of index case at time of encounter
istance related factor
¢ duration related factor
Two factors are set as a default for app users as part of the privacy protections in place

and limitations of the technology (BLE).
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e Weighting associated with potentially affected user (e.g. age)
e Context adjusting factor (e.g. indoors / outdoors)

Whilst these two factors are important the app does not account for them and they are set
to a default that is the same for all app users and contexts, as the app cannot determi
whether you are indoors or outdoors. An index case is an app user who has tested pditiv
for COVID-19, updated their app and chosen to share their diagnosis key. Their
infectiousness is calculated from the onset of symptoms data which, where iI
provided along with the diagnosis keys. Our understanding of the virus thafgcaulles
COVID-19 is that infectiousness is at its maximum as symptoms are about to sifirt
Providing the onset of symptoms data alongside the Diagnosis Kew s this
factored into the risk calculation.

&

Risk score is a combination of these factors, as detailgg here®

Use of the app by children

The app will be available to children betwee® thdgages of 16 to 18. We refer to these as

young app users. The existing features appQnd messaging are appropriate for
young users. We have undertaken user®esdircl and engagement with key stakeholders.
We have also used the ICQO’s age Appropri esign Code to support our design choices.

To help mitigate any potential ris If-isolation advice or a copy of test results causing
be® adapted for all users to include text that if they
ed to show the message to a trusted adult.

anxiety for young users, alerts
are under the age of 18 theygar
All app users will be y links from the app to details about other services in the

NHS Test and Tra y me, in England, and those determined by NHS Wales
Informatics Q , in Wales.

cessity and proportionality

We revisited the necessity and proportionality review undertaken for older app users in
light of the app’s use by young app users. Our conclusion was that processing is in the
best interest of the young app users. The app is a key part of the country’s ongoing
COVID-19 response, aiming to extend the speed, precision and reach of the existing NHS
Test and Trace service.
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The app has been trialled for early adopters aged 18 or above. There are approximately
1.3 million 16 to 17-year olds across England and Wales, with access to smartphones.

Extending the availability of the app to users aged 16 to 17 years:

e provides access to information and potentially notification of exposure in their day,
day lives which they can use to protect themselves and others;

e allows young app users to benefit from the features of the app to reduce
and public risk, helping control the spread of the virus;

e enable them to engage with every aspect of the NHS Test and Tr: servic
ordering a test through to accessing the right guidance and advﬁ\
a

&g ment of the

young app users

e access the functions of the app and support the governme
COVID-19 public health emergency

Additional data flows and data items colle

There are no additional data flows or data it ssociat® with young app users.

Privacy notice for young app yse

In addition to the privacy notice, there is an acc nying NHS COVID-19 app: privacy

information for young people and the COVM®-19 App: Privacy Information Easy Read. Privacy
notice for the app will account for yqfing users either within the existing document or in
supplementary material and will b ished.

Privacy risks for y users

safeguards 3 e to allow the deletion of data held on the phone. This includes the
ability to del§ge speific venue check-ins. Notifications with self-isolation messaging advise
1 3% show the message to a trusted adult, it is up to the young app user to
appropriate.

The controls of priy. in place to protect all app users are equally applicable to
young app ug rs% Is not considered to pose additional privacy risks and
A

d
’&
N sks, controls and mitigations are under ongoing review to ensure that they are
ropriate and robust.

Age appropriate code

We have adhered to the principles set out in the Information Commissioner’s Office age
appropriate design code for young app users.
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Privacy and Electronic Communications Regulations (PECR)

There are no additional considerations with respect to young app users for PECR.

Automated Decision Making (GDPR, Article 22)

As noted in the section Automated Decision Making, we have decided to take all the %t

relevant steps and implement all the appropriate protections to comply with Arti
it were engaged.

Recital 71 states that automated decision-making within the definition of Article g2 ghould
not concern children. However, this is not a prohibition. It is conS|der that the ential
contact tracing function of the app and advice for users to self—lsola d apply to 16

and 17-year-old users in the same way that it applies to adults.

For the purposes of its effective compliance with the require rticle 22, the
measures put in place to safeguard the rights of adult§ apply to young app
users Notifications to the effect that any user is advised : te include the message
that users under the age of 18, are advised to g@ow the Rgessage to a trusted adult.

, any use of automated decision
rpose of protecting public health.

To further disrupt the sprea ransmission of coronavirus (COVID-19), several
jurisdictions are worki r to deliver Exposure Notifications where an app user has
moved between jurisffici or app users from different jurisdictions have interacted.

As all the rele¥ s are using the same digital contact tracing, the GAEN, the

functionality pport app users across jurisdictions whilst still protecting their privacy
and ge process will involve sharing of Diagnosis Keys between these

VKTS bject to controls, assurance and ongoing oversight.
\ ctions currently involved are:
Within the Common Travel Area: i. Northern Ireland ii. Scotland iii. Wales iv. England v.

Bailiwick of Jersey, which is a British Crown Dependency, as part of the Channel
Islands

e Additional jurisdictions:
i. Gibraltar, which is a British Overseas Territory
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It is intended to include Republic of Ireland, which is part of the Common Travel Area, as
soon as is appropriate. The jurisdictions have adopted an Interoperability Agreement.

This agreement sets out the expectations and obligations on each jurisdiction and how
they intend to deliver this support for app users. There are additional written agreements
and controls to support the appropriate, accurate and secure transfer of diagnosis ke
between those jurisdictions.
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Fig 2. Overy, nteroperability diagram
Ne proportionality

Q’h&' n of interoperability supports the necessity and proportionality argument for
h d its use of data. By providing anonymised diagnosis keys to other jurisdictions

me®intain the privacy of app users while supporting appropriate health alerts. What will
hared is the minimum data necessary to support interoperability. See section
necessity and proportionality for more information

User choice (within the NHS COVID-19 app)

As set out within this DPIA, when a user receives a positive COVID-19 test result and their
app status is updated, they are prompted to share their diagnosis keys. If they give
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permission, these diagnosis keys are submitted to the central system where they are
added to the list of diagnosis keys provided to all app users. Users will be informed that we
will provide their keys to the other locations as listed to support the digital contact tracing
across jurisdictions.

The use of the data will support the purposes of the digital contact tracing functionalit
response to the COVID-19 Public Health emergency across these jurisdictions. It will
subject to the controls in use by each jurisdictions and obligations owed to app i

Data subject rights

There are no impacts on data subject rights arising from interoperabi Howe W, the
NHS COVID-19 app is committed to be fair and transparent with appqs™g. We will
communicate interoperability to its app users through the app, theellriv tice and by

providing details within the Data Protection Impact Assessme

Additional processing to support Interop

In addition to being provided to all NHS COVIDg 9 app rs in England and Wales, as
part of a set of reference data, that the app 0 assesS whether a user needs to be
alerted to an increased risk, interoperabiligggrequigs the following additional steps:

each jurisdiction will upload their diagno s to a federated server

each diagnosis key is associ ith a type of test, enabling each partner to apply the

testing and isolation policy reir afea
each jurisdiction will e inct area within the federated servers for the keys they
upload

analytics th rvice to validate the processes and ensure accurate and
consiste oNyliagnosis keys across partners

o I e that the diagnosis keys are submitted securely from each jurisdiction
* n then be made available to other jurisdictions

isdictions within the interoperability agreement will download Diagnosis Keys from
Federated Servers on a regular basis to their app support systems. For the NHS
COVID-19 app these systems are detailed in this DPIA

e the diagnosis keys are then provided to each jurisdiction’s app users as part of their
existing Digital Contact Tracing via the GAEN functionality
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e The process preserves the privacy and identity of app users from each other and from
the government’s providing the service. Further details are available in each jurisdiction
privacy information.

o storage of the diagnosis keys from the Federated Server will align with broader
retention for each app

e The NHS COVID-19 app retention of diagnosis keys is detailed in the sectio
retention and we will keep all Diagnosis Keys for period noted.

As noted elsewhere, no IP address will be submitted with the diagnosis ke

S to
Federated Server by any party. Controls within the NHS COVID-19‘a%he oval of

IP addresses can be found in this DPIA. \
Processes will ensure that the diagnosis keys are made availgligtOgther jurisdictions in a
format that supports digital contact tracing and accounts for @ 5 {0 the GAEN or

associated Operating Systems.

Processes will ensure that the diagnosis keys made Qvailable to other jurisdictions in a
format that supports digital contact tracing, nts for
changes to the GAEN or associated Opegaéi

In addition to the diagnosis keys, jurisdictio # work to together to ensure that the
systems are safe, secure and accurate. ThiSg#ill involve providing data to support
appropriate oversight, testing angffsomion policy can be applied, access controls and

technical requirements such a hrohisation. These are not derived from app users or
related to the Diagnosis Ke ould for instance, indicate the number of diagnosis keys
submitted by each jurisd aCh day. These analytics do not relate to app users, or

meet the definition ofbe aldata, as no partner jurisdiction can identify an individual
from them.

In orderto s & use of digital contact tracing apps based on the GAEN across
jurisdicti IS underway to assess and minimise the amount of data required. As
ers are considered, the potential amount of data from providing diagnosis
e awyacrease. In order to reduce the cost or impact on an app user’s data allowance
wxe elling, we are looking to minimise these impacts. For example, only providing
p rs with diagnosis keys submitted from jurisdictions that are relevant to them.
her work is underway in this area.

Interoperability assurance and oversight

Though diagnosis keys are considered anonymous data items, the supporting assurance
and technical oversight will manage the data to the standard expected by GDPR. This will
include ongoing governance, an agreed technical protocol between all parties and an

59



ongoing process of testing and assurance. This will cover the federated server(s) used
noting requirements for business continuity and disaster recovery to ensure a consistent
and predictable service between parties.

Legal Basis for providing this service in England and Wales

The Secretary of State for Health and Social Care has powers to protect public healt
which include the provision of mobile applications; this is underpinned by sectio th
NHS Act 2006 which provides the power. The processing of diagnosis keys jgast
necessary to delivering health care to app users.

Welsh Ministers entered in an agreement with the Secretary of Sta§ Health@#d Social
Care under section 83 of the Government of Wales Act 2006. This a ent covers the
provision of a Contact Tracing Application, the NHS COVID-19 a &I S.

Providing alerts from Contact Tracing Applications, utilising g
supports these legal duties towards citizens and enab

AEN functionality,

o the appropriate management of public healia inciden

o the issuing of advice and guidance to of public to enable them take

appropriate action and seek clinical
For interoperability, these diagnosis keys wi ly be relevant where:

e The app user has interacte an®pp user from another jurisdiction

e The test type suppo g and isolation policy of England, Wales or the partner

health service @
e The funcily of app determines that it is appropriate for the user be alerted

‘Cx nc® with information law
N data shared with other jurisdictions is considered anonymous, the following
S

esSment was undertaken.

Details of th ss for this app can be found in this DPIA and published material.

The sharing of the diagnosis keys with other jurisdictions supports the following purposes
and functions of the app.

Purposes

o Digital Contract Tracing
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e Receive notifications if they have been near another app user who tests positive for
coronavirus (when appropriate)

e Driving safer behaviour by helping people manage their risk exposure

e ldentifying and alerting known and unknown contacts when transmission may havw ,

occurred
Function (as relevant to PECR) Q
o digital contact tracing (relevant to PECR) %
The relevant key objectives of the app, supported by interoperabilit‘w:

e create an enduring new medical technology to manage public 4galt

e promote behaviour change by helping people manage th®
e identify and inform people to help communities man ealth emergencies

GDPR Article 6

Where personal data is processed by tHe NS CO¥ID-19 app, the following lawful basis
applies:

e GDPR Article 6(1)(e) — the progffeNg is necessary for the performance of its official
tasks carried out in the pub rest in providing and managing a health service

Interoperability through SIKeys, noting the key is not personal data as defined by

GDPR, is in line with% or processing.
GDPR ArtNe

@n Yories personal data is processed by the NHS COVID-19 app, the

follo ul'vasis applies:
L 4 . N : ,
. rticle 9(2)(g) — the processing is necessary for reasons of substantial public

rest in the basis set out in Part 2 of Schedule 1 of the Data Protection Act 2018
(para 6 (Statutory and government purposes))

e GDPR Article 9(2)(h) — the processing is necessary for medical diagnosis, the provision
of health treatment and management of a health and social care system

e GDPR Article 9(2)(i) — the processing is necessary for reasons of public interest in the
area of public health
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Interoperability through diagnosis keys, noting the key is not personal data as defined by
GDPR, is in line with this basis for processing.

Automated Decision Making (ADM), GDPR Article 22

There are no additional considerations with regard to ADM with the inclusion of Diagn
Keys from other jurisdictions.

Privacy and Electronic Communications Regulations (PEC

Regulation 6 of PECR governs the use of data; there are no additional reqUirengentg as a

consequence of interoperability and sharing of Diagnosis Keys. As n&gd, the u f this
data is strictly necessary for the Digital contact tracing detailed in tﬁs& :

Data Protection Act 2018, Schedule 1 \

Where special categories personal data is processed e VID-19 app, the
following lawful basis applies:

e DPA 2018 — Schedule 1, Part 1, Section f) — the tanagement of health care
systems or services

e DPA 2018 — Schedule 1, Part 1, Seclion g —gublic health purposes

Interoperability through Diagnosis, , hoting the key is not personal data as defined by
GDPR, is in line with this basi roc®ssing.
Common Law Dutygf identiality

The diagnosis key %ociated with a positive COVID-19 test for an app user, will
be treated asy m aw duty of confidentiality is owed when used by the NHS
COVID-19 agwghiys regardless of the point of origin of the diagnosis key. See

the section @ @ pdential patient information’ for more information.

y@hts Act

\ rds to the right of privacy, Article 8, interoperability contributes to the objectives
d sUpports the protections of privacy. Further Human Rights considerations of
ineroperability are in line with the broader assessment and purpose of the app.

Retention of data from the app

Diagnosis keys are retained on the user’s phone for 14 days and are then deleted (14
days is the incubation period for the virus). Submitted diagnosis keys are retained on the
DHSC secure computing infrastructure for 14 days and then deleted. So, the maximum
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age of a diagnosis key that has been distributed to DHSC secure computing infrastructure
is 28 days.

Where an app user makes a self-declaration, in response to an Exposure Notification, the
app retains the details of that self-declaration. This enables the functionality of the user to
take the declaration into account and is available to the user in the My Data screen. T,

data item is retained on app for the advised isolation period plus 14 days.

QR codes that are scanned by the user when visiting venues are automatic
after 21 days. This is to take into account the 14-day incubation period, an@7-
infectious period of the virus.

The retention period for analytics data is subject to confirmation. As‘ ais
anonymous, GDPR Article 5(e) which requires that personal data{&ke entifiable
form for no longer than is necessary, is not engaged.

Retention of data sets outside of Data Pr gislation

Data submitted by app users will not contain di
meaning that retention should not be consi in the cohtext of GDPR. However,
retention of data sets and records needs e seQjeven where it does not constitute
personal data. This applies to the anal ata n®ted above.

Retention of records associated with the ap§fre likely to fall into 2 categories, records

which are used to: Q
¢ hold organisations to@ Id for 8 years;
di

e monitor communi ses, for example in the COVID-19 Public Health
Emergency, argpret or 5 years (if they contain personal data which is not the case
% years for anonymous data prior to any review

in this iNSQC
Retention foN ecords is governed by the relevant Section 46 Code of Practice,
Pub s Act and statutory duties of the organisations accountable (the Department

¢ Pq2/1\gnd Social Care).

mects’ rights

Data held on DHSC secure computing infrastructure

As described in the section above, the personal data processed on DHSC secure
computing infrastructure (i.e. the test code and test result) does not enable identification of
a data subject by the controller. In order to respond to a subjects’ rights request DHSC
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would need to associate additional information with the data held. This would undermine
the privacy controls that we have incorporated.

Under GDPR Article 11(1) a controller is not obliged to maintain, acquire or process
additional information for the sole purpose of complying with the Regulation — e.g.
responding to subjects’ rights requests. On this basis we will respond to requests magfi
relation to data held on DHSC secure computing infrastructure that we are unable to
provide the information as the exemption in Article 11(1) applies.

Data held on the phone

Subject access and right to erasure ‘\
We have discussed in previous versions of the app the impoﬂancﬁ\ uals to

exercise their rights, specifically the right to access the informggi d about them.
The methods for ‘Managing my Data’ are described i re y Asked Question
(FAQ) document available here. \What does the Manag ction of the app show

me? - COVID-19 app support

This user flow is displayed below. These gareenqgmay slightly differ from those actually
within the app.

Figure 2. Subject access and right to erasure user flow

Users may also uninstall the app at any time, at which time all the data held on the phone
is erased. Should the user have submitted diagnosis keys these will be deleted from the
DHSC secure computing infrastructure database within 14 days as a matter of routine.
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Subjects’ rights - summary

How will you action requests from individuals (or someone acting on their
behalf) for access to their personal information?

Subject access requests will be facilitated by a feature of the app to present personal %
held in the App on the phone. This will include: the postcode district you have enteredf th
local authority you have selected, the venues you have captured via the check i

symptoms onset date and your most recent test result.

No personal data can be retrieved from the DHSC secure computing infrasguctfire
database. As above, this is only the test code and result, and the exwin e

11(1) is engaged. L 4
How would you locate all personal data relevant to an indiviglual™®

All personal data that can be provided to app users will be o @ p)hdnes.

What is the procedure for this system to respon subject’s request to
be forgotten — Article 17

Users can delete the personal data associa#d Vth the venues they have checked into

and their most recent test result. They so U§jnstall the App from their phone at any
time which will cause deletion of all per§onafdata ffom the device. As noted above, new
functionality allows app users to delete indi venues from their phone.

Personal data will not cascade j&¢#he YSC secure computing infrastructure database.
The diagnosis keys are deleiedgft®gJ4 days automatically. However, diagnosis keys
away from the user’s phope t considered personal data

Article 16 — Right wcation
Not availabl rol oes not have access to the personal data on the phone. If a

est result, they will need to contact the test provider.
X
N

i 19 — Notification obligation regarding rectification or erasure of personal
a or restriction of processing

t to restriction of processing

le — controller does not have access to personal data on the phone.

Not available — controller does not have access to personal data on the phone.

Article 20 — Right to data portability

This right is not available because the processing is not based on consent pursuant to
Article 6(1)(a) or Article 9(2)(a); or on a contract pursuant to Art. 6(1)(b).
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Article 21 — Right to object

Available by uninstalling app. As well as the choice to use functionality, such as the venue
check-in, and the ability to delete the data held by the app.

Article 22 — Automated individual decision-making including profiling %
See discussion above. %
Human rights Q

Human rights are a key consideration for an app that may involve millions Jf usgrs gnd the
management of the COVID-19 Public Health emergency. However, tifgadvice pp
users are not enforced by the app and are set by broader Public He‘

licy. A human
rights review has been carried out by the programme and is sumngffriseqah&®e.

Whilst the ECHR and HRA does not enshrine rights as abso
of a public health emergency and pandemic, the app
where possible support them in the context of COVID-

peCially in the context
phold those rights and

Rights that have been considered include:

e ECHR Article 8 — respect for privateandgamily§fe
e ECHR Article 5 —right to liberty

e ECHR Article 2 — right to lif

e ECHR Article 11 — rigif t om of association

e ECHR Atrticle 9 —@(reedom of religion
ECHR Arj &

prohibition of discrimination

Worggtr pport human rights obligations and agenda include:
Q&N gy and communication work streams that directly address, consider or
oNgb

equalities and health inequalities work, related to the DHSC legal duties under the
relevant statutes and various policies

Public health purposes and value of the app

The app is intended to influence the behaviours of a proportion of the public sufficient to
alter the trajectory of the COVID-19 outbreak. By providing alerts and monitoring app
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users’ proximity to those who present a risk of infection or may be at risk of infection, this
is intended to alter the behaviour of a proportion of those groups.

The app will give citizens maximum freedom with minimal risk during a public health
emergency by:

 driving safer behaviour by helping people manage their risk exposure %

e identifying and alerting known and unknown contacts when transmission %
occurred

e providing advice through the app consistent with broader public h&glth advi
England and Wales ¢

e enabling users to isolate and test to reduce transmission \

e supporting and informing users during isolation

creating an enduring new medical technology to marygge public health emergencies

In doing so, it will contribute to the objective of tfRg Test and Trace programme: breaking

the chains of transmission by minimisin reqUcy and extent of the COVID-19
outbreaks, to enable society to return to regormal way of life.
The app will also provide informatj support the tactical and strategic management of

&‘b
N
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Overview of the functionality of the NHS COVID-19 app

Each of these features is summarised below, including overall description, pointer to the
appropriate user journey in the relevant annex, summary of data flows, list of requirements
gathered which determined this feature.

User flow diagrams for each of these features can be found in annexes 1 to 6 of the d®ta
protection impact assessment.

Digital contact tracing: Exposure Windows

Introduction .

As Apple and Google continue to improve their digital contact traci & (the “GAEN”
or Google Apple Exposure Notification) there is an increased abil% ess data to
support the purposes of the app.

With the latest changes, Google and Apple can provid m with more detailed
technical data. The work done so far, the testing undertf¢€n by the app team, and the
analytical data set, has allowed the risk algorj used bWghe app to be improved.

This allows the app to more accurately j
when they should isolate. Work undert the app’s data science team was shared
and checked with colleagues around the w his has improved the risk algorithm we
use, that is used to generate a ris re and the risk threshold. See the section on risk
threshold for more information.

n an app user is at risk of infection and

We have continued to cagef sider the potential impacts on privacy and risk of any
change, such as the rj ntification, the app continues to preserve the privacy of
the app user. The ver and cannot track you.

This refinemeg

available in @
o te Ww the app is working
*

\ pacts the app is having on the chains of transmission of COVID-19

what we can learn about the infectiousness of the COVID-19 from the data provide by
app users

ing Mode 2 of the GAEN, is an improvement but the extra detail
psure Window set will help:

These are processed by the GAEN as part of the Exposure Window functionality and
associated data sets, the “Exposure Windows” and “Scan Instances”. Apple and Google
have made these data sets available to those using their digital contact tracing including
the NHS COVID-19 app.
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GAEN Mode 2 and the Event Analytical Data set of Exposure Windows data sets support
these objectives and key purposes of the app:

e promote behaviour change by helping people manage their risk exposure by improving
the accuracy of alerts;

¢ identify and inform people to help communities manage public health emergencie®by
contributing to knowledge about COVID-19 infection and risk of infection thr
analysis of the Exposure Window data;

e support and inform users during isolation through this improved functionalitygian

analysis.
y ‘\
The GAEN provides digital contact tracing to enable app users to ;& wider
response to the COVID-19 public health emergency.

The relevant design objectives are:

e helping the community (analytics)

The relevant purposes of the app as set gyt in thig DPIA:

e COVID-19 symptom identification a

e alerting users if they have bee ontact with someone who has tested positive for
COVID-19 or been to a hig loC®tion or area

e responding to the pulyyc emergency

The relevant prima s of the app are:

e toalertu they have come into proximity with someone who has tested
positive -19

. porNelecision-making and advice to meet public health demands regarding the
* \/[My19 public health emergency

to®nable public health management and provide information to app users’, the public
and those managing public health

This section sets out how the Exposure Window processes data and how it supports the
objectives and purposes of the app.

We have updated Appendix 5 User Data Journeys with examples of the Exposure Window
process.
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How Exposure Windows Work (Processing of data)

The Exposure Window works as part of the Exposure Logging and Exposure Notification
which is described in the section on digital contact tracing.

The key is the sharing of broadcast codes, or RPlIs, with other app users which enable
through cryptocracy, for data but not identity to be shared between app users.

The Exposure Window, Exposure Logging and Exposure Notification process bd
relevant once an app user gets a COVID-19 test result.

Step 1. Updating Your App with your COVID-19 status

The app user receives their test result and updates their app ‘§

e For app users who begin their testing journey in the app, thi (&m tomatically
e For others, they will need to add their test result to ap

If the app user has tested positive for COVID-19 they arg@rompted to share their
Diagnosis Keys.

For other app users, they will be promp reldgant advice (for example, if they need to
seek a further test or can end their self-®olagfon

Step 2. Sharing your Diagnosi s with onset of symptoms data
e Choosing to share Diagno s allows other app users to be alerted if appropriate
e This will include the SI9Keys for all the relevant days and the onset of

symptoms data;

SiNgeySWe sent to the central system
e They are\§ o the reference list of Diagnosis Keys provided to all app users

updated approximately every 2-hours (allowing prompt but not
antaneous notification)

. Matching Diagnosis Keys and Broadcast Codes

Each app, technically within the GAEN functionality, reviews the Diagnosis Keys in the
reference list;

If any broadcast codes held can be derived from a Diagnosis Key, then:
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e the app user has been in touch with an index case (i.e. another app user with COVID-
19)

about the Exposure
o if the calculated risk, risk score, is above the risk threshold then the app will alert t
app user and provide advice (for example, to self-isolate)

The data used for this calculation includes the Exposure Window and Scarffins@n
sets.

The Exposure Window data set captures, for a 30-minute period. ‘%

e The date of the exposure (date)

e the app will calculate the risk of infection using the risk algorithm and the details held %

e List of the Scan Instances within the Exposure Wi (LI can Instances)

e The Risk Score version (Risk score version)Jor the osure Window to understand
the basis of the calculation and which al m was d

This is used to check that the approprig§€ r¥k alg®thm was used, and the calculated risk
score

e Infectiousness of Index Case osis Key) based on the date of the interaction

between the users and the t ol Wymptoms data for the Index Case
e The Risk Score prod@

Within each Expos w, the Scan Instances data sub-set captures:
e A minimu &:e measure (minAttenuation) approximated via BLE signal strength
A

ance measure (Typicalattenuation)
< & (Timesincelastscan) the seconds elapsed since the previous Scan Instances

m the Exposure Window or Scan Instance data sets can or are attributed to any app
r or to the two app users involved in the interaction by the NHS COVID-19 app and its
supporting systems.
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Step 4. Submitting the Exposure Window and Scan Instance data sets

Where an Exposure Window is generated it will be uploaded to the apps support systems,
held on DHSC Secure Infrastructure; see section ‘security of processing’ for more
information

The GAEN functionality determines when the Exposure Window are sent to the Prodyt
Environment, this process uses a number of privacy-preserving techniques to pr: he

identity of app users. These include:

e Within a 24-hour period randomising when the Exposure Windows are $ent gpreserving
the privacy of app users by preventing any allocation of a time to gp interac
between users) *

e Ensuring that no identifiers are associated with either app use&u g the Diagnosis
Key

e Around 2.5 percent of Exposure Windows that res i ore above the current
risk threshold are stored and captured. This samplin ercise Supports the validation
and monitoring of the app detailed above.

e Further privacy preservation techni re uNgertaken once the Exposure Window
data set and contents arrives at the Wrodflct environment. These are detailed in
section Digital Contact Tracing: Exposur ndow and Appendix 5.

e The data is then passed to ppQanalytical environment.
See Appendix 5 for User Da rneys for an example of the data generated as part of

app use and interactio dex cases.

Analytical Qataget

To ensure thg osure Window is functioning as expected a number of data items
will be added ®analytical data set. This is part of ensuring that the service and
func S WRIKIMg as expected. As part of evaluation of the service, the analytical data set

&/i MC a Count of:

o on-risky matches between Diagnosis Keys provided to the app and Broadcast
es held in the app. These are Exposure Windows that result in a risk score below the
risk threshold set for that period;

Total risky matches. These are Exposure Windows that result in a risk score above the
risk threshold and result in the app user being sent an alert.
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Further Developments of the Exposure Window and Analysis

The Exposure Window data set offers further support to key purposes of the NHS COVID-
19 app as well as determining the effectiveness of digital contact tracing in the current
public health context. These developments will:

Capture Exposure Windows where both app users have updated their app with a posffive
COVID-19 test, with the index case having shared their Diagnosis Keys

e In addition to other purposes, this change helps understand if the app i m S
of transmission for app users and getting a sense of the scale of the im@act

Relevant Data Sets Q\
The Exposure Window data set contains the following data items:\\

Data Item Description

Exposure Windows: object Used by GAEN Mod d on data recorded in
the GAEN, when a br: ast Cod® is received by an app
user. The datgpbject crgated when an encounter with an
index case ens.

Exposure Windows: date The re f the exposure window

Exposure Windows: List of Part of the g xpgsure Window object, contains technical
Scan Instances data regar the scanning that happens when two
s are in proximity, each window will contain
ultipWp Scan Instances - this provides an approximation
OTNgoximity and duration of encounters

Exposure Windows: Ris ference note on which risk score calculation method
score version was used. Allowing us to check the relevant risk
algorithm that was used.

& Sharing of the Diagnosis Key, includes the ability to
nYex Case | share the relevant data to calculate the infectiousness

Exposure
Infectiousne

(i.e. the tho shared for the Diagnosis Key to be worked out. This helps
the Rey) calculate the risk score.
B> suUY Windows: Risk The risk score calculation from the measurements and
r risk basis
posSure Window: Validates whether the Exposure Window was equal or
onsideredRisky above the risk threshold for the app at the time it was
generated.

Additional data items

The following data items are associated with each exposure window in order to support the
public health management purpose of the app.
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Data Item Specific Use to support Exposure Windows

Local Authority (Area) Please Note: subject to the re-identification protections
for areas See Analytics Data Table above, Used to
support the public health analysis of the data to
understand differences across areas

Postcode District (Area) Please Note: subject to the re-identification protect@%%

for areas See Analytics Data Table above, Use
support the public health analysis of the data t
understand differences across areas

Phone Model Enables the analysis of the data provided Yo ag@ougt for
and monitor the variations in phone qodel
¢
Operating System Enables the analysis of the data prog§ to account for
and monitor the variations in op in ems

yled to account for
hpp version

App Version Enables the analysis of the gt
and monitor the differences

Type of Event Notes the type of eve the accurate flow of

data

The Scan Instances data sub-set containgghe foggwing data items:

Data Item Descripti

Scan Instances: min gy num attenuation of the signal received during the
Attenuation cany dB) — will approximate a minimum distance for

encounter
Scan Instances: Typical pical attenuation of the signal received during the scan
attenuation (in dB) - will approximate as an average distance for the

Q encounter
:'ﬁe e Seconds elapsed since the previous scan, typically used

as a weight - will be used to understand the duration of
the encounter

Scan Instan
last scan

luation of the data sets and how they align with the apps purposes and the
PK Electronic Communication Regulations (PECR), see the data dictionary in
n A

Rélevant Data Flow

The Exposure Window data sets will be sent to the Product Environment, which supports
the NHS COVID-19 app. This will be undertaken using the existing Analytics APIl. Once
received into the product environment, checks ensure the privacy of users (see the section
on the removal of any IP addresses) and the data is provided into the App Analytical
Environment.
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There are no new data flows of this data beyond that which is set out in this DPIA.

Compliance with information law

As part of assessing any change to the app, a review is undertaken to ensure that the
change is within the existing legal framework for the app and supports the existing
purposes for the app. How the Exposure Window data set, and its use in analysis,

supports the objectives and purposes of the app is set out above. The Exposure Jig

that is detailed in the section ‘Digital Contact Tracing: Exposure Windows'.
Assessments of PECR (Digital contact tracing)

The data set is strictly necessary for the digital contact tracing and 3Nalth response
management function of the app, which is relevant to PECR, see sAio® PECR for

updates on the data items used to support these functions.

Automated decision making and Article 22 (GD ents

See section on automated decision making above whic tlines the app’s position about
Automated Decision Making. The introductio GAEN Npde 2 changes parts of method
of risk calculation and the risk algorithm use® bugdoes not change the existing policy or
approach to the recommendation provi p.

It falls in line with the power of the Secretar
processing remains necessary for stantidl public interest, within the conditions set out
in paragraph 6 of Part 2 of Sch e the Data Protection Act 2018.

Necessity and proportio

The collection of this hio ata items within the central informatics system is deemed
necessary and pr i to support the key purposes of the app as well as permit the
evaluation o e&’s ctiveness in providing digital contact tracing and its impact upon

public healt

The 0 posure Window data set alongside the Analytical Data Set provides the
&e lling of the risk of infection and ensures that the recommendation for isolate are
a d appropriate. The scientific team that supports the app can use the data

I d to improve the understanding of the risk of infection, how different factors (such

time, distance and infectiousness of the index case) interact to create this risk and to
continue to improve the app’s performance.

In addition, the data allows the app’s performance and impact to be evaluated and enables
the risk algorithm (the calculation of the risk of infectiousness), the risk score and the risk
threshold (the score required to trigger a recommendation to isolate) to be scrutinized.
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Given the protections in place to protect the privacy of users and effectively anonymise
their identity, the use of this data is proportionate to the purpose set out for the app. The
data set maintains the key conditions of the use of data and is necessary to deliver and
evaluate the purposes for the app.

For more information on the risk algorithm, risk score and risk threshold see the secti
the risk threshold.

Digital contact tracing: Pause and Reminder

Functionality to pause the app exists whereby the Bluetooth-based contact detdEtige can
be temporarily disabled. No contacts, or exposure logs, will be made ®grecord uring
the time that the pause is in effect. Users are provided with a clear vi jdication on the
home screen to indicate that contact detection is disabled. Functiqalityglldws app users
to set a timer when they pause the contact tracing functionalit

If digital contact tracing is still paused, the app will pr re er to app users on the
day after the reminder has passed. This is generated i ort app users.

The ability to pause the app is provided to ensur, users wWb are in engaged in close proximity
activities and have taken appropriate measures (sucas a barber who is wearing a PPE face
mask) can prevent erroneous exposure notg ns.

Please note that guidance provided by the g@pgfan direct users to a website external to
the app.

s is mvolved in this feature. Time idle during periods of
bmWted as part of the anonymous analytics data. This ensures
be assessed in aggregate.

No interaction with the backend s
pause is recorded by the app
that appropriate use of this ga

These screens may sli%ﬁe
’\\

om those actually within the app:
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Real-time high-risk area matches and public health information (alert
and advise)

With the changes to public health policy, this functionality supports broader public health
information for app users. Local information includes links to additional local information
signposting to testing sites and variant of concern information (where relevant). Loc
authorities can select from three versions of variant of concern text and advice wii

then signpost app users to external links which provide more information.

The app will give users the ability to view the current risk level in the local
live in based on the postcode district and local authority entered during the regi
process. It will also alert them to any changes in this and provide agyi®yon wha®users
should do next to get further information and guidance.

Risk levels and alerts will be sourced from the Local Authority,
Secretary of State for Health and Care drawing on epidemio

t determined by the
hdvice from the CMO,
Security Agency

highest incidence rate and its trend, co
the test positivity rate, an assessment dgthefocal reésponse and plans, and the trend of
other metrics such as healthcare activity an rtality. The classification decision is
therefore a blended assessment ing onYrofessional judgement. There are further
details regarding alerts for app ales and for app users in England.

To determine local risk leve rate alerts and provide the latest advice, the app will

match the postcode digigic s enter on registering for the app to the local authority in
which that district re e user will then confirm the local authority matched to the
postcode disjgict g cor Information for all local authorities is held on app and is
updated as p routine updates to all app-users.

The | authorities in England and 22 local authorities in Wales, so the risk of
‘id i speeific individuals from assessments formed at this level is extremely low.

N\
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The user journey flow for this feature can be found in relevant annex — alert user journey

App feature What data does the Where does the Does the app do anything

user enter to use data go/ is the automatically with the users’
this feature? data stored? data?

Alert Their postcode The app will send  The app automatically rechecks
district of residence  the risk score for the risk score for the stored
(= first section of each districtto all  postcode district to identify
post code) phones updates

Local Their postcode

Information | district of residence
(= first section of
post code)
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e user opt out
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The user can avoid
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for your area by
deleting the app.

Level of
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personal
data

Low
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The data flows relating to the Alert feature are summarised in the diagram below:

e ——t

ol
App UI w1
Your Local Risk =~ Alert on <
Level is Low =  Change =
) 2

=
] , Cloud API Service
App LOglC Read Level
ubli Ith England & the
ha v Officer provide
S as: en®o set the local
Local Risk — — auth: isk levels
Postal District
Write during ~ o - =S\ -
onboarding Read Postal District F:\.TI Risk pc“ooj.c//' d BC l
- — _ — — ’/ — — —
[ — e | ——— I - — - fe — '_ —
User Postal Postal District + . W 3 Local Authority
o r - Authority rif Risk L I
District Risk Levels i isk Levels

Diagram 1: alert architecture «
Summary of requirements which led to We:
e there must be an alert if the usgmg postcde district is no longer risky

e the app must store the post Qct locally in an encrypted way to ensure of the

user’s privacy

e the current risk leffel he user’s postcode district must be shown on the home screen
e theappm ck The user’s stored postcode district against a provided cluster of
known hi stcode districts in order to determine the current risk level for the
er, district

L 2 & must be notified if the risk level for the postcode district stored in the app
S
the user must be able to enter the postcode district (first 2-4 characters of postcode) in
the onboarding journey of the app. This step is mandatory

Digital check-in diary (venue check-in)

Users will be able to ‘check in’ to a venue via the app. The user must have the NHS
COVID-19 App installed (they cannot use native, or other, QR apps for this feature).
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Venues across a wide range of settings will be encouraged to support this capability,
including workplaces, restaurants, pubs, leisure facilities and anywhere else where groups
of people are likely to gather. If any of these venues are later confirmed as the source of a
COVID-19 outbreak, users who visited them during a specified period time will receive an
alert from the app advising them of this and what they should do next. Discussions are
currently underway with UKHSA to agree the content and form of this advice.

The app will give users the ability to collate a ‘Digital Diary’ of locations they hayv,
over the last 21 days stored locally on their device. Users will create this vi
feature to ‘check-in’ to venues they visit and record the date and time they @rriv
includes the postcode of the venue to enable the specific venue to be identified

also have the ability to delete this data. ‘\'
The app and its venue check-in and alert capability will align with N g high-level
summary of the process for identifying, confirming and respo tcal outbreaks:

e Health Protection teams (HPT) identify and plan a response to COVID-19
outbreaks in their region working with local authoriti

e To do this they receive data from manugg€oMgact tracihg, and local sources

e Health Protection Teams (HPTs) ari@ lodgl autirities investigate and follow up if
required to form an assessment of whetlgerdPis an outbreak and what measures are
needed to contain it

e HPTs record details of out

in the dedicated web application (called HPZone)

¢ Once checked that a ppropriate for a venue by the administrative team,
details of these ohr R code, date and time window) are entered into the app
system. It will a message to each instance of the app that triggers an alert

F& eams are used to understand the nature of the public health emergency and
arrbout potential outbreaks or patterns. The use of this data falls outside of this scope

is DPIA. The process above, updated since the publication of the last DPIA does not
result in any more data being processed by the app or the supporting services.

Details of where a user has checked-in to are recorded securely on the device and are not
shared with the App backend system or database. Data from this service cannot,
therefore, be used to either track movement over time or re-identify the user. This data can
also be deleted by the user.
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The user journey flow for this feature can be found in the relevant annex — check in user
journey
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App feature

Check-In

What data does = Where does the
the user enter to data gol/ is the

use this feature? | data stored?

The user scans The phone retains

QR codes of the QR codes

venues visited. visited and when
they were visited

for 21 days

Level of risk to
personal data

Does the app do  What data does
anything the app receive?
automatically

with the users’

data?

No. The data of List of QR @ Th&user can Low
where the user with date agW§ simply not check

has been stays on for impac in to any venues.

the phone. The venue User can delete all

user may choose or individual

to use it as an aid venues from their
memoir when phone.

talking to a human

contact tr.
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The data flows relating to the check-in feature are summarised in the diagram below:

Check In Architecture

@ N
—_— @'-_..“
App Ul | You \__I/uf/
\ ) matcheda | <— Alerton
- | risky —..__,' Match =
. venue 2 Issue Posters
. oR Read Level
App Logic | & ‘
; - Venue Listings
Venue Risk
ntact
r [
Write Venue: Read venue history Read risk
|_Scans level —
— — S ——— | Periodic r:;;; 1 . - —
Syne 4 - :
[ \?eiﬁler?-lt;?:r‘r ] [ Venue Risk Level [* . | i i Venue Risk Level
¥ ) _

Diagram 2: venue check-in architect

Summary of requirements which led to

e To be compliant with Apple’s t and d®nditions the scanned venues must be
automatically and permanenigfdel®gd from the device after a maximum of 28 days.

e To be compliant with Ap rms and conditions a readabile list of captured venues
must be readily visj user within the app.

e To be corgpligt wi ple’s terms and conditions and for privacy reasons, all records
of venue ¢ activities are kept exclusively on the device.

o e e, ID and rounded check-in and check-out time must be shown in the
v hiRgry in “my data”.
RN

nue’s postcode is included in the data displayed in “my data” on the app.
The venue name and exact check-in time must be shown in the check-in confirmation.

e The app must store the following information: venue 1D, venue name, venue postcode,
timestamp of check-in (rounded down to last completed quarter), timestamp of check-
out (rounded up to next completed quarter).
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e It must be possible to suppress alerts about infected venues by a “circuit breaker” on
the backend.

e There should be an option to cancel a check-in to cover the case that the user
accidentally scans a wrong QR code (e.g. fake poster).

e The number of days the venue code is stored must be configurable. %

¢ The app must provide automatic check-out options for visited venues. In
check-out happens automatically at midnight or when there is a check-iff to o
venue.

e The user must be notified in case of a visited venue reporting hﬁ%on risk.
e The app must regularly check the stored user’'s venue cod igh-Fisk venues.

e The app must securely store the scanned QR cod ra nfigurable by the
backend. The initial value is 21 days.

e The user must be asked to grant permiss;j use cawera for QR-code scan.

e The app must enable QR code scanffindfirom Wthin the app and also when offline
since connectivity might be limited at’so nues.

Symptoms questionnaire ptoms)

The app will allow the user e symptoms they are suffering with and the date of
when they started. Base@gon of the symptoms they have selected from a list, the
user will receive an ingMgin ion as to whether they may have coronavirus. If the user’s
symptoms indicat V%have coronavirus, they will be asked to self-isolate and book
a test.

The sympto @ estions are provided to the app team by the Chief Medical Officer
urrent epidemiological guidance. The questions and advice are captured
trolled file on the DHSC secure computing infrastructure. As needed
ill be updated by the CMO. To capture the latest information, the
uegonnaire file is periodically synchronised from the back-end servers to make sure
rs are displayed the latest questions and advice.

The current questionnaire includes the following symptoms: a high temperature (fever), a
new continuous cough, a new loss or change to your sense of smell or taste, a runny
nose, sneezing, feeling feverish, diarrhoea, nausea, vomiting, loss of appetite.
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The app allows users to enter symptoms where relevant, including after a positive test
result. Where an onset of symptoms date is not present in the app or in the information
provided with the test result, the app will prompt the user to enter one. Where the app user

does not have or cannot reminder the onset of symptom date — the app uses the current
assumed onset of symptom date set by public health policy.

As noted above, the symptom questionnaire will be updated in line with the latest

approved symptom questionnaire and assessment. Any changes will be reflecte

document. %
‘§

N
>
S
&
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For those using the Wales version of the app there will be some differences visit the Test, Trace and Protecigrofra

>

or details

The user journey flow for this feature can be found in the relevant annex — symptoms checker user jo

What data does
the user enter to
use this feature?

Where does the
data gol/ is the
data stored?

App Feature

User selects
boxes relating to
symptoms they
have

Symptoms Anonymised data
on symptoms is
retained for
epidemiological

purposes

What data does C
the app rgs e?

Level of risk to
personal data

Does the app do
anything
automatically
with the users’
data?

e user opt
ofof this
feature?

The user can Low
avoid reporting
any symptoms if

they wish.

No. The user
actively chooses
to submit their
symptoms

entifying if the
mptoms
checked according
with COVID-19
risk
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Symptom Checker Architecture

App Ul
N
Symptom Advice
Questionnaire
A
4: Record ‘
Responses Cloud API Service
A Lodqic 3: Present 6: Present
PP 9 Questions Advice -
v T: Publish Anonymous Analytics r"__ —

Ano ous

‘ Symptom Checker [_____ naly B

5: Write 2 Read
Responses Config

1: Sync Config

— = — = S
Questionnaire ’ .
results Questions Config pp Configuration

Diagram 3: symptom checker architect®re

Summary of symptoms checker requircfheng whi® led to this feature:

e If anindex case reports symptoms and i ked to isolate, the system should block the
symptoms report for the isolatj riod. (This does not apply to contact cases).

e The algorithm evaluatin ep®Wted symptoms must be executed on the device in
order to minimise the data exchanged between the app and backend, and to
ensure the backe otwwnsidered a medical device.

e The userqge®g to their permission every time any data reported on the symptoms
report qu n&e is uploaded to the backend.

e questionnaire must be determined using a fixed algorithm.

’-\ symptoms report questionnaire must be configurable without the user having to
d

e the app in order to quickly adapt to changes in policy.

¢ ¥ The default date for the symptoms onset in case users don’t remember the date must
be configurable as policy may change.

e The symptoms report questionnaire must contain a date for the onset of (all) symptoms
in order to determine the remaining self-isolation period for the index case and to
determine which contacts need to receive an exposure notification.
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e The user must be able to quickly fill out the symptoms report questionnaire in order to
increase the number of entries. It should therefore fit on a single page.

Coronavirus test (test)

A symptomatic app user will be invited to click a link from the iOS and Android applic
to launch the testing service. Clicking the link within the app launches an external moMe
browser and loads a page within the test registration journey with a unique app
code (CTA token) and test reason (referralReason) passed as a query strin
the URL.

An example of this URL is below, where xxxx-xxxx is replaced by t@e ique C oken
and yyyyyyy is replaced with the test reason. \

The new URL is:
https://self-referral.test-for-coronavirus.service.gov.uk/antiges
xxxx&referralReason=yyyyyyy

DKEN=XXXX-

Once the user has been taken to the testing welsite, theg will follow exactly the same
journey as users who visit the testing websiigVi® a differeht platform (e.g. computer
browser), but the CTA token that was p to Qe website will be associated with the
test booking. The information captured Quri ndard test registration journey (such
as name, date of birth, phone number, addr c.), will be stored in the relevant testing
informatics technology system (NPgX), whic@s held separately to the app, along with the
user's CTA token. The user will {gEn 8ge their test at a test centre or at home, and the test
kit will be sent to a laboratory fi essing. The CTA token is not sent to the test lab. The
completed lab result (positi ative or void), will then be sent to NPeX and re-
associated with the ap details.

If the test result refel PeX is for a user who has a CTA token associated with their
test record, thQg agree-field JSON file will be sent to the mobile application back end.

The fiel ed in each file sent — the CTA token, the test result (positive, negative,
the test was taken and the onset of symptoms date. In addition, the token
pe of test (for example, if it is a LFD or PCR test) to be determined.

bile application will poll the app back end to confirm whether a test result has been
ived. Once a result is received, it will notify the user whether they have a positive,
negative or void test result. If the result is positive, the user will be prompted to share their
Diagnosis Keys and enable the appropriate alerts of other app users.
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The user journey flow for this feature can be found in annex 1 — risk score user journey. This is a visual file
page that also hosts this DPIA.

App
feature

Test

What data does
the user enter to
use this feature?

The user clicks
through to a
website to order a
test. The
necessary data
(e.g. address) is
not entered into
the app.

The link that a
user opens
contains an 8-digit
unique alpha-
numeric code
(“CTA Token”) that
the test system
needs, in order to
associate the
user’s app and test
kit.

Where does the
data gol/ is the data
stored?

The test and trace
programme retain
the user’s data long
enough to associate
the test taker with
their result. Once the
test result has been
conveyed to the
person, this data is
deleted.

Does the app do anything

automatically with the receive?
users’ data? ‘\

The ‘early adopters’ phase
requires that the app
reference code be passed
the test booking system. A
user will not have the ability {
edit this code duri
booking process:
can still book

s started their
stration journey
app, the mobile
jon will receive
data that indicates
whether a user has
received a positive,
negative or void test
result. Other relevant
information will be
included such as the data
of the test and the nature
of the test.

not wish for the
associated with
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Can the user Level of

opt out of this risk to

feature? personal
data

If the user Low

starts their test
journey via the
app, it will not
be possible to
opt out of the
feature.

However, a
user can
bypass this
feature by
visiting the test
registration via
a different
channel.



The data flows relating to the test feature are summarised in the diagram below:

Order a Test Architecture

App Ul B\ &: Links to Website, passing Token Virology Website Virology Lab Q%

Please 5: Reqliest with Token
apply for a [ "
test 7
Test
Resuilt
App LOgiC 1: Recommand 10: Present Result 6: Send Results
To take a test 1 With Token Id
! Cloud API Service
Virology Test ) J& Fr thisd Tokes | Token X Test Database
Generator
3: Write Token Id 9: Read Result
== = == — B: Send Results for Token
Temporary Token Test Result Test Results

Id

Diagram 4: ordering a test architectur

In addition to the overall data flow, the ovided on how tokens will be

generated, managed and secured. As pert gram there are three tokens. All 3 are
generated by the cloud service wheg an app¥ser is recommended a virology test. The
Lambda nodes refer to code thajggres®gts the respective APIls — listed above.

&

N\
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IS Androkd Apy: Homekit ondes Lambda

4-..4. AN
i AID oW w2 \ .
{motsis) N
A
N

EXT)

Diagram 5: showing how tokens will be'gerigrated, managed and secured

This includes the diagnosis key submisfion fpken,¥he test result polling token and the
CTA token. Three tokens are employed as ggsggurity measure so that we do not use the
same identifier in multiple locations

The CTA token is the human r le random code that is displayed to a user and passed
to the virology test system.
i

The test result poIIin% e token used by the app to ask the DHSC secure

computing infras{ e test result has been received yet.
[ i KR smission token is used by the app when a user is confirmed to be

s hosted in AWS. They are unique, anonymous codes that are not derived from
h other or any other keys, and are not composed of any other identifiers. A secure
database within the App Services associates these three tokens (the third being the CTA
token). The reason that three different tokens are used is for privacy reasons, so that the
knowledge of the CTA token does not allow someone to poll for the results or submit
diagnosis keys. All tokens are deleted once the test result has been delivered to the app.
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The Test Polling Token, Diagnosis Submission Token and CTA Token are all created
when the app asks for a CTA token when a user is recommended to take a test. They are
retained in a secure database by the App Services only for as long as needed. All three
are sent to the mobile app which stores the tokens in a Secure local store. The app uses
the CTA token to pass to the Virology Testing website when recommending a test. The
app uses the Test Polling Token when it is asking the App Services in AWS if a test rgfu
has been received. When the App Services receive a test result from Virology testing Vi
NPeX, that will include a CTA Token. On receipt of the result the App Services
the Test Polling Token linked to the CTA Token and write the result in to a
together with the Test Polling Token. The CTA Token is then deleted. Wh
polls to see if a result is available, passing the Test Polling Token, the App Se
detect a match on Test Polling Token and return the result. The Tegt ing ToMen is then
deleted. The app user is then asked to submit their diagnosis key&
|

\ n they do the
keys are sent to the App Services together with the Diagnosis SuRgissi® Token. This
Diagnosis Submission Token is required so the system can b t the submitted
keys link to a genuine result. Once diagnosis keys aregubmi Diagnosis
Submission Token is deleted.

The CTA tokens are unique, randomly gener: codes @ reasonable complexity, and it
would be challenging for a malicious actor t¥gudgs a CTA token. If someone modifies the
CTA token the most likely result is that t reqlt will be associated with an invalid
CTA Token, which will be rejected whe®thefinknown CTA Token is received from NPeX.
In the highly unlikely event that an actor do anage to change the token to another valid
CTA Token value that relates to currently underway, that would not allow them to
access someone else’s result, usehey would not have the correct Test Polling
Token. What it might mean jgthQi tf"eapp user to which that CTA token relates would
receive two test results.

Summary of test o %uirements which led to this feature:

e The app gy a token whenever the user clicks on “book a test”. This token
tempora the user’s test result to the app and thereby allows the result to be
o the app without entering personal details in the app.

\] N must be asked for permission before uploading the diagnosis keys stored on
er's phone. The request for permission is triggered after the user has seen the
positive virology test result in the app. In order to avoid turning the app into IVD, it must
not be the primary source for reporting the virology test result to the user.

e For v3/MVP the app must ensure automatic result retrieval and user notification of the
virology test results for all test options connected to MPEX.

e The app must send a token to the virology testing website (in the background) when
the user navigates to the website from the app.
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e The app must allow the order of a test kit and will do this by providing a link to the
virology testing homepage from within the app. In v3/MVP this is only provided to users
who have reported symptoms in the app and are still in self-isolation.

The diagnosis key submission token is used by the app when a user is confirmed to be
positive via test and permission to sharing their keys, so that the DHSC secure comp
infrastructure can be sure the keys do relate to a confirmed positive case.

Q

N
>
S
&
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Adding Test Results via SMS code

For app users who do not begin their testing journey from the app, they can enter their
test results on the App through a code provided. This is done whilst ensuring minimal
personal data of the app user is collected.

How this works:

1. The test result service, delivered by the NHS Business Service Authori
behalf of the Department of Health and Social Care, submits the test r¢ %
relevant data such as the test type) to the app’s product environ 4
token API);

2. They receive a code (a ctaToken) generated and the app’g duct ergffonment
notes the relevant test data against that code;

3. The test result service sends the test result, the code an@ to the person
tested;

a. This comes with instructions on how t t e into the app and a
note about the NHS COVID-19 app;

4. Where the person (app user) enters code infg§ the app this:

a. Triggers an interaction wit
marks the token as usedffan

e afQ backend API (ctaExchange) which

b. Provides the app with the de of the test result allowing the appropriate
app functionality to iggered (for example, if the app user tested
positive it will as m hare Diagnosis Keys);

c. Theresultsr | include the date the test was taken and the date
of the ons toms;
5. Approximatel after the code is created and provided, the testing result
servicg wigiche hether the code is still available (i.e. has it been used)

AisWone by checking the app’s product environment (via the token
md tokenstatus enquiry);

the Wpken is still available after 24 hours of the user being sent their SMS code,
’\th sting result service will send a single reminder with the code to the relevant
son.

For more details see the Privacy Notice for wider Test and Trace which details the
work of the testing result service and how they will process any data as part of the
testing services.
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This functionality was implemented as part of ensuring that test result codes cannot be
used multiple times. The app service will not know who the test result belongs to.

Follow-Up Tests and updated advice

Public health policy in England and Wales provides the ability to take a follow-up test @fte
an initial positive test result. If the follow-up test is:
= Taken within the set-timescale; Q
* s negative.
The app user will receive updated advice and will no longer be advse self-iMlate.

Please Note The app user who takes the tests (the index case) i to share their
diagnosis keys on the first test result. Those app users (conta alerted as a result
will not have their status updated as a result of a negative tet taken by the index

case.

Self-isolation countdown (isolate)

The app will ask the user to self-isolate beMQuse the user has reported symptoms
indicative of coronavirus (the index cas®), ofghey fave received an exposure notification
(the contact case). Once asked to self-isola e user will have access to a self-isolation
countdown which keeps a track of jag time tMey need to spend self-isolating.

The data flows relating to the | feature do not leave the phone. If users are
experiencing COVID-19 sy , they can enter these into the app and they are used to
provide advice about i ['he isolation timing is configurable in a similar mechanism
to the symptomatic offe naire. The only data that is communicated to the back-end
services in relatiqyto t olate feature is an analytics statistic to understand how many
app users ar ryly self-isolating.

Wh eives a positive test result, but no onset of symptoms date is available,
th will g prompted to enter one. This allows the app to provide guidance to the user
coWpts for each testing and symptom pathway.

e U®er journey flow for this feature can be found in the relevant annex — isolate user
ney
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App What data Where does the data Does the app do anything  What data Can tf t of Level of

Feature does the user golis the data automatically with the does the app this § risk to
enter to use stored? users’ data? receive? personal
this feature? data

Isolate  The user enters The app retains the If the user enters symptoms | This feaigre HavM®g entered positive Low
symptoms ora  date when a symptom  that accord with COVID-19 uses dat ymptoms, the isolate
test result (see | entry was made so as the app will automatically enteredgito ountdown will be
features above) to be able to offer a advise them to isolate. They es  automatically activated.

countdown until may discuss this advice with e The user could avoid this
isolation ends. NHS 111 by deleting the app.

Summary of self-isolation advice requirements which led to this feature

o If multiple test results come through in sequence for a given userdhe firs@Qnegative/positive test result will remove the user from being an
index case/a contact case. The user will not be sent back to selffisolgtion Msed on later contradicting results.

e |f multiple test results come through at the same time for a given us nly the most recent will be acted upon.

e The app must provide the user with information about tigeQmai®ing self-isolation duration in days. In v3/MVP receiving new encounter
notifications must not restart the self-isolation periodg user is already in self-isolation.

e The app must regularly check and compare tw tion period with the newest configurations based on policies.
e The app must alert the user if the re 'n&se lation period has changed or expired.

o The app must use a defined algorithRg to dermine the self-isolation duration depending on the type and date of the isolation trigger.

e Users can be a contact an

countdown may there ?&

at the same time. During that time the longer self-isolation period is displayed. The self-isolation
d when a test result arrives.
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e A contact case must not be released from self-isolation by a negative test.

e The durations of self-isolation for different cases must be configurable by the backend
based on policy changes.

e The maximum duration for self-isolation must be configurable by the backend.
e The app must provide 3 triggers to stop self-isolation: Negative test result (i
only), isolation completed, isolation exceeded maximum duration.
e The app must provide 2 triggers for starting self-isolation: Reported Sy
case), and Exposure Notification (contact case).
Please note that guidance provided by the app can direct users tc( external to

the app.

No interaction with the backend services is involved ingigis fe ime idle during
periods of pause is recorded by the app and submitte anonymous analytics
data. This ensures that appropriate use of this fgature cXg be assessed in aggregate.

These screens may slightly differ from thgoge actiglly within the app:
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Diagram 6: Contact Tracing Screens

A visual indication on the home screen of the app indicates that contact detection is
disabled.

Updated self-isolation advice ,
an

App users who receive an Exposure Notification will be prompted to declare thei
(i.e. if they are under 18), vaccination status, medical exemption from vaccin
participation in relevant trials. Making this declaration will update the advic@progid
the app taking account of this information.

The ability to make these self-declarations enables the app to provﬁ tfylatest public
health advice about self-isolation. It uses the minimum data to pr x nctionality
and retains the commitment to users’ privacy and preservatio K identity.

Please Note: This self-declaration is not verified by a
The app user is responsible to for the accuracy of their

a source or data flow.

How this works for age declarations and jcal exeMiptions
1. App users [contact case] have been in.conta ith an App User [index case] who has
tested positive for COVID-19;
a. The index case decides to sWare gheir Diagnosis Keys;
b. The Diagnosis Keys and infectio s of each key is added to the reference list of
all Diagnosis Keys shagad with eVery app user;
c. Where the Broadca eld on the contact cases phone can be derived from a
received Diagnosi - art Exposure Window is generated,;
d. The risk algorit s arisk score. If this is equal or above the current risk
threshold it ug e a risk alert for the app user;
2. The app will pro r to confirm whether they were below the age of 18 at the set

line with the latest public health policy;
ill record that the user was asked to self-isolate and opted out;

aseWote The user is given guidance on what constitutes fully vaccinated;
* . Self-declaring that this the case will provide the user with updated self-isolation
\ advice in line with the latest public health policy;
b. The app will record that the user was asked to self-isolate and opted out;
4. Having updated their self-isolation status, the app user will receive further Exposure
Notifications on subsequent days;
a. The user can see their opt-out in the My Data Screen which is updated when they
receive:
i. A new exposure notifications;
ii. A positive test result is entered,;
iii. 14 days after baseline isolation period would have ended;
5. The self-declaration status updates the daily analytical data set, in the following ways:
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a. optOutOfContactlsolationBackgroundTick —indicates if the app user is opted-out
from isolation as a contact case. This is a count that the user in is this status;

b. optedOutForContactlsolation — indicates if the app user opted-out during that daily
analytical period.

Updates to the data dictionary can be found in Appendix 1.

Please Note: the additional medical exemption and clinical trial participation act in a similar vy
and update the data items noted.

Isolation Support Payment

The Isolation Support Payment will be known in England as the Test and Trace ort
Payment (TTSP) and in Wales as the Self-Isolation Support SchemeQISS). Tig#lsolation
Support Payment functionality allows an app user to start the procesgioQgply for an
isolation support payment from the app. \

Applying for an isolation support payment places the app us a legal obligation to
self-isolation. This is regardless of whether they are cgMagge igible for the payment.
Information about eligibility is signposted to users from

An app user can apply for isolation support ents whéeh they are advised to isolate as
a result of an exposure notification from pp.\t the current time, this service from the
app exists for England only. Welsh resi an ess a site outside the app to apply,
until system integration is built. See below f ails of how and when the token and
details to support the application arg produc

To use this service, England reQjo®gts will need an NHS log in. If a user does not have
one, they are able to create artof the process.
t

When the option is s eek financial support, this process will exit the user from
the app and will t an external site known as the Gateway Portal. Exiting the
app to compld Kwo ss of exploring eligibility for the isolation support payment,
ensures the @pp YePnot capture any of the additional detail that is necessary for making

Jupport. This preserves user anonymity in the app.

an appli
&% pport payment also has another established process outside the app, which is
tr& la manual contact tracing. Whether the process commences inside or outside
e , the individual is directed to the Contact Tracing and Advice Service (ITS) system.
js system records information about people who have tested positive for COVID-19 and
their contacts. Next they are directed to their Local Authority to execute payment.

A key point to note is that an app notification to isolate, based on exposure, is not legally
enforceable. During the process of applying for an isolation support payment within the ITS
system. However, the instruction to isolate becomes legally enforceable. To ensure this is
clear, the Gateway Portal explains this process and will request permission from the user
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before they can proceed. Once permission is given in the Gateway Portal the legal duty to
isolate is established regardless of whether or not the isolation support payment is paid.

An app user may receive a further exposure notification once their previous self-isolation
period has completed, if they come into contact with another person who has tested
positive, and therefore will need to isolate again. At this point, the app user is able to gp
for a further isolation support payment. Provided the periods of self-isolation do not
overlap, the process will commence again.

Once the app process to request financial support is started, a unique app efelgnc
for an Isolation Payment Claim (IPC token) is generated to secure the interacti
exchange between App, Cloud Services and the Gateway Portal. Tgi ortal all§gls the

detail needed by CTAS (Encounter Date and Isolation End Date) to ered securely

without impacting the privacy of app users.

The IPC token enables two factor authentication to reduce t @ f fraudulent tokens
being created. Two factor authentication uses two sys OO different APls for
creating and verifying the token in order for the app us e pas®ed into CTAS’ systems
including the Integrated Trace Service (ITS).

e Factor 1: System “User/App” creates
Services) with Mobile-to-Cloud Se

n wNg Isolation Payment Mobile API (Cloud
es gonneion

e Factor 2: System “SIP Gatewa Is token with Isolation Payment Gateway
API (Cloud Services) with GagfwaRgygo-Cloud Services connection

The token allows the Cloud es'to associate data with the token, specifically the
encounter date and isola ate. Isolation end date is required to ensure the
isolation period is stilfn ct."The user is encouraged to register for the isolation support
payment as soo to support the intended behaviour of isolating. It is important
end date and the end date used by the CTA Service are identical,
ation period may differ from the legally enforceable isolation period.

T ew ortal will verify whether the user is from England or Wales. In Wales,

@l hge IPC token is created, the process cannot progress until the Welsh integration

WIRLH lution is built. Therefore after a maximum of 14 days a token from a resident of
ale®will be deleted. 14 days is also the maximum retention for an IPC token for an

lish app user (further details in the table below). Until integration for Wales is built,
Welsh residents can access a site outside the app to apply.
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App What data does the Where does the data go/is  Does the app do What data Level of
Feature user enter to use the data stored? anything automatically does the risk to
this feature? with the users’ data? app personal
receive data
Isolation  No data is entered The app system’s Cloud Yes, the app sends ; PC s. The user may not Low
Support by the user. They Services creates an IPC Encounter Data and be eligible for this
Payment press a button to token. Encounter date and Isolation End Date after tURge®to payment or may not
request financial Isolation End dates are it has confirmed the a follow through with the
support based ona  associated with the token and  user is in England steps required to
message to isolate  stored in the app backend has received e IP initiate the process in
as a result of (cloud services). In the first token from th the Gateway Portal. In
exposure (not step, only the token is Services. which case the token,
symptoms). transferred to the Gateway which has been
Portal. When the user is created, will be deleted
confirmed as residing in within 14 days.

England, the gateway will pull
the dates from the app
backend. The token persists
until the ITS application is
started. At this point the ¢flken
is deleted. It is expecteqg t

will occur within 24

however is depe O oW
quickly the u 0

through th If they
fall o e ss and do
not re CTAS (via ITS)
stage the token will
g within 14 days. In
the token will be

a
¢ nerated, however as it
\ not be used until the
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App
Feature

What data does the Where does the data go/ is
user enter to use the data stored?

this feature?

¢

with the users’ data?

Welsh integration is available.
It will be deleted within 14
days.

Q
&
&

Does the app do
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The data flows relating to the isolation payment feature are summarised in the diagram
below:

Test & Trace Support Payment Architecture

6: identify

NHS Login

Gateway Portal 7" enroll ' I

5 verify
4: redirect Web App

8: consume:

NHS CV19 App

. 1: claim
i0S A - .
-D - £ PR
token
i TTSP .
Android :
r;\ o Mobile API rsisted —
PP | 3: update Data
*U_R’_L- ~ NHS CV1¥ Cloud Services (Backend)

Diagram 7. showing isolation supp§t pgyment architecture

The app recommends the user to self-isolat d displays a button to allow a user to enroll

for financial support during this p

claim: The user pushes&ﬁhe app to seek financial support.

create: The app % ud Services (backend) which creates a new Isolation
Payment Clai n.

ansfers Encounter Date and Isolation End Date, and retrieves the
eb page).

app redirects to the web page (Gateway Portal) which manages the
t process on the browser of the mobile device and in this process passes the

« @yerify: The Gateway Portal uses the token to retrieve the Encounter Date and Isolation
End Date.
o identify: The Gateway Portal verifies the user with an existing NHS system (NHS Login)

which implements multi-factor authentication. If a user does not have an NHS login this
process will allow them to create one in order to proceed.
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e enroll: The Gateway Portal collects the necessary information to enroll the user to the
service and sends the details to the CTA Services system (the ITS) for processing.

e consume: When the details have been sent to the CTA Service, the Gateway Portal will
call the Cloud Services delete the token.

or stored on the TTSP Gateway.

In order to validate that this service is work as required, the app will collect The f#llqging
data items as part of the analytical data set. These data items cannp attribuggli to a
specific user. They enable the functions within the app to be checke onitored
against the isolation support payment portal. Analysis allows the nt ese functions
to be monitored and as such acts as an early indication of fau nges of use
detected.

The data items to be collected as part of the analytical etailed in the Data

Dictionary, see Appendix 1.

Summary of isolation support payment rggiremd&gts which led to this feature

This feature has been developed to ensure fhegop, which receives exposure notifications
(an alert of a potential risk of infectign), can mlessly allow an app user to explore

qualification for the isolation suppfrt ment, as they would if they had been instructed to
isolate as a result of the manu& c&gtact’tracing process.

&‘b
N
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Data protection impact assessment screening questions

Documenting which of the screening questions are applicable to your initiative will help to
draw out the particular privacy considerations that will help formulate your risk register
later in the template. This will also assist in ensuring that the Department’s investment will
be proportionate to the risks involved:

Ref Question Yes No Unsure Comments

i Is the information about  x - - In the absence of pro
individuals likely to raise and transparency abowt hdiv the App
privacy concerns or functions and hq the dat ected
expectations e.g. health is used, the depl ent of®he App
records or other could give rise rIRgCy concerns.

information people would
consider particularly
private?

i Will the initiative involve | x - -
the collection of new

Window and updated

cal dal® set involve additional

information about datRitems collected about app

individuals? userS. However, they are within the
existing legal framework, purposes
and objectives of the app. They
represent an improvement in the
technology and analysis available for
the app and its functions.

i Are you using Q - Yes, the app can now support an
information about user’s application for support
individuals for a pugoo payments (a COVID-19 support

e payment, see Apply for a Test and

it is not currentl
for, orin a wayfilt i t Trace Support Payment for England,
current UK and Self-isolation support scheme,

for Wales. This the minimal amount
of data to support the application
process and ensure that the user is
supported (for example, their self-

isolation period is set consistently).
* However, the data items do not
\ constitute personal data within the
app or the apps systems.

I Will the initiative require - X - -
you to contact individuals
in ways which they may
find intrusive?

v Will information about X - Diagnosis Keys will be shared with

105


https://www.gov.uk/test-and-trace-support-payment
https://www.gov.uk/test-and-trace-support-payment
https://gov.wales/self-isolation-support-scheme

Ref Question Yes No Unsure Comments

individuals be disclosed app users in other jurisdictions.

to organisations or However, this is using the existing
people who have not privacy and identity protections of the
previously had routine GAEN contract tracing system. Thi
access to the renders the Diagnosis Keys as
information? anonymised to support

interoperability.

vi  Does the initiative X - - Whilst the Bluetooth t
involve using new underpinning the proximit ding
technology which might is not new tecg gy, the of the
be perceived as being technology for tigs Marpose in the
privacy intrusive e.g. context of a | & pandemic
biometrics or facial response is &
recognition?

vii  Will the initiative result in - X - N
making decisions or
taking action against
individuals in ways which
can have a significant

O
~
&
N
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Section 1: Background Information

Asset/Project Name

Organisation: Department of Health and Social Care

Assessment completed by: NHSX |G Policy Team and reviewed by the NHS Test an(L%

Trace team
DPO: Lee Cramp

Email: data protection@dhsc.gov.uk

L 2
Section 2: Purposes g%

Project/Change Outline — Provide a description that pr.
with a good understanding of what the initiative is ab

outside party

The introduction at the start of this document provides

The NHS COVID-19 App is a mobile phone cation thRt is part of the NHS Test and
Trace service. It is designed to reduce pers8nhal §nd public risk by providing support for:

e COVID-19 symptom identification ar® mgnitQring

COVID-19 or been to a high- ion or area

e alerting users if they have be@ta with someone who has tested positive for
lo

e responding to the public emergency

Aims/Obijectives - it being undertaken? What is the purpose of
processing rs information? What do you want to achieve?

The app ai v&itizens maximum freedom with minimum risk during a public health
emergen
é Qr behaviour by helping people manage their risk exposure

\n Ifying and alerting known and unknown contacts when transmission may have
occurred

e enabling users to isolate and test to reduce transmission
e supporting and informing users during isolation

From the user’s perspective, the app will help them take action to break the chains of
transmission. Users are asked to:
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e download the app and use it daily

e keep the app ‘on’ and carry their phone at all times

e consider the information, guidance and advice the app provides %
e ‘pause’ the app when appropriate %

e enter symptoms and take a test quickly when required

To achieve the above the detailed primary of the app are as follows:

Primary purposes ‘\
The primary purposes of the app are: \\
o to facilitate self-symptom analysis for COVID-19

¢ to enable users to order tests and receiving test res

o to alert users when they have come into ity witt®someone who has been tested
positive for COVID-19

e to alert users when they have visiteda v that has subsequently found to have a
significant number of confirmed COVID- ases leading to a risk of infection to app
users

o to support decision-maki d Mvice to meet public health demands regarding the

COVID-19 public he cyeency

e to enable publi nagement and provide information to app users’, the public
and thos a% blic health
These pur achieved by 2 key components:

< %p it®elf i.e. instances of the app downloaded and installed on users’ mobile

XHSC secure computing infrastructure, hosted on Amazon Web Services (AWS) UK
and Microsoft Azure Cloud Services (UK) supporting the app, which includes a
database holding exposure notification diagnosis keys

These components function as follows:
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The instance of the app installed on a user’s phone

(a) Collects postcode district, allows the user to select the relevant Local
Authority, and device type on installation and reports these to the DHSC
secure computing infrastructure database

(b) Initiates the Google-Apple Exposure Notification APl (GAEN) to record
proximity encounters between users of the App on their respective dgig
using Bluetooth technology, this includes the Exposure Window fund
which is part of GAEN Mode 2

(c) Gives users a risk score for their area and information rel|gvant to t rea,
for example testing options or specific information sucma riants 8t concern

(d) Provides a facility for users to check their symptoms ge dV|ce on what to
do

(e) Provides a facility of users to submit their iSQeys to the Cloud
Services database should they be tested p e for COVID 19

(f) Receives Diagnosis Keys from #e [{ISC secure computing infrastructure

database from users that h bmiQed them on positive diagnosis for
COVID-19
(g) Interacts with the GA estatlish whether an exposure event with an

infected user has t
advice on what

p and alerts the user should this be the case with
uding:

= |ncludi es self-isolation advice based on the users’ self-declared status

wheyE r an

s a ity for users to scan QR codes for venues they visit

R codes for venues that have reported infections, matches them to
isited and alerts them if a match with advice on what to do

A (W Provides a facility for users to request a one-time use token which they can
\ use to order a test for COVID-19

(k) Receives the result of the test through the App from the Cloud Services
database and reports this to the user (results can also be obtained through
text/email to the user)

(I) Allow the app user to manually enter a test code with an associated result to
update their and other user’s status
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(m) Reports an anonymous analytics data set to the DHSC secure computing
infrastructure database.

(n) Supports the user if they choose to seek support payment as a consequence
of a recommendation to self-isolation

The Local Authority is collected as part of the analytical data set and is subject to the $am
standards and controls to remove the risk of re-identification.

DHSC secure computing infrastructure

(a) Receives Diagnosis Keys submitted by users that have tgsted posi r
COVID-19

L 2
(b) Distributes these keys to all users’ apps \\

(c) Receives and distributes the QR codes for infeci®

(d) Issues a unique one-time use token which
COVID-19

8e to order a test for

(e) Receives the results of test
systems using the one-tim

releqant details ordered from swab testing
sefjoken

(f) Reports test results angrelevan®etails back to the app on request using the

token

(g) Collects analyti oh a regular basis, currently daily.

(h) Collects %1 tics data on a regular basis, see section ‘Securing data in
transi

provide diagnosis keys to the federated servers from app users who have
\ provided permission from England and Wales

(b) ensure the accuracy and completeness of the data provided through with
supporting information to enable their use and ensure service management,
for example, a count of the number of Diagnosis Keys submitted on each
occasion
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(c) download Diagnosis Keys from Federated Servers from other jurisdictions
within the interoperability agreement, see the interoperability section for more
detail

(d) ensure these diagnosis keys are made available in the appropriate format with
the relevant test type to support digital contact tracing through the DHSC
secure computer infrastructure and the only each partner to apply their te®ting
and isolation policy

Performance and usage Q
The DHSC secure computing infrastructure database holds the anongmous an S

dataset specified in the Data Dictionary — see this document’s intro#uc

and appendices. Q

The separate App Analytical Environment is currently hosted g1V ft Azure. Additional
safeguards exist to support processing of anonymous alyt| transferred from the
DHSC secure computing infrastructure database to thi cglatabase.

The data protection impact assessment for t itial NH®COVID-19 app helped shape
and inform this DPIA.

Section 3: The data involved

Information that identifies the jgividuaPand their personal characteristics

There must be justification for a particular dataset.

Area (postcode distri | authority)

Justification: Postcogf dict (the first digits up to the space) and local authority are
needed to shpw rs OVID-19 risk level in their local area, and to collect data about
the broad loc2MRN Qg the disease to manage the public health emergency.

netic information

. Relf-reported information indicating that a user has symptoms potentially of
(these reside temporarily on the local app before submission in anonymous

r SC secure computing infrastructure) is used to advise the user on whether their

ptoms may be coronavirus. Test results received into the DHSC secure computing

infrastructure database and local app inform public health planning as to the broad
prevalence of coronavirus. Data indicating that a user has been in proximity with another
user that has reported COVID-19 symptoms is used to inform users of their potential
exposure.
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The submission of diagnosis keys to the DHSC secure computing infrastructure indicates
positive COVID-19 diagnosis — but is not considered personal data.

Unique identifying codes

Justification: Cryptographic keys (diagnosis keys/rolling proximity identifiers) with no li
user identity (direct identifiers) held by the controller are used to enable digital conta
tracing.

Sensitive/special category of information

Information relating to the individual’s physical or mental health conhdi

As set out above, the app ensures personal data is only stored on igeRgone a
information that is held centrally does not identify the user.

Justification: Self-reported information indicating that a user h oms indicating that

DHSC secure computing infrastructure database and |0 X
diagnosis keys to the DHSC secure computingffrastrucqre indicates positive COVID-19
diagnosis — but is not considered personal d€ta.

Data supporting interoperability

Diagnosis keys are exchanged with the feddggfed server. The keys are associated with a
positive test result for COVID-19 ith their jurisdiction of origin. In this case England
and Wales. For interoperabilitys nosws keys are treated as anonymous in GDPR terms.

Section 4: Overvie essing, necessity and proportionality

Why is the proc ersonal data necessary?

The functiond e app and nature of the data are explained in the introduction of this
document.

Rgs h public health management

resked to provide their postcode district — that is, the first portion (up to the
p the users’ home address postcode (e.g. SW1A) when they initially install the
e app will not collect data about which postcode district a user might be in from
tiMfe to time as they move around and nor will it link the person’s identity to the postcode
district they have entered. There is verification that the user has entered an actual
postcode district (i.e. the app checks whether such a postcode district exists) but no
checking that the user has entered the postcode district in which they live.

The postcode district and local authority data will primarily be used for alert notifications to
users about changes in local risks, but may also be used for public health planning
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purposes, in conjunction with reported diagnoses and proximity information (for example,
to help Local Government and NHS organisations to understand the spread of the disease
in their area), and may also be used for research purposes. Such research will not have
impact on individuals and would address GDPR requirements in relation to research e.g.
the safeguards set out in Article 89.

Section 5: the organisations involved and their roles

Are other organisations involved in processing personal data? If yes, please
table below.

Name Please stat? ether t
data contro ) or a data
processo(

Amazon Web Services

The Health Informatics Services (THIS) host y PNycessor (Provision of test code
Calderdale and Huddersfield NHS Founda®®n Rgust with result)
(CHFT) utilising the NPeX

Has a data flow mapping exercise com d? See appendix 3

Does the project involve em ontractors external to the organisation? Yes

eb Services: Cloud hosting services,
computing infrastructure database

Data processors — A
hosting for DHS

How is the jpfogihati ollected by this organisation? Electronic

ation be stored? (including country location of data
Amazon Web Services — cloud hosting servers located in EEA.

e information be kept up to date? Local instances of the App (user

* i
\.‘&nteracﬁng with the app; Communication of test results from National Pathology
ch

ge. AWS have no direct interaction with the data.

Which team(s) and roles have access to the information within this
organisation? N/A — hosting only

What security measures are in place to protect this information from
unauthorised use?

Security measures set out in the AWS GDPR Data Processing Addendum.
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5) Security of Data Processing

5.1) AWS has implemented and will maintain the technical and organisational measures
for the AWS Network as described in the AWS Security Standards and this section. In
particular, AWS has implemented and will maintain the following technical and %

organisational measures:
(a) security of the AWS Network as set out in Section 1.1 of the AWS S
Standards;
(b) physical security of the facilities as set out in Section 1.2 of the%urity
Standards;
0\
n

(c) measures to control access rights for AWS employee % actors in
relation to the AWS Network as set out in Section oNghe S Security
Standards; and

(d) processes for regularly testing, assessing g the effectiveness of
the technical and organisational mggsures ifgplemented by AWS as described
in Section 2 of the AWS SecurityfStandards.

10) AWS Certifications and Audits

10) AWS ISO-Certification and SOC Report addition to the information contained in

this DPA, upon Customer’s requefft, provided that the parties have an applicable NDA
in place, AWS will make avail e foflowing documents and information:
(i) certificategy in relation to the ISO 27001 certification, the ISO 27017
certif a the ISO 27018 certification (or the certifications or other

n evidencing compliance with such alternative standards as
ntially equivalent to ISO 27001, ISO 27017 and ISO 27018);
d

e System and Organization Controls (SOC) 1 Report, the System and

¢ \( i Organization Controls (SOC) 2 Report and the System and Organization

Controls (SOC) 3 Report (or the reports or other documentation describing
the controls

AWS GDPR Data Processing Addendum 5 implemented by AWS that replace or are
substantially equivalent to the SOC 1, SOC 2 and SOC 3).

Is there a Data Sharing Agreement/protocol/data processing agreement in
place? Yes — the AWS GDPR Data Processing Addendum

114



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Data Processor — The Health Informatics Services (THIS) hosted by
Calderdale and Huddersfield NHS Foundation Trust (CHFT) utilising
the NPeX: processor (Provision of test code with test result)

How is the information collected by this organisation?

Data is provided through the testing process, with the data subject (the user undergo
test) informed of the process. They have a choice to use the app-generated test
not. The test code and result are taken from the testing process and provided vi
the App central system.

Where will the information be stored? (including country Ioc‘ n of d

storage/back up)
Calderdale and Huddersfield NHS Foundation Trust (CHFT) systﬁ&ed in the UK

How will the information be kept up to date?

Long standing systems and processes meeting Lab q ds for accuracy and
currency subject to UKAS oversight and 1ISO15189 com§fance.

Which team(s) and roles have access t0 th@information within this
organisation?

Test Result Database and system (NPeX) sfip team.

What security measures are iiffp to protect this information from
unauthorised use?

The system and service gre bt to the standard expectations on an NHS organisation
for processing person is is measured through audit, testing and the Data
Security and Protect

Is there a Dg& ing Agreement/protocol/data processing agreement in place
(as applica

The X ICe provided by THIS is subject to the standard contracts conditions of an
'\ osgdation Trust supplemented by the requirements of the lab information systems.

Nn Apple and Google

le and Google are considered independent data controllers or controllers for the
services which support the app. Any processing they undertake is distinct to processing of
personal and other data by the app.
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Section 6: assessment

Data protection principle: lawfulness, fairness and transparency

What is the legal basis for processing the information? (see appendix 3 & 4 for
legal grounds for processing)

6(1)(e) “...exercise of official authority...”

Underpinned by section 2A of the NHS Act 2006 which provides the power that

Secretary of State relies on to authorise the design, implementation and ogeratn
App by DHSC\
For special categories: ’\
%set out in [law]”

and government
of the COVID-19

9(2)(g) “...necessary for reasons of substantial public interest i

Underpinned by DPA 2018 — Schedules 1, Part 2, par
purposes relating to public health and in particular the
public health emergency

9(2)(h) “...necessary for the management of" he or social care systems and services...’

Underpinned by DPA 2018 — Schedule ®, P&t 14s. 2(2)(f) — Health or social care
purposes

This condition applies becauseg g neCWssary to process the personal data for symptom
checking and test manag$ pS is an essential process in delivering care to App
users.

9(2)(i) “...necessKr ns of public interest in the area of public health...”

Underpinne% 2018 — Schedule 1, Part 1, s. 3 — Public health
3 Th W) met if the processing—
0\\ is necessary for reasons of public interest in the area of public health,

d
(b) is carried out—
(i) by or under the responsibility of a health professional, or

(i) by another person who in the circumstances owes a duty of confidentiality
under an enactment or rule of law.
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This condition applies because the objectives of the App include public health planning.

See the section on ‘confidential patient information’ and table above.

Is the processing of an individual’s information likely to interfere with the ‘right
to privacy’ under Article 8 of the Human Rights Act?

No. Although DHSC could invoke the exception in Article 8(2) “...where necessa
democratic society...for the protection of health...” the decentralised approach b
Apple/Google API achieves its objectives without the necessity to interfere

Robust privacy and identity protection of app users, alongside the volyntary us e
app, ensures that choice and the right to privacy is protected througho®gthe usof the

app \
How and when are data subjects made aware of how t &will be used? E.g.
Privacy statement

App users will receive a privacy notice via the App, tha at information will be
collected, how it will be used, the rights availabjg to thenfgand sources of further
information.

If you are relying on consent to profes§pers¥nal data, how will consent be

obtained and recorded, what informati | be provided to support the consent
process?

Not applicable. Q

Do we inform individuals the use of cookies and other tracking

technologies?
Yes, information i @\o app users about the use of cookies

Do you rec iny'mation about individuals from third parties?
cure computing infrastructure database will receive test results with

tifying token from the NPeX (National Pathology Exchange) system.

ection principle: purpose
es the initiative involve the use of existing personal data for new purposes?

No. The data used to enable app users to claim support payments for isolation does not
constitute personal data within the app and the app’s systems.
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Are potential new purposes likely to be identified as the scope of the initiative
expands?

Yes — these would be related to the response to the COVID-19 emergency, efficacy of the
App and services that users interact with.

Any change to processing of personal data would require revision to this DPIA.

As the Analytics data collected as a by-product of the operation of the App is an
any new purposes for this data are unlikely to raise privacy concerns.

Are we consolidating and linking files and systems and if so how?

No ¢

Are we changing the technology we use and if so, how &}gating the
privacy affects?

No — this is an implementation built on the Google Ap a oting changes to that
system as it works. Any future changes would be subje rewision to this DPIA.

Data protection principle: automated de€isfpn making

Will the processing result in a deci ein ade about the data subject solely
on the basis of automated processifig (Joclyding profiling)?

See the section on automated decigion mak

If yes, is the decision neces§aNgfor-entering into, or performance of, a contract
between the data subjec ta controller? Or authorised by law based on
the data subject’s expIT§ nsent?

No. See the releva

Please des logic involved in any automated decision-making.

The desi pp’s contact tracing function means that App users will be notified
auto it they come into sufficient contact with someone who has tested positive for
&0 . The notification will advise them to self-isolate and may advise them to order
aQgst the risk threshold is decided for issuing a notification is described in the

ctp ‘automated decision making'. It is integral to the design and operation of the
tact tracing function that users be notified automatically, so that they can take

appropriate steps to protect themselves, in a way that does not identify to anyone,
including DHSC, or the person whose positive test result caused the notification to be
issued. The App reminds users that they can phone NHS 111 if they have any questions
or concerns about the notice to self-isolate in light of their personal circumstances (i.e.
what the alert means, what they should need next, whether it is appropriate to obtain a
test).
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Data protection principle: adequacy

Is the data adequate, relevant and not excessive in relation to the purpose or
purposes for which they are processed?

Yes. Please refer to the section ‘nature of the data’.

How have you ensured that only the minimum data is used to meet the purp®se
of processing? e.g. each data item is justified and periodically reviewed %

All persistent personal data is held on the phone and is not accessible to th
With the exception of test results with their associated tokens (which are tr§sigpt ana
short-lived) the data held on the DHSC secure computing infrastructyge backenfg j
anonymous. L 2

How many individuals are processed through this system Q n time
period?

The use of the app is voluntary. It will be effective at afggvel ake, but most effective
if more people download and use it. We are expecting ?’ ad and use of the app.
If 80% of adult smartphone users use the app, jAwould rresent around 56% of the

population or around 37 million people

Data protection principle: accurate @andfp to®late

How are personal data checked for accjigl€y?

Diagnosis Keys are generated b AEN and are not under our control. We rely on the
GAEN to generate unique keysgtf areWot repeated for each instance of the installed
app. We also rely on the G g®nerate Rolling Proximity Identifiers that are unique to
an instance of the install . also rely on the GAEN to re-generate the correct set

of RPIs from diagnom ributed by the DHSC secure computing infrastructure.
usePs

We are relia
been carefuly
advice relati

& self-symptom analysis, but symptom checker questions have
W&igNed with professional oversight in line with overarching public health

DVID-19. We are reliant on the user to submit their postcode district
nat it is a valid postcode district code. There is no verification as to whether
istrict the user enters is the one in which they reside.

monymous Analytics dataset (and risk action etc.) are generated and submitted
omatically by the App.

What action would be taken to correct inaccurate personal data?

Current implementation of postcode district validation uses the following:

Min length 2
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Max length 4
Matches the regex *A-ZJ{1,2}[0-9R][0-9A-Z]?

The user can delete and re-enter the postcode district if they have entered one in error
(subject to the same validation outlined above).

How frequently is the personal data updated or what would trigger the
information being updated?

Data on the users’ phones is updated as they come into proximity with oth& us@rs, sO'the
frequency depends on this.

L 2
The DHSC secure computing infrastructure database is updated o infection) when
the user submits their Diagnosis Keys. It is also updated when teSRgesuWy are received —
S0 once per test request.

Is the quality of the information good enough fo oQsed purposes?

Yes

Are the sources of the personal data reCordgd?

No. It is a privacy feature of the design @f th@ App ®at this information is not necessary.

Data protection principle: retentjon

What are the retention peri personal information

See section ‘retention of da

What is the justific forholding the information for this length of time?
See section retegfon a from the app’

bn schedule be managed and enforced?

How will t

See ion of data from the app’

teW is this retention period reviewed?
t IRyt every 6 months

Are there any exceptional circumstances for retaining certain data for longer
than the normal period?

There are none anticipated at present however in the context of a national emergency this
is a possibility.
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How will information be fully anonymised, archived or destroyed after it is no
longer necessary?

The diagnosis keys and analytics data held on the DHSC secure computing infrastructure
database are anonymous when collected, refer to Appendix 5 for further detail.

The diagnosis keys are retained for a maximum of 28 days (14 days on the phone an{f 14
days on the DHSC secure computing infrastructure database). They are permang
deleted from the phone after 14 days, and from the DHSC secure computing infi % r

after 14 days from submission.
Test results and associated tokens are transient and short-lived.
0\

Data protection principle: rights of the individual
%n on their

How will you action requests from individuals (or some
behalf) for access to their personal information?

Subject access requests will be facilitated by a featur 0 present all information
held in the app on the phone. No data will be retrieved the' DHSC secure computing
infrastructure database as there is no way to LM the infognation held in the DHSC secure
computer infrastructure to individual users.

There is a feature planned for a follow % regase that allows a user to view all captured

data on the app. Given that this data never | s the app that is the only place they will
be able to view it.

How would you locate all Qata relevant to an individual?

Personal data that can b is on the phone

What is the proc, c@this system to responding to data subject’s request to
be forgotte icl

Users may e app from their phone at any time which will cause deletion of all
the Qop he device. Although this will not cascade to the DHSC secure

co&g irgastructure database the diagnosis keys are deleted after 14 days
tISyly

Qx .
ticke 16 — Right to rectification

available — controller does not have access to the personal data on the phone. If a
user disagrees with a test result, they will need to contact the test provider.

Article 18 — Right to restriction of processing

Not available — controller does not have access to personal data on the phone.
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Article 19 — Notification obligation regarding rectification or erasure of personal
data or restriction of processing

Not available — controller does not have access to personal data on the phone.

Article 20 — Right to data portability %I? ,

This right is not available because the processing is not based on consent pursuant t
Article 6(1)(a) or Article 9(2)(a); or on a contract pursuant to Art. 6(1)(b).

Article 21 — Right to object

Available by uninstalling App. The user also has the choice not to use Venue-Clleglin
functionality as well as the ability to delete both all or individual Verge

Article 22 — Automated individual decision-making includiﬁ jing

See section ‘automated decision making’

Data protection principle: appropriate technical ational measures

What procedures are in place to ensure that all staf with access to the
information have adequate IG/Data ProgfCtpn training?

Both DHSC (the controller) and NHS E anHS Improvement have well
established mandatory IG training that Mustpe gccessed annually by all staff. This also
applies to NHS Test and Trace.

How will the information be , collated and used by these staff?

DHSC - internal procedure

NHS England and N r
Electronic Staff R
&

ment — online training provided and monitored via the

What are t restrictions and permissions in place, including a JML
process2

S ion Qecurity of processing’
L 2

{ the security measures in place for this data?

ta are held on the user’s device.

See section ‘security of processing’

122



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Data protection principle: transfers both internal and external including outside
of the EEA

Will an individual’s personal information be disclosed internally/externally in
identifiable form and if so to who, how and why?

No.

Will personal data be transferred to a country outside of the European K i
Area? If yes, what arrangements will be in place to safeguard the pe % ?

There are no expectations that personal data will be transferred outside of §e or ceA.

Consultation ,\
Identify both internal and external stakeholders \\

DHSC - the controller

NHS Test and Trace — part of DHSC, with overall res
Trace programme

delivering the Test and

NHSX — comprising DHSC, NHS England S Imprdvement (TDA and Monitor).

The legal entities comprising NHS Engl@gnd #hd N6 Improvement provide resources/staff
for DHSC through NHSX.

The Welsh Government and its t Wgace Protect programme is a stakeholder in so far as
they have decided to make us e app.

We have a stakeholder t plan which we are using to reach out to groups in the
health sector, social o t representatives, communities, charities, business and
academia to infor elopment of the app. We are in dialogue with privacy groups

and are enga®gd W§h tMe National Data Guardian, Information Commissioner’s Office,
Understandi Data and the Centre for Data Ethics and Innovation.

i
ﬁ ny link to any wider initiative or list any national guidance applicable

(o} 's itiative.

(s initiative accompanies analytical work to support the COVID-19 emergency generally.
The app’s data storage is under the remit of the Test and Trace programme. However, no
linkage of data between the data sources is possible.

Is the provision of personal data obligatory or voluntary?

The provision of diagnosis keys to the DHSC secure computing infrastructure database is
a voluntary action for app users, requiring a positive action.
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If obligatory, why/how is that the case?

Use of the app is voluntary and users who have downloaded it can delete it at any time.
No obligation to use symptom checker.

What are the possible consequences for a data subject if there is a failure t
provide the requested personal data?

If a user does not upload diagnosis keys then opportunities may be missed to ca w
proximity alerting for that user (and the other users with whom they had prg&im
encounters).

Outcomes *

What will be the effects of the processing (i.e. what action tmns will result
from the processing)?

ea ay have contracted
he opportunity to self-
the user displays symptoms);
-19; and (iv) be notified when

Users will be (i) notified about proximity encounters t
COVID-19, and given advice on the steps to take; and
diagnose on the basis of a symptom checker (bgth appl
and (iii) be given the opportunity to request for CO
they have visited a venue where cases h beey reported

Common law duty of confidentialit

Are any of the data subject to ty of ®onfidentiality (e.g. clinical records, OH
details, payroll information)?qf soNglease specify them.

Yes. Test code and results gheN teWporarily in the Cloud Services database.

(Diagnosis keys submyiyg DHSC secure computing infrastructure database indicate
positive COVID-19gi®g ﬁ associated with a set of derived rolling proximity identifiers.
Neither diagigsifgeys RPIs are considered personal data.)

Where it is @ d to use or disclose such data, what are the grounds for doing

so‘?\ <:
J’o& test result to be passed back to the user’s phone, which will allow them to see
it gd

t sked whether they are willing to release their Diagnosis Keys to the cloud so
at App’s contact tracing function can be initiated. The Health Service (Control of
ient Information) Regulations 2002 set aside the CLDC for this purpose. Test results
are used by the broader Test and Trace programme to support planning purposes in
response to the COVID-19 public health emergency.

If the processing is of data concerning health or social care, is it for a purpose
other than direct care?

Public Health Management
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Privacy and Electronic Communications Regulations 2003 (as amended)
(‘PECR’)

Does the processing engage the Privacy and Electronic Communications
Regulations 2003 (as amended) (‘PECR’)? If so, how are the requirements of the %

regulations met?
See relevant section %

Q
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Section 7: Risk register

The following risk register replaces the existing

Risk Privacy issue Risk to
reference —element of individuals
(Ver 0.2): the initiative (complete if
A unique that gives appropriate
coding rise to the to issue or
that risk put not
allows the applicable)
risk to be
easily
identified
R0O01 Transferring of | Risk to
data outside of | individuals
the EEA arising from
without proper inadequate
controls controls to
protect
privacy in
non-
adequate
country.

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Non-
compliance:
No
adequacy
arrangement
results in
serious non-
compliance
with the data
protection
legislation.
This faces
regulatory
action and
exposes the
vulnerabili

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

If
consequent!
y there is
any loss of
personal
data to non-
trusted
sources this
is a further
breach an
risks privac

subjects.

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

risk
accep

red

Reduced
(Likelihood)

ing outside of the EU
with permission and
dequate controls (-, see
Cloud framework); Ongoing
contract oversight of any data
processors ; Authorisation of
User Access process ; Access
Control and Audit Log of user
access across environments ;
Framework for
onboarding/offboarding
suppliers in line with
NHS/DHSC requirements ;
Nature of the analytical data
set collected from app users ;
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Signed off by?

Sign off on Risk - 18-Sep-20
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Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

cceptable? completion

Likelihood
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Impact
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Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R002a

R002b

Privacy issue Risk to
— element of individuals
the initiative  (complete if
that gives appropriate
rise to the to issue or
risk put not
applicable)
Misuse of Loss of
information by |personal
those with data to non-
access within | trusted
dedicated App | sources;
Data privacy risk
Environments | due
(Product and |unauthorised
App Analytical | sharing of
Environments) |personal
data.
Misuse of Loss of
information by |personal
those with data to non-
access within | trusted

dedicated App | sources;

Data privacy ri
Environments | du

(NHS Test and

Trace Data ri f

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Non-
compliance
with data
protection
legislation.

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Vulnerability
of
organisation
to data
breach and
possible
regulatory
action;
reputational
damage;
loss of trust
by app users

bility

o)

rganisation
to data
breach and
possible
regulatory
action;
reputational

Proposed Result, is the
solution(s)/mitigating risk

action(s) — systems and accepted,
processes that are or will be eliminated, or
in place and operating that reduced?

mitigate this risk, including
assurances

) 2

b . d
% Od)

Limited and controlled access
to data environments (pggduct)
and systems that suppo

app , Staff contracts (bot
direct and if employed as (a
processors) ; Process

on GCloud

nboarding/offboarding
suppliers in line with
NHS/DHSC requirements ;

See DPIA for NHS Test and
Trace Data Analytical
Platforms (TTDAP) for controls
within those environments;
Data is analysed and
processed prior to providing
the data to NHS TTDAPs; Data
is not user row level and is
subject to additional controls to

Transferred
(NHS TTDAP)

127

Risk tg
is no

ate for
completion

Likelihood
Impact

—_
N

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

06-Apr-21

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

06-Apr-21 1 3

RAG status

Green

Amber/Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R003

R004

Privacy issue
— element of
the initiative

that gives
rise to the
risk

Analytical
Platforms)

Inadequate
data
processing
agreements
with data
processors.

Lack of
technical or

organisational

measures

implemented |t w

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

personal
data.

Risk to
individuals
arising from
inadequate
controls to
protect
privacy.

Risk to
individua
arisin
i €

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Non-
compliance
with Article
28

requirements

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

damage;
loss of trust
by app users

Vulnerability
of
organisation
to data
breach and
possible
regulatory
action;
reputational
damage;
loss of trust
by data
subjec

Vulnerability
of
organisation
to data
breach and

Proposed Result, is the
solution(s)/mitigating risk

action(s) — systems and accepted,
processes that are or will be eliminated, or
in place and operating that reduced?

mitigate this risk, including
assurances

) 2

/

obstruct reidentification;

Data sets associated wit

app do not makg app use (Likelihood)

rsight of any data
pr®essors ; Authorisation of
ser Access process ; Access
ontrol and Audit Log of user
access across environments ;
Framework for
onboarding/offboarding
suppliers in line with
NHS/DHSC requirements ;

Reduced
(Likelihood)

Data held by the app product,
backup or analytical is not
likely to constitute personal
data as defined by GDPR ;
Hosting arrangements are

128

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace

programme

Sign off for DPIA -
Data Protection

Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace

te for

ompletion

18-Sep-20

18-Sep-20

Likelihood

2

1

Impact

3

2

RAG status

Amber/Green

Green



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R005a

Privacy issue
— element of
the initiative
that gives
rise to the
risk

to ensure
appropriate
security of the
personal data

Personal data
not being
encrypted in
transit

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

organisation
al controls to
protect the
data. Data
breach due
to technical
weakness
(e.g. cyber-
attack);
access by
unauthorised
people.

Risk to
individuals
arising from
inadequate
technical
controls to
protect the
data. data
breach due
to technical
weakness
(e.g. cybgr-
attack);
acce

p

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

in particular
Article 32.

Non-
compliance
with the data
protection
legislation —
in particular
Article 32.

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

possible
regulatory
action;
reputational
damage;
loss of trust
by data
subjects.

Vulnerability
of

loss of trust
by data
subjects.

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

within standard NHS
governance structures,
to routine review and ba
by contracts/oversight at
equivalent to GCJoud ;

ject

a transmitted to the
, ard between
yonments does not
onstitute personal data or has
rotections sufficient to reduce
or eliminate identifiability ; Data
flows to the app from the
environment are undertaken
through secure methods ;
Oversight by NSCS ; PEN test
; routine PEN testing PEN test
and plan to implement
recommendations ;

129

Result, is the
risk
accepted,
eliminated, or
reduced?

) 2

N

Reduce
(Impact)

Risk tg
is no

ate for
completion

Likelihood
Impact

programme
Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

18-Sep-20 1 2

RAG status

Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R005b

R006

Privacy issue
— element of
the initiative

that gives
rise to the
risk

Personal data

not being
encrypted at
rest

Lack of testing

which would
assess and
improve the

effectiveness

of such

technical and
organisational

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

Risk to
individuals
arising from
inadequate
technical
controls to
protect the
data. data
breach due
to technical
weakness
(e.g. cyber-
attack);
access by

unauthorised

people.

Risk to
individuals
arising from
inadequate
technical
controls {o
protect t
data.

measures &
Qe CRIC

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Non-
compliance
with the data
protection
legislation —
in particular
Article 32.

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Vulnerability
of
organisation
to data
breach and
possible
regulatory
action;
reputational
damage;
loss of trust
by data
subjects.

ility

o] isation
o data
breach and
possible
regulatory
action;
reputational
damage;

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

risk
accepted,
eliminated, or
reduced?

) 2

/

The data held does not R e
constitute personal data )
protections suffigient to re(q@Ce
identifiability ; is held

ironment is
services and

t by the NCSC ;

e PEN testing PEN test
nd plan to implement

recommendations ;

Limited identifiability of app Reduce
users data rendering unlikely to (Impact)
be considered personal data

(within the context of the app) ;

Testing undertaken by

contractor (Zuhlke) to ensure
functionality and systems are

tested ; Findings from Early

Adopters programme (noting

that this will involve live user

130

te for
ompletion

Likelihood
Impact

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace

18-Sep20 1 2

programme
Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

18-Sep-20 1 2

RAG status

Green

Green



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R0OO7

R008

Privacy issue Risk to

— element of
the initiative
that gives
rise to the
risk

Inadequate or
misleading
transparency
information

Misuse (by
app user or
those with
access to the
phone) of
token issue

individuals
(complete if
appropriate
to issue or
put not
applicable)

weakness
(e.g. cyber-
attack);
access by
unauthorised
people.

App Users
are not
appropriately
informed
about the
controller,
purposes for
processing,
legal basis
and other
requirements
of Articles 12
and 13.

If reference
code
obtai

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Non-
compliance
with DP
legislation in
particular
Articles 12
and 13;
reputational
damage.

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

loss of trust
by data
subjects.

Vulnerability
of

organisation
to regulatory
action.

Reputational
risk. Failure
to fulfil
obligations
towards app
users.

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

data and needs to be manage
appropriately) to test fungtions,
scale and support servi

PEN test, recommendati

and actions takep as a
consequence

mm®and app) Publishing
; Privacy Notice (Young

ersons); Privacy Information

asy Read); Learning from
outreach programme;
Publication of anonymisation,
user data journey's and
scenarios; Ongoing review of
Privacy information

Note:

Mitigation relies on the action
of the app use and those with
access to their phone

131

Result, is the
risk
accepted,
eliminated, or
reduced?

) 2

N

Reduce
(Impact)

Accepted

Risk tg
is no

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

ate for
completion

28-Nov-20

18-Sep-20

Likelihood

1

3

Impact

4

RAG status

Amber

Amber/Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R009

R010a

Privacy issue
— element of
the initiative
that gives
rise to the
risk

by App for test
requests and
results
management

Malicious
access to
Cloud
Services
database by
cyber attack
Extraction and

re-
identification of
Cloud

Services
database data
by

combination
with other data
Identification
of infected
individual due
to minimal
contact - e.g.
isolated

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

they could
order a test
pretending to
be them.

Risk to
individuals
arising from
inadequate
technical
controls to
protect the
data.

Data breach
due to
technical
weakness
(e.g. cyber-
attack);
access by
unauthorised
people.

Identity of
infected
person
implic

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Protection
legislation, in
particular
accuracy

Non-
compliance
with the data
protection
legislation —
in particular
Article 32.
Notifiable
security
breach.
Breach of
confidentialit

y.
Reputational
damage.
Undermini

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Reputational
damage.

Undermining
purpose of

app.

Reputational
damage.
Undermining
purpose of
app.

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

Data does not reyeal app

reporting to senior Cyber
ation Security
overnance ; Security Risk
itigation Plan and ongoing
work ;

Broader COVID-19 Public
Health Emergency context and
contact tracing ; Contents of
the Privacy Notice addressing
point

132

risk
accepted,
eliminated, or
reduced?

) 2

Reduce
(Likelihood)

Accepted

te for
ompletion

Likelihood
Impact

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

18-Sep20 1 5

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

18-Sep20 3 3

RAG status

Amber

Amber



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R0O10b

RO11

Privacy issue
— element of
the initiative
that gives
rise to the
risk

person with
carer who is
only contact

There is a risk
for app users
with limited
social
interactions
that they might
be identifiable
or be able to
identify other
app users due
to these
limited social
interactions

Malicious or
hypochondriac
incorrect self-
symptom
analysis on
app.

Risk to Compliance Associated Proposed
individuals risk organisatio solution(s)/mitigating
(complete if (complete if n/corporate action(s)— systems and
appropriate appropriate risk processes that are or will be
toissue or toissue or (complete if in place and operating that
put not put not appropriate mitigate this risk, including
applicable) applicable) toissue or assurances
put not
applicable)
implication.
Reidentificati Undermining Loss of Privacy by design and de ;
on (impact  compliance | public trust | Control of sec
on privacy with and concern | by the phon
and statutory about use of operating system¥govide ;
anonymity)  duties and the app Advice,
information in priv@Ey ndiice ; Pl¥ced within
rights law context of Pjpli
(GDPR/DP, COVID-19
CLDC, HRA) ing ; PubYcation of
isation, user data
and scenarios;
ing review of Privacy
information
Proximity The App Information provided within the
users does not app and to app users about
receive false | control symptoms and description ;
proximity Wider Public Health
alerts and programme on learning from
advice. self-diagnosis ; User Research

and feedback programme ;
Review of technical controls
and issuing of alerts (limited by
data provided by API) ;
Ongoing work with
Apple/Google regarding

133

Result, is the
risk
accepted,
eliminated, or
reduced?

) 2

N

Accepted

Accepted

Risk tg
is no

ate for
completion

Likelihood
Impact

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

18-Sep-20 1 2

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

18-Sep-20 3 3

RAG status

Green

Amber



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R012

R0O13

Privacy issue
— element of
the initiative
that gives
rise to the
risk

Absence of
controls over
access to app
by children
(below age
range for app)

Lower than
expected
public trust in
NHS COVID-
19 App

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

Inappropriat
e use by
non-
competent
children
resulting e.g.
in false self-
reported
symptoms
and
proximity
alerts.

The public
do not
benefit from
the App due

to inaccyate g

reports
high

Compliance Associated Proposed Result, is the
risk organisatio solution(s)/mitigating risk
(complete if n/corporate action(s)- systems and accepted,
appropriate risk processes that are or will be eliminated, or
to issue or (complete if in place and operating that reduced?
put not appropriate mitigate this risk, including
applicable) toissue or assurances

put not <

applicable) \

Exposure Logging and
Notification to manage alerts in
a social isolation conte
Advice to contact NHS
equivalent in Wales) if
concerned or fogfurther
guidance ;

The App Undermining | Controls gadthi Accepted
does not purpose of  allows 1

control app. to the

accuracy of the control rganisation ;

the data Users are a to confirm
submitted to ge ; Lawful basis for age
it. seruith age range (16 to 18)
s iewed and confirmed ;
Extensive comms plan to Reduce

d geto | public, and other stakeholders ' (Impact)

e (inc civil liberties campaigners) Reduce
reputation of | to promote trust ; publishing (Likelihood)
the the Privacy Notice , DPIA and
organisation | source code ; Ongoing
and information, update and
effectiveness  engagement campaign ;
of the Ongoing consultation with

134

Risk to jadi te for
i : ompletion

Likelihood
Impact

Sign off on Risk - 18-Sep-20 1 3
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

Sign off on Risk - 19-May-21 3 3
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

RAG status

Green

Amber



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R014a

Privacy issue
— element of
the initiative
that gives
rise to the
risk

There is no
mechanism for
users see
what data
deriving from
them is held
on the app’s

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

merits of a
decentralise
d -v-
centralised
model) a
suboptimal
number of
people
download
the App

Users
unable to
assure
themsel
that t

*
aw

Compliance Associated

risk organisatio

(complete if n/corporate

appropriate risk

to issue or (complete if

put not appropriate

applicable) to issue or
put not
applicable)

HRA). response to

Failure to COVID-19.

fulfil

statutory

duties to the

app user.

eputational

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

Information Commissioner’s
Office (ICO) ; Ongoing
consultation with the Na
Data Guardian (NDG); P
Notice (Young Pgrsons) a

aligning fun
updated pu
equire
he ndency on the GAEN
the app's functionality;
OMgoing work to identify and

aximise the benefits provided

y app functionality whilst
maintaining protections to
identity and privacy of service
users;

As app users are not

identifiable within the context of  (Impact)

the app data subject rights
need to be understood in that
context ; Information provided
to app users about the use of
their data, the limitations on

135

Result, is the Risk tg ate for

risk is no completion
accepted,
eliminated, or
reduced?
0\
Reduce Sign off on Risk - 06-Apr-21

Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -

Likelihood

2

Impact

RAG status

Amber



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R014b

Privacy issue
— element of
the initiative
that gives
rise to the
risk

DHSC secure
computing
infrastructure
database
(because it is
not possible to
relate the data
back to
individuals)

There is no
mechanism for
users to
exercise their
rights in
relation to
personal held
on the phone

Risk to Compliance Associated Proposed
individuals risk organisatio solution(s)/mitigating
(complete if (complete if n/corporate action(s)— systems and
appropriate appropriate risk processes that are or will be
toissue or toissue or (complete if in place and operating that
put not put not appropriate mitigate this risk, including
applicable) applicable) toissue or assurances
put not
applicable)

held should be identifiability as part of the
exercise able to Privacy Notice ; Where
their other demonstrate possible users have beg
subjects’ compelling given access to the data
rights. legitimate on the app with the abilit

grounds. delete some or i

No data

rights are

being

unreasonabl

y or illegally

curtailed
Users None Reputational pp allows users to see
unable to risk olds, such as the
exercise ues'that were visited and
relevant data th&@iming. There is a function
subject o delete data held on the app,
rights (such either all or individual venues
as Subject (management of risks and
Access coercion) ;Data held on the
Requests) app may only be identifiable to
as far is the app user ; Data should be
applicable treated as a user held record ;

Information provided to app
users about the use of their
data, the limitations on
identifiability as part of the
Privacy Notice ; Contents of
app and broader comms ; See

136

risk
accepted,
eliminated, or
reduced?

) 2

Accepted

te for
ompletion

Likelihood
Impact

Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

18-Sep-20 2 3

RAG status

Amber



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R0O15

R0O16

Privacy issue
— element of
the initiative
that gives
rise to the
risk

Uncertainty
over retention
of individual
data items

Unauthorised
disclosure of a
user’s health
status to other
app users

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

There is a
risk that app
users will not
know how
long their
data is to
retained at
the start of
processing

Unlawful
disclosure
resulting in
breach of
confidentialit
y and
distress to
user.

Compliance Associated
risk organisatio
(complete if n/corporate
appropriate risk
to issue or (complete if
put not appropriate
applicable) to issue or
put not
applicable)
Compliance |Compliance
with Data with Data
Protection Protection
legislation (if | legislation
applicable)  (where
and broader |applicable),
principles of | failure to be
data storage | clear and
transparent
with app

users

Breach of Vulnerapilit

Article of

5(1)(a) — org

processed

lawfully, acig nd

fairly and § r nal
d ge.

Proposed
solution(s)/mitigating risk
action(s) — systems and accepted,

processes that are or will be

in place and operating that reduced?
mitigate this risk, including
assurances &

N

relevant section of document.

Q

Details on retention of d
items where known is incl d

will reflect this

nosis Keys that are Reduce
istributed for contact matching | (Impact)
o not relate to identifiable

individuals ; Secure and

privacy preserving method of

returning test results to app

users ; Clarity in Privacy Notice

about potential for potential

identifiability outside of the

context of the app (i.e. base

level risk of public health

incidents) ; User Data

Journey's and associated

scenarios explaining level of

risk and impact; Guidance and

137

Result, is the Risk tg

eliminated, or

is no

Likelihood
Impact

Sign off on Risk - 18-Sep-20 4 1
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

Sign off on Risk - 18-Sep-20 1 5
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

RAG status

Green

Amber



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R017a

R0O17b

Privacy issue

— element of
the initiative
that gives
rise to the
risk

Disclosure by
linkage to
information
held outside
the App. (App

Environments)

Disclosure by
linkage to
information
held outside

the App. (Data
held by DHSC)

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

Unlawful
disclosure
resulting in
breach of
confidentialit
y and
distress to
user.

Unlawful
disclosure
resulting in
breach of
confidentjalit

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Breach of
Article
5(1)(a) -
processed
lawfully,
fairly and in
a
transparent
manner

gnsparent
anner

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Vulnerability
of
organisation
to regulatory
action and
reputational
damage.

ility
o)
rganisation
to regulatory
action and
reputational
damage.

Proposed Result, is the Risk to jadi
solution(s)/mitigating risk i
action(s) — systems and accepted,

processes that are or will be

in place and operating that reduced?
mitigate this risk, including
assurances

L 4

/

comms to users

Within App: Process of
returning results to app u

ts does not provide the

pp test code where it is not
needed (i.e. before return of
results)

Within NHS Test and Trace Transferred

Data Analytical Platforms (held (NHS TTDAP)

by DHSC), see controls within
TTDAP to prevent linkage and
identification, access control
and oversight; Data provided
by the app is subject to
additional controls before it is
provided to TTDAP, data is not

138

eliminated, or

te for
ompletion

Likelihood
Impact

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace

06-Apr-21 1 5

programme
Sign off for DPIA -
Data Protection
Officer

Sign off on Risk - 06-Apr-21 15
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

RAG status

Amber

Amber



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk Privacy issue Risk to Compliance Associated
reference - element of individuals risk organisatio
(Ver 0.2): the initiative (complete if (complete if n/corporate
A unique that gives appropriate appropriate risk
coding rise to the toissue or toissue or (complete if
that risk put not put not appropriate
allows the applicable) applicable) to issue or
risk to be put not
easily applicable)
identified
R0O18 As test Data Non- Vulnerability

ordering subjects are | compliance | of

requires the not with DP organisation

submission of | appropriately | legislation in |to regulatory

directly informed particular action.

identifiable about the Articles 12

information, controller, and 13;

there should purposes for |reputational

be clear processing, damage.

signposting to | legal basis

the user that | and other

they are requirements

leaving the of Articles 12

App and 13.

environment.
R019a There is a risk Vulnerability

the app users of

can be
reidentified by
the data held
in the produ

organisation
to regulatory
action and

reputational

Proposed
solution(s)/mitigating risk
action(s) — systems and accepted,

processes that are or will be

in place and operating that reduced?
mitigate this risk, including
assurances &

N

user row level and is subject to
additional controls; Onggi
oversight and scrutiny o

flows provided.

Reduce
(Likelihood)

w.gov.uk/governmen
lications/coronavirus-
ovid-19-testing-privacy-
formation.) ; Test ordering
user journey provides
information prior to app user
(or non-app users) submitting
data ; Separation out of data

sets ;
Privacy by design and default ; Reduce
Data (analytical data set) (Likelihood)

collected from user (function
specific) are limited and have
negligible risk of direct or
indirect identification ; The

139

Result, is the Risk tg

eliminated, or

is no

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

ate for

completion

18-Sep-20

28-Nov-20

Likelihood

1

0

Impact

3

4

RAG status

Green

Negligible



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

Privacy issue
— element of
the initiative
that gives
rise to the
risk

environment
(the system
that supports
the apps
functionality
and manages
the APIs)
caused by the
data items
collected from
app users in
order to
provide them
with services.

Risk to Compliance
individuals risk

(complete if (complete if
appropriate appropriate

to issue or toissue or

put not put not

applicable) applicable)
(GDPR/DP,
CLDC, HRA)

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

damage.
Loss of
public trust.

Proposed Result, is the Risk to
solution(s)/mitigating risk
action(s) — systems and accepted,
processes that are or will be eliminated, or
in place and operating that reduced?
mitigate this risk, including
assurances
L 4

maijority of data items within
the analytical data set are
counts or summaries of,
interaction with function
app not of specific intera
(i.e. a count of yenues no

Sign off for DPIA -
Data Protection
Officer

ssigned centrally systems)
across 6 hours ; Controls over
access and use within the
product environment ;
Protections within the APIs and
product environment over
access and use to data ;
Requirements to use Apple
Google GAEN limit collection
and use of data items from app
using their functionality; Add
changes or additions to the
analytical data set is subject to

140

Likelihood

Impact

RAG status



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R0O19b

Privacy issue
— element of
the initiative
that gives
rise to the
risk

There is a risk
the app users
can be
reidentified by
the data held
in the
analytical
environment
caused by the
data items
collected from
app users in
order to
provide them
with services.

Risk to Compliance Associated Proposed

individuals risk

(complete if (complete if
appropriate appropriate

to issue or toissue or
put not put not
applicable) applicable)

Reidentificati | Failure to
on (impact | comply with
on privacy statutory

and duties and

anonymity)  information
rights law
(GDPR/DP,
CLDC, HRA)

organisatio solution(s)/mitigating
n/corporate action(s)— systems and

risk processes that are or will be
(complete if in place and operating that
appropriate mitigate this risk, including
to issue or assurances

put not

applicable)
review, must meet the same
criteria and be subject t
same controls;

Vulnerability ' Privacy by design and de

of i

organisation
to regulatory
action and
reputational
damage.
Loss of
public trust.

no®of specific interactions
Q32 count of venues not of
he individual venues
ccessed) ; Each analytical
period only counts interactions
within the period and is not
cumulative ; The app sends no
unique identifier with the
analytical data set and no
identifier is retained no DH
secure data systems ; The
process of uploads adds no
consistent identifier (by the
assigned centrally systems)
across 6 hours ; Controls over

141

Result, is the Risk tg

risk
accepted,

eliminated, or

reduced?

) 2

N

Reduce
(Likelihood)

is no

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

ate for

completion

28-Nov-20

Likelihood

0

Impact

4

RAG status

Negligible



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

Privacy issue
— element of
the initiative
that gives
rise to the
risk

Risk to Compliance
individuals risk
(complete if (complete if
appropriate appropriate
to issue or to issue or
put not put not
applicable) applicable)

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

access and use within the
product environment ;
Protections within the
product environment ov
access and use to data ;
Processes of pr

and

ent to

here

required ; Restriction of
s passed to the

identification is a concern ;
No linkage of data at row level
from the app to data from any
other system ; Requirements to
use Apple Google GAEN limit
collection and use of data
items from app using their
functionality ; There is active
auditing through CDOC for
unauthorised access ; Add
changes or additions to the
analytical data set is subject to
review, must met the same

142

risk
accepte
eliminat

d,
ed, or

reduced?

) 2

N

te for
ompletion

Likelihood

Impact

RAG status



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R019c

Privacy issue
— element of
the initiative
that gives
rise to the
risk

There is a risk
the app users
can be
reidentified by
the data held
in the product
environment’s
performance
viewer (the
system that
provides
dashboards to
oversee the
performance
of the app and
the level of
use)

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

Reidentificati
on (impact
on privacy
and
anonymity)

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Failure to
comply with
statutory
duties and
information
rights law
(GDPR/DP,
CLDC, HRA)

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Vulnerability
of
organisation
to regulatory
action and
reputational
damage.
Loss of
public trust.

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

criteria and be subject to the
same controls;

Privacy by design and d
Data (analytical data set)

. unt of venues not of
yrdividual venues
ccessed) ; Each analytical
eriod only counts interactions
within the period and is not
cumulative ; The app sends no
unique identifier with the
analytical data set and no
identifier is retained no DH
secure data systems ; The
process of uploads adds no
consistent identifier (by the
assigned centrally systems)
across 6 hours ; Controls over
access and use within the
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Result, is the Risk tg

risk
accepted,

eliminated, or

reduced?

) 2

N

(Likelihood)

is no

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

ate for

completion

28-Nov-30

Likelihood

0

Impact

RAG status

Negligible



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

Privacy issue
— element of
the initiative
that gives
rise to the
risk

Risk to Compliance
individuals risk
(complete if (complete if
appropriate appropriate
to issue or to issue or
put not put not
applicable) applicable)

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

product environment ;
Protections within the APIs an
product environment ov.
access and use to data |
Processes of preparation
before data is pigvided to

e app to data from any
tem ; Requirements to
Apple Google GAEN limit
colf®ction and use of data

ems from app using their
functionality ; There is active
auditing through CDOC for
unauthorised access ; Robust
controls prevent any data
export ; Add changes or
additions to the analytical data
set is subject to review, must
meet the same criteria and be
subject to the same controls;

144

risk
accepte
eliminat

d,
ed, or

reduced?

) 2

N

te for
ompletion

Likelihood

Impact

RAG status



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R019d

Privacy issue
— element of
the initiative
that gives
rise to the
risk

There is a risk
the app users
can be
reidentified by
the data held
under the
control of the
Department for
Health and
Social Care
(for example,
app users who
seek a test
could be
reidentified by
combining
their data)

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

Reidentificati
on (impact
on privacy
and
anonymity)

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Failure to
comply with
statutory
duties and
information
rights law
(GDPR/DP,
CLDC, HRA)

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Vulnerability
of
organisation
to regulatory
action and
reputational
damage.
Loss of
public trust.

Proposed

solution(s)/mitigating

action(s) —
processes that are or will be
in place and operating that
mitigate this risk, including

systems and

assurances

Privacy by design and default ;
Data (analytical data se
collected from user (fun
specific) are limited and
negligible risk of direct or

the period and is not
umulative ; The app sends no

unique identifier with the
analytical data set and no

identifier is retained no DH
secure data systems ; The
process of uploads adds no
consistent identifier (by the
assigned centrally systems)
across 6 hours ; Data from the
app is held separately to
other data within the Test
and Trace programme ; The
app associated test code used

145

Result, is the
risk
accepted,
eliminated, or
reduced?

\

r hod)

Risk tg
is no

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

ate for
completion

06-Apr-21

Likelihood

o

Impact

N

RAG status

Negligible



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R019e

Privacy issue
— element of
the initiative
that gives
rise to the
risk

There is a risk
that by
collecting a

Local Authority  and

and a
Postcode
District that a

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

Reidentificati
on (impact
on priva

angw

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

ulnerability
of
organisation
to regulatory
action and
reputational
damage.

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

in the testing process can be
used to update a user’s status
within the app. It is clos
managed to prevent the
association of anyone
receiving testinggfrom the Jta
associated wj e app an

ut being identify which

pp user or link to any data
sets ; The app returns the test
result to the correct user but is
promptly deleted once
validated

Privacy by design and default ;

Data (analytical data set)
collected from user (function
specific) are limited and have
negligible risk of direct or
indirect identification ; Each
analytical period only counts

146

Result, is the Risk to jadi te for
risk i : ompletion
accepted,
eliminated, or
reduced?
e
g .
o (&)
L 4 3 S
\ 3 E
Reduce Sign off on Risk - 29-Nov-20 1 4

(Likelihood) Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme
Sign off for DPIA -

RAG status

Amber



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk Privacy issue Risk to Compliance Associated
reference - element of individuals risk organisatio
(Ver 0.2): the initiative (complete if (complete if n/corporate
A unique that gives appropriate appropriate risk
coding rise to the toissue or toissue or (complete if
that risk put not put not appropriate
allows the applicable) applicable) to issue or
risk to be put not
easily applicable)
identified

user can be CLDC, HRA) Loss of

reidentified public trust.
RO19f There is a risk | Reidentificati bility

that the on (impact o)

Exposure on privacy rganisation
Window data |and to regulatory
sub-set and anonymi action and
Scan Instance reputational
data sub-set damage.
may make app Loss of
users or their public trust.

Proposed Result, is the
solution(s)/mitigating risk

action(s) — systems and accepted,
processes that are or will be eliminated, or
in place and operating that reduced?
mitigate this risk, including

assurances &
interactions within the period

and is not cumulative ; TRe app

sends no unique identifi
the analytical data set an
identifier is retained on D

process of
consistegti

access and
product env

essand use to data ;
irements to use Apple

oogle GAEN limit collection
and use of data items from app
using their functionality ;

Reduce
(Likelihood)

Privacy by design and default ;
Exposure Window (data set)
collected from user is limited
and have negligible risk of
direct or indirect identification ;
The data contained within the
Exposure Window includes
details of interactions but does
not contain details of either

147

Risk tg
is no

ate for
completion

Likelihood
Impact

Data Protection
Officer

Sign off on Risk - 08-Dec-20 0 3
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

RAG status

Negligible



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R019¢g

Privacy issue
— element of
the initiative
that gives
rise to the
risk

status
identifiable as
a result of this
data flow
which may be
more
vulnerable to
network
monitoring
(which is
separate to the
analytical data
set)

There is a risk
the app users
can be
reidentified by
the data held
under the
control of the

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

Reidentificati
on (impact

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

ulnerability
of
organisation
to regulatory
action and
reputational
damage.

Proposed

solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including

assurances

party involved; The app sends
no unique identifier with the
Exposure Window data

no identifier is retained i
DH secure data systems;

ccess and use to data ;
Requirements to use Apple
Google GAEN limit collection
and use of data items from app
using their functionality;

e within the product
ent ; Protections

risk
accepted,
eliminated, or
reduced?

) 2

N

Controls within the app and the Transferred

collection of data (see controls
listed in Risk R019d);
Additional processing and
protections within the app data
environments prior to provision
of data to the TTDAPs;

148

(NHS TTDAP)

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace

programme
Sign off for DPIA -

te for
ompletion

06-Apr-21

Likelihood

0

Impact

RAG status

Negligible



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R020

Privacy issue
— element of
the initiative
that gives
rise to the
risk

Department for
Health and
Social Care in
the NHS Test
and Trace
Data Analytical
Platforms
(TTDAP) and
Joint
Biosecurity
Centre

Absence of
controls over
access to app
by children
(age range
below 16)

Risk to Compliance
individuals risk
(complete if (complete if
appropriate appropriate
to issue or to issue or
put not put not
applicable) applicable)
CLDC, HRA)
Inappropriat | The App
e use by does not
children control
resulting e.g. | accuracy of
in false self- | the data
reported submitted to
symptoms it. Non
and compliance
proximity with stat

alerts. Risk
to the young
app user

from use,of

not

Associated Proposed Result, is the
organisatio solution(s)/mitigating risk
n/corporate action(s)— systems and accepted,
risk processes that are or will be eliminated, or
(complete if in place and operating that reduced?
appropriate mitigate this risk, including

to issue or assurances &

put not

applicable) \
Loss of Controls within the NHS

public trust. | TTDAPs as detailed in t

DPIA for that system an
Privacy Notice for Test a
Trace

Undermining rols witfn the app store Reduce
purpose of arents to limit access | (Likelihood)
app. p but this is beyond

Regula ontrol of the organisation ;

action, sers are asked to confirm

re eir age ; Advice provided
throughout comms around age
o blic of app user ; Age of app user
t clearly described in published

DPIA (DPIA);

149

Risk tg
is no

ate for
completion

Likelihood
Impact

Data Protection
Officer

Sign off on Risk - 18-Sep-20 2 2
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

RAG status

Amber/Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R021

R022

Privacy issue

— element of
the initiative
that gives
rise to the
risk

The app
provides
services to
young app
users (age
range 16-18).
There are
additional
requirements
for data

processing for

those under
the age of 18
(those under

18 are children

in GDPR
terms)

There is a risk
that those
functions
subject to the
Privacy and
Electronic

Communicatio
ns Regulations

may not meet
the

requirements
set out by the

Risk to Compliance Associated
individuals risk organisatio
(complete if (complete if n/corporate
appropriate appropriate risk
toissue or toissue or (complete if
put not put not appropriate
applicable) applicable) to issue or
put not
applicable)

Children’s Failure to Vulnerability
use of the comply with | of
app (age statutory organisation
band 16-18) duties and to regulatory
is not information | action and
supported by |rights law reputational
appropriate | (GDPR/DP, 'damage.
controls CLDC, HRA) Loss of

including public trust.

those

additional

points.
The users Compliance |V,

may feel that  with PECR

notifications, | [The Priva tion
messages and t latory
and ElectQQic action and
information |Co atNpeputational
associated  on damage.
around ' Loss of
app is ReWations | public trust.
003

int¥3| n

N\

Proposed Result, is the Risk to
solution(s)/mitigating risk

action(s) — systems and accepted,

processes that are or will be eliminated, or

in place and operating that reduced?

mitigate this risk, including
assurances

) 2

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Privacy by design and default
within the app ; Young app
users are not identifiabl
outside of the data held
phone within the app ;
Provision of addii
to young app,

Reduce
(Likelihood)

rivacy by design and default
within the app ; data
minimisation to support strictly
necessary purposes for app
user ; clarity on app users
contribution to Public Health
management (COVID-19) ;
Legal review of position on
PECR and actions taken as a
consequence ; App Screens,
Privacy Notice and DPIA
clearly set out functions that

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

150

te for

ompletion

18-Sep-20

18-Sep-20

Likelihood

—_

1

Impact

N

3

RAG status

Green

Amber/Green



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk Privacy issue Risk to Compliance Associated Proposed Result, is the Risk tg ate for
reference - element of individuals risk organisatio solution(s)/mitigating risk is no completion
(Ver 0.2): | the initiative (complete if (complete if n/corporate action(s)- systems and accepted,
A unique that gives appropriate appropriate risk processes that are or will be eliminated, or
coding rise to the toissue or toissue or (complete if in place and operating that reduced?
that risk put not put not appropriate mitigate this risk, including 3
allows the applicable) applicable) toissue or assurances TS -
risk to be put not = 8
easily applicable) \ x £
identified -1 | =
regulations fall under PECR and the Public
and Health function ; Topic
associated included in published D
legislation.
R023 There is arisk | There is a Compliance | Vulnerability 'Design of the Reduce Sign off on Risk - 18-Sep-20 1 3
that those risk thatan | with of supporting - (Likelihood) Senior Information
functions, individual will Automated  organisation Risk Owner and
where the feel subject | Decision to regulatory Chief Executive for
standards of | to automated Making action and Test and Trace
Automated decision (ADM, reputational programme
Decision making that | Article 22 of | damage. Sign off for DPIA -
Making are they donot GDPR) Loss of Data Protection
noted, may not | understand, public trust. Officer
meet the cannot query uireMents of the law and
requirements | or disregard nce ; Where appropriate,
set out by uman intervention is
relevant ecommended to app users at
legislation and the end of any process with
guidance automated decision making ;
Publication of explanation of
risk algorithm explanation ;
Topic included in published
DPIA
. \g
R024 Inappropriat Prggim The App Reputational | Controls within the app store  Accepted Sign off on Risk - 18-Sep-20 3 2

151

RAG status

Amber/Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R025a

Privacy issue Risk to

— element of
the initiative
that gives
rise to the
risk

use by users
(including
malicious,
erroneous or
hypochondriac
self-diagnosis
app) [Age
bracket 16 to
18] see R011

Inappropriate
use of the

individuals
(complete if
appropriate

to issue or
put not

applicable)

users

receive false

proximity
alerts and
advice.

a

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

does not
control
accuracy of
the data

submitted to
it.

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

damage,
purpose of
the app is
undermined
and public
confidence
in the app is
diminished.

? :ilure to Reputational

8

pload

damage,

Proposed Result, is the Risk to jadi
solution(s)/mitigating risk i
action(s) — systems and accepted,
processes that are or will be eliminated, or
in place and operating that reduced?
mitigate this risk, including

assurances

) 2

N

Senior Information
Risk Owner and
n; Chief Executive for

allows parents to limit access
to the app but this is beyond
the control of the organigg

Users are asked to confl Test and Trace
their age ; Advice provide programme
throughout comggs around Sign off for DPIA -
of app us Data Protection
published Officer

ation

ramme ; Review of
ical controls and issuing
f alerts (limited by data
provided by API) ; Ongoing
work with Apple/Google
regarding Exposure Logging
and Notification to manage
alerts in a social isolation
context

Information provided within the ' Reduce Sign off on Risk -
app and to app users about (Likelihood) Senior Information

152

te for
ompletion

18-Sep-20

Likelihood

2

Impact

RAG status

Amb

er/G



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R025b

Privacy issue
— element of
the initiative
that gives
rise to the
risk

Venue Check-
In function
(including
malicious,
erroneous or
hypochondriac
self diagnosis)

Inappropriate
use or
misleading of
the Venue
Check-In
posters
(including
malicious
creation or
faking of QR
posters)

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

are
inaccurately
identified as
at clinical
risk from
COVID-19

App Users
are exposed
to QR
checks
posing a risk
to the
individu
privac
confi

iﬁe\

S
da

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

statutory
duties to the
public (public
health)

Failure to
upload

statytory
dutiofyo
pubj D
he

Associated Proposed Result, is the
organisatio solution(s)/mitigating risk
n/corporate action(s)— systems and accepted,
risk processes that are or will be eliminated, or
(complete if in place and operating that reduced?
appropriate mitigate this risk, including
to issue or assurances &
put not
applicable) \
purpose of | symptoms and description ;
the app is Wider Public Health
undermined | programme on learning
and public self-diagnosis ; User Res
confidence  and feedback prggramme
in the app is | control
diminished. s (limited by
anage alerts in
programme of public
Ith Juidance and comms ;
GUWtance available in different
ormats and languages ;
| Process and controls within Reduce
NHS Official QR creation and | (Likelihood)

use ; Controls within the app to
; ensure that only NHS Official
ndermined

QR codes can be scanned ;
and public Support for app users and
confidence  guidance on official QR codes ;
in the app is
diminished.

153

Risk tg
is no

Likelihood
Impact

Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

18-Sep20 1 2

RAG status

Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R026

R027

R028a

Privacy issue Risk to
— element of individuals
the initiative (complete if
that gives appropriate
rise to the to issue or
risk put not
applicable)
In order to The IP
communicate |address may
over the be
internet associated
address, an IP | with
address is individual
used by users
mobile phones
The data The data
collected by collected
the app is not | about
proportionate | individuals is
to the intrusive and
purposes that | is not
the data is proportionat
used for e to the
services
provided by
the app
¢
There is a risk id

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Failure to
comply with
latest legal
position on
IP address
as
identifiable
data (Breyer)

Failure to
comply with
the
principles
and

requirements

of

infognati
rightSQEw
(G

DP!

A 8)

ailure to

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Compliance
risk,
reputational
damage,
public
confidence
in the app is
diminished

Compliance
risk,

Vulnerability

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

The IP address has to be
transmitted by the phone but
this is outside of the co of
the DHSC ; In line with t
Apple Google terms of us
privacy by desiga and defaggt
and commit
IP address 1

rivaqgby design and default

Akhin app ; Minimal data set
witeach item and collected
eviewed for necessity for
purpose ; analytical data set
relies on counts and
summaries rather than
collecting individual items
(except postcode district and
test result) ; use of data within
different environments
demonstrates continual
minimisation and necessity of
data being used

Privacy by design and default ;

154

risk
accepted,

eliminated, or

reduced?

) 2

Reduce
(Impact)
Reduce
(Likelihood)

Eliminated

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace

programme

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -

te for

ompletion

18-Sep-20

18-Sep-20

17-Oct-20

Likelihood

N

Impact

—_

RAG status

Green

Green



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

Interopera
bility

R028b
Interopera
bility

Privacy issue

— element of
the initiative
that gives
rise to the
risk

the app users
can be
reidentified by
the data
shared
through
federated
servers to
support alerts
to app users
across
jurisdictions

covered by the
Interoperability

Agreement
(Northern
Ireland,
Scotland,

Wales, Jersey,

Gibraltar and
England)

There is a risk
that app users

can be
reidentified by
the data
shared and
used to

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

on (impact
on privacy
and

anonymity)

Reidentificati
on (impact

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

comply with
statutory
duties and
information
rights law
(GDPR/DP,
CLDC, HRA)

Fail
co
t
and

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

of
organisation
to regulatory
action and
reputational
damage.
Loss of
public trust.

ulnerability
of
organisation
to regulatory
action and
reputational
damage.

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

Requirements to use Apple
Google (GAEN) limit col
and use of data items fr
using their functionality ;
Nature of the di
anonymous i
Interoperabi

Privacy by design and default ;
Requirements to use Apple
Google (GAEN) limit collection
and use of data items from app
using their functionality ; Data
used to ensure integrity and
accuracy of data passed and

155

Result, is the Risk tg

risk
accepte
eliminat

d,
ed, or

reduced?

) 2

N

Eliminated

is no

Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

17-Oct-20

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -

Likelihood

Impact

RAG status

N/A



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R028¢c
Interopera
bility

Privacy issue Risk to

— element of individuals

the initiative (complete if

that gives appropriate

rise to the to issue or

risk put not
applicable)

monitor the

performance

of the

interoperability

service

through

federated

servers across
jurisdictions
covered by the
Interoperability
Agreement
(Northern
Ireland,
Scotland,
Wales, Jersey,
Gibraltar and
England)

There is arisk | Reidentificati

that app users | on (impact
can be on privacy
reidentified and
should any anonymity)
data be shared

beyond the

partners to the
interoperability
agreement
should a

Compliance Associated Proposed Result, is the Risk to te for
risk organisatio solution(s)/mitigating risk ompletion
(complete if n/corporate action(s)- systems and accepted,
appropriate risk processes that are or will be eliminated, or
to issue or (complete if in place and operating that reduced?
put not appropriate mitigate this risk, including
applicable) toissue or assurances
put not <
applicable)
CLDC, HRA) Loss of received from federated Data Protection
public trust. | servers; Interoperability Officer
Agreement; additional
testing type to support
appropriate use of Diagn
Keys in interopegability.
Failure to ab Privacy by design and default ;  Eliminated Sign off on Risk - 17-Oct-20
comply wit Requirements to use Apple Senior Information

ation
to Tegulatory
ction and
reputational
damage.
Loss of
public trust.

Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Google (GAEN) limit collection
and use of data items from app
using their functionality ; Data
used to ensure integrity and
accuracy of data passed and
received from federated
servers; Interoperability
Agreement

156

Likelihood

Impact

RAG status

N/A



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R029
Interopera
bility

R0O30
Interopera
bility

Privacy issue
— element of
the initiative
that gives
rise to the
risk

partner
provide data
shared onto
additional
bodies

There is arisk
for app users
with limited
social
interactions
that they might
be identifiable
or be able to
identify other
app users due
to these
limited social
interactions

Uncertainty
over retention
of diagnosis
keys across
jurisdictions
they are
shared with

Risk to Compliance
individuals risk
(complete if (complete if
appropriate appropriate
to issue or to issue or
put not put not
applicable) applicable)
Reidentificati  Undermining
on (impact compliance
on privacy with
and statutory
anonymity)  duties and
information
rights law
(GDPR/DP,
CLDC, HRA)
There is a Underminj
risk that app '
users will not

know how

Associated Proposed Result, is the
organisatio solution(s)/mitigating risk
n/corporate action(s)— systems and accepted,
risk processes that are or will be eliminated, or
(complete if in place and operating that reduced?
appropriate mitigate this risk, including
to issue or assurances &
put not
applicable) \
Loss of Privacy by gMand defau Accepted
public trust | (-); Requirement use Apple
and concern  Googl| collection
about use of and u from app
the app using their f@ihcii@nality (-);
Advice prov to users about
of identflication outside of
e (-); Privacy Notice (-);
Interoperability Agreement Reduce
p trust | (MOU) (Likelihood)

and concern
about use of
the app

157

Risk tg
is no

Likelihood
Impact

Sign off on Risk - 17-Oct-20 1 2
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

Sign off on Risk - 17-Oct-20 4 1
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

RAG status

Green

Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R031
Interopera
bility

R032
Interopera
bility

Privacy issue
— element of
the initiative
that gives
rise to the
risk

There is a risk
that diagnosis
keys passed to
other
jurisdictions
may be shared
further without
the app user’s
permission or
being informed

There is a risk
that data
provided or
derived from
data provided
by England
and Wales are
not subject to
robust controls
once
downloaded
by other
jurisdictions.

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

There is a
risk that
once a
diagnosis
key is
outside of
the control of
the data
controller
they may be
shared
further than
expected

None
identified

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Undermining
compliance
with
statutory
duties and
information
rights law
(GDPR/DP,
CLDC, HRA)

Undermining
public trust,
compliance
and England
and Wales
ability to
oversee
infogpati

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Loss of
public trust
and concern
about use of
the app

There is a

r that

codld be
erived from
them - such

as a count of

Diagnosis

Keys, will not

be under the
control of

Proposed Result, is the Risk to te for

solution(s)/mitigating risk ompletion

action(s) — systems and accepted,

processes that are or will be eliminated, or

in place and operating that reduced?

mitigate this risk, including 3

assurances § 5
L g T 8

o E
Privacy by design and default ; Sign off on Risk - 17-Oct-20 3 1

Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Requirements to use Apple
Google (GAEN) limit co
and use of data items fr
using their functionality ;
Interoperability

jon

reement

17-Oct-20 1 2

Reduce
(Likelihood)

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

158

RAG status

Green

Green



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R033
Interopera
bility

R034
Interopera
bility

Privacy issue

— element of
the initiative
that gives
rise to the
risk

Lack of
technical or
organisational
measures
implemented
to ensure
appropriate
security of the
data on the
federated
servers or
once passed
to other
jurisdictions

There is a risk
that app users

who live and
work on the
border of

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

Risk to
individuals
arising from
inadequate
technical or
organisation
al controls to
protect the
data. Data
breach due
to technical
weakness
(e.g. cyber-
attack);
access by
unauthorised
people.

Failure f
provi
eff@eti
vian
acQra

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

Non-
compliance
with
statutory
obligations

towards

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

England and
Wales once
they are
shared with
other
jurisdictions

Potential for
regulatory
investigation
and
subsequent
action;
reputational

Proposed
solution(s)/mitigating risk
action(s) — systems and accepted,

processes that are or will be

in place and operating that reduced?
mitigate this risk, including
assurances &

N

Loss of
public trust
about the
value and
efficacy of

Privacy b nd default ; Reduced
Requir, Apple (Likelihood)
Googl ollection
and use of ms from app
using their fi onality ;

perabiy Agreement ;
Provision of interoperability Reduced
across jurisdictions set out in | (Likelihood)

the interoperability agreement

159

Result, is the Risk tg

eliminated, or

is no

17-Oct-20

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk - 17-Oct-20
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

Likelihood

Impact

RAG status

Green

Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R035
Interopera
bility

R036
Interopera
bility

R037

Privacy issue Risk to Compliance Associated

—element of individuals risk organisatio

the initiative (complete if (complete if n/corporate

that gives appropriate appropriate risk

rise to the toissue or toissue or (complete if

risk put not put not appropriate

applicable) applicable) to issue or

put not
applicable)

different information  citizens the app

jurisdictions for app users

are not across

supported by | jurisdictions

the NHS

COVID-19 app

There is arisk | Failure to Failure to Loss of

that app users | provide an uphold public trust

who travel effective statutory about the

between service and | obligations | value and

countries are  accurate towards efficacy of

not supported |information | citizens the app

by the NHS for app users

COVID-19 app |across

jurisdictions

There is arisk | Failure to Failure to Loss o

that diagnosis | provide an uphold pub

keys are not in | effective statutory th

the correct service and | obligations . @v d

format, shared accurate towgrds of

and utilised to | information | citiz the=&pp

the maximum | for app users

benefit of across

users

jurisdictigns
. \;

Thereisari L o] Non- Reputational

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

ork of Interoperability

overnance Group ; Technical

Protocol ; Synchronisation of
Servers ; Procedures within
NHS COVID-19 app

programme to ensure accuracy

and validity of submissions ;
Procedures within NHS
COVID-19 app to support
accuracy and validity of keys
received from other

jurisdictions

No details are provided about

160

te for
risk ompletion
accepted,

eliminated, or

reduced?

) 2

N

programme

Sign off for DPIA -
Data Protection
Officer

Reduced
(Likelihood)

Sign off on Risk - 17-Oct-20
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

Reduced
(Likelihood)

Sign off on Risk - 17-Oct-20
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

Accepted Sign off on Risk - 08-Dec-20

Likelihood

Impact

RAG status

Amber/Green

Green

< E-



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R038

Privacy issue Risk to

— element of
the initiative
that gives
rise to the
risk

that app users

may be able

identify venues

that are the
source of an
alert

There is a risk
that app users

will not know
their Local
Authority and
may not be
entered
correctly

individuals
(complete if
appropriate
to issue or
put not
applicable)

personal
data to non-
trusted
sources;
privacy risk
due
unauthorised
sharing of
personal
data. Venue
(and
attendees)
are
inaccurately
identified as
at clinical
risk from
COVID-19

The
individual
may not get
the relevant
information

n
VI

for their grea hQaw

(risks, ( R/DP,

testin CLD®, HRA)
»

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

compliance
with data
protection
legislation.

Failure to

infd 0

ional
comply vy ri llure
stat toyenil

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

risk. Failure
to fulfil
obligations
towards
venues and
app users.
Vulnerability
of
organisation
to regulatory
action and
reputational

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

venues in alerts; details in the
alerts limit the ability to i
any venue from the aler
are broadly in line with wi
contact tracing god health
protection tea nue/site
interventio

damage. Q

bligations
towards app
users.
Vulnerability
of
organisation
to regulatory

The app will support the app
user in selecting the relevant
local authority after adding
postcode district, there is
additional support available
from the gov.uk; advice to
user. Information is available
from multiple sources to
support.

161

ntify

Result, is the Risk tg

risk
accepted,

eliminated, or

reduced?

) 2

N

Reduce
(Likelihood)

is no

Likelihood
Impact

Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk - 29-Nov-20 1 2
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

Officer

RAG status

Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R039

Privacy issue
— element of
the initiative
that gives
rise to the
risk

There is a risk
that collecting
both postcode
district and
Local Authority
is not in line
with the
principle of
data
minimisation

Risk to Compliance Associated
individuals risk organisatio
(complete if (complete if n/corporate
appropriate appropriate risk

toissue or toissue or (complete if

put not put not appropriate

applicable) applicable) to issue or
put not
applicable)
action and
reputational
damage.

There is a Failure to Vulnerability

risk thatan | comply with | of

individual statutory organisation

may be more | duties and to regulatory

identifiable  information | action and
due the rights law reputational
collection of (GDPR/DP, damage.
Local CLDC, HRA) Loss of
Authority public trust.
and

postcode

district

Proposed Result, is the Risk to jadi
solution(s)/mitigating risk i
action(s) — systems and accepted,
processes that are or will be eliminated, or
in place and operating that reduced?
mitigate this risk, including

assurances

) 2

/

Sign off on Risk -
(Likelihood) Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Privacy by design and de
Data (analytical

ccessed) ; Each analytical
period only counts interactions
within the period and is not
cumulative ; The app sends no
unique identifier with the
analytical data set and no
identifier is retained on DH
secure data systems ; The
process of uploads adds no
consistent identifier (by the
assigned centrally systems)
across the collection period ;
Controls over access and use

162

te for

ompletion

28-Nov-30

Likelihood

1

Impact

3

RAG status

Amber/Green



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk Privacy issue Risk to Compliance Associated
reference - element of individuals risk organisatio
(Ver 0.2): the initiative (complete if (complete if n/corporate
A unique that gives appropriate appropriate risk
coding rise to the toissue or toissue or (complete if
that risk put not put not appropriate
allows the applicable) applicable) to issue or
risk to be put not
easily applicable)
identified
R040 There is arisk | Reidentificati | Fai Reputational
Support that the app on (impagt risk. Failure
Isolation users seeking |on priva ory to fulfil
Payment | Self-Isolation | and and obligations
Payment, ormation | towards app
when ights law users.

Proposed Result, is the Risk tg ate for

solution(s)/mitigating risk is no completion
action(s) — systems and accepted,

processes that are or will be eliminated, or

in place and operating that reduced?

mitigate this risk, including
assurances &

N

Likelihood
Impact

within the product environment
; Protections within the 4BIs
and product environme
access and use to data ;
Requirements to,use Appl

review, mu
criteria and

nalytical Data Set until the

ppropriate safeguards to
ensure that the combination of
postcode district and local
authority does not lead to an
increased risk of
reidentification.

Reduce 07-Dec-20 0 4

(Likelihood)

Within the app context:

Data and Privacy page in the
app; Information provided on
Self-Isolation pages and
process; Privacy Notice for the
app ; Communication

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

163

RAG status

Negligible



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R041

Privacy issue

— element of
the initiative
that gives
rise to the
risk

recommended,

will be
identifiable
within the
app's data
sets.

There is a risk

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

(GDPR/DP,
CLDC, HRA)

O

RO

a

ailure to

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Vulnerability
of
organisation
to regulatory
action and
reputational
damage.

Reputational

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

risk
accepted,
eliminated, or
reduced?

) 2

campaign for public about app
and Self-Isolation Payments ;
O; Publishing DPIA; T C
token created provides t

from the app to Gateway
portal. Once thegpp user
confirmed as ident of
nter date
te is the

Sign off for DPIA -
Data Protection
Officer

journey to ensure the
pp 's anonymity is
served.

ithin the portal and self-
isolation claim process
Information provided to the
applicant about the process,
the obligations upon them and
the requirements for claiming
the Self-Isolation Payments.
For more information see the
risk register for the self-
isolation process.

Within the app context: Transferred Sign off on Risk -

164

te for

ompletion

07-Dec-20

Likelihood

1

Impact

4

RAG status

<.



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk Privacy issue

reference — element of

(Ver 0.2): the initiative

A unique that gives

coding rise to the

that risk

allows the

risk to be

easily

identified

Support that app users

Isolation seeking Self-

Payment Isolation
Payment will
not be aware
of the
obligations
that seeking
Self-Isolation
Payments put
upon them.

R042 There is a risk

that the app is
not presenting
choices in a
fair and
transparent
manner for
app users

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

user may
face legal
consequenc
es from
applying for
Self-Isolation
Payments
but not
understandin
g the
requirements

There is a
risk that

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

comply with
statutory
duties and
information
rights law
(GDPR/DP,
CLDC, HRA)

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

risk. Failure
to fulfil
obligations
towards app
users.
Vulnerability
of
organisation
to regulatory
action and
reputational
damage.

Re®tational
isk. Failure
to fulfil
obligations
towards app
users.
Vulnerability
of

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

Data and Privacy page in the
app; Information provid
Self-Isolation pages an
process; Privacy Notice
app ; Communicgtion

on

ligations upon them and
irements for claiming
seltisolation payments.
ser is required to provide

eir agreement to proceed.

or more information see the
risk register for the self-
isolation process.

Provision of choices to app
users throughout the user
journey for user choice; Ability
to change choices and to say
no; FAQs, published Privacy
Notice and Data Protection
Impact Assessment (DPIA);
Ongoing communications and

165

Result, is the Risk tg
risk
accepted,
eliminated, or
reduced?

is no

Likelihood
Impact

Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Reduce
(Likelihood)

Sign off on Risk - 06-Apr-21 2 2
Senior Information

Risk Owner and

Chief Executive for

Test and Trace

programme

Sign off for DPIA -

Data Protection

RAG status

Amber/Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R043

R044

Privacy issue

— element of
the initiative
that gives
rise to the
risk

There is a risk

that the crash

report data set
[RemoteServic

eException]
will increase
the

identifiability of

Android NHS

COVID-19 app

users or
include
unnecessary
data items.

There is a risk

that
dependency

on technology

providers
(Apple and
Google) may
impact on the
service

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

The data
collected
may be
intrusive or
may
increase the
risk of
reidentificati
on

There is a
risk that the
service user
will not get
the servige
intende
requir y

t
t&

Compliance Associated

risk
(complete if
appropriate
to issue or
put not
applicable)

Failure to
comply with
statutory
duties and
information
rights law
(UK
GDPR/DP,
CLDC, HRA)

rovider

organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

organisation
to regulatory
action and
reputational
damage.

Reputational
risk. Failure
to fulfil
obligations
towards app
users.
Vulnerability
of
organisation

ependency
on the Apple
and Google
EN
technology,
platforms,
Operating

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

engagement with the public
and app users.

ill then be collected.

Liasion with Apple and Google Accepted

to discuss known issues and
technological solutions.

166

te for

risk ompletion

accepted,

eliminated, or

reduced?
e
o
S .
o (&)

L 4 T 8
3 E
Officer
Accepted Sign off on Risk - Resolved - -

Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Completed 2 2

RAG status

N/A

Amber/Green



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk Privacy issue Risk to Compliance Associated Proposed Result, is the Risk tg ate for
reference - element of individuals risk organisatio solution(s)/mitigating risk is no completion
(Ver 0.2): | the initiative (complete if (complete if n/corporate action(s)- systems and accepted,
A unique that gives appropriate appropriate risk processes that are or will be eliminated, or
coding rise to the toissue or toissue or (complete if in place and operating that reduced?
that risk put not put not appropriate mitigate this risk, including
allows the applicable) applicable) toissue or assurances TS
risk to be put not
easily applicable) \
identified
provided to Systems and
app users app store will
impact on
the services
provided to
app users
R045a Lower than There is a Failure to Risk of Reduce Sign off on Risk - 04-Jun-21,
Please expected risk that the | comply with damage to (Impact) Senior Information Ongoing and
Note: This |public trustin  service user | statutory the Reduce Risk Owner and Review
entry the efficacy of |will not get | duties and reputation of (Likelihood) Chief Executive for
accounts | the NHS the service |information | the Test and Trace
for the COVID-19 App intended or |rights law organisation programme
Public due the consistent (UK and advice and Sign off for DPIA -
Health difference in advice from |GDPR/DP, | effectiven ent of app to address Data Protection

context of |advice the data CLDC, of the ject to prioritisation).App’s Officer
COVID-19 | provided by controller. HRA). respon evelopment programme
and is the app in For example, | Failure to CcO ddresses the fact that some
measured | comparison the app's fulfil issues cannot be resolved
accordingly | with advice self-isolation | statutory quickly or are subject to rapid
from NHS Test timer may duties to policy change. Ongoing
and Trace not reflect app r. programme within app and
(England) and | the current work with wider programme to
Test, Trace testing and identity functionality
and Protect isolation improvements to address this
(Wales) policy in issue; ongoing engagement

and advice provided to

En;lea
! ministers; input from app team
r& wider public health policy,

167

Likelihood
RAG status

Impact
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Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R045b

Privacy issue Risk to
—element of individuals
the initiative (complete if
that gives appropriate
rise to the to issue or
risk put not
applicable)
be a specific
impact on
the rights
and
freedoms of
the
individuals
based on
this
discrepancy.
There is an There is a
issue where risk that
the data contact
controller cases are
(DHSC) asked to
cannot update self-isolate
contact cases based on an
[App Users initial
who were assisted

digital contacts tes+r b
of index cases]
of app users

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

There is a
risk that
contact

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

Fail

and

infOrmation
ights law
(UK
GDPR/DP,
CLDC,
HRA).
Failure to
fulfil

Proposed Result, is the
solution(s)/mitigating risk

action(s) — systems and accepted,
processes that are or will be eliminated, or
in place and operating that reduced?

mitigate this risk, including
assurances

) 2

N

guidance and decisions; App is
advisory and is clearly labelled
as such; Content, links §
support offered in app toW
users to ensure further

ploymentW
provide
and risk

Active programme and Reduce
prioritisation for app (Impact)
improvement focused on Reduce
maximising public health (Likelihood)

benefit of the app. Ongoing
work to spot misalignment with
broader advice and
development of app to address
(subject to prioritisation). App’s
development programme
addresses the fact that some
issues cannot be resolved
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te for
ompletion

Likelihood
Impact

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace

12-Aug-21, 2 4
Ongoing and
Review

programme

Sign off for DPIA -
Data Protection
Officer

RAG status

Amber



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Risk Privacy issue

reference — element of

(Ver 0.2): the initiative

A unique that gives

coding rise to the

that risk

allows the

risk to be

easily

identified
who tested
positive with
an assisted
LFD tests
where the
follow-up PCR
test is negative

R045¢ Lower than
expected

public trust in
the efficacy of
the NHS

COVID-19 App | inten

due the
difference in

Risk to
individuals
(complete if
appropriate
to issue or
put not
applicable)

cannot be
informed that
they are no
longer
required to
self-isolate

There is a

risk that the
service user
will not

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

cannot be
informed that
they are no
longer
required to
self-isolate

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

statutory
duties to the
app user.
Specifically:
Right to
Liberty, Art
5, and Right
to Privacy
and Family
Life, Art 8

RIS®of

amage to
the
reputation of
the
organisation
and

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

quickly or are subject to rapid
policy change; Ongoing gork
within the app to identif
functionality improvemen
address the issug; ongoin
engagement dvice
provided to rs;

visory and labelled as

uch; The contact, links and
support offered in the app
ensure further guidance is
signposted;

Active programme and
prioritisation for app
improvement focused on
maximising public health
benefit of the app. Advice
provided to app user on screen
but functionality not updated.

effectiveness Ongoing programme within
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of relevant

Result, is the Risk tg ate for

risk is no completion
accepted,
eliminated, or
reduced?
°
o
. Z |5
e 3
\ 5 | E
Reduce Sign off on Risk - 19-May-21 2 3
(Impact) Senior Information
Reduce Risk Owner and
(Likelihood) Chief Executive for

Test and Trace
programme

Sign off for DPIA -
Data Protection

RAG status

Amber/Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

Privacy issue
— element of
the initiative
that gives
rise to the
risk

advice by the
app in
comparison
with proader
NHS Test and
Trace
(England) and
Test, Trace
and Protect
(Wales).
Specifically,
advice given to
contact cases
of other app
users who
receive
Positive of the
Limits of
Detection
(PLOD) test
results)
Please Note:
This entry
accounts for
the Public
Health context
of COVID-19
and is
measured
accordingly.

Risk to Compliance
individuals risk
(complete if (complete if
appropriate appropriate
to issue or to issue or
put not put not
applicable) applicable)

the data CLDC,

controller HRA).
Failure to
fulfil
statutory
duties to the
app user.

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

of the
response to
COVID-19.

Proposed

solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including

assurances

app to identity functionality

improvements to address this
issue; ongoing engage
and advice provided to
ministers; input from app

ssessment where appropriate
(for example, Digital Contact
Tracing)

170

risk
accepted,
eliminated, or
reduced?

) 2

Officer

te for
ompletion

Likelihood

Impact

RAG status
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Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R046

R047a

Privacy issue Risk to
— element of individuals
the initiative  (complete if
that gives appropriate
rise to the to issue or
risk put not
applicable)
There is arisk | App users
that the app who may fall
provides within the
inaccurate age band
public health | would not
based on the |receive
use of a static |accurate
date for the advice from
age the app and
declaration. may not be
The age able to
declaration on | accurately
the app self-declare
provides a their age
static date band
The use of Individuals
non-verified may be
user self- impacted by
declarations inaccurate
(under 18 declarations
years of age made by
and vaccine other app
status) users
introduces Noted
potentially Potentia
inaccurate impa
information r
into the

Compliance Associated Proposed Result, is the
risk organisatio solution(s)/mitigating risk
(complete if n/corporate action(s)- systems and accepted,
appropriate risk processes that are or will be eliminated, or
to issue or (complete if in place and operating that reduced?
put not appropriate mitigate this risk, including
applicable) toissue or assurances TS
put not
applicable) \
Failure to Risk of Active programme and R 8
comply with  damage to  prioritisation for app #pod)
statutory the improvement focused o
duties and reputation of K maximising public health
information | the benefit of the apg. Advice
rights law organisation | provided to a n
(UK and but functio
GDPR/DP,  effectiveness Progra
CLDC, of the dyna
HRA). response to
Failure to COVID-19.
fulfil
statutory
duties to the
app user.
Failure to Impact rivacy obligations towards Accepted
comply with ina pp users reduce the ability to
statutory atl add a verification step to
duties and y Ncly  support the accuracy of the
informati t ct on user's self-declared status.
righTSQa h n rights ' Introduced as a requirement to
f other app | support broader public health
‘ F users but policy and tested through user
may expose research.
them and Information provided to app
otheres to user during user journey
additional supports the app user in
tatutory risks of making their declaration, to
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Risk tg ate for

is no completion
T
o
<)
£ ©
e 3
i
3 E
Sign off on Risk - 07-Sep-21 2 3

Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Sign off on Risk -
Senior Information
Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

12-Aug-21 2 2

RAG status

Amber

Amber/Green



Risk
reference
(Ver 0.2):
A unique
coding
that
allows the
risk to be
easily
identified

R047b

Privacy issue Risk to

— element of individuals

the initiative (complete if

that gives appropriate

rise to the to issue or

risk put not
applicable)

functionality of
the app and
may impact on
other app
users

others (non-
information)

Not
applicable

The use of
non-verified
user self-
declarations
(under 18
years of age
and vaccine
status)
introduces
potentially
inaccurate
information
into the daily
analytical data
set of the app
and may
impact on
evaluation,
insights and
understanding
of the apps
behaviour and
performance

Compliance
risk
(complete if
appropriate
to issue or
put not
applicable)

duties to app
users

Failure to
fulfil
statutory
duties to
service
users and
broader
public health
obligations

Associated
organisatio
n/corporate
risk
(complete if
appropriate
to issue or
put not
applicable)

COVID-19
transmission

Organisation
bases
validation of
app
functionality
and
performance
on unverified
inaccurate
data
provid

the gpp

P

from
the app
pnclude
unverified
and
inaccurate
data

Proposed
solution(s)/mitigating
action(s) — systems and
processes that are or will be
in place and operating that
mitigate this risk, including
assurances

support an accurate
declaration and notes the
potential impacts of ina te
statements.

part of the
commit

data items.
comparison
data to be accounted for
built into the working

172

risk
accepted,

eliminated, or

reduced?

) 2

N

Reduce
(Impact)
Reduce
(Likelihood)

te for
ompletion
Sign off on Risk - 12-Aug-21
Senior Information Ongoing

Risk Owner and
Chief Executive for
Test and Trace
programme

Sign off for DPIA -
Data Protection
Officer

Likelihood

Impact

RAG status

Green



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Section 8: Document Sign off

Business lead: Randall Whitmore, Senior Responsible Owner, NHS COVID-19 app
Deputy Business lead: Hollie Willetts, Service Owner, NHS COVID-19 app

Data owner: Sir Chris Wormald (Deputy, Lorraine Jackson), 8 October 2021

DPO: Lee Cramp, 8 October 2021

Appendices to this DPIA (L

Appendix 1 — data dictionary
This section lists the data that is produced by the app system. It |‘ IMto 2 sections:

e operational data

e data supporting interoperability (working with other digital contact tracing
apps)

e analytical data

e event analytical data

Additional details are provided a@

e Exposure Window Data get an Instance Data Sub-set
¢ Isolation Status a a

o Test Stateg (@;ess

In addition, & @

F @e of this document data can live on the iOS or Android app (App) or the app
g\ b&kend DHSC secure computing infrastructure (Cloud).

made of data used to support Isolation Support Payments.
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Operational data

This is data collected by the app during its normal operation.

Name Description Capture Processing Distribution
Contacts Contacts detected inside Apple / Google EN  Not available for ~ Within the @S
Detected the GAEN API processing not accessi
to the Ap

Exposure  Matches between Apple/Google Aggregated on Gen 0
Events Positive Keys and GAEN, when a the cloud platform _ the

Contacts Detected. contact match is to provide

Never discloses the user made statistics

that was matched Note:

only relevant to GAEN

Mode 1
Exposure  Where a match between  Apple / Google EN Generated on
Windows a Diagnosis Key and API, when a contact the App,

Contact is detected an match is made shared with

Exposure Window is r has been Cloud

generated which exp®sed to a

captures the details sitive contact

used to determine if an and to calculate

app user is alerted. the risk of

Never discloses the user infection

that was matched. Note:

only relevant to GAEN K

Mode 2
Exposure  Matches betwee Google Aggregated on Collected in
Matches diagnosis keys gn AEN, when a the product app and

broadcast coge contact match is environment to passed to app

Includes wIRgtH t made and relevant  provide statistics  back-end
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Q‘ﬁ’

LMesgan Benefit of processing
CompWely Not applicable
anaged by
le/Google
Short. From Statistics on matches
match being made are critical to

detection until
aggregated into

understand and improve
the performance of the

statistics contact matching
configuration

Short. Aligned  Statistics on matches

with the period being made are critical to

the Isolation understand and improve

Countdown is  the performance of the

Active contact matching
configuration

Short. From Statistics on matches

match and their nature being

detection until made are critical to
aggregated into understand and improve



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Name

Test status,
type and
test
process

Onset of
Symptoms

Diagnosis
Key Sets

Description Capture Processing

match was above or Exposure Window
below the risk threshold. data set

Never discloses the user

that were matchated.

Results of testing, test
type and process.

NPeX (National
Pathology
Exchange) National
Test Database,
which is passed the
data by the Testing
Labs

The data around when  The date is captured The ap

the app user shows when the user rmation to

symptoms populates the calgylate the
symptoms olation

questionnaire

index case

Diagnosis Keys frgm
GAEN that are
requested w@

is confirm tl
&s

shared

uspected positive
user is requested to
submit their keys

cloud.
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Distributed to all
app instances

es this

countdown timer
and identify the
period which the
app useris an

A transmission
risk is added to
the key set before
it is sent to the

Distribution Lifesp efit of processing

(product S
environment)

L 2

Passed to \Iong as the
Cloud by pp is installed
party

the performance of the
contact matching
configuration

Essential to determine
which app users are
positive index cases and
the test process used
(i.e. whether the test
process started and
ended in the app)
Where applicable will
recommend the user
seeks a confirmatory test
after a first test result.

Essential to determine
the appropriate isolation
window for users and
appropriate window a
user is an index case for
exposure detection This
is collected via the app
or alternatively via the
testing route, where
appropriate.

Stored on the
App. Not
Distributed

14 days

Generated on
the App, stored
on Cloud. Sent
to all App
instances

14 days. Essential that these keys
are distributed to all
participating apps as
they are the data that is
matched against to



Name

QR Venues
Visited

Hotspot
QR Venues

Postcode
district

Description

This references data
items that enables the
infectiousness of the
contact to be calculated.

QR codes derived from
scanning QR images

QR codes for venues
that could have caused
users to become
infected

First half (2 to 4 digits) of
Post Code prior to the
space

Capture

Captured using
phone’s camera QR
code scanning
function under full
app control

Identified outside of
the app system by
Manual Contact
Tracing teams

Entered by the
userin ap
onboar

seq K

Processing

QR code is
decoded to
capture venue
identifiers,
including venue
post and stored
encrypted on the
phone.

Used with thgapp

ited a hotspot
|loca®on.

tored on the app
securely. Included
in analytics when
transmitted
anonymously to
the cloud
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Distribution Lifesp fit of processing
dentify contacts with
index cases

Generated%\days Used to match Hot Spot
the App. (\ Venue codes

shared.

Passed tothe 21 days Used to match visited
Cloud by 3rd venue codes

party. Shared

will all App

instances.

Stored onthe  Aslong asthe Enables system to

App. Shared app is installed  present captured

with Cloud with statistical data on a

Analytics regional basis, to
understand behaviour
and infection rates in
specific areas. Allows for
user to be presented
with local information
such as infection risk,
additional testing or
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Name

Local
Authority

Area Risks

Test status
and test
process

Description Capture Processing

Based on the postcode  Selected by the app  Stored on the app

district entered by the user and based securely. To be
user upon the postcode included in
district entered in analytics when
the app onboarding | transmitted
sequence anonymously to
the Cloud

Infection Risk Level for  Published by the Distribu o all
an area (either postcode Joint Biosecurity instances
district or local Centre

authority). See Note 1

Results of Testing ational Distributed to all
P A oYy app instances
xcgiinge) National
est Database,
. \ hich is passed the
data by the Testing
\ Labs
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Distribution Lifesp efit of processing
services available in an
area.

lo

Stored on th As s the Enables system to
App. Sharé¥ pp isInstalled present captured

with Cloud \ statistical data on a

Analytics regional basis, to
understand behaviour
and infection rates in
specific areas. Allows for
user to be presented
with local information
such as infection risk,
additional testing or
services available in an
area.

Passed tothe Aslong as the @ Allows for the user to be
Cloud by 3rd app is installed ' presented with infection

party. Shared risk for local area and
will all App other areas. Whether
instances. this is by Local Authority

or Postcode District is
determined by the latest
public health policy.

Passed tothe Aslong asthe Essential to determine
Cloud by 3rd app is installed  which app users are

party. Shared positive index cases and
will all App the test process used
instances. (i.e. whether the test

process started and
ended in the app)



Name

Isolation
status and
reason

Isolation
Support
Payment
Function

Self-
declared
status

Description

Record of the Isolation
and the rationale

Data collection about the
generation and use of
the Isolation Support
Payment Function

Self-declared status for
contact cases. Includes
fully vaccinated, age (if
under 18), medical
exemptions from
vaccine and participation
in a relevant clinical trial.

Capture Processing

Stored on the app Stored on the
securely. To be App. Shared
included in with Cloud with 't
analytics when

Captured from the
trigger for the self-
isolation
recommendation

app in app back-end.

eMvironment)

Self-declared by the ' Sto

theqpp Stored on the

user se Included App. Shared
in analy hen  with Cloud with plus 14 days
ansmit Analytics
ymously to
the ®oud

4
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Distribution Lifespg
Shogt.

Analytics Coun
transmitted * Acti
anonymously to \

the cloud \
Generated within the Stored in app and ) Within app,
aligned with
duration of
isolation period

Advised
isolation period

fit of processing

o set the isolation
countdown accurately
and to record the reason
the user was
recommended to self-
isolate

Essential to validation of
isolation support
payment function.

Enables app to provide
app user with latest
public health advice and
to account for previous
declarations.
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Technical Resolution Data Set
The following data set is collected from app users who experience a crash whilst using the app on the Android pl volves switching on functionality
within the app on the Android platform and operating system.

Engineers will examine around 1 percent of the 20,000 to 50,000 instances per month. The data collectedwill be ret for 14 days. Once the issue is
resolved the data set will no longer be collected. ¢

The data sets are: K\

e The error message by provided by the android operating sytem;
e A “stacktrace” which indicates where in the app’s code the error occurred.

Example error message

Name escrip@on

android.app.ActivityThread$H.handleMessage
(ActivityThread.java:2211)

android.os.Handler.dispatchMessage (Handler.java:106)

android.os.Looper.loop (Looper.java:246) Error message provided by the
android operating system and
“stacktrace” which indicates where in

java.lang.reflect.Method.invoke (Native Method) the app’s code the error happened.

android.app.ActivityThread.main (ActivityThread.java:841

com.android.internal.os.RuntimelnitfMethodAn .run
(Runtimelnit.java:596)

com.android.internal.os.Zygotelnit.main &n. va:1130)

Example “stacktrace” message
‘§'
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>

Message
notification posted from package com.my.package: Couldn't create icon: StatusBarlcon(pkg=com.my.pacgk =(71d=0x7f02015d level=0
visible=true num=0 )

Q
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The NHS COVID-19 app (Early October 2021 release): data protection impact assessment >
Interoperability data (supporting operational functions) Q

The following data item supports working with other health service digital contact tracing apps.
Name Description Capture Processing Distributign %Lifespan Benefit of

® processing

Diagnosis Diagnosis Keys from the Apple/Google Whilst a transmission  ProvidegPt 14 days. Essential that these

Key Sets GAEN that are requested GAEN, when a risk is associated with Feder&sC er for keys are distributed
when a user is confirmed  suspected the Key before use c isWctions within to all participating
positive and shared with positive user is within the NHS g % pperability apps as they are
other users This does not  requested to COVID-19 app ent to utilise to the data that is
include references data submit their keys  systems it will not be o®to their app matched against to
items that enables the shared for users. Functionality identify contacts
infectiousness of the interoper. at this Wcontrolled by GAEN. with index cases
contact to be calculated. stage.

The point of origin, jurisdiction, can be inferred from the diagnosis keys; xpected that this will help monitor the performance and accuracy of

the interoperability service.

The diagnosis key is necessary for this function. It support 1. Gt notified and 6. Support public health and understanding of COVID-19.

Analytics data

Note: For this release the analytical data set wagfre ed.

This is data which is collected explicitly f &p se of understanding the performance of behaviour of the app system.
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Analytics data table %
The table below details the proposed data fields send out by the app in the analytic packets Q

Benefits 1: Get notified 2: check into venues 3: check your symptoms 4: Isolation Countdown 5: Medi®l Dgvicg Accreditation 6: Support public
health & understanding of CV19

L 2
Name Description Capture Processing Usage Lifespan Benefit of ho needs the Necessary or Which
processin data item and Discretionary? benefit of
what purpose the app
does it serve? does it
support?
Period Records the start Recorded by | Sent to the As analytical Aggregated (l Required across all Necessary 1,2,3,4,5,
and end date of the the app daily, Cloud with data packets in to curacy of data and | uses to ensure data 6
analytical period Automatic other stats, are sent lysis by correctly |is appropriately
then across a atlributing data items | attributed
aggregated  daily perio i to the correct period.
into summary it ensure
statistics that the aintained

are as
attributed to

th ect
iod. operational
Postcode First half (2 to 4 Entered by the ' Sent to th S Aggregated Enables systemto | Public Health. Necessary 1,6
District digits) of Post Code, app user in Cloud wit derstand into present captured Understand
before the space app other a summary statistical data on a | regional variations.

onboarding th differences | statistics, regional basis, to Predict a R
sequence. agr ona which are understand increase before it
0 ary | regional then behaviour and happens
tati

Text strin
basis maintained | infection rates in
as long as specific areas.
the app
system is

operational

Local Authority | Based on the ¢ cl&ted by Sent to the Used to Aggregated | Enables system to Public Health. Necessary 1,6
postcode di user  Cloud with understand | into present captured Understand
entered Ry theQs nd based other stats, data summary statistical data on a |regional variations.
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Name

Phone Model

Operating
System
Version

App Version
Number

Description Capture Processing
upon the then
postcode aggregated
district entered into summary
in the app statistics
onboarding
sequence

Device type as Reported by Sent to the

reported by the phone OS as  Cloud with

operating system text string other stats,
then
aggregated
into summary
statistics

The version number Reported by
of the phone phone OS as
operating system text string

t tistics

4
The version r dby  Senttothe
of the app reld@se Quthe®App as text  Cloud with

Usage

differences
ona
regional
basis

Used to
understand

phone types

the app is
deploye

versions the

app is
deployed to

Used to
understand

Lifespan

statistics,
which are
then
maintained
as long as
the app
system is
operational

Aggregated
in

system is
operational

Aggregated
in to
summary
statistics,
which are
then
maintained
as long as
the app
system is
operational

Aggregated
in to
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Benefit of
processing

regional basi&
understand
behaviour a
infection raf@ in
specifi

need to be
supported, and if
particular devices
are behaving
differently

Enable
understanding of
what phone OSs
need to be
supported, and if
particular OS
versions are
behaving differently

Used to direct what
comms or nudges

increase before it
ppens.

Analysis.
Determine issues

what mobile devices with specific mobile

devices. Medical
device requirement
Too many different
phone models for a
portion of this to be
effective.

Analysis.
Determine issues
with specific mobile
device versions.
Medical device
requirement Many
different operating
system versions.
Supports device
investigation.

Analysis.
Determine issues

Necessary

Necessary

Necessary

cessary or
Discretionary?  benefit of

Which

the app
does it
support?

1 ’2’3’4’5’
6

1 12!3!4151
6

1 ’2’3’4’5’
6



Name Description Capture Processing Usage
string other stats,
then users have
aggregated in  not
to summary upgraded to
statistics
Onboarding How many users Reported by Sent to the Used to

have not only the App as an | Cloud with u
installed the app but event other stats,
completed the then
onboarding process aggregat

to sumgar

Completed

statigfic with the app

O

how many

the latest
version

Lifespan

summary
statistics,
which are
then
maintained
as long as
the app
system is
operational

regated

in to
summary
statistics,
which are
then
maintained
as long as
the app
system is
operational

184

Benefit of essary or Which
processing iscretionary? | benefit of
the app
does it
support?
are needed to
encourage ugpr
upgrade roblems with
\ ers not
upgrading. This is
important because
if we find defects,
we want to know
how many people
are still running on
old version to
minimise their risk.
Post market
surveillance.
Medical device
requirement
User to understand | Public Health. Necessary 1,2,3,4,5,6

how many users Understand how
install the app but many users have
then choose notto | installed the app.
complete App store tells us
onboarding how many have
downloaded the
app. This data tells
us how many have
enabled it. This is a
safety issue to
ensure people don’t
think they have
protection that they
do not have.
Medical device
requirement
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Name

Usage Status

Storage Usage

Description

How many hours
the app has been
active/running on
the phone in the
past 24 hours

How many bytes of
persistent phone
storage are we
using

*

Data Download | In the past 23gho

Capture

Captured
within App as
hour counts

Measured by
asking phone
OS as integer
byte count

;red by

Processing

Sent to the
Cloud with
other stats,
then
aggregated in
to summary
statistics

nto ary
tatistes
Sent to the

Usage

Used to
contact
active users
and
understand
whether the
app is
running all
24 hours as
expected

storage data
is in use

Used to

Lifespan

Aggregated
in to
summary
statistics,
which are
then
maintained
as long as
the app
system is
o] tional

Aggregated
into
summary
statistics,
which are
then
maintained
as long as
the app
system is
operational

Aggregated

185

Benefit of
processing

Used to undegs
how many of

population a
actively usif@the
app, angs r
pro

eedeq g

Used to understand
if the app is causing
problems due its
data storage
requirement, and
what action might be
needed

Used to understand

Necessary

Understand how

any users are
actively using the
app. The
technology will
wake the phone up
every 2 hours to
check the latest
information has
been downloaded.
This data ensures
contact tracing is
on and working,
that they are being
protected. This will
highlight if the
technology is not
working on phones.

Analysis.
Understand data
storage issues.
Important for
equalities as older
phones will have
less storage
available. This will
ensure we
understand where
storage may be
problematic.

Necessary

Analysis. Necessary

cessary or
Discretionary?

Which
benefit of
the app
does it
support?

1,2,3,4,6

1,2,3,4

1,2,3,4



Name Description Capture Processing Usage Lifespan Benefit of essary or Which
processing iscretionary? | benefit of
the app
does it
support?
Usage how many bytes of | asking phone | Cloud with understand | into if the app is cayging
data were OS as integer  other stats, how much of  summary problems dugjts
downloaded and byte count then the phones | statistics, data download Important for
uploaded by the aggregated in | download which are requirement, x ualities to ensure
device. Cumulative to summary data is being then what actionSg@ight understanding data
Upload and statistics used maintained neede usage.
Download, divided as long as
across Wi-Fi and the app
Mobile (Cellular) system is
data. operational
Exposure Matches between Apple / Google Aggregated  Generated tistics on Understand that Necessary 1,6
Events Note: Positive Keys and EN API, when on the Cloud on the App, matches being made matches are being
only relevant to | Contacts Detected. | a contact platform to shared wit| are critical to made at expected
GAEN Mode 1 |Never discloses the match is made provide Cloud understand and levels. This allows
user that was statistics improve the us to understand
matched. Includes performance of the | the accuracy of the
Duration, contact matching isolation advice.
Attenuation (as a configuration Foundation
proxy for distance) technology Relates
and the resulting to public health and
risk score. the standard of
service provided to
the user.
Exposure Where a match Apple / Google Agar: Generated | Short. From | Statistics on Understand that Necessary 1,6
Windows See  between a EN API, whe n{ ud onthe App, match matches being made | matches are being
below for the Diagnosis Key and  a contac lat to shared with  detection are critical to made at expected
full details of Contact is detected match is vide Cloud until understand and levels. This allows
the Exposure | an Exposure and an tatistics aggregated improve the us to understand
Window date Window is Ex I into statistics  performance of the | the accuracy of the
set Note: only | generated which ) contact matching isolation advice.
relevant to captures the detai configuration Foundation
GAEN Mode 2 | used to deter, to the technology Relates

an app user

186

to public health and
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Name

Pause Usage

QR Code
Check-in
Counts

Symptomatic
Questionnaire
Results

Description Capture
alerted. Never

discloses the user

that was matched.

How many timesa  Captured
day, and for how within App as

long the pause
button is used to
disable contact

integer counts

tracing

Count of QR check- Captured

ins logged by the within App as

phone integer check-
in count

Result of the ¢
symptomati
questionpaire

Processing

Sent to the
Cloud with
other stats,
then
aggregated in
to summary
statistics

Sent to the
Cloud with
other stats,
then

Sent to the
Cloud with
other stats,

Usage

Used to
understand
how much
time the app
is in an idle
state

expected

Used to
understand
what % of

Lifespan

Aggregated
in to
summary
statistics,
which are

eratioMmal

egated

to
summary
statistics,
which are
then
maintained
as long as
the app
system is
operational

Aggregated
in to
summary

187

Benefit of
processing

Informs programme
on whether QR code
programme is
operating well, and
what management
actions are required

Enables future
infection, testing and
health provision to

ard of

the s
service provided to
e user.

Delivery of Service.
Understand for how
long users are
actively using the
app.- Necessary for
public health to be
able to check that
app is still active.

Analysis.
Understand that
check-ins are being
made at expected
levels. Extent to
which we can alert
people if venues
are risky.
Understanding the
true level of risk i.e.
are people not
checking into risky
venues vs they are
not checking in
venues at all.

Public Health.
Understand
symptom results of

cessary or |Which
Discretionary?  benefit of
the app
does it
support?
Necessary 1,6
Necessary 2,6
Necessary 35,6



Name Description Capture Processing Usage Lifespan Benefit of essary or Which
processing iscretionary? | benefit of
the app
does it
support?
(suspected positive | questionnaire | then users (and | statistics, be predicted, h
or not) submission aggregated in | wider which are to manage ¢
to summary  population) |then healthcare proggio
statistics are thought 'maintained \
to have as long as questionnaire
covid like the app (isolate or not
symptoms system is isolate). Medical
operational device requirement
Isolation Status | Whether/how the Captured Sent to the Used to Aggregated pMt of app | Analysis. Necessary 45,6
and Reason user has been within App as | Cloud with understand in to Isolating Understand that
For more asked to isolate, structured data other stats, what % of entially infectious | isolations are being
details onthe | and whether thisis  capturing the then users (and users, a key success requested as
data items due to self- current aggregated in  wider measure for the app expected. This is a
within this data diagnosis, test isolation status to summary  populati public health point
set see below | result, or exposure statistics are isola§pg | Ppaintained around how many
notification. g as people have been
asked to stay home
ystem is and where are
operational they. Medical
device requirement
as output from
symptomatic
Questionnaire
Test Status When the user has  Captured SEnt Used to Aggregated Gauge impact of app | Analysis. Necessary 4,5,6
and Test been recommended  within App as o} understand |into in helping users get | Understand how
Process For to take a test, what | structure X gothe ts, how users summary access to tests and  symptoms
more details on |the result was, and  capturin have tested, | statistics, identifying infectious | submitted or
the data items | why we results ggregated in  which can which are individuals contact matches
within this data | recommended them o summary be then made relate to test
set see below | (self-diagnosis or statistics compared to maintained results. If we have
exposure what as long as told someone to
notification). direction the the app isolate because of
captures the app gave system is questionnaire

A\
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Name

Isolation
Support
Payment
Function

Exposure
Matches

Description Capture

journey, to help
ensure this is
scrutinized and
forms part of the
analysis undertaken

Counts of the use Generated
Isolation Support

Payment function

Isolation

Support

Payment
Counts the number  Generated
of risky and non within th
risky matches and part
between Diagnosis  GAEN

Keys and Broadcast fungign.
Codes

¢

N\

within the app
with the use of

Processing Usage

them
Sent to the As analy
Product data pa
Environment | are sent
with other across a
stats, then daj riod,
aggregated |
into summary the s¥ts
statistics
ibuted to
€ correct
period.
As analytical
data packets
vironment | are sent
with other across a
tats, then daily period,
aggregated it ensures
into summary | that the stats
statistics are

attributed to

the correct

Lifespan

operational

then

maintained
as long as

the app
system is

operational

Aggregated

in to
summary
statistics,

which are

then

maintained
as long as

the app
system is

189

ich are

Benefit of
processing

Essential to the
validation of the
Isolation Support
Payment function

Essential to the
maintaining the
notification service
and understanding
of the exposure
window functionality.

match, then we
ould need to
understand their
test result to
measure to efficacy
of the system.
Medical device
requirement as
output from
symptoms
Questionnaire

Required for
purpose of
monitoring
functions and
analysis of use of
service

Necessary

Required for
purpose of
monitoring
functions and
analysis of use of
digital contact
tracing

Necessary

cessary or
Discretionary?  benefit of

Which
the app

does it
support?

1,6



Name Description Capture Processing Usage Lifespan Benefit of Which
processing benefit of
the app
does it
support?
period. operational
User Counts whether the  Generated Sent to the As analytical Aggregated Essential to t Delivery of Service. Necessary 1,6
Notification user has responded within the app | Product data packets | in to monitoring t derstand impact
Analytics to an Notification, and as part of Environment are sent summary notification Qrvice g, and value of alerts
provides a measure the GAEN with other across a statistics, and theg ot users.
of the time taken to | function. stats, then daily period, 'which are upo S. Necessary for
respond and aggregated it ensures then public health to
measures the into summary that the stats maintained determine value
impact statistics are as long as and impact of
attributed to alerts.
the correct
period.
Confirmatory Counts whether a Generated Sent to the As analy Essential to the Delivery of Service. Necessary 1,6
Testing user has received within the app | Product data pa monitoring the Understand impact
Analytics and/or responded to as part of the  Environment are sent ry testing process and | and value of alerts
a confirmatory test  testing result | with other across a ics, the use of the to users.
recommendation journey stats, then daj riod, ich are confirmatory testing | Necessary for
from the app. aggregated | j then journey. public health to
into summary ts maintained understand impacts
statistics as long as of confirmatory
ibuted to the app testing.
tM€ correct  system is
period. operational
Isolation Period  Counts when a user Generated As analytical Aggregated Essential to Delivery of Service. Necessary 4,6
Support is prompted to enter within th&Rg data packets into monitoring the Enables public
Analytics an onset of as part ofgs are sent summary function of the app, | health
[Onset symptoms date, testing across a statistics, ensuring that users | understanding
Symptoms whether symptoms _ jour, daily period, 'which are receive the isolation | include relationship

Date] are added and a
note on whether
they occurred @
before a test
was recgived.

aggregated it ensures then

into summary | that the stats maintained

statistics are as long as
attributed to | the app
the correct  system s

190

advice in line with
the latest guidance.
Supports public
health and
understanding of

between testing
and symptoms
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Name

Follow-Up
(Rescind)
testing

Diagnosis Key
Service
Validation

Description Capture

Counts when the
app user enters a
follow-up test and
whether it is within
timeframes

Counts when the
app triggers the
request to share
diagnosis, the
decision to share
diagnosis keys@n

confirmation \

Generated
within the app
as part of the
testing journey

Generateg

app
X the

Processing

Sent to the
Product
Environment
with other
stats, then

t to the

duct
nvironment
with other
stats, then
aggregated

into summary

statistics

Usage

period.

As analytical
data packets

the correct
period.

As analytical
data packets
are sent
across a
daily period,
it ensures
that the stats
are

Lifespan

operational

statistics,
which are
then
maintained
as long as
the app
system is
operational

Aggregated
into
summary
statistics,
which are
then
maintained
as long as

191

Benefit of
processing

cessary or |Which
Discretionary?  benefit of
the app
does it
support?

COVID-19 b‘
ensuring that'a,
users have
opportunit

ente

y
e

pports greater
derstanding of
testing and
symptoms by app
users.

Essential to ensure 1,6
that the follow-up
testing (or rescind)
functionality is
working as expected
and understanding

of impacts

Delivery of service.
Enables
understanding of
public health policy
and impacts.

Necessary

Essential to the 1,6
maintaining the
notification service
and understanding | functions and
of the exposure analysis of digital

window functionality. ' contact tracing

Required for
purpose of
monitoring

Necessary



Name

Self-declaration
status

Description

Count of self-
declarations in
response to
Exposure
Notification and
ongoing measure.

Capture

Self-declared
by the user as
part of the
Exposure
Notification
process.

Processing

Sent to the
Cloud with
other stats,
then
aggregated
into summary
statistics

Usage

attributed to
the correct
period.

Used to
validate
service

Lifespan

the app
system is
operational

Aggregated
into
summary
statistics,
which are
then
maintained

192

Benefit of Which

processing benefit of
the app
does it
support?

L 2

Monitoring se ervice validation, | Necessary 1, 3,4 and

and deli app functionality 6

servi monitoring and

Public Health.



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment >
Isolation Support Payment Function: Data Items
Data Item Description
have Active Ipc Token This is a count of whether devices are
displaying the financial support button \
*

(this is triggered once the exposure
notification event has happened). The
button will appear on the device for \

the duration of their isolation period

received Active Ipc Token This is a count of whether thé
displayed the financial suppor®
for the first time on en day\y his
differs from the abd¥e §s have Active
Ipc Token cou veryQlevice

whi®h appears

is allows us

ice is working

over a 14 day peri
to validate that th

tapped Isolation Payments Button This isgfcolRg of whether a device
has the financial support

nched the Isolation Payment

lication. It will be important to
ensure the count of tapped Isolation
Payments Button (i.e. the number of

devices which have triggered the
financial support button) this figure to

ensure the number of devices which
‘\ trigger the process to launch into the

b
launched Isolation Payments Application 2 ounts whether the device has

Gateway portal. If these numbers are
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Data Item Description ! >
different proactive trouble shooting
can be conducted to determine any
technical issues. This allows us to %
‘§

validate the service is working
correctly.
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User Notification Analysis
The following data items are added to the analytical data set collected each day.
Data Item Description (L
acknowledged Start Of Isolation Due To  [Exposure Notification Acknowledged] Adds a rS
Risky Contact count of if the user has acknowledged the
exposure notification and used to understand if \

an exposure notification is viewed and
acknowledged. Enables the public health

impacts of the notifications to be und nd
and a measure of the effectiveness o
service.
has Notifications Enabled Background [Notifications enabled] Add unt if th@user
Tick has enabled notifications for the\gpp, captured

. Us& to
led to raise

from the apps current
understand if the app i
notification’s. Helps measu ether the users
are engaged with Digita®Contact Tracing
service, as well g urgrstanding the public

health impact otential.
total Risky Contact Reminder [Reminder re Notifications] Counts the
Notifications numbego many reminder exposure

notifffatdMes were raised during the daily
§ rvice. Helps monitor technical issues
Q Mind Exposure Notification and user alerts

#Cross Apple and Google systems.
0§'
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Confirmation Testing Analysis

The following data items are added to the analytical data set collected each day.

Data Item Description

received Unconfirmed Positive Test Result

app via the Testing API

is Isolating For Unconfirmed Test
Background Tick

launched Test Ordering exposure

notifications Ordering exposure notificatj

around requiring a confir,

Isolation Period Support and Analytics [related Onset of Syfip

The following data items are added to the Analytical Data Set in order t@:
public health understanding from the details entered by app usgrs.

Data Item Descripti

Symptoms requested [Technical Description:  This,

Did Ask For Symptoms On Positive Test a
Entry] t
Symptoms noted [Technical descriptio i A

Have Symptoms Before Received Tes
Result].

Counts when a positive test result with a
test type that requires confirmatory testing
is entered by the user or received by the

Counts when a user has received a positiv.
test result, from a test type that requires
confirmation, and is advised to sel

<
Q

atio

Notes if the user has launched the

s funct

t@y test.

S

te]

ensure the function is working as expected and to (b) improve the

he app displays the screen
ser if they have symptoms
eiving a positive COVID-19 test

t which is increased when a user
lects yes when asked if they have
symptoms. This works alongside the other

data items to help ensure the user has
received the correct advice, the service is

¢

Symptoms onset dajg en &e nical

working as expected.

196

This data item counts when the app user
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Data ltem

description: Did Remember Onset
Symptoms Date Before Received Test
Result].

Follow-Up (Rescind) Data Items

Data items collected to monitor the use and effectiveness of the follow-up (rescind) functionality f;
England and Wales, measures whether test results are returned within the set timescales and i
counts within the daily analytical period. Calculations occur on app and account for the r{gR

Authority. Data items account for the difference in testing policy in England, which uses a
uses self-reported LFDs followed up by a PCR test. Timeframes for entering the fgllow-up

Data ltem

Description

enters a symptom start date into the field.
Please note: it does not capture details of
the date, just that one was entered.

>
Q,Qq/
Q

id test types. Supports oversight of rescind policy in
p test results validate initial test results. Data items are
or Welsh policy by utilising the selected Local
hen followed up with a PCR test, and Wales, which
Bt result are set by the relevant public health policy.

4 S

Description

Data Items to support English public health policy

PositiveLabResultAfterPositiveLFD

NegativeLabResultAfterPositive LFDWithinTi
meLimit

NegativeLabResultAfterPositiveLFDOutside
TimeLimit

Data Items to support Welsh public h&g
PositiveLabResultAfterPositiveSelfRapggl

NegativeLabResuItAfterP@i @Te
stWithinTimeLimit \

t

ith a PCR
dLFD

gative with a PCR
it for local authority

Count if user tests posi
test after a pogitive assi

Count if u
test within

sts negative with a PCR
the time limit set by public
licy

oli

ount if users tests positive with a PCR
test after a positive Self Rapid Test

Counts if users who had positive with a
Self Rapid test and then tests negative
with a PCR test within the set time limit
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Data Item

NegativeLabResultAfterPositiveSelfRapidTe
stOutsideTimeLimit

limit

Diagnosis Key Service Validation

Description

Counts if users who had positive with a
Self Rapid test and then tests negative
with a PCR test outside of the set time

$o
(1/
\ 4 %

working as expected across both platforms, all phones, operating systems and app versions.

As part of monitoring the interaction between the Goole Apple GAEN functionality and the NHS COVQ , 10 ensure that the cross-system functionality is

Data ltem

Count if user is asked to share their keys
[Technical Description:
askedToShareExposureKeysInThelnitialFlow]

Count if user chooses to share keys
[Technical Description:
consentedToShareExposureKeysInThelnitialFlow]

Count if users which receives a notification/reminder to
share their keys

[Technical Description:
totalShareExposureKeysReminderNotifications]

Count of users which consented when reminde
[Technical Description:

consentedToShareExposureKeysinReminderS eer&

Counts if app successfully share keys
[Technical Description:
successfullySharedExpos S|

N\

Description

Count of users who ar amely asked to share
their keys by tha in-app Rgic in response to Exposure
Windows th ch or ed@al the risk threshold

he in-app logic in response to Exposure
ows that reach or equal the risk threshold

Count of users who choose to share their keys when
reminded which can be used to confirm that the
functionality was delivered in combination with other
data items.

Counts if the app user’s choice to share keys is
enacted (validated). Together with the other data items
will enable the remind (when in place) and initial flow
to be examined.
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Event Analytical Data Set(s)

The NHS COVID-19 app (Early October 2021 release): data protection impact assessment % >

The following data is related to specific events and is processed outside of the daily analytical data set®Plef§se gee above for more detail on the
relevant data collection.

L 2
Name Description Capture Processing | Usage Lifespan Benefit of \ needs the Necessary or Which
processin ta item and Discretionary? | benefit of
what purpose the app
does it serve? does it
support?
Exposure Where a match Apple / Aggregated | Generated | Short. From ISTiCS 0 Understand that Necessary 1,6
Windows See between a Google EN on the Cloud on the App, 'mat tches being | matches are being
below for the Diagnosis Key and |APIl, whena  platform to shared with d de are critical  made at expected
full details of Contact is detected | contact match provide Cloud to understand levels. This allows
the Exposure an Exposure is made and  statistics ed andimprove the |us to understand
Window date Window is an Exposure ics | performance of |the accuracy of the
set Note: only generated which Window is the contact isolation advice.
relevant to captures the details | generated matching Foundation
GAEN Mode used to determine if |[related to the configuration technology Relates

2 a app useris event] to public health and

alerted. Never the standard of
discloses the user service provided to

that was matched. the user.

Alongside these event analytical data sets, the f¢l data items are captured.
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Exposure Window Data Set

Data Item Specific Use to support Exposure Windows

Local Authority (Area) Please Note: subject to the re-identification protections for
areas See Analytics Data Table above, Used to support the
public health analysis of the data to understand differe
across areas

Postcode District (Area) Please Note: subject to the re-identification proteg
areas See Analytics Data Table above, Used
public health analysis of the data to underst
across areas

Phone Model Enables the analysis of the data pro@d%cc
e

and monitor the variations in phone

Operating System Enables the analysis of the data proWged ® account for
and monitor the variations in o stems

App Version Enables the analysis of ata ded to account for
and monitor the differen version

Type of Event Notes the type vent to Qpport the accurate flow of data

See Table Analytics Data Table for info n olvhy these data items are calculated

Exposure Window Data Set and S Instance Data Sub-set

The table below details the propeed ®yla fields provided by the Exposure Window data
set for analysis. The benefits, necessity of the data sets are noted above.

Exposure Windows
The following datag aptured when a shared Diagnosis Key is matched with a
Od&

derived Broadga d oting the codification used to protect identity and privacy of
individuals).

Da m Description

& indows: object  Used by GAEN Mode 2 and based on data recorded in
the GAEN, when a broadcast code is received by an app
user. The data object created when an encounter with an
index case happens.

Exposure Windows: date The relevant date of the exposure window

Exposure Windows: List of Part of the Exposure Window obiject, contains technical

Scan Instances data regarding the scanning that happens when two
devices are in proximity, each window will contain multiple
Scan Instances - this provides an approximation of
proximity and duration of encounters
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Data Item Description

Exposure Windows: Risk Reference note on which risk score calculation method

score version was used. Allowing us to check the relevant risk algorithm
that was used.

Exposure Windows: Sharing of the Diagnosis Key, includes the ability the

Infectiousness of Index Case calculate the relevant date of symptoms onset and all@vs

(i.e. the app user who an infectiousness for the Diagnosis Key to be ca d.

shared their Diagnosis Key) This helps calculate the risk score.

Exposure Windows: Risk The risk score calculation from the measur@mefs

Score risk basis

Exposure Window: Validates whether the Exposure Wig was e@¥al or

isConsideredRisky above the risk threshold for the app 2QLh®gime it was
generated.

Scan Instance

The Scan Instance is a data sub-set within the Expos ind at captures the
approximations of distance and duration used to calcul e 5K ®f infection (risk score).
Data Item Descripti
Scan Instances: min Minim enuzqpn of the signal received during the
Attenuation scan (W dBl - will proxy as minimum distance for the
encounter
Scan Instances: Typical pgl attenuation of the signal received during the scan
attenuation dBJ® will proxy as average distance for the encounter
Scan Instances: Time sinc econds elapsed since the previous scan, typically used
last scan S a weight - will be used to understand the duration of

Test status

Q the encounter
tﬁﬂ cess
@,

The followin s are used to analyse the users test result and testing journey.
Datagem Description

\( r O®positive tests via The number of positive test results (either 0 or 1)
M s API updated via the Test Lab API

mber of positive test Token The number of positive test results updated via the user
API adding a test result code

number of negative tests Test The number of negative test results updated via the Test
Labs API Lab API

number of negative test The number of negative test results updated via the user
Token API adding a test result code
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Data Item Description

number of void tests Test The number of void test results (either O or 1) updated
Labs API via the Test Lab API

number of void test Token The number of void test results updated via the user

API adding a test result code % ,

Isolation Status and Reason

The following data set is used to determine why the app user is self-isolatin

Data Item Description
has Self Diagnosed Notes if the app is aware that the #seNgas conYpleted
Background Tick the questionnaire with symptoms; C ntly happens

during an isolation and for the 1 er isolation.

has completed
is currently happens
days after isolation.

has Tested Positive Notes if the app is aware thg
Background Tick the questionnaire wi
during an isolation a

is Isolating For Self Notes if today &e user W isolating because of answering
Diagnosed Background Tick  the questio e (and h®s symptoms)

is Isolating For Tested Notes | y tiuser is isolating because of a positive
Positive Background Tick test refult

is Isolating For Had Risky Notes if to e user is isolating because of a risky
Contact Background Tick 6
The following data item wa we as part of this update:

Data Item Description

has Had Risky ta Notes if the app is aware that the user has had a risky
Background W contact; this currently happens during an isolation and

for the 14 days after isolation.

items supporting this function are due to be collected shortly but are not
inqlu [ current releases:

L 2
Description
d A Risk Contact becomes 1 if user had a risky contact today, otherwise is
tifcation Today 0 (Note this is impacted if the circuit breaker is in place)
started Isolation Today Includes a count, i.e. 1, if the user started isolation today
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Supporting Isolation Payments

The following data items are used if an app user seeks to apply for isolation payments.

Name

Isolation
payments
token

Encounter
date

Isolation
end date

Description Capture

Generated in
app back-
end service

Single use temporary
token generated to
uniquely identify
isolation period due to
risky encounter

Date of encounter with
index case for current
isolation period that
triggered the
recommendation to
isolate

Captured by
app following
exposure
notification

Date of end of current
isolation period due to
risky encounter with
index case that

triggered the
recommendation
isolate

0§'

Processing

Stored in app and in
app back-end. The
gateway to verify
that the transaction
originated from the
app and is valid for
isolation payment

Held in app u
hand-off to gigew.
application proce

O

Calculate ewin app until
by app, d-off to gateway
K rocess
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Distribution

Passed between

¢

Life%

to the
ion of the

app back-end, ap
and gateway, an is@kation period
then passed or contact cases

The CJA S8 %

(via | u
proces ()
laim

ssed from app to
appP back-end and
om app back-end
to gateway

Passed from app to
app back-end and
from app back-end
to gateway

(currently
configured as 14
days from
encounter date)

Up to the
duration of the
isolation period
for contact cases
(currently
configured as 14
days from
encounter date)

Up to the
duration of the
isolation period
for contact cases
(currently
configured as 14
days from
encounter date)

>
Qb

Benefit of processing

Used by the CTA Service
system as part of two-
factor authentication to
ensure that application
relates to a unique
isolation period. For more
details see the CTA
Service system Privacy
Notice and DPIA.

Used by the CTA Service
to support eligibility
checks for isolation
payment.

Used by the CTA Service
to support eligibility
checks for isolation
payment.



>

For transparency future intention of analytical requirements is listed below. Please note that the features ref8 % aN® not yet in place and are
not confirmed.

Future Analytical Requirements

Benefits 1: Get notified 2: check into venues 3: check your symptoms 4: Isolation Countdown 5:4fedical e Accreditation 6: Support public
health & understanding of CV19 ) 4

Name Description Capture Processing Usage Lifespan Benefit o ho Meeds Necessary or Which benefit of the
proces data item Discretionary? app does it support?
nd what
purpose does
it serve? (i.e.
delivery of
service,
analysis,
medical and
public health)

Symptomatic  Responses Captured Sent to the Used to Ag@ieggted Understand | Public Health. 'Necessary 3,5,6
Questionnaire submitted in within App as cloud with understand int which Understand
Answers the structured other stats, what % suntmary symptoms symptoms of
Future symptomatic | data then usersqelaind statistics, are being users. Medical
functionality | questionnaire. capturing the aggregatedin wi which are reported, and device
In particular questionnaire to summary tio then how the requirement

the time submission  statistics rting maintained symptoms

between h Covid aslong as are linked to

symptoms like the app the virology

onset and mptoms system is test results.

filling in the operational

questionnaire.
Opt-in If some Captured Used to Aggregated | Used to Analysis. Necessary 1,2,345,6
Selections features are wit __ understand  into understand  Understand
Future optional to the | teggt ther stats, what features summary how many of what features
analytics for | users, which ¢ K then users have statistics, the users are
future ones they aggregated in opted-in to which are population using. Medical
functionality | select \ to summary then are using device
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Name

Contact
Counts
Future
functionality

Risk
Accumulator
Status Future
functionality

Description

Counts of
contacts with
any other app
users. Note:
Not currently
available on
the GAEN.

The results of
the apps risk
analysis

Capture Processing
statistics
Captured Sent to the

within App as cloud with

integer other stats,

contact count then
aggregated in
to summary
statistics

Captured S ot
within App as ith
structured S,

scogd geffegated in
0 summary
* \ statistics

Usage

Used to
understand
whether the
app is
detecting the
numbe

cont

explc

Used to
characterise
performance
of the app
risk scoring

Lifespan

maintained
as long as
the app
system is
operaj#al

AgQreged

maintained
as long as
the app
system is
operational

Aggregated
in to
summary
statistics,
which are
then
maintained
as long as
the app

205

Benefit of
processing

Enables
refining the
configuration
of the GAEN
to refine the
level of

contacts
being
detected, to
improve
performance
on the app

Enables risk
scoring to be
tuned and
refined, to
improve the
performance
of the app

Who needs
the data item
and wh
purpos@i do
it serve? (i.
jvery of

r Which benefit of the
ary? app does it support?

aland
health)

me
bli

Will be
Discretionary

Analysis. 1,6
Understand
that contacts
are being
made at
expected
levels. This will
relate to the
Personal Risk
Score feature

not yet

available

Understand Will become 1
risk scoring. Necessary
Information

that is provided
on what risky
events have
occurred.
Foundation
technology



Name

Risk API
Decisions
Future
functionality

Description Capture

Decisions Captured
made by the within the
Risk API Risk API
Circuit Breaker | cloud service
when asked
to make a
decision

Processing

Aggregated
into
summary
statistics

EQ technology

Usage

Used to
characterise
performance
of the app
risk scoring
and decision

>

Lifespan Benefit of Who needs ess Which benefit of the
processing the data ite eti ? app does it support?
and what

purpos,
it serveRg (i.
delivery of

system is
operational
Aggregated vw N Understand Will become 1
in to sQfing to be " risk scoring. Necessary
sum turgd and This is the
refiMed, to decision that is

improve the | subsequently
performance made based
of the app on the risk
event (risk
accumulator
status).
operational Foundation
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Appendix 2 — APIs presented by Cloud Services

COVID proximity app — operational stages and system flows

e Analytics — Collects analytical data from the app for aggregation and statistical analysis
(stateless)

e Analytics — same API used for Event Analytical Data Set — Collects analytical ro
the app for aggregation and statistical analysis (stateless)

e Config — Provides configuration for the app, possibly based on device sgte ke
language and type (stateless)

L 2
e Distribute — Access the data used for risk scoring; positive diag \s hotspot QR
codes and postcode district/local authority risk levels (stateles

¢ Risk — Confirm with the cloud services before taking a ris action such as
isolation (conversational — The App request is retu L-lived transaction Id,
which the app uses to check to see when the decisi made¥YToken is likely to be
needed for up to 4 hours.)

e Submit — Submit Exposure Diagnosi s to e added to the positive key set
(stateless)

e Control — Support the Control Pggel webW¥honitor (stateless)

e Swab testing — App-facing ed to get a Transaction Token and get the Swab test
results (conversational - saction ID token is maintained while a Swab test is
underway, which is 0 be 1 to 4 days)

e TestLab - 3r Lab API used by the Swab test Labs to submit Test Results,
together tiylinking Token ID (conversational — a transaction ID token is
maintain Swab test is underway, which is expected to be 1 to 4 days)

e JA eSNQPI client — collects and provides data to support operational interoperability
* N ner Health Service apps (stateless)

porting Isolation Payment Application APIs (please note: this may differ for Wales)

o TTSP Gateway API — supports the user’'s application in accordance with the app’s
privacy requirements (stateless)

e TTSP Mobile AP — creates and updates the token for the app user making an
application (conversational, the transaction of tokens is confirmed)
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Appendix 3: data flows

Inflows
Sender Content Pseudonymised? Mode Security | Recipient
User — Diagnosis No - not Submit - DHSC s
installed App  Keys identifiable API computi
infr. ure
User — Daily Anonymous Analytics -
Installed App  Analytics API
User — Event Anonymous Analytics | - D secure
Installed App  Analytical API corMputing
Data Set \ infrastructure
National When test Yes CSV file ity:Y DHSC secure
Pathology results are h  computing
Exchange received from ey, infrastructure
(NPeX) a lab, NPeX gsource
matches ad®ress
result to ref restriction
code and
sends the
code, result
and test date
to DHSC
secure
computing
infrastructure.
Federated Diagnog onymous App - DHSC secure
Servers Keys Rest API computing
% infrastructure
Outflows K
Sender ntent Pseudonymised Mode Security Recipient
), (@ ure Diagnosis No - not Distribute - User / Local
' Keys identifiable API Application
infNgtructure  submitted by
COVID-19
positive
users
DHSC secure Diagnosis No - not Distribute - User / Local
computing Keys identifiable API Application
infrastructure  submitted by
COVID-19
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Sender Content Pseudonymised Mode Security Recipient
positive
users
DHSC secure Diagnosis No - not App Rest | - Federated ’
computing Keys identifiable API Servers (Ugde
infrastructure )
DHSC secure Isolation No - not TTSP
computing Support identifiable Gateway *
infrastructure  Payment API
token and
supporting
data
TTSP Mobile
API - DHSC secure
computing
infrastructu

For a full list of recipients of Diagnosis Reys ghared with the Federated Servers see
the section on interoperability

N
>
S
&
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Appendix 4: Guidance for completing a risk register

All risks need to be assigned a likelihood and impact score. The likelihood and impact
scores will be calculated and used to understand the level of severity/importance:

Likelihood scores ! )
Likelihood Descriptor  Frequency — how often might it happen?

score

1 Rare This probably will never happen

2 Unlikely Do not expect it to happen/reocm}\ﬁs possible it
may do so \

ut it’s not a persisting issue or

3 Possible Might happen or reogcur o8

4 Likely Almost certain to occ
circumstan

5 Most Almog ceRain t&pappen/occur; possibly frequently
certainly

Impact scores

Likelihood Descripto equency — how often might it happen?
score

V% Unlikely to have any impact
&

1

2 b May have impact

3 Q Medium Likely to have an impact
. \

\ High Highly probably it will have a significant impact

Using a Red, Amber and Green (RAG) system for scoring risks means they can be ranked
such that the most severe are addressed first. Decisions to prioritise risks can be made
using the RAG rating and mitigating actions put in place to alleviate the risk.

Very high Will have a major impact

210



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Impact

Very High -5
High- 4 A A
Medium- 3 A A
Low- 2 A A
Very Low- 1
1 2 3
Rare Unlikely Possible
Likelihood

"RAG” rating system

N\

b{b

$§\
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Appendix 5: anonymisation of analytical data collected

The NHS COVID-19 app (“the app”) collects analytical data to ensure the app is working
properly, safely and helping manage the COVID-19 public health emergency. The
methodology and protections that anonymise app users are determined by the

Apple/Google API and non-identification of users is a condition for using their contact%! )

tracing functionality.

You can read a summary of this appendix.

Data and the app

Your app retains data within the app around specific interactions. T¢e gs of wNO you
have interacted with are retained within the Apple/Google GAEN a c Wyt Vvisible or

accessible to us. Details of which venues you have visited again onlW©n your app. The

ssary, 14 days

after any self-isolation period this data is no longer reggrded. ailed below you can
ydata it contains.

Data provided to the app by the central ems

The central system provides all app userggith tiRee key sets of data. Every app user
receives the same information, called r@gerejjce m®erial, which the app uses to determine
if you need to receive an alert or advice. Th

o the list of Diagnosis Keys fro sers who have tested positive. This functionality
keeps the identity of app u onymous to other app users;

hich are mapped to local authorities, and their current

Ax'c data
chNlay, the app collects a summary count of key information. This is called the

lytical data set and helps us monitor the use, performance and information about the
app and its use. The data is prepared and will be sent to central systems where it used for
assurance of the app, technical checks and the public health functions. It does not include
the data held on your app about specific venues or your close contacts.
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Event Analytical data set

The Exposure Window data sets are a new type of data set collection for the NHS COVID-
19 app. With the introduction of updated functionality from Apple and Google, the GAEN
Mode 2, new data items are available to support the alert notification process, the analysis
of alerts and knowledge about the public health emergency.

Access control, audit logs and oversight

Our safeguards ensure only people who are authorised and need access a m
role will have access to the analytical data. For example, no user can rem djgta fror

our technical environments and where even negligible risks of identifigation are idered
safeguards such as small number suppression are brought in. L 2

All flows and use of data are under strict control and testing. The @Cyber Security
r

Centre and other key cyber security experts continue to advi mmend on how to
protect and preserve the privacy of app users, includingthe and techniques we
use to anonymise and aggregate data.

To further support the privacy of app users, ve put Ny place organisational
safeguards to ensure separation between afftecgical data that is used to check the app is
working and the analytical data can onl sed W approved public health purposes.

With these controls, monitoring and safegu n place we conclude that the risk to data
privacy of an app user being identj by a combination of factors (e.g. phone model and
operating system, plus postco iStriCly would be negligible to non-existent.

in the performance view and dashboards. Any query or
ber below 5 is suppressed. For example, the following
data items are the to trigger small number suppression when combined with
other data itegus 4fa q . onboarded users, users isolating due to risky contact and/or
users’ isolati scy, completing questionnaires, tests recommended and user check in
counts.

We use small number su
result that would resuljg

‘U a jowrneys
Irx explain how app users’ data is generated and collected we have laid out a
m

r of different scenarios about using this app. These are our User Data Journeys
re we set out what data is generated, where it is held and where it flows. We reference
the data that flows to app users and what category of data (for example, aggregated or
anonymous) they fall into.

The User Data Journeys included below are:

e Overview for all App Users
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¢ Interaction with Index Case

¢ Venue Check-In Users

e App users who only use the contact tracing within the app %
e App users who use all the functionality of the app %

e App users booking and receiving test results via the app

Definitions

The following definitions are used within the DPIA, Privacy Notice BN this dgument.

Term Definitions Q
Aggregate Aggregated data: Combined data frongf re data sources,

potentially including summated
statistics based upon living nat
related to one or more individual

Anonymised Anonymisation:
does not identify Wdivillual living natural persons or makes the risk
of re-identification suffici
not constitutegperson®data.

Anonymous Data th entify a living natural person.

Data minimisation  this i um data to deliver the functionality as designed
a ry to the purpose.

De-personalised D) rsonalised data: This is information that does not identify a

natural person, because all relevant identifiers or identifiable
a have been scrambled or removed from the non-identifiable
information about the living natural person to whom it relates.
Because the information relates directly to a living natural person it

must be protected in law. It might, in theory, be possible to re-
identify the individual if the data was not adequately protected, for
A example if it was combined with different sources of information.
xntified: This refers to personal confidential data relating to a living natural

person, which has been through anonymisation in a manner
conforming to the ICO Anonymisation code of practice. There are
two categories of de-identified data: 1. De-identified data for limited
access: this is deemed to have a high risk of re-identification if
published, but a low risk if held in an accredited safe haven such as
an approved secure operational data store and subject to
contractual protection to prevent re-identification; 2. Anonymised
data for publication: this is deemed to have a low risk of re-
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Term Definitions
identification, enabling publication.

Index Case Within the context of the app, an index case is an app user who
has tested positive for COVID-19: Updated their status within the
app; Chosen to share their Diagnosis Keys Sharing these
Diagnosis Keys allows other app users to be alerted by their a
when appropriate. This is done by calculating the risk of i RN
from the two app users interaction.

Linked data Linked data: The result of merging data from two or ffiordso
with the object of consolidating facts, potentially incl®ingithgge
relating to a living natural person, or an event igat are n ilable
in any separate record. L 2

Personal Personally identifiable data: This term des es\‘j nal
information about identified or identifiablggli natlral persons,
which should be kept private or secre the definition of

ay also include data
tion given in
ntiality” It includes, for
rmation (PIl) and Sensitive

personal data in the Data Protegéion A
relating to people who have die )

Personal i CD): Personal information about
Confidential Data living natural persons, which should be kept

(PCD): urposes of this Review ‘Personal’
includes the @PA defiMition of personal data, but it is adapted to
include d ell as living people and ‘confidential’ includes
both infi i iven in confidence’ and ‘that which is owed a
duty id®hce’ and is adapted to include ‘sensitive’ as defined

rotection Act.

Personal Data nal data: Data which relate to a living natural person who can
ntified from those data, or from those data and other
Ki mation which are in the possession of, or are likely to come
into the possession of, the data controller, and includes any
expression of opinion about the living natural person and any
indication of the intentions of the data controller or any other person

in respect of the individual.
L 4
\ Pseudonym: Individuals distinguished in a data set by a unique

identifier which does not reveal their ‘real world’ identity.

eudonymised Pseudonymisation: The process of distinguishing living natural
persons in a data set by using a unique identifier, which does not
reveal their ‘real world’ identity (see also Anonymisation and De-
personalised data).

Pseudonymised (as In GDPR (Article 4) ‘pseudonymisation’ means the processing of
defined in GDPR)  personal data in such a manner that the personal data can no
longer be attributed to a specific data subject without the use of
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Term Definitions

additional information, provided that such additional information is
kept separately and is subject to technical and organisational
measures to ensure that the personal data are not attributed to an
identified or identifiable living natural person.

Definitions are based on the National Data Guardian for Health and Care Review, ata
Security, Consent and OptOuts and Connected Health Cities Data Glossary

Context

You generate data through your use of the app. Specific functions il @gnerate¥ifferent
data items. For example, venue check-ins will add details of the ve our app. The
analytical data set collected about your venue check-ins is the nufgger enues checked
into and the number of failed or cancelled venue check-ins. tails about the
venue are collected or available to the analytical data get.

This count allows us to monitor how well the app is wor
used. We can monitor how well the app is wogfMg whilst
identity of app users.

and which functions are being
eserving the privacy and

The analytical data set collected from t
sets held by us, the Department of Health a

for the specific example of test re and t

Other Test and Trace Seryic

Contact Tracing

As an app user, you fha contacted by national or local contact tracers. Your details will

have been prpvi b r members of the public who believe they may be at risk or
VID-19 infection to you. This does not relate to your use of the app

and no deta ithin the app that could be passed to contact tracers. However, if
help§l lise your app to help you provide details of the venues you checked into

to&ta racers. They, and we, have no access to that specific information.
n

prevents it from being linked to other data
ocial Care, as data controller. See below

app.

L 4

process of ordering and returning a test results protects the user’s identity and privacy
through several techniques. These include minimising data flows, ensuring that only
necessary systems have access to the data needed for their part of the process.

If you use a code generated through the app to book and test, your status will be sent back
to the app. When you book the test, the only details that are passed to the website is the
test code provided via the app. The details you enter into the website when booking a test,
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which includes personal data, are not available to the app and cannot be linked to the
analytical data set generated by the app.

Co-ordination between services ensures the correct test result gets back to you and to
your app. However, we separate out the codes and use tokens to ensure that the data
cannot be linked. Once the result is returned to you via the app, the test code is delet
from our systems.

New functionality for national launch will allow anyone receiving a test (in E
Wales) to enter a code provided during testing to update the app with theirfest
status. This is available to support those using the app who did not generate a
they booked their test independently from the app). *

Venue Check-Ins &

Currently, venue check-ins details are updated from central g t no details about
who or how many users attended a venue is recordedgl ocal Protection Teams
(HPTSs), national Public Health Experts and the Joint Acntre work together to
help determine what venues should be considered at ri his decision not only relates to
updates for app users but for local HPTs and ices.

Isolation Support Payment

Recent updates for the app support an app in applying for isolation support
payments. When recommended to self-isolagffdue to a contact with a risk of infection, in
England the app user can apply {gf tfyjsolation payment. Support for this process is
expected in Wales shortly.

Data Sets

The Analytical Data §e rs between Apple and Google (Android) to account for

differences ig hﬁ ity
The followin @ i Collected from Apple app users but not from Google (Android) users:

Cellular Download Bytes (Data to app by cellular)

ative Cellular Upload Bytes (Data from app by cellular)
Cumulative Wifi Download Bytes (Data to app by wifi
e Cumulative Wifi Upload Bytes (Data from app by wifi)

This data relates to the app’s receipt and transmission of data across different types on
network.
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App data environments

The app holds data in the following 3 environments:

1) App

The app holds data generated by the app, and when prompted can request access toffhe
diagnosis key provided by the Apple Google functionality (the GAEN). The conta d
by this function cannot be viewed by the app and the DHSC.

The app holds data about the user (the venue’s they’ve checked in for exafgplefjas as
reference material provided to all app users to support the functionalify of the a r
venue check-ins the details of venue’s that may pose a risk to of C@' 19 infe®tion).

The app holds: \\

the data held on the app (Personal Data to you, but not acce % D US)

the analytical data set (prior to it being submitted) whic protec?to make anonymous

once it leaves your app.
2) Product

This is the central system that supports the nd its users. It manages the APIs that
deliver information to and from you p. Th@®data within the analytical data set arrives
within this environment and is by the software and systems it contains. This
environment also sends out th tes to all app users. Performance View — dashboards
to help oversee the service ¥ Xed to app users

3) Analytical

Subject to ad¥ 'o&‘o ols, the analytical data set is provided to data scientists within an
Q

analytical e @ to monitor, improve and evaluate:
o  thNDP,
o erstanding of COVID-19

the Public Health response
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This table sets out the data flows, how and when they are triggered.

The NHS COVID-19 app (Early October 2021 release): data protection impact assessment >
Understanding the Data Flows Q

Functions of the App Data Held on the Analytical Data Set Data Flow to the Data FlI Product Environment
App and Event Product Environmew e Pro (via APls)
Analytical Data Set ﬂ ronment
As you interact with As you interact with  Each day your ap As the analytical data
the different functions  Data held on the app  different functions, bundle its curre n average at 2 set lands, it is treated

of the app, you will falls into the following  the analytical data analytical data '8 ‘ hour intervals, the (for example, the IP

generate data. Some  categories set on the phone is  provide product environment address is removed)
within just the updated. For system’s (central system) and added to the data
Apple/Google Data about the user:  example, if you syatem an@app delivers updates to  store. No user ID is
functionality, and some check into a venue munica®s). Whilst all app users on app sent from the app with
within our app. Those  Details about a this adds one to th thegming is set by the users who have the analytical data and
interactions, detailed relevant test status, count of check-ing. A app NS dependent on  tested positive (via  any ID assigned on
below, are captured in  venues checked into,  this fails, is access to the network  the Diagnosis Key), landing is not
the analytical data set. the postcode district abandoned or systems. “at risk” venues and  consistent across
These logs do not and the contact cancelled t the risk of postal analytical periods. (For
detail individual events detected. another cgfint venues. example, the row level
but counts or update for the same user will
summaries of which Reference material: disc b®ve, likely never be the
functions are used. thi same across uploads).
The app will hold data e if the app This helps ensure we
about each postcode ks functions are cannot identity which
districts level Qri ing properly. app user is you.

and “at risk venW

ulga risk to
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Functions of the App Data Held on the Analytical Data Set Data Flow to the Data Flow, m duct Environment
App and Event Product Environment the Prod via APIs)

Analytical Data Set Envi
app users. These alert
app users without the
app sharing the TS
identity of those app
users. \\
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Updating the app and app users

The app is updated by the central systems (product environment), on average, every 2
hours. This will include an updated list of diagnosis keys (from app users who have tested
positive), of venues that may pose a risk and the latest area risk status. This data triggers
the app’s functionality for relevant users. For example, if you checked into a venue durj

a relevant period and may be at risk — you will receive a notification.

Where an app user has tested positive for COVID-19 they will be prompted to sitg
protected ID. Once these are processed by the central system, they are pr
users. The Apple Google functionality uses these codes to determine if yo(®sho@ld
alerted. This is distinct for the NHS COVID-19 app.

L 2
Once the data is provided to the app user, the app checks whether %& or
notifications need to be displayed to you. This is based on how th&

supported by automated decision making and uses the referg \a®rial provided to all
app users.

Data generated and collected

This section sets out different aspects of th why it i’generated or collected and what
function the data serves.

Apple Google GAEN

Your app will hold the following, |y to the controls of the Apple Google Functionality
and provided via the Exposure Kication API.

The app holds the broadegst from other app users you have been in contact with,
including the details 0 e app to determine whether you might be at risk

These broa @hanged every 15 minutes and are not accessible to you as an
app user or controller.
" S

igned by Apple and Google to protect the privacy and identity of app
ind their use of the app anonymous.

S of the routine update the app receives details of all Diagnosis Keys that could pose
isk, another set of reference material used by all app users. The app’s functionality
combined with Apple Google GAEN help determine if any of the broadcast codes should
trigger an alert for the app user. They do this by determining is broadcast code relates to a
diagnosis key through a process that maintains the privacy of both parties.
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With the introduction of GAEN Mode 2, the Exposure Window data set is used as part of
the risk algorithm and risk score calculation process. The data sets are also sent to the
DHSC secure computing infrastructure as an Event Analytical Data set.

Data Held on the App

Beyond the digital contact tracing all app users will have the details listed below on th§ir %
app. The same reference material is on everyone’s app. Other details will vary wj W
you use the app but are only held on your phone.

The App

The app will retain your declared postcode district, selected local agth , lated virology
test result and any venues visited. This data can be deleted when x the app,
through the app and even for individual venues. No history of pos& tricts, local
authority or virology test results are retained.

Data about the user

QR Venues Visited (details of the venues checlgd into)
Postcode District (the users current declaged poRcode district)

Local authority (the local authority selected i@y tiye user after they input their postcode
district)

Virology Test Results (the last esUWretained for the isolation period plus 14 days)

Reference Material (u ropriately update the app user)

In addition, to the di MaN detailed above, the app holds two sets of reference
material which e
list of risk sta ostCode district, within a local authority, allows you to be notified
about any c he risk score as well as display the baseline risk.

u every postcode district/local authority within the app [Area Risks]
*
&venues that are “at risk” with details of the relevant time period [Hotspot QR

enYs|

Analytical Data Set

Using the app will populate the analytical data set. As noted above, the majority are
summaries or counts of function use and do not list data items.
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This data is not only important to understanding if the app is working as expected, to
manage the transmission of COVID-19, but it also supports us in meeting our statutory
obligations to app users.

For example, our obligations include equalities and health inequalities. Monitoring the
data, storage and use of the pause function allows us to understand the potential imp
of the app and its use. This helps to ensure that the app supports as many communiti
and users as possible. For example, if the app uses large amount of data then tifb 1
limited data plans may not be getting the service we want to provide. i

All users potentially generate the following data items in the Analytical Data Se

Core details ‘\ﬂ
The app collects the following details about your phone, the app a%e alytical period

the data applies to:

Start Date — when the period for the analytical dat

e End Date — when the period for the analytigll data enged

e Postcode District — the current postc istrigg of the user

e Device Model — the device model

e Operating System Version — oMyating system in use on the phone
e Latest Application Versi e dpplication version of the app

Data Usage of the ata submitted to the app

The data usage ﬂ% your phone. This helps us to monitor how much data the
app is using wMather this in line with expectations.

. ' nload Bytes (Data to App)
< &;ive Upload Bytes (Data from App)

Xmulative Cellular Download Bytes (Data to app by cellular)
e Cumulative Cellular Upload Bytes (Data from app by cellular)

e Cumulative Wifi Download Bytes (Data to app by wifi

e Cumulative Wifi Upload Bytes (Data from app by wifi)
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Service and system checks

These data items are used to ensure the service and system is working correctly.
o total Background Tasks

¢ running Normally Background Tick
e completed Onboarding — whether the app user has completed the onboardin WSS
and the app requirements assessment as a “in use”

e includesMultipleApplicationVersions — a check that only one of version W isin
use. 0\

See below for an overview what background tasks are and this dagg set

Function specific data in the analytical data s

The following data items are present for all users but v ctions you use. Where
not used your data return will be zero (or nil) fosihe relev@nt entry.

Venue Check-In

e Checked In (count of venue check i)

e Canceled Checkln (count of v checkiins cancelled - not check outs)
Test Results and Reason (i app)
¢ number of positive te t Labs API

number of posi

'@ken API

number tests Test Labs API

o v tive test Token API
\ 1 & of void tests Test Labs API
xber of void test Token API

Pause functionality

e Encounter Detection Paused Background Tick — allows us to judge how the long the
app was paused for
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Symptom Checker Use and Results

e Completed Questionnaire And Started Isolation- when the symptom checker was used
and recommended a test and self-isolation;

e Completed Questionnaire But Did Not Start Isolation - when you used the symptom %
checker but self-isolation wasn’t started regardless of result
Isolation Trigger

The following provide an overview of whether an app user is isolating and {r h
cannot be used for any enforcement.

e has Had Risky Contact Background Tick ‘\
e has Self Diagnosed Background Tick \\

o has Tested Positive Background Tick

e is Isolating For Self Diagnosed Background Tick

e is Isolating For Tested Positive Backgrohd Rck

e is Isolating For Had Risky Contact Bckdllound Tick

e s Isolating Background Tick

Analytical Data upon arriyal\gt central system

No identifiers are providegylo ta as it leaves the app, preventing you from being
identified across ana packets (subject to additional controls). On landing data
will be placed into

e Row Lev K

a asks

B
? N ost apps, the NHS COVID-19 app uses “background tasks” as a way for the
p ep content up to data and for the app to function in the background of your
ne. For example, when you are using another app or have the app minimised. These
background tasks are normal functions of your app interacting with your phone’s operating
system.

Background tasks do not enable us to track the location of users, or to read any other
information from the phone for example about other apps and how you use them.
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Every time the app interacts with the operating system it creates a “background tick” which
helps us to understand how often certain app functions might be being used and if the app
is working as expected. Typically, we would expect to see the app interact with your

phone’s operating system up to 12 times, and a minimum of 0. If O, this implies that the
app was not running that day.

We use this count from background tasks as a comparator to: %
e see how many active users the app had fully operational on a given day; Q
e Diagnostics - to ensure that the app was running correctly, as certain metricf shguld be
no higher than the background tick (e.g. a user is self—isolating);‘\
e Number of times encounter detection was triggered. &\
% s Tfom the user. This

Ows us to understand

This data is used as a count or summary and not with any idg
makes sure that we don’t know which app user they 0 bY
how the app is being used and if it is working effectivel

Protecting your privacy and identity

The following summaries outline the ke niq we use to protect every app user’s

privacy and identity, as well as our ana the rIsks from particular data items. We try

to make sure that an app user can use the nonymously whenever possible, with the

minimum data collected that is ne ary toeliver the functions of the app. However, the

data collected must provide an cti ervice to app users and help us understand and
I

manage the COVID-19 pubilj mergency.

We have included a r e risks and protections for each environment within our
Data Protection Impgt ssment.

Personal | ication Risk
The Ny relating to app operation is collected as summary counts, for example

xposure events and QR code check-ins. The details of specific exposure
QR code check-ins never leave the mobile device on which the app is running.
t access any information on your specific contacts or location check-ins.

onymisation Strategy: Technical data items

The analytics data is collected and held in such a way that it cannot be used to identify the
user. Firstly, no data is collected which would allow us directly to identify an individual — we
do not collect details of the user's name, address, phone number, device IMEI or any other
unique piece of identification. Secondly, the data that we do collect is held so it cannot be
put together (“linked”) to identify a user — specifically, we separate all technical data
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relating to the phone, used to ensure the app is functioning properly, from the public health
data that we need to manage the pandemic.

This is done by using different environments to manage the data with additional controls
around the public health data and broader analytical functions. %

The technical tech items are detailed below along with the risks of identification that c®uld

arise. Q
Phone model and operating system

The app supports as many phone models and operating systems as possible. atais
used to check that the app is working properly. With a version of thg agavaila¥e to the
population of England and Wales there should be enough app use Xment the
identification of any single user from the uniqueness of their phon% odel and
operating system.

If an app user happens to have a very unusual phone erating system, it may
be possible that they will be the only person in their pos e district with that combination
of phone model and operating system. Howe unless & app user made their phone
make, model and postcode district publicly MowR, we could not possibly identify them
from this data set. To further mitigate thy' 1Sk, wegQave taken steps to ensure we cannot
identify how many phones of a particul2® mg@lel gnd/or operating system exist within a
given postcode. Removing this link should it impossible to identify a given user by
reference to their phone.

App Version Number

The app version number rmine how many app users are using the current
version of the app. Tjgeraagre MRely to be a small number of version releases of the app,
with each version fed by a large number of users. Our analysis has not found any
situation whe one ndividual is using a particular version of the app and could be
potentially i |&Pas a result.

Onb™NKdi tatus

\J bosyding status of an app on a user’s phone is binary — either “complete” or “not
Nm . On the assumption that a large number of users will be using the app and
reSented in each of these categories at any one time, our analysis shows that a specific
uSer could not be identified from this information.

Usage, storage and data download usage

We do not see any situation in which the data we collect about usage status (i.e. whether
the app is updating correctly), storage usage on a phone and data download usage on the
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phone would allow us to identify an individual app user as this is unlikely to be unique to
any identifiable person.

This analytical data set does include the user’'s phone model and operating system which
tend to relate to the usage and storage statistics. This would not add any addition risk of
identification beyond those associated with unique phone model and operating syste
combinations.

IP Addresses (Not used by the app) Q
t)i
C)

Your IP address (a unique identifier for your phone when you use the inter i
automatically shared with the Department for Health and Social CaregdDHS you
share data through the App. DHSC does not use your IP address Mbweer and eletes it

as soon as it is received. Like every other app, our app uses the i&

requires the use of the IP address.

The application is reviewed and tested to make sure tiaat the Q r exists functionality
that collects, logs, retransmits or stores the IP addres " within HTTP headers.
This minimises the possibility of recombining IP addres d payload data.

ork which

We have no intention of collecting IP addresSes § attempt to identify app users and have
these technical safeguards to remove ssibMgy of this being attempted. Protecting
the identity of users, and demonstratin pgotections, is a core condition of the use of
the Apple/Google Contact Tracing functiona

Anonymisation StrategyQub% Health data items
The same anonymisation, d imisation and tests to ensure the items are necessary
are used with data ite used either solely for public health or for both functions.

A key requireme{o ct the identity and privacy of you as an app user.

Postcode Djsigic
The post t entered by the user is potentially identifiable data. Most postcode

distri aWyaround 8,000 households in them and we expect a large number of users to
he app within each postcode district. Our analysis suggests that is a negligible
pp user being identified at postcode district level.

have accounted for the postcode districts with smaller population densities (e.g. less
than a thousand) by grouping these smaller postcode districts with other postcode districts
to ensure the group represents at least 8,000 households. Postcode districts in incoming
analytics messages are changed to this group identifier before persistence (i.e. before
being stored and made available for analysis). As detailed above, any reporting also
considers the need for small number suppression.
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Where postcode districts could be combined with other data items, for example test
results, that might indicate a small number of app users, we add further protections. These
include techniques such as small number suppression and the removal of these data items
for non-technical analysis.

Alongside the additional controls to prevent linkage and holding the app data as disti
data sets, this prevents you as an app user being identified through the data we hold ®#0
your use of the app.

The user’s area, both local authority and postcode district, is stored on the @pp.Wh r's
local authority and postcode district will take account of interactions that result ifg fegrer
than 1,000 households to minimise the chance of re-identification. *

The Local Authority is collected as part of the analytical data set Nb ct to the same
standards and controls to remove the risk of re-identification.

Quantity of Exposure Events and QR Code Che o

We do not collect any information which would allow us'\gldentify which app users have
been in contact with each other user, or the vgfflles they Rgave checked in. The

decentralised app system we have adopted®achgves this, by ensuring this information is
only held on users’ phones.

Our review of the risks demonstrates that re
exposure events and check ins d

Ing the overall number (quantity) of

ot preSent any risk of users being identified as we
ers. For example, the information that a person
had checked in to (say) five gerfe had ten proximate contacts, would not allow us or
others to identify them. jdentify which venues and do not associate that

s (for example, postcode districts).

information with any
Venues/Busigesqgan ter for an official NHS QR code. As the venue check in is only

held on the pip#Rye, With just a count being taken of venues, we would be unable to
determine % i or 300 people had “checked-in” to any venue either routinely or even
whe alert for that venue.

$ uNy Usage
Ne collect information about how long contact tracing has been turned off on the
, we do not link this to individual users or other information that would allow us to
identify a specific user. If a user wants to turn, contact tracing off altogether they also have
the option to delete the app.

Symptomatic Questionnaire Results and Isolation Status

We collect a simple “yes” or “no” to whether the app advised a user to isolate and seek a
test. We do not collect information about individual users’ symptoms beyond whether they
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might or are not indicative of COVID-19. Nor do we collect data as to how much longer a
user has left to isolate, only that they were isolating at the moment the data was collected.

Swab Test Results

If an app user has linked their test result to their app, we take data as to whether or no %
test was positive in order to compare the actual test result against what we advised t
user to do, to monitor and improve how the app works.

When the app is used to provided test results back to the user, the data is
deleted, and the techniques across the data flow involves compartmentalisgg tie daia and
codes to prevent any reidentification of app users from these details.

*
The name and address information used to book an actual test is S to the app,

and there is no way of identifying that an identifiable person has t&ged itive via the
app. Also, this data is not linked to other data which could in gm¥ n identify the
individual user (e.g. the postcode district, model or opggating % details of their
phone).

Risks of Identification outside of t pPp

Small numbers of contacts.

While it is unlikely ever to happen, our priva ice makes users aware that there are
some unusual circumstances in which anothg#’person might be able to identify that they
were the person who had tested jgosge when they receive an alert.

For example, if an App usen nl®been in contact with a single person and no one
else, they would be able 4N ™ho the infected person was when they received an alert
ho

(i.e. the only person hey had been in contact). This risk could also happen with
manual contact t{v

acy risk in our risk register but recognise that this is an underlying

We have nojt
risk in the.ca Q " contagious diseases and public health management.
u@ms

Nng the app

uld you wish to cease providing analytical data they have the option to delete the app
from your phone at any time. Safeguards to prevent the identification of you are so robust
that we would not be able to determine who that user was in order to delete or remove any
analytical data they had already submitted.
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Deleting data held by the app

You can choose to delete all of the data held by the app or just individual venues that you
have checked into. This will stop you receiving any alerts from the app based on the

information you have deleted. It will not be present for the app to check against the lists %

provided by the central system.
If you choose to delete the postcode district in the app, this will also delete venu %

other details. It acts as a reset for the app.

The data about your use of the app will still be in the analytical data set an®@the
summary counts will be submitted for the relevant period and will conginue to b ess
you delete the app. L 2

Digital Contact Tracing (Exposure Window, Expos@ging and
Exposure Notification)

The methodology and protections that maintain the an p users through
contact tracing are determined by Apple and Gqogle. Tr|tunctionality and Exposure
Notification APl (GAEN) that provides this se has str@t conditions of access and use,
which the NHS COVID-19 app uses. For both cogtact tracing functionality and any
analysis delivered by the app — non-idegfifiCRtion 8 users is a condition of access for

Apple and Google. We are happy to complygvitythat standard.

The User Data Journey

These scenarios provide examQeRgf the data generated and collected when you use the
app. We have included the leVant ways we protect your identity and privacy,
through anonymising a gating data along with other safeguards.

Scenario:

q/ .
We have dejff 9bWve the data generated and collected by the app, along with what it is

used, for Xample, we've repeated some of that information, so you can see how
thi ractice. This scenario is updated to reflect the latest changes to the app.
&®e on recent updates to the app for more information.

Xusers who complete onboarding and are using the app, key information will be
ected in the app and as part of the analytical data set. Data will be held within:

o the Apple Google functionality (the contact tracing) until a request to share that is
triggered by a positive test result;

e within the app (and will always be retained only within the app);
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e as part of the analytical data set which will remain on the app until the app triggers the
upload to the APlIs that interact will the central system.

In addition, the digital contact tracing functionality provided by Apple and Google (the
Google Apple Exposure Notification or GAEN) now includes:

e Exposure Window data collect and data set.

The Exposure Window data set is triggered when your app registers that a shar
Diagnosis Key, provided by another app user, can be derived from a broadfastie
on your phone. This is registering a close contact and potential risk of infection fin ysur

app. ,\
The data set allows the app to: \\

e Calculate your risk of COVID-19 infection;

e Where appropriate give an alert and advice (i.e. th isk and should self-
isolate)

The Exposure Window(s) for each 30 minytes offgontact are provided as part of the
analytical data required by the app. Theff ar@hel the app until the app triggers an
upload to the APIs that interact with the Cenfgal gystem

Digital Contact Tracing

The Apple Google functionag nates a daily code for the app user, a broadcast key
(changed every 15 minu ed to other app users who are in contact (via Low
Energy Bluetooth or ” app user who tests positive for COVID-19 and who
chooses to share (protected as diagnosis keys) has this code added to the list
of “potential ’% vided to all app users.

Each individ ’s app will check whether they have a broadcast key associated with a
diag heir phone. If a derived (i.e. a broadcast code produced from the
gi oSy keyy code is present and meets the set criteria — the app will alert the user. This
fulyct and the identity protection within this process are provided by Apple Google.

(o] er, the NHS app sets the criteria for when an alert should be issued.

Our working with health services in Gibraltar, Jersey, Northern Ireland and Scotland allows
app users across all of the digital contact tracing apps to support this functionality. By
giving permission to share diagnosis keys, app users in England and Wales can make
sure that other app users receive alerts when appropriate. This is regardless of which
digital contact tracing app they use or which jurisdiction they are in.
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Apple Google GAEN Mode 1

This is only relevant for app users who have not updated their NHS COVID-19 app. It is
strongly recommended that users routinely update their app in order to get the most
effective service.

A user’s app will hold, subject to the controls of the Apple Google Functionality and
provided via the Exposure Notification API.

o The broadcast keys from other app users they have been in contact wit g €
details that allow the app to determine whether the user might be at ris

e These details include a measure of distance and duration of cowa\
This enables that routine checking of whether an app user needs tA ed of a
potential COVID-19 risk from another app user. You won’t kngf Wiy user from the

Q bu or the app user who

details the app provides and we, the DHSC, cannot identify
generated your alert.

Apple Google GAEN Mode 2

The new version of the Exposure Notification furftionality (GAEN Mode 2) adds a layer of
detail to the previous version (GAEN Mf@de W), thisQses the Exposure Window data sets
and events to calculate the risk.

Much like GAEN Mode 1, a use@l hold subject to the controls of the Apple Google
XpO

Functionality and provided via re Notification API.
e The broadcast keys f app users they have been in contact with, including the

etermine whether the user might be at risk;

details that aIIow@
e These de 'Is% measure of distance and duration of contact.
@ routine checking of whether an app user needs to be alerted of a
s
.
O

PID-19 risk from another app user. You won'’t know which user from the
theYapp provides and we, the DHSC, cannot identify either you or the app user
erated your alert.
tion, the GAEN Mode 2 captures 30-minutes Exposure Windows for interactions
between the app user and index cases (see above for the definition) who have shared
their Diagnosis Key and may pose a risk of infection. Within each Exposure Window is a

Scan Instance which captures the approximate duration between the contacts and
distance between.
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With Mode 2 of the GAEN app, the Exposure Windows for any contacts are submitted to
the Analytical API for use in the Analytical Environment.

Data Held on the App

Outside of the digital contact tracing, all app users will have the details listed below on
their app. The same reference material is on every user’s app.

Other, non-reference, details vary with how you use the app but are only held o
phone. %

The App

The app will retain the user’s declared postcode district, the select&Nduthority (from
those suggested by the users postcode district), latest virology te % any venues
visited. This data can be deleted when you delete the app, thr app and even for
individual venues. No history of postcode districts or virolog utts are retained.

Data about the user:

QR Venues Visited - details of the venue cked int®;

e Postcode District - the users curreni@ieClired Mystcode district;

e Local Authority — the local authority sele by the user (based on their postcode
district);

o Virology Test Results - tie IXgt 8t result retained for the isolation period plus 14 days;
Reference Material ppropriately update the app user):

The app holds tw erence material which enable the app to function and
appropriatel th®®ser. For example, the list of risk status for postcode district

allows the ugf otified about any changes to the risk score for their postcode district
as well e baseline risk.

¢ sk'Wgatus for every postcode district within the app (Area Risks)

&sk Status, or Tier, for area will be set by the Local Authority though availability of
ices may be based on areas

e Full list of venues that are “at risk” with details of the relevant time period (Hotspot QR
Venues)
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Analytical Data

Use of the app will start to populate the analytical data set. As noted above, most are
summaries or counts of function use and do not list data items. The data is generated over
the 6-hour analytical period and then prepared for submission.

All users will start to generate the following data items: %
Core Details

Start Date — when the period for the analytical data began
o End Date — when the period for the analytical data ended ‘\

¢ Postcode District — the current postcode district of the user &
yd®district

e Local Authority — selected by the app user based on their @
e Device Model

e Operating System Version

e Latest Application Version

Data Usage of the app and data submit o the app

e Cumulative Download Bytes @App)

e Cumulative Upload Byt a m App)

e Cumulative Cellul d Bytes (Data to app by cellular)
e Cumulati u%\d Bytes (Data from app by cellular)
e Cumulat ownload Bytes (Data to app by wifi

; @Wifi Upload Bytes (Data from app by wifi)

ic®and system checks

total Background Tasks
¢ running Normally Background Tick
e completed Onboarding

¢ includes Multiple Application Versions
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Function specific

The following data items are present for all users but vary by the functions used. Where
not used the data, collected will only show a zero (or nil). So if you receive no test results
all of the three test results fields will be zero.

Venue Check-In: %%
e Checked In (count of venue check ins) Q
e Cancelled Checkn (count of venue check ins cancelled - not check out%
Test Results and reason (into the app): ,\

¢ number of positive tests via Test Labs API \\

e number of positive test Token API

e number of negative tests Test Labs API

e number of negative test Token API

e number of void tests Test Labs API

e number of void test Token API

Pause functionality:

e Encounter Detection iggu ckground Tick

Symptom Checker, esults:

e Complet eponnaire And Started Isolation

. stionnaire But Did Not Start Isolation
* & ygger:

Xolating Background Tick

o Has Had Risky Contact Background Tick

Isolation Analytical:

e Has Self Diagnosed Background Tick
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Has Tested Positive Background Tick

Is Isolating For Self Diagnosed Background Tick

Is Isolating For Tested Positive Background Tick %
Is Isolating For Had Risky Contact Background Tick %

Exposure Window:

Exposure Windows are created to evaluate the risk of infection. In additiono b@nggised
within the GAEN, the data set is sent to the Product Environment andigsed in t nalysis
of the app. *

For each Exposure Window (see above for what triggers an Ex & dow) a 30-
minute period of details are captured that contains:

e Exposure Windows: object

e Exposure Windows: date

e Exposure Windows: List of Scan In S
e Exposure Windows: Risk score version

¢ Exposure Windows: Infectioues Index Case (i.e. the app user who shared their
Diagnosis Key)

e Exposure WindowggRI ore
Data Items tgQ suﬁ sis:

e Local Au ea)

e P 0 istrict (Area)

*

ﬂ odel

Operating System
e App Version

e Type of Event
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Scan Instance (Exposure Window data sub-set)

Within the Exposure Window will be several scan instances that capture the distance and
duration of the interactions in the following data items:

e Scan Instances: min Attenuation (an approximation of a minimum distance betwe
app users)

e Scan Instances: Typical attenuation (an approximation of the typical dista e%ﬂ
app users)

e Scan Instances: Time since last scan (a detail that allows the durwa act to

be approximated) ‘\\

No identifiers are provided to the data as it leaves the app, p g a user from being
identified across analytical data packets (subject to a cOgrols). On landing data
will be placed into a row and time stamp of when the d rrived.

Analytical Data upon arrival at the central system

¢ Row Level
e Time Stamp

Processes used to prevent re-i tificawon

The process of alerts for digita cing prevents the app user being identifiable
through data provided throu s functionality. The matching of diagnosis keys with
broadcast keys, that are geri m them, protects the identity and privacy of app users.

The following techni used to prevent re-identification of data received from the
app (the analicqdat )

gt Is sent each day without an identifier that would allow for the linking
across multiple periods;

Q&& vice sends their data packets at a random time after the analytics window
SCS;

+@Upon arrival information is removed from any data packet (such as the IP address),
and processes are undertaken to protect the identity of users — such as small postcode
district grouping and small number suppression;

e Further reviews and safeguards are in place for the performance view and data passed
to the analytical environment.

238



The NHS COVID-19 app (Early October 2021 release): data protection impact assessment

Processes used to prevent re-identification (Exposure Windows)

In addition, the processes used above, the Exposure Windows are provided without any
details of either app user such as the Diagnosis Key.

Scenario: App User has contact with Index Case

During a 14-day period, the app user has interacted with several other app users
user’s app collects the broadcast codes, which change every 15 minutes, of tho 3
app users they have interacted with. This data is maintained with the GAE
Apple and Google.

Alongside the broadcast code, data is captured about the Low Eneg etootW(“BLE”)
signal and its duration. This is used to approximate the dlstance of the
contact between the two app users.

Updated Diagnosis Keys

The app user receives the list of reference Diagnosis p user's who have
tested positive for COVID-19, updated their stajys and sen to share their Diagnosis
Keys enable other app users to be appropri lerted.

These Diagnosis Keys are added to theffref
user. In order to help determine the infeCtio
accompanied by the onset of symptoms dat
Keys.

nceQiagnosis Key list provided to every app
contact (the index case), this is
om the app user sharing their Diagnosis

The app user receives the d ®t, which is provided approximately every two hours,
and their app checks wh roadcast Codes relate to any of these Diagnosis Keys.
In this scenario, duri 14 days an app user interacted with one of these index
cases. The app fi , using the cryptography that preserves both user’s identity,

and Broadcast Codes.

T use§he GAEN functionality and data to calculate the relevant risk score. This is
rOQgh the Exposure Window data set.

”\

r e&ch 30-minute window, whether partially or fully for 30-minutes, that the app user was
ontact with the index case, an Exposure Window is generated and stored. This data set

will include:

e The data of the Exposure Window;

e The risk score version used to calculate the risk score for the contact;
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e The infectious of the Index Case (based on the onset of symptoms data provided
alongside the Diagnosis Key);

e The risk score calculated for this Exposure Window;
e The list of scan instances within the Exposure Window.

The Exposure Window will cover at least one change in the Broadcast Codes (a ar
changed every 15-minutes) but both will relate to the same Diagnosis Key.

Within the Exposure Window there will be Scan Instances for periods wher& theitwg,app
users were in contact. This is a summary of the BLE functionality thalgupports @fital
contact tracing. ¢

These allow an approximation of the duration and distance of t &}and include the
following data items:

e Scan Instances: min Attenuation (an approximation ' distance between
app users);

e Scan Instances: Typical attenuation (ag appr&imation of the typical distance between
app users);

e Scan Instances: Time since last scan (a il that allows the duration of a contact to
be approximated).

Analytical use of Expos inpws
The Exposure Windows usSer are uploaded into the DHSC secure computing
infrastructure and wi ded to the app’s dedicated analytical environment. The

Exposure WindoQ every 24 hours but are sent in a randomised schedule (so the
Xqysure

first generate indow may not be sent via the Analytical API first) where
applicable.

OnceNbmiNgd, the Exposure Windows are prepared in the DHSC secure computing

nf ucqre and provided to the App Analytical Environment to enable analysis.
Xical Data Set

following examples, show what data is collected in two cases:

e Case 1 - The risk score from the contact is enough for the app to trigger an alert
(recommending that the user self-isolates) it is above the risk threshold;

e Case 2 — The risk score from the contact is below the risk threshold and no alert is
triggered.
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Case 1 - Self-Isolation Recommended (Risky Contact)

In the case of a risky contact the app will alert the user. In addition to the data within the
Exposure Window and Scan Instances data set, the analytical data set will include a
summary and count of the interaction.

Isolation Trigger:

Is Isolating Background Tick — The Self-Isolation countdown will have been trigg

the Risky Contact, a count indicating that is the case for this day will be ad
atyo

value is returned as 1)

Has Had Risky Contact Background Tick — The app will capture thepfa®yth ave had
a contact which has reached (i.e. the risk score is greater than) the t hold set for a
risky contact. The data set will indicate that this is the case for theﬁ . the value is
returned as 1)

Isolation Analytical:

Is Isolating For Had Risky Contact Backgroungflick — Thgapp will capture the fact that the
app user is isolating for a risky contact (i.e. #e Walue is returned as 1)

Case 2 — No recommendation (Non¥isily Corftact)

In the case where the contact is not sufficie trigger an alert, the app will capture the
relevant Exposure Windows and nstances providing them to the app’s DHSC secure

computing infrastructure. The ical®ata set will include a summary and count of the
interaction which differs @a above in the following ways.
r

To show what data is@ in comparison to the case above:
Isolation Trig r&

Is Isolating
indi

Bnd Tick — The Self-Isolation countdown is not triggered, a count
e case for this day will be added (i.e. the value is returned as 0)

& ky Contact Background Tick — The app will capture the fact that you have had
c®ylact which has not reached (i.e. the risk score is greater than) the risk threshold set

a risky contact. The data set will indicate that this is the case for the day. (i.e. the value
isTeturned as 0)

Isolation Analytical:

Is Isolating For Had Risky Contact Background Tick — The app will capture the fact that the
app user is not isolating for a risky contact (i.e. the value is returned as 0)
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Scenario: Venue Check-Ins

This example is a walkthrough of the use of the venue check-in function. This will help
demonstrate what data is generated as a result.

Digital Contact Tracing % ’

Venue check-in has no impact on the digital contact tracing function.

Data Held on the App

For each venue successfully checked into an entry is added to the app abd8t egch genue.
It will include a time stamp of when the venue was booked into as ww a sible

description of the venue (i.e. its name and location). Deletion of the¥® ils is described
above. {\

Analytical Data

Venue check-ins add a count of the venue check-ins eiour analytical period.
Where the check-in fails or is abandoned this is counte w is data is used to
ensure the QR venue check in is working as eyfected as@vell as give a sense of how app
users are using the function and the potenti#fim@acts.

At the start of each day, both counts arggresfgt to zero.
Venue Check-In:
e checked In (count of venue ins);

e cancelled Checkln (c ue check ins cancelled - not check outs).

Processes used t re-identification
Only those wiiRc®yss to the app will have details of the venues checked into. No details
a user has checked into is included in the analytical data set or

: Contact Tracing Only (No Test Results sought, No Alerts
iVed)

choose to just download the app and use it solely for contact tracing purposes. The
app is only used for the baseline contact tracing.

The app is not used for any other purpose such as test results. They have not interacted
with any other app user who tested positive for COVID-19, updated their app status and
choose to share their diagnosis key alerting other app users (including you).
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Outside of the app

If you test positive for COVID-19, the relevant Contact Tracing Team are likely to be in
contact to establish who you have been in contact with and where you may have visited.
This does not relate to your use of the app but is the normal manual contact tracing

practice in public health emergencies. %? ,

In addition, if someone you know tests positive and they provide your details to t
Contact Tracing team, this team will contact you. This will happen regardless of @

you have the app or not.

Digital Contact Tracing

In this scenario, the user is not generating any data from the use oﬁ%ﬂions of the
app.

Apple Google GAEN

As detailed for all app users. The app will hold the bro 0 of other app users that
the user has interacted with. As the users has received lerts, Mone of the diagnosis
keys within the reference set are relevant to t ser. YoRwould not receive an alert or a
recommendation to self-isolate.

Data Held on the App

Your declared postcode district and selectedqg¥cal authority will be held on the app, along
with all the reference material pro to every app user. There will be no venue or
virology test results.

Analytical Data

The core details will ctéd, in addition to the amount of data used and submitted by
the app. The seryiffe a stem checks data items will be present and populated,
indicating thalNRe is working as expected.

‘N&n s®ecific data will be generated for inclusion as the functions aren’t being used.
N) eidentification

the data controller
The data collected from app users in this scenario and provided as part of the analytical

data set include a minimal amount of data about the user and their use of the app.

The baseline risk of a reidentification (from small postcode district, rare phone make and
model) is present but cannot be combined with other data associated with the app. No
other data is held about the app user with a means of identifying them across systems. As
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they have not sought a test via the app or returned results to the app, even the possibility
of linkage to other data sets does not exist.

By other app users

As no alerts sent or received by the user, the app user will not be identifiable to other
users even outside of the app’s functionality.

Scenario: Using all the app’s functionality Q

You have downloaded the app and are using all of its functions. You use tif§g ap@ to

routinely check symptoms, and where prompted will seek a test and gdd your t sults
to the app. When asked you choose to share details so that other w&ca e alerted

if appropriately. You use venue check-ins when prompted.
&

Outside the use of the app, the app user may be contacted s o the use of the

app. This will happen regardless of whether you have fhe ap

Digital Contact Tracing

The app user will provide their Diagnosis ke n prom®ed to the central system. This
will be provided to all other app users, so the risRghe user is to other app users can be
assessed and when needed alerts issu iIst T§ntaining everyone’s privacy.

Apple Google GAEN

e Broadcast codes of other appfliseMyalong with key details that allow the proximity and
length of contact to be ass€ These are not accessible to you as an app user or us
[Contacts Detected];

o List of Diagnosis %m the GAEN that were requested from user confirmed

positive apd e other users [Diagnosis Key Sets — reference material];
Data Held p
The etails of all the venues checked into, unless deleted, test results and
ar e uSer. The key differences with other app users will be the amount of venues

|x e current test result.
e same reference material is available to all app users.

Analytical Data

The set of analytical data will reflect the use of all the app functions. However, the data is a
count or sum of data use. It will hold the: Core Details, Data Receipt and Transmission, as
well as Service and system checks.
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Function specific

All of the function specific data items will be collected. The combination may be particular
to a user but (a) would, in part, reset every day and (b) be unable to be linked to the
particular app user from the data retained.

For most data items, they are unlikely to be unique to any particular user. They canngg be
linked to other data sets and would not identifiable in themselves.

Risk of reidentification

By the data controller
Despite the greater use of app functionality there is not a significan&yﬁr ris of

identification beyond the baseline. The data controller would need omynore details
about the app user and their phone than is retained in the analyticqgdat®Rget.

\ @ red are crucial for

QDY the prompt deletion of

Protections in place to ensure that test results are appropria
maintaining the privacy and identity of the user. This i
the test code once results are returned to the correct a er.

By other app users

Other app users would need additional fitorffhatiogutside of the context of the app in
order to identify another app user. The protegti within the app ensure that the app
ensures the privacy of all app users. In the ° | postman” scenario, an app user would

have a limited number of contact g the week and would be able to make an
educated guess about which o pp ®ser had triggered an alert and has tested positive
for COVID-19. $
However, in such cir an the individuals are likely to also be in contact with local
Health Protection Ts) and manual contact tracers. In such circumstances,
which are roREQ ¢ unicable diseases (as defined in law) and the COVID-19 public

health emergfTs risk from users from the app is no greater and considerably less
Mine risk of identification in public health situations which is necessary
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Scenario: Testing (via the App)

@ Short-lived app token

Scenario 1 — Test Booked via Mobile App () Data entered during test booking
O Swabtest

(} Sample ID(test barcode)

ﬂ Test Result

f

4 TestLabs

| Mobile App | @~ @ o

£r 0+ Test Website | 8

: Systems -

l! '\ [ Test

(@) | Database
G0 -
‘ Email and
ed with test result

SMS System

Scenario 1: Test Booked via Mobile Ap

You have used the symptom checker affd h@ve b recommended to take a test. The
user generates a code through the app, whi esses the test code generating API. The
test code is passed to the relevant testing ite These websites are external to the app
(and is treated as a separate “dajff e®gystem”) and data associated with testing is held
separately to data about app u The'app token is short-lived and created specifically
upon requested.

The swab sample ta
barcode no identif}
test code). TIyte
(text messa

om e user, whether at home or via on-site testing, is linked to a
@; accompanies the test and no app token is included (the app
are returned to the person seeking the test via email and SMS

The sygm Is informed of the test result associated with the token (app test code). No
data flows to the app from testing. The app periodically checks if a result is

aWNlla when it is the app is updated and the result deleted from the central systems
C nfirmed as sent to the correct app user.

The test result must be returned to the correct app user which is regardless of whether the
result is positive, negative or void.

Returning the results and protecting the user’s privacy

The technique used to provide app users with their correct result also ensure that the
identity of the user is protected. When the app recommends a test for users it requests
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three separate tokens. These are generated by services outside of the app and are not
recorded in the app. They are unique and anonymous and cannot be derived from each
other or any other information. A secure database, used only for this purpose, associates
these tokens and the three work together to maintain the privacy of users. Knowledge of
just one token, particularly the CTA token, does not allow you to link results or trigger ap
functionality.

The three tokens are:

e The CTA Token which will go to the Virology website

e Test Polling Token is used by the app to check if a result is rece"\\
» Diagnosis Submission Token \

Step 1. When the NPeX system returns a test result it inclu Token. The app
service looks up the Test Polling Token linked to the ok d add the result to a
database along with the Test Polling Token. The CTA deleted.

Step 2. When the app next checks to see if It is avatable it submits the testing
polling token, which can then be matchedgaith thgone held along with the result. Once the
result is returned, the Test Polling Tokef§ i lete

Step 3. If you receive a post test result, you asked to submit your diagnosis keys by

the app. When you do the keys 3 ith the Diagnosis Submission Token. This token is
used to ensure that the keys a ocidted with a genuine result. Once you have
submitted diagnosis keys t | XNABis Submission Tokens is deleted.

All three tokens are r
needed. All three

d n App service secure database for only as long as
the app which stores the tokens in a Secure local store. The

t result has been delivered to the app.
Oi®ct Tracing

f positive for COVID-19 and receive or add your results to the app, you are
m®ted to share your diagnosis key with the app’s central system. If you choose to do
this key is added to the list of diagnosis keys provided to all app users.

Once received by other app users, the app’s functionality (using the risk algorithm)
combines with Apple Google’s functionality to see if they need to be alerted.

This enables the app to check the broadcast codes it holds to determine if any are derived
from any diagnosis keys in the reference pack. As broadcast codes change every 15
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minutes, diagnosis keys are associated with the daily code and the checking mechanism is
in the hands of Apple Google, the app user’s privacy and identity is protected. The
anonymity of the user is preserved from the DHSC (government) and other app users by
the functionality of the app.

Apple Google GAEN %
Data held will be in line with other app users. Q

Data Held on the App
In addition, to other data held on the app it will hold the app user’s test resuft foggth
relevant isolation period plus 14 days. A positive test result will trig%ﬁlf-i tion

timer to commence. \

ata set. For positive
aslition, the self-isolation

Analytical Data

For void or negative test results this will be added to the ana
test results this will also be included for a period of 14
countdown will commence and relevant background ch will ch&ck in. These monitor
the users compliance with isolation but are n ed for eforcement and privacy
safeguards prevent the app for being used @r thgg purpose.

Relevant data items

Test Results (into the app):
¢ Received Void Test Result not®onclusive)

o Received Positive Te

¢ Received Negati esult

Symptom C re§ge and Results:

. C‘Q stionnaire And Started Isolation

A\ % d Questionnaire But Did Not Start Isolation
lat®n Trigger:

¢ Is Isolating Background Tick
e Has Had Risky Contact Background Tick

e has Self Diagnosed Positive Background Tick
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Analytical Data upon arrival at the central system

No identifiers are provided to the data as it leaves the app, preventing a user from being
identified across analytical data packets (subject to additional controls). On landing data
will be placed into a row and time stamp of when the data arrived.

e Row Level

Processes used to prevent re-identification

Within the app and with contact tracing

The process of alerts for digital contact tracing prevents the app user being ideigifighle
through data provided through the app’s functionality. The matchingwo& eys with

broadcast codes, that are derived from them, protects the identity (& y of app
users.

Within the analytical environment

No data specific to the test process, code or process (
the app analytical environment.

result) is retained in

Within the testing system from website thrdugh to the return of the results

See above for how the use of tokens arfgl tefing sWtem protects the identity of users.

N
>
S
&
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