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Preface

This is the final report of a study conducted by the Global Strategic Partnership (GSP) on behalf of the
Development, Concepts and Doctrine Centre (DCDC) within the UK Ministry of Defence (MOD).
The study aims to review how concepts of societal resilience vary across different countries and to identify

good practices from how other nations promote societal resilience that might be adapted to the UK context.

The GSP is an independent research consortium that provides rolling academic and analytical support to
the DCDC within the MOD and to other parts of UK government. The GSP is led by RAND Europe, a
not-for-profit research institute that is part of the global RAND Corporation. RAND’s mission is to help
improve policy and decision making through objective research and analysis. Other research partners on
the GSP framework include the University of Exeter, the International Institute for Strategic Studies,
QinetiQ, Professor Hew Strachan, and Aleph Insights. This particular study was conducted by a team from
RAND and Aleph Insights.

For more information on the study, the GSP or RAND Europe, please contact:

Ben Caves

Senior Research Leader — Defence, Security & Infrastructure
RAND Europe

Westbrook Centre, Milton Rd

Cambridge, CB4 1YG

United Kingdom

bcaves@randeurope.org
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Summary

Resilience, or how well nations are able to rebound from the shock of natural disaster
or attack, has emerged as a key priority for governments in recent years

Resilience is a core aspect of modern defence and security, enabling communities and countries to rebuild
in the aftermath of crisis. As great power competition increases and challenges from climate change,
pandemics and new technologies proliferate, resilience has increasingly become a priority for governments.
Societal resilience is often described as requiring a ‘whole-of-society’ approach, with Defence (i.e. Ministries
of Defence (MODs) and the Armed Forces) providing a supporting role. In this sense, understanding
Defence’s place in helping a country prepare for and respond to crises is essential. This study for the
Development, Concepts and Doctrine Centre (DCDC) explores implications that this increased focus on
societal resilience might have for UK Defence in the 21* century. It seeks to understand what the UK can
learn from approaches to defining and promoting societal resilience in other nations. This includes defining
what is meant by societal resilience, why it is important, what lessons and good practice can be derived from

other nations, and which lessons may be transferable to UK Defence.

Following a review of UK Defence’s existing role in societal resilience, the study team
first selected case studies to identify their approaches to societal resilience

The study team first consulted with DCDC to select the causal variables necessary to perform a clustering
analysis to identify possible case study countries. Based on these variables and relevant open-source datasets,
the study team generated clusters of different countries that shared similar characteristics that might impact
resilience. Together with DCDC and the MOD, the team then selected five countries to take forward as
case studies: Australia, Colombia, Israel, Russia, and Sweden. The clustering analysis helped to ensure the
selected case studies represented a spread of different national approaches and contexts. A literature review
and stakeholder interviews were used to understand each case study country and the various structural
factors that help to influence the degree of societal resilience, as well as explain the different approaches

taken by those nations.

Findings from the case studies led to a conceptual framework that defines societal
resilience and organises good practice into different phases of activity

Based on this research, the GSP study team developed a conceptual model that identified separate phases
of societal resilience: Prepare, Respond and Recover. Variations of these stages feature prominently in
various legislation and policy guidance on societal resilience and are terms that are familiar to the MOD.

These stages are illustrated as part of an ongoing cycle, as shown in the figure below.
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Figure E.1: Phases of societal resilience
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A critical characteristic is that these should not be seen as sequential, but rather overlap and at times take
place concurrently as various crises unfold. Elements of each stage are dependent on actions in the previous
stage, while feeding into and enabling subsequent stages. It is important to note that, as crises may occur in
parallel or with cascade effects, actors may find themselves in the midst of several tasks simultaneously. It is
important to remember that societal resilience is an ongoing, cyclical process; actions in each phase enable
and support tasks in the subsequent phases. For example, Recover phase-activity is likely to overlap
frequently with the Respond phase, with personnel needing to respond to a new crisis or cascade effect while
beginning the Recover phase for an earlier crisis. Preparations will also continue, to some extent in the
background of both the Respond and Recover phases. The study team, however, still felt that laying out
each stage of a crisis, or aspect thereof, was key to conceptualising the necessary efforts involved. This is
particularly true for the Recover phase on which the study team found considerably less information, but
that remains a key component of persistent societal resilience. Each of these phases is further broken down
into various sub-tasks as outlined in Figure E.1. These are explained in more detail in Section 2.3 of the full

report.

This study developed a Societal Resilience Index to model different causal and indicator
variables to understand the performance of different countries in terms of resilience

Based on this conceptual framework and understanding of societal resilience derived from the literature
review, the GSP study team was also tasked to develop quantitative analysis of relative societal resilience
levels in different countries. To do so, a series of causal and indicator variables were further down selected
based on the statistical significance of their relationship to societal resilience. This led the team to create a
theoretical model, presented in Figure E.2 below, to capture all relationships between causal variables (on

the left of the figure) and indicator variables (on the right of the figure). Causal variables were found to



influence societal resilience, whereas indicator variables were found to be influenced by it. The model could

be applied to different countries as an analytical device to understand their approaches to societal resilience.

Figure E.2: Theoretical model of variables to measure societal resilience
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Using open source datasets to populate these variables, the study team then generated an indicative societal
resilience index (SRI). This can provide a tentative indication of the level of societal resilience in different
countries. Rather than serving as a definitive metric, the SRI provides an analytical tool to both compare
the levels of resilience across different countries, and to understand how different structural characteristics
of countries (the variables) — such as the level of corruption or socio-economic inequality — might impact

this. The Index results are presented in Chapter 2.

Drawing on these activities, the study team identified proposals to improve the UK
Defence approach to societal resilience

Based on the research and analysis it conducted as part of this study, the GSP team identified a set of
proposals for UK Defence, aimed at helping it improve how it conceptualises and operationalises societal
resilience, and think through how it can contribute to the wider context of UK efforts in this area. Below,
we present the overarching proposals that the study team deemed to be relevant to UK Defence, chiefly
because these identified principles and approaches that then underpin other more specific proposals for

Defence. The overarching proposals include:
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1. Improve civil-military coordination and integration, including more clearly defined
roles and responsibilities.

This should occur in line with norms of civil control, existing societal resilience, and military aid to civil
authorities (MACA) and humanitarian assistance and disaster relief (HADR) doctrine. This could include
greater use of military liaison officers across different government departments to build and formalise long-
term relationships and gain experience. Additionally, regular meetings between key Defence headquarters,
including MOD Main Building (MOD MB), the Headquarters of the Standing Joint Committee (HQ
SJC), Front Line Commands (FLCs), Permanent Joint Headquarters (PJHQ), Defence Equipment &
Support (DE&S) PJHQ, DE&S, and appropriate agencies or departments across government may be

necessary.

Defence could also initiate a review of the processes for generating and coordinating Defence crisis response
plans with the necessary government departments. Information about crisis roles and responsibilities should
also be made as widely available as possible; this includes crisis roles being double-hatted with normal
daytime positions.

A key part of this proposal also entails examining current Defence resourcing, C2 structures and funding
mechanisms for societal resilience activity to determine whether they are fit for purpose. The MOD can
consider advocating for a resourcing and funding model that aligns incentives for its participation with the
objectives outlined in the national approach to societal resilience. This could include dedicated funding
models and charging mechanisms for Defence support to societal resilience tasks, dedicated senior

responsible officers (SROs), or networks of liaison officers.

2. Work to build more effective long-term relationships between Defence and national,
regional, and local level organisations to support societal resilience planning.

This can include having clear points of contact for given contingencies - clearly defined and named points
of contact in key positions across government and in local resilience forums (LRFs) with up-to-date contact
lists. This can also include Defence engagement with local civil emergency planning bodies, in part to raise
awareness of Defence capabilities available during a crisis and how they can be accessed. This could also

include Defence-specific forums to engage communities via mechanisms like a dedicated civilian corp.

Greater mechanisms for sharing good practise across different areas of the country could help facilitate

bringing all areas up to a common standard.

3. Enhance communication at all levels to strengthen trust and understanding between
military, other government departments, civilian agencies and the general public.

Communications is an effective means of both demonstrating to the public the societal resilience measures
government has in place, and building public awareness and confidence. It also allows government to
control the narrative as a crisis unfolds. Communications could also be used to inform the public of any
role they might be expected or able to play in the event of crisis, or of the utility of stockpiling supplies in
the event of emergency. Within government, it is important to clearly communicate what capabilities UK

Defence can and cannot provide in an emergency to manage expectations.
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4. Exercise routinely in different configurations with various partners at local, national
and multinational levels.

Exercising in partnership with wider government, other civil agencies and industry will help to improve
understanding of interrelationships and cascade effects, and build awareness at national and local level.
Exercising with international partners and allies provides opportunities to share good practices and improve
interoperability, access vital information sources as well as demonstrating capability in a non-escalatory

manner.

5. Explore mechanisms of rapid mass and cross-sector mobilisation.

There is a need to think about how the UK can do this without resorting to conscription, which may be
unpalatable. Keeping in mind that the UK already has a reserve force, this could also include partnerships
with non-governmental organisations who might be able to attract different demographics or have pre-
existing networks. The UK could also consider enabling the activation of volunteers through new and
emerging technologies such as apps on phones. It could also explore ways of alerting civilians with certain
skills, such as basic first aid training. In the UK context, Defence could explore partnerships with existing
volunteer databases such as those belonging to the British Red Cross, which could be activated in an

emergency.

In exploring these mechanisms, it is also important to assess Defence relationships with industry to ensure
adequate capacity and response times, as well as the ability to mobilise the necessary resource at speed. To
this end, Defence could assess current relationships with industry to ensure adequate capacity and response
times to meet societal resilience needs. This includes statutory tools to leverage Defence industrial capacity
and manufacturing capability, improving contracting mechanisms (i.e. Key Resilience Indicators in
Typhoon Total Availability eNterprise contract, Defence Cyber Protection Partnership (DCPP) and Cyber
Essentials, or similar interests), and forging ties between critical national infrastructure (CNI)' providers
and Defence. Use of open, modular systems architectures, Industry 4.0, and rapid prototyping may support
creation of resource at short notice. Discussions could also include any need for stockpiling or protecting
domestic industrial capacity as laid out in the Defence and Security Industrial Strategy (DSIS), and
maintaining a national database of capabilities or building relationships with industry to understand their

needs and access their specialist skills and capabilities.

As well as these high priority proposals, a number of more specific lessons for UK Defence and wider
government were identified which are worthy of consideration, but are potentially less impactful than the

overarching proposals above. These are described in detail in Chapter 4.

! Critical national infrastructure “are those facilities, systems, sites, information, people, networks and processes,
necessary for a country to function and upon which daily life depends.” (Centre for the Protection of National
Infrastructure, 2021).
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1. Introduction

1.1.  Background

1.1.1.  Resilience has re-emerged as a key priority for governments in recent years

The central role of modern governments is to protect their citizens from domestic violence and foreign
threats, while providing essential goods and services. Therefore, resilience can be seen as a fundamental
concern for governments. The more a society is resilient, the better it can withstand the impact of shocks
and destabilising events such as adversary attacks and natural disasters. At a strategic level, resilience
contributes to deterrence, as different levels of resilience have implications for an adversaries’ cost-benefit

calculation when deciding whether or not to take hostile action.

Despite this long-term importance, resilience has re-emerged as a key topic in recent years. Relevant trends
affecting discussions of societal resilience include increasing great power competition, or the growing
challenges posed by climate change, pandemics, so-called ‘grey zone’ conflicts and new technologies. The
growing awareness that contemporary societies are increasingly made up of complex networks, which feature
an elaborate intertwinement of different sectors with significant, widespread interdependencies. Although
interdependency is built in to expand efficiency and generate economies of scale, the risk of a domino effect
is significantly heightened should disruptive incidents occur. For example, recent power outages in Texas
in the United States significantly impacted individuals™ ability to access drinkable water, communication
links, central heating, and food.” These cascading disruptions could be triggered either by natural disasters

or hostile activity.

For this reason, the extensive interconnectedness in modern societies requires a whole-of-society
construction where citizens and organisations alongside governments hold a responsibility for national
security and resilience.” The involvement of both the public and private sectors in civil preparedness
planning is decisive to mitigating existing vulnerabilities that can be exploited by adversaries. Individual

citizens also have an important role to play.*

Another possible contributor to this new focus is recent trends that have given rise to new types of threats
both above and below the threshold of armed conflict. These threats, typically referred to as ‘hybrid’ or
‘grey zone’ warfare, may require governments to revisit their conceptualisation of ‘societal resilience’. Man-

made threats to societal cohesion and resilience are manifold and differ from country to country, potentially

2 Singh (2021).
3 Harris (2019).

# Interviews conducted by RAND Europe with interviewees I, M and P.
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including disinformation, cyber-attacks, or sub-threshold attacks. For this reason, states are increasingly
perceiving a need to achieve an early, comprehensive understanding of their respective strengths,

vulnerabilities, anticipatory measures and future risks ahead of the escalation of any crisis.

1.1.2.  The 2021 Integrated Review heavily emphasised the importance of boosting

societal resilience to support UK strategy in an uncertain and competitive age
In its recent cross-government review, ‘Global Britain in a Competitive Age: The Integrated Review of Security,
Defence, Development and Foreign Policy’, the UK government identified societal resilience as a key area of
concern for strategy and policy in the coming years.” The Integrated Review (IR) noted the requirement to
build resilience to physical and digital threats, as well as the importance of a strong economic base in the
competitive world of the 21* century, and linked resilience with the protection of democratic institutions
and strategic advantage.® In the context of the ongoing COVID-19 pandemic and climate emergency, it
identified societal resilience as a necessary enabler for the UK to ‘withstand risks and unexpected shocks,
including future environmental and global health emergencies’.” It also recognised resilience is a dynamic

and evolving concept with far-reaching implications that demands agility and flexibility from policy makers.

The disruption caused by COVID-19, both to the UK’s public health and its broader economic, social and
political functions, has provided a highly visible demonstration of the importance of this topic. There is
consequently a window of opportunity to revisit existing definitions and approaches. This is especially the
case given the increased political and public appetite for investing in resilience after decades of focus on
efficiency as opposed to resilience. Though the UK has long maintained a National Risk Register and sought
to address possible crises or challenges to societal resilience, the prominence given to discussion of resilience

in the 2021 /R represents a significant shift for the UK government.®

1.1.3.  The Integrated Review recognises Defence’s important role to play in
supporting cross-government efforts to increase societal resilience
The IR further pointed out that, to achieve large-scale capacity to resist shocks, cooperation cannot be
limited to civilian agencies within government or to civil society. Resilience is also a core aspect of modern
defence and thus entails tight collaboration with the Ministry of Defence (MOD) and Armed Forces.” The
ability to withstand threats and hazards and recover from incidents encompasses contingency planning,
crisis management and response throughout the whole spectrum from competition to open conflict — from
‘sub-threshold operations’ such as delivering military aid to civil authorities (MACA), through to fighting
wars at scale. Given the focus of the /R on boosting societal resilience, the MOD is currently in the process
of creating a clear definition of societal resilience and Defence’s contribution to it, which is coherent with

wider government’s role.

> HM Government (2021).

¢ HM Government (2021).

7 HM Government (2021).

8 Interviews conducted by RAND Europe with interviewees K, H and Q.
? Second Line of Defence (2020).
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1.2.  Research scope and objectives

1.2.1.  DCDC commissioned the Global Strategic Partnership to consider societal
resilience across a range of countries
In refining its own understanding of the theory and practice of societal resilience, the MOD is not only
looking to draw on its own internal analysis and expertise, but also to learn from international perspectives.
This includes close engagement with key allies and partners, as well as examination of wider approaches
from potential competitors and adversaries, with the aim of identifying transferrable lessons about how
societal resilience is conceptualised, operationalised, and resourced, across the public sector, private sector,
and the population. This is loosely termed as the ‘approach’ to societal resilience taken by different
countries. To build on its existing insights into how other countries are approaching societal resilience, the
Development, Concepts and Doctrine Centre (DCDC) within the MOD commissioned a study through
the Global Strategic Partnership (GSP), a research consortium led by RAND Europe, to investigate what
might be learned from comparator nations. Specifically, DCDC tasked a team from RAND and Aleph
Insights to investigate what the UK in general, and Defence specifically, can potentially learn from how

other countries define societal resilience and take action to enhance societal resilience in the 21* century.

1.2.2.  The aim of this study is to understand promising practice that the UK can learn
from non-UK approaches to societal resilience

In commissioning this analysis, DCDC tasked the GSP to answer the overarching research question (RQ)

and series of subordinate questions outlined in Table 1.1.

Table 1.1: Research questions

Overarching question

1 What can the UK, and Defence specifically, learn from approaches to societal resilience in other nations?

Subordinate questions

2 What is meant by ‘societal resilience’ today and why is it important?

3 How can the different approaches to societal resilience undertaken by different nations be categorised
and what policy levers or initiatives do these involve?

4 What lessons or good practice can be derived from the approaches of other nations, including the UK's
allies, partners, and potential adversaries

5 How transferrable are these lessons or good practice to the UK context, given policy, social and cultural
considerations?

6 How might insights info measures for enhancing societal resilience be used by the UK to support its
infernational partners and allies?

2 What are the implications for UK Defence, including its contribution to cross-government efforts to enhance
societal resilience through Fusion Doctrine?

Source: DCDC.

In addressing these RQYs, the study team considered the opportunities and challenges for enhancing societal

resilience in an era of continuous global competition, both above and below the threshold of armed conflict,
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as well as in the face of other hazards and risks (e.g. natural disaster). Lessons about societal resilience derived
from ongoing responses to the COVID-19 pandemic were included where relevant, but did not form the
primary focus of this research. Instead, the research sought to develop a more holistic understanding of the

broad range of threats countries might face and how different societies work to mitigate these.

1.3.  Research approach and methodology

1.3.1.  The project team applied a robust mixed-method approach to identify good

practices and lessons from other countries that might be applicable to the UK
The research team used a tailored mixed-method approach, including a literature review, interviews and
quantitative analysis, to gather data and identify and analyse possible lessons of relevance to the UK in
general and to Defence specifically (i.e. the MOD and Armed Forces). While this section provides a high-
level overview, a more detailed discussion of the methodology, particularly in relation to the quantitative
methods used, can be found in Annex A. The overarching research approach is set out in Figure 1.1 broken

down into a series of work packages (WPs).

Figure 1.1: Executed research approach

WP1. Project Scoping WP2. Comparative Case Studies WP3. Lessons for UK | WP4. Reporting
Task 1.2 - Task 2.2 - Task 3.1 -
Scoping and Quadlitative Comparison with
Definitions Analysis UK Context
Task 1.1 Task 2.1 - Task 2.4 - Task 4.1 -
Ki kchM s Selection of Generation of Final Synthesis
52 SRR Case Studies Case Studies and Reporting
Task 1.3 - Task 2.3 - Task 3.2 -
Identifying Key Quantitative Implications for
Variables Analysis UK and Partners

WPO. Continuous Project, Risk and Quality Management
Source: GSP.

In WP1, the study team conducted a comprehensive literature review in an effort to understand how societal
resilience is understood and defined by UK Defence (if at all), and identify any specific topics, sources, or
nations that should be in or out of scope. The team also identified key structures and actors within existing
efforts to address UK societal resilience. During this phase, the team also identified potential interviewees

or sources to consult in future WPs, both on resilience in the UK context, as well as for a more global view.

As part of this scoping, the team also worked to identify and describe the range of variables, or characteristics
that could be measured across different countries. Together, these variables helped define different models
for societal resilience and what constitutes high and low societal resilience (or ‘resilience outcomes’)."” The
team also identified which variables could be reliably measured across a sufficiently wide variety of case
studies to be of use. Based on direction from DCDC and the Secretary of State’s Office of Net Assessment
and Challenge (SONAC) within the MOD, this longlist of variables was down-selected to a shortlist of

1% For example, the indicator variable ‘Cyber Attacks’ could not be included due to the lack of data available at a
country level. For more information on variables discarded, please see Annex A.
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causal (those that influence the level of resilience) and indicator (those that are influenced by resilience)

variables. These variables are presented in Chapter 2 as part of the scoping discussion.

1.3.2.  The team leveraged both quantitative and qualitative research to better
understand the case study countries and their relevance to the UK
For each of these countries, the study team conducted desk-based research to understand the context,
nature, structure, processes, and capabilities of different national approaches to societal resilience. In
addition, the team conducted a total of 21 interviews with relevant experts and stakeholders to gain more
insight into each of the case studies and the ways in which they might or might not be applicable to the
UK. While not all case study countries were represented in the interviews, interviewees represented expertise
in eight countries, including the Sweden, Russia, Israel and Australia cases studies. A full list of interviewees

and the interview protocol can be found in Annex A.

In parallel to this, the research team identified both casual and indicator variables to generate a model of
the complex relationships between different factors that contribute to a given country having high or low
levels of societal resilience. This was done to provide a structured mechanism of comparison of what is
inherently a fuzzy and variable concept — societal resilience — across different national contexts and to add
another layer of analysis to the qualitative examination of how it is operationalised. This model, and the
Societal Resilience Index (SRI) that it underpins, is discussed in greater length in Chapter 2. The Index
assigns a composite score to each country based on a Multiple Indicator, Multiple Cause (MIMIC) model
incorporating both the causal and indicator variables described above to produce the composite score."
Countries could then be ranked in order by their score, with higher scores indicating higher societal
resilience and vice-versa. The project team used it to determine the relative importance of different
indicators in affecting or reflecting societal resilience, shedding light on how countries differed and

indicating possible areas of inquiry for the qualitative analysis.

In WP3, the study team conducted a series of internal workshops to review all data and identify similarities
and differences between the UK context and that of each of the case study nations. In addition to the
structural factors identified through the SRI, these features included comparing the UK and each of the
case study countries in terms of: (1) recognised vulnerabilities and threats (including geographic location,
susceptibility to natural disaster, horizon scanning processes and infrastructure protection efforts); (2)
emergency response structures in place (including whether they are civilian or military and tools that
government can access to compel industry cooperation and participation); (3) recent exercises and training

available; and (4) whether these aspects explicitly discussed their role in societal resilience.

This enabled the team to consider potential barriers or enablers to implementing similar models of societal
resilience — or importing elements thereof — in the UK. Barriers could include different methods of
organisation, lack of dedicated resource, or cultural differences, while enablers could include dedicated
resource and clear policy direction. In assessing these features, the team sought to identify aspects of the UK

context that might influence how transferrable lessons are from elsewhere to the UK’s unique setting. The

! Further detail regarding the construction of the MIMIC model is provided in Chapter 4 and Annex A.
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team also discussed possible support that the UK could offer to partner nations who may also be seeking to

enhance their own resilience.

Based on this analysis, in WP4 the team held a series of internal workshops to generate proposals and areas
for further consideration, both by the UK in general and by Defence specifically, as captured in this report
(see Chapter 4).

1.3.3.  Structure of this report
In addition to this introduction, this report comprises the following core chapters and annexes:

Chapter 2 Scoping and analysing societal resilience: Discusses the scoping effort to define, conceptualise
and bound societal resilience, and presents the structured approach that was used to identify case-studies

and compare societal resilience across them in a consistent way.

Chapter 3 Identifying societal resilience practices, trends and lessons in different countries: Presents the
five selected case studies and draws out relevant societal resilience practices for consideration by UK

Defence.

Chapter 4 Developing implications and recommendations for UK Defence: Presents a series of proposals to

help UK Defence conceptualise and operationalise societal resilience.

In addition, the report contains a bibliography and series of supporting annexes, presenting more detail on
the study methodology (Annex A), the case studies (Annex B), and the UK’s current societal resilience

structures (Annex C).



2. Scoping and analysing societal resilience

The purpose of this chapter is to formulate a coherent and defensible conceptualisation of societal resilience.
It is a term with no standardised definition, which carries a range of different meanings and entails a variety
of different practices in different national contexts and within the UK itself. Due to its various meanings,
there is also no straightforward way of measuring societal resilience. Far from being simply an academic
discussion, this conceptualisation is important because it enables a structured comparison of case study
countries selected for this study and the formulation of recommendations that would be useful for UK
Defence. Therefore, this chapter begins with an examination of different definitions and conceptual
approaches to societal resilience and related concepts, both in the UK and around the world. This chapter
also attempts to conceptualise societal resilience in a systematic way that can enable a structured comparison
across countries. By identifying a set of measurable characteristics within a given country, which could
influence the level of societal resilience (causal variables), as well as a set of characteristics that can result
from different levels of societal resilience (indicator variables). The chapter then presents an indicative
Societal Resilience Index (SRI), based on the theoretical model of what influences, or is influenced by,
societal resilience, to provide another layer of analysis of the five case studies and enable a degree of
comparison between them. Importantly, however, the SRI should not be regarded as a definitive
formulation and measurement of societal resilience, but rather as a device to introduce an additional

analytical layer to cross-country comparisons.

This chapter concludes by proposing an analytical framework, which was used to conduct comparative
analysis of societal resilience approaches across the five case-study countries (Chapter 3) and frame
recommendations for the UK and UK Defence (Chapter 4).

2.1. Definitions

2.1.1. A consistent definition is lacking, but at its core societal resilience appears to
have the ability to absorb and bounce back from crisis

Resilience is typically defined as the ability of a system to continue to function in times of difficulty and

‘bounce back’ or recover from shocks or crises with minimal disruption. Definitions of resilience often

describe three phases which loosely conform to preparation, response and recovery. This is an iterative cycle:

resilience is not the result of a single effort or initiative, but rather a long-term, on-going effort and

discussion that changes over time." It is, however, important to note that several interviewees highlighted

12 Interview conducted by RAND Europe with interviewee O and V.
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that resilience as a term is often used imprecisely to refer to a number of different phenomena and
characteristics.”” Indeed, some experts argue that ‘resilience’ has become a buzzword with little intrinsic
meaning; instead, the important aspect for policymakers is how they choose to define it and whether they

are able to operationalise that definition.'

Interviewees and literature consulted for this GSP study most commonly explained societal resilience as
referring to resilience in the context of broader society: the ability of communities or broader society to
respond to shocks, absorb them without suffering from severe fractures, and then recover.” Here too,
however, the definition is not straightforward. Societal resilience is also often used interchangeably with
other types of resilience, such as ‘national’ or ‘operational’. Interviewees also noted that the term ‘society’ is
an imprecise definition: societies are not single entities, but rather are made up of a series of groups or

communities. '

This ambiguity results in different organisations or parts of government defining ‘societal resilience’ in
slightly different ways. Table 2.1 provides a selection of definitions or uses of the term in official publications
in the UK and selected international organisations to demonstrate not only the commonly recognised

features of resilience, but also the variation between them.

Table 2.1: Selected definitions of resilience

Publication Definition of resilience

Resilience is ‘the ability of an organisation to anticipate, prepare to and respond and
adapt o incremental change and sudden disruption in order to survive and prosper... So
that's: do a horizon scan, consider the issues, put plans in place, so that when the
disruptive event does happen, you're better able to respond to the incident and get back to
normal.’!”

BS65000
Guidance for
Organizational

Resilience (BSI)

Resilience in
society:
infrastructure, ‘Integrated emergency management includes anticipation, assessment, prevention,

communities and | preparation, response and recovery. Resilience is about all these aspects’.!®
businesses

(Cabinet Office)
Resilience is achieved by ‘understanding what capabilities we need to deal with the
consequences of emergencies, regardless of whether those emergencies are caused by
Civil accidents, natural hazards or man-made threats...coordinat[ing] cross-government efforts to
Contingencies build capabilities. Response to and recovery from any emergency will call upon a number
Act (HM of different capabilities, which have to be able to work effectively together. Every
Government) emergency will call upon the capabilities in a slightly different way. The [Resilience

Capabilities Programme’ helps government departments, understand the relationships
between risk, consequence and capabilities’.!®

1 Interview conducted by RAND Europe with interviewee V.

! Interview conducted by RAND Europe with interviewee D.

!5 Interviews conducted by RAND Europe with interviewees F, G and H.
!¢ Interview conducted by RAND Europe with interviewee V.

7 Interview conducted by RAND Europe with interviewee T.

18 Cabinet Office (2014).

19 Cabinet Office (2013a).
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Publication

Definition of resilience

The Lead
Government
Department and
its role —
Guidance and
Best Practice
(Civil
Contingencies
Secretariat)

‘Resilience is defined as the ability to detect, prevent and, if necessary, handle disruptive
challenges. This includes, but is not limited to, disruptive challenges arising from the
possibility of a terrorist attack.’?°

‘Cohesion, trust, shared values, social habits and behaviour all form vital lines of defence

Integrated . L, . L. .

o graﬁn against our adversaries’ sub-threshold attacks on our societies and decision-making. On the

ance f(gIO q new sub-threshold battlefield, assuring societal resilience constitutes deterrence by

(UK M(%D) p denial...Renewed focus on the resilience, readiness, reach and responsiveness that enables
us to withstand shocks.’?!
‘National resilience is the product of multiple factors, including effective and trusted
governance, government capabilities, social cohesion, and individual and business

Integrated -~ o . . .

Review (HM resilience. Achieving this goal therefore requires a national effort, supported by the
Government’s wider domestic agenda. In particular, we will adopt a new approach to

Government)

preparedness and response to risks, which fully recognises that natural hazards and other
risks can cause as much disruption to the UK's core interests as security threats.’??

Joint Doctrine
Publication 02
(UK MOD)

Resilience is the ‘ability of the community, services, areas or infrastructure to detect,
prevent, and, if necessary, to withstand, handle and recover from disruptive challenges.’?®

Warsaw Summit
Statement
(NATO)

‘Resilience is an essential basis for credible deterrence and defence and effective fulfilment
of the Alliance’s core tasks...We now face a broader and evolving range of military and
non-military security challenges, which is the context for the Alliance’s long-term
adaptation. Being resilient against these challenges requires Allies to maintain and protect
critical civilian capabilities, alongside and in support of military capabilities, and to work
across the whole of government and with the private sector. It also requires the Alliance to
continue to engage, as appropriate, with international bodies...To complement and enable
our military capabilities, we will continue to improve civil preparedness.’ 24

Sector Security
and Resilience

‘Government's core objective includes reducing CNI’s vulnerability to threats and hazards
and improving resilience, by strengthening the ability of CNI to withstand and recover from

Plans (HM disruption. Its approach to security and resilience focuses on Resistance, Reliability,
Government) Redundancy, and Response & Recovery.'?>
Source: GSP.

20 Cabinet Office (2004).

2 MOD (2020).

22 HM Government (2021).
3 MOD (2017).

% NATO (2016).

25 Cabinet Office (2018).
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2.1.2.  Resilience has both physical and psychological aspects

In thinking about assessing or enhancing societal resilience, it is important to distinguish between two
elements: the ability of physical structures and infrastructure to withstand shocks and the psychological
capacity of the population to endure and respond to moments of crisis.?® While the two are interrelated,

each require very different metrics and mechanisms.

The resilience of physical infrastructure can be enhanced in several ways. These include measures to protect
critical national infrastructure, such as telecommunications networks, transportation infrastructure, or the
electrical grid, from either physical or cyber-attack. Many countries have taken specific steps to do this in
recent years, including the European Union’s Network and Information Security Directive or the UK’s
Centre for the Protection of National Infrastructure (CPNI).”” Countries may also work to secure more
mobile and dynamic aspects of infrastructure, such as food or medical supplies, through stockpiling or
enabling redundancy in supply chains.”® Enhancing physical resilience can extend all the way to individual
homes: earthquake prone zones often have extensive construction codes that endeavour to ensure that

individual buildings are less likely to collapse in the event of an earthquake.”

The psychological preparedness of a community or country is often discussed as a key element of resilience,
but is difficult to objectively measure.”® Often, it can reflect the history of the country and its cultural
familiarity with threats. For example, communities in Israel that were frequently the victims of rocket
attacks have been shown in some studies to be better able to recover from shock.”" It can also result from
trust in government and its ability to handle whatever crises might arise.” Several interviewees also suggested

the importance of community-level ties and social cohesion as key enablers for psychological resilience.”

In many areas, the physical and psychological elements of resilience are intertwined. For example, with
information sharing, physical infrastructure is required to improve the availability of information, whilst
psychological resilience benefits from comprehensive and timely sharing of information.>* Conversely, the
increasing interdependence of previously separate physical infrastructure as a result of the internet can
negatively affect psychological resilience, by impeding information sharing when systems suffer failures or
cyber-attacks.” Increasing interconnectedness means that threats must be considered in terms of impact

across the whole system.*

% Interviews conducted by RAND Europe with interviewees G, I and L.

¥ CPNI (2021); European Union (2016).

28 Ben-Yehuda (2015).

2 UNDRR (2019).

3 Interviews conducted by RAND Europe with interviewees F and L; Padan & Elran (2019).
3! Padran & Elran (2019).

32 Jackson (2019).

% Interviews conducted by RAND Europe with interviewees F, L and P; Jackson (2019); Fiala (2019).
3% Interviews conducted by RAND Europe with interviewees M and T; Pille & Prins (2018).
% Interviews conducted by RAND Europe with interviewees B and Q; Flanagan et al. (2019).
3¢ Interview conducted by RAND Europe with interviewee K; Juncos (2016).
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2.1.3. Defence’s ability to support physical resilience is clear, while the nature of
their contribution to psychological resilience is less so
Defence’s ability to provide support to the resilience of physical structures is comparatively straightforward
and therefore relatively well understood. Defence can contribute niche capabilities that are not economically
viable for civilian agencies to maintain, such as heavy lift support helicopters or Explosive Ordinance
Disposal (EOD), which are primarily required for Defence’s war time commitments and operational roles.””
Defence can also augment civilian agencies, such as the police, to prevent them from being overwhelmed,
and to enable personnel to be re-directed to higher priority tasks. Finally, there are numerous examples of
Defence providing the necessary personnel for labour-intensive tasks, such as guarding national
infrastructure. The contribution that Defence could make to national psychological resilience is less

immediately evident, given the lack of objective metrics.

2.1.4. There is a dearth of consistently used, objective metrics to measure societal
resilience
One interviewee identified a key challenge for anyone seeking to assess or implement societal resilience
policy as the lack of objective metrics to measure societal resilience.’® This has certainly been one finding of
this study, and is in part because resilience is an outcome of a dynamic process making it difficult to employ
standard, static measurements.”® Further, resilience is also difficult to measure because it is a characteristic
of societies or systems,” which are made up of large numbers of interdependent input variables like
geographic location and levels of public trust. Finally, resilience can only be truly observed post-hoc, as it is
only truly tested when the crisis or shock occurs. Authorities’ actions, however, in understanding and
increasing societal resilience would ideally occur before a crisis, through preparation and mitigation.41

Theoretical measures are therefore required to assess resilience levels.

Some methods of measuring resilience have focused on measuring a number of relevant input variables,
including location and trust, as well as demographics, built infrastructure, economic planning and
community planning efforts.”? Other approaches have focused on identifying requirements that are needed
to maintain societal function, and measuring each of those, through impact and risk assessments, to
understand overall resilience. ** For example, NATO has outlined seven baseline requirements that must be
maintained for resilience: government and critical services; energy supplies; food and water resources;
communications; transport systems; ability to deal with the mass movement of people; and the ability to

deal with casualties.**

% MOD (2017).

38 Interview conducted by RAND Europe with interviewee H.
3 Helm (2014).

4 Helm (2014).

41 Harris (2019).

42 Sfetsos et al. (2017).

4 HM Government (2019).

44 Shea (2016).
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2.2.  Identifying quantifiable dimensions of societal resilience

To address these inconsistencies, the study team identified and then modelled the relationships between
different variables that either influence or are influenced by a country’s levels of societal resilience. Based on
this model, the GSP study team was able to develop a Societal Resilience Index (SRI) as one possible measure
of the quantifiable dimensions of resilience, using open-source datasets to enable an international
comparison. In tandem with this analysis, clusters of countries with similar characteristics and levels of
resilience were identified, which served to inform the selection of a five case studies by DCDC and the
MOD. These case studies for Sweden, Australia, Israel, Russia, and Colombia are then set out in Chapter
3 and Annex B, ahead of generation of proposals in Chapter 4 for the UK and Defence based on the good

practices observed.

2.2.1.  Relevant variables for quantifying societal resilience were identified through
literature review and selected in consultation with DCDC

Possible variables were identified through literature review and causal variables were those identified in the

literature as contributing in some way to societal resilience, either positively or negatively. For example,

supply chain resilience emerged as a variable that positively impacted societal resilience, while corruption

and conflict intensity appeared to have a significant negative impact. These variables are reflected in Table
2.2.

12
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Table 2.2: Selected causal variables

Civic
engagement

Includes a wider set of engagement types than military service
and covers a good range of countries.

Global Civic
Engagement Report*®

Conflict intensity

Potential cause and effect of poor resilience with high quality
data available.

Uppsala Conflict Data
Program dataset*®

High corruption could interfere with government response to

Corruption Perceptions

fractionalisation

readily available, good quality data.

Corruption shocks. Data of high quality and covers good range of Index*”

countries.

Thought to be a relevant factor with full coverage democracy Democracy Index*®
Democracy . . :

index data readily available.
Ethnic Literature suggests this could be a variable of interest with Historical Index of Ethnic

Fractionalisation4?

Food security

Significant co-correlation with supply chain resilience, but
testing indicated that this did not impact modelling results
significantly, so both were included.

Global Food Security

Index3°

Literature suggests that inequality may be a major driver of

GINI index (World Bank

Inequality instability with the GINI coefficient data readily available. estimate)®’
Supply chain Identified as a possible major driver of overall societal resilience | FM Global Resilience
resilience and data available has acceptable range. Index>?
Literature suggests youth unemployment could be a major driver | Unemployment, total (%
Unemployment | of poor resilience; general unemployment used as a proxy given | of total labour force)*?
poor data available for youth specifically.
Source: GSP.

Indicator variables included factors that might be influenced by the degree of societal resilience in a given
country. For example, low levels of resilience might manifest in large numbers of internally displaced
persons or a high incidence of terrorism, mass protests and other forms of disorder. High resilience, in
contrast, might present in a high Cyber Preparedness Index (CPI). The complete list of these variables is
reflected in Table 2.3.

# Gallup (2016).

% Department of Peace and Conflict Research (2021).
# Transparency International (2020).

% Economist Intelligence Unit (2020).

4 Drazanova (2019).

>0 Global Food Security Index (2020).

51 World Bank (2021a).

52 FM Global (2021).

53 World Bank (2021b).
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Table 2.3: Selected indicator variables

Potential outcome of poor resilience; high quali REIGN>
Coup attempts ) . gn quatty
data available.
CPI Used as a proxy for a cyber-attacks’ variable, National Cyber Security
which was not available. Index>?
Infernally displaced persons | Added valuable new information over total IDP Internal Displacement
(IDPs) resulfing from disaster | numbers. Monitoring Centre®
Potential outcome of poor resilience; violent Mass Mobilization Protest
P
rofests only used to avoid e.g. pro-government Data®
Mass protests i Y 9- pro-govert
demonstrations and look only at ‘negative
events.
. . Possible outcome of poor societal resilience. World Economic Forum®®
Organised crime
. Potential outcome of poor resilience; high quality | Global Terrorism
Terrorism data available. Database (GTD)%?
Source: GSP.

2.2.2.  These variables were used to design a theoretical model of societal resilience
to enable structured comparison of different approaches

Using the GSP team’s understanding of the theoretical relationships between societal resilience and
measurable variables developed through the literature review, interviews, and consultations with DCDC
and SONAC members, it is possible to gain an indicative understanding of the relative level of societal
resilience in different countries through a specification and optimisation process.”’ To aid this, the team
designed a theoretical model to capture its understanding of societal resilience, which is presented in Figure
2.1 below. The model shows the variables that impact societal resilience on the left (causal variables) and
variables that result from societal resilience on the right (indicator variables). The model also depicts the
direction of these relationships, for instance, higher supply chain resilience significantly contributed to
higher societal resilience, while corruption significantly contributed to lower societal resilience. Inequality
also contributed to higher societal resilience, but to a lesser extent than corruption. Using this model, the
contributions of the proposed causal variables to societal resilience can potentially be compared across

countries and different time periods. More detail on the full methodology can be found in Annex B.

>% One Earth Future (2021)

%5 National Cyber Security Index (2020).

56 Internal Displacement Monitoring Centre (2019).
57 Clark & Regan (2016).

8 World Economic Forum (2018).

59 University of Maryland (2021).

% This is done using a Structural Equation Model (SEM), which includes both measurable and latent, or
unmeasurable, variables (the value of which can be estimated after the model is specified). The team used it to generate
a model based on all of the shortlisted variables. We then repeated this process, removing the least significant variable
each time, until we had a properly optimised model.
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Figure 2.1: Theoretical model of factors and outcomes of societal resilience

Inequality

cbl,_

-'I
Supply chain
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4%
s
Conflict

intensity

Source: GSP.

2.2.3.  Higher corruption, inequality, and levels of conflict appears to reduce a
country’s societal resilience while better supply chain resilience raises it
The model suggests that higher corruption, inequality, and levels of conflict all serve to reduce a country’s
societal resilience while better supply chain resilience raises societal resilience. According to the model,
higher societal resilience then leads to fewer violent protests and terror incidents, to lower conflict intensity,
and to better cyber security and less organised crime. In fact, the model construction process found that
conflict intensity was both a significant cause and a significant indicator of low societal resilience. This could
indicate a concerning feedback loop, in which low societal resilience acts as a driver for increased conflict,
turther lowering societal resilience. As such, conflict reduction could be a strong candidate for priority in
efforts to build sustainable societal resilience. Supply chain resilience and corruption both have a large effect
on the societal resilience variable, roughly twice that of the inequality, conflict intensity and civic
engagement. This suggests, for example, that efforts to support societal resilience through anti-corruption

efforts and development of resilient supply chains may be more effective than tackling inequality.
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2.2.4. The model indicates the need for further research about the impact of
democracy, ethnic fragmentation, unemployment, and civic engagement on
societal resilience

In contrast, the variables removed during the iterative process of model development, such as democracy or

ethnic fragmentation are unlikely to offer the same benefits according to the model. This is particularly

interesting in light of the frequent use of Sweden, Norway and the Baltic countries as exemplars of societal
resilience. In contrast with public discourse, the model suggests that this has little or nothing to do with
their ethnic homogeneity, or lack thereof. It also has implications for those who argue that diversity in the

UK, for example, might somehow hinder societal resilience.®' Instead, the model suggested that the impact

of homogeneity, whether ethnic or religious, was minimal compared to other factors. Together with

unemployment, it is possible that these variables may have second-order effects that are not captured by the

model — for example, by influencing another variable such as conflict intensity.

According to the model, higher civic engagement is more likely to lead to lower societal resilience.®® This
could suggest an underlying causal relationship not previously considered, potentially indicating that civic
engagement rises in response to low societal resilience. While further research is required, the project team
hypothesised that this could be the result of informal networks stepping up to fill a void where government

is unable to provide certain basic social services.

2.2.5.  Building on the theoretical model of societal resilience, the study team created
a Societal Resilience Index (SRI)
Because it describes all the relationships between variables and assigns numerical values to them, the
theoretical model also served as the basis for a Societal Resilience Index (SRI). The Index was generated
using a specific type of structural equation model, a MIMIC model. which in effect allowed the GSP study
team to assign a notional 'Societal Resilience' variable using these relationships. The SRI score is an
aggregate score, on a scale between 0 and 1, derived from summing up the adjusted scores of each causal
variable (obtained from the datasets publicly available for each causal variable and listed in Table 2.2),

multiplied by the Societal Resilience variable that was calculated through a separate equation.

The GSP study team then situated clusters of countries on the SRI (i.e. given scores), allowing better
visualisation of how they related to one another. Mapping these clusters based on their SRI scores, as shown
in Figure 2.2, allowed the team to more clearly visualise how they related to each other, not only in terms
of individual causal and indicator variables, but also in terms of their perceived performance in terms of

overall societal resilience.

The full methodology explaining the generation of the Index and scoring is provided in Annex A.

¢! Interview conducted by RAND Europe with interviewee O.

62 Gallup (2016). In this context, civic engagement is defined as people’s ‘inclination to give their time, money or

assistance to others in need’.
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Figure 2.2: Societal Resilience Index scores by country clusters
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2.2.6.  The societal resilience model also helped inform a framework for country case
study selection

In WP2, the causal variables shown in Table 2.2 were taken forward to conduct clustering analysis to help

categorise countries into different groups based on various characteristics that were deemed relevant to the

way in which they might deal with societal resilience.®® In general terms, clustering analysis seeks to assign

data points into groups based on their distances from each other for a given set of variables. Points that are

close together will likely be put into the same cluster, while distant points will be assigned to different

clusters. This can provide insight as to the shared (and disparate) characteristics of different groups of points,

% The clustering analysis was conducted using a Gaussian Mixture Model (GMM). A full discussion of the qualitative
methodology is included in Annex A.
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or, in our case, groups of countries. Based on this analysis, the team defined six clusters of countries that
shared similar characteristics, as shown in Table 2.4. Using the clusters, the DCDC and MOD then selected
five countries (Australia, Colombia, Israel, Russia and Sweden) to serve as case studies intended to provide
a spread of different approaches and experiences that might provide useful insights to the UK. It is
important to note that, while the selection of case studies used the cluster analysis as a reference point, this
was not the only factor — selection criteria also included countries of wider interest to the MOD. Ultimately,
countries from Clusters 2 and 4 were not selected, as it was felt that their levels of societal resilience were
too low, and their characteristics too different, to yield lessons for the UK. A full explanation for the

selection of the case study countries is included in Annex A.

Table 2.4: Countries clustered by structural conditions that affect their societal model of resilience

Cluster | Description Cluster countries
Consists of many Western European and Anglophone Australia, Austria, Belgium,
countries. These are distinguished from the other countries in Canada, Denmark, Finland,

1 the dataset by their high food security, supply chain resilience, | Germany, Ireland, Netherlands,
civic engagement, and democracy indices, and by low levels of | Norway, Sweden, Switzerland,
corruption and inequality. UK, US
A range of countries from around the world. These countries Benin, Dominican Rep., Ghana,
have highly variable supply chain resilience and food security | Guatemala, Indonesia, Malawi,

2 and worse-than-average corruption and inequality. They are Malaysia, Panama, Peru,
also ethnically diverse, and usually have high levels of civic Senegal, Sri Lanka, Tanzania,
engagement and very low unemployment. Thailand, UAE
The smallest group, only containing five countries. These

3 countries all score above the global average for democracy, Botswana, Brazil, Colombia,
but their economies are troubled by very high unemployment Costa Rica, South Africa
rates and inequality.

Primarily characterised by the presence of significant conflict.
All of .thes.e countries are in the top ten in the dotos?et for conflict Chad, Ethiopia, Kenya, Nigeria,

4 intensity since 2015. They are also extremely ethnically . e

N Pakistan, Philippines, Uganda
fractionalised, when compared to global averages, and have
poor food security and supply chain resilience.
Similar to Cluster 2, this cluster comprises a geographically Bangladesh, Bulgaria, Ch.'f""
. . o X . Ecuador, El Salvador, Haiti,
wide range of countries. Primarily made up of middle-income .
. . N Honduras, Kazakhstan, Mexico,
5 countries, this cluster is distinguished by below-average supply .
. " - Morocco, Nicaragua, Paraguay,
chain resilience and civic engagement, as well as low scores . .
for both corruption and democrac Russia, Rwanda, Serbia,
P & Tajikistan, Tunisia, Ukraine
Similar in many ways to Cluster 1, this cluster contains several
developed economies. These countries tend to score slightly Argentina, Chile, Czechia,
lower than those in Cluster 1 on supply chain resilience, Greece, Hungary, Israel, ltaly,

6 corruption, democracy, and food security, but are still usually Japan, South Korea, Poland,
above average in all of these metrics. This cluster is also the Portugal, Romania, Slovakia,
most homogenous, with typically low ethnic fractionalisation Spain, Uruguay
scores.

Source: GSP. The countries selected as case studies have been highlighted in bold font.
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2.2.7.  The SRl enabled a comparison of the scores of the five case study countries in
terms of the quantifiable dimensions of resilience

Comparing the resultant index to the clustering analysis illustrates some trends among different clusters.

The top of the index is largely populated by countries from Cluster 1, with the Nordic states scoring

particularly highly and claiming four of the top five spots. Countries in Cluster 2 also tend to achieve good

scores for societal resilience, with many of them coming ahead of Cluster 1’s worst performer, the United

States. The middle of the index is populated largely by Clusters 2, 3 and 5.

The countries selected for the case studies represent a broad range of both clusters and outcomes in the
Index. Among these countries, Sweden scores the highest on the index (third overall with a score of 0.84),
suggesting that the country is well-positioned to have a resilient society. This high SRI value is driven by
Sweden’s better-than average scores in almost all variables. Sweden’s relative inequality, corruption, supply
chain resilience and levels of conflict are all better than the global average by more than a full standard
deviation. Sweden’s above-average civic engagement does lower its score somewhat, but this has minimal

impact in comparison to the strongly positive factors.

Australia, like Sweden, performs well in most categories. It has, however, a lower overall SRI score at 0.68.
This is primarily because Australia scores closer to average than Sweden in terms of inequality, corruption
and supply chain resilience. As a result, the upwards pressure on Australia’s score is weakened; a larger degree

of civic engagement also serves to depress Australia’s overall score.

Israel performs averagely on the SRI, with its score of 0.57 placing it near to countries like the United States
and Uruguay. This is largely due to two factors. First, Israel has average levels of inequality, corruption, and
civic engagement. It does have a reasonably high level of supply chain resilience (albeit lower than both
Sweden and Australia), but this does not serve to raise its score a long way above average. Second, Israel is
among the states in the sample with the highest level of conflict intensity, at more than one standard
deviation above the global average. This lowers Israel’s score; as a result, the index suggests that Israel does
not have a naturally strong structural basis from which to develop societal resilience, indicating that only

using quantifiable dimensions of societal resilience may not give a complete picture

Russia also suffers from significant conflict intensity, which lowers its position on the index. Yet, where
Israel benefits from high supply chain resilience and neutral scores elsewhere, Russia does not. Russia’s
corruption is more than a standard deviation worse than average, and its supply chain resilience is also below
the global mean. A low level of civic engagement goes some way towards supporting Russia’s final score,

but it does not allow it to attain an SRI score of more than 0.37.

At first glance, with an SRI score of 0.35, Colombia appears similar to Russia. This score, however, is driven
by a different combination of factors. Colombia’s supply chain resilience, corruption, and conflict levels are
less bad than Russia’s (although they are all still worse than average). Yet, this improvement is counteracted
by the country’s extreme inequality, which drives its overall score down. The low SRI scores of Russia and
Colombia respectively suggest that these countries face an uphill challenge when attempting to build societal

resilience, particularly when compared to countries such as Sweden and Australia.

While the modelling and analysis presented in this chapter offers one tool for comparing large numbers of
different countries in terms of quantifiable dimensions of societal resilience, it is not possible to understand

the more nuanced picture behind the numbers without also conducting qualitative research into how
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individual nations approach building societal resilience. Context matters. To this end, Chapter Error!
Reference source not found. presents an overview of the five case studies for Sweden, Australia, Israel,

Russia and Colombia, with further information included in Annex B.

2.3.  Analytical framework for country comparison

2.3.1.  The processes that together comprise societal resilience can be divided into
three overarching phases: Prepare, Respond and Recover

Based on the interviews and the literature review, the GSP study team developed a conceptual model for

the phases of societal resilience used to structure case study findings and good practices in Chapter Error!

Reference source not found., as well as proposals for the UK in Chapter 4. The team identified three stages

of actions to increase and safeguard societal resilience, Prepare, Respond and Recover, as illustrated in

Figure 2.3.%

Figure 2.3: The stages of societal resilience
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These stages are illustrated as part of an ongoing cycle. Elements of each stage are dependent on actions
intended to occur in the previous stage, while also feeding into and enabling subsequent stages. It is
important to note that, as crises may occur in parallel or in a cascade effect, actors may find themselves in
the midst of several phases simultaneously. Actors may be in the midst of the Recover phase for an initial

crisis and find themselves needing to respond from a cascade effect or second-order consequence. Laying

¢4 Names for the three stages are drawn from the MOD JDP Military Aid to Civil Authorities, which defines these as
the three primary aspects of crisis response. See MOD (2016).
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out each phase in sequence, however, is important for understanding the elements required to fully respond.
Given how infrequently the Recover phase came up in literature or interviews, the study team felt that it

was important to emphasise here.

2.3.2.  The Prepare phase aims to ensure awareness and assessment of risks, threats
and vulnerabilities

The first phase, Prepare, consists of all activities undertaken prior to a crisis or incident in order to ensure
that awareness and assessment of potential risks, threats and vulnerabilities has taken place and that the
necessary resources and relationships are in place to enable an effective response. The sub-tasks included
within Prepare are also interrelated, but are likely to all be occurring in parallel, even in the background of
an ongoing crisis. Prepare includes the sub-tasks of Foresee, Build, and Educate, which are defined in greater
detail in Table 2.5 below.

Table 2.5: Sub-tasks within the Prepare phase of building societal resilience

s
% Foster awareness of potential risks and threats to societal resilience, as well as
possible vulnerabilities, and take appropriate mitigation steps.
Foresee
?. — Form connections across diverse stakeholder groups and institutions that enable
T appropriate measures fo protect societal resilience; build relationships and
EEEE d capability.
Q@ Q. Provide information and opportunities to train or exercise for potential crises
r across different stakeholder groups, including wider awareness among the public.
Educate
Source: GSP.

2.3.3.  The Respond phase focuses on assessing and mitigating the impact of the
immediate crisis

The second phase, Respond, consists of all activities taken once a crisis has ensued. Regardless of the nature

of that crisis, the same overall types of activity are required. While there is some temporal element to the

order in which they are presented, different sub-tasks may need to reoccur in a small version of the overall

cycle of Prepare — Respond — Recover. Multiple sub-tasks may also occur in parallel. These sub-tasks,
Understand, Inform, and Mobilise are defined in Table 2.6 below.
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Table 2.6: Sub-tasks within the Respond phase of building societal resilience

Gather information to understand the scope and scale of the situation and
determine appropriate courses of action.
Understand
Communicate effectively and efficiently in the event of a crisis to facilitate prompt
and appropriate responses from stakeholder groups across society.
Inform
Ensure personnel, equipment, capability, and all necessary resources from across
society can engage with crisis response as appropriate and with all necessary
Mobilise speed.

Source: GSP.

It is important to note that, while it is easy to mistake actions within Respond for a short-term commitment,
crises may continue for long periods of time, or may cause concurrent or adjacent incidents. Therefore,

sustainment is a significant component of all tasks in this phase.

2.3.4.  The Recover phase includes actions taken to return to a pre-crisis state and
rebuild capabilities or equipment needed to respond to any future crises
Finally, the third phase, Recover, occurs once the initial crisis has passed or been mitigated and consists of
tasks needed both in the short-term to ensure that civilians have been moved to safety and that resources
have been returned to their previous locations, as well as longer-term tasks to ensure that responding
personnel and equipment are returned to readiness. Finally, the importance of learning from previous tasks
to adapt existing structures, resources and institutions, or create innovative and novel practices came
through strongly in the case studies and interviews. Recover may well be the most resource-intensive and
long-lasting of all of the tasks and is likely to continue long after public attention has moved on. The sub-

tasks for Recover are Reset, Regenerate and Reflect. These are defined in Table 2.7 below.

Table 2.7: Sub-tasks within the ‘Recover' phase of building societal resilience

Collect all personnel and equipment and move them from the crisis area to a
designated location (i.e. pre-crisis location, temporary accommodation, efc.).
Support the return of the civilian population to a safe location (i.e. return to area of
Reset crisis, temporary shelters, hospitals or other infrastructure as appropriate).

Return responding personnel and equipment to a response-ready condition,
including replacing personnel or equipment lost in crisis response, and return
society to pre-crisis state (e.g. basic service provision, resumption of business-as-

Regenerate normal).
o Generate, analyse, and apply lessons identified across all stakeholder groups.
@ + (] Incorporate lessons identified across subsequent iterations of the Prepare stage to
K‘Qﬂ adapt existing structures, institutions, resource, etc. and create innovative practices
Innovate to improve the ability to prepare and respond to future crises.

Source: GSP.
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2.4.  Summary

In this chapter, the study team has examined the different definitions of societal resilience with common
features including an ability to bounce back from a shock with minimal disruption. It has been shown that
most definitions describe three phases that are loosely organised around preparation, response and recovery.
Yet, the terms ‘resilience’ and ‘societal resilience’ are often defined imprecisely, mean different things to
different people and are used interchangeably with other types of resilience. This has led to different parts
of government defining resilience in slightly different ways and made it difficult to measure. Resilience has
also been characterised as having both physical and psychological elements, the former relating to the ability
of physical structures and infrastructure to withstand shocks, and the latter concerning the capacity of the
population to endure crises. UK Defence’s contribution to psychological resilience is more difficult to
distinguish.

The team also proposed a structured, quantitatively based approach to bringing great clarity to societal
resilience as a concept to enable analysis across countries. This entailed: (1) identifying structural variables
that influence societal resilience and those that result from it through a combination of literature review
and statistical analysis; and then (2) fashioning the relationships between them into a theoretical model of
societal resilience. The theoretical model then enabled the construction of clusters and an indicative Societal

Resilience Index to:
a) Add a level of rigour to case study selection for the next phase of the study and,

b) Provide a degree of analytical depth to qualitative investigation of case studies provided in the next

chapter.

Against this setting, the study team created a conceptual framework for each of the phases of societal
resilience: Prepare, Respond and Recover. Each phase has several sub-tasks which are shown as part of an
ongoing cycle. These have been used to help structure the case study findings in Chapter 3 and
recommendations presented in Chapter 4. The Prepare phase aims to ensure awareness and assessment of
risks and vulnerabilities, the Respond phase focuses on assessing and mitigating the impact of the immediate
crisis, whilst the Recover phase includes actions taken to return to a pre-crisis state and rebuild capabilities
or equipment needed to respond to future crises. A crucial component of this phase is also adapting current
practices and measures, as well as leveraging the lessons identified to generate new, innovative practices and

source new skills.
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3. Identifying societal resilience practices, trends and lessons in

different countries

This chapter contains a summary of relevant background information and key findings from each of the
five selected case studies: Sweden, Australia, Israel, Russia and Colombia. A more detailed explanation of

why each country was chosen is included in Annex A, and the full case studies are detailed in Annex B.

Country case studies are listed here in order of their score in the SRI (from highest to lowest). For each case
study, a summary of key characteristics has been provided to help introduce and describe that country’s
structures and approach to societal resilience. This is followed by a table detailing a list of relevant resilience
practices identified. The societal resilience structures, institutions and practices of each country are, of
course, borne out of their national specificities (such as their threat assessment and the particularities of the
social contract between their population and governments). Despite this, the way that the Prepare, Respond
and Recover phases of societal resilience are operationalised and have been assessed in each country, may
indicate lessons for the UK as it considers its own conceptualisation and operationalisation of societal

resilience, and how Defence could support it.

These practices have been broken out into the three phases of the conceptual framework of societal
resilience, Prepare, Respond and Recover, as outlined in Chapter 2. Finally, implications for Defence in
that country are summarised at the end of each case study. These implications also feed into Chapter 4,

which sets out proposals for the UK in general and for Defence specifically.

Detailed discussion of the qualitative methods used to generate the case studies is included in Annex A.

3.1.  Countries have structural differences that have led to their adoption
of different definitions and approaches to societal resilience

There is a great deal of variety in terms of the environment in which countries find themselves in; this helps
shape their different approaches to societal resilience. Countries that face an imminent threat, whether
manmade or natural, can appear significantly more proactive in their approach to societal resilience. It is
important to note that this may be entirely outside the control of the country in question, particularly if
the threat is the result of natural phenomena or an aggressive neighbour. For example, interviewees discussed
extensive societal resilience preparation in countries as varied as Mexico and Chile due to earthquakes; the

Netherlands due to frequent flooding; and the Baltic countries due to their proximity to Russia.®® Such

% Interviews conducted by RAND Europe with interviewees E, G, H and O; Flanagan et al. (2019).
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countries frequently have more resources or established mechanisms in place for emergency preparedness,
as well as more practised responses and a greater public awareness of what actions individuals are expected

to take in a crisis situation.®

Differences in threat level can cause significant variation within countries as well as between them. For
example, certain areas within countries that are prone to natural disasters are often perceived as being
qualitatively more resilient than those that are not.”” Studies have shown that the same applies for areas
frequently exposed to manmade attacks, such as the parts of Israel that border the Gaza Strip, and have
extensive civilian emergency response plans in place.”® These areas are more resilient against all threats,
whether or not they come from Gaza, because they have mobilised resources in response to the high threat
level, and because previous experience has affected the public mindset and led the public to practise more
active responses to a crisis.”? Interviewees from the UK suggested that, in their experience, this held true
for areas of the UK that are more prone to flooding or are in the vicinity of possible hazards, such as a
nuclear power station.”” The lack, however, of objective metrics makes this a difficult question to

comprehensively answer.

Before moving on to an examination of the case studies, it is instructive to provide a brief overview of how
UK Defence is integrated into the wider societal resilience ecosystem of the UK (discussed in greater detail
in Annex A). This will serve to frame and guide the recommendations and implications for UK Defence

provided in the next chapter.

3.2.  Role of UK Defence in maintaining societal resilience

In the UK, Defence is not listed as a responder under the 2004 Civil Contingencies Act. Yet, the 2010 and
2015 National Security Strategy (NSS) and Strategic Defence and Security Review (SDSR) highlighted
resilience as a key function of UK Defence. The 2015 NSS and SDSR stated that it was MOD’s
responsibility to ‘support UK civil authorities in strengthening resilience.””" It also stated that military
planners would be placed into key government departments to give Defence a more formal role in

supporting national resilience planning.

Further, in the 2016 MACA policy review, the scope for the application of MACA was expanded. Whereas
the military were previously only involved in the Respond phase, from 2016 their remit was widened to
include the Prepare and Recovery phases as well.”> Under the revised MACA rules, Defence supports civil
authorities in cases where they might be overwhelmed, where they have need of certain niche capabilities,

or in preparation for major national events.”

% Tnterview conducted by RAND Europe with interviewee M; Jackson (2019).

¢ Interviews conducted by RAND Europe with interviewees E, F, H and R; Kimhi et al. (2020).
% Elran (2017); Kimhi, et al. (2020).

9 Interview conducted by RAND Europe with interviewee F; Kimhi, et al. (2020).

7% Interview conducted by RAND Europe with interviewee R.

"V HM Government (2015).

72MOD (2017).

73 MOD (2017).
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The Integrated Operating Concepr 2025 (IO0pC), published in 2020, and the 2021 /R placed an even greater
emphasis on resilience and Defence’s role in supporting it. The /OpC emphasises a need for deeper, more
cohesive military-civilian responses to a range of threats.”* The /R announced that in addition to continuing
to use MACA, the government plans to make greater use of reserves and create a civilian reservist cadre to

support domestic security during the Respond phase.”

The following sections outline the current roles Defence plays in supporting resilience across the three

phases of the analytical framework presented in Chapter 2 (Prepare, Respond and Recover).

Box 1: Key contributors to UK societal resilience in the Defence context

The MOD Security Policy and Operations Directorate (SPO) is the lead within UK Defence for civil
emergency response planning and works closely with the Civil Contingencies Secretariat (CCS).
Headquarters Standing Joint Command (HQ SJC) is part of the MOD Defence Commitments
Management Organisation. It coordinates Defence’s contribution to UK resilience operations.
Army Headquarters Regional Command (HQ RC) coordinates the Army’s support to civil
authorities. It oversees nine Regional Points of Command (RPoCs) around the UK, which
coordinate with regional civil authorities.

Liaison Officers represent the MOD in Local Resilience Forums (LRFs) and assist with training and
exercises.

Source: GSP analysis of Joint Emergency Services Interoperability Principles (2021); Ministry of Defence (2017).

3.2.1.  Defence’s role in the Prepare phase

National level: At a national/strategic level, the MOD Security Policy and Operations Directorate (SPO)
within Head Office takes the lead in preparing for civil emergencies.”® It works closely with the CCS.” It
also provides strategic guidance for UK operations training and exercising in Defence.”® Full-time liaison
officers from the single-Services also contribute at the national level; they were placed in government
departments following the 2015 NSS and SDSR to support national resilience planning.” Other key
national actors in the Prepare phase are science organisations such as Defence Science and Technology
Laboratory (Dstl) and the Atomic Weapons Establishment (AWE), which provide specialist advice to civil

authorities for emergency preparedness.®

Sub-national level: At the sub-national level, HQ SJC provides operational-level training and exercising in
UK resilience operations. The Army’s HQ RC, and its regional branches, RPoC, assist with developing and

delivering resilience training to civil authorities at a regional level.*'

7+ MOD (2020).
7> HM Government (2021).
76 MOD (2017).
77MOD (2017).
78 MOD (2017).
7 HM Government (2015).
80 MOD (2017).
81 MOD (2017).
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Local level: Liaison with civil authorities at local level is provided by joint regional liaison officers JRLOs);
Royal Navy regional liaison officers (RNRLOs); Royal Air Force regional liaison officers (RAFRLOs); and

military liaison officers, who represent the MOD in LRFs and assist with training and exercises.®?
ry g

An overview of Defence organisations involved in the Prepare phase is provided in Figure 3.1 below.

Figure 3.1: Overview of Defence's role in Prepare

Civilian Organisation Defence Organisation Defence Role
Home Office Fulltime liaison officers from single- Latssosith gevernment deparinnts
Services
National Lead Government Departments i i ialist scientifi
o] Atomic Weapons Establishment (AWE) Provide specialist scientific support to
eve Cabinet Office’s Civil and the Defence Science and Technology government
Contingencies Secretariat Laboratory (Dstl)
Strategic-level Defence resilience and UK
MOD Operations Directorate operations training and exercising
Sub- Ministry of Housing, Headquarters Standing Joint OReraﬁons—level lead for edfjccﬁon,
ional Communities and Local Commander (UK) (HQ SJC(UK)) training and exercising relating to
Inuml)nc Government - Resilience and resilience and UK ops
evel
E?S)rgencies Division (MHCLG- Regional Point of Command (RPoC) :;k;groted rjsilie?ce irci:ing between
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Command (HQ RC) training with single-Service commands
]
Local level Local Resilience Forums FulHtime liaison officers from single- Assist Local Resilience Forums
Services

Source: GSP analysis of Joint Emergency Services Interoperability Principles (2021); Ministry of Defence (2017).

3.2.2. Defence’s role in the Respond phase

National level: As in the Prepare phase, in the Respond phase the MOD’s SPO is one of the lead actors at
the national level. It has strategic responsibility for the UK Defence Respond phase, works closely with the
CCS and represents the MOD in Cabinet Office Briefing Room (COBR) meetings.*” The Deputy Chief
of the Defence Staff and the Director General Security Policy also advise COBR on strategy. Full command

is the responsibility of the single-Service chiefs.®*

Sub-national level: The Standing Joint Commander UK supports civil authorities’ resilience operations and
oversees the deployment and management of Defence assets. It also conducts joint actions with the three
single-Service commands.® The Army’s RPoC structure also provides command and control at the tactical
level and oversight of Defence assets. There are nine RPoCs around the country, and they maintain close

ties with the civil authorities in their areas.®

%2 JESIP (2021).
8 MOD (2017).
s MOD (2017).
8 MOD (2017).
8 MOD (2017).
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Llocal level: The military liaison officers that are already in place in LRFs can represent the RPoC
commander at LRF’s SGC meetings during a crisis. They can also advise on what military assistance can be
made available to the local area.’” The Army also has three Standby Battalions that can be deployed to

support local authorities.*®

An overview of Defence organisations involved in the Respond phase is provided in Figure 3.2 below.

Figure 3.2: Overview of Defence's role in Respond

Civilian Organisation

Defence Organisation

Defence Role

National
level

Sub-national
level

Local level

Cabinet Office Briefing
Room (COBR)

Lead Government
Departments

Government Liaison Team

MHCLGRED

Local Resilience Forum Strategic
Co-ordinating Group

Deputy Chief of the Defence Staff
(Military Strategy and Operations)
and the Director General Security

Policy (DG Sec Pol)

MOD Operations Directorate

Single-Service chiefs

Headquarters Standing Joint
Commander UK (HQ SJC)

Army Regional Point of Command
(RPoC)

UK Standby Battalions

Fulltime liaison officers from single-
Services

Provide strategic guidance to ministers
and other government departments

through COBR

Takes the lead for all UK operations
activity

Provide full command when requested

Conducts operational-level joint actions
with three single-Service commands and
Defence agencies. Oversees deployment
and management of Defence assets

Tactical level C2 of Defence forces

3 generalist Army battalions to support
civil authorities

Represent RPoC at LRFs

Source: GSP analysis of Joint Emergency Services Interoperability Principles (2021); Ministry of Defence (2017).

3.2.3.

Defence'’s role in the Recover phase

Structures that were involved during the Prepare and Respond phases can also assist during the Recover
phase. The main role of Defence organisations is to assist LRFs. Yet, publicly available information about
Defence’s role in the Recover phase is relatively limited. As already highlighted, phases of the framework

can occur concurrently, especially where there is a cascade of crises either naturally or through design.

An overview of Defence organisations involved in the Recover phase and their roles is provided in Figure

3.3.

87 JESIP (2021).
8 MOD (2017).

28



Enhancing Defence’s Contribution to Societal Resilience in the UK

Figure 3.3: Overview of Defence's role in Recover

Civilian Organisation Defence Organisation Defence Role
Depending on the scale of the
emergency:
. Central government, agencies,
National and devolved administrations
level
Headaivarters Staiidi int Oversees the recovery of Defence
MHCLGRED C:?nn?::;::iJKc;:IC:)ngjjé;m assets that were deployed during crisis
Sub-national operations
level Army Regional Point of Command Support LRFs and local authorities
(RPoC)
Local Resili F IRE FulHime civilian liaison officers from Support LRFs and local authorities
Local level ocal Resilience Forums (LRFs) single-Services

Source: GSP analysis of Joint Emergency Services Interoperability Principles (2021); Ministry of Defence (2017).

Having outlined the baseline of current UK and Defence approaches, this chapter goes
on fo explore approaches of other nations

This chapter has presented an overview of the role of Defence in societal resilience in the UK. It is also
supported by Annex C, which features an overview of the civilian approach to societal resilience in the UK.
As discussed in the preceding sections, there is an extensive ecosystem of different structures and processes
already in place at the national, regional and local levels, across the Prepare, Respond and Recover phases
of the analytical framework introduced in Chapter 2. From discussions with interviewees, however, it is
apparent that these do not necessarily work well in practice. The UK is not alone in facing complex threats

to societal resilience and could benefit from good practices that other nations have in place.

The following sections of this chapter go on to examine the five case study countries, selected in Chapter 2,

to identify what lessons may be transferable to the UK.

3.3. Sweden

As discussed in Chapter 2, even adjusting for a comparatively high level of socioeconomic equality and its
proximity to Russia on the European frontier, Sweden’s high SRI score indicates that it has a number of
attributes associated with strong societal resilience. As part of Cluster 1, Sweden is of particular interest to
the UK as an example of a non-Anglophone country that shares with it a number of high-level cluster
characteristics, such as comparatively high levels of food security, supply chain resilience, and civic
engagement coupled with low levels of corruption and inequality. Firstly, Sweden has adjusted its stance on

societal resilience over time to respond to changing threat assessments. For example, Sweden has
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significantly changed its national threat assessment, and subsequently its approach to societal resilience,

following Russia’s aggression towards the Crimea and Ukraine in 2014.%

Sweden’s Total Defence concept is frequently cited as a model for approaching societal resilience.” Total
Defence in Swedish law is defined as: ‘the preparations and planning required to prepare Sweden for war.””!
The Total Defence laws require a cohesive crisis planning and response framework to be in place, such that
Sweden would be able to withstand a security crisis for at least three months.”” All individuals between 16
and 70 are obliged to contribute to Total Defence, with roles determined based on skills or civilian
occupations.” The Swedish government is also empowered to compel industry to participate in Total
Defence exercises, as well as stockpile or manufacture goods. This latter policy, however, is thought to be

unpopular with industry and has not been used in a long time.”

The government maintains active, ongoing communication with the entire population regarding their role
in societal resilience.” This dissemination of information is also intended to spur citizens to participate in
Total Defence: the government encourages citizens to learn to provide first aid or get involved with non-
profit organisations that play significant roles in voluntary defence.” As part of this preparation advice, the
Swedish government has issued the general public pamphlets with instructions on actions to take in the
event of a crisis.”” It also has a signal alert system that warns civilians of an emergency via cell phones and

other designated means.”

In addition to its long tradition of national service, Sweden’s dedicated national Civil Contingencies Agency
(MSB), is regarded as one of the best civil defence agencies worldwide. > As part of its responsibility for
tasks related to civil preparation, emergency management and civil defence, MSB carries out contingency
planning, supports training, exercises, regulation and education and works closely with municipalities,
councils and the private sector.'” MSB has also overseen the development of preassigned dual roles for
civilian positions in government agencies during wartime. '*' In 2019-2020, the MSB together with the

armed forces, ran a year-long Total Defence exercise (2019—-2020) that drew on a whole-of-society approach

¥ Von Sydow (2018).

% Von Sydow (2018).

91 Swedish Defence Commission Secretariat (2017).
92 Swedish Defence Commission Secretariat (2017).
9 MSB (2019b).

% Internal RAND Europe expert workshop conducted 19 March 2021; Swedish Defence Commission Secretariat
(2017).

% Swedish Defence Commission Secretariat (2017).

% MSB (2019a).

97 MSB (2019b).

% MSB (2018a).

? Interviews conducted by RAND Europe with interviewees G and H; Von Sydow (2018).
100 MSB (2019a).

1% Internal RAND Europe expert workshop conducted 19 March 2021; Von Sydow (2018).
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to conduct exercises ranging from table-top to live-play that included parliament, government agencies,

regional administrations, municipalities, industry, and the general public.'’*

Sweden, however, faces a number of inherent challenges. Some of these are the result of reintroducing Total
Defence within a modern setting. Previously, Total Defence was in operation during the Cold War. Since
then, there has been significant privatisation of key industries and a consequent lack of government
control.'” In addition, where previously Sweden maintained large stockpiles and had limited imports, many
supply networks now use a ‘just-in-time’ approach to gain commercial advantage, and rely on imports for
crucial goods like food, fuel, and medicine, leaving Sweden more vulnerable to disruption.'™ Sweden also
has a pluralistic authority landscape with control and authority organised across national, regional and local

levels rather than vested in central government, which can slow down the speed of crisis responses.'"

3.3.1. Role of Swedish Defence

Although peacetime conscription was temporarily suspended in 2010, it was reintroduced again in 2017 as
part of the increased focus on Total Defence.'® Therefore, at the conceptual level, defence is central to its

approach to societal resilience.

Operationally, too, Sweden is among the countries with a designated reserve force specifically intended to
protect Swedish territory and support societal resilience: the Home Guard, which consists of stand-by units
whose responsibilities include supporting police, rescue services and other authorities in the event of large-
scale accidents, natural disaster or other threats to society."” The Home Guard regularly collaborates with
allies and partners, such as the United States, to demonstrate its capabilities."”® Members also wear their
uniforms to their civilian jobs once a year to demonstrate their spread throughout society.'” Finally, the
military has joint responsibility for the national cybersecurity centre stood up in 2020 alongside intelligence

and crisis management agencies.''’

At the same time, the central government is still refining the role of Defence in Swedish societal resilience,
particularly as it concerns the overlap between its remit and that of MSB.""" The two frequently work
together, for example to run the Total Defence Exercises between 2019 and 2020,""? but the Swedish central
government and military have limited ability to involve themselves in peacetime crisis preparation and

prevention, as local authorities retain significant authority short of an act of war."” An Inquiry on Civil

102 Wheeler (2020).

1% Von Sydow (2018).

14 Von Sydow (2018).

195 ETIA (2020).

106 FTIA (2020).

107 Swedish Armed Forces (2021).
108 Swedish Armed Forces (2021).
199 Swedish Armed Forces (2021).
10 ETIA (2020).

"1 Internal RAND Europe expert workshop conducted 19 March 2021.
12 Wheeler (2020).

113 FIIA (2020).
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Defence has been set up to address the issue. Currently, the MSB directs civilian efforts for civil defence
planning, but the central government cannot dictate actions in the Prepare phase; its role is limited to
leading a crisis response.114 The central government, however, is making changes to better support societal
resilience and civil defence: in addition to its Total Defence bill passed in December 2020, and its
appointment of an Inquiry on Civil Defence, the central government has instigated a significant increase in
spending on Total Defence. The reinvigoration of Total Defence in the 2015 National Defence Strategy saw
a significant increase in defence spending;'" several years later, Sweden is still planning to increase its
defence spending by more than $3b over the next five years.""A list of relevant Swedish practices, that
indicate effective integration between civil and defence elements, on-going engagement of the public, and
comprehensive threat assessment, and as such could hold lessons for the UK, is presented in Table 3.1

below.

14 Internal RAND Europe expert workshop conducted 19 March 2021.
5 Von Sydow (2018).
116 Phillips & Marson (2021).
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Table 3.1: Findings from the Sweden case study that might hold lessons for the UK

Phase Relevant practices

Sweden regularly takes stock of the evolving threat landscape and adjusts its approach to
societal resilience accordingly, indicating its ability to feed changes in threat assessment into
societal resilience planning.'"”

Sweden’s government is working to map national supply chains to identify vulnerabilities
and defermine where stockpiles might be needed.''®

Prepare | Sweden has a designated Civil Contingencies Agency (MSB), a civilian body responsible for
civil preparation. It is used to keeping the public informed and involved in societal resilience
measures through active information campaigns and whole-of-society Total Defence
exercises, such as those carried out in 2019 and 2020.1°

Sweden has legislative processes and administrative mechanisms to enable the direct
participation by the private sector in Total Defence planning.'?°

Sweden has structures to enable mass, all of society mobilisation in the event of a crisis
through:

Reinstatement of conscription.

Requirement for all individuals between ages 16 and 70 to contribute to Total Defence in a

SETpEE variety of designated roles based on occupation and skill.

Government power to compel private industry to stockpile or produce certain goods.'?!

Sweden’s parttime Home Guard is a military reserve that includes support to civil authorities
in its explicit remit, enabling it to access niche skills otherwise found in the civilian sector.!?2

Sweden has 65,000 shelters that can house four million people.'??

Recover | The government took lessons learned from the year-long Total Defence exercise to inform
policy changes and adaptations.'?*

Source: GSP.

3.4. Australia

Another member of Cluster 1, Australia has an SRI score of 0.68 and, similarly to Sweden, has a number
of structural characteristics that contribute to its societal resilience, such as comparatively low levels of
inequality and corruption, and high levels of supply chain resilience. Australia, however, does not have a

long history of state-led focus on resilience like Sweden; it has never had National Service and has conducted

7 Von Sydow (2018).

"8 Internal RAND Europe expert workshop conducted 19 March 2021.
119 Wheeler (2020).

120 Interview conducted by RAND Europe with interviewee X; Von Sydow (2018).
21 Von Sydow (2018).

122 Swedish Armed Forces (2021).

125 MSB (2018b).

124 Wheeler (2020).
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limited civil defence and emergency planning over the last century.'” Commonality, however, with Sweden
in terms of resilience can be seen in the way that Australia is adjusting its approach to societal resilience as
its threat assessment changes over time. Indeed, recent changes to national threat assessments, in light of
technological change, increased strategic competition in the Indo-Pacific, and increased cyber and grey-
zone threats, as well as the increasing incidence of extreme weather as a result of climate change, have been

the impetus for Australia to seriously consider its civil defence policies and resilience.'®

Australia is split into three levels of governance: the federal level, the state level, and the local council level.
In general, resilience planning and crisis response is led by the states, which have their own forces that
operate under separate legislative frameworks.'”” States are legally responsible for emergency management,
land use planning, development regulation, and disaster resilience, through emergency services
organisations.'*® States can seek assistance from Defence if overwhelmed, but the federal government does
not have the power to order the military into states (in this way it is similar to Sweden).'” A move to
strengthen civil defence and resilience has grown in the last decade resulting in the publication of multiple

strategy documents. '*°

In 2011, the Australian government published a National Strategy for Disaster
Resilience, which called for greater collaboration between national and local government, businesses, and
communities.”! Other documents have included the 2018 National Strategy for Disaster Resilience, the
Disaster Response Plan (COMDISPLAN) and the Nature Catastrophic Disaster Plan (NATCASDISPLAN)."*
At the federal level, interest is focused upon updated national threat assessments and mitigating the risks

from extreme weather due to climate change, driven by the increasing incidence of bushfires, droughts and
flooding."”

At the same time, Australia’s geo-economic and political characteristics also give rise to several challenges to
enhancing societal resilience. Like Sweden, it is reliant on imports and, due to its isolated location, has
relatively little experience of national security threats. Decentralised authority, like Sweden, could also make

it harder to coordinate societal resilience efforts in a crisis.'>

3.4.1. Role of Australian Defence

Australian Defence has a mandate to assist civilian authorities in catastrophic natural disasters, such as the

2020 and 2009 bushfires, where the danger level was high and local entities alone could not handle the

125 Nicholson et al. (2021).

126 Nicholson et al. (2021).

127 Deloitte (2017).

128 Deloitte (2017).

129 Nicholson et al. (2021).

1% Internal RAND expert workshop conducted 21 April 2021.
11 Council of Australian Governments (2011).

132 EMA (2017, 2020).

133 Nicholson et al. (2021).

13 Internal RAND expert workshop conducted 21 April 2021.
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situation."” In addition, the government can invoke Defence Force Aid to the Civil Authority (DFACA),

through which the armed forces can help civil authorities with law enforcement.'*

In 2020, Australia published a Defence Strategic Update that identifies disaster and national resilience as a
priority for Australian Defence and notes that resilience planning needs to be a priority in Defence planning.
Yet, this is a relatively new development and there is no tradition of integrating concepts of resilience or
whole-of-society mobilisation contained within its Defence planning or doctrine."”” Some experts also
viewed the level of awareness of national security threats to be quite low amongst the Australian public, in
comparison to other countries.'”® The document also describes modern deterrence as requiring an *...all of
government and society response’.'”” Therefore, Australia will seek to: ‘expand Defence’s capacity to support
civil authorities in response to natural disasters and crises.”'* These activities include providing support for

domestic emergencies, providing cybersecurity, and responding to grey-zone threats.'"!

Table 3.2 below summarises the practices, structures, and measures in the realm of societal resilience that

can be drawn from the Australian case study, which the UK could consider in its own approach.

135 Department of Defence (2020b).

136 Ward (1998).

197 Internal RAND expert workshop conducted 21 April 2021; Nicholson et al. (2021).
138 Internal RAND expert workshop conducted 21 April 2021.

13 Taken from Modern Deterrence video produced by the Center for Strategic & International Studies. See CSIS
(2019).

140 Department of Defence (2020a).
141 Nicholson et al. (2021).
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Table 3.2: Findings from the Australia case study that might hold lessons for the UK

Phase Relevant practices
Strategy documents are updated on a regular basis to respond to dynamic national threat
assessments and local risk assessments.

Australia has moved quickly to establish structures and institutions to support societal
resilience, following its identification as a strategic priority:

The government is creating a dedicated national resilience, relief and recovery agency to
start in 2021.142

Prior to operationalising the defence contribution to societal resilience, Australia is
ensuring clarity at the strategic level:

Prepare Australia rewrote its Defence Strategy to expand its ability to respond to domestic crisis.'*
In response to its 2020 Defence Strategic Update, which called for increased modern
deterrence, Australia is seeking to expand Defence’s capability to support civil
authorities.'#4
Australia is building up structures to anticipate and manage risk in key areas of
vulnerability:

Australia’s Natural Disaster Risk Reduction Framework identifies pillars for efforts to
proactively reduce disaster risk.'4

Australia is creating a climate and disaster risk information service to assist Emergency
Management and the new Resilience Agency.'*

State emergency management committees coordinate emergency and prevent duplication

Respond | of effort, while also tailoring emergency management approaches to local
circumstances.'*”

Queensland implemented an $80m infrastructure restoration following cyclones between

R 2011 - 2013 to repair damage and increase infrastructure resilience to cyclones.'#8

ecover
2020 Cybersecurity Strategy committed $1.67b in cyber security over the next ten years
and discussed the importance of a ‘whole-of-community’ effort.’*?
Source: GSP.

3.5. Israel

Israel’s score in the SRI (0.57) is impacted significantly by its high level of conflict intensity — more than

one standard deviation above average and significantly higher than other countries in its cluster (see Chapter

12 Department of the Prime Minister and Cabinet (2020).

143 Nicholson et al. (2021).

144 Department of Defence (2020a).

14 Royal Commission into National Natural Disaster Arrangements (2020b).
146 Department of the Prime Minister and Cabinet (2020).

147 Department of Defence (2020b).

148 Queensland Government (2020).

19 Australian Government (2020).
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2). It also has slightly above-average scores for inequality. This relatively low score, compared to some of
the other case studies, indicates that Israel may not have the structural factors that provide a strong
foundation for societal resilience. It is indeed the case that Israel faces a number of challenges due to its
location, its domestic political instability, and strained intercommunal relations within the country. Certain
areas of the country also face threats from extreme weather and natural disasters such as earthquakes.
Significant divisions exist between Arabs and Jews, but also between different groups within the Jewish

150

community."” For example, the political and economic life of the country is dominated by Ashkenazi Jews,

151

or Jews of Eastern European descent.” In addition, recent years have seen significant debates within the

country about the growing size and influence of the Haredi, or Orthodox Jewish, community.'*

Qualitative studies, however, indicate that Israel is resilient, especially in regions around the Gaza strip. It
is frequently used as a case study in academic literature, and several interviewees cited it as an example for
resilience with many relevant practices.'™ Israel has compulsory near-universal military service, robust and
consistent communication with its population, and a strong industrial base. This discrepancy then raises
the question of what causes Israel to perform better than the structural characteristics of societal resilience
captured in the index would imply. A comprehensive investigation of this question is beyond the scope of
this study, but this case study can offer some insights for consideration, including by the UK. The
population plays an active role in Israel’s societal resilience. This is particularly true in areas that are in

proximity to the Gaza Strip and which face frequent rocket attacks."*

Nationwide conscription means that
a large percentage of the population has military training." This education begins within the school system,
educating teenagers to prepare them for their national service. This means that, if needed, Israel can mobilise
a significant proportion of its population, including teenagers, to provide support to dedicated emergency

156

services.”® The Israeli Defence Force (IDF) operates an emergency alert system, and citizens know what

they are expected to do in the event of an emergency."”’

3.5.1. Role of Israeli Defence

Israel’s approach to resilience is heavily weighted towards kinetic measures, with the military playing a key
role. For example, the National Emergency Management Agency (NEMA), also known by its Hebrew
acronym RACHE, sits within the Ministry of Defence (IMOD), as does the Home Front Command
(HFC), a military force dedicated to civil defence. Israel’s military capabilities are significant: HFC

frequently deploys to other countries to assist them in the event of disasters."®

150 Pew Forum (2016).

151 Averbukh (2017).

152 Kashti (2019).

153 Interviews conducted by RAND Europe with interviewees F, G and R.
154 Padan & Elran (2019).

155 Elran & Sheffer (2016); Law Library of Congress (2020). There are some exceptions to this, for example the ultra-
Orthodox Jewish community.

156 Federation of American Scientists (2000).
157 Padan & Elran (2019).
158 IDF (2021).
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Public approval of the IDF is significantly higher than that of the political leadership, having fluctuated

between 80 and 100 per cent between 2003 and 2020." This is as compared to trust in government which,

according to one 2020 poll, was at 25 per cent for Arabs and 29 per cent for Jews.'® Although further study

is required, this may point to the IDF being an apolitical institution, supported by the population regardless

of political affiliation. In a highly politically divided society, this indicates the key role of the IDF in

supporting societal resilience (see Annex B for more information).

Table 3.3 below lists key findings from Israel’s approach to societal resilience, as identified by the GSP study

team, on the basis of literature and interviews. A full analysis is included in Annex B.

Table 3.3: Findings from the Israel case study that might hold lessons for the UK

Phase

Relevant Practices

Prepare

Israel integrates near-universal compulsory military service into the formal education
system, beginning with secondary education - citizens receive training within the formal
education system as teenagers.'®!

Israel integrates civil and defence structures of societal resilience, with explicit resilience
responsibilities assigned the military:

Israel has a dedicated emergency response agency, the National Emergency
Management Agency (NEMA), which sits within the IMOD. NEMA's responsibilities
include assessing emergency response readiness, conducting exercises and training,
distributing information to the public, and securing Critical National Infrastructure (CNI)."62
Also within the IMOD is the Home Front Command (HFC), which specialises in civilian
protection, including search and rescue, and includes districtlevel teams responsible for
continuous coordination with local authorities,'® as well as specific teams to deal with
emergency situations, such as chemical, biological, radiological and nuclear (CBRN)
events.'®* The HFC has deployed to assist other countries, including to Mexico in 2017163
and exercises regularly with the military.

Preparedness responsibilities assigned to a range of government departments. Within
multiple government ministries, including the Ministry of Economy and the Ministry of
Health, Israel has departments tasked with stockpiling and contingency planning.'¢¢

Respond

Israel has defined mechanisms for alerting and communicating with the population during
a crisis:

It clearly prioritised strategic communications during the 2015 attacks from Gaza,
dictating a series of four messages to communicate with the public with media support.'®”

159 Hermann et al. (2020).
160 Hermann et al. (2020).
161 Rozdilsky (2009).

12 TMOD (2018).

163 IDF (2021).

164 Rozdilsky (2009).

1 IDF (2021).

166 Ben-Yehuda (2015).
167 Elran et al. (2015).
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Israel has a dedicated emergency alert system that goes to the population’s mobile
phones.'¢8

Community-led groups have an important role to play. Communities near Gaza have
designated Community Emergency and Resilience Teams (CERTs) staffed by volunteers that
work closely with local authorities and feed information back to local and national-level
responses.'®?

There are clear processes for integrating the armed forces in crisis response: NEMA
provides situation assessments to IMOD and national government in the event of a crisis,
coordinates public distribution of information, and monitors the implementation of policies
dictated by the Minister of Defense.!”°

Israel can mobilise all age groups (including seniors) if need be to support emergency
services during a crisis.!”!

Studies in Israel suggest that government-provided compensation and fund allocation for
reconstruction aids quick recovery and resilience.'”2

Recover CERTs coordinate closely with local authorities to provide psychological support to the
population in the aftermath of crises.'”®

Israel distributes public donations for affected areas to show public support.'”#

Source: GSP.

3.6. Russia

Russia is part of Cluster 5 and is characterised by low supply chain resilience and below average scores for
civic engagement, corruption and democracy. This gives it a lower position on the SRI with a score of 0.37
(see Chapter 2). In addition to these factors, Russia suffers from significant conflict intensity which is often
localised and has an average inequality scoring. Anecdotal evidence, however, suggests it may be more

resilient than the cluster analysis and Index scoring would suggest.'”

In terms of experience, Russia has a long history of preparing for emergencies. Throughout the Cold War
the state made people aware that a crisis might happen, and according to some reports, this did not change
after the Cold War ended — the government has continued to warn its population that the country may

176

face war.'”® During the Soviet era, leaders believed that war was highly likely, and became interested in civil

defence as early as the 1920s. Civil defence training programmes drew in the entire population (including

108 Padan & Elran (2019).
169 Padan & Elran (2019).
170 IMOD (2018).

71 Federation of American Scientists (2000).
172 Blran et al. (2015).

173 Padan & Elran (2019).

174 Elran et al. (2015).

175 Interviews conducted by RAND Europe with interviewee G; Semenov & Bederson (2020); Thornton (2020);
Thornton & Miron (2020); Ziemba (2019).
176 Interview conducted by RAND Europe with interviewee G.
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school children), and were intended to familiarise people with what modern weapons and their effects were,

as well as teach them how to behave in shelters, first aid, firefighting, and decontamination.'”

Like other countries in this analysis, Russia has a dedicated civil defence organisation in government —
specifically, the Russian Federation State Committee for Civil Defence, Emergencies, and Elimination of
Consequences of Natural Disasters (EMERCOM). It is perceived to be well-resourced, has 300,000
personnel as well as modes of land, air and water transport, and is overseen directly by the president.'”®
Unlike Sweden, Russia has maintained its civil defence infrastructure since the end of the Cold War
including civil defence authorities, equipment and hospital systems. There is also significant integration
between all federal and local agencies, a focus on rapid response in civil defence leading to the development
of extensive forecasting capabilities and widespread conscription which has been a feature of Russian society
since before the Soviet era.'”” Russia has also focussed more recently on developing its cyber offense and

defence capabilities.'®

Russia faces several challenges that impede its ability to be resilient. An inherent fear of the federal
authorities, typical of authoritarian and cronyism-based systems, makes crisis management officials within
the lower levels of the system reluctant to make decisions, reducing the speed of response.'®' For the same
reason, officials are allegedly less likely to report the seriousness of a crisis to the central authorities, or may
even deny there is a crisis altogether.'®* This makes it harder for the central authorities to stay on top of an
unfolding emergency and more difficult to decide what and how much resource to deploy to affected areas.
Low levels of trust in government may also make it more challenging for the government to get the general

public to participate during a crisis.'®

3.6.1. Role of Russian Defence

Russia has maintained a large military, both in terms of personnel and infrastructure.'® Though the internal
security forces, Rosgvardia, are not technically part of the military, domestic stability and security remain a
key part of the military’s remit.'"® Rosgvardia was only created in 2016 and maintains strong links with the
military; Rosgvardia personnel can also be deployed abroad.'® It also has a (problematic, from a democratic
point of view) mandate to maintain stability that includes civil defence tasks and responding to terrorist
threats. The military and Rosgvardia both work with EMERCOM not only to respond to crises, but also

to conduct exercises.

77 Gouré (1960).

178 Roffey (2016).

179 Roffey (2016).

180 Bilyana & Cheravitch (2020).

181 Roffey (2016).

182 Roffey (2016).

185 ik (2020).

18 Center for Strategic and International Studies (2020).
185 Radin et al. (2019).

186 Radin et al. (2019).
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Before 2016, responsibility for internal security rested primarily with the Ministry of Internal Affairs; there
were, however, also a significant number of internal security forces.'”” These groups remain active despite
Rosgvardia’s dominance. Russia also has a domestically focused intelligence agency, as well as a Federal
Protection Service which compete for resources and influence.'® Table 3.4 provides a more detailed list of

relevant Russian practices.

Table 3.4: Findings from the Russia case study that might hold lessons for the UK

Phase Relevant practices

Russia has a dedicated and well-resourced civil defence ministry, EMERCOM, which
reports directly to the president, has its own armed force, and is responsible for the full
suite of preparation activities. '8

EMERCOM coordinates the Unified Emergency Prevention and Response State System
which ensures coordination between federal and local agencies.'”

Prepar . T . . . .
epare EMERCOM runs educational institutions for civil defence, including regional centres and

the Academy of Civil Defence which provides education up to PhD level.'"!

EMERCOM coordinates horizon scanning input from four separate agencies.'?2

Methods of mass mobilisation include conscription and societal resilience training
exercises.'”

The Russian government maintains the power to compel industry to produce certain goods

or stockpile them.%4
Respond
The Russian military is empowered to track and log all transport options throughout the

country, including non-military assets.!?®

Russia still has the Soviet civil defence infrastructure, which may be leveraged to aid in
recovery.

Recover

Source: GSP.

3.7. Colombia

With an SRI score of 0.35, Colombia is the lowest scoring of the five case studies. Its low score is driven by

an extremely poor score for inequality, as well as below-average supply chain resilience, corruption and

187 Radin et al. (2019).

188 Roffey (2016).

189 Roffey (2016).

190 Roffey (2016).

1 Roffey (2016).

192 Roffey (2016).

193 The Moscow Times (2018).

194 Arms Control Association (2020).

195 Arms Control Association (2020).
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conflict levels. Its low SRI score speaks to a number of persistent structural challenges that Colombia faces.
Colombia’s ongoing efforts, however, to remedy socioeconomic inequality within the country, as well as
actions taken after a 2016 peace treaty ended the decades-long insurgency of the Revolutionary Armed
Forces of Colombia (more commonly known by their Spanish acronym, FARC), present some potentially

relevant practices for the UK for the Recover phase of societal resilience.

Efforts to remedy long-standing economic divides within the country, particularly between rural and urban
areas, have been ongoing, with support from the international community. Such efforts, however, were also

196

a condition of the 2016 peace treaty with FARC." Since the end of the conflict, the government has

launched several efforts including the Future Zones programme and the Territory-Focused Development

197

Plan (PDET) targeting particularly disadvantaged areas of the country.”” The peace treaty also called on

the government to expand its presence throughout the country, including into areas currently dominated

1% Major cities are also active in increasing their own resilience.

by armed groups and narco-traffickers.
Bogota, which is extremely prone to earthquakes, has a number of plans in place to respond to crises
stemming from climate change and natural disasters.'” Non-governmental organisations and the

international community have also supported efforts to reinforce physical infrastructure.””

Despite these efforts, Colombia continues to face a number of significant challenges, including ongoing
conflict, vulnerability to natural disasters, and the instability of neighbouring Venezuela. Armed groups
continue to operate around the country, often controlling areas of territory.””" Many are also involved with
drug production to finance their activities, despite decades of government efforts to eradicate coca and
poppy plants.*”* The geography of Colombia exacerbates existing problems: many areas of the country are
extremely difficult to reach and the impact of natural disasters on small agricultural producers intensifies

existing socioeconomic inequality.**

3.7.1. Role of Colombian Defence

Colombian defence plays an active role in societal resilience. This is, in part, because in some hard-to-reach
or dangerous areas of the country, the military represents the only government presence. For example, the

24 The programme has

Future Zones programme is entirely implemented by military and police forces.
consequently been criticised for its disproportionate focus on kinetic measures.”” The military, which
includes the National Police, is the only significant source of personnel for responding to natural disasters:

Colombia lacks a separate civil defence or civil contingency force. Defence’s ability to support societal

1% University of Edinburgh (2016).
17 Staguhn et al. (2020).

198 Congressional Research Service (2019).
1% Mayor de Bogota (2006).

20 UNDRR (2019).

2! Human Rights Watch (2020).

22 International Crisis Group (2021).
203 FAO (2017).

204 Trochando Sin Fronteras (2020).

205 Presidencia de la Republica (2019).
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resilience may be hampered by its standing in public opinion: in 2018, trust in government was 28 per cent,
the fourth lowest among Latin American countries.”” Defence has also been implicated in abuses in the
past, some of which are now being explored through the transitional justice system.””” Yet, as the conflict

with FARC has wound down, the military has had to reassess the way in which it interacts with local

populations, particularly in areas where they are the only government presence. Table 3.5Error! Reference

source not found. sets out

relevant practices for the UK.

Table 3.5: Findings from the Colombia case study that might hold lessons for the UK

Phrase Relevant practices

Colombia has dedicated plans for responding to a variety of severe weather and
conflict related scenarios, and mitigating impact of climate change (given the
magnitude of its perceived impact on the country):

Maijor cities have their own risk management plans, such as the district plan for the
Prevention and Attention of Emergencies for Bogota.2%8

Prepare Bogota also has a District Disaster Risk and Climate Change Management Plan for
2018-2013, which has food supply chain and health resilience components that
specifically discuss climate change and is overseen by the Directorate of Prevention
and Emergency Attention.2%?

Certain disaster-prone areas hold yearly ‘prevention week’ events where practicing of
emergency drills takes place.?'®

The Colombian Geological Survey office has extensive monitoring capabilities to keep
track of natural disasters.?'!

Respond
Colombia has compulsory military service, although there are multiple exemptions,

meaning it has considerable manpower to draw upon in a crisis.?'?

Colombia’s recovery practices focus on providing support to rural, remote and
disadvantaged areas:

The Ministry of Agriculture and Rural Development, in cooperation with the UN,
Recover established a National Adaptation Plan to help rural areas monitor and adapt
agricultural sector to the effects of climate change.?'

There is also a Development Programs with a Territories Approach (PDET) program
intfended to support a community-driven approach to rural development,?'* and

206 OECD (2020).

27 Staguhn et al. (2020).

2% Mayor de Bogota (20006).

29 Mayor de Bogota (20006).

210 Youkee (2018).

211 Youkee (2018).

22 Colombian Ministry of Defence (2021).
23 FAO (2021).

214 Staughan & Yayboke (2020).

43



RAND Europe

institutional strengthening across the country to mitigate crime and poverty and build
trust in government.?'’

Colombia’s recovery practices focus on conflict management and reconstruction and
crisis mitigation:

The 2019 Future Zones strategy enables military and police to intervene to increase
their presence,?'® and provide security and social services in hardto-reach regions
most affected by violence and poverty and where armed groups are active.?”

As part of the peace negotiations with FARC, the government has promised to
formalise land ownership of seven million ha of land by 2026 and is working with
international organisations to create a comprehensive land registry.2'®

There is a transitional justice system in place, the Special Jurisdiction for Peace (JEP),2'®
as well as a truth commission??° to help address the lasting impacts of the conflict with
FARC.

Non-governmental organisations are working to strengthen urban housing, particularly
in seismically sensitive areas.??!

Source: GSP.

3.8.  Summary

In this chapter, we have briefly examined the role of Defence in the UK’s societal resilience structures and
approach to societal resilience, examined in more detail in 0. The chapter has also highlighted how the
theory surrounding how these mechanisms and interactions work, does not always work well in practice.
We have then examined the five case studies (Sweden, Australia, Israel, Russia and Columbia) that were
selected through quantitative analysis outlined in Chapter 2, and carried out further qualitative analysis in
order to identify potential lessons for the UK. Listed in order of their SRI score, each case study has been
assessed by first summarising their key characteristics before going on to detail relevant practises from that

country that might inform the UK’s approach.

Every country is different, and this is reflected in the unique way that they build societal resilience tailored
around their national context, resources and structural challenges. Nonetheless, it is possible to generate
insights for the UK from how other countries tackle similar problems and seek to implement different types
of initiatives. More detailed background on the reasoning behind selection of case study countries can be
found in Annex B. Relevant practices were taken from a combination of the literature review and expert
interviews. In line with the conceptual model outlined in Chapter 2, these practices have been broken out

into the three phases, Prepare, Respond and Recover.

215 Colombian Government (2021b).

216 Staughan & Yayboke (2020).

27 Presidencia de la Republica (2019).

18 Firchow (2019); Staughan & Yayboke (2020).
1% Staughan & Yayboke (2020).

220 Firchow (2019).

21 Giles (2017).
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4. Developing implications and recommendations for UK
Defence

The research presented in the preceding chapters was used by the GSP study team to run a series of internal
workshops to synthesise data and analysis to help identify a set of proposals for UK Defence to enhance
societal resilience. The proposals outlined in this concluding chapter are derived principally from relevant
practices and lessons observed in the case study countries, as well as from the additional insights gathered
through interviews with UK stakeholders and experts. These proposals represent steps that UK Defence
could usefully consider in operationalising and improving its contribution to UK societal resilience in

response to the imperatives set out in the /R and in the aftermath of the Covid-19 pandemic.

This chapter begins by outlining the overarching proposals that the study team deemed to be relevant to
UK Defence. These were deemed relevant because they identified principles and approaches that underpin
specific proposals for Defence, as well as those aimed at wider government. These are presented in the
second half of this chapter. It is worth noting that in addition to responding to crises within the UK, some
or all of the proposals could also apply to assisting partners and allies in enhancing their societal resilience

and ability to respond to crises.

Identifying the specific implications for Defence is complicated by two factors. The first is that, as described
in Chapter 2, different countries organise authority and resources in different ways. Consequently, tasks
that belong with Defence in some of the case study countries in Chapter 3, such as Israel, fall outside of the
mandate of UK Defence. Second, the role of Defence in societal resilience in the UK is primarily as a
support function, to provide additional capacity to civilian authorities through MACA. As a result, the
actions that Defence can take will often be dependent on other government departments (OGDs).
Consequently, some of the proposals have been caveated as a need for UK Defence to support OGDs in

executing certain tasks, rather than being able to act in isolation.

4.1.  Overarching proposals for UK Defence to improve societal
resilience

High-priority overarching proposals for UK Defence are presented below and cover five areas:

1. Improve civil-military coordination and integration, including more clearly defined roles and

responsibilities.
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2. Work to build more effective long-term relationships between Defence and national, regional, and

local level organisations to support societal resilience planning.

3. Enhance communication at all levels to strengthen trust and understanding between military, other

government departments, civilian agencies and the general public.

4. Exercise routinely in different configurations with various partners at local, national and

multinational levels.
5. Explore mechanisms of rapid mass and cross-sector mobilisation.

These suggestions are supported by triangulation across a number of case study practices in conjunction
with consistent expert feedback from interviews conducted, and an assessment by the study team that these
measures are important as foundations or cornerstones of the wider resilience-building effort. In each case,
the rationale for advancing each proposal is included in the table below. While many of these originate in
the Prepare phase, we have removed the distinction here to emphasise that they are important overarching

aspects to consider.

1. Improve civil-military coordination and integration, including more clearly defined
roles and responsibilities.

This should occur in line with norms of civil control, existing societal resilience and MACA and
humanitarian assistance and disaster relief (HADR) doctrine. This could include greater use of military
liaisons across different government departments to build and formalise long-term relationships and gain
experience. Additionally, regular meetings between key Defence headquarters, including MOD MB, the
Headquarters of Standing Joint Command (HQ SJC), Front Line Commands (FLCs), PJHQ, DE&S, and

appropriate agencies or departments acCross gOVCI‘l’lant may be necessary.

Defence could also initiate a review of the processes for generating and coordinating Defence crisis response
plans with the necessary government departments. Information about crisis roles and responsibilities should
be made as widely available as possible; this includes crisis roles double-hatted with normal daytime

positions.

A part of this proposal also entails examining current Defence resourcing, C2 structures and funding
mechanisms for societal resilience activity to determine whether they are fit for purpose. The MOD can
consider advocating for a resourcing and funding model that aligns incentives for its participation with the
objectives outlined in the national approach to societal resilience. This could include dedicated funding
models and charging mechanisms for Defence support to societal resilience tasks, dedicated senior

responsible officers (SROs), or networks of liaison officers.

Rationale

e Clear understanding of the purpose of societal resilience efforts, as well as the various
institutions and bodies involved, is key for executing all subsequent recommendations.

e Coordination is necessary to enable cooperation and connections during a crisis.

o Civil-defence integration and coordination across central and local government agencies
and departments is a recurring theme throughout case studies and stakeholder interviews.
Yet, current structures do not necessarily function as planned in practice, so there is a need
to assess underlying mechanisms of implementation.
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e There is a need to better align mechanisms for accessing support for societal resilience with
desired incentives in order to promote interagency coordination and allow whole-of-
government to leverage UK Defence resources that might be helpful in responding to crisis.

e UK could look to Sweden as an example, where all civilian roles in government agencies
and some critical sectors have designated alternative, crisis responsibilities. There is also
current work ongoing in Sweden to better clarify MOD roles and responsibilities.

2. Work to build more effective long-term relationships between Defence and national,
regional, and local level organisations to support societal resilience planning.

This can include having clear points of contact for given contingencies - clearly defined and named points
of contacts in key positions across government and in LRFs with up-to-date contact lists. This can also
include Defence engagement with local civil emergency planning bodies, in part to raise awareness of
Defence capabilities available during a crisis and how they can be accessed. This could also include Defence-

specific forums to engage communities via mechanisms like a dedicated civilian corp.

Greater mechanisms for sharing good practise across different areas of the country could help facilitate

bringing all areas up to a common standard.

Rationale

o This is necessary to enable cooperation and collaboration in the event of a crisis, thereby
enabling activities during the Respond phase related to obtaining and maintaining SA, as
well as coordinating between different government bodies.

e Israel uses CERTs to continuously collect information and feed it back into both local and
national-level responses. Israel’s HFC also has district-level teams that have dedicated
responsibility for continuous coordination with local authorities.

¢ Many major Colombian cities have their own risk management plans, such as the district
plan for the Prevention and Attention of Emergencies for Bogota.

3. Enhance communication at all levels to strengthen trust and understanding between
military, other government departments, civilian agencies and the general public.

Communications is an effective way of demonstrating to the public the societal resilience measures
government has in place and build public awareness and confidence, and control the narrative as a crisis
unfolds. They can also be used to build mutual trust in the military an essential pre-requisite for effective
collaboration once a crisis occurs. Communications could also be used to inform the public of any role they
might be expected or able to play in the event of crisis, or of the utility of stockpiling supplies in the event
of emergency. Within government, it is also important to clearly communicate what capabilities UK

Defence can and cannot provide in an emergency to manage expectations.

Rationale

e ltis important fo raise public awareness of and increase public trust in government by
demonstrating that government is addressing these issues.

e Sweden’s MSB has a website geared towards the public that provides information about
how to prepare for an emergency, including advice for stockpiling supplies for 72 hours.

o Whilst the UK military has enjoyed increased levels of awareness and support among the
general public in recent years, due in part to high profile operations in Iraq and
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Afghanistan, this awareness is inevitably waning as these operations have ended.
Maintaining the military’s positive profile among the public is an important aspect of
messaging and helping to integrate the military into civilian preparation when a crisis
occurs.

e During the 2015 conflict with Gaza, the Israeli government coordinated messaging across its
departments and with media.

4. Exercise routinely in different configurations with various partners at local, national
and multinational levels.

Exercising across government, other civil agencies and industry will help to understand interrelationships
and cascade effects, build awareness at national and local level. Exercising with international partners and
allies provides opportunities to share good practices and improve interoperability, as well as demonstrating

capability in a non-escalatory manner.

Rationale

o These steps may help increase the deterrence effect with potential adversaries - deterrents
only work if they're effectively communicated. Exercises also help one to think through
unintended, unanticipated consequences.

e This proposal may also help to raise awareness among the population.

e In2019-2020, the MSB together with the armed forces, ran a yearlong Total Defence
exercise (2019-2020) that drew on a whole-of-society approach to conduct exercises
ranging from table-top to live-play that included parliament, government agencies, regional
administrations, municipalities, industry and the general public.

5. Explore mechanisms of rapid mass and cross-sector mobilisation.

There is a need to think about how the UK can do this without resorting to conscription, which may be
unpalatable. Keeping in mind that the UK already has a reserve force, this could also include partnerships
with non-governmental organisations who might be able to attract different demographics or have pre-
existing networks. The UK could also consider enabling activation of volunteers through new and emerging
technologies such as apps on phones. It could also explore ways of alerting civilians with certain skills, as
basic first aid training. In the UK context, Defence could explore partnerships with existing volunteer
databases such as the British Red Cross, that could be activated in an emergency. Reviewing whether the
statutory and policy tools used for mobilising military reserves at speed are fit for purpose should also be

considered.

Another part of this is assessing Defence relationships with industry to ensure adequate capacity and
response times, as well as the ability to mobilise the necessary resource at speed. To this end, Defence could
assess current relationships with industry to ensure adequate capacity and response times to meet societal
resilience needs. This includes statutory tools to leverage Defence industrial capacity and manufacturing
capability, improving contracting mechanisms (i.e. Key Resilience Indicators in Typhoon Total Availability
eNterprise contract, the Defence Cyber Protection Partnership (DCPP) and Cyber Essentials, or similar
interests), and forging ties between CNI providers and Defence. Use of open, modular systems architectures,
Industry 4.0, and rapid prototyping may support creation of resource at short notice. Discussions could

also include any need for stockpiling or protecting domestic industrial capacity, as laid out in the Defence
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and Security Industrial Strategy (DSIS), and maintaining a national database of capabilities or building

relationships with industry to understand their needs and access their specialist skills and capabilities.

Rationale

e Many case study countries use conscription to access large numbers of semi-trained
personnel quickly, such as Israel, Russia and Sweden. Israel can mobilise teenagers to assist
emergency services in the event of a crisis due to the training they all receive in school.

e During the Australian brushfires (June 2019 to May 2020) a range of grassroots initiatives
emerged to respond to the disasters, as well as raise awareness and funds. Enabled by the
use of social media and mobile technologies in particular, many of these initiatives
immediately reached global dimensions. Nationwide rallies also represented part of the
social response to actions taken by the Australian government.

e Sweden and Russia both have statutory authority to mobilise industry to produce or stockpile
goods for national defence. Israel may or may not have this authority, but shares a uniquely
close relationship with its defence industry.

As well as these high priority proposals, several more specific lessons for UK Defence and wider government
were identified that are worthy of consideration, but that are, potentially, less impactful than the

overarching proposals above.
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4.2. Specific proposals for UK Defence and wider government

This section presents more targeted recommendations that capture ancillary actions that could support the
over-arching efforts. These have been organised around the three phases of the analytical model in Chapter
2 to help focus where they might be implemented: Prepare, Respond and Recover. As a reminder these are
shown again in Figure 4.1, and have been broken out further into sub-phases. While these phases will
proceed in order, they may overlap, particularly if there is more than one crisis occurring at the same time
or in sequence. Multiple crises could be unfolding in a cascade effect leading to concurrent events and
different phases of the conceptual model occurring concurrently. This requires a flexible mindset that is

able to see phases not as sequential, but as occurring repeatedly and overlapping as different events occur.

Thinking in this way will help mitigate against the additional resource that would be required to mount
simultaneous responses, which might require the same people and equipment. Being alive to how a potential
adversary might seek to exploit multiple events is also important. Different parts of government may also
be involved in different phases at the same time. Similarly, it is important to remember that societal
resilience is an ongoing, cyclical process: actions in each phase enable and support tasks in the subsequent
phases. For example, ‘lessons identified’ processes from the Recover phase must feed into and impact the
way in which tasks within Prepare are performed in order to continue to adapt to new threats and improve

existing processes.

Figure 4.1: Phases of Societal Resilience
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Prepare

Io‘lol Foresee: Assess horizon scanning and early warning capabilities, as well as their links with

central and local government, for the purposes of strengthening societal resilience
Having an effective horizon scanning and early warning capability is necessary to enable the earliest possible
response and ensure it is as proactive possible.”** Existing capabilities should be reviewed against the specific
needs of societal resilience and types and levels of threat. This could include enhanced weather forecasting,
involving the latest technology and modelling alongside more focused intelligence gathering. It could also
include mechanisms for the sharing of intelligence across government (both national and local), as well as
for linking in with the early warning systems that belong to partners and allies. Creating a dedicated horizon-
scanning agency for societal resilience may be another option or simply assigning responsibilities and
cohering these more effectively. The case studies provide several examples to draw lessons from. Russia’s
EMERCOM receives input from four horizon scanning agencies.”” Israel's NEMA has a dedicated horizon-
scanning capability.”?* The Colombian Geological Survey office has extensive monitoring capabilities to
keep track of natural disasters.”” Israel and Sweden both work closely with the US to facilitate intelligence
sharing as well. In the UK and Defence context, an example could include strengthening early warning

capabilities at the local level, such as the RAFRLO alert system.**

St0, Foresee: Map vulnerabilities in infrastructure and supply chains and mitigate these as required

This is important because, in an increasingly interconnected world with global supply chains
dependent on technology, there is greater risk to CNI.**” These vulnerabilities need to be understood as
they cannot be considered in isolation, and with greater networking brought about by the Internet, cyber
security is a growing concern. This requires a greater level of understanding of where these vulnerabilities
and their interdependencies are so that more robust defence measures can be implemented.”*® Threat from
state actors means it is no longer sufficient to shore up only those places that are most at risk from various
factors (i.e. floods). Now, everything is vulnerable. This should include identifying potential single points
of failure, the need for additional capacity and places where redundancy or alternative capabilities are
required. It should also include an assessment of critical national infrastructure and possible cascade
effects.”” This is also particularly vital for communications systems that might be moved in the case of a
crisis and could involve activity such as developing redundant Command, Control, Communications and
Information (C3I) and reversionary modes to build communications resilience, and ongoing threat
assessment of space, cyber and electronic warfare (EW) capabilities.” This mapping should encompass

both civilian and MOD-specific infrastructure and should consider any need for pre-positioning of material

222 Tnterview conducted by RAND Europe with interviewee B.

22 Roffey (2016).

24 IMOD (2018).

225 Youkee (2018).

226 Tnterviews conducted by RAND Europe with interviewees U and V.
27 Interview conducted by RAND Europe with interviewee B.

28 Tnterviews conducted by RAND Europe with interviewees K and M.

22 Interview conducted by RAND Europe with interviewee B.

29 Interview conducted by RAND Europe with interviewee K.
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and stockpiling both for UK Defence. Sweden and Australia are both currently in the process of mapping
infrastructure and supply chains to determine vulnerabilities. Sweden in particular has identified ‘just-in-

231

time’ acquisition as a key threat to potential societal resilience.”' Both countries have identified a high

reliance on imports as a vulnerability.

dt0, Foresee: Ensure current threat assessment measures and metrics are fit for purpose in supporting
* societal resilience and feed into Defence and wider government planning

This is needed because changing threat assessments can help to identify potential future crises and inform

2 Metrics should provide a comprehensive evaluation of

decisions about necessary resource and planning.
the threat, including cascade effects. This could include greater use of Red Teaming, crowd sourcing and
artificial intelligence (Al)/machine learning (ML). Sweden changed its threat assessment following Russia’s
invasion of Crimea in 2014 and incorporated that into defence planning.” Australia changed its threat
assessments based on an increased frequency of natural disasters and has similarly acted on this altered

assessment.

)
54

increase the number of possible volunteers. Educating people on how to prepare for a crisis will improve

Educate: Help facilitate greater public access to relevant societal resilience training

This is important to raise awareness, enable the population to provide support and, therefore,

societal resilience. This can include public information campaigns or use of online and synthetic training
packages. It could also explore ways of equipping civilians with the necessary skills to be more self-sufficient,
such as basic first aid training. Education also has a role to play in deterrence, since a vigilant and observant
public are more likely to ask questions and report the early signs of a societal event occurring whether by
natural disaster or malign actor. Public vigilance in the eyes of potential terrorist attacks is a case in point
here. From a UK Defence perspective, it should also go hand in hand with raising the general profile of the
military so that the general public understands Defence’s role in the event of a societal resilience crisis.”**

This will help to build trust between the military and general public, increase awareness of what capabilities

the military can provide and aid integration.

Respond
Understand: Use appropriate intelligence and information resources to establish and maintain
better situational awareness in order to determine and communicate appropriate courses of
action.
This could include leveraging resources such as Defence intelligence, reconnaissance and surveillance (ISR)
assets (for UK Defence specifically or wider government), strengthening established links with intelligence
gathering agencies, and networks of contacts and liaison officers that are already established across

government and at local level. This could also involve connecting with international partners and allies’

21 Von Sydow (2018).

2 Interview conducted by RAND Europe with interviewee B.

23 Von Sydow (2018).

24 Interviews conducted by RAND Europe with interviewees M and N.
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intelligence apparatuses and surveillance resources. Ongoing assessment and mitigation of threats to space,
cyber and EW should be prioritised as essential enablers to maintaining SA, as well as information and
decision advantage, during a crisis. This should also encompass ensuring that all plans are effectively
communicated; this includes clear roles and responsibilities for all parties involved in addressing the
situation, as well as aims for strategic communications. This could also involve pre-existing plans or
scenarios, such as emergency response plans or Graduated Response Plans (GRPs). UK Defence could also
consider investing in use of AI/ML tools to aid speed of decision-making in a complex and rapidly evolving
crisis.

Inform: Support civilian agencies and the general public in identifying and combating dis- and

misinformation in real fime.
This is important in order to avoid undermining government advice or allowing adversaries to maliciously
interfere with key communications. Actions towards this recommendation can be done by reviewing the
UK government’s newly created disinformation unit to assess whether societal resilience is specifically part
of its scope. This could also include using social media to counter dis-information campaigns such as those
relating to COVID-19. Additionally, ensuring a unified message from government could also help to reduce

the impact of disinformation by saturating media channels with single targeted messages.

Sweden proactively informs its population of the kinds of messages that the government will never issue,
such as surrendering to a foreign invader.”” Many countries including Russia and Israel include

responsibility for mis- and disinformation within the remit of their military.

Inform: Ensure mechanisms for C4ISR and information sharing across all levels of government

are adequate and can be leveraged effectively
This is important to facilitate redundant communications between all levels of government to alert Defence
of any need, coordinate response, and adjust as the crisis unfolds. Given interrelationships between
communications networks and other infrastructure, redundancy in communications or reversionary modes
in the event of degraded communications are key. This is particularly the case for connections between local
and national government, and includes the ability to share information from all areas through central
control points such as a Situation Centre (highlighted in the /R) and COBR, with adequate equipment and
redundancy to enable information sharing across various mediums. This could also include two-way
information flows that integrate with Local Resilience Forums (LRFs) and other local agencies.
Alternatively, it could include provisions for the use of a mission command approach with devolved
decision-making in the event of degraded command and control, helping to prepare civilians for possibility
of communications blackouts, redundant C3I and reversionary modes to build communications resilience,
and ongoing threat assessment of space, cyber and EW capabilities. Finally, this includes maintaining
accurate and up-to-date lists of key Defence points of contact for crisis response and contingencies that are
communicated across Whitehall and LRFs.?** Defence should seek access to corresponding contact lists in

other government departments and LRFs.

25 MSB (2019b).

36 Interviews conducted by RAND Europe with interviewees M and V.
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Sweden's MSB has a website that alerts citizens if communications for emergency services are being
prioritised and i.e. phone calls may not get through. Swedish government therefore also has systems in place

that enable them to prioritise emergency calls.

Mobilise: Ensure mechanisms to mobilise all necessary personnel, equipment and niche

capabilities at speed using available legislative mechanisms

This may be a key area for Defence to add value given the unique types of equipment they
already have. Logistics will be a key component of any effective response - personnel may not be useful
without the necessary equipment and resource and Defence has a number of niche capabilities. The need
to acquire materiel for unforeseen situations makes this important to consider in advance and may require
a degree of additional investment in redundancy and stockpiling of equipment and stores in preparation for
a crisis. This also plays to the earlier point that resilience costs and that if multiple crises are occurring
concurrently, having the capacity and reserves to have overlapping responses is important. Defence also has

an ability to house certain capabilities.

Assessing the availability and need for essential equipment to provide basic services such as power
generation, water provision and communication/connectivity, the availability of logistics, lift assets and
infrastructure, and the use of different contracting methods such as enabling contracts, means that more
investment should be made to have this equipment available on standby or easily accessed from industry at
short notice. Some skills may only be available through the military, such as CBRN or bomb disposal, and
so can be more efficiently enabled through MACA. Where it is not cost effective to keep specialist skills in
house, greater use of reserves or contractors to house niche skills and capabilities on a longer-term basis
should be considered. A holistic approach to this could be considered taking a whole of government and
Defence approach when deciding where to locate particular skilled personnel and equipment. Human-
machine teaming and unmanned vehicles can also be leveraged to support the creation of mass at speed or

to access hard-to-reach or dangerous locations.

Russia and Sweden have the ability to compel industry to manufacture goods through statutory provision.
While Israel may or may not have such provisions, government and defence industry share close ties to
facilitate this. Russia’s military has the ability to track non-military transportation assets to be used in

crisis.”” Russia’s EMERCOM includes a designated search and rescue team.*® Israel's HFC/IMOD has

designated teams for addressing CBRN attacks, as well as Search and Rescue (SAR) requirements. >

Recover

Throughout interviews, case studies and the literature review, the study team noted that there was
significantly less information available for this phase of resilience. Given the importance of this phase in
maintaining societal resilience over time, this may indicate an overall gap that needs addressing. Without

this phase, societal resilience will gradually degrade as it is exposed to crises and shocks. Further, approaches

237 Arms Control Association (2020).
28 Roffey (2016).
29 Rozdilsky (2009).
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to societal resilience will be unable to adapt to incorporate dynamic threats and best practices, or to prevent

repetition of mistakes.
Reset: Ensure immediate safety of civilian population

This is important because it facilitates quicker recovery overall and releases Defence personnel,
capabilities and equipment to return to other tasks. This recommendation could include actions to ensure
the ability to move civilians to alternate safe accommodation if unable to return to their homes, such as
creation of a network of permanent or temporary shelters, or appropriating additional capacity from other
areas. Defence should identify additional capabilities required to support return or relocation of affected
population such as shelter construction, transportation and decontamination and seek to restore essential

services as quickly as possible.

Sweden has 65,000 shelters able to house four million people. Russia reportedly has significant physical
redundancy in its military medical infrastructure, which could enable it to house affected populations at
short notice.”*” The UK could consider whether Defence has a role in the stockpiling of a national reserve

of shelters.

Reset: Return Defence personnel and equipment to pre-crisis or other appropriate locations

The speedy return of personnel an equipment in this way enables defence to be ready for future
contingencies or assist with parallel concerns. Actions involved in this recommendation could include
actions is to enable forces to be on standby for any further contingencies. Also, a consideration of whether
the UK and Defence should invest in additional capacity for capabilities is needed, to build further
resilience, so that standby periods can be sustained longer term on a Force Readiness Cycle. This could
include planned duplication of capabilities to allow for overlap in the way described in previous sections
where multiple crises might cascade leading to the need to respond simultaneously. The military Internet
of Things (IoT) could enable tracking of equipment for rapid recovery. Inexpensive disposable or attritable

equipment may also be useful to speed up this process.

Regenerate: Provide mental and emotional support to responders and those members of

general public affected

This is important for the maintenance of psychological resilience, preventing future crises, and
contributes to overall recovery. Associated actions could include assessing and boosting the ability to provide
psychological support, such as Trauma Risk Management (TRiM) and PTSD teams, at scale in affected
areas. This might also include deploying support teams to areas of need or use of technology to treat
remotely. Israeli Resilience Centres (RCs) collaborate with local councils to provide psychological

treatment.’*!

Regenerate: Provide affected areas with necessary support and resources

This enhances resilience and contributes to overall recovery. Given that the SRI identified
socioeconomic equality as an important contributor to societal resilience, this is particularly

important, as areas affecte crisis are likely to be disadvantaged compared to the rest of the country.
p ffected by likely to be disad gd p d h f th ry

20 Tnterview conducted by RAND Europe with interviewee G.
241 Padan & Elran (2019).

55



RAND Europe

Providing areas with necessary support and resources should first include remediating affected sites occupied
by personnel and equipment to return them to acceptable condition. This will help maintain UK Defence’s
positive reputation in the eyes of the general public ensuring mutual trust and confidence is maintained.
This then may involve developing interagency recovery plans with designated areas of responsibility. Tax
breaks and other incentives to help drive private sector investment in recovery could also be considered.
Finally, sustained military presence may be needed for a longer period to aid recovery. This task could also
include exploration of online and social media mechanisms for mobilising public fundraising to support

reconstruction of affected areas.

Studies in Israel suggest government provided compensation and funds for reconstruction in affected areas
speeds up the process of recovery and resilience of communities.?# During the Australian bushfires,
celebrities and the general public were able to raise considerable sums of money for affected communities
through the use of social media.”*® UK Defence could either look into using these mechanisms itself or

encourage notable individuals or organisations to leverage these tools.

Regenerate: Reconstitute Defence personnel, equipment and capabilities to the extent possible

through recovery, repair and replacement

This is necessary to enable response to further contingencies and maintain a strong level of
societal resilience. To achieve this, UK Defence could assess personnel, equipment and capabilities to
identify deficiencies or explore new approaches to rapid acquisition, including novel contracting
mechanisms, to allow additional capability in case of unforeseen events. It also includes replacing existing
infrastructure that has been damaged with infrastructure able to withstand future threats. Leveraging
modular open systems architectures and rapid prototyping, could help to shorten manufacturing times.
Military IoT could also help to track logistics and assets in real time (i.e. for preventative maintenance).
Defence could consider greater use of additive manufacturing to speed up equipment replacement and
reduce dependency on supply chains or use of warehousing. Defence could also consider mothballing
equipment into long term storage ready for the next crisis rather than purchasing new equipment in an
emergency at considerable expense. This includes restoring both physical and relational networks. It could
also include confirming that contacts established or used during the crisis are still in position and updating

contact lists to account for any new connections made.

° B ® Innovate: Implement dedicated ‘lessons identified’ capture and feed into new processes,
T

o mechanisms, and concepts

This is a critical component of ensuring a more effective response to future crises and
contingencies. To this end, Defence should assess existing identification and learning mechanisms to
determine good practice. Interagency and cross-Whitehall processes for sharing lessons identified, such as
the Emergency Planning College (EPC) lessons-learned database should also be established. Defence could
also bring in academic institutions for impartial and independent evaluation, and specialist input into
lessons identified efforts across partners and allies. It will be important to support this effort with

knowledge-sharing mechanisms and processes, such as archiving relevant data and communications,

242

Interview conducted by RAND Europe with interviewee F; Kimhi et al. (2020).
243 Retter et al. (2021).
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including those from non-traditional sources such as WhatsApp. A critical component of this
recommendation, however, is ensuring that consolidated lessons are available and translated into innovative
ideas that can then be fed back into the Prepare phase, so that each iteration of the cycle is updated based
on these lessons. It is important to ensure that the review processes are directly fed into improving crisis

preparation and can also be fed into training and response planning.

One example from the case studies includes Sweden’s designated ‘lessons-learned’ function as part of its
Total Defence Exercises. In the UK context, existing processes for sharing lessons identified, such as the
RAFRLO network system, may be useful.”** The Emergency Planning College also already maintains case
study materials, including a Disaster Database with information about more than 4,000 disasters, and
publishes ‘Lessons Digests’ that distil multi-agency lessons identified from the management of past disasters.
Increasing awareness and dissemination of this existing resource could be part of implementing this

recommendation.

4.3.  Summary and areas for further study

This chapter combined the analyses in the previous chapters, to advance a set of proposals that UK Defence
could consider as it seeks to contribute to the /R imperative of prioritising societal resilience. These proposals
aim at helping UK Defence consider how it can conceptualise and operationalise societal resilience in terms
of its specific remit, as well as how it can shape the way that societal resilience is conceptualised and
operationalised across all of government. The proposals have been drawn from consistent themes emerging

across a range of case studies, as well as stakeholder interviews.

The GSP team filtered these into a set of overarching proposals that would be within the capability of
Defence to address and promote, and a further set of more specific recommendations that are also aimed at
all of government and would thus be only partially influenced by Defence. The overarching
recommendations are focused on improving civil-military coordination and integration of activities in the
realm of societal resilience, building functional relationships between Defence and local and regional
organisations in particular, effectively communicating with the public, and exploring mechanisms for mass

and cross-sector mobilisation in the event of a crisis or shock event.

4.3.1.  Beyond the recommendations outlined above, this study also highlights several
potential areas for further study
It is important to note that given the scope of this project and its research design, the proposals do not
explicitly distinguish between physical and psychological elements of societal resilience, as instead they focus
on anticipating, mitigating, and recovering from a crises and attacks in a general and cross-cutting way.
Further study of the differences and similarities between the impact of natural disasters and malign attacks
on societal resilience is therefore needed to understand this area better. The proposals outlined above also
do not directly target the structural elements identified as part of the quantitative aspect of this study — that
is, level of corruption, supply chain resilience, and conflict intensity. As discussed, the SRI developed as

part of this study has a number of limitations and further analysis is needed to isolate the structural factors

4 Interviews conducted by RAND Europe with interviewees U and V.
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that impact resilience and understand the nature of these relationships, before interventions can be

discussed. With this in mind, some additional pathways for further study are proposed below:

e Gaming: Using gaming to exercise and stress-test cross-government co-operation could prove
g & g g

useful in identifying weak points in the system and critical vulnerabilities requiring attention.

e Assumptions-based planning (ABP): This could be used along with other techniques such as Three
Horizons (3H), Robust Decision Making (RDM) or Decision Making under Deep Uncertainty

(DMDU) methods and tools to further stress test the UK’s resilience and crisis response planning.
e Scenario analysis: This could be used to consider a wide range of possible threats and responses.

e Horizon scanning: Further work in this area could help detect possible emerging threats and/or
technologies and solutions for addressing them, reinforcing the process of innovation. Use of
technology to enable all aspects of societal resilience preparation and response could include better

early warning systems, communication and more innovative forms of training.

e Deep dives: Focussed studies could be carried out into particular areas of interest such as
mobilisation of military personnel, including reserves, and how this could be made more responsive
through improved policy and legislation. It could also be used to examine areas like
conscription/national service to see if a version of this in the form of mandatory public service could
help provide an assured pool of trained personnel at scale across the general population available to

augment Defence when required.
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Annex A. Methodology

This annex provides additional explanation of both the qualitative and quantitative analytical techniques

employed as part of the research methodology for this study. This builds on the overview in Chapter 1.
As outlined in Chapter 1, the study employed a mixed-methods approach across four work packages:
WP1: Project scoping

WP2: Comparative case studies

WP3: Lessons for the UK and partners

WP4: Reporting

A description of each work package is presented below.

A.1. WP1: Project scoping

Following the kick-off meeting, the study team conducted initial stakeholder engagement with relevant
cross-government stakeholders to understand different perspectives on the nature and challenges to societal
resilience for the UK. Based on these activities, the team agreed with the DCDC a working definition of

societal resilience and any other key terms needed for the purpose of guiding and bounding subsequent

WPs.

Subsequently, the study team conducted an initial review of academic and ‘grey’ literature. This literature
review identified potential variables typically associated with societal resilience (e.g. levels of social cohesion,
corruption, etc.) to inform the selection of case studies in WP2. The team identified a series of proposed
open data sources that were used to represent these variables, which included a combination of: existing
indices; datasets pertaining to factors such as political violence or terrorism and economic performance; and

structured expert judgements captured in a numeric format. This was captured in a data extraction template.

Using this longlist of potential variables, a shortlist was developed by the team using selection criteria
predicated on the quality, completeness, reliability and recency of the available datasets, along with their
perceived relevance based on the literature review findings. This shortlist was then revised after consultation
with DCDC, SONAC and other relevant stakeholders across government. This led to the removal of those

variables that were not deemed to be relevant or of sufficient quality, as listed in Table A.1.

This resulted in a final shortlist of variables used for modelling and generation of the SRI in WP2. These
were separated into two groups: variables deemed to be potential causes of, and those thought likely to be

indicators of, societal resilience. These are listed in Table A.2.
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Table A.1: Potential variables considered, but not included

Metric

Justification for exclusion

Average age

Not deemed sufficiently relevant for inclusion

Country age

Not deemed sufficiently relevant for inclusion

Cyber-attacks

No data available on cyber-attacks at a country level

Efficiency of judicial systems

Poor data availability

Employment precarity

Insufficient data available

Gross Domestic Product

(GDP) per capita

Not deemed sufficiently relevant for inclusion

Government spending

Not deemed sufficiently relevant for inclusion

Homicide rate

Not deemed sufficiently relevant for inclusion

Internally displaced persons
(IDPs) resulting from all
causes

Significant co-correlation with conflict intensity meant that this variable provided
less information for the modelling than IDPs from disasters only

International Migrant Stock

Overlap with ethnic fractionalisation

Languages

Overlap with ethnic fractionalisation; data available is of poor quality

Life expectancy

Not deemed sufficiently relevant for inclusion

Literacy rate

Not deemed sufficiently relevant for inclusion

Military service

This variable is binary; it also leaves out broader forms of civic engagement

Neonatal mortality

Not deemed sufficiently relevant for inclusion

Number of land borders

Not deemed sufficiently relevant for inclusion

% of deaths due to
communicable disease

Data deemed to be too unreliable

% of women in labour force

Not deemed sufficiently relevant for inclusion

Population

Not deemed sufficiently relevant for inclusion

Press freedom

Not deemed sufficiently relevant for inclusion

Religious fractionalisation

Overlap with ethnic fractionalisation

Rule of law

Not deemed sufficiently relevant for inclusion

Standard and Poor’s (S&P)

rating

Poor coverage; also deemed to be less relevant than other factors

Territorial disputes

Inadequate data structure; considered in qualitative research instead

Youth unemployment

Data too patchy and reduced size of the dataset too much

Source: GSP.
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Table A.2: Variables used to investigate societal resilience

Variable Justification for inclusion Type Source
Civic Inf:l'udes a w.ider set of engagement types than Global Civic
military service and covers a good range of Cause
engagement : Engagement Report
countries
Conflict Potential cause and effect of poor resilience; high- | Cause Uppsala Conflict Data
intensity quality data available Program dataset
High corruption could interfere with government . .
. . . Corruption Perceptions
Corruption response to shocks. Data of high quality and covers | Cause Index
good rage of countries
Coup attempts Potential F)utcome of poor resilience; high quality Indicator REIGN
data available
Pl Used as a proxy for a cyber-attacks variable, which Indicator National Cyber Security
was not available Index
Thought to b ibly relevant factor, dat
Democracy OUght fo Be @ possibly refevant factor, dald Cause Democracy Index
readily available and with full coverage
. Dat dil ilable and of good quality. L .
Ethnic ata readily avariab’e and of good qua 1y Historical Index of Ethnic
N Literature suggests this could be a variable of Cause L
fractionalisation | . Fractionalization
interest
Significant co-correlation with supply chain
. 5 N L . Global Food Securi
Food security resilience, but testing indicated this did not impact | Cause Indc:sxa ood Security
modelling results significantly so both were included
Inequality Litgroturg suggests ineqL.Jolity may be major driver GINI Index (World Bank
of instability; data readily available for GINI Cause .
(GINI) . estimate)
coefficient
IDPs resulting Added valuable new information over total IDP . Internal Displacement
; Indicator o
from disaster numbers Monitoring Centre
Potential outcome of poor resilience; violent protests . Mass Mobilization
Mass protests only used to avoid e.g. pro-government Indicator
: p - Protest Data
demonstrations and look only at ‘negative’ events
Organised bl ¢ otal resili . | .
crime Possible outcome of poor societal resilience Indicator World Economic Forum
. Identified ibl jor dri f Il "
Supply chain enined as possibls major STIvEr ot overd FM Global Resilience
- societal resilience; data available has acceptable Cause
resilience Index
range
Terrorism Potential outcome of poor resilience; high quality Indicator GTD
data available
Unemployment | Youth unemployment could be major driver of Cause Unemployment, total (%
rate instability; general unemployment used as a proxy of total labour force)

Source: GSP.

A.2. WP2: Comparative Case Studies

Following completion of WP1, the study team conducted a clustering analysis to help categorise countries
into different groups based on various characteristics relevant to how they might deal with societal resilience.

The causal variables used in this analysis were normalised using a standard scaler such that they all had a
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mean of 0 and a variance of 1, allowing them all to be used comparably regardless of the unit in which they
were originally measured. These normalised variables were then used as the input for a Gaussian Mixture
Model (GMM). The optimal number of clusters — in terms of the ability to clearly differentiate between
groups — was found to be six. 25 All the clustering analysis was carried out in Python using the ‘numpy’,

‘pandas’, and ‘sklearn’ libraries. A list of these variables along with the sources used is included in this annex.

GMM was identified as the optimal approach due to a number of advantages it has over simpler approaches
such as k-means or spectral clustering. First and foremost, those other approaches are probabilistic. This
means that where k-means or spectral clustering would simply tell you what cluster a point was in, a GMM
can estimate the probability of a point being in each possible cluster. This allows for an improved
understanding of ‘edge cases’, which may be hard to categorise using simpler approaches. Second, where
algorithms such as k-means can only produce spherical clusters (which are typically a poor approximation
for real-world data), a GMM can be stretched in any dimension as needed to accurately reflect the

underlying data.

To visualise these clusters, a technique called primary component analysis (PCA) was used. PCA ingests
multi-dimensional data and reduces it down to a more manageable number of dimensions while retaining
as much information as possible. In this case, the team reduced the dataset to two dimensions so that it
could be plotted on a page to illustrate clusters (‘Principle Component 1’ and ‘Principle Component 2°).
The PCA in this analysis was carried out using the ‘sklearn’ library in Python. These two axes are largely
meaningless (they each consist of linear combinations of the original nine variables and so cannot be easily

interpreted), but they allow visualisation of the clusters in two dimensions as in Figure A.1.

Figure A.1: Results of cluster analysis
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5 The optimal number of clusters was selected using the Akaike Information Criterion for the GMM. This is a
commonly used method to identify the optimal number of clusters for such an analysis.
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These characteristics can also be viewed graphically using violin and bee swarm plots, as in Figure A.2.
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Figure A.2: Violin and bee swarm plots for cluster analysis
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Source: GSP.

Through this analysis, the team was able to highlight different shared characteristics within each cluster:

e Cluster 1: Consisting of many Western European and Anglophone countries, this cluster is
distinguished by higher food security, supply chain resilience, civic engagement and democracy

indices, as well as low levels of corruption and inequality.

o  Cluster 2: These countries, which are geographically diverse, are characterised by highly variable

supply chain resilience and food security, as well as worse-than-average corruption and societal
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inequality. They are more ethnically diverse and usually have high levels of civic engagement and

very low unemployment rates.

Cluster 3: This cluster, the smallest of the six, includes countries that score above average for

democracy, but struggle with high unemployment rates and economic inequality.

Cluster 4: The most notable characteristic of countries in this cluster is the presence of significant
conflict. They all have poor food security and supply chain resilience. Finally, all have extreme

ethnic fractionalisation compared to other countries.

Cluster 5: This cluster is primarily middle-income countries with wide geographic variation.
Distinguishing features include below-average supply chain resilience and civic engagement, as well

as relatively low scores for corruption and democracy.

Cluster 6: While it shares many characteristics with Cluster 1, these countries tend to score slightly
lower on supply chain resilience, corruption, democracy and food security. Also of note are their

low ethnic fractionalisation scores, indicating countries more homogenous than the global average.

The list of countries in each cluster can be viewed in Table A.3: Results of cluster analysis Table A.3 below.

Table A.3: Results of cluster analysis

Cluster | Countries

: Australia, Austria, Belgium, Canada, Denmark, Finland, Germany, Ireland, Netherlands, Norway,
Sweden, Switzerland, UK, US

9 Benin, Dominican Republic, Ghana, Guatemala, Indonesia, Malawi, Malaysia, Panama, Peru,
Senegal, Sri Lanka, Tanzania, Thailand, UAE

3 Botswana, Brazil, Colombia, Costa Rica, South Africa

4 Chad, Ethiopia, Kenya, Nigeria, Pakistan, Philippines, Uganda

5 Bangladesh, Bulgaria, China, Ecuador, El Salvador, Haiti, Honduras, Kazakhstan, Mexico, Morocco,
Nicaragua, Paraguay, Russia, Rwanda, Serbia, Tajikistan, Tunisia, Ukraine

6 Argentina, Chile, Czech Republic, Greece, Hungary, Israel, Italy, Japan, South Korea, Poland,
Portugal, Romania, Slovakia, Spain, Uruguay

Source: GSP.

In consultation with the DCDC and MOD, this clustering helped to select the following case studies:

Australia
Colombia
Israel
Russia

Sweden

It is important to note that, while the selection of case studies used the cluster analysis as a reference point,

this was not the only factor. Selection criteria also included countries of particular interest to the UK MOD.

Despite not choosing case studies from Clusters 2 or 4, these countries and their characteristics were

discussed at a high level in Chapter 2 of the core report.
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Next, the GSP team conducted desk-based research to understand the context, nature, structure, processes
and capabilities of different national approaches to promoting societal resilience. This included mapping
the relevant stakeholders and strategy, policy and legislation in each nation, along with any information in
the public domain on the extent to which national approaches to societal resilience have evolved over time
and/or been tested (successfully or otherwise) through exercises or real-world crisis situations. This drew on
a literature review of academic, ‘grey’ and official government sources, along with a limited number of key

informant interviews (conducted via phone or video teleconference (VIC)) where data gaps are identified.

In parallel, using the data extracted for both causal and indicator variables identified in WP1, the study
team generated the SRI. These insights were used to summarise the societal resilience properties of each
cluster of countries and establish — so far as was feasible given the available data — which approaches tend
to be the most successful at generating societal resilience. The Index was generated using a specific type of
structural equation model, a Multiple Indicator Multiple Cause (MIMIC) model. A MIMIC model
involves one latent variable (defined here as Societal Resilience) along with the causal and indicator variables
listed in Table A.2. As in the clustering analysis, all the variables were normalised with a standard scaler.
They were then used to specify the MIMIC model shown in Figure A.3.

Figure A.3: MIMIC model of societal resilience
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The least statistically significant variable was then removed, and the model re-specified without it. This was
repeated until a model was obtained in which all variables were significant at the p<0.1 threshold. The

coefficients and key diagnostic statistics of the original (1) and final (2) models are shown in Figure A.4.

Figure A.4: MIMIC model specifications

Model Specification

Variable 1 2

Causes

Inequality 0.121** 0.097**

Supply Chain Resilience -0.151 —0.194**

Unemployment 0.011

Ethnic Fractionalisation —0.034

Food Security -0.085

Democracy —0.067

Corruption -0.107 -0.169**

Conflict Intensity 0.065* 0.088**

Civic Engagement 0.109** 0.083**

Indicators

Conflict Intensity 0.611*" 0.652**

Disaster Displacement (fixed) 1 1

Cyber Security -1.793*** -1.702***

Organised Crime —1.540*** -1.676***

Terrorism 0.663** 0.844**

Coup Attempts 0.097

Violent Protests 0.555* 0.574*

Goodness-of-Fit Statistics

Degrees of freedom 97 38

Chi-square 264.44 185.85

RMSEA 0.155 0.232

AIC 38.8 28.9

* **_ and *** indicate significance at the 10, 5, and 1% levels
Source: GSP.

The relationships identified by the finalised MIMIC model were used to calculate values for the latent
societal resilience variable. These were used as the basis for an SRI, which scores and ranks countries based
on their underlying societal resilience. This analysis was carried out using the ‘numpy’, ‘pandas’, ‘sklearn’,

and ‘semopy’ libraries in Python. The full table of this index is available below in Table A.4.2%

Table A.4: SRI ranking

Rank Country SRI Rank Country SRI

0 Finland 0.863 37 Argentina 0.484
1 Denmark 0.856 38 Costa Rica 0.470
2 Sweden 0.839 39 Ukraine 0.440
3 Japan 0.830 40 Botswana 0.434
4 Norway 0.826 41 Ecuador 0.416

246 The limited number of countries available in this ranking is based on countries included in all of the datasets.
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5 Austria 0.814 42 Thailand 0.407
6 Netherlands 0.812 43 Senegal 0.397
7 Switzerland 0.808 44 Mexico 0.395
8 Belgium 0.797 45 Indonesia 0.386
9 Germany 0.791 46 Peru 0.375
10 United Arab Emirates 0.754 47 El Salvador 0.373
11 United Kingdom 0.748 48 Russian Federation 0.371
12 Czech Republic 0.742 49 Tajikistan 0.370
13 Canada 0.734 50 South Africa 0.364
14 Korea, Rep. 0.719 51 Ghana 0.363
15 Spain 0.715 52 Sri Lanka 0.354
16 Poland 0.702 53 Colombia 0.352
17 Ireland 0.694 54 Bangladesh 0.351
18 Portugal 0.692 55 Panama 0.350
19 Australia 0.680 56 Tanzania 0.348
20 Slovak Republic 0.669 57 Brazil 0.346
21 Hungary 0.631 58 Benin 0.328
22 Italy 0.625 59 Dominican Republic 0.324
23 Greece 0.601 60 Paraguay 0.306
24 Chile 0.597 61 Ethiopia 0.270
25 China 0.597 62 Honduras 0.257
26 Uruguay 0.595 63 Kenya 0.251
27 United States 0.572 64 Malawi 0.250
28 Israel 0.569 65 Nicaragua 0.229
29 Kazakhstan 0.547 66 Guatemala 0.203
30 Malaysia 0.544 67 Pakistan 0.191
31 Romania 0.540 68 Uganda 0.177
32 Bulgaria 0.536 69 Nigeria 0.154
33 Tunisia 0.514 70 Chad 0.132
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34 Serbia 0.510 71 Philippines 0.125
35 Morocco 0.500 72 Haiti 0.106
36 Rwanda 0.486

Source: GSP.

The output of this WP was a full write-up of the process by which case studies were selected, the justification
for each case study, and a description of some of their key characteristics. This was submitted to the DCDC

and SONAC as an interim deliverable and integrated into this final report in Chapter 3 and this annex.

A.3. WP3: Lessons for the UK and partners

Using the outputs of WP1 and WP2, the study team conducted internal workshops to compare the UK
context with each of the case study nations, and to consider potential barriers or enablers to implementing
similar models of societal resilience — or importing elements thereof — in the UK. This analysis sought to
understand, in both qualitative and quantitative terms, features of the UK context that might influence how

transferrable lessons are from other international approaches to the UK’s own unique setting.

The team combined this analysis with a final round of desk-based research, interviews, and another internal
workshop to identify and prioritise implications for Defence, in terms of promoting societal resilience
within a wider cross-government approach. This research also considered the type of support that the UK
can offer to other partner nations (e.g. in terms of capacity building) who may also be seeking to enhance

their own societal resilience to address threats above and below the threshold of open armed conflict.

The output of this WP was a set of proposals, as integrated into Chapter 4 of this report.

A.4. WP4: Reporting

As the final activity, the team synthesised all outputs from preceding WPs and produced this report as the
formal deliverable for the study. The team also prepared a presentation to DCDC and MOD stakeholders,

as well as the National Preparedness Commission, to help disseminate key findings.

Role of stakeholder engagement

Throughout WP2 and WP3, the study team conducted a series of semi-structured interviews to capture the
perspectives of relevant experts and stakeholders. These took place between January and April 2021. Prior
to each of the interviews, participants were sent the list of proposed questions as identified through WP1.
Interviewees came from both the public and private sectors, as well as academia, and had experience

interacting with different parts of government. The purpose of interviews was to:

Understand different perspectives on the nature and challenges to societal resilience for the UK and other

countries.
Fill data gaps in literature review findings or quantitative analysis where identified.

The interviewees were initially identified through the networks of both DCDC and the study team. Several

were also identified during desk research due to their prominence in the field, or through a ‘snowballing
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technique’, in which interviewees recommended other potential participants from their own networks. The
interviews were designed to be semi-structured, allowing researchers to both explore specific questions of
relevance to the project, as well as asking follow-up questions to better understand individual areas of
expertise. An interview protocol was used to conduct the interviews, which were held via video call given
constraints imposed by the COVID-19 pandemic. This interview protocol is outlined below in Table A.5,

with a full list of interviewees and internal expert workshops in Table A.6 and Table A.7 respectively.

Table A.5: Interview protocol

How would you define societal resilience?

How does the Ministry of Defence define societal resilience? Is this definition uniform across different parts of
government?

What do you think are the key elements or factors that determine societal resilience?

How do different conceptions of societal resilience affect policy development?

What countries have good models for societal resilience planning, including UK allies, partners, and adversaries?

Broadly speaking, are there certain kinds of approaches or models that countries use?
What is good about their approach / model2 What characterises 'good practice' / best practice?
What kinds of policy levers does their approach use?

How transferrable are these lessons / best practices to the UK’s context, taking into account different policy,
social and cultural factors?

What aspects of their approach / model might be applicable in the UK, given policy, social and cultural
considerations?

What might make their model inappropriate for application in the UK?

What UK government practices or initiatives exist related to societal resilience? How effective have they been?

What lessons has the UK learned in recent years (i.e. from its experiences with Brexit planning, COVID
pandemic, flooding)?

How have these experiences highlighted what the UK does well2

How have these experiences highlighted what the UK does not do well2

What common challenges do countries face in fostering societal resilience?

What unique challenges does the UK face in fostering societal resilience?

What are some of the UK's key vulnerabilities that affect its ability to be resilient2 How might some of these
vulnerabilities be addressed?

How might our adversaries try to exploit those vulnerabilities?

What are the UK's key strengths that make it more able to maintain resilience in the face of shocks, attacks or
threats?

How might insights info measures for enhancing societal resilience be used by the UK to support its international
pariners and allies?

How might the UK be able to support pariners and allies who already emphasise societal resilience |i.e.
Scandinavia, Baltic States)?

How might the UK better support partners and allies with lower levels of societal resilience (i.e. Balkan States)2

What are the implications of societal resilience for UK Defence, including its contribution to cross-government
efforts to enhance societal resilience through Fusion Doctrine?

Source: GSP.
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Table A.6: List of interviewees

Interviewee Affiliation Date (2021)
Wg Cdr David Warren Air 11 GP-UKOps SOI1 8 March
David Wright FREng National Preparedness Commission; National Grid 8 April

Maj Drew Houston DCDC Concepts Team 2 February
Dr Edith Wilkinson Cranfield University 23 February
Elisabeth Braw American Enterprise Institute 18 March

Gregoire Delabernardie

Ministry of Defence

16 February

Sir lan Andrews

Vice-Chair, National Preparedness Commission

30 March

Dr Jolien van Breen

Universiteit Leiden

8 February

Dr Kees Boersma

Vrije Universiteit Amsterdam

15 February

Dr Meir Elran

Institute for National Security Studies, Israel

8 February

Prof Patrick Porter

University of Birmingham

29 March

Lt Gen Richard Nugee

MOD Climate Change Senior Responsible Owner

16 February

Dr Rod Thornton

King’s College London

26 February

Dr Samir Puri International Institute for Strategic Studies — Singapore 3 February
Wg Cdr Shaun Ryles Air-Ops-A5 RAFRLO Lon and SE 17 March
Simon Lewis National Preparedness Commission; British Red Cross 19 April
Stephen Baker National Preparedness Commission; East Suffolk Council 12 April
Lord Toby Harris Chair, National Preparedness Commission 29 March
Veronica Wardman Dstl Novel Tech Group 15 March
Vicky Reeds MOD Security Policy and Operations — Security & Resilience 3 February
Source: GSP.
Table A.7: List of internal expert workshops
Participants of internal expert workshop Date (2021)
One expert from RAND Europe specialising in Swedish Defence Policy 19 March
Two experts from RAND Australia specialising in Australian Defence and Security 21 April

Source: GSP.

84




Annex B. Case Studies

This study for the DCDC examined five case studies, drawing out different approaches and best practices
to see whether they might be applicable to the UK context. This annex details the justification for the
selection of each of the five case studies, followed by a more detailed context on the country’s approach to

and structure for societal resilience.

B.1. Selected case studies and justification

Australia was selected as a representative example of countries in Cluster 1. Further, it is a Five Eyes
country, which is of particular interest to the UK MOD. Australia, especially, has struggled to address a
number of significant challenges, such as the 2019-2020 wildfires. These challenges are part of the reason
why Australia has recently been involved in significant efforts to consider its approach to societal resilience.
This has included developing its own disaster resilience index, consisting of social, economic and
institutional factors and the recent Royal Commission into National Natural Disaster Arrangements, which
issued its recommendations in late 2020.**” Given that they are both in Cluster 1, and are both Five Eyes,
the Organisation for Economic Cooperation and Development (OECD) and G20 members, the UK and
Australia share many commonalities that may increase the relevance of Australian best practices for the UK.
Australia’s geographic location in the Indo Asia-Pacific, a region of increasing strategic interest to the UK,

also make it a good candidate for a case study.

As a member of the smallest cluster, Cluster 3, Colombia has a combination of characteristics that make it
unique from other countries, and therefore of particular interest to the study. Based on analysis by Aleph
Insights, its history of low-level, long-term conflict and persistent economic inequality has not prevented it
from retaining a relatively high democracy rating. Interest in these characteristics was expressed in initial
consultations with the National Preparedness Commission (NPC). Its selection also provided an example
from Latin America, in an effort to make these case studies more geographically representative. Finally, all

parties felt that it would benefit the study to examine a country that analysis indicated was less resilient.

Israel has long been a country of interest for those who study societal resilience and is therefore featured in
a great deal of the literature as an exemplar of resilience. Israel is in the relatively unique position for
countries in Clusters 1 and 6 of being involved in a long-term low-level conflict on its own soil, while still

maintaining relatively high scores in democracy and supply chain resilience. Due to this, Israel is in the

47 Bushfire and Natural Hazards CRC (2020); Royal Commission into National Natural Disaster Arrangements
(2020a).
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unique position of being able to trial new approaches to enhance societal resilience and receive real-time
feedback.?®® While Israel shares a number of common interests with the UK, as well as the similarities
highlighted by their clusters, its policies and conceptions around societal resilience differ significantly from
the UK. A frequently occurring example of this in the literature on societal resilience is Israel’s policy of

nearly universal conscription. For these reasons, Israel seemed like the appropriate choice for Cluster 6.

Sources suggest that Russia’s government has been relatively proactive in addressing its own societal
resilience, in cooperation with defence.® For example, at the start of the COVID-19 pandemic, several
thousand Russian troops aided civilian authorities in responding. In addition to the military, there are
several organisations with internal security roles, including the National Guard, tasked with functions as

varied as riot control and provision of basic utilities.”

There are, however, also reasons to question Russian
societal resilience, namely the below-average civic engagement and supply chain resilience that characterise
Cluster 5. In addition, from the beginning of the project, DCDC had expressed an interest in looking, not
only at UK allies and partners, but at its potential adversaries as well. Russia fits this description, while being

more representative of Cluster 5 overall.”'

As a member of Cluster 1, Sweden enables the project team to examine an example of a non-Anglophone
country that shares similar high-level characteristics. Examining two countries from Cluster 1 also enables
the team to better explore how variation might occur within clusters, despite them having apparently similar
characteristics. In addition, Sweden is often presented as a paradigm for societal resilience, as are its recent
large-scale Total Defence 2020 exercises.”* One specific example of this is that Sweden has taken proactive
steps to incorporate resilience into its security and defence policies.” Finally, including Sweden also
addresses the preference that the DCDC has expressed from early in the project: that one of the case studies
might be a Scandinavian country, given their location on the European frontier with Russia. Selecting
Sweden as a case study will allow the project to incorporate insights into a country that might perceive itself

to be under threat in a way that other countries in Cluster 1 are not.

B.2. Sweden

Of the case studies, Sweden scores the highest on the index (third overall with a score of 0.84). This score
is driven by Sweden’s above average scores in almost all variables: it has low inequality, little corruption, no

»% This indicates that Sweden has multiple structural factors that

conflict, and resilience supply chains.
contribute significantly to high societal resilience. While these factors are not entirely independent of

government control, they are also not explicitly part of societal resilience policy. Another factor outside the

248 Padan & Elran (2019).
24 Thornton (2020).
20 Thornton (2020).

51 According to the cluster analysis, China emerged as somewhat of an outlier in Cluster 5, while Russia was more
representative of the group’s average, and therefore more suited for examining the cluster as a whole.

252 Wheeler (2020).
253 Gruber (2016).

24 For a more detailed discussion of Sweden’s score in the societal resilience, see the Summary of this report.
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control of government is Sweden’s location: it has long been concerned about aggression from neighbouring
Russia. Indeed, Russia’s actions in the Ukraine drove Sweden to reassess the threat level facing the country

and overhaul their societal resilience policies in 2014.*

B.2.1.  Background
From the 1950s to the end of the Cold War, Sweden had a well-developed Total Defence concept, which

entailed all of the activities required to prepare Sweden for war, including both military and civilian defence.
Sweden had the world’s fourth largest air force and extensive stockpiling of items like food, fuel, and cash.?®
The impetus for Total Defence was that Sweden was a small, neutral country with limited resources. To

make up for the lack of resources, all of society was involved in the effort to resist the very real threat from

the USSR (similar to Israel and its Arab neighbours).””

After the end of the Cold War, Total Defence planning came to an end, and Sweden instead prioritised
expeditionary capabilities. From 1999 and throughout the 2000s, there was no systematic civilian planning
for a crisis or war. Compulsory military service became voluntary in 2010. Emergency stockpiles were sold,

donated and destroyed. **

Yet, following the annexation of Crimea and military intervention in Ukraine by Russia in 2014, Sweden
revised the threat level facing the country to a higher level. It passed a Defence Bill in 2015 that aimed to
improve deterrence and preparedness to meet the new, more threatening security environment. As part of
the bill, military spending was increased, limited compulsory military service was reinstated, and Total

Defence was restarted.?’

Sweden set up a Defence Commission in January 2017 to clarify the strategic direction of the country for
2021-2025. It published a report entitled Resilience — the total defence concept and the development of civil
defence 2021-2025 in December 2017, which set out plans for a reformulated Total Defence strategy.*
These recommendations were adopted by the Swedish parliament in December 2020.%' The key objectives
of Total Defence for 2021-2025 are that the country should be able to resist disturbances to society for
three months.”* As part of this, individuals have the responsibility to take care of themselves. For example,
they should have sufficient basic provisions to survive and know their roles and responsibilities in a crisis.**®
Also, Sweden should be able to withstand interruptions to its supply chain, so there should be plans in place

to ensure access to food, water, fuel, and medicine.”** Finally, there will be a new structure for coordination

5 Von Sydow (2018).

256 FITA (2020).

57 Internal RAND Europe expert workshop conducted 19 March 2021.
255 FIIA (2020).

»% Von Sydow (2018).

260 Von Sydow (2018).

261 Swedish Ministry of Defence (2020).

262 Swedish Ministry of Defence (2020).

263 Swedish Ministry of Defence (2020).

264 Swedish Ministry of Defence (2020).
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of civil defence, that will bring together central, regional, and local levels, and will also help to develop

psychological defences.”®

Sweden is not a centrally governed country. Individual government agencies oversee operational aspects and
local authorities have significant power. This means that coordination between agencies is crucial and
changes cannot simply be decreed from the central government. The provision for a new civil defence

coordination body in the 2020 Total Defence bill aims to address the coordination issues.”*®

B.2.2.  Relevant practices

Sweden has frequently been cited by experts as a model country for societal resilience. Its year-long Total
Defence exercises (2019-2020) drew on a whole-of-society approach to conduct exercises ranging from
table-top to live-play that included parliament, government agencies, regional administrations,
municipalities, the private sector, and the general public. These exercises were led by Sweden’s dedicated
societal resilience organisation, the Civil Contingencies Agency (MSB), in conjunction with the armed

forces.

The MSB is a dedicated national civilian body responsible for civil preparation, emergency management
and civil defence. It supports training, exercises, regulation and education, and works closely with
municipalities, councils and the private sector.”” The MSB is regarded as one of the best civil defence
agencies worldwide.?® Among other activities, it has overseen the development of dual roles, where civilian
roles in government agencies have a war designation: if war breaks out, the civilian adopts a designated

alternate wartime role.>®’

The government maintains active, ongoing communication with the population regarding their role in
societal resilience.””° It has issued instructions to the public in the form of a pamphlet, ‘If Crisis or War
Comes’, YouTube videos, a podcast entitled ‘If the Crisis Comes’, and a dedicated website, which is run by
the MSB. For example, the website provides checklists of what to pack in a crisis.””! As part of this
preparation advice, the Swedish government has an alert signal that would alert civilians of an emergency
via their cell phones and other designated alert signals.””? The Swedish government has also explicitly told
citizens that it will never surrender to a foreign power in the event an aggressor tries to spread
disinformation.””” This spread of information is also intended to spur citizens to participate in Total
Defence: ‘If Crisis or War Comes’ encourages citizens to learn to provide first aid or get involved with non-

profit organisations that play significant roles in voluntary defence.””

26> Swedish Ministry of Defence (2020).
266 Swedish Ministry of Defence (2020).
267 MSB (2019a).

268 Tnterviews conducted by RAND Europe with interviewees G and H.

26 Internal RAND Europe expert workshop conducted 19 March 2021; Von Sydow (2018).
270 Swedish Defence Commission Secretariat (2017).

71 MSB (2019b).

272 MSB (2018a).

273 MSB (2019a).

274 MSB (2018a).
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This transparency and proactive information sharing has been suggested as one of the reasons trust in

government in Sweden is high.””” For example, one study showed that between 2009 and 2019, on average,

40 per cent of Swedes had either very or rather large trust in the government, significantly higher than the

proportion in the UK.*¢

Figure B.1: Public preparedness tips from 'If Crisis or War Comes'

Home preparedness tips

Your prerequisites and needs vary, for example, depending on whether you live in the countryside or in a built-up area, in a house or in an apartment. Here are some general home preparedness tips.
Use that which is appropriate for you and those close to you. It is a good idea to share certain things and borrow from one anether.

Food

It is important to have extra food
at home that provides sufficient
calories. Use non-perishable food
thar can be prepared quickly,
requires lirtle water or can be eaten
without preparation.

[] potatoes, cabbage, carrots, eggs

[ bread witha long shelf-life, e.g.
tortillas, hard bread, crackers, rusks

[ cheese spread, soft whey cheese and
other spreads in tubes

[] oat milk, soy milk, milk powder

[l cooking oil, hard cheese

[ quick-cook pasta, rice, grains, instant
mashed potatoes

O precooked lentils, beans, vegetables,
hummus in tins

[l chopped tomatoes to, for example,
cook pasta in

[] tins of bolognese sauce, makerel,
sardines, ravioli, salmon balls, boiled
meat, soup

O fruit purée, jam, marmelade

[] prepared blueberry and rosehip soup,
juice or another drink that can be
stored at room temperature

] coffee, tea, chocolate, energy bars,
honey, almonds, nuts, nut butter, seeds.

Water

Clean drinking water is vital. Allow
for at least three litres per adult per
day. If you are uncertain about its
quality, you need to be able to boil
the warter.

If the toilet is not working, you can
take strong plastic bags and place
them in the toilet bowl. Good hand
hygiene is important for avoiding
infection.

[ bottles

Warmth

If the electricity goes off at a

cold time of the year, your home
will quickly become cold. Gather
together in one room, hang
blankets over the windows, cover
the floor with rugs and build a den
under a table to keep warm. Think
about the risk of fire. Extinguish
all candles and alternative heating
sources before you go to sleep. Air
the room regularly to let in oxygen.

[ woolen clothes

1 buckets with lids

] Plastic bottles to freeze water in (do
not fill to the top as the bottle will
crack if you da)

[ mineral water

D jerry cans, ideally with a tap, to
collect water in. You can also have
a couple of clean jerry cans that are
filled with water as a reserve. These
are to be stored in a cool, dark place.

Source: Swedish Civil Contingencies Agency (MSB).

[J warm all-weather outdoor clothing

(] hats, gloves, scarves

[ blankets

[ sleeping mats

[] sleeping bags

[] candles

Communications

In the event of a serious incident, you
need to be able to receive important
information from the authorities,
primarily Sveriges Radio's radio
station P4. You also need to be able
1o follow how the media are
reporting events, remain in contact
with relatives and friends and be able
to reach the emergency services in
the event of an emergency.

[ aradio powered by batteries, solar
cells or winding
[] acarradio

[ alist of important telephone
numbers on paper

[] extra batteries/power bank for
devices such as mobile phones

[[] mobile phone charger that works in
the car.

[ tealights

] matches or fire-lighter

[ alternative heat sources, e.0. PG
heaters, paraffin heaters.

Other

[] spirit stove and fuel

[ torch, head torch

[ batteries

[J cash in small denominations

] medicine cabinet and extra medicines

[J wet wipes
] hand sanitiser

1 nappies and menstrual products

] paper printouts of information such as
insurance policies, bank details, regis-
tration certificates

[ fuel in the tank.

Sweden also compels public participation in societal resilience to a significant extent. The country reinstated

partial conscription in 2015 as part of reinvigorating the Total Defence concept: all citizens are eligible to

serve in the military at 18.””7 Individuals between 16 and 70 are obliged to contribute to Total Defence,

with roles determined based on their skills or civilian occupations.””® Government employees also have an

assigned alternate role, designated by MSB, in the event of wartime.*”

Industry is also compelled to participate: companies are required to participate in Total Defence planning,

and are proactively identified and contacted by both local government and the MSB to this end.”®® The

Swedish national government also retains the legal power to compel industry to either manufacture or

7> Internal RAND Europe expert workshop conducted 19 March 2021.

276 Statista (2020).
277 MSB (2019b).
278 MSB (2019b).
279 MSB (2019b).

2 Tnternal RAND Europe expert workshop conducted 19 March 2021.
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stockpile certain goods; it has, however, not used this power since the end of the Cold War and there is a

wide sense that their use would be extremely unpopular with industry.”®’

The government has expressed
concerns about the increasing practice of ‘just-in-time’ supply chains, which reduce stockpiles and

potentially endanger access to goods, particularly those manufactured outside of the country.”*

Sweden clearly distinguishes where responsibilities are divided between local and national government
in the event of a crisis. The public have been informed of who is in charge of managing a crisis —
municipalities are responsible for ensuring care for the elderly, schooling, water supply and emergency
services during a crisis.”® Cities have also run campaigns, such as the 72 Hours’ campaign, which states

that citizens should be self-sufficient in terms of food and energy for 72 hours.?%

Sweden is implementing policy based on lessons identified in its Total Defence exercises. For example,
one of the lessons from the Total Defence exercise was that communication was an issue, because there were
likely to be sustained disinformation campaigns. In response, the government is considering the

establishment of a psychological defence agency. **

Sweden has been making significant investments in critical infrastructure in recent years. The Swedish
Government is currently mapping national supply chains and stockpiles.”® Previous efforts identified cyber
security as a key area of concern given the ongoing threat of cyber-attacks and the digitalisation of key
national infrastructure (e.g. the electricity grid, transport and finance), which are all vulnerable. The country
released a cyber security strategy in 2016, which it followed-up with key investments in cyber security,
including awareness, education and training.”®” A national cyber security centre, jointly run by the armed

forces, intelligence agencies, and crisis management agencies, was established in 2020.%*

There have also been efforts to deliberately create redundancy in key areas. For example, Sweden currently
has 65,000 shelters available to its population in the event of an emergency.”®” The shelters can house an

estimated four million people, more than one-third of the country’s population.”

B.2.3.  Challenges

Restarting Total Defence poses several challenges, as Sweden has changed considerably since the policy

was last in operation. For example, a number of public services have since been privatised; there has been
widespread adoption of ‘just-in-time’ supply chains; services and infrastructure like the electricity grid,

transport, and finance have been digitalised; and cyberattacks have become an ongoing threat.”'

28! Internal RAND Europe expert workshop conducted 19 March 2021.
%82 Von Sydow (2018).

283 MSB (2019b).

284 Bergstrom (2018).

285 Wheeler (2020).

2% Tnternal RAND Europe expert workshop conducted 19 March 2021.
27 Regjeringskansliet (2017).

28 Internal RAND Europe expert workshop conducted 19 March 2021.
289 MSB (2018b).

20 MSB (2018b).

1 Von Sydow (2018).
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Sweden has a pluralistic authority landscape organised into national, regional, and local levels, which
complicates crisis management structures. The national government can issue directives, but it cannot

impinge on regional authorities’ responsibilities (e.g. application of the law).””> The MSB, for example,
oversees crisis preparedness nationally, but it is limited to coordinating various local actors; this is said to
pose a challenge should Sweden face a broad crisis. It has also proven complicated to build back national

Total Defence systems likes stockpiles.

Sweden continues to be highly reliant on imports, especially pharmaceuticals — a reliance that was
highlighted during the COVID-19 pandemic.*

B.3. Australia

B.3.1.  Background

Australia does not have a long history of state-led focus on resilience. It has never had National Service and

it has conducted limited civil defence and emergency planning over the last century.*”

Australia is split into three levels of governance: the federal level, the state level, and the local council level.
In general, resilience planning and crisis response is led by the states, which have their own forces that
operate under separate legislative frameworks e.g. state police that are separate from the federal police. In
the event that states are overwhelmed, they can seek assistance from Defence or from the federal
government. The federal government does not have the power to order the military into states (in this way

it is similar to Sweden).?®

A move to strengthen civil defence and resilience has grown in the last decade, resulting in the publication
of multiple strategy documents in 2020 that aim to support resilience in key areas such as cyber,

77 The increased interest in resilience comes from several states responding to

environment, and Defence.
increased risks from natural hazards as a result of climate change. At the federal level, the interest comes
from updated national threat assessments. Federal authorities also cite the risks from extreme weather due
to climate change, as well as higher levels of threat as a result of technological change, increased strategic

competition in the Indo-Pacific, and increased grey-zone threats including cyber threats.””®

The Australian government published a National Strategy for Disaster Resilience in 2011, which called for
greater collaboration between national and local government, businesses, and communities. It focused on
natural disasters. It also identified fundamental characteristics of resilient communities: functioning well
under stress, successful adaptation, self-reliance, and social capability. To achieve this, it suggested

conducting risk assessments across social, economic, built and natural environments, implementing

22 FIIA (2020).

293 FIIA (2020).

24 FIIA (2020).

2% Nicholson et al. (2021).

26 Internal RAND expert workshop conducted 21 April 2021.
»7 Internal RAND expert workshop conducted 21 April 2021.
298 Nicholson et al. (2021).
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consistent methodologies to improve risk management planning, and building strong networks across

sectors and regions.””

States are legally responsible for emergency management, land use planning, development regulation and
disaster resilience, through emergency services organisations. According to the 2011 National Strategy for
Disaster Resilience, it is the role of states to: (1) understand risks and provide information on hazard and
vulnerabilities; (2) educate their constituencies about risk via emergency services; and (3) create an
institutional, market and regulatory environment that promotes resilience within the community and by

the private sector.””

Australia published a Defence Strategic Update in 2020 that identifies disaster and national resilience as a
priority for Australian Defence and notes that resilience planning needs to be a priority in Defence
planning.*®" Australian Defence already has a mandate to assist civilian authorities in catastrophic natural
disasters, such as the 2009 and 2020 bushfires, where the danger level was high and local entities alone
could not handle the situation. The capabilities that Defence brings to natural disaster assistance is air- and
sealift, land transport, engineering, medical support, and communications.*”?

Australia has a small industrial base. The Defence industry is dominated by large multinational companies.

The country is highly dependent on imports. For instance, it imports over 90 per cent of its medicines.’”

Trust in government is relatively high. Between 2012 and 2021, the percentage of the population who

trusted the government fluctuated between 32 per cent (2013) and 61 per cent (2021).>

Australia is a relatively homogeneous country. The migration rate is 8.1 migrants per 1000 (2020).*”

B.3.2.  Relevant practices

The Australian government has a central, civil emergency planning department, called Emergency
Management Australia, which is part of the Department of Home Affairs. It coordinates between federal
agencies. It has different types of emergency response plans that it can activate, including the Disaster
Response Plan (COMDISPLAN),*® to provide non-financial assistance to affected areas, and the Nature
Catastrophic Disaster Plan (NATCASDISPLAN), in case of natural disasters.””

The Australian government is bringing forward legislation to give the national government the legal power
to declare a national emergency, to ensure a more coherent and pre-emptive response to crises. The

Australian government is also establishing a national resilience, relief and recovery agency that will start by
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1 July 2021, and be tasked with building national resilience and better prepare for future natural disasters.””®
These two actions are being implemented following the recommendations made by the Royal Commission

into National Natural Disaster Arrangements, which was established in 2020 to examine the response to

the 2019/2020 bushfires.>®

The Australian government has also promised that it will establish ‘Resilience Services’, which is a climate
and disaster risk information service that will assist Emergency Management Australia and the new national
resilience, relief and recovery agency. Resilience Services will draw together and analyse large amounts of

data from around the country.’”

Australian Defence supports civilian governments in need of assistance through the Defence Assistance to
the Civil Community (DACC) initiative. Through DACC, Defence assists state and territory governments in

situations where their resources are insufficient, including in emergencies like bushfires, cyclones, floods,
and pandemics, or non-emergency situations like large public events. There are different categories of help,
including: (1) localised, short-term emergency responses; (2) large scale and/or non-localised emergency
responses; (3) post-disaster recovery support; (4) local, small-scale non-emergency support; (5) general,
significant non-emergency support; and (6) assistance to law enforcement — no use of force (including no
intrusive or coercive acts).”" In this way, Defence can contribute to several phases of supporting community
resilience (e.g. during an emergency, or afterwards), and for different types of situation (e.g. emergency

versus non-emergency).

All jurisdictions have a state emergency management committee, which coordinates emergency services
with other agencies.®'? The state-wide approach to emergency planning and resilience has successfully
ensured coordination and the prevention of duplication of effort, whilst also ensuring emergency

management is tailored to the area.’"’

Australia has started to focus on cybersecurity. It published a national Cyber Security Strategy in 2020,
which states that cyber threat mitigation in Australia requires a ‘whole-of community effort’.? Tt commits

$1.67b in cyber security over the next ten years.’"”

The federal government is promoting and protecting critical technologies, because critical technologies are
key to ‘resilience in crisis situations’®'® As part of this, they have set up a Critical Technologies Policy
Coordination Office in PM&C, which will coordinate policy across government and provide strategic

foresight capability to government.’"’
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Individual states and cities have taken responsibility for improving their resilience. For example, the states
of Queensland and Victoria have established Inspectors-General for Emergency Management (IGEMs).
They monitor the capacity and performance of the emergency management sector in their states.’™® The
state of Queensland published a strategy, the Queensiand Strategy for Disaster Resilience (QSDR), which is
being implemented through the Resilient Queensland 2018 — 2021 plan. It aims to understand the potential
risks Queensland faces, to work together to manage those risks, to reduce the likelihood of identified risks

taking place, and improve preparation, response, and recovery from disasters.”"’

B.3.3.  Challenges

Australia is reliant on imports in key sectors and has in the past not prioritised sovereign-based industries,

leaving it vulnerable to shortages of resources needed to sustain society and wartime operations.’”’

Australia has not yet considered psychological defence or resilience as part of its strategic thinking.**!

Australia has relatively little experience of national security threats, due to its isolated location.’> However,
the emergence of grey-zone warfare and cyber-attacks in recent years have increased the threat level. Due to
its lack of experience, Australia may struggle to mobilise society to be resilient in the face of certain types of
crisis. For example, Australia has increased societal engagement following cyber-attacks, environmental
threats like the bushfires in 2020, and the Covid-19 pandemic. It does not, however, have any concepts of

resilience or whole-of-society mobilisation included in its Defence planning and doctrine.’”

There is relatively little awareness among the population of national security issues, due to a lack of
national service and lack of military engagement with civilian affairs like social cohesion and support for

societal resilience.’?*

B.4. Israel

B.4.1.  Background

Since it became a nation-state in 1948, Israel has faced an ongoing series of wars, Palestinian uprisings,
armed conflicts, and terrorist attacks. The frequency of conflict has meant that Israel’s emergency
management has mainly been military-centric. Initially, as Israel faced attacks from its neighbours in 1948

and 1949, there was no separation between military and civil defence.’”
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Civil defence was separated from the main IDF to become a separate unit in 1951 under the Civil Defence
Law, although it remains under the control of the Israeli Ministry of Defence (IMOD). It is known as the
Home Front Command, and has two core strategies: sheltering under attack, and advanced planning so
that citizens know in advance what to do in an emergency.””® The Home Front Command has five specific
units that deal with emergency situations. These are: Atomic, Biological, Chemical (ABC) Warfare
Battalions; Extrication Battalions; a National Search and Rescue Unit; Search and Rescue Companies; and

a Casualties and Wounded Identification Unit.??’

More frequent terrorist attacks on civilians from 2000 onwards led to a development of ‘civil defence’ to
consider ‘resilience’, which involved a new focus on psychological defence, rather than just physical safety.’*
Israel adopted several new policies involving psychological resilience, in addition to its existing civil defence
strategies. One policy led to the establishment of regional Resilience Centres (RCs) manned by social
workers. Another led to the establishment of local emergency teams (known as CERTs), staffed by
volunteers.”” It should be noted that these systems are not national, and currently only exist in regions that

330

share a border with Gaza.” Israel also established a National Emergency Authority (NEMA), also known
by its Hebrew acronym RACHEL, within the Israeli Ministry of Defence in 2007.%" Its role includes the
creation of interagency response plans. It aims to put a greater emphasis on emergency management than

was previously the case in Israel.”

Most Israeli citizens have direct experience of civil defence of the homeland, both through the regular
conflicts and violence the country faces, and also through the emphasis placed on civil defence in schools

and through national military service.””

Israel has substantial domestic Defence production capabilities. It is also one of the world’s biggest weapons
exporters. Initially, Defence companies in Israel were set up first as government departments to supply the
IDF, then as government companies, and in the late 1990s and 2000s parts of the companies were
privatised. These include Israel Aircraft Industries (IAI), the Authority for the Development of Armaments
(RAFAEL) and Israel Military Industries (IMI).>** The Israeli Defence industry is now almost entirely
separate from the government, but maintains close ties with it. It is unclear whether the Israeli government

has legal mechanisms at its disposal similar to the Defense Production Act (DPA) in the US.

Israel also has emergency response divisions within several of its other ministries. The Emergency Food
Supply Division within the Ministry of Economy with responsibility for ensuring a supply of products in

the event of an emergency.”” Within this division are four sub-divisions, including the Chief General
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Economy Authority, which advises civilians about appropriate individual stockpiling, and the Chief Food
Authority, which does contingency planning, including recommendations for stockpiling certain key food
items.**® Within the Ministry of Health is an Emergency Department which maintains a reserve of imported

medical products for emergency situations.””

Trust in government is relatively high. In 2020, 29 per cent of Jews and 25 per cent of Arabs said they had
very much or quite a lot of trust in government.”® The value has fluctuated between 25 and 60 per cent
between 2003 and 2020. Trust in the armed forces is extremely high: trust in the IDF was 82 per cent

across the population in 2020 and has fluctuated between 80 and 100 per cent between 2003 and 2020.%*

B.4.2.  Relevant practices

Widespread conscription prepares civilians to resist an attack and contribute to civil defence. Besides some
exempt groups like ultra-Orthodox Jews, all Israeli citizens reaching the age of 18 must complete national
service. The length of national service is 32 months for men between ages 18 and 26, and 24 months for

women in the same age group.® A total of 14,000 people take part in national service annually.>*!

The military is actively engaged in assisting with civil defence. It participates in civil defence through the
Home Front Command, including helping with planning, preparation, and operational aspects of a crisis.
This ensures communication and operations networks between the civilian and military sides are already in
place before a crisis occurs, allowing a faster and more coordinated response when a crisis does occur.*** An
example of military involvement in civil defence is that the IDF operates early warning sirens, which the
entire population receives on their mobile phones. The expected response to this is that everyone must

immediately seek shelter.>*

Israel has increasingly developed psychological and social support to increase the population’s resilience.
In each of the Gaza border communities, there is a Community Emergency and Resilience Team (CERT).
It aims to support communities during emergencies and is staffed by volunteers who have had basic training.
It also provides medical, psychological and social assistance to the local community. The central government
and local authorities are jointly in charge of setting up and maintaining CERTs. CERT's gather information
about the local community both in peace and crisis situations, which means that they can always provide
an up-to-date report of the situation on the ground.*** Another form of community support are RCs, NGOs

that focus on enhancement of preparedness for emergencies, reinforcement of community resilience and
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individual treatment for anxiety victims. They provide access to therapists, nurses and social workers for the

local community. They work with regional councils to prepare them for emergencies.**

Israel has been improving its cyber resilience: in 2015, Israel set up a National Cyber Directorate. One of
its aims is to contribute to resilience by preparing the private sector and the public to protect themselves
from cyber threats through training, raising awareness, and distributing best practic:es.346 This is in part a

response to growing Iranian aggression, allegedly targeting Israeli infrastructure through cyber-attacks.*”

B.4.3. Challenges

One main challenge in Israel is the political instability it has experienced since 2019: there has been an
unprecedented electoral impasse, with four elections in two years by March 2021.The stalemate has led to
divisive political discourse, which undermines societal cohesion and resilience.**® The political situation is
further exacerbated by persistent allegations of corruption against the former President Binyamin

Netanyahu and his wife, some of which have resulted in ongoing court cases.>®

Israel’s tense Jewish-Arab relations also pose a challenge. There continues to be hostility amongst the
Jewish community towards the Arab community in Israel, compounded by hostile political rhetoric; Arab

Israeli leaders employ equally harsh rhetoric.?*

Significant divisions also exist between different groups within the Jewish community.>' For example, the
political and economic life of the country is dominated by Ashkenazi Jews, or Jews of Eastern European

352

descent.”” In addition, recent years have seen significant debates within the country about the growing size

and influence of the Haredi, or Orthodox Jewish, community.*

Resilience-enhancing measures have not been put in place at a national level. Much of the resilience-
enhancing infrastructure is only located in communities that have been historically more prone to attack,

such as the Gaza border communities;>* this could be an issue if the country faces a national crisis.

Israel is primarily focused on kinetic threats, and therefore adopts a ‘resistance to war’ posture, rather
than a broader resilience-focused posture. Due to the ongoing security challenges that Israel faces, it

perceives resilience as being ‘resistance to war’ or resisting kinetic threats.”” This means there has been less
ocus on other kinds of threats, such as natural disasters. For example, Israel initia ad a high infection-
f ther kinds of threat h tural disasters. F le, Israel initially had a high infect

and death-rate in the Covid-19 pandemic, but performed very well in its vaccination programme, perhaps
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because vaccination is an active process that fits with Israel’s ‘resistance to war’, or kinetic, approach to

crises.*®

B.5. Russia

B.5.1.  Background

Russia has decades of experience of preparing for emergencies. Throughout the Cold War the state made
people aware that a crisis might happen, and this did not change after the Cold War ended — the government

has continued to warn its population that the country may face war.””

During the Soviet era, leaders believed that war was highly likely, and became interested in civil defence as
early as the 1920s. They instituted extensive civil defence training programmes, which saw 137 million
people receive a 28-hour civil defence course. Training was intended to familiarise people with what modern
weapons were and what their effects were, teach them how to behave in shelters, first aid, firefighting and

decontamination.?®

Civil defence was directed through the Ministry of Internal Affairs, which developed operational systems
and conducted research, that was then implemented by staff at regional, district, and city levels. Each city
had 11 different civil defence services, including medical, shelter, and decontamination, each of which had
its own permanent civil defence staff.”” There were also volunteer Self-Defence Groups made up of 48

people per 500 residents, which included medical, shelter and firefighting teams.>®

After the collapse of the Soviet Union, the entire Soviet-era civil defence apparatus was transferred to the
Russian Federation State Committee for Civil Defence, Emergencies and Elimination of Consequences of
Natural Disasters (EMERCOM) in 1991.%' 23,000 military personnel were transferred to the Civil
Defence Forces of the EMERCOM Committee.*** In 1994, EMERCOM was given the status of Ministry.
It is also known as the Ministry of Extraordinary Situations. EMERCOM is responsible for coordinating
civil emergency planning, search and rescue operations and evacuations. A National Crisis Management

Centre was set up as part of EMERCOM in 2008.%%

A national structure for coordinating emergency situations, the Unified Emergency Prevention and
Response State System in Russia (RSChS), was set up in 1992.%* Its role is to monitor situations, train

specialists in predication and response, educate the public, develop preventive measures to reduce risks, and
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improve the management of prediction and response to emergencies.”® A National Defence Management
Centre was also set up in 2014. The Centre coordinates with the Ministry of Defence, the Ministry of
Internal Affairs, the General Staff, EMERCOM’s National Crisis Management Centre, and others, to

ensure an integrated and coordinated Defence system®*

Russia places a lot of importance on its defence industry. The development of the defence-industrial
complex, with a view to maintaining defence sufficiency, has been identified as one of the most important
priorities of Russia’s state policy for the future.*”” Russian military doctrine states that stockpiling of
resources and maintenance of reserves are key aspects of civil defence. It also states that during peacetime,
the country must ensure civil defence and critical infrastructure are maintained to ensure readiness for

attack.>%®

Russia has a large minority population: in its most recent census (2010), ethnic Russians made up 80 per
cent of the population. The remaining 20 per cent, or 26 million people, were part of more than 100 ethnic
groups, making it highly ethnically diverse. Minority ethnic groups include Armenians, Azerbaijanis,

Chechens, Georgians, Germans, Jews, Latvians, Lithuanians, Tajiks, Tatars, Ukrainians and Uzbeks.**

B.5.2.  Relevant practices

Russia has a dedicated civil defence ministry. EMERCOM is large and well-resourced. It has 300,000 staff
and 85 main offices across the country. It is one of nine ‘power ministries’ that is directly overseen by the

370

president. It has its own armed force, which is allegedly the third largest of all the ministries,”” although no

recent figures are available.

Russia has maintained its civil defence infrastructure since the end of the Cold War. This includes civil
defence authorities, equipment, and hospital systems. For example, it has maintained sparce capacity in the
health system, which proved essential in the pandemic, and contributes to Russia’s resilience.””" Russia has
818 hospital beds per 100,000 people, comparable to Germany, and higher than the UK. Similarly,
ambulance call-out rates in Russia are three times higher than average OECD countries, which means that

it was already used to functioning at a large scale before the pandemic.’”

There is a significant focus on integration between all of the federal and local agencies. This is seen for
instance in the Unified Emergency Prevention and Response State System, a system that is coordinated by

EMERCOM and ensures that federal and local agencies coordinate their actions to prevent and eliminate

365 Roffey (2016).

366 Roffey (2016).

367 Bitzinger & Popescu (2017).

368 Arms Control Association (2021).
39 Bitzinger & Popescu (2017).

370 Roffey (2016).

371 Liik (2020).

372 Liik (2020).

99



RAND Europe

emergencies. EMERCOM oversees the federal and macro-regional levels. Regional and local levels have

their own Civil Defence and Emergency and Disaster Management Centres.>”

There is a significant, nationwide civil defence effort coordinated by EMERCOM. It runs several key civil
defence institutions, including: (1) the Academy of Civil Defence, which gives specialised education up to
PhD level; (2) centres of education for civil defence in regions across the country; the National Crisis
Management Centre; (3) regional centres for civil defence; (4) military rescue units; and (5) Search and

Rescue Units.>

There is a focus on rapid response in Russian civil defence, which has led to the development of extensive

forecasting capabilities. For example, the National Crisis Management Centre oversees several monitoring
centres, including: (1) the All-Russian Emergency Monitoring and Forecasting Centre (Antistikhiya); (2)
the Unified Information System on Sea (ESIMO); (3) the All-Russian Comprehensive Informing and
Warning System (OKSION); and (4) the Centre for Situational and Mathematical Modelling of
Technological Emergencies and Catastrophes of the All-Russian Scientific-Research Institute for Fire

Defence.?”

Russia has had widespread conscription since before the Soviet era. Conscription teaches key defence

376

skills, meaning many Russian citizens have some defence skills.””® Of the one million-strong Russian armed

forces, 260,000 are conscripts.””’

Russia has been focusing on both cyber offense and defence. In the Military Doctrines of 2000 and then
2010, information warfare is defined as an area where Russia must develop forces and means to resist. Russia
does not have an explicit cybersecurity doctrine and its formal documents only focus on a defensive posture.
A RAND analysis, however, of Russian doctrine, speeches by Russian elites and military academic literature

suggests that there is an active interest in offensive cyber capabilities.””

B.5.3. Challenges

Allegedly, crisis management officials at lower levels in the system are reluctant to make decisions, as they
fear being reprimanded by the federal authorities. This can lead to slower responses, as local authorities wait
for central guidance. There is also a lack of clear division between the responsibilities at federal and local

levels in the case of an emergency.””’

Another issue is that officials allegedly do not report how serious a crisis is to the central authorities, or

sometimes entirely deny that there is a crisis at all, for fear of consequences from the federal authorities.
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This makes it difficult for central authorities to decide what and how much resource to deploy to an affected

area.’®

Russian leaders fear social unrest.”®' Low levels of trust in government may make it challenging for the

government to receive the societal participation that it requires during a crisis.”®

There are also issues with the resilience of the medical system: while Russia may have a lot of hospital beds,
it does not have sufficient medical staff to treat patients in those beds, especially in rural areas. There is also
a funding issue for the medical system, which receives 3.5 per cent of GDP, compared to 6-10 per cent in

EU countries.’®

B.6. Colombia

B.6.1.  Background

Colombia has had history of violent internal conflict throughout most of the 20™ century and into the 21+
century. Marxist guerrilla groups began forming and attacking the state in the late 1950s. Drug production
greatly expanded in the same period, with guerrilla groups soon becoming involved and funding their
activities.”®* Two of the largest groups were the Revolutionary Armed Forces of Colombia (FARC) and the
National Liberation Army (ELN). Armed groups became increasingly violent over the course of the 1960s,
1970s and 1980s, which had the effect of creating armed self-defence groups that sought to protect their
communities from armed groups. Many of these groups ultimately became right wing paramilitaries who

clashed with FARC and ELN, but also preyed on the local population.’®

The human impact of these conflicts has been considerable. The government registered around 9.1 million
victims of forced displacement, murder, torture, sexual violence, among many other human rights
violations.?*® Civil conflict in Colombia has left over 220,000 dead during the last five decades, as well as
millions of internally displaced people that fled their homes to escape the violence.” Throughout the
conflict, violence permeated every level of society: presidential candidates, judges, city mayors, farmers and

city workers were murdered. Political and social instability were endemic.”®

The United States (US) has a long history of supporting Colombia’s military and government, initially as
part of anti-Communist efforts during the Cold War, and then as part of the so-called “War on Drugs’.
Between 2000 and 2017, the US provided $11.2b in foreign assistance, of which 20 per cent was funded
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by the US Department of Defense.”® Much of this funding went to support an aggressive security strategy,

Plan Colombia, in an attempt to eradicate coca and poppy fields and interdict the flow of drugs north across

the US border.>°

Recent years have included significant progress towards ending the conflict. Despite multiple failed attempts
at peace talks, the Colombian government and the leaders of the Revolutionary Armed Forces (widely
known by their Spanish acronym, FARC) succeeded in 2016, resulting in a decrease in violence. As per the
terms of the agreement, the FARC handed over weapons to the UN, while the government agreed to ‘change
conditions that have led to the persistence of violence across the country’ including questions around land
ownership, inequality between rural and urban populations, underdevelopment of rural areas and exclusion
of minorities.””" The peace agreement also committed the government to expand its presence across the
country in order to enable provision of social services and development efforts particularly towards excluded

rural areas.?”?

Yet, although the FARC has largely followed the peace agreement, it has left a power vacuum in Colombia.
Colombia’s rough and mountainous terrain not only puts it at risk of natural disasters, such as mud slides
and earthquakes, but also means that there are areas of the country where the national government has no
presence. In many other areas, the military or police are the sole representatives of the national government,

as they are the only organisation with the resource and ability to reach such remote and isolated areas.

In the face of state inability, other armed groups and narco-traffickers have taken control of many areas,
particularly in hard-to-reach rural areas.”” Estimates suggest that there are five ongoing armed conflicts in
Colombia, which include a mix of old and new groups.*” These are exacerbated by problems in

neighbouring Venezuela, which means groups can retreat across the border and regroups with impunity.

B.6.2.  Relevant practices

There are policies in place to support agriculture where small agricultural producers have been affected by
conflict and severe weather through land losses and the displacement of small agricultural producers.*”” The
government has worked with international institutions, such as the Food and Agriculture Organization of
the United Nations (FAO), to set goals for stability in areas that have experienced the greatest difficulty

during this period and are in need of resilience and stability.*

The Ministry of Agriculture and Rural
Development, in cooperation with the UN, also established a National Adaptation Plan to help rural areas

monitor and adapt the agricultural sector to the effects of climate change.””
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The Colombian government has devoted resource to monitor ongoing weather and seismic activity. The
Colombian Geological Survey office has extensive monitoring capabilities to predict natural disasters,

which helps communities to anticipate, prepare for, and monitor severe weather.””®

The government provides support for rural areas, as they have been disproportionately affected by
conflict. For example, the Colombian government established a National Land Agency (ANT) in 2015 to

help ensure access to land for poor farmers and to formalise ownership for those without documentation.””
These efforts to promote socioeconomic inclusion are part of the proactive approach the government has

taken in recent years."” It has promised to formalise land ownership of seven million ha of land by 2026.""

The government has implemented policies in an effort to try to remediate the country’s severe
socioeconomic inequality, particularly its rural - urban divide. One example of this is the Territory-Focused
Development Plan (PDETs).“? The PDET programme is intended to support a community-driven
approach to support development and foster stronger institutions in certain regions of the country.
Another programme is the Zonas Futuro programme. It deploys the army, navy and police to designated
‘Future Zones’, hard-to-reach areas of the country that are currently home to armed groups, with high rates
of crime and armed violence, in an effort to improve security and provide social services in these zones. 04
There is, however. significant debate about the efficacy of sending the military, and the government has

been criticised for overly emphasising the security element of the programme.*”

The government is seeking to bring about a sense of justice and fairness, to help address the lasting impacts
of the conflict with FARC. In 2011, the Colombian government created a reparations program for victims
of violence that stemmed from this conflict.*”® In recent years, the government has also established a

) 407
b

transitional justice system, the Special Jurisdiction for Peace (JEP),*” as well as a truth commission.“’®

Cities have created plans for the prevention and risk management of threats that include natural disasters,
extreme weather events, as well as issues that stem from the urban development of the city.409 For example,
Bogotd has a plan for the Prevention and Attention of Emergencies for Bogotd D.C., whose aim is to support
the resilience of people, organisations, infrastructure and ecosystems.41° It also has a District Disaster Risk

and Climate Change Management Plan, which has food supply chain and health resilience components
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that specifically target the effects of climate change.”"! Certain disaster-prone areas also hold yearly

‘prevention week’ practicing emergency drills.*'?

Colombia has compulsory national service, meaning it has a lot of readily available manpower. National
service helps to make the Colombian armed forces the third largest in the Americas, with a total of 293,200

troops.*!

B.6.3. Challenges

The conflict in Colombia has left millions of people displaced and has led to their loss of ownership or
control of 1.2m ha of land, worth around $976b in 2006, with an estimated $3.3b income loss.”'* Social
networks that previously existed in the rural areas were damaged as a result of the ongoing conflict, which
has led farmers to work only in their own land, affecting the productivity of agriculture and the economy
as a whole.

Another challenge for Colombia is ongoing weak economic growth and inequality, caused by unequal

access to natural resources, especially land, lack of access to education, limited jobs and weak governzmce.415

Armed groups continue to operate around the country. They benefit in part from Colombia’s history of
violence: there are parts of the country that have almost never been under state control, due to decades of
civil war, followed by the widespread presence of armed groups. In parts of the country, armed groups take
on certain functions of the state such as protection, which delegitimises the state.*!® There has also been
increasing fragmentation of armed groups since the disappearance of the FARC, which has led to further
fighting as multiple groups fight each other for control of territory.”” Further, the porous border with
Venezuela provides groups with the opportunity to move across and regroup outside of Colombian
jurisdiction.

Armed groups continue to be closely involved with drug production, which provides funding for their
activities and incentivises them to continue.'® It also makes it difficult to eradicate the drug trade from the
country. In poor, rural parts of the country, local populations have benefitted from drug production,
because armed groups, who pay farmers for their coca crops, are more helpful to farmers than the state is.
The state, on the other hand, has been actively engaged in coca eradication for decades, but has failed to

provide local populations with viable alternative ways of surviving.*’

Resilience against natural disasters and extreme weather events is another challenge for Colombia, which

is susceptible to extreme weather. In Bogotd, earthquakes are the most likely and dangerous risk facing the

411 Mayor de Bogota (2006).

42 Youkee (2018).

#13 Colombian Ministry of Defence (2021).
44 UNDRR (2019).

45 ICRC (2020).

416 Tnternational Crisis Group (2017).

47 Human Rights Watch (2020).

418 Tnternational Crisis Group (2021).

49 International Crisis Group (2021).
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city.*® Volcanoes are also a significant concern: Colombia has a number of active volcanoes. The nation’s

agriculture is also exposed to this exireme weather, which threatens food security.**!

Colombia has suffered from the instability of neighbouring Venezuela, where armed groups operate, and

where conditions have led to over one million refugees crossing the border into Colombia.*?

There is a general lack of trust among the population in the police and military: in 2018, trust in

government was 28 per cent, the fourth lowest among Latin American countries.*?

420 UNDRR (2019).

21 Russell (2019).

22 Staguhn et al. (2020).
423 OECD (2020).
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Annex C. UK Societal Resilience Structures

This annex provides an overview of the structures and practices that contribute to building societal resilience
in the UK. It presents the key organisations at each of the three stages of emergency management, Prepare,

Respond and Recover, and considers the national, sub-national, and local levels.

This understanding of the UK context provided the baseline for comparison for the quantitative analysis of
causal and indicator variables and measures of resilience in the report and was used to generate insights into

relevant practices from other countries.

C.1. Existing structures and practices

C.1.1.  Societal resilience in the UK context is driven by civilian authorities, with UK
Defence ina suppor’ring rOIe
The UK approach to resilience is based on Integrated Emergency Management (IEM), an all-hazard
approach to disaster management based on six key steps: anticipation, assessment, prevention, preparation,
response and recovery.** The Civil Contingencies Act (CCA) of 2004 drew on IEM, stating that it should
be part of the duty of local responders to prepare for, respond to and recover from emergencies.”> The CCA
established a framework of roles for local emergency planning and response and updated emergency
legislative powers.*® In the UK, civil protection is primarily the remit of civilian government organisations.
At the national level, overall responsibility for civil protection lies with the Home Secretary, supported by
the Cabinet Office’s Civil Contingencies Secretariat (CCS). At the local level, civil protection is the mandate
of Local Resilience Forums (LRFs), multi-agency partnerships that were established through the CCA
composed of members of the emergency services, local authorities, some National Health Service (NHS)

agencies, the Environment Agency and others.*”

%24 Fiedrich (2016). It originates from the US Federal Emergency Management Agency in the early 1980s.
425 Cabinet Office (2013a).

426 Cabinet Office (2013b).

427 Cabinet Office (2021).
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Box 2: Key government actors for maintaining societal resilience

The CCS sits within the Cabinet Office and, since 2001, has overseen cross-government resilience planning and
response. It is responsible for actions across all phases of societal resilience. The Home Office holds overall
responsibility for civil protection in the UK. It has a minimal role in planning (the Prepare phase). Lead
government departments coordinate central government emergency planning and response for sectors where
they have day-to-day policy oversight.

The Ministry of Housing, Community, and Local Government - Resilience and Emergencies Division (MHCLG-RED)
is the body within MHCLG responsible for sub-national coordination of emergency response in the UK. This
includes coordination between different Local Resilience Forums (LRFs) and between the LRFs and the central
government. LRFs are multi-agency partnerships intended to coordinate between these agencies (which include
the emergency services, local authorities, and some NHS agencies) in a local context.

Source: GSP.

The 2021 IR built on these established resilience mechanisms. It identified building societal resilience as
one of the government’s key priorities and announced the development of a comprehensive national
resilience strategy in 2021. It announced plans to improve government communications on preparedness,
strengthen the role of LRFs, and impose consistent standards across Critical National Infrastructure (CNI)

sectors in keeping with the 2018 Network and Information Systems (NIS) Directive.*®

The delegation of responsibility among key civilian organisations at national, sub-national, and local levels

are outlined in this annex and in Figure C.1 below.

Figure C.1: Levels of responsibility for societal resilience

Prepare — Respond — Recover
Home Office Civil Contingencies Depending on the scale of the
Secretariat emergelncy:
Central government, agencies,
Lsoed Gomamment Deparimeris Cabinet Office Briefing and devolved administrations
National level Room (COBR)

Sub-national
level

Local level

Cabinet Office’s Civil

Contingencies Secrefariat

Ministry of Housing,
Communities and Local
Government - Resilience and
Emergencies Division (MHCLG-
RED)

Local Resilience Forums

Lead Government
Departments

Government Liaison Team

MHCLGRED

Local Resilience Forums
Strategic Co-ordinating
Group

MHCLG-RED

Local Resilience Forums

Source: GSP analysis adapted from MOD (2017).

C.1.2.

National level: At the national level, the Home Secretary is responsible for civil protection in the UK, and

Organisations involved in the Prepare phase

the Home Office is the lead government department (LGD) in planning for terrorist-related emergencies in

428 Department of Digital, Culture, Media & Sport (2020); HM Government (2021).
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the UK.*” The Home Office was responsible for emergency preparedness planning through its Emergency
Planning Division until 2001.%° Following emergencies, however, such as fuel strikes, flooding, foot and
mouth disease and 9/11, the UK government established a CCS in the Cabinet Office in 2001 to take

responsibility for activities in the Prepare phase.®!

The CCS is the emergency management agency in the UK at a national level. It is involved in every phase
of the emergency response. In terms of Prepare, one of its core aims is to build resilience to disasters, through

2 An important organisation that is part of the CCS and

planning and coordinating across government.
contributes to resilience planning is the Emergency Planning College (EPC). It provides training, exercises,
and advice on resilience to both the public and private sector. The EPC helps support national doctrine and
standards, maintains case study materials and a Disaster Database with information about more than 4,000
disasters, and publishes ‘Lessons Digests’ that distil multi-agency lessons identified from the management
of past disasters.*

The CCS also maintains an updated list of LGDs and the critical sectors that the LGDs support.®* It

commissions LGDs to produce annual Sector Security and Resilience Plans for the critical sectors that they
support, which include risk assessments and plans for maintaining security and resilience in those critical
sectors.”” LGDs are mainly involved in the Respond phase of an emergency, although they also complete
risk assessments as part of emergency preparation. An LGD is appointed when an emergency has national

implications and cannot be dealt with exclusively at the local level.**

Sub-national level: Coordination at a sub-national level, in all three of the Prepare, Respond, and Recover
phases, is carried out by the MHCLG-RED. The MHCLG-RED both facilitates collaboration between
different LRFs around the UK, and coordinates between the local and national level.*” It supports large-
scale planning and exercises that involve both LRFs and central government. Each LRF has its own named
Resilience Adviser from MHCLG-RED, with whom it works closely.**

Local level: In most cases, emergencies in the UK are dealt with first at the local level: most operations
receive no input from sub-national and national levels.”® Responsibility for coordinated preparation at the
local level lies with LRFs. LRFs are based on local police areas and bring together key responders as
identified in the CCA 2004. Core members (known as Category 1) of LRFs are the emergency services,

local authorities, some NHS bodies, and the Environment Agency, while secondary members (identified as

429 Cabinet Office (2013c).

0 World Heritage Encyclopaedia (2001).
#1 World Heritage Encyclopaedia (2001).
%2 World Heritage Encyclopaedia (2001).
3 Emergency Planning College (2021).
434 Cabinet Office (2014).

435 Cabinet Office (2018).

436 Cabinet Office (2013d).

47 Cabinet Office (2013b).

438 Cabinet Office (2013b).

439 Cabinet Office (2013a).
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Category 2) include the Health and Safety Executive, and representatives from critical sectors such as

telecommunications, water, ports and rail. The military also participates. “

As part of the Prepare phase, LRFs develop resilience knowledge and attend exercises and training within
the LRF, and with other (especially neighbouring) LRFs. LRFs are required to have generic emergency
response plans and a single person who has the contact details of the rest of the Strategic Coordinating
Group (SGC), such that an SCG meeting can be convened within one hour during working hours, or two
hours outside of working hours. LRFs should also have protocols in place that allow them to share

information easily within the LRF and also with other LRFs and sub-national coordinating bodies.*"!

C.1.3.  Organisations involved in the Respond phase

National level: In the ‘Respond’ phase, the CCS informs relevant ministers and senior officials, provides
information about possible scenarios and immediate needs, provides structures and data flows for managing
the response, and, if relevant, supports the LGD in charge of the response.442 The LGD in a given emergency
is the department that has day-to-day policy oversight of the affected sector.*”® During the Respond phase,
LGDs are responsible for conducting situation assessments, ministerial briefings, media strategy and

providing support to local responders.** There are three levels of response by LGDs:

Level 1, a significant emergency with a small impact, where a narrow focus is required. In these situations,

a Lead Department Minister runs the crisis from their own facilities.

Level 2, a serious emergency or disaster, which has a wide and/or prolonged impact. Wider government
resources may be needed (beyond the LGD), in which case the issue will be coordinated by the LGD from
COBR.

Level 3, a catastrophic incident and/or where emergency powers are invoked, where there is a widespread

impact that requires immediate central government involvement. The Prime Minister and COBR take the

lead.*®

The other lead national-level organisation is COBR, a senior decision-making body that is activated during
major national emergencies.**® Its meetings are held in secure rooms and include the Prime Minister,
intelligence officials, officials from the MOD and the Home Office, other senior ministers, and some LGD

representatives.*Y

Sub-national level: At the sub-national level, the MHCLG-RED will use its established networks to
facilitate multi-LRF communication and coordination during the Respond phase. In addition to the

MHCLG-RED, during the Respond phase of an emergency a Government Liaison Team (GLT) is

440 Cabinet Office (2013a).

41 Cabinet Office (2013a).

2 World Heritage Encyclopaedia (2001).
43 Cabinet Office (2014).

#4 Ministry of Defence (2017).

445 Cabinet Office (2014).

#6 Ministry of Defence (2017).

“7 World Heritage Encyclopaedia (2001).
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dispatched to coordinate between the national and local level. The GLT is the main channel of

communication between COBR and the SCG in LRFs (these are discussed in greater detail below).*

Local level: Each LRF has a SCG, a Gold-level Command Group, that provides strategic direction during
the Respond phase. It agrees priorities during the incident, decides what actions should be implemented at
the tactical level, and coordinates with government coordination bodies and central government where
necessary.”” The LRF format varies in devolved territories: Scotland has similar bodies called Scottish
Emergencies Coordinating Committees; Wales has a Wales Resilience Forum that brings local responders

and central government together; and Northern Ireland has a single, central Civil Contingencies Group.*°

C.1.4. Organisations involved in the Recover phase

National level: As is the case for the Prepare and Respond phases, organisations and individuals at the
national level will only become involved in the Recover phase if the emergency situation is such that it could
not be dealt with at the local level. The organisations involved in the Recover phase will form a Recovery
Group (together with devolved administrations, should the incident have occurred in Scotland, Wales, or
Northern Ireland).”' The make-up of the group varies depending on the nature of the incident, but usually
involves an LGD for Recovery as the co-ordinator for recovery. The LGD for Recovery can be different from
the LGD for Response, in which case the two should liaise closely in the Respond phase. The CCS also

usually participates in the Recovery Group.*”

The LGD for Recovery acts as a focal point for communication between various government and local
agencies, agrees clear aims for the recovery process, creates brief situation reports to be published on the UK

Resilience pages of the Cabinet Office, and makes executive decisions in the recovery effort.*>

Sub-national level: MHCLG-RED will coordinate between the national Recovery Group and LRFs, if the

scale of the emergency requires national intervention in addition to local intervention.

Local level: LRFs are often the main actors in the Recover phase. Some of their main objectives are to: (1)
conduct an impact assessment as soon as possible after the incident, considering the impact on residents,
businesses, infrastructure, the environment, etc; (2) to create and implement a recovery action plan to
restore utilities and transport networks, support businesses, and restore affected areas to an agreed standard;

and (3) to coordinate public and media communications.**

448 Cabinet Office (2013d).
449 Cabinet Office (2013d).
40 Cabinet Office (2013d).
41 Cabinet Office (2013c).
452 Cabinet Office (2013¢).
453 Cabinet Office (2013¢).
454 Cabinet Office (20134d).
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